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Abstract

The introduction of steganography has brought plenty of improvement to information
security, but not really employed in Information banks and this is often as a results
of the protection issues that come together with the employment of Information
security. Security issues is taken into account a significant concern which is why
every individual still opt to follow the normal way of addressing sensitive information.
The aim of this study is to enhance end to end messaging security using image
steganography technique. End to End SMS has always been dealing with security
issues as there are no security measures being put in place to improve the
Confidentiality of the context of the SMS. The Methodology used in this study
implore the use of mathematical expression as the first step is to convert th t
message into binary and thus obtain a bitstream as the result of this step. tl‘é@l ide
the obtained bitstream into a set of groups with three bits in each group.ﬁ’?;@ois end,
from the least significant bit, grouping is then done to every three cont its in a
group. The result of this study is presented as a software solution, as it\s implemented
and tested for use. This study uses evaluation parameters like n.square error and
Peak Signal to Noise Ratio to measure the performance of the s that are used in
the cause of this study, the images that are evaluated is t};{% o-image with text of
different word-lengths embedded in it. 4%
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Chapter One

Introduction

1.1 Background to the Study

Cryptography is the study and implementation of techniques to hide information from
being read. Data that can be read and understood without any special measures is
called plain-text. The method of representing plain-text in such a way as to@i&s
substance is called encryption. Encrypting plain-text results in unrea%orm is

called cipher-text. The process of reverting cipher-text to its origihal plain-text is

called decryption'. %\‘6 )

Steganography is a part of the cryptographic technic& ich refers to the art of
covert communications. The message is embed ng another object referred to

as a cover Work, by tweaking its propm&s. become additional necessary as
additional folks be part of the compu@j\}etwork revolution. Steganography is the
art of concealing information in@ in which prevents the detection of hidden
message. A completely Lw methodology is projected to produce additional
security for the key nation with the mixture of compression and encoding
methodology. I@% less memory house and quick transmission rate as a result of
compressi ‘Xmique is applied?.

It' @ propelled to the forefront of current security techniques by the exceptional
growth in process power, the rise in security awareness by, e.g., people, groups,
agencies, government and through intellectual pursuit. With procedure on the opposite
hand, different, distinctive marks square measure embedded in distinct copies of the
carrier object that square measure equipped to totally different customers. This allows

the belongings of owner to spot customers who break their licensing agreement by

supplying the property to third parties. This project describes the LSB algorithmic



program used for image steganography to parenthetically the safety potential of
steganography for end to end SMS Security?.

1.2 Statement of the Problem

End to End SMS has always been dealing with security issues as there are no security
measures being put in place to improve the Confidentiality of the context of the SMS.
This poses a security threat to the telecommunication industry as SMS being sent over
different channels can be cloned or diverted to another user and this has a m@'{e\fect
in the telecommunication industries. Lots of research work h %one on
steganography as it is been applied to the medical field, forensws% .tshls study lift the
security challenges faced by the telecommunication se@ n end to end SMS

communication.

1.3 Aim and Objective of Study ®

The aim of this study is to enhance en%@;essaging security using image
steganography technique. %

The objectives of the study are @bws to:

i.  Review existing ste o%raphy framework for end to end Image security
ii. Develop a ﬁor the steganography technique

iii. Evaluate g;/eloped system.

1.4 Sig‘%nce of Study

@wgraphy surpasses every other mechanisms used for securing data in
information security. The modern digital arena calls for a more robust information
hiding technique and thus, this as always been a major flashpoint for researchers
which this study has addressed as this threat in information security is a big gap that if
left un-attended to will eventually make the field of information technology an unsafe

world.



1.5 Scope of Study

The scope of this study is that it will focus mainly on text and not multimedia like
Voice notes or MMS and can be implemented over any network.

1.6 Limitation of Study .

This Study is only considers the use of Text and in the implemenation of thisés‘gb

Audio was not considered as it can be considered for further studies,%\qo

1.7 Operational Definition of Terms . ‘6.\

Algorithm: An algorithm is a procedure used for solving %’\@blem or performing a
computation. Algorithms act as an exact list of iﬁs@]lons that conduct specified
actions step by step in either hardware- or soft@%ed routines.

Cryptography: In computer science, @?phy refers to secure information and
communication techniques deriv%’g mathematical concepts and a set of
rule-based calculations call% ms, to transform messages in ways that are hard
to decipher.
-
Steganography; graphy is the technique of hiding secret data within an
ordinary, non)ﬁggret, file or message in order to avoid detection; the secret data is then
extracte s destination
l@rgion: Encryption is the method by which information is converted into secret
code that hides the information's true meaning. The science of encrypting and
decrypting information is called cryptography.

Decryption: Decryption is the process of transforming data that has been rendered

unreadable through encryption back to its un-encrypted form.


https://www.techtarget.com/whatis/definition/routine

Plain-text: Plain-text is what encryption algorithms, or ciphers, transform an
encrypted message into. It is any readable data including binary files in a form that
can be seen or utilized without the need for a decryption key or decryption device.

Cipher-text: Cipher-text is encrypted text transformed from plain-text using an
encryption algorithm. Cipher-text can't be read until it has been converted into
plain-text (decrypted) with a key. The decryption cipher is an algoritllm that

transforms the Cipher-text back into plain-text. Q’(\

%\%
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Chapter Two

Literature Review

2.1  Overview
Steganography is the science of using mathematics to encrypt and decrypt data. or it's

the ability to send information between participants, in an obfuscated format, this
prevents others from reading it. it allows you to store sensitive information or transmit
it over unsecured networks (such as the Internet) so that no one other tha%le
intended recipient can read it'. . Q}R

Today, our entire world depends on the Internet and its application‘&@'y aspect of
their lives. This is required to secure our data through crypto@sh'}\ Cryptography
plays an important role in the science of secret textszz‘fg% the art of protecting
information by transforming and applying technolo}%ﬁe haps the main reason to use
email is the convenience and speed with whichnit/ can be transmitted, regardless of
geographical distance. Today, one da@ﬂ&lt re planet depends on the Internet and
its application to protect national rity. Cryptography is used to ensure that the
contents of a message af\t)gﬁsmitted confidentially and will not be altered.
Cryptography provides«%@sal security goals to ensure the confidentiality of data,
data Modiﬁcati@)@. he idea of encryption and encryption algorithms by which
we can nx@& our data into a secret code and cannot be read by hackers or
unaut %people even if it is attacked. The main reasons for not using encryption
ingail communications are current email encryption solutions and hardware key
management. Various encryption techniques to promote information security. The
evolution of coding is moving towards a future of endless possibilities. Because
hacking can't be stopped, we're able to keep our sensitive data secure even if it's

hacked by using encryption techniques and information security*.



2.2 Concepts used in Cryptography

Authentication: Authentication mechanisms help establish proof of identity. This
process ensures that the origin of the message is correctly identified.
Confidentiality: The principle of confidentiality specifies that only the sender and the
intended recipient should be able to process the contents of a message®.

Availability: The principle of availability states that resources should be avai‘lal%!&to
authorized parties all the times. i Qh)(\
Integrity: The integrity mechanism ensures that the contents of t X remain
the same when it reaches the intended recipient as sent by the sg@q

Access Control: Access Control specifies and controls who@:cess the process.

2.2.1 Types of Cryptography @

Cryptography can be classifies into three categories:

e Symmetric Key Cryptography (@raﬁe/ Secret Key Cryptography)

e Asymmetric Key Cryplﬁi%y (Public Key Cryptography)

e Hash Function %’3

2.2.1.1 Sym Cw)Key Cryptography

Symmetrlc key cryptography is a type of cryptography in which a single public key is
used by both the sender and the receiver for the purpose of encrypting and decrypting
a message®. This system is also known as private or secret key cryptography and AES

(Advanced Encryption System) is the most widely used symmetric key cryptography’.

The symmetric key system has the major disadvantage that both parties must
somehow exchange keys securely, since there is only one key for encryption and

decryption.



Types:

e AES (Advanced Encryption Standard),

e DES,

e Triple DES,

e RC2,

e R(C4,

e RCS5,

e IDEA,

e Blowfish,

e Stream cipher,
e Block cipher, etc. are the types of symmetric key cryptography?®.

,%\)
Q



2.2.1.2 Asymmetric Key Cryptography

Asymmetric Encryption

Public Different Keys Secret
Key Key
A4Sh*L@9. ?
T6=#/>B#1 -
ecryption
R06/J2.>1L D
1PRL39P20
_'
Plain Text Cipher Text Plain Text

'\\. 9

Figure 2.1 Asymmetric Encryp &%

Asymmetric key cryptography is completely differ.erﬁ\and a more secure approach
than symmetric key cryptography. In this system, each user uses two keys or a key
pair (private key and public key) for encryption and decryption. The private key is

kept secret from each user, and the public key is distributed over the network, so if

anyone wants to send a message to any user, they can use those public keys®.

One of the two keys can be used to encrypt the message and the other to be used for
decryption purposes. Asymmetric key cryptography is also known as public key
cryptography and is more secure than symmetric key cryptography. RSA is the most

popular and widely used asymmetric algorithm!©,
Types of Assymetric key cryptography
e RSA,

e DSA,



e PKCs,
e Elliptic
e Curve techniques, etc. are the common types of asymmetric key cryptography.

2.2.1.3 Hash Function

A hash function is a cryptographic algorithm that takes an input of arbitrary length
and outputs a fixed length. A hash function is also considered as a mathematical
equation that takes a seed (digital input) and produces an output known as a hash or
message. This system works one way and does not require any keys. In addition, it is

considered the foundation of Modern cryptography!''.

A hash function works by operating on iwd@?-length blocks of binary data and

then generating a hash code. There% erent cycles of the hash functions, and each

cycle takes a combination % t of the most recent block and the output of the

@w

last

cycle.

Data Block

Hash Value

Mathematical Hash
Function

v

Data Block

Figure 2.2 Hash Function!!

10



Types of Hash Functions

e Message Digest 5 (MDS),

e SHA (Secure Hash Algorithm),

e RIPEMD, and

e  Whirlpool.

MD?5 is the most commonly used hash function to encrypt and protect passw%%‘ld
private data'?. . %
Difference between Symmetric, Asymmetric and Hash Function Cryptography

[ ) ”
Symmetric keys use a single key to encrypt and decrypt mé%%ge and asymmetric

keys use a key pair. One key is used for encrypt@d the other is used for

decryption, but the hash function does not b@pt and decrypt using the key

necessary.
3

A symmetric key is relatively faster t n\hash and asymmetric, but less reliable in
terms of security. Q)Cb,

Asymmetric keys were inwed to overcome the problem of key exchange in
symmetric keys, and Qh .\nctions were introduced to provide more security than
ever before!?. Q

If the gnpromised over the community then there'll lack of each sender and
r '@in symmetric key, most effective lack of key proprietor in uneven key, and in
&unction, there may be no key to compromise.

An asymmetric key has a higher complexity than a hash function, and a symmetric
key has a much lower complexity.

How does cryptography work?

Cryptography algorithms, or cryptography, are mathematical functions used in the

encryption and decryption process. Cryptographic algorithms work in combination

11



with keys, words, numbers, or phrases to encrypt plain text. The same plaintext is
encrypted with different keys for different Cipher-texts. The security of encrypted
data depends only on two things: the strength of the encryption algorithm and the
confidentiality of the key. In addition to the cryptographic algorithm, all possible keys

and all the protocols that make them work make up the cryptosystem!'4.

2.3 Application Area of Cryptography . (b
Cryptography has applications in many areas, from payment gateway %&ty to

secure messaging platforms like WhatsApp. Some of t@pplicaﬁons

SSL/TLS Encryption Digital Signatures

Safe Online Banking

R

Encrypted Emails Crypto-currency

Y
Figure 2.3  Application Area of cryptography!4

1. SSL/TLS Encryption:
Browsing the web today is secure because you can encrypt the flow of data primarily
through encryption. From browser identification to server authentication, encryption

and encryption generally facilitated web browsing.

12

Secure Chatting Services



2. Digital Signatures:

As virtual contracts became more important, the arena became lacking a stable

channel for skipping important files. Encryption provides a layer of authentication so

you can verify the source, confidentiality, and integrity of your files.

3.Safe Online Banking: . ‘b,

Online banking services and payment applications will be considered later él;}? do

not include data encryption. Encryption allows authentication sys .&rify the

identity of a particular individual before making a transaction,%lu\cmg credit card

fraud in the process. &%'\

4. Secure Chatting Services: ¢ \QQ

Messaging apps such as WhatsApp, Teleé% nd Signal employ end-to-end

encryption protocols that ensure that n ’@% the sender and receiver can read the

message. This is a big step from th. eg‘af text messages, where security has always

been an issue. Thanks to en@;on, there are many communication platforms
| N

available. %.\

5. Encrypted EQ@Q

Since a lar%‘%mount of personal information passes through the inbox, a secure

commu?%?on method is absolutely necessary. Emails are now always encrypted,

Qo encryption algorithms such as PGP (Pretty Good Privacy).

6. Crypto-Currency:

With blockchain technology, cryptocurrencies have experienced astronomical rising

interest rates and are still one of the most popular trading markets today. Thanks to

encryption, fully decentralized, secure and tamper-proof systems have permeated the

digital realm of today. The implementation is different in so many different ways that

13



encryption has found its location. The next section on what encryption is, describes

how to use encryption'>.

2.4 Historical Significance of Cryptography

The use of encryption may be traced to as a long way returned as approximately 3000
B.C, all through the Babylonian Era. Encryption technology developed as they had
been utilized in navy and political settings, however because of the current exteﬁ&e
use of the Internet and the dramatic boom in the quantity of facts huma @e into
touch of their day by day lives, the settings wherein encryption techn \are carried
out and carried out have increased, and they're now used all @ﬁs in our day by
day lives!®. The records of encryption is the records %@ competition of wits”

od, Q

among encryption builders and encryption ¢ @ ers. Each time a brand new

encryption set of rules is created, it's been dg d, and that during flip has brought

about the introduction of a brand ne(eﬁ\bp

rules introduction and decryption @repeated to this day. This white paper provides

on set of rules, and cycles of set of

a short records of cryptog h&ld the way encryption-associated technology have
developed and could 1@\7& to adapt in addition to the measures Internet customers
ought to don'@et whilst enforcing current encryptions'’. Hieroglyphics
(pictograms @tilized in historic Egypt) inscribed on a stele in approximately 3000 B.C.
are ta@ consideration the oldest surviving instance of encryption. Hieroglyphics
I@een lengthy taken into consideration not possible to ever study, however the
discovery and observe of the Rosetta Stone within side the nineteenth century
changed into the catalyst that made it viable to study hieroglyphics'8. The “scytale
cipher” changed into a shape of encryption used within side the metropolis kingdom
of Sparta in historic Greece across the sixth century B.C. It concerned the usage of a

cylinder of a positive diameter round which a parchment strip changed into wrapped,

14



and the textual content changed into written at the parchment strip alongside the
lengthy axis of the cylinder'®. The approach of encryption changed into designed in
order that the recipient might be capable of study it via way of means of wrapping the
parchment strip round a cylinder of the identical diameter. Encryption techniques like
the “scytale cipher” that depend upon rearranging the series wherein characters are
study are noted as “transposition ciphers”. The Caesar cipher, which regardec} within
side the 1st century B.C., changed into so named as it changed into regular%%;i\ized
by Julius Caesar, and it's miles a mainly distinguished approach o n. %ﬂ a few
of the terrific variety of encryption techniques that emerged al)%rqugh the lengthy
records of encryption?. The Caesar cipher approach of ¢ K@[mn entails changing
every of the letters of the alphabet within side the ﬁ@z&xmal content via way of
means of a letter placed a fixed variety of locations’similarly down the series of the

letters within side the alphabet of the &?‘%The sender and receiver agree earlier
W

to update every letter of the alphab n side the textual content via way of means

of a letter that is, for instan@%s similarly down of their alphabet.

AR C|D|E]|F

QQ

Caesar ciphers are sometimes called "shift ciphers" because they involve character

Figure 2.4  Ceasear Cipher Encryption?!

shifts. If the alphabet consists of 26 characters, the text encrypted with the Caesar
cipher can be decrypted by trying 26 patterns. However, instead of shifting the letters
by a fixed number of letters, you can freely change the order, which greatly increases

the number of possible patterns (26-letter alphabet example: 26 x 25 x 24 x ... . =

15



400,000.0 00,000,000,000,000,000,000 patterns!) And dramatically makes decryption
difficult?!,

Cryptography that rearranges strings according to specific rules as described above is
called "surrogate encryption". Surrogate cryptography is a well-known encryption
method and the most widely used encryption method in the history of encryption. A
Modern cryptographic machine called the "Enigma" described below has Enade it
possible to use the substitution cipher process at a higher level. An analytich;&?od

that decodes a "simple substitution cipher" that relies on character l% t rules,
1

using the reverse method of taking advantage of the fact thﬁeag: etter of the

alphabet can be replaced by just one letter. B. Caesar ciphi%\known as "frequency
analysis". Frequency analysis uses the frequency of @s (for example, the English

alphabet has a frequency characteristic comn‘@%e letters listed below) to infer

unencrypted letters and reprint the origii)%é%To identify?2.

* The letter “e” is the most frequently used letter. (Figure 2)

* The letter “u” almost alwz@s the letter “q”.

o5 13

* The words “any”, “a

common. C)QQ

All of the aB%e cryptographic methods, including replacement and transposition

the”, GGare”, “OP,’ GGif” G‘is,’, “it”’ and G‘in” are Very

b‘

ciphers, ist of an "encryption algorithm" and a "key". Cryptographic algorithms
a@e rules used to encrypt and decrypt text. Cryptographic algorithms refer to
cryptographic rules, for example, by shifting characters with a substitution cipher,
wrapping a strip of sheepskin in a cylinder, or writing a message with a transposition
cipher. The key refers to the number of places where the character is shifted in the

substitution cipher and the diameter of the cylinder used in the transpose cipher.

16



Shifting a character by 5 digits in a Caesar cipher is different from shifting by 4 digits,

which means that a different "key" is used?.

24.1 Classical Encryption
Cryptography became popular in the Middle Ages as cryptography became more
sophisticated based on the efforts to break classical cryptography and the knowledge
gained from the invention of new cryptography?*. The increase in diplomatic. %{y
during this period led to an increase in the need to send sensitive info @'ﬁnd led
to the frequent use of encryption. The weakness of the "simple s&éﬂion cipher"
represented by the Mary Queen of Scotts cipher Caesar cip@%ygs that only one
encrypted character could be assigned to each. x@er in the alphabet. A
well-known example of 16th-century crypta )@that took advantage of this
weakness was the decryption of the god@ by Queen Mary of Scotland to
communicate with staff. The conte@\these messages convicted her and was
executed in a plot to kill Eliza of England®. The cipher used by Mary was
known as the ”nomencaterwr" and contained codes to replace phrases as well as
o

letters in the alphabe codes" can be found in the "codebook", which is the

"key" of the cip%%vned by both the sender and the receiver, making it difficult to

break t@zq
@QVigenére Ciphers

A simple substitution cipher containing a pattern to replace each letter, such as that
used by Queen Mary of Scotland, was finally deciphered. In addition, the
"nomencater" used by Queen Mary of Scotland involved creating a huge codebook
and providing each crypto user with a codebook, which was difficult. The issue of

"getting and providing keys" was a problem for both Modern and medieval users of

17



advanced cryptographic techniques?’. At the beginning of the 15th century, Leon
Battista Alberti developed the prototype of the "multi-table replacement"” cipher. They
have been widely used for decades, including the use of more than one set of
scrambled alphabets. Such ciphers have been known as Vigenére ciphers since the
16th century since Blaze de Vigenére invented the powerful final form of multi-table
substitution ciphers?®. The Vigenére cipher involves the use of a diagram ca.lled the
Vigenere square (Figure 2.5). For example, if you use the key "OLYMPIC" @%e
"GOLD MEDALIST", the characters in the original text refer to th%\%@rs listed
in the table above, and the characters in the key refer to the czhar@&@ on the left side

of the table. The encrypted message is at that intersection. ,&%\
“ )

Plain text GOLDMEDALIST
Key OLYMPICOLYMP
Encrypted message UZJPEMFOWGEI

4 HADMMOZEr e —_ILDTFTMOOBD>>PRNAXZZSCE
N DD E R r A= AT MO D= EC
ZCHM DO TVOZEFEL=-IO0TMODOBEHR<=EE

o -
ELC-HMAIDTOTDZENr e —TITNDTMO0OE B ML X M

ImTmOa0oo
CCHMmDpDODOzTED M

INTMONDEFMNASXE<CcCANIOTODZErE L ——
MTMEBO @ERN =T <C — 0w

NADDOZEFEL=IO0TMOOER ML= F<C-

C

IMTMMO0DPFNCXNECCESOIDOTOTE

o
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Figure 2.5 Vignene Cipher?®
Messages encrypted with Vigenére cipher are completely different depending on the
key, so even if a third party obtains the conversion table, it is very difficult to decrypt

the message without the key?®. The point here is that there is no limit to the number of
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characters (frequency) that can be used as a key, so you can design an infinite number
of keys. It took more than 100 years from the idea to the invention of the Vigenére
cipher, but at that time simple substitution ciphers were used, so encryption and
decryption with the Vigenére cipher was more difficult than simple substitution
ciphers. Therefore, it took time to compensate. Until Vigenére cipher is put into
practical use*’. . (b»
>

2.4.1.2 Uesugi Cipher . Q§
During the 16th century, codes were created in Japan, including the kf Polybius
squares. How to create an encrypted message is described in'{‘q%s?)n the art of war
written by Usami Sadayuki, a strategist of Kenshi.n &@%a military commander
during the Warring States period (civil war). Thi i cipher involves the use of a
table consisting of 48 Japanese syllable 12h09§ic characters engraved in a 7-by-7 grid,

N

where each character is represented b@ber at the top of each row and column?!.

(Figure 2.6)
P

A

S
&

Figure 2.6  Uesugi Cipher?!
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2.4.2  Modern Ciphers

Ciphers during World War I and the Emergence of Encryption Machines

With the advancement of communication technology, encryption and decryption were
actively carried out during World War I. German communications cable disconnected
from Britain When Britain (UK) declared a war with Germany at the beginning of
World War I (WW 1), Britain disconnected Germany's underwater commun.ica%ls
cable, and the German army After having to run the international comm%&}ﬁons
cable, all over Britain or wireless communications, and the Ge : egan to
encrypt their communications to prevent enemy nation§ ‘f& .{eading them™.
However, the UK forwarded all intercepted messages @ﬁ agency called the
Admiralty Intelligence Department, nicknamed ”R@%} ,_ which was set up to

decrypt encrypted German communicatioh@%e of his achievements was

deciphering Zimmermann's Telegram”;:‘ @
2.4.2.1 Zimmermann Telegran]b:é'

At the start of World Waer;é involvement of the United States on the European
front had an impact @9 outcome of the war. Then German Foreign Minister
Zimmermann d@% a plan in which Mexico and Japan would launch attacks on the
United S e%) prevent the United States from participating in the war in Europe*.
Ziw (etmann ordered the German Ambassador to Mexico to carry out the attack, but
the message was decrypted by Room 40. However, the UK decided not to reveal the
contents of the message, partly because it wanted to prevent it. The Germans
engineered an even stronger attack. code. after discovering that the UK had
successfully decrypted their messages. In the end, Britain provided the US with a

plain text telegram sent by the German Embassy in Mexico and stolen by a spy who

20



had infiltrated the Mexican telegraph office®. After receiving the telegram, the United
States declared war on Germany and joined the European front.

The point here is that each time a cipher is broken, a stronger encryption method is
developed. However, those who succeed in breaking the code usually do not reveal it
immediately, but will continue to use this method for some time. As explained below,
this is a Modern cycle of cryptographic creation and cracking?®. . (b,

>

2.4.2.2 ADFGVX Cipher . Q?
The ADFGX cipher devised was first put into practical use in 1918. ked to write
5 characters ADFGX in the columns and rows and repfa@%aracter with 2
characters. The encryption method is basically the s.ara@'% esugi encryption so far.
However, a special feature of ADFGVX cip A@lat the resulting sequence of
characters is now re-encrypted using tra.ms ed Ciphers’’. The ADFGX cipher was
later improved by using the 6-charact A\GVX instead of the 5-character to make

it easier to identify when sending sage over Morse code (Figure 2.7).

Figure 2.7  ADFGVX Cipher?’

Cryptography using such charts is virtually impossible to decrypt by discarding the

key after only one use. However, this means sharing a huge number of keys with the
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front lines, so delivering and receiving these keys is a major obstacle to using them in

combat?8.

2.43  The Birth of Enigma

The difficulty of decrypting ciphers, which were prepared by hand before the 20th
century, dramatically increased with the emergence of encryption machines at the
start of the 20th century. Enigma was the name of an encryption machine desig y
the German inventor Arthur Scherbius in 1918, and it was marketed wit%%ability
and confidentiality as its sales features. Since the German forces had\not yet learned
that the cipher they were using in WW I had been decryptea.@)anigma was first

marketed, they were not aware of the need to impro@eir cipher, and because

Enigma was very expensive, it was not a%@@;f the German forces. When

Germany later discovered that they had.los as a result of their cipher having
been cracked by the British, a sense 0@ developed in Germany, because they felt
the fate of the nation rested on @'&%fs, and it was then that they decided to adopt
Enigma*. The ciphering methed used by Enigma is known as a polyalphabetic
substitution cipher, a %nkey” consists of a combination of gear wheels (rotors),
known as “a sc@”, on each of which 26 letters of the Modulusern alphabet are
inscribed, I%i mechanism known as the plugboard for performing single character
S t@ions“o. Enigma is used by first setting the scrambler and then typing plain
(u§crypted) text on the keyboard of the Enigma machine. The scrambled characters
scrambled by the scrambler are displayed on the ramp panel. The scrambler rotates
one dial each time a character is typed*!. That is, different keys are used to scramble
individual characters. Enigma decrypts encrypted messages when the same key used

to prepare the encrypted message is used to decrypt the message, facilitating both

decryption and encryption. The Germans continued to improve after taking over the
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Enigma, choosing three out of five rotors for the scrambler and increasing the number
of rotors accommodated from the original three to five*’. The German army was
completely confident in the Polish Enigma, but while Poland was under threat of
German aggression, it was possible to decrypt the Enigma message, which is called
the "bomb (cryptographic bomb)" in English. Invented the decryption system®:.
However, for economic reasons, Poland was unable to keep up with the incireasing
number of cryptographic schemes used in Germany when the Enigma was @(red,
and Poland was unable to continue its decryption efforts. Therefor: 1.~$@ Poland
provided the UK with sufficient funding and personnel for rese Mnfomation and
asked the UK to decipher it.Just two weeks later, Poland@tnvaded by Germany
and World War II began**. The UK then began '@Qp%ing messages created by
Germany on the Enigma machine using the @%on received from Poland. The
discovery that the Germans repeat the thtee letters twice at the beginning of an
encrypted message to indicate a %'e (key) was a milestone in decrypting the
Enigma message. The Germa ormation obtained by breaking the encrypted

message of Enigma, call "%J tra" by Britain, was an important source of information

for the Allies u@%d of the war. Decoding the Enigma was kept secret, and the
ste

German arm&{g

of the Enigma cipher was published in 1974, more than 20 years after it was

d and used the Enigma until the end of the war. (The decryption

2.43.1 DES Cipher

As the example of the Enigma cipher above shows, the decryption of the cipher was
kept confidential by the country*. In 1973, the US Department of Commerce's
National Institute of Standards and Technology (NBS, later the National Institute of

Standards and Technology (NIST)) publicly called for the US government to adopt
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encryption as a standard. Encryption algorithm. It is one of the two components that
make up a cipher. H. The "encryption algorithm" and "key" have been revealed®.
This was a historically important switch for encryption. NBS approved Data
Encryption Standard (DES) encryption in 1976. This has become a global standard.
Setting the encryption procedure for each personal use puts a heavy burden on the
enterprise*®. For example, when a bank sent a message to a major customer i?bthe
1970s, the bank passed the key directly to the customer through a "key bear%&'&' the
volume of banks increased and the number of keys delivered incre ; ~igﬁlelivery
became an administrative nightmare for banks®. Therefor.e [&d@selosure of the
encryption method was the trigger to solve this problem. ’}graphy has reached a
historically significant turning point with the disclo’s@)@the algorithm, but the use
of the "key" remains the same because the "same key" was used for both encryption

and decryption (common key cryptogrt%@ﬂame as Caesar cipher or DES cipher.
n

The main problem with common keyxencryption was the supply of keys™.

P
pher

2.43.2 Decrypting the D
When this technique @dﬂin a public key cryptosystem, the number to the left of
the equal sign 1@% as part of the public and private keys. For ridiculously large
prime nu %, it is difficult to decipher the prime number to the right of the equal
si @ reasonable amount of time’!. Of course, the details of the mathematical
&aﬁon are skipped here, but this property of prime factorization makes it
difficult to decrypt the private key based on the public key. In fact, the British
cryptographic research institute invented the public key cryptosystem before RSA, but
the invention of the new cryptography was considered a top secret because it was
treated as a state secret, so its existence was made public until it was released. did not.

1997%2. The public key cryptosystem is a very convenient system for exchanging the
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key for decrypting a cipher with only a specific party or multiple parties over the
Internet. In other words, public keys are available to everyone on the Internet because
it is difficult to decrypt the private key in a reasonable amount of time, but public key
cryptosystems are all practical®®. It can be considered that it is used for a specific
purpose. A dramatic solution to the key distribution problem that has long been the
cause of the problem. Here, simply think of SSL (Secure Socket Layer) as a.method
that makes it possible to easily encrypt information that can be used by anyqéﬁle
Internet by using this common key cryptography together i .\?mic key
cryptography®*. Let's look at. Cryptography (RSA cryptogr@.yvas used. SSL,
proposed by Netscape Communications, is a protocol@rated into Netscape
Navigator that enables secure communication be‘t@ web servers and clients.
Features of SSL include authenticating the ideﬁ@&he server (web or mail server)
and issuing a digital certificate used by %tlé)t for verification before initiating SSL
communication. The correct serve% o encrypts subsequent communications to
prevent data interception an le% . The common key (actually, the random number
that is the source of t cgmmon key) is securely distributed via the public key
cryptosystem to encrypted data communication, and the key distribution
problem is %Bu lic key®>. Clearly resolved using. Key cryptosystem. Public key
cryptosystemmis have significant advantages over shared key cryptosystems because
f@an expose their keys. However, the encryption process is time consuming and
uses a combination of methods to perform message encryption using a common key

securely provided by the public key cryptosystem.

2.5 Public-Key Cryptosystem

The solution to the key distribution problem, which has been a problem since the

Caesar cipher era, was finally achieved with the advent of public key cryptosystems.
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Whitfield Diffie, Martin Hellman, and Ralph Merkle anticipate the era of network
computing and work to solve the public key problem®. At the 1976 National
Computer Conference, they presented the concept of "public key cryptosystem". It
allows you to encrypt communications by using asymmetric keys (public and private
keys) without first providing an encryption key. A private key known only to the
recipient is used for decryption®’. The key exchange concepts developed by. Diffie,
Hellman, and Merkle include Modular operations and one-way functhSét}ﬁ
precisely the function Y = AX (Modulus B). This function means t N Abya
power of X by B leaves a remainder of Y. The shared key is ob&egi by performing
the calculation using the procedure described below. This &%\ies the same solution
for both parties®®
* The values of A and B are shared by sende@%lplent before transmission of a
ciphered message. (As an example, let &@y that A=7and B=11).
* Then an X is specified that only %’s der or receiver knows (in this example, we
assume X =3 and x = 6). * The @%s of X and x, and the corresponding Y and y,
are calculated based on the_common values of A and B. (The resulting values
for Y and y 4 @Qample are Y =2andy =4).
* Each party t)fq} supplies its own Y value to the other party.
* Each p hen uses its own X value and the other's Y value to perform the Modular
@aQOn again to get the solution. (Result Yx (Modulus 11) =26 (Modulus 11) =9,
yX (Modulus 11) = 43 (Modulus 11) = 9) The concept of being able to publish a
conversation while maintaining confidentiality is the exchange of secret keys. It led to
an innovative discovery that led to a major rewrite of the basic principle of having to.
However, we have not yet been able to find a one-way function that achieves

asymmetric encryption using different keys for encryption and decryption. This
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theory of public key cryptography was put into practice in the form of "RSA

encryption"”.

2.6 RSA Cipher

Three researchers at the Massachusetts Institute of Technology, Ronald L. Rivest, Adi
Shamir, and Leonard M. Adolmen, have developed a mathematical method used to
realize the concept of public key proposed by Diffie and Hermann®®  This pub]i{‘é@y
cryptography is called "RSA cryptography", which is the first letter of t es of
the three researchers who developed the mathematical met \ e RSA
cryptosystem uses prime factorization. Prime factorization meh@g&oring a number

so that it is a prime number (a number that cannot be d@@ by 1 and any number
other than itself), as shown in the following ex%@
851=23 x 37 ‘ @

176653 =241 x 733 Cb‘%'

9831779 =2011 x 4889 Q)

95=5x19

When this technique i dhin a public key cryptosystem, the number to the left of
the equal sign i§ us %part of the public and private keys. For ridiculously large
prime nu: bé\,'[t is difficult to decipher the prime number to the right of the equal
sign '@a easonable amount of time. Of course, the details of the mathematical
ex@uaﬁon are skipped here, but this property of prime factorization makes it
difficult to decrypt the private key based on the public key®!. In fact, the British
cryptographic research institute invented the public key cryptosystem before RSA, but
the invention of the new cryptography was considered a top secret because it was

treated as a state secret, so its existence was made public until it was released in.

1997%2. The public key cryptosystem is a very convenient system for exchanging the

27



key for decrypting a cipher with only a specific party or multiple parties over the
Internet. In other words, public keys are available to everyone on the Internet because
it is difficult to decrypt the private key in a reasonable amount of time, but public key
cryptosystems are all practical. It can be considered that it is used for a specific
purpose®®. A dramatic solution to the key distribution problem that has long been the
cause of the problem. Here, simply think of SSL (Secure Socket Layer) as a.method
that makes it possible to easily encrypt information that can be used by anyqéﬁle
Internet by using this common key cryptography together i .\?mic key
cryptography®. Let's look at. Cryptography (RSA cryptogr@.yvas used. SSL,
proposed by Netscape Communications, is a protocol@rated into Netscape
Navigator that enables secure communication be‘t@ web servers and clients.
Features of SSL include authenticating the ideﬁ@&he server (web or mail server)
and issuing a digital certificate used by %tlé)t for verification before initiating SSL
communication®. The correct server, It*also encrypts subsequent communications to
prevent data interception an le@cg. The common key (actually, the random number
that is the source of t cgmmon key) is securely distributed via the public key
cryptosystem to encrypted data communication, and the key distribution
problem is &Pu lic key. Clearly resolved using. Key cryptosystem. Public key
cryptosystemmis have significant advantages over shared key cryptosystems because
f@an expose their keys. However, the encryption process is time consuming and
uses a combination of methods to perform message encryption using a common key

securely provided by the public key cryptosystem®.

2.7 Responsive Action of Cipher Enhancements for SSL

Efforts are being made to change the public key key length specification from 1024

bits to 2048 bits and to make the public key signing method conform to the SHA2
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standard in order to respond to the increase in computer computing power. Timelines
and guidelines for these issues are set by browser vendors and certification bodies
based on recommendations from NIST, which develops cryptographic standards. In
addition, SHA?2 is receiving more attention from companies considering support for
PCI DSS because the Payment Card Industry Data Security Standard (PCIDSS)
complies with NIST recommendations. Users who use SSL encrypti.on for
communications can quickly upgrade client devices such as PC browserz‘}p'}’bile
phones, smartphones, and other devices, as well as web servers, t .‘S.Qhat can
use the new hash functions for longer keys. It is important t? E\ ess or respond and
maintain the strength of encryption®’. &%’\

&
S

Cryptography is defined as a technique to Eh ¢ meaningful data into a useless

2.8 Crypto Techniques

format using a key and restore the oriema at also using a key. Some techniques

use multiple ways to encrypt and pt data, for example; asymmetric, symmetric,
and attribute-based encryp@acilitates data security, user and data authentication,
user authorization and répudiation®®. Although each of these methods has its own
properties and l@a iety of techniques to ensure data security, these techniques
and their s@éhe field of e-health research are presented below. First, symmetric or
secre%ey ncryption uses the same secret key for both encryption and decryption of
theNdata. There are a number of specific benefits such as policy enforcement,
assigning roles and access privileges to each user, and key management where
specially authorized people are granted keys and access rights, all of which this must
be observed when using the  secret key encryption algorithm®. In the field of
electronic health, the most popular secret key algorithm is Advanced Encryption

Standard (AES) . According to NIST, AES is considered a fast and secure symmetric
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algorithm for electronic health. The idea of using selective encryption using AES
technique was brought up, where different keys are used to encrypt part of a file and
each user, depending on their role, receives different keys. from the file owner’. It
was also recommends using Selective AES which is an upgraded version and is better
than original AES in terms of security and speed. Here it is suggested that before
encryption with AES, the data is compressed and the key size is set accordin.g t%le
user choice, which ranges from 128 to 192 to 256. AES was recommende@ big
data in e-Health application by using custom AES in DaaS, one of : ervices,
making it faster and more efficient than ever when it is used. with\big data’. The use
of secret key encryption is very effective for protectinKG}ealth data, however,
meeting the requirements of e-Health role-B@ decryption will require
customization to selective encryption or the of|a"database engine. access control
mechanism with it’>. Then an asym trj\&@x encryption algorithm or public key
&

encryption using a key pair where called the public key is used for encryption
and the other key is used for d tion is called private key. The most common of

these encryption tech%l%s used in e-health are RSA and Elliptic Curve

Cryptography (@Q
uri

One of the Q%
QO

Modules such as administrators, patients, doctors and hospitals, then encrypt smooth

y techniques using RSA includes users divided into different

specific data Related to each user of this Module encrypted.

Using RSA in the medical database, encrypted files are stored in multi-level databases
as well as private keys. In this concept, depending on the user level in the database,
each user has access to his profile where he can get a private key and decode the
files. Another asymmetric encryption algorithm, CEC has a computer improvement

that other linear algorithms due to CEC has been taken into account to protect the
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EHEALTH system’®. The use of ECC techniques for related systems and comparing
its performance with RSA and related research that CEC has faster performances
because it uses smaller size keys RSA and maintains the level Proper security. ECC
was used with an integrated unit dedicated to data encryption and decryption. This
integrator includes a chip for user identification and a smart card reader, a USB
(Universal Serial Bus) controller and a wireless transmitter where the USB i§ linked
to the device wirelessly by USB protocol transmits using wireless t@tter
architecture’. IBE was used for PHR access control, the use of thi .\?@sm can
reduce the complexity of key management and also make it r.esis%;g outside attack,
equation attack, reverse attack in computing context c@ An enhanced IBE
program and an enhanced identity-based proxy re-’e@%ﬁon (IBPRE) program for
use in electronic health systems was descr?ﬁ%%d demonstrations on their

security, analyzed their performance, '@rield, resulting in 'IBE is a secure
1;6‘\21

INDsIDCPA (indistinguishable in@ tity-choosing plain-text attack), IBPRE is
INDIDCCAZ2 (indistinguishablé/as¥a plain-text-based identity-based attack) 2) safe.
They also show that the ;ﬁ program performs better re-encryption, resulting in
e-Health data pr @ cost savings for users of the cloud-based e-Health service.
The third tec g)crypto type is accumulated (ABE) in which the data is encrypted
based o ecific attribute that must be adjusted to the user to decode the files’®.
@m a complement to the public key password with two methods; One is
Cipher-text ABE policy (CPABE) in which each digitization is delimited according to
the decoding strategy and others are an ABE (Kpabe) key in which the link between
the lock and Cipher-text is reversed””.

For these reasons, ABEs are used in e-Health systems to be able to provide role-based

decryption and granular access control of publicly shared files, implying that even if a
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person with access to specific data, only an authorized user who meets the required
set of key structural characteristics will be able to decrypt and read the files. These
characteristics make it suitable for electronic health requirements®’. CPABE was used
as encryption mechanism and solved the problem of key rebuilding caused by any
policy change by attaching a single-pin proxy (OTP) re-encryption method so that it is
secure and easier to access. only by authorized personnel®!. A software. lil(arbary
containing both CPABE and KPABE and built a policy generator that qu)‘@ﬂ to
generate ABE policies using encryption keys that could be generg@ ata that
could be encrypted chemical®?, . \ o
Multi-Authority ABE (MAABE) was used where the AB{Q&mplemented with the
division of users into domains, each with similér@%eges, which reduces the
difficulty with key management®}. The reﬁn@mproved MAABE (eMAABE)
was used to securely share PHR data. i@el ensures the security of the data and
the user's retrieval as required. Fin@; ong the previously mentioned algorithms,
combinations of different t%@he used in a hybrid environment. These types of
hybrid systems are equipped with more than one encryption technique, e.g. proxy
re-encryption wi @metﬂc key encryption®*. A type of unified cipher that
includes RSA@QES. RSA is used to generate digital signatures that provide user
authent‘i%n and AES is used to encrypt data to ensure data integrity and
@%tiality“.

An architecture called SAPPHIRE was introduced here to protect user privacy by
providing anonymity and improved policy governance for key data owners. It is a
combination of RSA and AES®. To provide a secure environment for DSE storage, a
combination technique was proposed including symmetric block cipher, Blowfish for

data encryption, and RSA for key encryption. This mechanism uses an enhanced
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version of RSA (eRSA) which is faster than native RSA. This combined method
provides better security than any single encryption method®’. Another use of the
hybrid system is to use ABE in combination with image cryptography to insert a
coded prescription and transmit it from doctor to pharmacist®®. Another hybrid
technique that uses AES and ABE together in eHealth, where AES is used to encrypt
files and upload them to eHealth cloud, and ABE i.e. KPABE is used to give ‘Ehe user
privileges access is associated with their attributes®. An hybrid Model was@sed
that uses a combination of AES and MAABE to provide enha e. Qchs for
security, privacy, and access control to the existing eHealth.S){&..{t also improves
system scalability and protects the system from attacks s@s Man in the Middle
Attack (MITM), Eavesdropping and Denial of Sewﬁ@%S) attacks”. The security
mechanism used in °! is ABE with the binar@\% tree method. Effective use of
CPABE, this technique ensures that !\%}jvacy and security are appropriately
maintained even during data sha%g@ fuzzy keyword searches. A proposed
framework using a combined I d ABE mechanism was proposed which provides
security through data seﬁec'\{, granular access control, and preventing inappropriate
access to users' Q’%}h multiple roles®?. trick. The combination of IBE and ABE
reduces adrniQ tration costs as well as encoding and decoding times. This mechanism
uses Aﬁ%encrypt data files and ABE to encrypt AES keys®. Using the IBE, ABE
a@e signature of the Proposed Model provides authorized access control and audit
controls®,

An enhancement was provided to the existing Secure Index Search (SIS) algorithm to
enhance control and information flow in the EHR cloud using a key management
scheme®. mHealth application Models was proposed which uses ABE and IBE

schemes, specifically IBBE and CPABPRE (proxy re-encoding based on Cipher-text
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policy attribute). Patient data can be securely shared between patients and doctors,
and patients can discover others with similar health conditions using private data
matching and ensure the confidentiality and integrity of data is maintained. Patients
can choose their doctor, encrypt and download the data, and authorized doctors will
decrypt it. CPABPRE provides granular access control. Doctors simply generate a
re-encryption key and re-encryption is performed by a proxy’®. A mobile g-health
solution was proposed that uses IBE to protect customer credentials, how@}bhic

encryption (HE) of medical records, and proxy re-encryption (PE) )% privacy

rights of each organization in the field of e-health®’. . o

Hybrid Maabe and KPABE hybrid systems, health rec@\Safe and expandable

hybrid systems (Hssehrs), are divided into two areas Qécurity, called public domain

names (PUD), where Health care professional$\arg dccessible at EHR expected, HR

sector (PSD) for people related to p Ie%%.ﬁylaabe used for many PUD attribute
-

agencies can provide secret keys'&' D and Kpabe users used specifically to
encrypt and manage PSD se@%eysgg. Other types of hybrid systems, hybrid
mechanisms are propose toﬂ solve the link, where is the situation that reliable cloud
provider (CP) tri %%cess access from records The patient's health hinders the
patient's data XQurlty and can track a patient and identify it, CP can do so because he
is respo for indexing the medical image and ' Download the downloads of the
ospital Provider and Consumer Hospital. Therefore, this approach considers
a third part of confidence as a safe and exact strategic communication that applies to
strategic encryption data (PEP), which is then transferred to the image Blurred and
encryption points (WEP), where it marks images, then encrypt and transfer images to

random points (RP). RP is responsible for calculating the index of random images and

the cache time makes it difficult for knowing CP to know the exact order of data
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received from the supplier hospital. When a consumer hospital wants data, it asks a
third party to provide an index of medical images, then PEP secures the consumer's
access to this data, sends the indexes and votes data access for CP. To gain access to
accurate medical images, the consumer hospital performs an unconscious transfer

process. 230

proposed a public cloud solution to prevent linking where, before sending
a record to the public CP, the record is anonymized using a component kn.own as
translation. data pseudo-anonymization. This service includes PEP and a 1(%%0}16
that will randomize the order in which records are delivered to th .@S@eneral,
using a hybrid system is quite advantageous because it takes .advﬁlg\e of the features

of more than one set of rules where those features can be q@ed securely, compute

quickly, with less overhead. , using digital signature§,@gﬁing access!%.

2.9 Steganography Overview Q

With encryption, the message is Mod@&‘%format encrypted using an encryption
key known only to the sender an?b@pient. No one can access the message without
using the encryption key. HoweVver, sending an encrypted message can easily raise
suspicion of an attackefyesohan encrypted message can be intercepted, attacked, or
forcibly decryp@%t ganography technology has been developed to overcome the
shortcomi \f cryptography. Steganography is the art and science of
comn@ic ing in a way that hides the existence of communication. Thus,
st&ography hides the existence of data so that no one can detect its presence. In
steganography the process of hiding information content inside any multimedia
content like image, audio, video is referred as a “Embedding”. For increasing the
confidentiality of communicating data both the techniques may be combined. So,
steganography (hiding information) and cryptography (protecting information) are

totally different from one another!?S. Due to invisibility or hidden factor it is difficult
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to recover information without known procedure in steganography. Steganography
recognition method, known as steganography analysis. Good imperceptibility and
ample data capacity (hidden information efficiency) are two characteristics that all
steganography techniques should have. The steganography algorithm uses a shared

secret called a stegokey 'S,

Cover File (Image, .
Video, Audio) [N\ Q}i{b
Steganography .
. Q2
Data to Hide (Text v N
image, video, audio) Stego File )

y
Figure 2.8  Block Diagram of %&g@%ographym’

Investigations include several crypto@ﬁhniques and LSB, LSBM, LSBMR,

SSHDT, RSTEG, OPA, GeneticX- n algorithm, VSS, SDSS, FDSS, BPCS, GLM

algorithm, SDS, conversion@& technology, warping technology and more.

'\

2.9.1 Types of S@raphy

Different typgid eganography exist depending on the nature of the cover object,

there ae@ suitable steganography techniques for maintaining security!?’

QQ

36



Figure 2.9  Phases of Steganography%\')\%ﬂ
&

2.9.1.1 Text file Steganography ‘ 6

Secret data is hidden in a text file. In this we@% data is hidden after every nth
letter of every word in a text messa f@steganography requires less memory
because it can only store text files. %f’ allows for rapid communication or transfer of
files from one computer to not@%ext steganography is not commonly used for text

files that contain large a%uqts of redundant data'?®. There are many ways to hide the

data in a text ﬁl() Q
These meth(%\,

I)Format™Based Method;
f@u?om and Statistical Method;
ii1) Linguistics Method.
Image Steganography:
The process of hiding a secret message in an image file is called image steganography,
and the process of using a cover object as an image to hide data is called image

steganography. There are certain restrictions. For example, you may not be able to
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embed a large amount of data in an image because the image may be distorted, and
you may suspect that the image may contain information. The traditional image

steganography algorithm is the LSB embedding algorithm!%°.

2.9.1.2 Audio Steganography

The method of hiding confidential information in audio is called audio steganography.

It's also very robust in nature, but there is a limit to the amount of data that, s@be

hidden. This method hides data in WAV, AU, and MP3 sound ﬁle‘séohe\égé many
129

different methods of audio steganography

These methods are ) \c !
1) Low Bit Encoding QQ
ii) Phase Coding @

ii1) Spread Spectrum.
O
>

There are two main types o ste%fgbs‘graphy;

2.9.1.3 Video Steganography

the spatial domain and t frg\quency domain.

Spatial Domain @@t od:

Transform D@e'lin Based Method:

The method of hiding confidential information in a video is called video
ography. In this case, the video (combination of images) is used as a carrier to
hide the data. In general, the Discrete Cosine Transform (DCT) changes the value
used to hide the data in each frame of the video (for example, 8.667 to 9). This is
imperceptible to the human eye. H.264, Mp4, MPEG and AVI are the formats used in

video steganography'%.
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2.9.1.4 Network or Protocol Steganography:
Network or Protocol Steganography is used to Modify a single network protocol.
Hides information using network protocols such as TCP, PDU (Protocol Data Unit),

UDP, ICMP, and IP as cover objects. Very safe and robust 2

2.10 Techniques of Steganography

There are various steganography techniques used based on the information tg{@e.
This Study gives a brief overview of some image steganography techniqu; lows:

Figure 2.9 shows that different steganography techniques are broadl%}gorized into

different categories. . @’3

Spatial Domain Technique: Spatial steganography direcé%@odiﬁes some bits of a

pixel value in an image to hide the data. Th@ﬁnmonly used method in this

category is the least significant bit. Spatial domamm-methods are categorized as follows

129. : \
9. CJ\'
Q>

Figure 2.10 Steganography Technique!?
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al. Least significant bit insertion (LSB): This technique takes a simple approach to
embedding by replacing the least significant bit of the cover image pixel with a bit of
secret data. Changing the LSB of the image pixel does not make a big difference in
the image, so the image obtained after embedding is almost the same as the original
image. . (b
a2. Binary Pattern Complexity (BPC): This segmentation of the image me@% its
complexity. Complexity is used to determine the noisy block. Thi . t %eplaces
the noisy blocks in the bitplan with a binary pattern mapped {rowﬁecret data.
a3. Pixel Value Differencing (PVD): This technique select&@consecutive pixels to
embed data. The payload is determined by examih@t e difference between two
consecutive pixels and is used as the basis f&@%nining whether the two pixels
belong to a border area or a smooth are ”%&
B. Transformation domain@gechniques: These techniques try to encode
the message bits with @%ansformation domain factor of the image. Data
embedding perfo e% in the transformation domain is often used for robust
waterma '@%main conversion techniques fall into various categories,
including:
bl. Dig% Fourier Transform (DFT): In this technique, the Discrete Fourier
@m is purely a discrete transform. A discrete-time signal is converted to a
discrete frequency. These techniques convert a finite list of evenly spaced samples of
a function into a list. Of the coefficients of a finite combination of complex sine
waves ordered by their frequencies. It can be said that the sampled function is often
converted from the time or line position of the original domain to the frequency

domain'3°,
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b2. Discrete Cosine Transform (DCT): This technique is similar to the Discrete
Fourier Transform. The DCT converts a signal or image from a spatial domain to a
frequency domain. Mathematical transformation transforms a pixel so that the
position of the pixel value "spreads" into a portion of the image.
b3. Discrete Wavelet Transform (DWT): This technique transforms an image from
the spatial domain to the frequency domain. During the course of stegano.gr%%h‘ ,
DWT identifies the high and low frequency information for each pixel in the‘\unage.
This is a mathematical tool for hierarchically decomposing images t.'\u ly used
to process transient signals!'3?, . o
C. Vector Embedding: A vector embedding n&@f that uses a robust
algorithm with standard codecs (MPEG 1 an'd{&%f} 2). This method embeds
the audio information in the pixels of ﬁ%& video frame. It is based on the
H.264 / AVC video coding s ’@The algorithm designed the motion
.

vector component function%' trol the embedding and as a secret bearer.

The embedded infi rrn@ does not significantly affect the visual and

'}

statistical invisi%y of the video sequence. This algorithm has high carrier
utilizatiocr@mbedded capacity, and can be implemented quickly and
ly 10,

effecti
D. Spr‘e%sgpectrum: This technique uses secret data that spreads over a wide
@ncy bandwidth. The signal-to-noise ratio for each frequency band should be
small enough to make it difficult to detect the presence of data. Even if some of the
data is deleted from multiple tapes, the other tapes have enough information to
recover the data. Therefore, it is difficult to completely delete the data without
completely destroying the cover. This is a very robust approach used in military

communications 3,
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E. Statistical technique: This technique embeds a message by manipulating some
properties on the cover page. This involves splitting the coverage into blocks and then
embedding message bits in each block. The cover block changes only if the message
bit size is 1, otherwise it does not need to be changed '*°.

F. Distortion Technique: This technique stores confidential data by distorting the
signal. The encoder applies a series of changes to the cover image, and the d.ec%%lg
phase decodes the encrypted data using the private key into the original \ong
with the secret data '3°. . \

G. Masking and Filtering: This technique highlights the irp@n@ hides the data.
This approach is useful when the watermark becomes par}&@(e image. The data is

embedded in more important parts of the image ratﬁ@gn hidden in the noisy parts.

Watermark technology is further integrated intozthe)image and can be applied without

fear of destroying the image. This tec&ﬁ;ﬁ@%}used for 24-bit and grayscale images
130' ?
2.11 Review of Empiri&{%ﬁdies

System studies was p{@éﬂ on image steganography. Steganography is the method

whereby data i@n inside other data so only the recipient can reveal hidden
informati @X-t recovering the item. An Adaptive Image Steganography Method
Base@ istogram of Oriented Gradient and PVD-LSB Techniques. This algorithm
is ctive on the security factor of secret image since the embedded checksum will
validate for any unauthorized user or intruders attempt to corrupt the picture in any
aspect*.

In a work done by a researcher, system, large-scale JPEG image steganalysis using
hybrid deep learning framework®. Its was proposed that a generic hybrid

deep-learning framework for JPEG steganalysis incorporating the domain knowledge
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behind rich steganalytic models. Digital image steganography using modified LSB &
AES crptography. The cryptographic algorithms are AES, RSA, DES, 3DES and
blowfish algorithms, & the steganography technique in LSB.

In a research conducted, systems results improving selection-channel-aware
steganalysis features. The best detectors of contentadaptive steganography are built as
classifiers trained on examples of cover and stego images represented with I'iCI.I media
models (features) formed by histograms f - quantized noise residuals. L%;}lsed
Steganography using Bit masking method on RGB planes. Stegan, r. \?’@des the
existence of information that needs to be exchanged or tfans e.gl through some
public media like the internet. &%'\

In a research conducted recently, it was proposed @Qa)system with new LSB-S
image steganography method blend with cry@ y for secret communication. A
method of image coding is proposed that @S{he information along a selected pixel
and on the next value of the selecté&tﬂl, that is, pixel + 1. International journal of
advanced research in comp ter@r‘lce & software engineering. MATLAB provides
more security for secret §n;\nunication7.

A brand new fra Q for digital nation was proposed at the Attribute-Based
Encryption &Q encryption technique. In this case, the consumer is split into
primary ‘domains: the personal area and the general public area. The secret is to
@ghe complexity of key management'®!. In the personal area, every proprietor is
handiest allowed to encrypt/get entry to statistics beneath his or her properties, even
as the general public area lets in customers to use and use multi-authority EBAs to
bolster their countermeasures. deputy security!*?. The predominant assignment with

this method is scalability and flexibility, due to the fact integrating attribute-primarily

based totally encryption right into a large-scale digital fitness document device poses
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a assignment. Serious and large key management. a hundred and ten proposed a
steady and dependable framework the use of re-encryption and attribute-primarily
based totally encryption (ABE) with proxy encryption enabled with the aid of using
Rivest Shamir and Adleman (RSA). The motive of the use of proxies is to introduce a
separation mechanism to make certain the validity of affected person statistics. In this
case, handiest professionals get hold of write privileged locks even as e.xamine
privileged locks are given to patient'*>. The essence of that is to save y@ole
delegation of the affected person. Thanks to this framework, the co . ﬁ?’@al value
has been significantly reduced. With this method, the clir.licajgigert can without
difficulty be avoided from acquiring the analyzing keys w&@'t approval from each
ends. However, the device nevertheless has room for @%fned range of customers.

Evaluation of various security requirementsﬁ%& to data protection for record

services was considered in a study. :h@?y proposed an improved role-based

access control Model to design'ét}'l ealthcare Services Integrated Platform
(uHCSIP)'34. However, this M(@erforms four key functions that are not available
in a collaborative enviro ?)As a result, privileged users cannot specify who has
access to thei % data. Models cannot be deployed in a cloud-based
environment, ‘%e organization's new privacy and security Model is a major focus and
the intg%n of roles between native applications and eHealth services!*. The
@work is Modeled as a multi-agent system. Roles in the Model define access
rights and initiate various requests to dynamically interact with agents that meet
security requirements. To confirm the validity of the Model, evaluation of the

performance was done using a simple case of an electronic medical system. The main

drawback of this Model is the inability to summarize sensitive information.
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In an attempt to locate answers to protection problems in Record System, there is an
advanced granular get right of entry to manage for famous e-fitness applications. The
framework complements the present conventional RBAC protection version for 2
purposes. It collects facts to distribute get right of entry to rules to one-of-a-kind
sensor nodes and additionally shops very crucial statistics which include fitness, time
and area statistics that is crucial for selection making. protection deﬁniti(.)n. The
Modular nature of the framework makes it smooth and handy to seté;}ules
throughout one-of-a-kind sensor networks. One of the principle de n. %ﬁuations
of the version is the dearth of an emergency and unlawful g%;\ght of entry to
detection mechanism. one hundred thirty tries were ma offer a light-weight
protection version for eHealth!3®. To gain this, they %@Q\) ok at one-of-a-kind units
of protection protocols which include MiniSe@%primarily based totally on RC4

in addition to one-of-a-kind encryptio 1%%513 which include RC4 and Advanced

Encryption Standard (AES). The r%t&ers implemented cryptographic algorithms

to a aggregate attack. At th ce%cbf the take a look at, they showed that the Skipjack

and RC4 encryption alg thms are very powerful and dependable in making sure the
Y

confidentiality @

authors did W no longer look at powerful processes to the last protection

y of digital fitness get right of entry to. However, the

require?r% Invariably, the conclusions drawn approximately the various algorithms
an not aid the belief that they may be the high-satisfactory and maximum
green. Since it's been set up that the conventional public key infrastructure (PKI) for
enforcing cryptographic mechanisms is bulky and time consuming. There are defined
numerous cryptographic strategies concerned to make certain fitness machine

137

protection and digital privacy'?’. They analyzed the overall performance of those

strategies, such as identity-primarily based totally encryption (IBE) and more recent
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identity-primarily based totally proxy re-encryption (IBPRE) schemes '37. From the
review, one located that the newly advanced IBPRE is higher and greater green for
re-encryption, that can then be used to guard fitness statistics within side the cloud.
The drawback of this approach is that the authors can not affirm the overall
performance of different encryption strategies and consequently must now no longer
be difficult at the effectiveness of the brand new IBPRE. In an attempt to steady
scientific facts and different touchy scientific statistics, this was execute@ugh
combining scientific facts right into a unmarried document the use . ding to
cover the facts!3. o

The several characteristics of information hiding d1scus&ﬁ%§s been suggested in
Steganography as the art of passing information in a @‘er that the very existence of
the message is unknown. The goal of stegano@% to avoid drawing suspicion to
the transmission of a hidden messag é’l@ycent growth in computational power

and technology has propelled it t orefront of today's security techniques of

contemporary steganograp%%(p‘ ues for image in spatial and transform domains
and steganalysis techniques for the detection of secret message in the image, authors
explore the steg @, its history, features, tools and various techniques like LSB,
masking, ﬁlte’ﬁag and other transformations used for hiding messages in an image.
The paper also describes various methods to hide the secret or confidential message in
1na1 file so that it is unintelligible to an interceptor , addressed the concept of
embedding the secret message into an image using LSB technique and then applied
AES algorithm to provide better security'#’. A reverse procedure was proposed which
described in paper by using an alteration component method'*!. As addressed user
enters username, password and a key. A key is taken from automatic key generator

device which generates a unique key after some specific time. After this the secret
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message and key is encrypted and encrypted message is embedded into cover image
and stego image is produced'*?. In a study, the secret message is first compressed then
the message is hashed and encrypted using encryption key. This method results in
robust Model and achieves two important principles of security i.e. privacy and

authenticity'43

. An overview used to hide secret messages or images in space and
transform domains was presented in '**. A method was introduced in which th.e secret
message was first compressed using the wavelet transform technique éﬂ,\hen
embedded in the cover image using the LSB. Bits of the secret m: a. e\?l@nserted
into the image using a random number generator'*. The bas.ic t s\of cryptography
and steganography was introduced in this study, ensuring t@ combination of both
provides multiple layers of security and meets requir’e@ts such as capacity, security,
and robustness'#. In another study, the stud@%ced a method based on image

ranking. First, the secret data is encryi’:ﬁé%g the RSA encryption algorithm, and

then the user selects the appropria%i' ge to hide the specific data. This makes it
more difficult for an attaclc&tw)@zzessfully launch an attack'#’. In an article it was
demonstrated that thes%teg\hniques can be used to make data more secure and
robust'®, In e@ studied, the author first uses LSB technology to embed
confidential data in the cover image and then applies DES encryption to encrypt the
data thi‘s%roves security. The author in this literature first encrypts the data using
(@ encryption algorithm and then embeds it in the BMP cover image using three

different steganography techniques!#.
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Chapter Three

Methodology

3.1 Classical LSB Framework

After the platform is designed or determined, then the output which is the secret
message is then fed into the steganography stage, and for this study, Improv.ed LSB
technique will be implemented for the steganography stage. Q’)i\
The classical LSB bit uses different words, the 8th bit of some a. e bytes
within an image will be modified to a bit of the key mes.sa%)s\ce employing a
24-bit image, a bit of each of the red, green and blue co@ omponents are often
used, since they're each represented by a computet ,@wry unit(byte). In different

S

An 800 x 600 pixel image, will so st e@)quality of 1,440,000 bits or 180,000

words, one will store 3 bits in each pixel.

bytes of embedded information. W@ e LSB technique of Message concealing,
the least significant bit will be @‘aced by the message bit of the key message. We
tend to evaluated the te ig\ue victimization gray scale images of size 64*64 within

which each pixeta)@ ill portrayed with 8 bit illustration.

S
&
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After reviewing the current products on t@rket for steganography, it was
determined that there was not a practi .®rnentation for 8-bit images. Although
network speed is increasing, and b %h problems are decreasing, file size is still
of utmost importance and a%%le sizes are optimal in network communication.
Thus, the current stega raghic use of 24-bit images leads to slower communication
and thus develo e&n 8-bit image format would be beneficial. A 24-bit bitmap
image Woulgq,converted to an 8-bit bitmap image while simultaneously encoding
the dest hidden information. An algorithm would be created to select
re@entaﬁve colors out of the 24-bit image to create the palette for the 8-bit image.
This palette would then be optimized to an 8-bit colormap that could be applied with
minimal changes to the quality of the original image. This process of compressing the
image from a 24-bit bitmap to an 8-bit bitmap resulted in minor variations in the

image, which are barely noticeable to the human eye. However, these slight variations

aid in hiding the data. Since there would not be an original 8-bit image to compare
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with the stego-image, it would be impossible to discern that the slight variations
caused by hiding the data are different from the slight variations caused by
compression.

A practical steganographic implementation for 8-bit images enabled smaller file sizes
to be utilized in steganographic communications. While also limiting the size of the
hidden file, this implementation addressed issues that have been passed by i.n other

applications, and provided a more compact vehicle for those secret commlq'l}}ﬁons

that do not require a large cover-file. ,%\QO

3.2 Classical LSB Algorithm ‘6.\

In this system, the secret message is used to hide in a cov@p image. Firstly each
character of secret message and each pixel of cové@p image are converted into
binary values. The user has to input stego-key“as password (stego-key is used to
embed the secret message in a cover filg). ‘\&%

After inserting secret message into@ mage file, the resulting stego-image is sent
to the receiver through t ittd communication channel. While defining the
starting point of embeddi&%gﬁ, the stego-key is firstly collected from the user. The
summation of t value of each character of stego-key is calculated and then
the average ()Qhose characters value is computed. While substituting the secret
messag‘e% LSB of cover image, the first LSB position is chosen according to the
@a%d average value of input stego-key characters. Then the substitution
processing will continue until the end of secret message.

A. The embedding algorithm at the sender side

Step (1) : Get the input cover image and secret message.

Step (2) : Accept the stego-key from the user and calculate average value of them.
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Step (3) : Convert each character of secret message and each LSB bit of cover image
(R channel) from the position of average of stego-key.

Step (4) : Substitute the LSB bit of cover image (R channel) with binary values of
secret message with respect to the starting point until the end of secret message.

Step (5) : Insert the end character value at the end of secret message.

Step (6) : Calculate the PSNR, SNR of original and resulting images.

Step (7) : Send a stego-image to the receiver. 6&
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3.3 Enhanced LSB Framework

G

N
QQ%Q

Figure 3.2 The Embedding Phase (Source: Researcher’s Fieldwork, 2023)



B. The extracting algorithm at the receiver side

Step (1) : Get the input stego calculate average value

Step (2) : Load the stego-image that is sent from the sender.

Step (3) : Extract each of LSB bit from the stego image until to find out the end bit.

Step (4) : Reconstruct the collecting LSB bits from the stego-image.

Step (5) : Transform the LSB bits to correspondent characters. . cb.,
>

L&

In the embedding phase, we perform the following steps: QO

(1) We first convert the secret message into binary and thus we %&\n a bitstream as

the result of this step. &%\

(i) We divide the obtained bitstream into a set of grba@%h three bits in each group.

To this end, from the least significant bit, ws"&very three continuous bits in a

group. N ‘\%

(ii1) In this step, a set of pixels fro@ '::/er image is selected based on the key to

embedding the secret mess%@é be noted that the number of pixels

selected in this step is X ng\th of the secret message. This is because every three bits

in the secret me g@ndden into four pixels of the cover image.

(iv) Now we '¢enerate every four coefficient. Note that by only one change in each

coefficie have a number in the range of [0, 7].

@sed on the bits in the secret message, we choose the operations needed to

generate such a message.
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Figure 9& he Extracting Phase (Source: Researcher’s Fieldwork, 2023)
The ma)u%ps in the extracting phase of our steganography approach are shown in
@Q 3 above
In the extracting phase, we only need to perform the mapping function over each
group of four coefficient from the received image. In the extracting phase, we perform
the following steps:
1. Restore bits that are inverted from the embedding

ii. We first extract pixels of the cover image based on the key in the embedding phase
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iii. We divide the pixels into a set of groups with four pixels in each group

iv. We extract a secret message according to the four pixels and equation (9) for each
group.

v. We add the secret messages to each other and thus we obtain a bit-stream of secret

messages as the result of this step
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Endnotes

'A. Kumar Sahu & M. Sahu. Digital image steganography and steganalysis: A
Jjourney of the past three decades. Open Comput. Sci. 10, 2020, 296342
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Chapter Four

Results and Discussion

4.1 Discussion

Steganography been implemented in this study uses of cesarean section and affine
cryptography is done to make the cipher harder to crack. In fact, the Caesar cipher is
easy to solve using brute force and the most common character freq\l%gy
representations. An example application of the Caesar and affine cipher @ ation

is to use it to encrypt keywords in medical records. ‘%\

For the sake of the Peculiarity of this study to Informatik{‘ e'éurity, as much

A

emphasis is laid on the Steganography phase. Figure @ows the interface that

WV

allows for the Users, to input there preferred %‘@Nmerface is not limited to any
a

users as it can be used by any user that ha;

developed. (.j\\‘
R

ss to the software solution being

Encode message

To encode a message into an image, choose the image you want to use, enter your text and hit the Encode button.
Save the last image, it will contain your hidden message.
Remember, the more text you want to hide, the larger the image has to be. In case you chose an image that is to small to hold your message you will be informed.

Neither the image nor the message you hide will be at any moment transmitted over the web, all the magic happens within your browser.

Browse...

Enter your message

nere

Figure 4.1 Interface showing the Encoding page (Source: Researcher’s Fieldwork,
2023)
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The figure above is the interface for the steganography phase of this study. This
interface provides the user with the flexibility to either encode certain text into an

image or the extract the text out of the image using the encode button as shown in the

figure above.

Encode message

To encode a message into an image, choose the image you want to use, enter your text and hit the Encode button.
Save the last image, it will contain your hidden message.

Remember, the more text you want to hide, the larger the image has to be. In case you chose an image that is to small to hold your message you will be inform

Neither the image nor the message you hide will be at any moment transmitted over the web, all the magic happens within your browser.

Browse...
Computer Science
Open X
« Ll » ThisPC » Desktop » Image Steganography Project » images v O Search images p]
Organize v Mew folder = - T @
A A
3 Quick access
[ Desktop ~—
4 Downloads
2| Documents happens within your browser.
=] Pictures aboutbackgroun aboutimage aboutimage2 apple-1838564_19  architecture-2178 bboytimeline building-1089861
d 20-main 604_1920-main1 _1920-main2
SUNNY ADE
2023 Exam % e e N
Blessing J ,) j
mathias \v.g_,/ \_/ \_/
Wura T x Y R 4 %
developerdesign  developerdesign email email facebook facebook innovativesolutio
@ OneDrive e
[ This PC Un ) P
[ Desktop 3 j luy 2 %
ﬂ Documents v \kj ‘\\—/ v w
File name: | v| All files i

O Y
Figure 4.2 !{t‘%gace showing the “SELECT IMAGE” phase for the steganography
echnique (Source: Researcher’s Fieldwork, 2023)

The interface above allows the user to select image to be used for the hiding of the
text, one of the most interesting and flexible part of this phase is that it allows user to
select any image from the users computing device as this design does not limit the

user to just certain image to be used for hiding text into the image.
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& aboutbackground Properties
General  Secuity Details  Previous Yersions
IEI |E|I:unutbackgmund
| Topeoffie: PG Fie (ipg)
| Opens with:  Photos Change...
Location: CAlsers\MY PC\Desktoplmage Steganography Pr
Size: 41.3 KB (42 258 bytes)
Size ondisle:  44.0 KB (45,056 bytes)
f Created: Wednesday, August 2, 2023, 5:52:24 AM
Modified: Monday, Juby 31, 2023, 2:04:47 AM
i Accessed: Wednesday, August 2, 2023, 5:52:24 AM
| Atrbutess [ JReadorly [ ]Hidden | Advanced..
4 Securty: This file came from another
a computer and might be blocked to [ Unblock
1 help protect this computer.

be hidden

h\/

ource: Researcher’s Fieldwork, 2023)

Figure 4.3 Interface Sh(% roperties of the selected Image where text is to

.’

The figure in 4. l@hows how the interface looks like after an image has been

selected from’the list of mages on the users device. The image presented above is the

image ﬁ%&ll house or hide the text in this study.

QQ
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Decode image

To decode a idden message from an mage, ust choose an image and hi he Decode button,

Netther the image northe message that has been hidden will beat any moment transimited over the web, al the magic bappens within your browser,

Browss...

Decode

QY
Figure 4.4 Interface showing the Decoding Phase (Sourc@ earcher’s Fieldwork,
2023) &

\

The figure above shows two things, the first a@r shown in the above figure is the
Cipher-text to be hidden in the image, '@he Cipher-text 2 from the resultant of
the cryptographic technique used i this study. The second activity is the success

message showed to indicq@%e text has been successfully encoded into the

image. C)Q @.ﬁ

>

N
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& aboutbackground Properties *
General  Securty Details  Previous Versions
|E- |a|:unutbau:kgmund
| Topeoffie: PG Fie (ipg)
Opens with:  Photos Change...
Location: CAlsers\MY PC\Desktoplmage Steganography Pr . (bn
Size: 41.3 KB (42 258 bytes) &\
Size on disk: 440 KB (45,056 bytes) p \Qg)
f Created: Wednesday, August 2, 2023, 5:52:24 AM v
Modified: Monday, Juby 31, 2023, 2:04:47 AM
i Accessed: Wednesday, August 2, 2023, 5:52:24 AM
| Attributes: [|Readony [ ]Hidden Advanced...
4 Securty: This file came from another
a computer and might be blocked to [ Unblock
1 help protect this computer.
N/
Figure 4.5 Interface Showing t erties of the Stego. Image when text is hidden

(Sm@ archer’s Fieldwork, 2023)

4.2 Parameters of E ion

The parameters @%r evaluating the Steganography technique which encompasses
the origi @ge and the encoded image are Mean Square Error and Peak Signal to
Noi @tio. The table below shows the evaluation of the steganographic technique
as against another technique was is referred to as pixel based algorithm.

To calculate PSNR

PSNR (peak signal to noise ratio) - PSNR Peak signal-to-noise ratio often abbreviated
PSNR, is an engineering name, for the ratio between the maximum possible power of
a signal and the power of corrupting noise that affects the fidelity. The peak error

between the compressed image and original image is measured in terms of PSNR .
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The higher value of PSNR indicates higher quality of image. To calculate PSNR,
MSE is first computed. Cumulative difference between the compressed image and
original image is MSE. Small value of MSE improves image quality and reduces the
error.

PSNR =10 log10 (R2/ MSE)

R is either specified by the user or taken from the range of the image data type. For
example, for an image of data type uint8, the value for R is 255. Q‘)i\

To calculate the MSE . QO

Mean square error (MSE) -Mean Squared Error (MSE) is .de‘f\‘ d.ﬁls the square of
differences in the pixel values between the correspondin@s of the two images.

The mean square error (MSE) of N * M size image i$,given by,

MSE= XM, N [I1 (m, n) — I2 (m, n)] 2 / (M*N@
M &N -number of rows and columns i&l\)@%t images

Cover Image W){d@h Dimension = MSE PSNR

20230802 103016.jpg 200 981*1150 3.331 42.987

.\
20230802_103(@.)@Q 500 981*1150 3.156 41.763
16.)p

20230802_1%Q' Ipg 1374 981*1150 3.186  41.234
202308 0118.jpg 200 620%300 6.611 37.436
@%4_1501 18.jpg 500 620%300 3.321 37.873
20230804 150118.jpg 1374 620%300 4.889  36.437
20230805 091010.jpg 200 800*450 6.669  40.345
20230805 _091010.jpg 500 800*450 7.985  41.123
20230805 _091010.jpg 1374 800*450 6.523 39.878

Table 4.1  Performance Evaluation of the Cover Image (Source: Researcher’s
Fieldwork, 2023)
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Cover Image  Size Word Dimen IMSE LPSNR StegoImage PSNR MSE Size
(kb) Length  sion (kb)
20230802 10 258 200 981*11 3.331 42.987 Lenna 512 %  63.345 0.030 110
580 4 1
3016.jpg 50
20230802 10 258 500 981*11 3.156 41.763 Lenna 512 %  62.331 0.038 234
585 9
3016.jpg 50 . cbn
20230802 10 258 1374  981*11 3.186 41.234 Lenna 555 @13 0.038 500
* 580 o QO 2
3016.jpg 50 N
20230804 15 564 200 620*30 6.611 37.436 P 384 63.289  0.030 134
*\ 6 5
0118.jpg 0 ,{3
20230804 15 564 500 620*30 3.321 37’.87\§ Peppers 384  62.327 0.038 178
Q * 550 5
0118.jpg 0
20230804 15 564 1374 620*30 '@ 36.437 Peppers 384  62.387 0.037 432
< ) * 567 6 5
0118.jpg 0
20230805 _09 674 200 @QS 6.669 40.345 Kids 318 * 59.506 0.072 149
\) 400 3 9
1010, 0
Jpg -
20230805 _09 674 @ 800*45 7.985 41.123 Kids 318 * 58.550 0.090 274
( ) 405 6 8
1010.jpg XO 0
20230805 _09 4 1374  800%45 6.523 39.878 Kids 318 * 58.563 0.090 556
411 8 5

IOIO.J@Q 0

Table 4.2

Researcher’s Fieldwork, 2023)
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Word lenght vs PSNR - 20230804_150118.jpg
1,600 - - 38.00
1,400 - 1,374
- 37.50
1,200 -
1,000 -37.00
800 -
600 - s B 3650
400 -
- 36.00 ¢ b,
200 - 200 '\
>
0 35.50
—&— Word Length —#— PSNR

. e
Figure 4.6  Graphical Representation for the PSNR for Imag@é%%l 50118.jpg

&
$

Word lenght vs PSNR - 20230805_091010.jpg

1,600 - ” ~41.20
a - 41.00
1,400 - T
- 40.80
1,200 -
- 40.60
1,000 - - 40.40
800 - - 40.20
600 - \ - 40.00
A 39.88
- 39.80
400 -
- 39.60
(2 + 200 | 540
Q 0 39.20

—&— Word Length —#&— PSNR

Figure 4.7 Graphical Representation for the PSNR for Image 20230805 _091010.jpg
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1,600 - Word lenght vs PSNR - 20230802_103016.jpg - 43.50

1,400 - A 42.99 1,374 ~43.00

1,200 -

- 42.50
1,000 -

- 42.00

800 - 4176
~41.50
500 41.23 Cb,
200 a0 |\

400 - N

200 - " 200 ~40.50

0 40.00

—&o— Word Length —#&— PSNR

b 1 d
Figure 4.8  Graphical Representation for the PSNR f(@ € 20230802 103016.jpg

S
}Sj@

Word lenght vs MSE - 20230804_150118.jpg
1,600 -7.00
6.61
1,400 - 1,374 - 6.00
1,200 -
4.89 - 5.00
1,000 -
-4.00
800 - 3.32
-3.00
600 -
( 300 -2.00
Q 400 -
200 - ¢ 200 -1.00
0 0.00
—&— Word Length === MSE

Figure 4.9  Graphical Representation for the MSE for Image 20230804 150118.jpg



1,600 -
1,400 -
1,200 -
1,000 -
800 -
600 -
400 -

200 -

Word lenght vs MSE - 20230805_091010.jpg

7.9 1,374

\

A 6.67 6.52

500

&~ 200

~9.00

- 8.00

~7.00

- 6.00

- 5.00

- 4.00

- 3.00

- 2.00

- 1.00

0.00

—&— Word Length === MSE

Q

@ \
Figure 4.10 Graphical Representation for the @}mage 20230805 091010.jpg

O

1,600 -
1,400 -
1,200 -
1,000 -

800 -

600 -

(| 400-
Q 200 -

Word lenght vs MSE - 20230802_103016.jpg

3.33
1,374

3.19

\

3.16
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&~ 200

~3.35

-3.30

-3.25

-3.20

-3.15

-3.10

3.05

—o— Word Length === MSE

Figure 4.11 Graphical Representation for the MSE for Image 20230802 103016.jpg



The PSNR gets better with the increase in compressed image bit rate as shown in the
table above. The results show increasing trend in PSNR values on the other hand
MSE decreases gradually with the improvement in compressed image bit rate. Hence
greater the compressed image bit rate, better the quality of the image as well as errors

on lower side.

&

%\%
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Chapter Five

Conclusion

5.1 Summary of Results

The steganography technique in this study makes it difficult to solve sensitive medical
data that are encoded using this two technique. If solving any cryptographic technique
comes within a short time using any of the attacks, combining the crypt(.)gr(ag‘ly
encryption technique Steganography technique makes it more difficult to %}and
even if there will be any successful attack on this two encryption t .&hen the
computational time to attack both technique will be higher or @e&t an the time it
will take to attack just one of these technique, and if we {@attacks taking longer
time then before the success the admin of the systenf ;@k\%ﬁave been aware that there
is any intruder breaking the layers of en@@) . This study did not stop at

steganography but also employ the G@Xa watermarking technique to help

strengthen the security of sensitive Thforfiation that is been stored using this technique.

If we keep having techniquxtl@h protect our sensitive data then we should not be

scared to share our data ﬁer the internet with whom we are pleased to shared it with
0

'}
so far the necess @Q

ogies are in place and necessary precautions are taken.
5.2 Recommeéndation

This th‘e%gplements encryption technique alongside steganography for exchanging
@ggs and further emphasizes data hiding in images.

The steganography technique used in this thesis can be applied in watermarking,
fingerprinting, detection of unauthorized or illegally copied material. The strength of
security level achieved in this study is very high and third parties will not be able to
get back the original hidden information without the software or how it works. Since

this steganography technique is considered very high in strength and hidden messages
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can not been retrieved back to his original form, future works can be done in
embedding the text in other media formats such as Audio and Videos as Image was
used in this thesis.

5.3 Contribution to Knowledge

This study has contributed to the field of computing and information security in the

aspect of the following;

S Q°
i. Confidentiality . Q’)&

ii. Integrity and, ,%\QO

iii. Availability. . \ N

This study has also help contributed greatly to the field oﬁ@’w\puting by showcasing
how good steganography techniques. ‘ ,$Q

5.4 Suggested Area of Further Research Q

The steganography technique used in ﬂ@sis can be applied in watermarking,

fingerprinting, detection of unauthotized”or illegally copied material as studies for
further works. And also aside t& of Image Steganography, other techniques using

other forms of multimedi fq\rmats such as Audio and Video formats can be employed

in further studieé)@ment cases in Information Security.
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Appendix
Programming Code for the Encryption, Decryption and the Steganograpl%
Technique Q’&\
Appendix I ‘%'\QO
import pandas as pd
import numpy as np ‘ ‘\%“
import matplotlib.pyplot as plt

import seaborn as sns ¢ ,\QQ
# %matplotlib inline @

df = pd.read csv('RTA Dataset.csv') < . '\ﬁ
df.head() %

df.shape
# print the dataset informatw

df.info() )
»

df.isnull().surQ'gdQ
Q

dﬂ'A%ie t severity'].value counts().plot(kind='bar")

import matplotlib.pyplot as plt

# Plot the bar chart

ax = df['Accident severity'].value counts().plot(kind="bar',  color=['#FF6347',

'#4169E1', '#32CD32'))

# Customize the plot
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ax.set xlabel('Accident Severity')
ax.set_ylabel('"Count')

ax.set _title('Distribution of Accident Severity')
ax.legend(['Minor', 'Moderate', 'Severe'])

ax.grid(axis="y', linestyle="--")

# Save the plot

plt.savefig(‘accident severity plot.png') . (b"
plt.show() \

"""This shows imbalance multiclass label on the dataset""" é

‘6'\

# plot the bar plot of road_surface type and accident sever\@lure
plt.figure(figsize=(6,5))

sns.countplot(x='Road_surface type', hueZ'AC@erlty data=df)

plt.xlabel('Rode surafce type')

plt.xticks(rotation=60) Q‘\%

plt.savefig(‘accident_severity _plot.%'

plt.show()
Q)‘b

# convert object type column 1nto datetime datatype column

df['Time'] = pd.to d&l df[ Time'])

# Extrati '@l_of_Day feature from the Time column
new_df .copy()

Q@Hour_of_Day'] =new_df['Time'].dt.hour

df néw =new_df.drop('Time', axis=1)

df new.head()

def fill_missing_values(df):
# Loop over each column in the dataframe
for col in df.columns:
if dffcol].dtype == 'float64' or df[col].dtype == 'int64": # Check if column is

numeric
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# Fill missing values with mean

dffcol].fillna(df[col].mean(), inplace=True)
else:

# Fill missing values with mode

dffcol].fillna(df]col].mode()[ 0], inplace=True)

return df
# Fill missing values using the function . (b"
df new = fill missing values(df new) %'&\

%
df new.isnull().sum()

from sklearn.preprocessing import LabelEncoder @

RS
def label encode_features(df): ,®
ea

le = LabelEncoder() # create a label enco ject

for col in df.columns: 0
if df[ col].dtype == 'obj h’check if column is of type 'object’
df[col] = @nsform(dﬂcol].astype(str)) # label encode the

ﬂw
return df C)QQ
Q

# Label‘%de the object-type features using the function

q@ label encode features(new_df)

new_df.head()

column

df new.columns

#handling imbalance multiclass
X =new_df.drop(['Accident severity', 'Time'], axis=1)

y =new_df['Accident_severity']
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Ipip install imblearn

from sklearn.model_selection import train_test split, cross_val score

from sklearn.preprocessing import LabelEncoder, StandardScaler

from sklearn.pipeline import Pipeline . (b'
from imblearn.pipeline import make pipeline Q')i\
from imblearn.over sampling import SMOTE : \QO

from sklearn.ensemble import RandomFKorestClassifier,
GradientBoostingClassifier,VotingClassifier . \ %

from sklearn.metrics import classification_report, confusio@l‘ix, accuracy_score

RS
le = LabelEncoder() Q@

y = le.fit_transform(y)

sc = StandardScaler() C}\%

X = sc.fit_transform(X)
X train, X test, y train, y@' = train test split(X, 'y, test size=0.3,

random_state=42) \)Q)
?

smote = SMOTE(randogmtezﬂ)

X train_res, y_train ote.fit resample(X train, y train)

# modelli g@t@ random forest baseline
rf= Raﬁ%l’orestC1assiﬁer(n_estimat0rs=800, max_depth=20, random_state=42)

rf. i;( g(_train_res, y_train_res)

# predicting on test data
predics = rf.predict(X _test)

cm = confusion matrix(y_test, predics)

ConfusionMatrixDisplay(cm).plot()
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# classification report on test dataset
classif re = classification_report(y_test,predics)

print(classif re)

from sklearn import tree

from sklearn.tree import DecisionTreeClassifier
from sklearn import metrics

from sklearn.metrics import confusion_matrix

from sklearn.metrics import classification_report

from sklearn.metrics import ConfusionMatrixDisplay 3. \QO

decisionTree = DecisionTreeClassifier(criterion="entropy') -« ‘%'\

print(decisionTree) '&%
dtc_model = decisionTree.fit(X _train_res, y_trai%@

from matplotlib import pyplot :‘ ©
# feature importance (b‘%'

importance = dtc_model%gre_importances_

for i,v in enumerate@ nce):
print('Feature: @ core: %.5f % (1,v))

O

# Barcha feature importance

pyp;t.bar([x for x in range(len(importance))], importance)
pyplot.show()

prediction = dtc_model.predict(X_test)

cm = confusion matrix(y_test, prediction)
ConfusionMatrixDisplay(cm).plot()

print(classification_report(y_test, prediction))

99

>



import pandas as pd
from sklearn.model_selection import train_test split
from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import accuracy_score, classification report, confusion_matrix

# Load the dataset (replace 'your dataset.csv' with your actual dataset file)

data = pd.read_csv('your dataset.csv')

# Feature columns (replace 'featurel’, 'feature2', etc. with the actual feature c@[
names) : \QO
features = data[['featurel’, 'feature2’, 'feature3’, ...]] é

# Target column (replace 'target' with the actual column co@g the severity codes)

target = data['target'] . A
>

# Split the data into training and testing sets (adjbstthe test size as needed)
X train, X _test, y train, y test = train {:{sg (features, target, test size=0.25,

random_state=42) ?
# Initialize the Random Fo%siﬁer
rf classifier = RandomF&es% assifier()

# Train the mod

rfclassiféraﬁtrain, y_train)

@redictions on the test set

y_pted = rf classifier.predict(X test)

# Calculate accuracy

accuracy = accuracy_score(y_test, y pred)
print(f"Accuracy: {accuracy}")

# Generate classification report and confusion matrix

print("\nClassification Report:")
print(classification_report(y_test, y_pred))
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print("\nConfusion Matrix:")
print(confusion_matrix(y_test, y_pred))

import pandas as pd

import numpy as np

import matplotlib.pyplot as plt
import seaborn as sns

# %matplotlib inline

df = pd.read _csv('RTA Dataset.csv')
df.head()

df.shape . 6'\

# print the dataset information &%\

df.info() RS
S

df.isnull().sum()/100 @
dff'Accident_severity'] .Value_countg()gy'l\kind'bar')

import matplotlib.pyplot as&g)

"
# Plot the bar chart %

=  df['Aecident severity'].value_counts().plot(kind='bar",

ax
'#41 69E1;’ 'ié@D32’])

Qlize the plot

ax.s€t xlabel('Accident Severity')
ax.set_ylabel('Count')
ax.set_title('Distribution of Accident Severity')
ax.legend(['Minor', 'Moderate', 'Severe'])

ax.grid(axis="y', linestyle="--")

# Save the plot
plt.savefig(‘accident_severity plot.png')
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plt.show()

"""This shows imbalance multiclass label on the dataset"""

# plot the bar plot of road_surface type and accident severity feature

plt.figure(figsize=(6,5))

sns.countplot(x='Road_surface type', hue='Accident severity', data=df)

plt.xlabel('Rode surafce type') . (b"
plt.xticks(rotation=60) Q’)(\
plt.savefig(‘accident severity plot.png') ,%.\QO
plt.show()

N

# convert object type column into datetime datatype colum@
dff'Time'] = pd.to_datetime(df]'Time']) . QQ

# Extrating 'Hour of Day' feature from the Ti&nn
new_df = df.copy() N )\&
new_df['Hour of Day'| =new dff' in@j‘t.hour
df new =new_df.drop('Time’, ax(%’
df new.head() \)Q)
o

def fill_missing val f):

# Loop ov@ﬁumn in the dataframe

for col 1 columns:

f[col].dtype == 'float64' or df[col].dtype == 'int64": # Check if column is

: # Fill missing values with mean

df[col].fillna(df] col].mean(), inplace=True)
else:

# Fill missing values with mode

df] col].fillna(df[col].mode()[ 0], inplace=True)

return df

# Fill missing values using the function
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df new = fill missing_ values(df new)
df new.isnull().sum()
from sklearn.preprocessing import LabelEncoder

def label encode_features(df):
le = LabelEncoder() # create a label encoder object . \(b"

&>
for col in df.columns: . QO

if dffcol].dtype == 'object': # check if column is of type 'object
dffcol] = le.fit_transform(df]col].astype(str)) abel encode the

column \
&
return df Q@
# Label encode the object-type feature@\ﬂg‘% function

new_df = label encode features(n

dfhead() /\)Q)(b
new_df.hea

%w
df new.columns Q’Q

#handling i nce multiclass
X= nevﬂ%ﬂrop(['Accident_severity', '"Time'], axis=1)

@ dff'Accident_severity']

X
Ipip install imblearn

from sklearn.model_selection import train_test split, cross_val score
from sklearn.preprocessing import LabelEncoder, StandardScaler

from sklearn.pipeline import Pipeline
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from imblearn.pipeline import make pipeline

from imblearn.over sampling import SMOTE

from sklearn.ensemble import RandomForestClassifier,
GradientBoostingClassifier,VotingClassifier

from sklearn.metrics import classification_report, confusion matrix, accuracy_ score

le = LabelEncoder()
= le.fit_transform(y) . (b"
sc = StandardScaler() Q’)(\
X = sc.fit_transform(X) : \QO
X train, X test, y train, y test = train test split(X, vy, test_size=0.3,
random_state=42)
smote = SMOTE(random_state=42) %\
X train_res, y_train_res = smote.fit_resample(X treun‘&%ln)

# modelling using random forest baseline Q

rf= RandomForestClass1ﬁer(n_est1ma€s} ymax_depth=20, random_state=42)

rf.fit(X train res, y train_res) (b‘%'
# predicting on test data
predics = rf. pred1ct( %

cm = co us@mamx(y test, predics)

Confusi trixDisplay(cm).plot()

# c;;ssiﬁcation report on test dataset

classif re = classification_report(y_test,predics)

print(classif re)

from sklearn import tree
from sklearn.tree import DecisionTreeClassifier
from sklearn import metrics

from sklearn.metrics import confusion_matrix
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from sklearn.metrics import classification_report

from sklearn.metrics import ConfusionMatrixDisplay

decisionTree = DecisionTreeClassifier(criterion="entropy")

print(decisionTree)

dtc_model = decisionTree.fit(X train_res, y train_res)

ALY

from matplotlib import pyplot Q')i\

%
# feature importance
. "
| | A
importance = dtc_model.feature importances &%
: QQJ

for 1,v in enumerate(importance):

print('"Feature: %0d, Score: %.5f % (i,v)) @
# Barchat for feature importance :‘ ©

pyplot.bar([x for x in range(len(im@ﬁnce))], importance)

pyplot.show() \)Q)

.\
prediction = dtc_mo@e ict(X_test)

cm = co usé\_matrix(y_test, prediction)
Confusi trixDisplay(cm).plot()

@siﬁcation_report(y_test, prediction))
import pandas as pd

from sklearn.model_selection import train_test split
from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import accuracy_score, classification_report, confusion_matrix

import pandas as pd
import numpy as np

import matplotlib.pyplot as plt
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import seaborn as sns

# %matplotlib inline

df = pd.read_csv('RTA Dataset.csv')
df.head()
df.shape

# print the dataset information

df.info() . \cb"

3
df.isnull().sum()/100 ,%\
4%'»

df['Accident_severity'].value counts().plot(kind="bar") . \

import matplotlib.pyplot as plt . QQ)

N
# Plot the bar chart QQ
ax = df['Accident severity'].value 'c@@.plot(kindfbar', color=['#FF6347',
'#4169E1", '#32CD32')) bc_)
# Customize the plot Q:b‘
ax.set_xlabel("Accident &eﬂ}y)')
ax.set_ylabel(’Coun%’Q

ax.set _title('Distgibution of Accident Severity')
ax.legend(['Vhinter', 'Moderate', 'Severe'])
ax.grid(axis='y', linestyle="--")

# Save the plot
plt.savefig(‘accident severity plot.png')
plt.show()

"""This shows imbalance multiclass label on the dataset"""

# plot the bar plot of road_surface type and accident severity feature

plt.figure(figsize=(6,5))
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sns.countplot(x='Road_surface type', hue='Accident severity', data=df)
plt.xlabel('Rode surafce type')

plt.xticks(rotation=60)

plt.savefig(‘accident _severity plot.png')

plt.show()

# convert object type column into datetime datatype column

df['Time'] = pd.to_datetime(df]'Time']) . ‘{b"

new_df = df.copy()

# Extrating 'Hour _of Day' feature from the Time column 3. \QO
4%'»

new_df['Hour of Day'| =new_df['Time'].dt.hour . \

df new =new_df.drop('Time', axis=1) &%
: QQJ

df new.head()

def fill_missing_values(df): Q
# Loop over each column in the dfj@%

for col in df.columns:
if dffcol].dtype == 'ﬂoa@ dffcol].dtype == 'int64": # Check if column is

numeric \;b

# Fill mi%&\values with mean

d co&% df[col].mean(), inplace=True)
else: &)
é@ ill missing values with mode
‘% dffcol].fillna(df]col].mode()[ 0], inplace=True)

ggm df

# Fill missing values using the function

df new = fill missing values(df new)
df new.isnull().sum()

from sklearn.preprocessing import LabelEncoder
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def label encode_features(df):

le = LabelEncoder() # create a label encoder object

for col in df.columns:
if df[col].dtype == "object': # check if column is of type 'object’
dffcol] = le.fit_transform(df[col].astype(str)) # label encode the

column

return df Q’;i{b'

new_df = label encode features(new_df)

# Label encode the object-type features using the function é

. "
5N
new_df.head() . QQ'&

df new.columns @
#handling imbalance multiclass 0

X =new_df.drop(['Accident_severitys/ Time'], axis=1)

y =new_df['Accident sevefi ']Q)
¥
X QQ’Q

Ipip install i@ m

@@am.model_selection import train_test_split, cross_val score

frony sklearn.preprocessing import LabelEncoder, StandardScaler

from sklearn.pipeline import Pipeline

from imblearn.pipeline import make pipeline

from imblearn.over sampling import SMOTE

from sklearn.ensemble import RandomForestClassifier,

GradientBoostingClassifier,VotingClassifier

from sklearn.metrics import classification_report, confusion matrix, accuracy score
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le = LabelEncoder()

y =le.fit_transform(y)

sc = StandardScaler()

X =sc.fit_transform(X)

X train, X test, y train, y test = train test split(X, 'y, test size=0.3,
random_state=42)

smote = SMOTE(random_state=42)

X train_res, y_train_res = smote.fit resample(X train, y_train)

# modelling using random forest baseline
rf = RandomForestClassifier(n_estimators=800, max_depth=20, rando% state=42)
rf.fit(X _train res, y train_res) @

# predicting on test data ®
predics = rf.predict(X _test) %

cm = confusion matrix(y_test, pred:cs
ConﬁJsmnMatrlxDlsplay(cm) plo

# classification report 09% dataset
classif re = classific port(y_test,predics)
print(classif re)

S

from sk import tree

@@am.tree import DecisionTreeClassifier
front’sklearn import metrics

from sklearn.metrics import confusion_matrix
from sklearn.metrics import classification_report

from sklearn.metrics import ConfusionMatrixDisplay

decisionTree = DecisionTreeClassifier(criterion="entropy")

print(decisionTree)
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dtc_model = decisionTree.fit(X train_res, y train_res)
from matplotlib import pyplot
# feature importance

importance = dtc_model.feature importances
for i,v in enumerate(importance): . (b"

print('"Feature: %0d, Score: %.5f % (i,v)) Q')i\

# Barchat for feature importance é
. )\%'\

pyplot.bar([x for x in range(len(importance))], importance)&%\

pyplot.show() . QQ

prediction = dtc_model.predict(X_test) @
cm = confusion_matrix(y_test, pre 'ctgg)
ConﬁJsionMatrixDisplay(cm).plo(%‘

print(classification_report(yitestprediction))

import pandas as pd % N
from sklearn.model &wi n import train_test_split
from sklearn.ensgmblé import RandomForestClassifier

from skl n@brics import accuracy_score, classification report, confusion _matrix

@@w dataset (replace 'your dataset.csv' with your actual dataset file)
d

ata’= pd.read_csv('your dataset.csv')

# Feature columns (replace 'featurel’, 'feature2', etc. with the actual feature column
names)

features = data[['featurel’, 'feature2’, 'feature3’, ...]]

# Target column (replace 'target' with the actual column containing the severity codes)

target = data['target']
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# Split the data into training and testing sets (adjust the test size as needed)

X train, X test, y_train, y test =train_test split(features, target, test size=0.25,

random_state=42)

# Initialize the Random Forest Classifier

rf _classifier = RandomForestClassifier()

# Train the model

rf classifier.fit(X train, y_train)

# Make predictions on the test set
y_pred = rf _classifier.predict(X_test)

# Calculate accuracy

accuracy = accuracy_score(y_test, y pred)
print(f"Accuracy: {accuracy}")

# Generate classification report an
print("\nClassification Report:") (b‘
print(classification_report(yitestsy pred))

print("\nConfusion Matr'%‘f)ﬁ

print(confusion matzi st, y_pred))

import p d@ﬂ pd
import‘n%y as np
@atplotlib.pyplot as plt
import seaborn as sns

# %matplotlib inline

df = pd.read csv('RTA Dataset.csv')
df.head()

df.shape

# print the dataset information

df.info()
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df.isnull().sum()/100
df['Accident_severity'].value counts().plot(kind="bar")
import matplotlib.pyplot as plt

# Plot the bar chart . (b"
ax = df['Accident severity'].value counts().plot(kind="bar’, COIOF['@}M',

'#4169E1', '#32CD32']) ‘%\QO
. |
S

# Customize the plot

ax.set_ylabel('"Count')

ax.set_xlabel("Accident Severity') &%\
ax.set_title('Distribution of Accident Severity')@Q'\

ax.legend(['Minor', 'Moderate', 'Severe'])

ax.grid(axis='y', linestyle='"--') (’}\%

# Save the plot

plt.saveﬁg(’accident_severh&éﬁpng’)
It.sh
plt.show() %.\

"""This shows i@ce multiclass label on the dataset"""

# plot tﬁ%f plot of road surface type and accident severity feature

Q@Q(ﬁgsizeZ(QS))
sns.€ountplot(x='Road_surface type', hue='Accident severity', data=df)

plt.xlabel('Rode surafce type')
plt.xticks(rotation=60)
plt.savefig(‘accident_severity plot.png')
plt.show()

# convert object type column into datetime datatype column

dff'Time'] = pd.to_datetime(df]'Time'])
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# Extrating 'Hour of Day' feature from the Time column
new_df = df.copy()

new_df['Hour of Day'| =new_df['Time'].dt.hour

df new =new_df.drop('Time', axis=1)

df new.head()

def fill missing_values(df): . (b"
# Loop over each column in the dataframe Q’)(\

for col in df.columns: . \QO
=
.\

if dffcol].dtype == 'float64' or df[col].dtype == "int64": # C if column is

numeric . )\‘%

# Fill missing values with mean &%\
dff col].fillna(df[col].mean(), inplaceZ.T%%

else:

dffcol].fillna(df[col].mod¢&

return df h
# Fill missing values using %tion
df new = ﬁll_missing_x@e.s\( f new)
df_new.isnull().@%

from sk .preprocessing import LabelEncoder

def ;bel_encode_features(df):

le = LabelEncoder() # create a label encoder object

# Fill missing values with modg
@placeﬁue)

for col in df.columns:
if dffcol].dtype == "object': # check if column is of type 'object’
dffcol] = le.fit_transform(df[col].astype(str)) # label encode the

column
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return df

# Label encode the object-type features using the function

new_df = label encode features(new_df)
new_df.head()

df new.columns )
i

e

#handling imbalance multiclass E\QO

X =new_df.drop(['Accident severity', 'Time'], axis=1)

y =new_df['Accident_severity'] . \%q
S
X NS

¥
Ipip install imblearn %
in/test_split, cross_val score

from sklearn.preprocessing imporpbd IEncoder, StandardScaler

from sklearn.model selection impo&
from sklearn.pipeline impo i%ﬁne
from imblearn.pipeline %).r\t make pipeline

from imblearn.over ling import SMOTE

from learn.ensemble import RandomForestClassifier,
Gradient 0(@ Classifier,VotingClassifier

from sk .metrics import classification report, confusion matrix, accuracy_score

le Z:I!abelEncoder()

y = le.fit_transform(y)

sc = StandardScaler()

X = sc.fit_transform(X)

X train, X test, y train, y test = train test split(X, 'y, test size=0.3,
random_state=42)

smote = SMOTE(random_state=42)

X train_res, y_train_res = smote.fit_resample(X train, y_train)
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# modelling using random forest baseline

rf = RandomForestClassifier(n_estimators=800, max_depth=20, random_state=42)
rf.fit(X _train res, y train_res)

# predicting on test data
predics = rf.predict(X _test) . ‘{b"

cm = confusion_matrix(y_test, predics) 3. \QO

ConfusionMatrixDisplay(cm).plot()

# classification report on test dataset @
classif re = classification_report(y_test,predics) . QQ

print(classif re) Q@

from sklearn import tree ; z@

from sklearn.tree import DecisionTxee ifier
from sklearn import metrics (g;&'

from sklearn.metrics import‘confusion matrix

from sklearn.metrics im%rt %lassiﬁcation_report

from sklearn.metric ConfusionMatrixDisplay

decision eg\DecisionTreeClassiﬁer(criterionz’entropy')
print(decisionTree)

dtc Qodel = decisionTree.fit(X train res, y train_res)

from matplotlib import pyplot
# feature importance

importance = dtc_model.feature importances

for 1,v in enumerate(importance):
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print('Feature: %0d, Score: %.5f % (i,v))
# Barchat for feature importance

pyplot.bar([x for x in range(len(importance))], importance)

pyplot.show()

prediction = dtc_model.predict(X_test) . ®

ConfusionMatrixDisplay(cm).plot()

cm = confusion matrix(y_test, prediction) 3. \QO
%w

print(classification_report(y_test, prediction)) . \

import pandas as pd &%

from sklearn.model_selection import train_test split, QQ
from sklearn.ensemble import RandomForestC@
i

from sklearn.metrics import accuracy score, ¢

# Extrating 'Hour _of Day' feature ongu’d\{' ime column

new_df = df.copy() (b‘
new_df['Hour of Day'] = ~ dff'Time'].dt.hour

df new =new_df. drop(&g;, axis=l1)

df new.head() QQ'Q

def fill_missmgwvalues(df):
# i%over each column in the dataframe

@col in df.columns:
if dffcol].dtype == 'float64' or df[col].dtype == 'int64": # Check if column is

numeric

cation_report, confusion_matrix

# Fill missing values with mean

dffcol].fillna(df[col].mean(), inplace=True)
else:

# Fill missing values with mode

dffcol].fillna(df]col].mode()[ 0], inplace=True)

return df
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# Fill missing values using the function

df new = fill missing_ values(df new)
df new.isnull().sum()

from sklearn.preprocessing import LabelEncoder
def label encode_features(df): \
le = LabelEncoder() # create a label encoder object 3 \

for col in df.columns:

if df[col].dtype == 'object': # check if column is nﬁ@x 'object’
dffcol] = le.fit_transform(dffcol]. ast%gﬁ

column
Q’Q
return df Q‘@

# label encode the

# Label encode the object-type fe using the function
new_df = label encode fe w_df)

new_df.head() '@ﬂ
S
dfnew‘.%@s

@g imbalance multiclass
X =Mew_df.drop(['Accident severity', 'Time'], axis=1)

y =new_df['Accident_severity']
X
Ipip install imblearn

from sklearn.model_selection import train_test split, cross_val score
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from sklearn.preprocessing import LabelEncoder, StandardScaler

from sklearn.pipeline import Pipeline

from imblearn.pipeline import make pipeline

from imblearn.over sampling import SMOTE

from sklearn.ensemble import RandomForestClassifier,
GradientBoostingClassifier,VotingClassifier

from sklearn.metrics import classification_report, confusion matrix, accuracy_score

le = LabelEncoder() Q')i\
y = le.fit_transform(y) ‘%\

sc = StandardScaler()

X =sc.fit_transform(X)

X train, X test, y train, Yy test = train test s @ y, test size=0.3,

random_state=42)
smote = SMOTE(random_state=42) :
X train_res, y_train_res = smote.fit resamp in, y_train)

# modelling using random forest bgel@_)

rf = RandomForestClassifier(n_esti

Q

rs=800, max_depth=20, random_state=42)

rf.fit(X_train_res, y_traigre%)

# predicting on @a

predics = f.%&ict(X_test)
Q@lfusion_matrix(y_test, predics)
Co

sionMatrixDisplay(cm).plot()

# classification report on test dataset
classif re = classification_report(y_test,predics)

print(classif re)

from sklearn import tree

from sklearn.tree import DecisionTreeClassifier
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from sklearn import metrics
from sklearn.metrics import confusion_matrix
from sklearn.metrics import classification_report

from sklearn.metrics import ConfusionMatrixDisplay

decisionTree = DecisionTreeClassifier(criterion='entropy")

print(decisionTree)

dtc_model = decisionTree.fit(X train_res, y train_res) \

&>
%
from matplotlib import pyplot
.\
S
# feature importance &%\
: QQJ
importance = dtc_model.feature importances Q@

for 1,v in enumerate(importance):

print('Feature: %0d, Score: %.5f % (i )@
# Barchat for feature importance (b‘%'

pyplot.bar([x for x in rag&(l;c\n(importance))], importance)

pyplot.show() QQ’Q

predictio: Z@model.predict(X_test)

Qlfusion_matrix(y_test, prediction)
ngionMatrixDisplay(cm).plot()
print(classification_report(y_test, prediction))

import pandas as pd

from sklearn.model_selection import train_test split
from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import accuracy_score, classification report, confusion_matrix

import pandas as pd
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import numpy as np
import matplotlib.pyplot as plt
import seaborn as sns

# %matplotlib inline

df = pd.read csv('RTA Dataset.csv')

df.head()
df.shape
# print the dataset information

df.info()

df.isnull().sum()/100

dff'Accident_severity'].value counts().plot(kind="bar") Q@

import matplotlib.pyplot as plt

# Plot the bar chart
ax = dff'Accident severity']

'#4169E1", '#32CD32']) \)Q)

.\

<IDOCTYPE h@Q

<htmlI> 6\»
<hea(§
atitle>Encryption</title>

</head>

<body>

&
&

S
S

~_counts().plot(kind='bar',  color=["#FF6347',
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<div style="margin-left: 30%;margin-top: 10%; background-color: skyblue;
width: 550px; height: 400px; padding-top: 20px; padding-left: 25px; border-radius:
25px;"™>

<h3 style="margin-left: 200px; font-size: 21px;">Encrption.</h3>

<label><textarea type="text' id="plainlnput" placeholder="Type in plain text"
style="width: 500px; border-radius: 25px; padding-left: 10px; padding-top:

10px;"></textarea></label><br><br>

é\

<div style="margin-left: 170px;">

<button id="encryp-btn">Encrypt</button> s N

<button id="copyToClipBoard">Copy TeXt</buu@br><br>
</div> Q}
<input type="number" name="" id=" mm_no..

placeholder="Encrption Key..." max="25" —' width: 150px; margin-left: 150px;
border-radius: 25px; padding-left: IOp@ 30px "><br><br>

<label> %.
o

<textarea type%}' 1d="encrytedInput-1" placeholder="Encrypted Text
Will Appear Here...ﬁ‘width: 500px; border-radius: 25px; padding-left: 10px;

padding-top: 10@
leV>

tarea>

<script type="text/javascript">

document.getElementBylId("encryp-btn").onclick = function()
{myFunction()};

121



function myFunction() {

console.time('"Execution Time');

// task starts

for (var i = 0; i < 100000000;i++); . {b‘

// task ends ‘%\Q?

&
$

console.timeEnd('Execution Time');

}
let encrypBtn = document. getElemen@'encryp-btn’);
let eInput = document. getElex@S%ﬁ'encrytedlnput-l‘);

let pInput = document. ge@entById(’plainInput‘);

let inputs = [eInpuMQ]
let copyBtn @rﬁent. getElementByld('copyToClipBoard');

N
‘%@foﬁach( input => {
QQ input.oninput = () => {

input.value = input.value.toUpperCase()

1)

function encrypt() {
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let pInput = document.getElementByld('plainlnput').value;

let solved

let shiftInput = parselnt(document.getElementByld('shiftinput').value)

for (var i = 0; i< pInput.length; i++){

let ascii_num = pInput[i].charCodeAt() :&\cb"
let sum = ascii_num + shiftInput ‘ @

sum >= 65 && sum <= 90 ? solved += String.fromCharCode(sum) :
sum > 90 ? solved += String.fromCharCode(65 + (sum & 91&1 H += pInput[i]

| &
elnput.value = solved Q@
) 3
o
function copyText() { %cb'
eInput.seleﬁg'\
elnput. g[ectionRange(O,99999)

@hment.execCommand('copy’)

QQ alert('Copied to clipboard!")
§

copyBtn.addEventListener('click',copyText)

encrypBtn.addEventListener('click',encrypt)
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</script>

</body>

</html>

<!doctype html> :({b’

<html> ; \Qg)

<head>

<meta charset="utf-8"> %\
&

<title>Untitled Document</title> ¢ \Q

<script type="text/javascript"> C.;\,‘\ﬂ

document.getElementById("bﬁ&@‘).onclick = function() {myFunction()};

\)‘Z)
function m@&) {

cops\' me('Execution Time');
QQ // task starts

for (var 1= 0; 1< 100000000;i++);

// task ends

console.timeEnd('Execution Time');
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function Encrypt(f) {
var word, newword, code, newcode, newletter
var addkey, multkey
word = f.p.value

word = word.toLowerCase()

word = word.replace(/A\W/g, "") . ®

addkey =0 @Q?

. )6'\
&

addkey = addkey + (f.add.options[i].text)*(f.{&options[i].selected)
! N4
o
\)Q)%
P 9 .
for (i=0; 1 < f.mu@ns.length; i++) {

mult egyﬁultkey + (f.mult.options[i].text)*(f.mult.options[i].selected)
g

for (i=0; i < f.add.options.length; i++) {

multkey = 0

newword

for (1= 0; 1 <word.length; i++) {
code = word.charCodeAt(i) - 97

newcode = ( (multkey*code + addkey) % 26 ) + 97
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newletter = String.fromCharCode(newcode)

newword = newword + newletter

f.c.value = newword +" "

S
function Decrypt(f) {

var word, newword, code, newcode, newletter &%\
var addkey, multkey, multinverse ‘ ,$©
word = f.c.value C.;\,‘\%

word = word.toLowerCase() (b'lé:

word = word.replace(/\Wig,)"™)

addkey = 0 @”
for‘@ f.add.options.length; i++) {

anddkey = addkey + (f.add.options[1i].text)*(f.add.options[i].selected)

}

multkey = 0

for (1=0; 1 < f.mult.options.length; i++) {
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multkey = multkey + (f.mult.options[i].text)*(f.mult.options[i].selected)

//if (1==3) alert(multkey +" + "+f.mult.options[i].text + " * " +

f.mult.options[i].selected+" = "+(f.mult.options[i].text) * ( f. mult.options[i].selected));

}

multinverse = 1 . ®

35
for (i=1;1<=25;1i=1+2) {

. %
if ( (multkey*1) % 26 == 1) { multinverse =1 } \%
} RS

S
EQ

for (i=0;i< word.len%@ {
code = word.cho%oqleAt(i) -97
newcoc%%n tinverse*(code + 26 - addkey)) % 26 ) + 97

@ = String.fromCharCode(newcode)

Q ewword = newword + newletter

f.p.value = newword.toLowerCase()
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</script>

</head>

<body><form>Plaintext<br>
<textarea name="p" rows="4" cols="50" wrap="soft" placeholder="Type in plain
AL
&
<select name="mult" size="1"> ‘é\
</select> '%\%ﬂ
b= . Qé
<select name="add" size="1"> Q@
<option>0</option> . ‘@
C

<option>1</option> t

<option>2</option> %

text'"™></textarea>

<option>3</option> 4%'\

<option>4</@<$ t
<optio %} tion>

n>6</option>
<option>7</option>
<option>8</option>
<option>9</option>
<option>10</option>

<option>11</option>
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<option>12</option>
<option>13</option>
<option>14</option>
<option>15</option>
<option>16</option>

<option>17</option> :({b"
<option>18</option> ;' @

<option>19</option> %
. \ |
<option>20</option> '&%\

<option>21</option> : ;$©

<option>22</option> @
<option>23</option> C-‘)\"\%

<option>24</option> ‘buﬁ
<option>25</option> V%

</select> @ "

</p> \Q)Q

<inptits tnDe" name="btnDe" value="" Decrypt "

0 '@" ecrypt(this.form)" type="button"></p>
<p>Cipher-text<br>

<textarea name="c" rows="4" cols="50" wrap="soft" placeholder="Encrypted Text

Will Appear Here..."></textarea> </p>
</form>

</body>
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</html>

<script type="text/javascript">
encryptcount = 0;

decryptcount = 0;

&>
function chooseAlphabet() ‘%.'\QO
.\

{ ‘\%

var alpha = document. getElementById("alpha-choice‘{%\

var alphaChoice = alpha.options[alpha.selectedl’n@.Value;
document. getElementById("alphabet”).Valﬁén?phaChoice;
document.getElementById("wrapé’jihﬂ HTML ="";

| >
P
N
function keyChange()@ B
Q)Q

{ X
d@%QgetElementById(”wrapper").innerHTML =m

function blocksBtn()

{

if (document.getElementByld("blocks").checked == true)

{
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document.getElementBylId("removeChar").checked = true;

document.getElementBylId("removeChar").disabled = true;

}

else if (document.getElementByld("blocks").checked == false)

{

document.getElementBylId("removeChar").disabled = false;

function resetEncryptCount() ‘ ;$©
{ N
encryptcount = 0; C.-‘)\,‘\ﬂ

document.getElementById("g@v-text”).value ="
} N

. %
function resetDecrythn )
NS

dee%&nt =0;
@\ment.getElementById("plaintext”).Value =""

}

function belongsTo(character, checkstring)
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for (k=0;k<checkstring.length;k++)

{
if (character == checkstring.substr(k,character.length))
{

p=ptl

b . qt>
if (p > 0) @

return "true"; . AQ)
N\
} N
else
( %'JQ,CJ

Q

return "false";
o
B
LS
,%Q
@ HCF(one, two)

{

a=Math.abs(one);
b=Math.abs(two);
while (b !=0)

{
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tmp = b;

b=a % b;
a = tmp;

}

return a;

function randomNumber(min, max)

{ @@

return Math.floor(Math.random() * (1 + max - n'n@k min);

{ N
palph = palphabe ﬂ
RN

calph
W\

if @@m. getElementByld("A=0").checked == true)

for (w = 0; w < palph.length; w++)

function affine(palphabet, keya, k@
.’

{
cnum = (parselnt(keya) * w + parselnt(keyb)) % palph.length;

calph = calph + palph.substr(cnum,1);
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}

else if (document.getElementByld("A=1").checked == true)

{
for (w = 0; w < palph.length; w++)
{
cnum = (parselnt(keya) * (w + 1) + parselnt(keyb)) % palph.leng%
calph = calph + palph.substr(cnum - 1,1); : »\Qg)
| N
: ﬁ’»
%
} ' Qé

S
return calph; C\ﬁ
>
\)‘Z)
function reverseStrin %g?]sed)
S

LA
NN

QQ = stringUsed.length -1; 1 >= 0; 1--)
{

reversed += stringUsed.substr(l,1);

}

return reversed;
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function subs(palphabet, calphabet, ptext)

{

ctext="";

for (1 = 0; i < ptext.length; i++)
{ &
a = ptext.substr(i,1); é ‘\Qg)
if (belongsTo(a,palphabet) == "true")
. y\\%'\
{
&

for (j = 0; j < palphabet.length; j++) ,\Q
{ N4
b= palphabet.substr(@f@

c= calphabet.sullé%ﬂ);
if (a == b)\)(z)

{QQ

ctext = ctext + c;

ctext = ctext + a;
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return ctext;

function remove(stringUsed, alphabetUsed) ) \Cb,

{ - ‘@%

newstring = stringUsed; &%\

while (m<newstring.length) ‘ $Q)
{ S
if (belongsTo(newstring.subs@%habewsed) == "false")

{

newstring = ncw(n)g.substring(o,m) -
newstring.substring(mﬂ,%wgstring.length);

} Q)QQ

S

Q)
Q m++;

}
}

return newstring;
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function blocks(string)

{
newstring = string;
strlength = newstring.length;
d=5;
while (d < strlength) . cb"
| o)
newstring = newstring.substring(0,d) + " " + newstring.substri ength);

strlength = newstring.length;

d=d+6; "6“
}

return newstring; @

S
function encrypt() \)

{ Q}‘%"
if (docume@%e entByld("alphabet").value =="")
L
Q ("Choose an alphabet, or type your own.");

else if
(HCF(document.getElementBylId("keyA").value,document.getElementByld("alphabet
").value.length) !=1)

{

alert("This function has no inverse, so you will not be able to decrypt it.
Choose another value for a.");

}

else
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keyl = document.getElementByld("keyA").value;

key2 = document.getElementByld("keyB").value;

alphabet] = document.getElementByld("alphabet").value.toLowerCase();
alphabet2 = affine(alphabetl.toUpperCase(),key1,key2);

plain = document.getElementByld("plaintext").value.toLowerCase();

QO

if (document.getElementByld("removeChar").checked == true) Q’&\

| ¥
plainl = remove(plain,alphabetl);

: Q@

{ \
plainl = plain; @Q

RS

if (document.getEhaq)@%('"blocks").checked == true)

{

plainl = @aplain,alphabetl);
pla@%locks(plain 1);

N
N

plain2 = plainl;

if (document.getElementByld("slow-encrypt").checked == false)
{
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document.getElementByld("Cipher-text").value =
subs(alphabetl,alphabet2,plain2);

}
if (document.getElementByld("slow-encrypt").checked == true)
{
if(encryptcount >= plain2.length)
{
alert("You have finished the message. Press Reset or deselec&
Encrypt");

else

{ S
document. getElementById("Cipheg-t@lue =
document.getElementByld("Cipher-text").value + '}

subs(alphabetl,alphabet2,plain2.substr(encrypt

encryptcount = encryptcou§ ;

e
) ,@QO
v\%ﬂ

function %t )

‘O

Qf (document.getElementByld("alphabet").value =="")
{

alert("Choose an alphabet, or type your own.");

}

else if
(HCF(document.getElementBylId("keyA").value,document.getElementByld("alphabet
").value.length) != 1)

{
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alert("This function has no inverse, so you will not be able to decrypt it.
Choose another value for a.");

}

else

keyl = document.getElementByld("keyA").value;

key2 = document.getElementByld("keyB").value;

alphabetl = document.getElementById(”alphabet”).Value.toLowerCas.@(»b
alphabet2 = affine(alphabetl.toUpperCase(),key1,key2);

cipher = document. getElementById(”Cipher-text").mlue.to@%ase();

. yﬁ'\
if (document.getElementById(”slow—decrypt”).cla&@ false)
| N
document.getElementById(”plain@%lue = subs(alphabet2,

alphabetl, cipher);
} $

if (document.getElementByld("'slow-decrypt").checked == true)
if (decryptcou%'—)cipher.length)
.\
{

alert("'You have finished the message. Press Reset or deselect Slow

Decrypt"); 6\

§
QQ else
{
document.getElementByld("plaintext").value =

document.getElementBylId("plaintext").value + subs(alphabet2, alphabetl,
cipher.substr(decryptcount, 1));

decryptcount = decryptcount + 1;
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function showCipher-textAlphabet()

{
keyl = document.getElementByld("keyA").value; . (b"
key2 = document.getElementByld("keyB").value; Q')i\
alphabet]l = document.getElementBylId("alphabet").value.toLoweft s ng@

alphabet2 = affine(alphabet1.toUpperCase(),key1,key2); 4%

cipherAlphabet = "<table style=\"color:black; backg @ﬁcolor :lightgray\"
border=\"1\"><tr><td>Plaintext Alphabet</td>"; &

for (i=0; i<alphabetl.length; i++) QQ
{
cipherAlphabet += "<td w1dtl%ébp \" style=\"text-align:center\">";
cipherAlphabet += alpha?& bstr(i,1);
cipherAlphabet +&&‘;
J "
cipherAlph t%%/tr><tr><td>cipher—text Alphabet</td>";
for (i=0; Q@betllemgth; i++)
NN
QcipherAlphabet +="<td width=\"50px\" style=\"text-align:center\">";
Q cipherAlphabet += alphabet2.substr(i,1);
cipherAlphabet += "</td>";
}

cipherAlphabet += "</tr></table>";

document.getElementByld("wrapper").innerHTML = cipherAlphabet;
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function resetFunction()

{

}

document.getElementBylId("alphabet").value = "abcdefghijklmnopqrstuvwxyz";
document.getElementByld("alpha-choice").selectedIndex = "0";
document.getElementBylId("plaintext").value = "";
document.getElementBylId("slow-encrypt").checked = false; . (b"
document.getElementByld("Cipher-text").value =""; \

document.getElementByld("keyA").value = 1; E\

document.getElementByld("keyB").value =
DN
document.getElementByld("slow-decrypt").checked = fa bﬂ
document.getElementBylId("removeChar"). checke @se,
document.getElementBylId("blocks").check :d e;

document. getElementById(”removeChar") bled = false;

encryptcount = 0; 0
decryptcount = 0;
document. getElementById@pper") innerHTML ="";

</script> ,@”
<IDOCT P
<html>

QQ

<t1tle></t1tle>

</head>

<body>

<form>

<fieldset data-role="controlgroup" style="min-width:200px">
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<legend style="color:black">Alphabet:</legend>

<select name = "alpha-choice" id
onchange="chooseAlphabet()">

alpha-choice"

<option selected id = "alpha-standard" value =
"abedefghijklmnopqrstuvwxyz'">Standard</option>

<option id = "alpha-punctuation" value =
", 2labcdefghijklmnopqrstuvwxyz">Include Basic Punctuation</option>

<option id = "alpha-numbers" value =
"abcdefghijklmnopqrstuvwxyz0123456789">Include Numbers</option> ‘ ®

<option id = "alpha-all" value = . Q‘)&
" ., 2labcdefghijklmnopqrstuvwxyz0123456789">Include Basic Punctét&@@d

_n

Numbers</option>

_n

<option id = "alpha-own" value = "">Usg Wwh

alphabet</option>

N
</select> Q}&%
<br> : $
S

<input id="alphabet" value="abcdefghijklmnopqrstuvwxyz"
style="width:350px;max-width:100%"></ <br><br>

<div style="display:jnl@ck'b

<label style="colog: ">Value of a:</label>

<input id="k$g©%pe="number” value="1" min="-50" max="50"
oninput="keyChange()" style="width:50px;max-width:100%"></input>
</div> &0\
iv style="display:inline-block">
‘% abel style="color:black">Value of b:</label>

<input id="keyB" type="number" value="0" min="-50" max="50"

@Q"keyGhange()" style="width:50px;max-width:100%"></input>
</div><br>
<div style="display:inline-block">

<label style="color:black"><input type="radio" name="sub-type"
id="A=0" checked value="A=0">Use "A"=0,"B"=1,"C"=2,...</input></label>

</div>

<div style="display:inline-block">
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<label style="color:black"><input type="radio" name="sub-type"
1d="A=1" value="A=1">Use "A"=1,"B"=2,"C"=3,...</input></label>

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>
<div style="display:inline-block;width:70%;min-width:200px">
<textarea 1d="plaintext" style="width:100%" rows="5”></textz:¢®'
</div> . Qg)
<div style="display:inline-block;vertical-align:top"> ‘%\

<input type="button" id="encryptBtn" Value—"E@ﬂ
onclick="encrypt()" class="button button1"><br>

<label style="color:black"><input typ e—«'ﬁ; box" id =
"slow-encrypt" onchange—"resetEncryptCount()">Sl crypt</label>

</div>

</fieldset> )\%
<fieldset data-role="control OQj
<legend style"color:bla@Cipher-text:</legend>
<div style="displaysinlne-block;width:70%;min-width:200px">

<textarea4d="Cipher-text" style="width:100%" rows="5"></textarea>

</div Q
<di‘)$e)”display:inline—block;Vertical—align:top”>
‘%Qﬁnput type="button" id="decryptBtn" value="Decrypt"
oncli@" crypt()" class="button button3"><br>
Q <label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>
</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Options:</legend>

<div style="display:inline-block">
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<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>
<div style="display:inline-block;width:70%;min-width:200px">
<textarea 1d="plaintext" style="width:100%" rows="5”></texta:¢®'
</div> . %%)
<div style="display:inline-block;vertical-align:top"> ‘%\

<input type="button" id="encryptBtn" Value—"E‘Qégﬂ
onclick="encrypt()" class="button button1"><br>

<label style="color:black"><input typ e—«'ﬁ; box" id =
"slow-encrypt" onchange—"resetEncryptCount()">Sl crypt</label>

</div>

</fieldset> ﬁ
<fieldset data-role="control OQj
<legend style"color:bla@Cipher-text:</legend>
<div style="displaysinlne-block;width:70%;min-width:200px">

<textarea4d="Cipher-text" style="width:100%" rows="5"></textarea>

</div Q
<di$&it$e)”display:inline—block;Vertical—align:top”>
‘%Qﬁnput type="button" id="decryptBtn" value="Decrypt"
oncli@" crypt()" class="button button3"><br>
Q <label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>
</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Options:</legend>

<div style="display:inline-block">
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<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>
<div style="display:inline-block;width:70%;min-width:200px">
<textarea id="plaintext" style="width:100%" rows="5"></textarea> . ®
</div>

<div style="display:inline-block;vertical-align:top"> ‘%

<input type="button" id="encryptBtn" Value—"E@ﬂ
onclick="encrypt()" class="button button1"><br>

<label style="color:black"><input typ e—«'ﬁ; box" id =
"slow-encrypt" onchange—"resetEncryptCount()">Sl crypt</label>

</div>

</fieldset> )\%
<fieldset data-role="control OQj
<legend style"color:bla@Cipher-text:</legend>
<div style="displaysinlne-block;width:70%;min-width:200px">

<textarea4d="Cipher-text" style="width:100%" rows="5"></textarea>

</div Q
<di‘)$e)”display:inline—block;Vertical—align:top”>
‘%Qﬁnput type="button" id="decryptBtn" value="Decrypt"
oncli@" crypt()" class="button button3"><br>
Q <label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>
</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Options:</legend>

<div style="display:inline-block">
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<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>

<div style="display:inline-block;width:70%;min-width:200px">

<textarea id="plaintext" style="width:100%" rows="5"></textarea> \QO
</div> ‘%
<div style="display:inline-block;vertical-align:top"> \% "

<input type="button" id="encryptBtn" Valuaéél\crypt”
onclick="encrypt()" class="button buttonl"><br> QQ

<label style="color:black"><inputt Ncheckbox" id=
"slow-encrypt" onchange="resetEncryptCoun@ Encrypt</label>

</div> . )ﬁ
</fieldset> (_)\
<fieldset data—roleZ"contrQ@p'b
<legend style="coler:black">Cipher-text:</legend>
<div style="displa¥:inline-block;width:70%;min-width:200px">
c l%a' ="Cipher-text" style="width:100%" rows="5"></textarea>
</d?
‘%&V style="display:inline-block;vertical-align:top">

Q <input type="button" id="decryptBtn" value="Decrypt"
on ="decrypt()" class="button button3"><br>

<label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>

</div>
</fieldset>
<fieldset data-role="controlgroup">

<legend style="color:black">Options:</legend>

147



<div style="display:inline-block">

<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>
<textarea id="plaintext" style="width:100%" rows="5"></textarea> . ®
</div>

<div style="display:inline-block;vertical-align:top"> ‘%

<input type="button" id="encryptBtn" Value—"E@ﬂ
onclick="encrypt()" class="button button1"><br>

<label style="color:black"><input typ e—«'ﬁ; box" id =
"slow-encrypt" onchange—"resetEncryptCount()">Sl crypt</label>

</div>

</fieldset> )\%
<fieldset data-role="control OQj
<legend style"color:bla@Cipher-text:</legend>
<div style="displaysinlne-block;width:70%;min-width:200px">

<textarea4d="Cipher-text" style="width:100%" rows="5"></textarea>

</div Q
<di‘)$e)”display:inline—block;Vertical—align:top”>
‘%Qﬁnput type="button" id="decryptBtn" value="Decrypt"
oncli@" crypt()" class="button button3"><br>
Q <label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>
</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Options:</legend>

<div style="display:inline-block">
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<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>

<div style="display:inline-block;width:70%;min-width:200px">

<textarea id="plaintext" style="width:100%" rows="5"></textarea> \QO
</div> ‘%
<div style="display:inline-block;vertical-align:top"> \% "

<input type="button" id="encryptBtn" Valuaéél\crypt”
onclick="encrypt()" class="button buttonl"><br> QQ

<label style="color:black"><inputt Ncheckbox" id=
"slow-encrypt" onchange="resetEncryptCoun@ Encrypt</label>

</div> . )ﬁ
</fieldset> (_)\
<fieldset data—roleZ"contrQ@p'b
<legend style="coler:black">Cipher-text:</legend>
<div style="displa¥:inline-block;width:70%;min-width:200px">
c l%a' ="Cipher-text" style="width:100%" rows="5"></textarea>
</d?
‘%&V style="display:inline-block;vertical-align:top">

Q <input type="button" id="decryptBtn" value="Decrypt"
on ="decrypt()" class="button button3"><br>

<label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>

</div>
</fieldset>
<fieldset data-role="controlgroup">

<legend style="color:black">Options:</legend>
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<div style="display:inline-block">

<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>
<textarea id="plaintext" style="width:100%" rows="5"></textarea> . ®
</div>

<div style="display:inline-block;vertical-align:top"> ‘%

<input type="button" id="encryptBtn" Value—"E@ﬂ
onclick="encrypt()" class="button button1"><br>

<label style="color:black"><input typ e—«'ﬁ; box" id =
"slow-encrypt" onchange—"resetEncryptCount()">Sl crypt</label>

</div>

</fieldset> )\%
<fieldset data-role="control OQj
<legend style"color:bla@Cipher-text:</legend>
<div style="displaysinlne-block;width:70%;min-width:200px">

<textarea4d="Cipher-text" style="width:100%" rows="5"></textarea>

</div Q
<di‘)$e)”display:inline—block;Vertical—align:top”>
‘%Qﬁnput type="button" id="decryptBtn" value="Decrypt"
oncli@" crypt()" class="button button3"><br>
Q <label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>
</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Options:</legend>

<div style="display:inline-block">
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<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>

<div style="display:inline-block;width:70%;min-width:200px">

<textarea id="plaintext" style="width:100%" rows="5"></textarea> \QO
</div> ‘%
<div style="display:inline-block;vertical-align:top"> \% "

<input type="button" id="encryptBtn" Valuaéél\crypt”
onclick="encrypt()" class="button buttonl"><br> QQ

<label style="color:black"><inputt Ncheckbox" id=
"slow-encrypt" onchange="resetEncryptCoun@ Encrypt</label>

</div> . )ﬁ
</fieldset> (_)\
<fieldset data—roleZ"contrQ@p'b
<legend style="coler:black">Cipher-text:</legend>
<div style="displa¥:inline-block;width:70%;min-width:200px">
c l%a' ="Cipher-text" style="width:100%" rows="5"></textarea>
</d?
‘%&V style="display:inline-block;vertical-align:top">

Q <input type="button" id="decryptBtn" value="Decrypt"
on ="decrypt()" class="button button3"><br>

<label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>

</div>
</fieldset>
<fieldset data-role="controlgroup">

<legend style="color:black">Options:</legend>
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<div style="display:inline-block">

<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>
</fieldset>
<fieldset data-role="controlgroup">
<legend style="color:black">Ceaser text:</legend>
<div style="display:inline-block;width:70%;min-width:200px"> &
<textarea id="plaintext" style="width:100%" rows="5 "X/tét'%i)ezp
</div> ‘%\
<div style="display:inline-block;vertical-align:top"> )\%'\

<input type="button" id="encryptBtn" Valua@:rypt”
onclick="encrypt()" class="button buttonl"><br> A%

<label style="color:black"><inputt 5$‘checkbox" id=
"slow-encrypt" onchange="resetEncryptCoun@ Encrypt</label>

</div> . )'\%
</fieldset> (_)\
<fieldset data—roleZ"contr@p'b
<legend style="coler:black">Cipher-text:</legend>
<div style="displa¥:inline-block;width:70%;min-width:200px">
c l%a' ="Cipher-text" style="width:100%" rows="5"></textarea>
</d?
‘%&V style="display:inline-block;vertical-align:top">

Q <input type="button" id="decryptBtn" value="Decrypt"
on ="decrypt()" class="button button3"><br>

<label style="color:black"><input type="checkbox" id =
"slow-decrypt" onchange="resetDecryptCount()">Slow Decrypt</label>

</div>
</fieldset>
<fieldset data-role="controlgroup">

<legend style="color:black">Options:</legend>
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<div style="display:inline-block">

<input type="button" id="showCipherAlpha" value="Show
Cipher-text Alphabet" onclick="showCipher-textAlphabet()" class="button button2">

</div>

<div style="display:inline-block">

<input type="button" id="resetBtn" value="Reset"
onclick="resetFunction()" class="button button2">

&

</div>
<div style="display:inline-block"> '\QO

<label style="color:black"><input type="checkbox! id =
"removeChar">Remove all Characters not in alphabet</label><)§(‘

<label style="color:black"><input type="cg@ox” id = "blocks"
onclick="blocksBtn()">Put Cipher-text in blocks of 5 >

</div> Q‘Q\
</fieldset> %
</form> Cj\&

</body> V@
</html]>
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