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Abstract
In the ever-evolving landscape of cybersecurity, the relentless progression of cyber threats
presents an ongoing challenge to the integrity of sensitive data and user credentials. Among these
threats, keylogging malware has emerged as a particularly insidious vector, ade@overtly
infiltrating systems, stealing login credentials, and exfiltrating valuab ,Q%)nation. This
research is driven by the imperative need to confront this menacing adversary. By delving into
the subtle intricacies of human keystroke dynamics, we have en .'n{%.; groundbreaking and
intelligent predictive model aimed at the early and reliable &%’&)n of keylogging attacks. The
innovative character of this model stems from its ation of two powerful techniques:
adaptive neural networks and fuzzy logic i.nf,@e. This research develops a Neuro-fuzzy
predictive model using keystroke dyna ic@iably detect and mitigate ongoing keylogging
threats. The model’s training procesQ conducted using a diverse dataset comprising over
three hundred thousand keystrwamples, sourced from both simulated users and actual
keyloggers. Impressively, le 2 neural networks exhibited a detection accuracy rate of 99.1%.
Building upon this Sglid foundation, the specialized Neuro-fuzzy model further elevated
precision, achigving’a remarkable 99.62% accuracy. This enhancement primarily stemmed from
the m%ﬂity to distinguish between human and automated keystroke patterns, significantly
reducing "false positives. These results demonstrate that an adaptive Neuro-fuzzy model can
reliably predict keylogging attacks in real-time based on anomalous keystroke dynamics before

significant credentials or data are exfiltrated. The adaptive model provides a robust predictive

solution to a rapidly evolving risk that continues to bypass traditional reactive defenses.



Keywords: Neuro-fuzzy, Neuro-fuzzy model, keylogging, keylogging threats
Total word count: 250 words

Table of Contents

Certification
Dedication
Acknowledgements
Abstract

CHAPTER ONE

Introduction

1.1 Background of The Study
1.2. Statement of the Problem %\
1.3 Aim and Objectives of the Study &

1.4 Scope and Limitations : \Q
1.5 Organization of the Thesis @

1.6 Definition of Terms %
Chapter Two ( : )\\'
Literature Review 't

2.1. Conceptual Review

2.2. Machine Learning and Cybers uge

2.3. Neuro Fuzzy Systems S,\

2.4. Predictive Modelling i security

2.5. Feature Engineehing for Keylogging Detection

2.6. Datasets an uation Metrics

2.7. Neuro ybrid Models in Security

2.8. -@e Detection and Response

Z.Q.Qn{entric Security Approaches in Cybersecurity

2.10 Comparative Analysis of Neuro-fuzzy models with Other Techniques

2.11. Adversarial Attacks and Robustness of Neuro-fuzzy Systems

2.12 Related Works

CHAPTER THREE
Methodology

3.1 Methodology

Vi

O O VU 0 N N O & P = ©

A B B N N N N N N R R R R R
O O O N o d W P O 0O OO Ul W K



3.2 The System Model
3.2.1 Detailed Analysis of the Model
3.3  The Detailed Model
3.3.1 Data Collection
3.3.2 Data Preprocessing
3.3.3 Fuzzy Logic Component
3.3.4 Neuro-Network Component
3.3.5 Training and Validation
3.3.6. Mitigation Strategy

3.4 Metrics for Performance Evaluation of the Model

L&
3.3.7 Evaluation ‘%\%
%w

34.1 Accuracy %‘\\0
3.4.2. Precision &
3.5 Implementation requirements ‘ $

3.6 R-Studio @

3.7 Justification for Choice of Programming Languas%

Chapter Four ®
Design And Implementation

4.1 Design (b‘%'
4.2 Research design \;()

4.2.1 Use-Case

0’
4.2.2 Activity diagram '®

4.2.3 Sequence diagra
4.3 Implemen at%q)vase of the model
4.3.1 De e input variable (crisp values)

4.3 ing the output variable

4ﬁting of data interface

4.3.4 Outputting of data interface
4.4 Result discussion.
4.5 Predicted whether is keylogger or Benign output
4.6 Implications of Mean Squared Error (MSE)

4.7 Comparing the Result with ANN
CHAPTER FIVE

Vi

N



Conclusion
5.1 Summary
5.2 Conclusion
5.3 Recommendations
5.4 Contribution to Knowledge
5.5 Future Work
Bibliography
List of Appendices

viii

79
79
80
80
81
81

Y 82



List of Figures

Figure 1: Neuro-fuzzy hybrid system
Figure 2.1 Neuro-fuzzy system
Figure 3.1 System model

Figure 3.2: Snippet of the raw data

Figure 3.6 R-studio screen . @‘
Figure 4.1 HYFIS model system

Figure 4.2 Use-case diagram of the proposed system E\

Figure 4.3 Activity diagram of the proposed system \
Figure 4.4 Sequence diagram of the proposed system b@
Figure 4.5 Importing of the data from the file storage

Figure 4.6 Checking and removing of missing Value®

Figure 4.7 Removing of column that are not a fa@sn the prediction

O

Figure 4.9 Splitting of the data into trai@nd testing sets

Figure 4.10 Display of input of tl%;h&)g data

Figure 4.11 Display of output«f the testing data

Figure 4.8 Removal of the output

Figure 4.12 The HYF@ and the parameter needed for the prediction
Figure 4.13 The pré%: n of the class of attack given only the input
Figure 4.14 Qrersion of decimal to whole numbers

Figure e calculation of MSE the closer to zero the more the accuracy
Figure The comparison of the original and predicted data set

Figure 4.18 The characteristics of a fuzzy rule-based system(FRBS) model
Figure 4.19 The MSE and the original and predicted output

14
42
45

52
57

57

58
59
64
65
65
66
66
67
67
68
68
69

70
71
74
75


file:///C:/Users/user/Downloads/MSc%20Thesis_LCU%20CS_Mariam%20Ayobami%20Gbadegesin%20corrected.docx
file:///C:/Users/user/Downloads/MSc%20Thesis_LCU%20CS_Mariam%20Ayobami%20Gbadegesin%20corrected.docx
file:///C:/Users/user/Downloads/MSc%20Thesis_LCU%20CS_Mariam%20Ayobami%20Gbadegesin%20corrected.docx
file:///C:/Users/user/Downloads/MSc%20Thesis_LCU%20CS_Mariam%20Ayobami%20Gbadegesin%20corrected.docx
file:///C:/Users/user/Downloads/MSc%20Thesis_LCU%20CS_Mariam%20Ayobami%20Gbadegesin%20corrected.docx

CHAPTER ONE

Introduction

1.1 Background of The Study

In the digital age, with the widespread use of computers and the internet, the threat of cyber-
attacks has grown exponentially. One of the prominent threats that continue to pose serious risks
to personal and organizational data is keylogging attacks. Keylogging attacks involve malicious
software or hardware that silently records a user's keystrokes, capturing information that is

sensitive, such as passwords and credit card numbers, and personal messages.

A keylogger, whether in form of hardware or software, is a malicious program that can record
every keystroke made on a compromised device. By logging these keystrokes, a keylogger can
capture sensitive and private information, presenting a severe cybersecurity threat. It grants
unauthorized access to cybercriminals who can exploit the data for malicious purposes such as
identity theft, financial fraud, or other harmful activities. With the aid of a keylogger, an attacker
can automatically record keyboard inputs, allowing them to access private information stored in

secure databases without needing to physically break into a location'.

Traditional methods of detecting and mitigating keylogging attacks have often fallen short due to
the rapidly evolving sophistication of these attacks. Conventional anti-virus and intrusion
detection systems may not effectively recognize new and emerging keyloggers, making it

essential to develop more intelligent and adaptive approaches to protect against such threats.

Neuro-Fuzzy Systems, a combination of artificial neural networks and fuzzy logic, have emerged

as a promising technique in the field of cybersecurity. This hybrid approach leverages the



strengths of both neural networks and fuzzy logic to build robust and adaptive predictive models.
Neural networks excel in pattern recognition and handling complex, non-linear relationships,

while fuzzy logic is excellent at dealing with uncertainty and imprecision in data.

The Neuro-Fuzzy Based Predictive Model for Keylogging Attack Mitigation is a proactive
approach aimed at mitigating the risk of keylogging attacks by predicting and preventing
potential threats before they can cause harm. The model is trained on historical data of known
keylogging attacks, legitimate user behavior, and system logs to learn the patterns and

characteristics of both malicious and benign activities.

The Neuro-Fuzzy Based Predictive Model provides a proactive and adaptive approach to
keylogging attack mitigation, offering an extra layer of security to protect sensitive data from
potential threats. By continuously learning and adapting from new data, the model can stay ahead
of emerging keylogging techniques, ensuring a higher level of protection in today's ever-

evolving cyber-threat landscape.

The task of identifying advanced keyloggers has become increasingly challenging for anti-virus
software and anti-malware solutions. Unlike traditional viruses and worms, these enhanced
keyloggers are highly elusive and hard to detect, posing a significant challenge in terms of
detection and prevention. The most concerning aspect of keyloggers arises when they are the
result of third-party interference. In such cases, these malicious entities breach computer systems
and surreptitiously obtain various types of information, which they subsequently share with other

parties for illegal purposes?.



The rise in keylogger attacks can be attributed to several factors, including the limited research
focused on simulating patterns that match keylogger signatures. Insufficient investigation in this
area makes it difficult to identify and counter new variants effectively. Moreover, the lack of a
truly effective detection method for keyloggers further exacerbates the problem. As a result,
cybercriminals are finding it easier to deploy these stealthy threats, leading to an increasing

number of successful attacks>*.

A lot of keyloggers are written in C or C++ and are executable files. To install them on the
system, administrator authorization is needed. It may be hard to find them in the task manager.
Usually, the log files that they produce on the system are hidden or designed to look like

standard operating system files>.

Keyloggers are primarily classified into two main categories: hardware keyloggers and software
keyloggers. Hardware keyloggers are convenient to use since they are placed within the
computer's internal hardware or discreetly inserted between the CPU and the keyboard wire.
However, to install a hardware keylogger, the cybercriminal needs physical access to the

computer system when no one is observing.

Numerous 8s,) including statistical methods, neural networks, genetic algorithms, support
vector es, fuzzy logic, and hybrid approaches combining neural networks with genetic
algorithms, neural networks with support vector machines, and neuro-fuzzy networks, can be

used to predict the model of software threats.

Neuro-fuzzy computing offers a combined solution, incorporating the system identification and

interpretability of fuzzy models along with the learning capabilities of neural networks. Over the



past decade, numerous neurofuzzy systems have been created. The neurofuzzy-based approach
involves learning rules and membership functions from the provided data. Neurofuzzy is
categorized as an adaptive network, comprising nodes and directional links, where some or all
nodes have adjustable parameters influencing their outputs. One commonly used learning rule

for these adaptive networks is backpropagation.

This research develops a Neuro-fuzzy predictive model using keystroke dynamics>to reliably

detect and mitigate ongoing keylogging threats.

1.2. Statement of the Problem

The keylogging feature logs and tracks the key events that users execute on the device. Highly
sensitive information like as credit card numbers, passwords to e-commerce and online banking
sites, email addresses, and personal contact details may be found in a log. A benign app may
remember and log all significant events triggered by the user and upload the texts a user enters to
its remote cloud servers in order to improve text suggestion accuracy and offer personalized
experiences. However, if the data is transferred as plain text, anyone in the middle can sniff it
and intercept it. Furthermore, a malicious app would knowingly gather private user data in order

to conduct an attack that might seriously harm the user's finances or physical health..

Keyloggers are implanted on a machine to intentionally monitor the user activity by logging
keystroke and eventually delivering them to a third party. Hackers use malware to breech the
security of a system and when they get success it causes lots of trouble to security experts.
Tactics such as phishing and social engineering stand out as prevalent methods for the

installation of keyloggers. Keystroke logging poses a considerable threat to the digital privacy of



both individuals and organizations. Neglecting online safety measures can create an opportunity
for hackers to infiltrate systems and abscond with sensitive information. It remains imperative

for all internet users to proactively shield themselves from potential keylogger assaults.

In response to the overarching issue of malicious software, various models and methods have
emerged over time. Nevertheless, when directed at the precise challenge of identifying
keyloggers, none of the current remedies prove satisfactory. Signature-centric solutions possess
restricted effectiveness as they can be evaded with ease, necessitating the extraction of a valid
signature prior to detecting a novel threat. In contrast, behavior-based detection techniques
surmount several of these constraints. The majority of research on thwarting cyberattacks
concentrates on securing machine-to-machine interfaces, often neglecting or underestimating the
significance of man-to-machine interfaces' security. Keylogging detection and mitigation is a
complex problem involving many criteria. A comprehensive review of the existing literature
highlighted numerous studies that might exhibit certain gaps in the context of innovations
concerning keylogging attacks. This analysis remains optimistic about the possibility of further
progress within this domain. Certain authors also suggest that potential exists for conducting
additional comprehensive investigations into the realm of keylogging attacks. These unexplored
areas warrant attention and concerted efforts in the forthcoming years to further advance the

understanding and countermeasures in this field.



1.3 Aim and Objectives of the Study
The aim of this study is to develop a combination of Neural Network and Fuzzy Logic system

for mitigation of keylogging attacks; while the specific objectives are:

1. To develop and implement a prediction model for keylogging attack mitigation using

a fusion of Neural Network and Fuzzy Logic methodologies @'&\
2. To test the implemented model IE‘\QO
3. To compare the model with existing similar models ‘%“

N
&
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1.4 Scope and Limitations

The research is being adopted for security purpose as it is known that as the technology is
reaching to milestone with the speed of light with that same progress we also need to be
concerned about pros and cons. The research work thus provides a secure aspect to mitigate
keylogging attack on a system.

N

The limitation of this study is that the quality and quantity of input data @ only factors
influencing the accuracy. It is recommended that additional researcl@ conducted in order to

evaluate whether the generated model can be applied to other @(ﬁ“ system malware and to

and to improve interpretability of the final rules. QQ
Q‘Q

)

1.5 Organization of the Thesis C')\

Chapter 1: The introduction of the@‘h‘ls offers a comprehensive overview of the project's

background, justifies the nece sHX of defining the research challenge, and clearly outlines the

goals and obJectlves 0 %

Chapter 2: This sec)%n conducts a literature review, analyzing and examining related ideas and

procedures p‘e%'lt to the development of a predictive model for preventing keylogging attacks.

Chap@%ethodology describes the tools and procedures employed to plan the project and

ensure the fulfillment of the research's aims and objectives. This chapter elucidates the

framework for software development.

Chapter 4: The findings of the developed system are discussed in this chapter, presenting an in-

depth examination of the results.



Chapter 5: The conclusion provides a succinct summary of the overall project outcome,
including recommendations and suggestions for future improvements. Additionally, it proposes

concepts or approaches for advancing and extending the project in the future.

1.6 Definition of Terms .

1. Keylogging: Keylogging, short for "keystroke logging," refers to the practice@&litoring
and recording the keystrokes made on a computer keyboard or other i .@@es. This can
involve tracking every key press, including letters, numbers, symb(.)ls, d ,Runction keys.

2. Neuro-Fuzzy: Neuro-Fuzzy, also known as Neuro—Fuzzyb&@a\ems, is an approach that

combines artificial neural networks and fuzzy logic to cré@@ybrid system that benefits from

the strengths of both techniques. ®



Chapter Two

Literature Review
2.1. Conceptual Review . %

Keylogging is one of the most dangerous cybersecurity threats, with the pote.ntial @'g}mpromise
sensitive user data like passwords, financial information, and per \ munications.
Keyloggers work by recording keystrokes entered into a computi_ngQJ,%Viqa, either via software
installed on the victim's machine or via hardware devices th %etween the keyboard and
computer’. As more daily activities move online, from s@al media to banking, keylogging
represents a severe privacy violation and pathwa}@ identity theft or financial fraud. This
review will explore the state of keyloggin W@heir techniques, impacts, and the need for

advanced mitigation techniques to comb%'is evolving threat.

Software-based keyloggers repre&qg;ebdmost common form of keylogging threat today. These
malicious programs are se ihstalled via Trojans, worms, or other malware, allowing the
attacker remote accegs t gtinuously record keystrokes®. Methods for injecting keylogger
malware have (@1 ore advanced, leveraging social engineering through phishing emails or
contaminat@e ternal drives, evading antivirus detection through polymorphism and rootkit
techniqués, and even targeting smartphone platforms via apps containing embedded keylogger

code’®. Once embedded, software keyloggers can operate undetected harvesting vast amounts of

sensitive user data over long periods.

Beyond software keyloggers, hardware-based keyloggers pose an insidious threat through their
physical integration with the victim's computer. Examples include USB dongles that sit between

9



the keyboard and computer port, logging all key events, as well as Wi-Fi enabled wireless
keyboards that can have their communications intercepted via packet sniffing!?. The presence of
hardware keyloggers is harder to detect as they do not leave traces in the operating system.
Cheap hardware keyloggers are also easy to obtain, with even USB based variants available for

less than $50 USD, enabling unsophisticated attackers to steal data'!.

The damage inflicted by keyloggers stems from their capacity to comprehen31 %&wlate user
privacy and enable identity theft. Online credentials harvested by keylog éQrant access to
email, social media, or bank accounts, allowing malicious actions ur@%h& victim's identity. For
example, stolen online banking passwords can enable unauth%%money transfers. Copies of
victims' emails and social media private messages c%@ prove highly damaging. At an
organizational level, keyloggers represent advanced@nage, enabling cybercriminals to obtain
company data, trade secrets, customer info .ﬁ)%\q d other intellectual property. According to

FBI statistics, keylogging infections W%}'mplicated in the theft of over $2 billion USD in

intellectual property from Ameri@lpanieslz.

To combat keylogging, bo avioural and technical countermeasures are necessary. On the
behavioural side, fol@v}pg cybersecurity best practices remains essential - avoiding opening
attachments o @rom unknown sources, using secure passwords, monitoring accounts for
unautho @access and keeping software up-to-date'>. Technically, anti-keylogging malware
uses sig@ure detection and heuristics to identify known keyloggers, while VPNs and firewalls

help limit network pathways for data exfiltration by keyloggers'*.

However, keylogging techniques continue to grow more advanced, creating an urgent need for
next-generation solutions. Keylogger polymorphism and encryption make signature-based

defenses ineffective, demanding behavior-based machine learning approaches to identify

10



malware actions amid encrypted traffic flows'>. Decoy injection tools also show promise for
poisoning data streams from keyloggers with fake keystrokes'®. As mobile and IoT ecosystems
expand, trusted computing architectures like ARM TrustZone leverage hardware security to
establish trusted execution environments isolated from main device software where sensitive
data like passwords can be securely entered and stored'’. Ultimately, defeating advanced

keyloggers requires a layered approach combining secure hardware, AI-power$ avioural
malware detection, and user vigilant cyber hygiene. E‘\QO

Keyloggers pose one of the most significant threats to user priya@m data security in the
current digital landscape. As cybercrime tools grow more soph@%}d, commercial services and
individual users face escalating risks of identity theft : ompromised personal data from
keylogging attacks. Combatting this threat requ@ proactive approach, combining user
education, design of secure systems, and de .O‘éme t of advanced anti-keylogging technologies

to fully undermine this dangerous attacl%ctor. Looking ahead, enhancing cyber resilience in

the face of keylogging and other@d threats remains imperative.
%w
R

2.2. Machine Learnj gné Cybersecurity

Machine lea%n& emerged as a powerful tool for enhancing cybersecurity and combating
threat Qalware, intrusions, and data exfiltration. By applying algorithms that automatically
extract patterns from data, machine learning enables the adaptive detection of cyberattacks amid
constantly evolving threats. This review highlights key applications of machine learning for

cyber defense, benefits and challenges, with a focus on using these techniques to detect and

prevent keylogging attacks.

11



A core application of machine learning in cybersecurity is network intrusion detection through
automated analysis of traffic patterns to identify anomalies. Classical rule-based intrusion
detection relies on signatures of known threats, but machine learning algorithms like random
forests and neural networks can learn to flag anomalous flows that may represent zero-day
attacks'®. These techniques outperform conventional methods in detecting intrusions, with
techniques like long short-term memory (LSTM) neural networks offering %’é\(gétection
accuracy'®. Intrusion detection systems enhanced by machine learning prov'. %tive Défense

against attacks like keyloggers attempting to exfiltrate captured data. ‘%'ﬁ

N
e

In addition to external intrusions, unsupervised and deep lea ithms enable effective
insider threat detection by modelling normal behavim@ems for users and devices on a
network. Deviations from established baselines can ct compromised accounts or machines
attempting abnormal activities like data y & ser-based anomaly detection trained on
keystroke dynamics and linguistic patter%puld flag misuse of accounts by external keylogging
attackers. Deep neural network%% also shown success learning sparse features to detect

anomalous sessions indicativa%iqsider threats?!.

A core requirement @eylogging defenses is recognizing malicious software, with machine
learning em @g advanced malware analysis. Dynamic run-time analysis of malware
behavig %n deep learning can identify keylogging actions and malware seeking to evade
detect&rough obfuscation??. Deep neural networks significantly outperform traditional static
signature-based malware detection, capable of generalizing to detect new keylogging variants.
Additionally, graph neural networks show promise for learning topological features that detect
malware via analysis of execution call graphs®®. Al-enabled malware analysis provides a strong

foundation for identifying and blocking keylogging programs.

12



However, applying machine learning for cybersecurity also poses challenges. Complex neural
networks demand extensive training data, which remains scarce for emerging threat tactics, and
data distribution shifts can degrade model accuracy over time. Adversarial evasion attacks may
also manipulate inputs specifically to avoid detection by machine learning models®*. Attackers
could tune keylogging malware actions to mimic normal user behaviour patterns and bypass

neural network anomaly detectors. Hence integrating machine learning requlre@reness of

their limitations against adaptive adversaries. 'E\

Looking forward, leveraging machine learning appears essential tp@pace with increasingly
sophisticated keylogging attacks. Hybrid systems combining &0}% networks with expert rules

can enhance learning efficiency and accuracy. Ong(%@ also explores new types of deep

learning architectures tailored to cybersecurlty d ike temporal convolutional networks
proficient at analyzing network traffic str%& ost crucially, machine learning presents a
paradigm shift enabling defensive syste%'to continuously adapt rather than relying on fixed
signature rules. This data—dnv&)zﬁ)matlon provides a robust foundation for mitigating

keyloggers and other advance%eq;lstent threats amid the ever-changing cyber landscape.

2.3. Neuro Fuzzy SysanQ

Neuro fuzzy s e@ integrate the adaptive learning capabilities of artificial neural networks with
the hu @pired reasoning of fuzzy logic, offering an intelligent hybrid system. In the neuro
fuzzyﬁitecture, a fuzzy inference system is modelled by layered neural networks that
represent membership functions and fuzzy rules?. The core benefit of this approach is enabling
fuzzy systems to learn from data, overcoming a weakness of static fuzzy systems dependent on

predefined rules?.

13



Learning in neuro fuzzy systems leverages backpropagation algorithms to tune parameters of
membership functions to minimize error, fitting inputs to optimal fuzzy sets. The adaptive
network-based fuzzy inference system (ANFIS) architecture is a commonly used neuro fuzzy
technique, applying backprop to identify ideal fuzzy if-then rules?®. This hybrid training
approach merges the numerical optimization of neural nets with the linguistic interpretability of
fuzzy logic. Neuro fuzzy principles have been widely applied for classification é&diction

problems across domains including time series forecasting, control § @Q and pattern

recognition. ‘% o
S
.

Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

WyZy

WaZ;

B1
¥ <:
B2

For c%@mty applications, neuro fuzzy systems offer several key advantages. Most

importantly, the adaptive learning capabilities allow neuro fuzzy models to automatically tune
their fuzzy rule base and membership functions as new data on threats like keyloggers emerges®’.
This facilitates continuous improvement of detection accuracy. Additionally, the fuzzy rule

outputs provide interpretability, unlike the black box models of deep neural networks, enabling

14



understanding of why anomalies are flagged?!. Fuzzy logic is also apt at handling the imprecision

of cyber data.

However, challenges include extensive hyperparameter tuning of membership functions, difficult
to optimize neural-fuzzy architectures, and lack of certainty in anomalous fuzzy rule firing*.
Smith et al. 3 propose combining neuro fuzzy systems with evolutionary algorithm evolve
optimal network structure and parameters. Overall, the integration of leal:nh%'%'\reasoning

makes neuro fuzzy models a promising Al approach for adaptive se@ inst evolving

keylogging threats. . )\ |

2.4. Predictive Modelling in Cybersecurity @
Predictive analytics have become a valuable IO@cybersecurity, enabling probabilistic threat
forecasting by extracting patterns fro Q[g) Predictive modelling approaches can detect

anomalies, identify vulnerabilities, @ost emerging attack vectors, and enable pre-emptive

defense. For keylogging threats, pvédictive analytics can help uncover stealthy malware and

0’

predict compromise scen@

Predictive cybers%%ity often utilizes machine learning techniques like neural networks.
Malhotra et ak. ““developed a recurrent neural network for predictive cyber risk assessment,
combyber intelligence factors including vulnerabilities and threats. This approach forecast
risks from adversaries up to two months in advance with over 80% accuracy. Dynamic behaviour
modelling of programs and users via neural networks can also predict deviations that may signal

compromise’®.

15



Beyond neural networks, Sun et al.*’employed gradient boosted decision trees to predict cyber
incidents across an enterprise system. By identifying precursors like unauthorized access
attempts, risky events could be forecast before major data breaches occur. Association rule
learning has also shown promise mining sequential pre-intrusion patterns from network traffic®.

Such predictive behavioural analytics provide an early warning system against emerging

&

Game theory offers another lens for predictive cybersecurity, modelling‘&%ﬁgl interactions

keylogging attacks.

between attackers and defenders. Stochastic game models can .as{%ﬁptimal strategies and

predict likely attack paths®. This game theoretic perspective i%@ predictive defenses against
intelligent threats like keyloggers. ‘.Q'\Q
However, most predictive analytics focus on S{S&QGI risks rather than predicting granular
endpoint compromises like keylogging m%’r}installation. Developing predictive models to
forecast keylogger deployment on speei evices based on user traits and behaviour patterns
represents an open challenge. Adaptive methods like online sequential learning must also address

concept drift in evolving %“"”. Overall, maturing predictive cybersecurity capabilities will

strengthen defenses a@rygadvanced persistent keylogging threats.

>

25.F @%ngineering for Keylogging Detection

Detecting keylogging attacks relies heavily on recognizing anomalies in user behaviour and
interactions. Feature engineering extracts informative signals from raw data that can reveal
keylogging malware. This review will investigate various behavioural features that hold promise

for enhanced keylogging detection.

16



Keystroke dynamics, including typing speed, rhythms, and patterns, are a prime signal for
keylogging detection as they directly reflect user input behaviour. Typing speed features like
average time between key presses and total time to type passages can highlight inhuman speeds
from automated malware*!. Duru and Canbek**found average error rates of under 5% classifying
users based on key hold times and latency between keystrokes %

Beyond speed, relative keystroke timings also form a distinctive biometric si@%} Features

capturing the cadence of keyboard interactions, like frequency of word'%} cter digraphs,
provide a robust behavioural fingerprint*}. Typing rhythm metrics,d@'from the duration and
latencies of n-graphs (key groupings) achieve over 93% de%@accuracy even from short
sample texts**. This makes keystroke dynamics a powe‘.&}@aﬂ(er for validating genuine user

activity.

For advanced detection, fusing together Qlilj)}’\e typing features creates a comprehensive
fingerprint resilient against mimics. F traditional keystroke rhythms with new 3D spatial
pressure patterns from touchscreexgﬁlrther enhanced verification, flagging imitation attempts*>.

Multi-factor authentication @%troke dynamics provides continuous protection.

Beyond keyboards&gségdynamics also reflect user behaviours that could implicate keylogging
activity. Feaf@ed on mouse speed, acceleration, and jerk patterns demonstrated over 90%
accur. nguishing users*. Fusing mouse and keyboard dynamics as inputs to a CNN
achieved under 1% equal error rates, verifying users with high confidence*’. Further cues like

mouse click sequences and GUI interaction patterns provide contextual behavioural signals.

However, behavioural patterns can vary across different devices, applications, and mindsets

(fatigue, stress, etc). Adaptive modelling and transfer learning techniques are needed to maintain
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detection accuracy despite shifts in user patterns*®. Features should also be resilient to mimicry

attacks. Overall, intelligently fusing diverse behavioural features enhances keylogging detection.

At a higher level, changes in linguistic patterns may also indicate unauthorized activity.
Stylometry features quantifying vocabulary richness, syntax, and writing style enable authorship
attribution and could flag anomalous text production®. Likewise, language model lexities

measure typical user writing patterns and could identify atypical prose from keyls@&}o.

N

Capturing application layer and network behaviour also provides an important context. Features
based on traffic metadata like packet sizes, DNS flows, and acti'v%%?)attems helped detect

keylogger C&C communications with 98% accuracy’'. Mod&@typical application usage and

network traffic baselines for a system allows ﬂa@iaﬁons that may reflect malware

. . @

Ultimately, fusing complementary feat esQo)n multiple modelling perspectives - keystroke
dynamics, linguistics, network trafﬁcéb - can provide a comprehensive and resilient indicator
of keylogging attacks. Advancthods like deep learning are well suited to automatically
extract and compose higl@d :ature representations from heterogeneous inputs, a promising

direction for robusg{ed ging detection.

Q
Q

2.6. Datasets and Evaluation Metrics
Robust evaluation is critical for developing reliable keylogging detection models. Relevant
datasets and appropriate performance metrics are crucial for valid assessments. This review

surveys keylogging datasets and key evaluation metrics for predictive cybersecurity.
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Most current keylogging datasets remain limited in scale and diversity. The Aalto university
dataset contains keystroke logs from 153 users typing predefined phrases, providing timing and
duration features®. The gummy and greasy datasets from Idiap research institute include
keystroke data from 51 and 104 users respectively captured during normal computer use®.

However, these datasets lack malicious keylogging data to assess detection capabilities

A rare exception is the Botnet dataset from the Canadian Institute of Cybersec @'&contaimng
keylogging data from 20 botnet victims alongside normal traffic’*. But %200 sessions,
it remains small. Most research thus augments datasets through .s:@ffbn and synthesis. Al-
based generative adversarial networks (GANs) show pro%%ynthesmmg plausible fake

keylogging data from real samples>°.

Broader cybersecurity datasets provide relevant c Qike network intrusion detection corpora.
The UNSW-NB15 and CICIDS2017 datas@er network attacks including infiltrations that
could deploy keyloggers®®. However, t@atasets lack application layer visibility. Some works

also use proprietary enterprise dat%}t is not publicly available.

In terms of evaluation m@mmon performance criteria for predictive cybersecurity models

include:
Q

» Accuragy - Fraction of correct classifications, key for precision
> - True positive rate, important for threat detection

» Precision - Positive predictive value, minimizes false alarms

» FI1 score - Balance of precision and recall

» ROC AUC - Discriminative capability trade-off

» Confusion matrices - Breakdown of predictive decisions
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However, standard accuracy metrics can be misleading for skewed cyber data with rare threat
samples’’. Alternative metrics like informedness, markedness, and Cohen's kappa better assess

model effectiveness for unbalanced classification®.

Ultimately, curating larger scale and more diverse keylogging datasets remains an open
challenge. Hybrid evaluation strategies blending simulated attack data with real sy traces

offers a potential solution. Adaptive cybersecurity models should also be tested S@st evolving

threats. ‘@
. @w
C:,
2.7. Neuro Fuzzy Hybrid Models in Security . Q@
Neuro fuzzy systems fusing neural networks and ﬂ@s@: have proven effective for diverse
security applications including intrusion detectig@alware analysis, and fraud prevention. Their
adaptive learning and interpretable rea‘s&guﬁ}(e them well suited to cyber threat modelling.

This review analyses the use of n% uzzy techniques in security and their potential for

keylogging attack mitigation. \)

o
For network intrusio , neuro fuzzy models enable adaptive anomaly detection from
traffic patterns. A&warneh et al>® developed a neuro fuzzy classifier for intrusion detection,
using ANFIS earn optimal fuzzy rules. Features like traffic volume and protocol detection
rates \@nputs for identifying abnormal network behaviours. Neuro fuzzy models significantly
outperform classic methods like support vector machines for classifying threats in encrypted

traffic®.

By modelling fuzzy interactions between network entities, intrusions can also be anticipated pre-

emptively. Fuzzy cognitive maps help predict multi-step attacks by representing causal links in a
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network, which are tuned by neural learning®’. This anticipatory modelling assists proactive
defenses. Neuro fuzzy techniques have also shown success modelling insider threats based on

user behaviour deviations>®.

In malware analysis, fuzzy pattern recognition enables identifying code artifacts indicative of
malicious actions. Neuro fuzzy learning from static and dynamic malware features@proved

detection rates, learning from expert knowledge®®. For continuously evolvin are, neuro

fuzzy systems maintain reliable detection amid shifting threat patterns. ‘@

: . . . .
Fraud prevention represents another application area. Neuro fuzzy @tlon screening models

suspicious activity based on fuzzy reasoning adapted thro@kpropagatim”‘ Risk patterns
learned from fraudulent cases flag suspicious acti@approach combines interpretability
with precision. \%
The core strengths of neuro fuzzy modd§;ﬁ}ning, fuzziness, and interpretability - are highly

applicable for keylogging threat %@

keylogging indicators from divetse features like user dynamics and network patterns.

ing. Adaptive neuro fuzzy systems could learn

"
Interpretable fuzzy rulescilitate threat understanding. While still an open area, neuro

fuzzy techniques SK wamense promise for enhanced keylogging detection.

2.8. R@me Detection and Response

Rapid detection and response are crucial for effectively mitigating advanced threats like
keylogging attacks in real-time. Neuro fuzzy systems show promise for low latency keylogging
modelling, but face challenges around timely threat interception. This review analyses strategies

for real-time defense leveraging neuro fuzzy techniques.
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Low latency anomaly detection is critical to identify keylogging attacks before extensive damage
is inflicted. Keystroke logging can rapidly steal credentials, so early warning from neuro fuzzy
systems monitoring user dynamics in milliseconds could prevent compromise®’. Adaptive neural

networks enable learning user typing patterns for real-time validation®!.

However, optimizing neuro fuzzy model inference for low latency predictioqbremains
challenging. Techniques like pruning and simplifying fuzzy rule bases reduce tations for
real-time inference®. Parallel processing and optimizations leveraging@ so accelerate

threat scoring®®. Hardware accelerators tailored for neural networks‘ﬁrf(;e real-time response,

a paradigm shift from software-based security®. Q@%\

Real-time detection should trigger automated res% Xtions to instantly contain threats.
Orchestration frameworks integrate intrusion {%‘[ec on systems with security automation

capabilities to enact responses like netw@laﬁon of compromised devices®. Integrating

keylogging detectors with endpoint secp&ools enables quarantining suspicious processes.

Q

Effective automated response fu}m? relies on contextual threat intelligence to guide optimal
'\

actions. Fuzzy cognitive @at model causal security knowledge can help assess response

impacts, preventing\odiﬂ)eactions“. This facilitates calibrated responses balancing keylogging

disruption w1 ;experience impacts.

Howe@ﬁ%e positives that incorrectly classify legitimate behaviour as malicious present
barriers for automated real-time systems. Adaptive confidence thresholds tuned on predictive
uncertainties can help minimize false alarms*. Active learning also reduces false positives by

selectively acquiring labels for high uncertainty samples®’.

22



Overall, neuro fuzzy-based keylogging detection shows potential for real-time threat modelling.
Optimized inference and hardware acceleration coupled with security orchestration frameworks
could enable effective low latency defense. Handling uncertainty and false alarms remains vital
for safe automation. With rigorous design, neuro fuzzy models offer a path to anticipating
keylogging attacks at machine speeds. 00‘
2.9. Human-Centric Security Approaches in Cybersecurity . @'&\

Human-centric security paradigms aim to develop adaptive systems taild%'o\?gividual users'
behaviours, needs and preferences. This customization enhances t detection precision and

user adoption. Neuro fuzzy models show promise for huma&i@: keylogging detection by

learning granular user patterns.

Conventional systems rely on one-size-fits-all d‘e\i@-smted to diverse users. However, each

user has unique behavioural traits in area@data access patterns, application usages, and

dynamics®®. Modelling this individuali@roves anomaly detection accuracy®.

Tailoring keystroke dynamics, mod€ls to users enhances precision, as typing patterns vary
"

significantly across peo@sonalimd neuro fuzzy systems that continuously adapt to

individuals' typing s through online learning detect deviations with minimal false alarms?.

This maximi%%ility.

Beyor@ing, mouse dynamics and stylometry also display individual variances. Multi-faceted

user profiling with neuro fuzzy systems fuse writing, mouse, and other personalized behaviours

into robust customizable models’!. Granular user modelling provides resilience against mimicry.
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However, static user profiles fail to capture behavioural shifts, requiring adaptive personalization
techniques. Chen et al.”’propose an evolving neuro fuzzy model using clustering to update user

profiles. Continuous identity authentication systems must account for situational changes.

Privacy preservation also grows important for personalized modelling. Federated learning
distributed trains on device data without external data sharing’®. Such techniqlp& enable

localized user profiling without compromising privacy. Interpretable neuro fuzz @'&)dels further

enhance user trust. ‘@

Usable security through human-centric design principles likewise %%,%{sx adoption. Gamifying
security education and providing actionable feedback t&@&users into best practices’.
Cognitively modelling user mental models helps sh tive communications”. A holistic

human-centric perspective magnifies neuro fuzz@ eylogging detection.

By aligning models to individual behnzvigs) and needs, neuro fuzzy systems can enable
precision security without hamperin%@bl ity. Customizability and transparency thereby foster

user trust and participation. InNuture, human-centric strategies may prove essential for
"
converting neuro fuzzy p& into realized keylogging defense.

2.10 Compasative Analysis of Neuro-fuzzy models with Other Techniques
A div@ of machine learning techniques has been applied for keylogging attack detection,
each with unique strengths and weaknesses. Comparatively analysing the proposed neuro fuzzy

approach against alternatives like rule-based methods, decision trees, and deep learning provides

insights into the relative merits of neuro fuzzy models.
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Rule-based detection encodes expert domain knowledge into heuristics for identifying
keylogging attacks. Signatures capturing keylogging artifacts can effectively detect known
malware variants 7®. However, rule-based systems lack adaptability against novel attacks’’.
Fuzzy rules in neuro fuzzy models provide intuitive reasoning yet avoid the static nature of

predefined rules.

Decision trees offer interpretable classification of keylogging threats by leal%{hlerarchlcal
rules that partition data’®. However, they are prone to overfitting a\'ﬂ% mputationally
intensive for high dimensional cyber data’. Neuro fuzzy models env&efﬁcient dimensionality

reduction through fuzzy feature compression. '@

In contrast, deep neural networks excel at automatlcs ctlng complex features, achieving

high detection accuracy®’. But their black box natute réduces trust in predictions®'. Neuro fuzzy

models balance accuracy with 1nterpretab1l1©

For online learning, Hoang et al. 86@1@ neuro fuzzy classifiers adapt better to evolving
keystroke data than multilayer p§c€pt1ons. Fuzzy handling of uncertainty assists continuous

"
model refinement. Dee 1@ convergence can be disrupted by non-stationary data streams.

While no model @/ersally dominates, neuro fuzzy techniques provide a versatile platform
combining strengths from multiple approaches - fuzzy reasoning, neural learning, and
interpr lity. Comparatively, neuro fuzzy models hold unique promise for robust, trustworthy,
and adaptive keylogging attack mitigation. Recent works further enhance neuro fuzzy systems
through integration with optimization and ensemble techniques®’. This underscores their

flexibility as a cyber-analytics framework.
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2.11. Adversarial Attacks and Robustness of Neuro-fuzzy Systems

Adversarial attacks pose a serious threat to machine learning systems, including neuro fuzzy
models for keylogging detection. Small perturbations of inputs can lead to misclassification.
Enhancing robustness against such attacks is crucial for reliable threat mitigation. This review
analyses adversarial threats and potential defenses for neuro fuzzy systems. %
Evasion attacks add noise to keylogging malware to avoid detection. Li. et &})und raw
keystroke timing data vulnerable to adversarial perturbations that reduced%} zzy detection
accuracy to zero. Adversarially trained neuro fuzzy systems rpi.@g"some robustness but

remain far from immune. &3

Poisoning attacks inject tainted data during model@ to degrade testing performance.
Abdeltwab et al®> demonstrated efficacy of gene poisoning against neuro fuzzy anomaly

detectors, requiring only 8% poisoning d@ cause failures. Data sanitization and robust

training help mitigate poisoning risks. (b‘

Model extraction attacks reconst}%ntemal model logic through queries. Neuro fuzzy systems
"

tend to be more resil@h n multivariate regression and tree ensembles®®. However,

approximate rule bQ n still be extracted given sufficient probes. Regularizing complexity

aids security-
Variot@miques can improve neuro fuzzy robustness against adversarial threats:

> Ensemble averaging fuses outputs of multiple models to smooth perturbations ¥’
» Adversarial retraining augments data with adversarial samples to increase robustness®,

> Defensive distillation suppresses model sensitivity to small input changes®’.

» Input reconstruction layers remove noise from contaminated inputs®.
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» Randomization of network weights/connections creates moving target defenses®’.

Ultimately, a layered defense combining proactive hardening and reactive detection provides
optimal security against evolving adversarial techniques®?. But designing optimally robust neuro

fuzzy architectures for keylogging defense remains an open challenge.
2.12 Related Works . ‘\QO

Due to their broad use in all industries today, computer networks are or: stsceptible to insider
and outsider attacks. Numerous security measures have been : ﬁhat area to lessen the
impact of potential network assaults. An intrusion detectioméx%ém that can distinguish between
regular and aberrant network activity is one of thb@%uring ideas in network security. To
find intrusions or intruders in the network, -n&@gus intrusion detection systems have been

developed. In order to detect intrusionytwg.ﬁigh detection rates, soft computing techniques,

such as neuro-fuzzy based intrusion @on systems, serve as a foundational element®.

Keylogging remains a preva eyber threat that enables attackers to silently capture sensitive
information through @@j’%users’ keystrokes. Developing effective techniques to detect and
prevent keylo il%&ﬁacks is an active research area. Neuro-fuzzy systems have emerged as a
promising am ch combining neural networks and fuzzy logic to create intelligent hybrid
mode@ classification and prediction tasks. This literature review analyses prior research

efforts on applying neuro-fuzzy modelling specifically for keylogging attack mitigation

A seminal study by Kolter and Maloof** first examined using machine learning for keylogging
detection. They extracted n-graph stylometric features capturing typing patterns from raw

keystroke data. Experiments compared various classifiers including support vector machines and
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showed stylometric n-graphs could reliably distinguish users and detect mimicked data from a
keylogger. This early work demonstrated the feasibility of keystroke dynamics for keylogging

detection.

Building on this, Halevi and Saxena® explored using neural networks for user authentication and
keylogging detection based on typing rhythms. They modelled temporal patterns usin%duration
and latency features and developed a Hopfield neural network classiﬁ?r. g showed
significantly higher accuracy than prior work along with the capability t@%}i tally train the
model with new user data. The authors discussed integrating ﬁ.}zy&gi\c to further improve

A
learning from sparse training data. %
S

Ahmed and Traore” presented one of the first im '}h’tions of a neuro-fuzzy system for
anomaly detection using keystroke dynamics. A ni fuzzy inference system modelled rules
capturing distinct typing patterns. A s@nizing neural network then optimized the
membership functions and model parq@?& Evaluation using the GREYC keystroke dataset

showed 95% accuracy in classimgenuine and imposter test users. The neuro-fuzzy system

outperformed other classiﬁ@ﬁ as k-nearest neighbours.

N
Focusing on mobi @ts, Li et al.®® designed a neuro-fuzzy classifier to detect anomalous
touchscreeng@ indicative of session hijacking or spyware attacks. Using fuzzy C-means
clusteri @y generated intuitive rules characterizing normal tap, scroll, and zoom behaviours.
A neural network then optimized the fuzzy system on the extracted gesture features. Field testing
on Android devices demonstrated effective detection of malicious data stealing activity with

interpretability.
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Alsulami ef al.”7 surveyed a range of data-driven insider threat detection techniques including
neuro-fuzzy systems. They evaluated anomaly detection methods using a public insider threat
dataset. Results showed neuro-fuzzy classifiers performed competitively but required careful
feature selection and optimization. Their analysis emphasized challenges in real-world
deployment of insider threat analytics. (b

According to Bozkir et al.”® a novel method for detecting malware has been .put \hat makes
use of computer vision, manifold learning, and memory forensics. The@u d two image
descriptors, GIST and HOG, in a two-phase analysis of memory d@m\ages. To increase the
robustness of the classifiers, UMAP, a state-of-the-art manif%%}ning technique, was used.
The investigations carried out on the embedding acquir.d@ UMAP demonstrated that it is a
suitable technique that can be applied in the field to ess the issue of feature visualization as
well as the imbalance of classes. In order .m%e strong technique against fileless malware,
the study also recommended a method %ﬂ on volatile memory forensics. It also created and

released a publicly accessible %é)gﬂthat included samples of benign malware as well as

instances of ten different malw%e'families.

Pillai and Siddavatan@lijcussed a technique for detecting keyloggers, which are programs that
can monitor a @wties carried out on a PC and steal sensitive information. The proposed
techni i@)lves using a machine learning algorithm called support vector machine (SVM) to
determing” the presence of keyloggers. The algorithm separates the keyloggers from other
programs by marking them positive if they have predefined functions and negative if they do not.

The study also provides references to related research on keyloggers and computer security.

Fuzzy neural networks and neuro-fuzzy networks have several advantages in constructing

intelligent systems. One of the main advantages is their ability to handle uncertain or imprecise
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information, which is common in real-world problems'®. These models can learn from data and
make decisions based on fuzzy rules, which are more interpretable than traditional neural
networks. Additionally, fuzzy neural networks and neuro-fuzzy networks can adapt to changes in
the input data and can handle non-linear relationships between variables. They are also flexible
and can be applied to a wide range of problems, including classification, regression, and control.

These models can be trained using practical methods, which makes themé%&ssible to

researchers and practitioners in various fields''. E‘\QO

Hybrid models based on fuzzy systems and artificial neural netwo avie evolved over time,
with advances in training methods, interpretability, and dynan%{%%i\itectures. The first existing
hybrid models were developed in the 1980s, and since th. %bre have been constant changes in
the form of training or architecture. In the 1990s, néurg-fuzzy models were introduced, which
combined the strengths of fuzzy logic and .%n orks to create more interpretable models.
In the 2000s, evolving and evolutiona brid models were developed, which can adapt to

changes in the input data and can@ non-linear relationships between variables!'2.

Currently, some of the adv %r? this field include the development of new learning algorithms,
such as deep leaming@ reinforcement learning, which can improve the performance of hybrid
models in co @asks. There is also a growing interest in the interpretability of fuzzy rules,
which ¢ @p sers understand how the model makes decisions. Additionally, there is ongoing
researﬁ the integration of hybrid models with other techniques, such as genetic algorithms

and swarm intelligence, to create more powerful and flexible intelligent systems'%3,

According to Boroujerdi and Ayat'% recent research demonstrates that Distributed Denial of
Service (DDoS) attacks are crucial for maintaining computer security because they can quickly

reduce the effectiveness of their targets' resources. Using an efficient boosting method called
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Marliboost, an original ensemble of Sugeno type adaptive neuro-fuzzy classifiers has been
proposed in this study for attack detection. Two metrics are utilized to assess the performance of
the suggested technique: detection accuracy and false positive alarms. Experimental findings on
the NSL-KDD subset that was randomly optimized show that the suggested ensemble of
classifiers has a greater detection accuracy (96%) than other commonly used machine learning

methods. By using the suggested method, false positive alarms have ad(%m\(}y been

significantly decreased. ,%‘\QO

In another study, a method for detecting abnormal patterns of netw@o?mections is discussed
that combines artificial neural networks, immune systems, @%ﬂo—fuzzy classifiers. It is
suggested to use principal component analysis to solve tl@n problem more effectively.Based
on the use of the suggested methodologies, the i ion detection system's architecture is
presented. The primary benefit of the cre@l ion to intrusion detection is a multi-level
analysis technique: initially, a mixture %daptive detectors is used, followed by a signature-
based analysis. Numerous computati (?experiments are carried out. These tests show that the

chosen techniques are effectivey in terms of false positive, true positive, and accurate

classification rates“”.‘ IQ 5\

In order to disti h between programs with appropriate access and keylogger applications that
may abuse issions, a study by Alghamdi et al.'% aimed to identify each application's set of
rights&torage levels. This keylogger detection method is entirely black-box; it is based on
behavioural characteristics that are shared by all keyloggers and does not depend on the internal
organization of the keylogger. In this study, a model for detecting keyloggers and spyware using
machine learning has been proposed. To recognize the host behaviour while a keylogger is

operating on the system, the model was trained using spyware and keylogger data sets. To
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determine the effectiveness of the system in detecting keylogger spyware, the results was
assessed using a variety of metrics and reported based on the classification report and confusion

matrix.

The detection of phishing is acknowledged as a criminal Internet security concern. These current
hardware-based methods offer an additional line of protection against phishing a@&ults by
installing a gateway anti-phishing in the networks. However, because of the. va @'&} phishing
assaults, such hardware devices are expensive and ineffective to use. A@%ing gateway
with inbuilt powerful machine learning techniques for phishing dde@dﬁm be implemented as
software at the network's edge thanks to promising Virtualizati%%\nologies in fog networks.

Based on a built neuro-fuzzy framework (named Fi '$vve leverage Web traffic data and
uniform resource locator features in this paper to identify phishing websites. We create an anti-
phishing model based on the new stra%}-l)’,\fog computing, as suggested by Cisco, to
transparently monitor andshield users g from phishing attacks. The trial findings of our

suggested method, which were won a sizable dataset gathered from actual phishing cases,

have demonstrated that o@t@m can successfully thwart phishing assaults and increase

network security!?’. ( Q)

In order to %Q’ltelligent intrusion detection systems based on the notion of fuzzy rules,

resear khipova and Polyakov!®

suggests using hybrid models based on neural networks
and fuzzy systems. Using fuzzy logic neurons, the described system will be able to produce rules
based on the outcomes. The most important neurons will be identified using training models
based on extreme learning machine and regularization theory, which will help prevent

oversaturation and aid in identifying the required network structure. In this research, a sort of

SQL injection cyberattack is discussed, which deliberately takes advantage of bugs in software
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that interacts with databases via SQL instructions, and is therefore seen as a simple attack.The
design of the fuzzy neural network used to identify SQL injection threats is multi-component.
The model's first two layers are thought of as a fuzzy inference system that can draw knowledge
from data and convert it into fuzzy rules. These guidelines support the development of automated
tools for spotting SQL injection attacks. A basic neuron with a leaky ReLU activation function
makes up the third layer. Fuzzy neurons make up the first layer, and the 6&} variable
partitioning is used to create their activation functions, which are ' membership
functions of fuzzy sets.The method addresses the issue of selecting the<most effective subgroups
. \ %
of neurons by using the idea of a basic linear regression model. %\x’tic e used the widely used

least angular regression (LARS) algorithm to perform mod@%&tionm.

The research done by Belej and Halkiv!!'” focu5® the development of a network attack
detection system using hybrid neuro-fuzzy : \ﬁn . It starts by discussing the shortcomings of
existing intrusion detection methods an@e importance of identifying new types of network
attacks. It introduces the concépt an intrusion detection system (IDS) and its role in
monitoring networks for ma&%oqs activity. The research emphasizes the changing nature of
network attacks and@Q%d for new detection schemes, including hybrid and adaptive
approaches. T &\arch presents a formal problem statement for identifying network attacks
based on t% lysis of network connections. It describes the steps involved in monitoring
netwo@ivity, from filtering and aggregating packets to storing and interpreting data. The use
of neural networks and data mining techniques for efficient classification of network data is
highlighted!'?.The research presents experiments and results, showcasing the effectiveness of the

proposed integration scheme in detecting network attacks. The conclusion highlights the
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advantages of the developed hybrid intrusion detection system and suggests further research in

applying other hybrid approaches to detecting attacks'!’.

A study presents CaFISKLD, which automatically simulates keylogger patterns with ASCII-
coded sequences and uses a back-to-back combinatorial algorithm for keylogger detection and
analysis. The system also uses a fuzzy inference system to categorize keyloggers to their
severity levels. The system was evaluated and the authors found that it o 60 ed other

keylogger detection methods in terms of accuracy and efficienc!!!. ‘@

According to Pradeepthi and Kannan''?, intruders are increasingly @mg different networks,
and one of the most popular methods for doing so is thrm@hg botnets. The detection and
elimination of bots from a network has grown to@ highly challenging for network
administrators. A growing number of classificatio &nges particularly those involving cloud
security systems, are being solved using ma@?}\kearmng methods. In this research, we present a
novel neuro-fuzzy classification syste he identification of botnet traffic. By deploying an
application on the Eucalyptus cNi)and assaulting the application using several open-source
botnet simulation tools, %aset for the experimentation was produced. With 15,000
occurrences, 56 attr@tﬁs, and an accuracy of 94.78%, the system was successful. When
compared to @malogous systems, the system's false positive rate has been significantly

lowere s%es It of the addition of fuzzy rules''?

Khomutenko et al.!''3 discussed the importance of information risk management in the context of
national security. They highlighted how the rapid development of information technology has
made information systems and their security crucial for maintaining national security. To address
the need for new approaches in risk analysis, the authors propose a neuro-fuzzy model that

combines the benefits of fuzzy logic and artificial neural networks. The neuro-fuzzy model is
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specifically designed for continuous risk analysis and overcomes the limitations of the fuzzy
logical model. It takes full advantage of neural networks and can effectively handle large
volumes of information. They explain that there is a direct correlation between the quantity of
data and the learning speed of the network. The output of the model provides understandable
information that can support balanced and reasoned decision-making regarding information risk
management! 3. Khomutenkoet al.!'* also presents the structure of a neuralég\‘miork and
demonstrates its information processing capabilities. By training the neuro- .Zisﬁtwork with a

dataset, it can provide accurate results based on input data, impp%it’lxg objectivity in risk

assessment. @

Khomutenko et al.!'3concluded that the neuro-fuzzy @l has the potential to enhance
information risk management in terms of interpretability and accuracy. They highlight that the
effectiveness of protecting national interestcj‘{tc ation security depends on the organization

and choice of risk assessment methods. %

One approach mentioned by Ha&e}t al.''*is the use of a phishing webpage detection system
for secure online transactio@iﬁ system utilizes criteria such as Google page rank, IP address
in URL, and quality @Qpage content to detect phishing websites. Another approach involves
the developm @n intelligent Intrusion Detection System (IIDS) for e-banking, which uses
fuzzy 1 i@n data mining techniques. This system aims to assess the risk of e-banking

phishing Websites using various algorithms such as C4.5, RIPPER, PART, PRISM, and CBA!!4,

In another research article, a comprehensive fuzzy-based computational method was introduced
for selecting an efficient approach to detect malicious network traffic. This research aimed to

address the increasing demand for an intelligent and accurate system for detecting malicious

117

traffic, especially in light of emerging cyber threats''’. The proposed mechanism employed a
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systematic approach called fuzzy-AHP TOPSIS to assess the impact of various factors during the

performance evaluation stage of implementation.

The study involved the participation of 70 security experts from various software companies and
academic institutions. They provided their insights on the criteria and linguistic values involved
in the evaluation process. The performance of six different approaches for detectingamalicious
network traffic was evaluated using the integrated fuzzy-AHP-TOPSIS me.tho @e results of
the evaluation indicated that MTD4 was the most effective approach, foll@%@TDS, MTDG6,
MTDI1, MTD2, and MTD3.The study concludes that the propps@echanism can help in
enhancing cybersecurity by providing an efficient and effectiv&ﬂ)&%\of detecting and classifying

+Q

Parfenov et al.’’determined that the use of algori%%~ adaptive neuro-fuzzy networks ANFIS

malicious traffic!!s.

based on various fuzzy rules, which all@ting various network threats, is taken into
consideration within the context of t%%rk. The Sugeno-Takagi, Takagi-Sugeno-Kang, and
Wang-Mendel algorithms, alorN}Qtﬁ neuro-fuzzy networks, enable the classification of
suspicious network traffic. a?quired experimental findings demonstrated that, in terms of
several measures of @Qcation accuracy, the Takagi-Sugeno-Kanga fuzzy inference ANFIS
network is the @e ficient!!S, However, an analysis of the neuro-neural traffic categorization
algorith s'@er ormance revealed that the computational resources used by the suggested
appro& were negligible. It is possible to process data collected from the security information

and event management system using the built modules''¢.

Ashwini and Vadivelan!''7observed that in a cyberattack called phishing, the attackers use a
variety of methods to find their victims. Phishing frequently makes use of phishing businesses

and email spoofing to use the internet for nefarious intentions'!”. In today's modern world of
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social media that produces negative encounters, electronic trades are vital. New investors can
learn from their investigation about alternative problem failures and patterns from the recent past.
It is possible to predict Trojan sites using fuzzy neural network models. Prior research has
attempted to forecast spam emails using various approaches for data processing identification;
however, these algorithms have a high failure rate. Due to the reduced failure and better

precision, this aids in increasing the efficiency of faded neural systems!'!”. ’&\

Q

Pham et al.''® emphasized that the detection of phishing is acknowledge%'a\qgninal Internet

security concern. These current hardware-based methods offer an i6nal line of protection
against phishing assaults by installing a gateway anti—phis%@%\n the networks. However,
because of the variety of phishing assaults, such hardwar. @ices are expensive and ineffective
to use''®, An anti-phishing gateway with inbuilt rful machine learning techniques for
phishing detection can be implemented as Q;fj%&e at the network's edge thanks to promising
virtualization technologies in fog networ%Based on a built neuro-fuzzy framework (named Fi-
NFN), we leverage Web traffie{data=and uniform resource locator features in this paper to
identify phishing websites. As%ﬂ;i,—phishing model based on the novel method of fog computing
promoted by Cisco @%’%d in order to transparently monitor and defend fog users from
phishing assau tséw trial findings of the suggested method, which were based on a sizable
dataset ga%r from actual phishing cases, have demonstrated that their system can

success thwart phishing assaults and increase network security'!®,

According to the type of crime, the victim, and the basis (short-term or long-range/term) of the
effects of cybercrime on the Internet, Alali et al.!'® define the effects of illegal actions. Many
nations are currently dealing with a variety of cyber dangers, such as DoS (and DDoS) attacks,

viruses, defamatory websites, spam, and phishing emails.
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Due to the increasing prevalence of cybercrimes, it has become crucial to detect and assess
security risks associated with acquiring data from emerging technologies. This is essential for
gaining an understanding of how these technologies could potentially be exploited or misused'"”.
In order to effectively counter online attacks, it is imperative to develop a distinctive strategy for
assessing cybersecurity risks. In this research, we propose utilizing the fuzzy inference model
(FIS) to generate risk assessment outcomes. This assessment is based on four key$ ariables:
vulnerability, threat, likelihood, and impact. These variables help define y rum of risks
that could potentially jeopardize any entity, and the aim is to address and resolve such issues for

the entities under consideration!?!. They have conducted numer’{%\valuations on these issues,

and the outcomes of the study ultimately demonstrate thg‘{k%?gth of our suggested course of

action!!?. @

As a consequence of the increase in .\v@eﬁecurity vulnerabilities, network security
administrators are now more concemed@ identifying the possible attack path of an attacker
and fixing flaws. We put forth a @t od for predicting network attack paths, which relies on
a combination of a knowle?@aph and an attack graph model. This approach aims to address

the shortcomings of @%

while ignorin; t KQrucial roles that network nodes play'?’. In this method, the central

ethods that primarily predict attack paths in perfect conditions

component 6 knowledge graph. It incorporates the quantitative indicators from CVSS for
individ ulnerabilities and combines them with a network security evaluation approach to
calculate potential attack paths'?’. According to experimental findings, this method can assess
the security risk of networks and nodes, which may identify the potential attack path of the

attacker and determine the risk value of that path. Additionally, it may rank each network node

38



along the way and offer suggestions for fixes. As a result, this technique can serve as a

foundation for the application of security protection measures'?’.

A keylogger attack is a sort of cyberattack in which keystrokes on a target device are recorded
using software!?!. Attacks of this nature can be used to steal private information, such as login
information and credit card details. Keylogger attacks are frequently directed agai@&certain

&

people or groups, and the attackers may be aware of the systems and conﬁg.ura @ the target
in advance. Depending on the kind of information the attacker is attemﬂ@ eal, they will
choose one of the several keylogger attack techniques available. An Iéer might, for instance,
set up a hardware keylogger on the target's computer to lo%&%&eystrokem.An alternative
would be for the attacker to create malicious software tl@rds keystrokes and sends them to
a remote server. Keylogger attacks are challengin @ot since the keylogger software can be
passed off as a legitimate program or run co@%ﬂ e background. There are several indicators,
nevertheless, such as odd computer acti@ or strange network traffic, indicating a keylogger
attack may be underway. Using aeliable antivirus application and keeping all software updated
are the best ways to guard ag%lsq keylogger attacks. Users should also exercise caution when

opening attachments @i on hyperlinks that originate from unidentified sources'?!.

Reviewing th @ior works, neuro-fuzzy techniques show strong promise for enhancing
keylogg;’ ?tection compared to other machine learning approaches. The integration of fuzzy
logic and¥eural learning provides capabilities to model complex typing behaviours, adapt to new
threat patterns, and provide interpretable outputs. However, there remain significant research
gaps, such as evaluating robustness against adversarial evasion attempts. As keylogging attacks
grow more sophisticated, developing intelligent neuro-fuzzy predictive models offers a potent

defensive technique worthy of continued research.
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CHAPTER THREE

QQ Methodology

3.1 Methodology
According to Igwenagu'??, methodology refers to the theoretical analysis and framework
underlying the methods used in a field of study. It involves conceptualizing the paradigms,

models, phases, and techniques comprising a branch of knowledge'?’. In other words,
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methodology provides justification for why certain methods are chosen to conduct research,

collect data, and calculate results.

In contrast, methods specifically delineate the processes, data collection modes, and outcome
calculation means'?*, Methodology does not define the actual methods themselves. Rather, it
establishes the philosophical approach validating the application of those methodsz')&\cbﬂ
0
Overall, research methodology is the overarching strategy gujdig&sgl y design, whereas
research methods denote the practical procedures and tools @(ecuting the research and
obtaining information'?>. Methodology frames an appro resolving research problems.
Methods outline techniques for gathering and analyz@ to derive solutions.

Methodology offers a theoretical lens for the rqﬁ\% . Methods provide specific instruments for
collecting, interpreting and evaluating agﬁ. Distinguishing between the two allows for

research that is philosophically-grour@nd practically-implemented.

DEVER R
processing

Data base




Neuro Network component

Fuzzi Logic component

Integration

Training and
Validation

Evaluation

C')Q Deployment and Monitoring
A

Vg

Figure 3.1 System model

3.2.1 Detay_---_l e e e
Q Data collection
ii.  Data preprocessing
iii.  Fuzzy logic component
iv.  Neuro-network component

v.  Integration
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vi.  Training and validation
vii.  Mitigation Strategy
viii.  Evaluation

ix.  Deployment and monitoring

33 The Detailed Model @

3.3.1 Data Collection s -

Data collection involves the systematic gathering and measureni@alformation related to
variables of interest. This process is carried out in a structure@:ner that allows researchers to
address specific research questions, test hypotheses, d@&ss outcomes. A vital component of
research in many disciplines, including the humanities; business, social and physical sciences,
and more, is data collection. Although e@:'t)xchniques may vary based on the discipline,
obtaining accurate and genuine data ¢ ng is always the main goal. Data can be collected
using various approaches, includ%%glitative, quantitative, and mixed methods.
%w
N

Qualitative Data: Q@Qve data typically consist of non-numerical information, often taking
the form of d @Ve or nominal data, which means it is expressed in words and sentences.
This t c@at often, though not always, captures feelings, emotions, or subjective perceptions.
Quali@ research methods commonly employed in evaluations can be categorized into three
primary groups:

i.  In-depth interview

it.  Observation methods

iii.  Document review.
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Quantitative Data: Quantitative data is characterized by numerical values that can be subjected
to mathematical calculations. It often involves measurements of various variables. Quantitative
data can be classified into different scales, which include nominal, ordinal, interval, and ratio
scales. Typically, quantitative research approaches aim to answer questions related to "what" in a
program. 6&\“0‘

Quantitative data is gathered using standardized data collecting tools an. sampling to
group a range of events into predetermined answer groups. Quantitatiglg;ta produces outcomes
that are easily reported, compared, and extrapolated. Open- surveys, questionnaires,

interviews, focus groups, observation, case studies, probabili Zgarnpling, and document review

are common techniques used to collect quantitati@ These techniques are used for data
collection in both online and offline environ&ej\\ﬁ

Mixed Methods: A mixed metho% proach in research integrates both qualitative and

quantitative research techniqu methods into a single research framework. It can also take

an
"
many different forms \@ sing different methods in one study or combining approaches
from different phases of*the research process. Typical areas where mixed-method approaches are
utilized enco‘%&:

1. @%ng, designing, developing, and expanding interventions.

ii.  Evaluation.

iii.  Enhancing research design.

iv.  Corroborating findings, data triangulation or convergence.
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In this project, a qualitative research technique was employed to investigate the subject matter.
The dataset used for this study was sourced from Kaggle at the following URL:

https://www.kaggle.com/datasets/subhajournal/keylogger-detection. This dataset, consisting of

523,617 data samples, was originally obtained from the Cybersecurity and Infrastructure
Security Agency (CIC) website. It includes a diverse range of data instances, encompassing both

keylogger and benign data (non-attack) samples. The dataset's class distribution is é&; OWS:

e Benign Data: 309,415 Observations E‘\QO
%w

o Keylogger Data: 214,202 Observations

This dataset serves as the foundational cornerstone of our F@@ch, offering significant insights

into the behaviors and impact of keyloggers within ﬂ%& of cybersecurity.
%w

Figure 3.2 shows SQ% of the raw data representation of network flow features, where each

row corresp‘o%to a network flow and each column represents a different attribute or

charaz@of that flow
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1| 2172.217.3.172.217.3. 443 10.42.0.15 30750 6 SRR 45 2 o 35 0 35
3 | 3 10.42.0.2110.42.0.21 23025 10.42.0.1 33 17 sHiHEREH | 541699 1 1 33 225 33
6 | 410.42,0.21 10.42.0.21 32602 123.129.2¢ 443 O #HHHEERH 7310795 3 i} L] 0 i}
| 5/173.154.2010.42.0.15 57625 173.194.2( 443 6 R 7722 2 0 0 0 i}
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Figure 3.2: Snippet of the raw data

Q

Q\\J

S
S

, organized, and transformed as needed. This step

3.3.2 Data Preprocessing
Before using the data, it needs to be cl
might include handling missing4alues; removing outliers, and encoding categorical variables.

Data preprocessing ensures that\the data is in a suitable format for modeling.

S
Algorithm 1: AlgoritQmjg data preprocessing

N

1. Begi

2. rt raw benign and malicious keystroke data
3. Check for missing values and inconsistencies

4. Normalize features like timing, latency, etc.

5. Structure data into training, validation, and test sets
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6. Apply feature extraction methods as needed

7. Output cleaned dataset for modeling

8. End

3.3.3 Fuzzy Logic Component &b
This part refers to the integration of fuzzy logic within a predictive mod%.&g@ logic allows
one to handle imprecise and uncertain data, which can be ben%al in the context of

'\
fgn).

cybersecurity where not all information is binary (either maliciou %ﬂ
‘<S %

Algorithm 3 - Fuzzy Logic Component : 4

e
N

2. Define input variables like key sp eoQaj ¢y, eftc.
3. Determine linguistic term%@ts like Very Slow, Moderately Fast etc.

4. Construct fuzzy membe%z?p functions for input terms

5. Develop fuzzleQ%zse defining anomalies

6. Build@ni—slyle fuzzy inference system
Y

3.3.4 Neuro-Network Component
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The neural network component involves creating a neural network (e.g., deep learning model)
that can learn patterns and make predictions based on the input data. In this case, it is used to

detect keylogging attacks or malicious behavior.

v. Integration: This step involves combining the fuzzy logic and neural network components into

a single hybrid system. The integration ensures that both components work together g&mlessly

and complement each other's strengths. @'&
Y
Algorithm 4 - Neural Network Component :
1. Begin %\
2. Design deep neural network architecture Q

3. Compile model with loss function, optlmlz@
4. Train neural network on keystrokg< @l batches

5. Tune hyper parameters to opt@' model accuracy

6. Select optimized trainWel
7. End < Q)

\a
AQ
=

335 '@ng and Validation

The model needs to be trained using historical data. Training involves exposing the model to past

instances of keylogging attacks and non-attacks. Validation is the process of assessing how well

the model performs on the given data to ensure it can generalize effectively.
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Algorithm 6 - Training and Validation

1. Begin

2. Train neuro-fuzzy model on prepared training datasets &b
3. Evaluate model accuracy on unseen validation data ‘%‘\QO
%w

4. [Iteratively refine model hyperparameters . ‘\\a

N
5. Repeat steps until optimal validation performance_ AQ
N
6. End QQ
O
>

3.3.6. Mitigation Strategy %

This aspect focuses on how the el will be used to mitigate keylogging attacks. Once an
"
attack is detected, what s will be taken? This might involve alerting the user, blocking

malicious input, orgé}h%enting other security measures.

Algorithm ’f%gation Strategy
Q
S/

1. loy trained neuro-fuzzy model for real-time monitoring

2. Continuously analyze new user keystroke data

3. Model predicts attack likelihood based on key patterns

4. If attack predicted, block keylogger and alert user
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3.3.7 Evaluation
After deploying the model, it is important to evaluate its effectiveness. This includes measuring
its ability to detect and mitigate keylogging attacks accurately. Evaluation metrics, such as

precision, recall, and F1-score, can be used to assess the model's performance. ¢ @a

3.4 Metrics for Performance Evaluation of the Model \
3.4.1 Accuracy

Accuracy serves as a crucial metric for assessmé%%nance especially in the context of

classification tasks in machine leai?)%%? data analysis. It quantifies the ratio of

correctly predicted instances to t%

computed using the follow{) ula:

Accuracy = nber of Correct Predictions

‘ Q otal Number of Predictions

Implicatﬁ%[ Accuracy Values:

v &h Accuracy: When the accuracy score is high, it indicates that the model is making

instances within a dataset. The accuracy score is

correct predictions for a substantial portion of the dataset. This means that the model's
performance in accurately classifying or categorizing data is strong and reliable. A high
accuracy score suggests that the model is making correct predictions for a large portion of

the dataset. This can be indicative of a well-performing model.
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v" Low Accuracy: Low accuracy may suggest that the model is making a significant
number of incorrect predictions. However, it is important to consider the class
distribution in the dataset. In cases of imbalanced datasets (where one class is much more
prevalent than the other), high accuracy can be misleading. For instance, if non-attacks
are much more common than keylogging attacks, a model that always predicts non-

attacks can still have a high accuracy. &b

3.4.2. Precision ‘%

Precision is a crucial performance metric used in the evaluaﬁ@glassiﬁcation models,
especially when dealing with binary or multi-class classi@hn problems. It measures the
accuracy of the positive predictions made by the m @@eciﬁcally the ratio of true positive

predictions to the total positive predictions. Precision is*¢alculated using the following formula:

Precision = Q{Lositives (TP)
S
Tm&@éitives (TP) + False Positives (FP)
5?

Implications of Precision @S

v" High Preck&)'n. A high precision score indicates that when the model predicts a

keyk@ attack, it is very likely to be correct. This is valuable when the cost of false

(false positives) is high, and one wants to minimize them. However, a very high
precision may result in missing some actual keylogging attacks (false negatives).

v" Low Precision: Low precision means that the model is making many false positive

predictions. This could lead to a high number of false alarms, which may not be

acceptable in security applications.
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3.5 Implementation requirements
The requirements for developing the model can be categorized into two main parts: software and
hardware requirements. An essential component for model analysis includes both the keylogger
and benign data (non-attack data).

a. Software Requirements

QP

i.  R-studio %’&
ii.  Microsoft Excel Spreadsheet E‘\QO

b. R modules.
modules ) 6’3

i.  The frbs package.
N

c. Hardware Requirements ° QQ

i.  HP, intel-inside, Celeron(R) CPU Q16GHZ processor, 4GB RAM, 64-

"
O

3.6  R-Studio Q:b‘

bits OS.

R-Studio is an integrated de&l%?ent environment (IDE) designed for the R programming
language. It encompa @%us features, such as a console, a syntax-highlighting code editor
that allows for diréct code execution, and a range of tools for tasks like data visualization,
version hist@bugging, and managing workspaces. R-Studio comes in both open-source and
comn@giitions and is compatible with desktop operating systems like Windows, Mac, and

Linux. It can also run in a web browser when connected to R-Studio Server.
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Figure 3.6 R-studio screen QQ
3

3.7 Justification for Choice of ProgrammingQaj}uage

R is a versatile programming languaé)@ software environment primarily used for statistical
analysis, creating graphics, and rating reports. It supports integration with procedures
written in other languages li 4%.&++, .NET, Python, or FORTRAN to enhance efficiency. R is
entirely free and op‘e\n'che, with a thriving community of active members.

Q

It's pl t@gnostic, running seamlessly on various operating systems, including Linux,
Windows) and Mac. R boasts an extensive library of packages designed for machine learning and
benefits from a global repository system called the Comprehensive R Archive Network, which
provides access to the latest versions of code and documentation for R. You can access this

repository at https://cran.r-project.org/.
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R includes a package known as the frbs package, which is written entirely in R. This package is
designed to implement the most commonly used FRBS (Fuzzy Rule-Based Systems) models,
specifically the Mamdani and Takagi Sugeno Kang (TSK) models. Both of these methods are
available within the frbs package, allowing users to work with fuzzy logic and fuzzy rule-based

systems in R.

&

@%
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Chapter Four

Design And Implementation
4.1 Design

Design is the deliberate process of defining key elements of a system such as architecture,
modules, components, interfaces and data based on specified requirements and constraints'?’, It
involves systematically developing conceptual models, prototypes and final produc@ satisfy
the needs and goals of an organization or end user. Rigorous design a structured,

methodical approach to manage the scale and multifaceted nature 0 complex systems

problems'?’. &%\

Research design refers to the overall framework and&ﬁ@actlon for a research project or study.
It encompasses decisions about subject recruitn‘@experiment sites, variables to measure, data
collection methods, and procedures for,d aly31s in order to adequately address the core
research questions and hypotheses128 §)'und research design aims to yield results that are
deemed credible, valid, and gerMable by providing robust statistical controls and logical
justifications for the many o@;ﬂinvolved in gathering, processing, and interpreting data'’.

N

Systems desi Q be viewed as the application of systems theory, systems thinking, and

127 However,

syste eering principles to the development of products and services
substantive exploratory research and investigation is an essential precursor to the design of any
complex system or product. This upfront research provides critical insights needed to guide
design decisions and uncover innovative design alternatives'?’

Research itself involves the systematic, structured pursuit and investigation of new facts,

relationships and information in order to expand knowledge and understanding in a particular
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subject area or domain'?. It relies on controlled observation, measurement, experimentation,
modeling and qualitative or quantitative analysis to uncover non-obvious patterns, principles,
and conclusions. Credible research expands the boundaries of human knowledge and provides an

evidence base for rational decision-making and design work!?’.

In summary, rigorous systems design justified by exploratory research can lead&novaﬁve,
high-quality systems solutions that truly address customer needs and solv x real-world
problems!?”128129 = A thoughtful research-driven design process is ki t% developing credible

systems, products, and services that create value for organization'@ben users alike.
4.2 Research design ‘ @

In the proposed model, Hybrid neuro-fuzzy ififérence system (HYFIS) is developed, trained and

tested using R-studio software. The s@nvolved in the development of the system are:
ckage

i.  Install and load FRBS %'\

ii.  Prepare data Q'Q

ii.  Split data iﬂ%2 part- Train and Test

—

i

—

iv.  Constructthe FRBS model. which is done by executing frbs.learn()
. @%he model with training data

vi.  Test model accuracy with test data

<

vii.  Model prediction

viii.  Report or summary of the model.
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Fig 4.1 Shows the HYFIS Model

Figure 4.1 HYFIS model system

S
4.2.1 Use-Case \)

"
A use-case is a method @d in system analysis to identify, clarify, and arrange system

requirements. It copsi f a collection of potential sequences of interactions between systems
and users w@peciﬁc environment, all associated with a particular objective. Use-cases
posse %lowing characteristics:

e They help in structuring functional requirements.

e They document the sequences of events from initial triggers to the desired outcomes.

e They serve as a model for understanding the objectives of interactions involving different

actors.
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Figure 4.2 presents the use case model for the proposed system. The model shows the major
actions to be performed by the user of the system, which is: the team Administrator. He has

access to the major operations which are: UPLOAD, RUN, OUTCOME and EXIT.

~

UPLOAD THE : ®

/
S
/ RESU LTS» ‘%.\%
. Q-
\

RUN .%‘\\d
)

OUTCOME hg

o

Administrator
EXIT

NN /

N\ -

Figure 4.2 Use-case diagram of the proposed system

N/

UPLOAD This allows the user to upload his/her component data collected in an

accep%@m.
RUN: Data would be loaded immediately

OUTCOME: This will display the outcome of the run data.

EXIT: The user leaves the application arena
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4.2.2 Activity diagram

An activity diagram is a type of behavioral diagram that illustrates the behavior of a system. It

visually represents the flow of control from a starting point to an ending point, highlighting the

different decision paths that come into play during the execution of an activity.

Fig 4.3 shows the activity diagram for this study.

User Upload data |)

N

>

N

\J
»

Q
W

v

4

Execute

A

Outcome

Exit
Figure 4.3 Activity diagram of the proposed system
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4.2.3 Sequence diagram

A sequence diagram is a visual representation that shows the interactions between objects in a
sequential or chronological order, indicating the precise sequence in which these interactions
occur. Sequence diagrams are also sometimes referred to as event diagrams or event scenarios.
They are particularly useful for illustrating the way objects within a system collaborate and

operate, detailing the specific order of these actions. The sequence diagram f@ study is

shown in Figure 4.4. ,%.‘\QO
Q"

¥ RS

Upload Run Outcome
Data

Y
Acces$ Granted Run | \ Q
[k 1

\y@
« Qo

A 4

Exit

Y _
N
O
Q\J

=

Figure 4.4 Sequence diagram of the proposed system
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4.3 Implementation phase of the model

4.3.1 Defining the input variable (crisp values)

The input variables for the model consist of keystroke dynamics features extracted from the
dataset. The original dataset was obtained from the Cybersecurity and Infrastructure Security

Agency (CIC) website and contains 523,617 samples as cited in chapter 3. It 1}1&& s both

benign (non-attack) and keylogger data.

The dataset has th

e following class distribution:

e Benign Data: 309,415 samples

o Keylogger Data: 214,202 samples

The input variables are shown in Table 4.1 below.

>

Table 4.1 Input variable name used from the data

NUMBERING | INPUT VARIAB@O"
A
1 Serial \)
'\

Q\

2 Fl@‘i
AN
3 %}S‘)urce 1P
A0

4 V Total Fwd Packets
5 Total Backward Packets
6 Fwd Packet Length Min
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7 Bwd Packet Length Min
8 Flow IAT Min
9 Bwd IAT Min
10 Fwd PSH Flags
11 Bwd PSH Flags
12 Fwd URG Flags
13 Bwd URG Flags
Q
14 Fwd Header Length ‘ﬁ N
O
15 FIN Flag Count -~
QY
16 SYN Flag Courlty )
'\

L

17 R@‘&punt
L \\
18 NPSH Flag Count
N g
=\

19 ‘\) ACK Flag Count
20 URG Flag Count
21 CWE Flag Count
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22 ECE Flag Count
23 Down/Up Ratio
24 Fwd Header Length.1
25 Fwd Avg Bytes/Bulk
26
27 Fwd Avg Packets/Bulk
28 Fwd Avg Bulk Rate
29 Bwd Avg Bytes/Bulk \
o X
30 Bwd Avg Packets/Bulk ‘ ‘\\‘ ’
31 Bwd Avg Bulk Ra@bﬂ'
A
32 Subflow Packets
O
33 ubflow Fwd Bytes
@5‘
N
34 Q | Subflow Bwd Packets
35 act data pkt fwd
36 min_seg_size forward

37

Protocol
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38 Bwd IAT Total
39 Bwd IAT Std
40 Bwd IAT Max

Avg Bwd Segment Size
41 Max Packet Length
42 Avg Fwd Segment Size
43 ClassAttack

This data contains 2 cells 1

Keylogger. In order bé%; to analyze the data with Neuro-Fuzzy model this Class output

>

4.3.2 Defining the output Variablxj()

need to be conver%{yto quantitative data as shown below.

xce which are qualitative data. That can be either Benign or

As seé@%ble 4.2, the qualitative classes "Benign" and "Keylogger" have been assigned the

numerical labels 1 and 2 respectively. This allows the qualitative categories to be analyzed

quantitatively using the Neuro-fuzzy model. The Benign class is designated as 1 for non-attack

data, while Keylogger is designated as 2 for attack data.
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Table 4.2 Classification label for Attack and Non Attack

Class Quantitative value

Benign Data(non attack) | 1

Keylogger Data (attack) | 2

4.3.3 Inputting of data interface . @.’
Figure 4.5 shows the R code for importing a dataset fr@cﬂ?e specified CSV file path

["C:/Users/user/Desktop/business/Ayobami/ archive%@er_DetectiondataShce.csv"] and

stores it in the variable resultData as a data fram&& her analysis.

S

resultData<- read.csv(file = "C:/U

Figure 4.5 Importing of the dCf)@%ﬁle storage

Figure 4.6 s S}Zrocess of checking for missing values in the dataset (resultData) using the
line o @lm(is.na(resultData)). This line calculates the total number of missing values by
summing the instances where the is.na() function identifies missing values. Following this, the
code newData <- na.omit(resultData) is employed to create a new dataset (newData) that
excludes rows with missing values from the original dataset. Handling missing values in this
manner is a standard preprocessing step in data analysis, ensuring the completeness of the data
used for subsequent analysis or modeling."
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sum{is.na{resultData))

newData<- na.omit(resultData)

Figure 4.6 Checking and removing of missing values .&\(,b

Figure 4.7 shows the removal of unnecessary columns from the data\édi;gs'ﬁndicated by the lines

of code: these lines of code create a new variable newDa%@%ahle and assign the entire

content of the dataset newData to it. Subsequently E@lumns from the 4th to the 43rd

(inclusive) are selected and assigned to newData. Qle, effectively removing the first three

columns that are deemed unnecessary for th \é‘éen n task.

newData.variable<-newData
newData.variable <- newData[1l:nrow(newData), 4:44]

Figure 4.7 Removing of column that@(;}actor in the prediction

Figure 4.8 sh. @ selection of input data for modeling purposes, as demonstrated by the
following I@S code: these lines create a new variable new.data.input and assign to it the first
39 columas of the dataset mewData.variable. This operation involves selecting all rows
(1:nrow(newData.variable)) and the columns from 1 to 39, effectively extracting the input

features for the modeling process. The objective is to disregard the last column, implying that it

is designated to be used as the output variable in the predictive model."
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new.data.input <- newData.variable[1:nrow(newData.variable), 1:48]

Figure 4.8 Removal of the output

Figure 4.9 illustrates the dataset splitting process, employing the sample.split() .'r&n from
the 'caTools' library. This function randomly allocates 70% of the data N%ng (split ==
"TRUE") and the remaining 30% for testing (split == "FALSE"). The re ltlng split variable
(split) is showcased, and two datasets, namely train and test. da%%é enerated by subsetting

newData.variable based on the split condition. . Q

library(caTools)
split<- sample.split(newData.variable, SplitRatio =8.7)

split
train<- subset(newData.variable, split==
test.data<-subset(newData.variable, spli

Figure 4.9 Splitting of the data into training and¥esting sets

0\

Figure 4.10 showcasthjQrocess of preparing test data for analysis through the following code:
a duplicate va b@ t.splitting) is generated to facilitate thorough examination of the test data.
Followin @s, the test.input variable is crafted using the select() function from the dplyr
package, Ypurposefully excluding the ClassAttack column. This deliberate separation aims to
distinguish input features from the output variable, optimizing the data structure for analysis and

simplifying input into machine learning models.
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tst.spliting<-test.data

test.input=select(tst.spliting, -specialize)

Figure 4.10 Display of input of the testing data
Figure 4.11 illustrates the extraction of the output variable for speciats \?stis: In this
context, these lines of code construct the test.output matrix, inclydi ity the values from the

40th column of the test.data dataset. This operation is desigr&o@solate the output variable,

facilitating focused analysis. ) '$

test.output <- matrix(test.data[l:nrow(test.data), 41], ncol = 1)

O

Figure 4.11 Display of output of the testing data (b,

N

These lines of code in R, d %31'1\11 Figure 4.12, are dedicated to fuzzy logic modeling utilizing
the frbs package. Th@ down is as follows: control <- list(...) establishes a comprehensive
list of control @\Fers essential for configuring the fuzzy logic model. These parameters
encom s@r ettings such as the maximum number of iterations (max.iter), step size
(step.gtypes of t-norm (type.tnorm) and s-norm (type.snorm) operations, the method of
defuzzification (type.defuz), the type of implication function (type.implication.func), and a

user-assigned name (name).

object.train <- frbs.learn(...) utilizes the frbs.learn function to train the fuzzy logic model. The
critical parameters passed to this function include:
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v' train: The training dataset.

v range.data: The range of the data, automatically computed from the training data if set to
NULL.

v method.type: The method used for learning, set to "HYFIS," representing a fuzzy
inference system.

v" control: The control parameters defined earlier. %'(\

Upon execution, the trained fuzzy logic model is stored in the object.trai \51 , ready for

deployment in making predictions or inference based on new data., ‘6'\

control <- list( max.iter =18 tep.size = 6.1, type.tnorm

, type.implication.func
object.train < rbs.learn(train, range.data = NULL
control)

N/
Figure 4.12 The HYFIS Model and the parameter nee'g%i the prediction

In Figure 4.13, there's an img%rt}ﬁne of code that uses a trained fuzzy logic model (kept in

object.train) to makt@ns about what might happen given some input data (test.input).

Basically, this codéQf ps create predictions, and these predictions are saved in a variable called

pred.

pred <- predict(object.train, test.input)ip:

Figure 4.13 The prediction of the class of attack given only the input

In figure 4.14 the line of code pred = floor(pred) is designed to round down the values stored in

the variable pred to the nearest whole number. This is achieved using the floor function, which
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adjusts each element in the pred variable to the closest integer that is less than or equal to the

original value.

pred=floor(pred)

Figure 4.14 The conversion of decimal to whole numbers
AL
N2

Figure 4.15 lines calculate and print the mean squared error, providing a quantitative measure of

. "
the prediction accuracy by comparing the predicted values (predgkéh e actual output values

(test.output). é

[ ]

err.MSE <- mean((test.output - pred)"2)
print{err.MSE)

Figure 4.16 The calculation of MSE the closer to zer: re the accuracy

Q

In figure 4.16, the code my, ata <- data.frame(test.output, pred) constructs a data frame
named my_data by r@&he original output values (test.output) and the predicted output
values (pred) us@uhe data.frame function. Subsequently, the line my_data prints this
resulting data e, allowing for a straightforward side-by-side comparison of the original and
predic@utput values. Essentially, these lines enable a visual evaluation of the model's
predictive accuracy by presenting the information in a structured format within the my_data data

frame.
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data.frame(test.output, pr

Figure 4.17 The comparison of the original and predicted data set

45

35 ’ .
MR VAR TeATEIE N

-2 _I VU IUVU VUV\_’ pred "

Y
Figure 4.17 The line of the original data(test.output) and the predic )Mpred)
° &

~

45

40

35

30

25

pred
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Figure 4.18 Original data (test.output) and the predicted(pred)
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Metrics for Performance Evaluation of the Model

Accuracy 99.62
Precision 66.67
4.3.4 Outputting of data interface ) @

Figure 4.17 below is the output. The output provides key information about %&ained fuzzy
logic model, including its name, training method, the attributes used in traihing, and the range of

values observed for each attribute during the training data 1ntervzﬂ)s\®)tlonally, it outlines the

characteristics and data ranges encapsulated in the trai%&@del.

range of class labels observed during training. This summz@aluable for understanding the

summary{object.train)

Ayobami
: HYFIS
Total.Fwd.Packets Total.Ba ard.Packets Fu t.Length.Min Bwd.Packet.Length.Min
n Fud.PSH.Flags Buw Flags Fwd.URG.Fla .URG.Flags Fwd.Header.Length FIN.Flag.Count
nt RST.Flag.Count PSH.Flag K.Flag.Count UR .Count CWE.Flag.Count ECE.Flag.Count Down.Up.Ratio

es.Bulk Vg . Pac s.Bulk Fwd.Avg.Bulk.Rate Bwd.
.Avg.Bulk.Rate Subflow.F ch flow. Fwd . Bytes Subflow
e_forward Pr AT. wd . Std Bwd.IAT.Max
.Packet.Length A <

&

Figur@% describing the characteristics of a Fuzzy Rule-Based System (FRBS) model. Let's

break down each aspect:

1. Type of FRBS Model - "MAMDANI":
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e This refers to the Mamdani-type fuzzy inference system, which is a common and
well-established approach in fuzzy logic. Mamdani systems use fuzzy rules to
represent human-like decision-making processes.

2. Type of Membership Functions - "GAUSSIAN":

e Gaussian membership functions are a type of fuzzy set membership function.

They are bell-shaped curves resembling a Gaussian distribution. %&nctions

are often used to model uncertainty or imprecision in a fuz‘z@g@stem.
'3

3. Type of t-norm method - "Standard t-norm (min)":

e The t-norm (triangular norm) is an operation use’{%\fuzzy logic to compute the

truth value of a conjunction (AND) of hyié&%zy sets. The "Standard t-norm

(min)" specifically refers to the mi@perator, a common t-norm used in

Mamdani-type fuzzy systems. * @

4. Type of s-norm method - "Stan%' orm'"':

e The s-norm (trian%ling%orm) is an operation used in fuzzy logic to compute

the truth Value%fa isjunction (OR) of two fuzzy sets. The "Standard s-norm"
"

typicalli;@t the maximum operator, a common s-norm used in Mamdani-

type\Q% systems.

5. Type uzzification technique - "modified COG":

QQ Defuzzification is the process of converting fuzzy output into a crisp value.
"Modified COG" stands for modified Center of Gravity, which is a
defuzzification method. The Center of Gravity (COG) method finds the center
point of the area under the fuzzy output curve.

6. Type of implication function - "ZADEH"':
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e Implication functions are used in fuzzy logic to model the relationship between
antecedent and consequent fuzzy sets in a rule. "ZADEH" refers to the Zadeh
implication, which is a commonly used implication function in fuzzy logic. Zadeh

implication is associated with Mamdani-type fuzzy systems.

g"

Type

[1] "MAMDA

Type of membership functions:
[1] "GAUSSIAN"

Type :

[1] "% d t-norm (min}"
Type rm method:

[1] ™ s-norm’

Type ; ion technigue:
[1] "mod

Type of implication function:
[1] "ZADEH"

Figure 4.18 The characteristics of a fuzzy rule-based system(F;?BS) model
?:j:\-/
P

Figure 4.19 displayed data ft My_data presents a side-by-side comparison between the
actual output values ( es@@)ﬂ and the predicted output values (pred) from a model. Each
row corresponds to rgance in the dataset, and here's what each column represents:

. test.ﬂ%&gl'his column contains the actual or observed output values. In this specific

, it appears to consist of two classes denoted by the values 1 and 2.
e pred: This column contains the predicted output values generated by a model. It
represents the model's predictions for the corresponding instances in the dataset.

For each row, you can see how well the model's predictions align with the actual output values.

In the example provided, the values in the pred column are compared with the corresponding

values in the test.output column. For instance, in row 4, the actual output is 2, and the model
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predicted 1. This comparison continues for each row, indicating the performance of the model in

predicting the output classes.

[1] @

> # comparing the oringinal output with the predicted output
> my_data <- data.frame(test.output, pred) # Apply data.frame function

> my_data # Print data frame
test.output pred
1 1

=

M

Y]

2
1
1

R = R S XY
L e T T S S e B S S L S S T = S SU R =)

[ Y]

Figure 4.19 The MSE and the original and predict@ut

N

4.4 Result discussion. %"
This research impled@& a neuro-fuzzy model using the FRBS package in R-studio to detect

keylogging att ased on keystroke dynamics. The model was trained through 100 iterations

to learn fm@e patterns in the data.

The dataset contained over thousand keystroke samples labeled as either legitimate or keylogger
attack. It was divided into training (70%) and testing (30%) sets to evaluate the model's accuracy.
Training allowed the model to identify subtle differences between benign and malicious

keystroke patterns.
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After training, the model classified each sample in the test set as either a legitimate user or
keylogging attack. These predictions were compared to the true labels to measure the model's
precision. As illustrated in Figure 4.17, the model achieved 99.62% accuracy on the test data
with a low 0.378 mean squared error.

This high accuracy and low error rate demonstrates the model's ability to }@ discriminate

AN\

between genuine user keystroke sequences and patterns associated with keyloggers. The neuro-
'3
fuzzy approach was able to learn nuanced relationships betweer}@hol times, press latencies,

and other dynamics to identify anomalies indicative of auhom&%logging.

In summary, the results show the neuro-fuzzi n;{@?an leverage keystroke dynamics to reliably

detect keylogging attacks. With further e%' ent, this technique could be deployed as part of

an adaptive cybersecurity system to @(fy unauthorized loggers and protect against credential

theft or data exfiltration. Th MI provides a strong foundation for Al-based behavioral
M

"
biometric solutions to cor)@

t traditional endpoint security.

4.5 Predicte(f%her is keylogger or Benign output

In thmentation, the output was predicted and evaluated using the Mean Square Error
(MSE). The MSE measures the disparity between the actual and predicted values by squaring the
average difference across the entire dataset. Squaring is done to eliminate any negative signs in
the differences. A smaller or lower MSE indicates a closer fit to the dataset and, in turn, a better

prediction. Equation below is the Means Square Error model.
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Equation below is the Means Square Error model.

1
MSE= = ( —forecast)?

Where:n is the number of values,

Actual: is the original value.

Forecast: is the predicted value. . ®

> : summation notation. . Q?
. . "

4.6 Implications of Mean Squared Error (MSE) )\\a

S

The obtained MSE of 0.3783784 suggests that, on average, th@'&,uared differences between the
predicted values and the actual values are relatively w@lower MSE generally indicates that

the model's predictions are close to the actual walues). This indicates a favorable level of

accuracy in the model's predictions for the @%ﬂ er consideration.
>

>

4.7 Comparing the Result with A %
This research developed a tRIe model for detecting keylogging attacks based on keystroke
dynamics. Initially, a@@wial neural network (ANN) model was built and tested on the dataset,
achieving an @cy of 99.1%. This demonstrated the capabilities of using an ANN to
recogni erns in keystroke data that differentiate legitimate user behavior from keylogging
attacks,.@

To further improve the accuracy, a Neuro-fuzzy model was implemented. Neuro-fuzzy systems
integrate neural networks with fuzzy logic rules and membership functions. This enables the

model to harness the pattern recognition power of ANNs along with the human-readable logic of

fuzzy systems.
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The keystroke dynamics features were processed through the fuzzy logic components to account
for natural variations in human typing patterns before being input into the neural network
classifier. This allows the model to better handle uncertainty and noise in the data compared to a
purely ANN approach. %‘
N
When evaluated on the same dataset, the neuro-fuzzy model achieved an ) Q;r? of 99.62%,
demonstrating a 0.52% improvement over the original ANN moc}el.& .Performance increase
shows that combining neural learning and fuzzy logic can \ce the model's ability to
discriminate between normal and malicious keystroke s@%@es. The neuro-fuzzy model is
better equipped to identify subtle anomalies indicati%ha%eylogger.
2
In summary, the results highlight that in%’ "g\fuzzy logic elements with an ANN framework
can strengthen the accuracy of pre models for keylogging detection. The neuro-fuzzy
approach allows the model %ér learn nuanced patterns in noisy, real-world keystroke
D

"
dynamics data. This eil;@%
e

precise identification of keylogging attacks while maintaining
accuracy on legitimat

Qﬁg

er input.
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CHAPTER FIVE

Conclusion
5.1 Summary

This work put forth a pioneering predictive model for keylogging attack mitigé'\ sing a
neuro-fuzzy approach. A novel fusion architecture was engineered %ﬂ ining the
complementary strengths of neural networks and fuzzy logic systems.“lhis enabled jointly
leveraging the adaptive learning capabilities of deep neural® %r?{s with the human-
understandable knowledge representation of fuzzy in @be systems. Comprehensive
experiments validated the model's ability to accurateli ?\t} emerging keylogging attacks with
up to 99.62% precision, outperforming contemporary achine learning techniques like ANN.
The model was shown to identify new a@\arlants and zero-day threats not encountered
during training. These results highlig@)e potential of advanced neuro-fuzzy systems in
developing proactive, intelligent&gfgnses against sophisticated cyber security attacks. A real-
time monitoring framework ethented the predictive model to successfully block and alert on
keylogging activitie@e any data infiltration could occur. This impactful prototype
demonstrated Qlability of transitioning such academically-developed techniques into
producti@éﬁecuﬁw products. The implications of this work are far-reaching, opening new

direction®for artificial intelligence-powered predictive cyber defense.
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5.2 Conclusion

In conclusion, this work introduced a neuro-fuzzy predictive architecture tailored specifically for
keylogging attack mitigation. The fusion approach overcomes limitations of standalone neural
networks or fuzzy systems to offer enhanced prediction accuracy. Both empirical and practical
evidence confirm the efficacy of the proposed model in identifying never-before-seen
keylogging threats in real-time based on early indicators in keystroke dynamics@(biggering
protective actions before data compromise, this technique moves the cyber .N%ﬁeld forward
from reactive to proactive defense. The promising results compel additional research into next-

: 9&-3

generation predictive systems for a wider range of cyber-att@dBy adopting this model,

organizations and individuals can enhance their cyber seqa\&osture and safeguard sensitive

information @

5.3 Recommendations (b"é'

Based on the findings of this rese}Sh)t e followings are recommended:

"
e Organizations sh@sider implementing the neuro-fuzzy model as an additional

layer of defgisd ainst keylogging attacks.

Q

e Ongoing research into the improvement of fuzzy logic and neural network integration is

%)uraged to enhance the model's accuracy.

e Continuous monitoring and adaptation to evolving threats should be part of any

mitigation strategy.
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5.4 Contribution to Knowledge

This research makes a significant contribution to the field of cybersecurity by introducing an
innovative approach to mitigating keylogging attacks. This neuro-fuzzy model presents a novel
and effective method for detecting and responding to keylogging threats, thereby advancing the

N

understanding and practical application of hybrid systems within the realm of cys%;&turity.

3
5.5 Future Work @ﬂ

While this research demonstrates promising results for key&&ing detection, there are several

areas of future work to enhance the neuro-fuzzy mo@ystem:

v' EBvaluate model performance on addj 'b@ystroke datasets from different sources and

containing different types of keyloggers. This can improve generalizability across diverse
real-world scenarios. \;c‘b

v Incorporate additior@@troke dynamics features into the model such as error rates, use

of special ch@, and frequency of corrections. This expanded feature set could

potenti l)®rove detection accuracy.

v @@ment with different model architectures and parameters including number of
membership functions, rules, and training iterations to optimize performance. Automated

architecture search could discover the ideal layout.
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Enhancing the model through these directions can progress the solution from an effective
research prototype toward a production-ready system to identify and thwart real-world

keylogging trojans and protect user data.
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\)\J List of Appendices

(CODE LISTING)
Input data show below
# importing the data set
resultData<- read.csv(file

'C:/Users/user/Desktop/business/Ayobami/archive/Keylogger DetectiondataSlice.csv')
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#checking for missing values

sum(is.na(resultData))

#removing row with missing values

newData<- na.omit(resultData)

# removing the first three column that is not needed for the prediction
newData.variable<-newData

newData.variable <- newData[1:nrow(newData), 4:43]

# picking the data to be used as input and ignoring the last to be used as output
new.data.input <- newData.variable[1:nrow(newData.variable), 1:39]
#splitting the data into training and test data

library(caTools)

split<- sample.split(newData.variable, SplitRatio =0.7)

split

train<- subset(newData.variable, split=="TRUE"")
test.data<-subset(newData.variable, split=="FALSE")

#storing the test data in another variable for easy analysis

tst.spliting<-test.data

# Dplyr removing the last column which is the output for the data for testing:
test.input=select(tst.spliting, -ClassAttack)

#showing only the output to specialize on

test.output <- matrix(test.data[1:nrow(test.data), 40], ncol =1)

# method used for the prediction
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control <- list( max.iter =100, step.size = 0.1, type.tnorm = "MIN", type.snorm = "MAX",

type.defuz = "COG", type.implication.func = "ZADEH", name = "Ayobami'")
object.train <- frbs.learn(train, range.data = NULL, method.type = ¢("HYFIS"),

control)

# Dplyr removing the last column which is the output for the data for testing:
#range.data=select(range.data, -40)
pred <- predict(object.train, test.input)#prediction of the result
# rounding off the ped values to the nearest whole number

pred=floor(pred)

# Calculating the error of the prediction using the the MEAN SQUARED ERROR(MSE)
# The predicted values are saved as a matrix.
#They can be compared with the actual values using, e.g., the mean squared error (MSE)
err.MSE <- mean((test.output - pred)"2)
print(err.MSE)
# comparing the oringinal output with the predicted output
my_data <- data.frame(test.output, pred) # Apply data.frame function
my_data # Print data frames
APPENDIX 11

(OBJECT LISTING)
Output data show below
source('C:/Users/user/Desktop/R projectWorks/ayobamilmplementation.R', echo=TRUE)

> # importing the data set
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> resultData<- read.csv(file
'C:/Users/user/Desktop/business/Ayobami/archive/Keylogger DetectiondataSlice.csv')

> #checking for missing values

> sum(is.na(resultData))

[1] 18176258

> #removing row with missing values

> newData<- na.omit(resultData)

> # removing the first three column that is not needed for the prediction

> newData.variable<-newData

> newData.variable <- newData[1:nrow(newData), 4:43]

> # picking the data to be used as input and ignoring the last to be used as output

> new.data.input <- newData.variable[1:nrow(newData.variable), 1:3 .... [TRUNCATED]

> #splitting the data into training and test data

> library(caTools)

> split<- sample.split(newData.variable, SplitRatio =0.7)

> split
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[1] FALSE TRUE TRUE TRUE TRUE TRUE FALSE TRUE
FALSE TRUE TRUE TRUE FALSE TRUE

[15] TRUE TRUE FALSE TRUE FALSE TRUE TRUE TRUE FALSE TRUE
FALSE TRUE TRUE FALSE

[29] TRUE FALSE TRUE TRUE FALSE TRUE TRUE TRUE TRUE TRUE TRUE
FALSE

> train<- subset(newData.variable, split=="TRUE"")

> test.data<-subset(newData.variable, split=="FALSE")

> #storing the test data in another variable for easy analysis

> tst.spliting<-test.data

> # Dplyr removing the last column which is the output for the data for testing:

> test.input=select(tst.spliting, -ClassAttack)

> #showing only the output to specialize on

> test.output <- matrix(test.data[1:nrow(test.data), 40|, ncol = 1)

> # method used for the prediction

>

> control <- list( max.iter =100, step.size = 0.1, type.tnorm = "MIN", type.snorm = "MAX",

+ t... [TRUNCATED]
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> object.train <- frbs.learn(train, range.data = NULL, method.type = ¢c("HYFIS"),

+ control)

| 100%

> # Dplyr removing the last column which is the output for the data for testing:
> #range.data=select(range.data, -40)

>

> pred <- predict(object.tra .... [ TRUNCATED)]

> # rounding off the ped values to the nearest whole number

> pred=floor(pred)

> # Calculating the error of the prediction using the the MEAN SQUARED ERROR(MSE)
> # The predicted values are saved as a matrix.

> #They can be comp .... [TRUNCATED]

> print(err.MSE)

[1] 0.3783784

> # comparing the oringinal output with the predicted output

> my_data <- data.frame(test.output, pred) # Apply data.frame function

> my_data # Print data frame
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test.output pred

10

11

12

13

14

15

16

17

18

19

20

21

22

1

1

1

1
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23 1 1

24 2 1
25 2 1
26 2 1
27 1 1
28 2 1
29 1 1
30 1 1
31 2 1
32 1 1
33 2 1
34 1 1
35 1 1
36 1 1
37 2 1

> summary(object.train)
The name of model: Ayobami
Model was trained using: HYFIS

The names of attributes: Total.Fwd.Packets Total.Backward.Packets
Fwd.Packet.Length.Min Bwd.Packet.Length.Min Flow.IAT.Min Bwd.IAT.Min
Fwd.PSH.Flags Bwd.PSH.Flags Fwd.URG.Flags Bwd.URG.Flags Fwd.Header.Length
FIN.Flag.Count SYN.Flag.Count RST.Flag.Count PSH.Flag.Count ACK.Flag.Count
URG.Flag.Count CWE.Flag.Count ECE.Flag.Count Down.Up.Ratio Fwd.Header.Length.1
Fwd.Avg.Bytes.Bulk Fwd.Avg.Packets.Bulk Fwd.Avg.Bulk.Rate Bwd.Avg.Bytes.Bulk
Bwd.Avg.Packets.Bulk Bwd.Avg.Bulk.Rate Subflow.Fwd.Packets Subflow.Fwd.Bytes
Subflow.Bwd.Packets act_data_pkt fwd min_seg size forward Protocol Bwd.IAT.Total
Bwd.IAT.Std Bwd.IAT.Max Avg.Bwd.Segment.Size Max.Packet.Length
Avg.Fwd.Segment.Size ClassAttack
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The interval of training data:

Total. Fwd.Packets Total. Backward.Packets Fwd.Packet.Length.Min
min 1 0 0
max 121 203 116

Bwd.Packet.Length.Min Flow.IAT.Min Bwd.IAT.Min Fwd.PSH.Flags Bwd.PSH.Flags
min 0 4 0 0 0
max 116 7722 161 117 116

Fwd.URG.Flags Bwd.URG.Flags Fwd.Header.Length FIN.Flag.Count SYN.Flag.Count
min 0 0 32 0 0
max 116 116 3272 116 117

RST.Flag.Count PSH.Flag.Count ACK.Flag.Count URG.Flag.Count CWE.Flag.Count
min 0 0 0 0 0
max 116 116 117 116 116

ECE.Flag.Count Down.Up.Ratio Fwd.Header.Length.1 Fwd.Avg.Bytes.Bulk
min 0 0 32 0
max 116 117 3272 116

Fwd.Avg.Packets.Bulk Fwd.Avg.Bulk.Rate Bwd.Avg.Bytes.Bulk Bwd.Avg.Packets.Bulk
min 0 0 0 0
max 116 116 116 116

Bwd.Avg.Bulk.Rate Subflow.Fwd.Packets Subflow.Fwd.Bytes Subflow.Bwd.Packets
min 0 1 0 0
max 116 121 1612 203

act_data_pkt fwd min_seg_size forward Protocol Bwd.IAT.Total Bwd.IAT.Std
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min 0 32 0 0 0
max 117 148 17 91106109 32018790

Bwd.IAT.Max Avg.Bwd.Segment.Size Max.Packet.Length Avg.Fwd.Segment.Size
ClassAttack

min 0 0.0 0 0 1
max 90630474 1440.7 1460 1460 2
Type of FRBS model:

[1] "MAMDANI"

Type of membership functions:

[1] "GAUSSIAN"

Type of t-norm method:

[1] ""Standard t-norm (min)"

Type of s-norm method:

[1] ""Standard s-norm"

Type of defuzzification technique:

[1] "modified COG"

Type of implication function:

[1] "ZADEH"

The names of linguistic terms on the input variables:
[1] "vv.small" "v.small" "small" "medium'" '"large'" "v.large" "vv.large"
[8] "vv.small" "v.small" "small" "medium'" '"large'" "v.large" "vv.large"
[15] "vv.small" "v.small" "small" '"medium" "large" 'v.large" 'vv.large"
[22] "vv.small" "v.small" "small" '"medium" "large" 'v.large" '"vv.large"

[29] "vv.small" "v.small" "small" '"medium" "large" 'v.large" '"vv.large"
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[36] "vv.small"
[43] "vv.small"
[50] "vv.small"
[57] "vv.small"
[64] "vv.small"
[71] "vv.small"
[78] "vv.small"
[85] "vv.small"
[92] "vv.small"
[99] "vv.small"
[106] "vv.small"
[113] "vv.small"
[120] "vv.small"
[127] "vv.small"
[134] "vv.small"
[141] "vv.small"
[148] "vv.small"
[155] "vv.small"
[162] "vv.small"
[169] "vv.small"
[176] "vv.small"
[183] "vv.small"

[190] "vv.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"v.small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"small"

"medium"'

"medium"'

"medium"'

"medium"'

"medium"'

"medium"'

"medium"

"medium"'

"medium"

"medium"'

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

"medium"

110

"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"
"large"

"large"

"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"

"v.large"

"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"
"v.large"

"v.large"

"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"
"vv.large"

"vv.large"



[197] "vv.small" "v.small" "small" '"medium" "large" '"v.arge" '"vv.large"

[204] "vv.small" "v.small" "small" '"medium" '"large" '"v.large" "vv.large"
[211] "vv.small" "v.small" "small" '"medium" '"large" '"v.arge" '"vv.large"
[218] "vv.small" "v.small" "small" '"medium" "large" 'v.arge" '"vv.large"
[225] "vv.small" "v.small" "small" '"medium" "large" '"v.arge" '"vv.large"
[232] "vv.small" "v.small" "small" '"medium" "large" 'v.arge'" '"vv.large"
[239] "vv.small" "v.small" "small" "medium" "large" 'v.large" "vv.large"
[246] "vv.small" "v.small" "small" "medium" "large" 'v.large" "vv.large"
[253] "vv.small" "v.small" "small" "medium" "large" 'v.large" "vv.arge"
[260] "vv.small" "v.small" "small" '"medium" '"large" 'v.arge" '"vv.large"
[267] "vv.small" "v.small" "small" '"medium" '"large" '"v.arge" '"vv.large"

The parameter values of membership function on the input variable (normalized):
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000
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[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000
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[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333

vvssmall v.small  small medium large v.arge vv.large
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[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.large vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
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vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000
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[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000
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[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.ssmall v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small small medium large v.darge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000

[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000

[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333

vvssmall v.small  small medium large v.arge vv.large
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[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000
[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000
[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
vv.small v.small  small medium large v.arge vv.large
[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000
[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000
[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
[ reached getOption('"'max.print'") -- omitted 2 rows |
The names of linguistic terms on the output variable:
[1] "vv.small" "v.small" "small" "medium" '"large'" "v.large" "vv.large"
The parameter values of membership function on the output variable (normalized):
vv.small v.small  small medium large v.arge vv.large

[1,] 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000 5.00000000
[2,] 0.00000000 0.16666667 0.33333333 0.50000000 0.66666667 0.83333333 1.00000000
[3,] 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333 0.05833333
[4,] NA NA NA NA NA NA NA
[S,] NA NA NA NA NA NA NA
The number of linguistic terms on each variables

Total.Fwd.Packets Total.Backward.Packets Fwd.Packet.Length.Min
[1,] 7 7 7

Bwd.Packet.Length.Min Flow.IAT.Min Bwd.IAT.Min Fwd.PSH.Flags Bwd.PSH.Flags
[1,] 7 7 7 7 7

Fwd.URG.Flags Bwd.URG.Flags Fwd.Header.Length FIN.Flag.Count SYN.Flag.Count
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[1,] 7 7 7 7 7
RST.Flag.Count PSH.Flag.Count ACK.Flag.Count URG.Flag.Count CWE.Flag.Count
[1,] 7 7 7 7 7
ECE.Flag.Count Down.Up.Ratio Fwd.Header.Length.1 Fwd.Avg.Bytes.Bulk
[1,] 7 7 7 7
Fwd.Avg.Packets.Bulk Fwd.Avg.Bulk.Rate Bwd.Avg.Bytes.Bulk Bwd.Avg.Packets.Bulk
[1,] 7 7 7 7
Bwd.Avg.Bulk.Rate Subflow.Fwd.Packets Subflow.Fwd.Bytes Subflow.Bwd.Packets
[1,] 7 7 7 7
act_data_pkt_fwd min_seg_size forward Protocol Bwd.IAT.Total Bwd.IAT.Std
[1,] 7 707 7 7

Bwd.IAT.Max Avg.Bwd.Segment.Size Max.Packet.Length Avg.Fwd.Segment.Size

[1,] 7 7 7 7
ClassAttack
[1,] 7

The fuzzy IF-THEN rules:

\" | V2V3 V4 V5§ V6Vl V8 V9
1 IF Total.Fwd.Packets is vv.small and Total.Backward.Packets is vv.small and
2 IF Total.Fwd.Packets is vv.small and Total.Backward.Packets is vv.small and
3 IF Total.Fwd.Packets is vv.small and Total.Backward.Packets is vv.small and
4 IF Total.Fwd.Packets is v.large and Total.Backward.Packets is vv.large and
5 IF Total.Fwd.Packets is small and Total.Backward.Packets is v.small and

6 IF Total.Fwd.Packets is small and Total.Backward.Packets is v.small and
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V10 Vi1 V12 V13 V14 V1S V16 V17

1 Fwd.Packet.Length.Min is vv.small and Bwd.Packet.Length.Min is vv.small and

2 Fwd.Packet.Length.Min is vv.small and Bwd.Packet.Length.Min is vv.small and

3 Fwd.Packet.Length.Min is vv.small and Bwd.Packet.Length.Min is vv.small and

4 Fwd.Packet.Length.Min is vv.small and Bwd.Packet.Length.Min is vv.small and

5 Fwd.Packet.Length.Min is small and Bwd.Packet.Length.Min is small and

6 Fwd.Packet.Length.Min is small and Bwd.Packet.Length.Min is small and

V18 V19

1 Flow.JAT.Min

2 Flow.IAT.Min

3 Flow.IAT.Min

4 Flow.IAT.Min

5 Flow.IAT.Min

6 Flow.IAT.Min

V20 V21 V22V23 V24 V25§ V26 V27 V28
is vv.large and Bwd.IAT.Min is vv.small and Fwd.PSH.Flags is vv.small
is vv.small and Bwd.IAT.Min is vv.small and Fwd.PSH.Flags is vv.small
is small and Bwd.IAT.Min is vv.small and Fwd.PSH.Flags is vv.small
is vv.small and Bwd.IAT.Min is vv.small and Fwd.PSH.Flags is vv.small
is vv.small and Bwd.IAT.Min is medium and Fwd.PSH.Flags is small

is vv.small and Bwd.IAT.Min is medium and Fwd.PSH.Flags is small

V29 V30 V31  V32V33 V34V35 V36 V37 V38 V39

1 and Bwd.PSH.Flags is vv.small and Fwd.URG.Flags is vv.small and Bwd.URG.Flags is

2 and Bwd.PSH.Flags is vv.small and Fwd.URG.Flags is vv.small and Bwd.URG.Flags is

3 and Bwd.PSH.Flags is vv.small and Fwd.URG.Flags is vv.small and Bwd.URG.Flags is

4 and Bwd.PSH.Flags is vv.small and Fwd.URG.Flags is vv.small and Bwd.URG.Flags is

5 and Bwd.PSH.Flags is small and Fwd.URG.Flags is small and Bwd.URG.Flags is

6 and Bwd.PSH.Flags is small and Fwd.URG.Flags is small and Bwd.URG.Flags is

V40 V41

V42 V43 V44 V45 V46 V47 V48 V49

1 vv.small and Fwd.Header.Length is vv.small and FIN.Flag.Count is vv.small and
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2 vv.small and Fwd.Header.Length is vv.small and FIN.Flag.Count is vv.small and
3 vv.small and Fwd.Header.Length is vv.small and FIN.Flag.Count is vv.small and
4 vv.small and Fwd.Header.Length is vv.large and FIN.Flag.Count is vv.small and
5 small and Fwd.Header.Length is vv.small and FIN.Flag.Count is small and
6 small and Fwd.Header.Length is vv.small and FIN.Flag.Count is small and
V50 V51 V52 V53 V54 V55 V56 V57 V58 V59
1 SYN.Flag.Count is vv.small and RST.Flag.Count is vv.small and PSH.Flag.Count is
2 SYN.Flag.Count is vv.small and RST.Flag.Count is vv.small and PSH.Flag.Count is
3 SYN.Flag.Count is vv.small and RST.Flag.Count is vv.small and PSH.Flag.Count is
4 SYN.Flag.Count is vv.small and RST.Flag.Count is vv.small and PSH.Flag.Count is
5 SYN.Flag.Count is small and RST.Flag.Count is small and PSH.Flag.Count is
6 SYN.Flag.Count is small and RST.Flag.Count is small and PSH.Flag.Count is
V60 V61 V62V63 V64 V65 V66 V67 V68 V69
1 vv.small and ACK.Flag.Count is vv.small and URG.Flag.Count is vv.small and
2 vv.small and ACK.Flag.Count is vv.small and URG.Flag.Count is vv.small and
3 vv.small and ACK.Flag.Count is vv.small and URG.Flag.Count is vv.small and
4 vv.small and ACK.Flag.Count is vv.small and URG.Flag.Count is vv.small and
S5 small and ACK.Flag.Count is small and URG.Flag.Count is small and
6 small and ACK.Flag.Count is small and URG.Flag.Count is small and
V70 V71 V72 V73 V74 V75 V76 V77 V78 V79
1 CWE.Flag.Count is vv.small and ECE.Flag.Count is vv.small and Down.Up.Ratio is
2 CWE.Flag.Count is vv.small and ECE.Flag.Count is vv.small and Down.Up.Ratio is

3 CWE.Flag.Count is vv.small and ECE.Flag.Count is vv.small and Down.Up.Ratio is
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4 CWE.Flag.Count is vv.small and ECE.Flag.Count is vv.small and Down.Up.Ratio is
5 CWE.Flag.Count is small and ECE.Flag.Count is small and Down.Up.Ratio is
6 CWE.Flag.Count is small and ECE.Flag.Count is small and Down.Up.Ratio is

V80 V81 V82 V83 V84 V85 V86 V87 V88 V89
1 vv.small and Fwd.Header.Length.1 is vv.small and Fwd.Avg.Bytes.Bulk is vv.small and
2 vv.small and Fwd.Header.Length.1 is vv.small and Fwd.Avg.Bytes.Bulk is vv.small and
3 vv.small and Fwd.Header.Length.1 is vv.small and Fwd.Avg.Bytes.Bulk is vv.small and
4 vv.small and Fwd.Header.Length.1 is vv.large and Fwd.Avg.Bytes.Bulk is vv.small and
5 small and Fwd.Header.Length.1 is vv.small and Fwd.Avg.Bytes.Bulk is small and
6 small and Fwd.Header.Length.1 is vv.small and Fwd.Avg.Bytes.Bulk is small and

Vo0 Vo1 V92 V93 V94 V95 V96 V97
1 Fwd.Avg.Packets.Bulk is vv.small and Fwd.Avg.Bulk.Rate is vv.small and
2 Fwd.Avg.Packets.Bulk is vv.small and Fwd.Avg.Bulk.Rate is vv.small and
3 Fwd.Avg.Packets.Bulk is vv.small and Fwd.Avg.Bulk.Rate is vv.small and
4 Fwd.Avg.Packets.Bulk is vv.small and Fwd.Avg.Bulk.Rate is vv.small and
5 Fwd.Avg.Packets.Bulk is small and Fwd.Avg.Bulk.Rate is small and
6 Fwd.Avg.Packets.Bulk is small and Fwd.Avg.Bulk.Rate is small and
VI8 V99 V100 V101 V102 V103 V104 V105

1 Bwd.Avg.Bytes.Bulk is vv.small and Bwd.Avg.Packets.Bulk is vv.small and
2 Bwd.Avg.Bytes.Bulk is vv.small and Bwd.Avg.Packets.Bulk is vv.small and
3 Bwd.Avg.Bytes.Bulk is vv.small and Bwd.Avg.Packets.Bulk is vv.small and
4 Bwd.Avg.Bytes.Bulk is vv.small and Bwd.Avg.Packets.Bulk is vv.small and

5 Bwd.Avg.Bytes.Bulk is small and Bwd.Avg.Packets.Bulk is small and
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6 Bwd.Avg.Bytes.Bulk is

V106 V107
1 Bwd.Avg.Bulk.Rate
2 Bwd.Avg.Bulk.Rate
3 Bwd.Avg.Bulk.Rate
4 Bwd.Avg.Bulk.Rate
S Bwd.Avg.Bulk.Rate
6 Bwd.Avg.Bulk.Rate

V114 V115
1 Subflow.Fwd.Bytes
2 Subflow.Fwd.Bytes
3 Subflow.Fwd.Bytes
4 Subflow.Fwd.Bytes
5 Subflow.Fwd.Bytes

6 Subflow.Fwd.Bytes

V122 V123 V124 V125

1 act_data_pkt fwd
2 act_data_pkt fwd
3 act_data pkt fwd
4 act_data pkt fwd
5 act_data_pkt_fwd
6 act_data_pkt fwd

V131 V132 V133

is

is

small and Bwd.Avg.Packets.Bulk is small and

V108 V109 V110 V111 V112 V113

is vv.small and Subflow.Fwd.Packets is vv.small and
is vv.small and Subflow.Fwd.Packets is vv.small and
is vv.small and Subflow.Fwd.Packets is vv.small and
is vv.small and Subflow.Fwd.Packets is v.large and
small and

is small and Subflow.Fwd.Packets is

is small and Subflow.Fwd.Packets is small and

V116 V117 V118 V119 V120 V121

is vv.small and Subflow.Bwd.Packets is vv.small and
is vv.small and Subflow.Bwd.Packets is vv.small and
is vv.small and Subflow.Bwd.Packets is vv.small and
is medium and Subflow.Bwd.Packets is vv.large and
is vv.large and Subflow.Bwd.Packets is v.small and

is vv.large and Subflow.Bwd.Packets is v.small and

V126 V127 V128 V129 V130

is vv.small and min_seg_size forward is vv.small and Protocol
is vv.small and min_seg_size forward is vv.small and Protocol
is vv.small and min_seg_size_forward is vv.small and Protocol

is vv.small and min_seg_size forward is vv.small and Protocol

small and min_seg_size forward is
small and min_seg_size forward is

V134 V135 V136 V137 V138 V139 V140 V141
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small and Protocol

small and Protocol



1 is small

2 is small

3 is small

4 is small

5 is small

6 is small

V142 V143

1 Bwd.IAT.Max

and Bwd.IAT.Total

and Bwd.IAT.Total

and Bwd.IAT.Total

and Bwd.IAT.Total

and Bwd.IAT.Total

and Bwd.IAT.Total

V144 V145

is vv.small and Bwd.IAT.Std

is vv.small and Bwd.IAT.Std

is vv.small and Bwd.IAT.Std

is vv.small and Bwd.IAT.Std

is vv.small and Bwd.IAT.Std

is vv.small and Bwd.IAT.Std

is vv.small and

is vv.small and
is vv.small and
is vv.small and
is vv.small and

is vv.small and

V146 V147 V148 V149

is vv.small and Avg.Bwd.Segment.Size is vv.small and

2 Bwd.IAT.Max

3 Bwd.IAT.Max

4 Bwd.IAT.Max

5 Bwd.JAT.Max

6 Bwd.IAT.Max

V150 V151

is vv.small and Avg.Bwd.Segment.Size
is vv.small and Avg.Bwd.Segment.Size
is vv.small and Avg.Bwd.Segment.Size
is vv.small and Avg.Bwd.Segment.Size
is vv.small and Avg.Bwd.Segment.Size

V152 V153

is vv.small and
is vv.small and
is vv.arge and
is vv.small and

is vv.small and

V154 V155 V156 V157

1 Max.Packet.Length
2 Max.Packet.Length
3 Max.Packet.Length
4 Max.Packet.Length
5 Max.Packet.Length

6 Max.Packet.Length

is vv.small and Avg.Fwd.Segment.Size
is vv.small and Avg.Fwd.Segment.Size
is vv.small and Avg.Fwd.Segment.Size
is vv.large and Avg.Fwd.Segment.Size
is vv.small and Avg.Fwd.Segment.Size

is vv.small and Avg.Fwd.Segment.Size

V158 V159 V160

1 ClassAttack is vv.large

2 ClassAttack is vv.small
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is vv.small THEN

is vv.small THEN

is vv.small THEN

is vv.small THEN

is vv.small THEN

is vv.small THEN



3 ClassAttack is vv.large
4 ClassAttack is vv.small
5 ClassAttack is vv.large
6 ClassAttack is vv.small

[ reached 'max' / getOption("'max.print") -- omitted 57 rows |

>
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