Chapter One

Introduction

1.1 Background of the Study

Security practice is crucial peaceful living. In the old times, before the advancement of
technology, security was a major concern due to invasions, robbery, and wars. According
to history, security personnel in those days known as vigilante also served as police. The
security responsibilities then require 100% human effort, having to go ov&Qu*ssign
geographical area, restlessly and sleeplessly, to secure lives and propertie@oday with
technological advancements, people are able to live in security@%out the need for

protection. The advancement in technology as relieved humz%whole lot of security

threats and stress 2. QQ

Meanwhile, the world is changing fast. Not &re we experiencing the Industrial
Revolution 4.0, but also the Fourth Indust Qevolution that is marked by digitization and
IoT (Internet of Things). The main '@g of 10T is to establish advanced connectivity of
devices, systems, and servise&@&persede machine-to-machine (M2M) communications,
supporting several domai tocols, and applications?.

R

Along With; th@tal transformation, another revolution is happening in the world which

is relate
&0

theseMmitiatives focus on addressing urban challenges through empowering people to be

ow people live in metropolitan cities: implementing smart city initiatives,

more efficient, effective, and sustainable citizens within their communities, the
continuously growing movement of smart cities is increasingly becoming a challenge to
efficiently manage the city's resources and infrastructure, one of the primary aspects these
challenges are the security systems, which includes the need for surveillance system.

Advancement in today's technology have lead to newer and more efficient technologies for



surveillance, providing high-definition video with features like object recognition,
persistent filming capability, intelligent alerting and machine learning analytic that help in
catching the criminal element. It is also a growing trend in the world of law enforcement to
use video surveillance coupled with license plate recognition software to gather

information on criminal activities, providing a proactive rather than reactive police

response® 4. \
R

1.2 Statement of the Problem (}Q
In known smart environment surveillance technology, a real—time@%&ast viewing and
system monitoring is faced with numerous challenges'®!®. For e@le, the monitoring unit
is usually centralized at a defined station, which limits e and close monitoring of
the system, if there is consideration for an alternativ ;b@mtormg unit, an [oT based remote
streaming app is usually used, which som experiences delay / interruption in
transmission, due to error from the fra e or internet connections. This method also
consumes a lot of internet data, d%g‘&é rmous data transmission and it allows limited
number of users'4, A@

Qﬁ\
Furthermore, the ‘h%been an increase in insecurity and injustice across the nation, even
regrettably,b \e smart environment, due to insignificant and improper security
protoc %However, the implementation of an advance surveillance system, that will
ena&esidents in a community to join forces with one another and contribute their own

quota in securing their environment, lives and properties, through a surveillance system

monitoring, is an area that has not been fully explored.

1.3 Aim and Objectives of the Study



This study aims to develop a surveillance system multicast for crime prevention and
detection, within an enclosed geographical location, to enable residents in the community
to join forces with one another and contribute their own quota in securing their
environment, lives and properties, through a surveillance system monitoring.

The specific objectives are to:

i. develop a CCTV system, using an analogue camera and a digital video recorder\having

a hard-drive, for data capturing and storage. OQ

ii. design a decentralization system using a wireless video transceiver.

N

iil. integrate the objective one & two for a multicast surveillance .

iv. evaluate the system. Q

Q

1.4 Motivation of the Study ’bQ

Motivation for this study is to reduce/eradicates et data usage in surveillance system
monitoring. There will not be any ap Q\gn development in this study, because the
beginning of application developnﬁe’%’\& approach to internet data usage. Eradicating
internet data usage in surveill \monitoring through multicast is a compelling concept
that could revolutioni@gv\ay we approach remote viewing applications. The primary
benefit of multi is that it allows data to be transmitted to multiple recipients
simultaneog, \her than sending individual streams to each recipient separately. This
means @it is possible to reduce the amount of internet data used in remote viewing
appMons by sending a single video stream to multiple recipients at once.

By utilizing multicast, surveillance monitoring can significantly reduce internet data usage,
which can translate into cost savings and more efficient use of resources. Moreover,

multicast can improve the real-time monitoring capabilities of surveillance systems by

reducing the latency associated with traditional data transmission methods.



One of the key advantages of multicast is that it can work over local area networks (LANs),
which means that it is possible to reduce or eliminate the need for internet connectivity in
remote viewing applications. This can be particularly useful in situations where internet

connectivity is limited, unreliable, or costly®.

However, implementing multicast in surveillance monitoring requires specialized
equipment and network infrastructure, and it may not be suitable for all applic Lt is

also worth noting that using multicast over LANs may require additional scs/@ measures

S

Eradicating internet data usage in surveillance monitoring @gh multicast is an exciting

to protect against potential vulnerabilities.

concept that has the potential to significantly improve the,efficiency and effectiveness of
remote viewing applications. By utilizing m&é@ organizations can reduce costs,

improve real-time monitoring capabilitie@nhance overall security and privacy in

surveillance operations, even in areas 3& internet connectivity is limited.
1.5 Significance of the Stu'tk$Q

The need for a signi@ nd proper surveillance system in the society cannot be over
emphasized. t '@e in crime rates and paramount insecurity in the society has brought
eagerness @]gijvidual in joining forces with one another and government to tackle
ins cu@ny providing the necessary resources and infrastructure. Take for instance,
cultism, bullying, vandalism, theft and burglary are major issues in academic campuses,
also terrorism across the nation. A stray footage could capture culprit identity or hideout at
given event, there would be fast detection and proper action will be taken on time, because

large number of people are monitoring the surveillance system.



This study will encourage transparency in law enforcement in the society, mitigate injustice,
concrete evidence will be used against criminals and they will be brought to book for their

wrong doings. Crooks will think twice about getting away with their crime.

1.6 Scope of the Study

Security practice is crucial peaceful living, this is a reflection of how the lack of p@r and

effective surveillance technology has taken away safety and security in the Qty. This
study is focused on implementing an advanced surveillance system, wh'ch@ulticast to
several residents in a community or estate through a wireless vide @c iver, for a proper
surveillance system monitoring. Oé

This study will not consider any internet protocols r it will consider the radio
frequency range to be used and its wavelength d@nd the matching Wi-Fi protocol.
Considering the public privacy and control\ré%n y data will be multicast, while the read

and write data remains centralized at.t e\iain workstation. For experimental or result

purposes, only the system prototy@ be presented.

1.7 Limitation of the@

In this study, we@ not automatically differentiate between criminal related activities
and normalNhu activities without the intervention of human, but can provide accurate
video %&e or data on-demand about an event for law enforcement and transparency in

AV

justice!

1.8 Operational Definition of Terms
1. nLos: Non-line of sight (NLOS) refers to the path of propagation of a radio frequency
(RF) that is obscured (partially or completely) by obstacles, thus making it difficult for

the radio signal to pass through.



10.

Algorithm: is a procedure used for solving a problem or performing a computation.
Algorithms act as an exact list of instructions that conduct specified actions step by
step in either hardware- or software-based routines.

Streaming: is the ability of the user of a surveillance system to view the streaming
live footage of that system over the internet on a device such as a Personal Computer,
or a Smartphone.

MAC Level Multicast Protocol: unreliable wireless level is used for @ring the

C

messages to the mobile homes.

Multicast: In computer networking, multicast is group co xtion where data

transmission is addressed to a group of destinati@o puters simultaneously.

Multicast can be one-to-many or many-to-many ditlon. Multicast should not be

confused with physical layer point-to-multip 'r@municaﬁon.

Wi-Fi: is the wireless technology used, t g@nect computers, tablets, smartphones and

other devices to the internet. W.i-F' the radio signal sent from a wireless router to a

nearby device, which translat§®signal into data you can see and use.

Optical Wireless Corﬁ@wations (OWCQ): is a form of optical communication in

which unguided V@%frared (IR), or ultraviolet (UV) light is used to carry a signal.

Frequenc, % Mobile networks use radio communication which is carried out on

a rang gr{quencies. These frequencies can range from 850 MegaHertz (MHz) to
{/ GigaHertz (GHz).

Spectrum or Frequency Spectrum: is a range of frequencies that are available for

any given service.

Transceiver: a transceiver is an electronic device which is a combination of a

transmitter and a receiver, hence the name. It can both transmit and receive radio or

optical waves for communication purposes.
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Decentralization: is the allocation of resources, both hardware and software, to each
individual workstation, or office location.

Centralization: computing exists when the majority of functions are carried out, or
obtained from a remote centralized location.

Computer Operation: an elementary operation that a computer is designed and built
to perform. *
Floating-point Flop: an arithmetic operation performed on ﬂoating-p@umbers;

C

"this computer can perform a million flops per second”.
Operation: data processing in which the result is complet xciﬁed by a rule
(especially the processing that results from a singlestraction); "it can perform

millions of operations per second. Q

Retrieval: the operation of accessing inform. iﬂ@m the computer's memory.

Storage: the process of storing info"@" a computer memory or on a magnetic
tape or disk. ,\%\
Storage Allocation: The prq&&)\)f assigning memory space to computer programs

and data. ¢ $

Data Encryption® Qrocess of converting plain text or data into an encoded format

to preven(’r@;ized access.

Memo@ccess: The process of reading or writing data from or to memory.

21.@1]amr Register: A special-purpose register in a computer's central processing

22.

23.

unit (CPU) used to store intermediate results during arithmetic and logical operations.
Screen Background: The background image or color on a computer screen or display.
Backup: A copy of computer data stored separately from the original data to protect

against data loss in the event of hardware failure or accidental deletion.
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Bulletin Board System: A computer-based system that allows users to exchange
messages and files, similar to an online forum.

Memory Cache: A high-speed component that stores frequently accessed data to
reduce the time needed to access it from main memory.

Central Processing Unit: The part of a computer that performs most of the processing
and controls the other parts of the computer.

Information Processing System: A system that processes data in@amngful

C

information using hardware and software components.
Computer Circuit: A physical component that carries electri@als and performs
logical operations within a computer system.
Computer Network: A group of interconnected co@ers that can communicate and
share resources. be
Magnetic Core: A type of memory te@y that uses small magnetic cores to store
data.

o \
Dedicated File Server: A c@r system that is dedicated to storing and managing
files for other computef@a network.
Dialog Box: A graghigdl user interface element that presents information or options to

the user aﬁ:%w%s a response.

Dual I@e Package Switch: A type of electronic switch used in computer hardware

%@’Qol the flow of data.

Disk Controller: A hardware component that manages the transfer of data between a
computer's disk drive and its main memory.

Disk Drive: A hardware component that reads and writes data to a computer's disk.

Display Adapter: A hardware component that translates signals from a computer into

a form that can be displayed on a monitor.
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Dongle: A small hardware device that is connected to a computer to provide additional
functionality or security.

Drive: A hardware component that can read or write data to storage media, such as a
disk or USB drive.

File Server: A computer system that is dedicated to storing and managing files for
other computers on a network. *
Firewall: A network security system that monitors and controls @ng and

C

Foreground: The part of a computer display or user interfac@ currently being

used or viewed by the user. s

Video Encoders: Devices that convert analog Vi@ignals into digital format for

outgoing network traffic based on predefined security rules.

storage and transmission. be
Image Sensors: Electronic devices tk@uert light into electrical signals to create

N

digital images. . \

CMOS: Complementary Me\@ide-Semiconductor, a technology used in computer

hardware, including mé@%ﬂps and image sensors.

CCD: Charge-C&@?Device, a type of image sensor that converts light into

electrical tﬁ@

Image@nning: The process of converting physical images into digital format using
@’Qr or other image capture device.

Interlaced (popular for CCD applications): A type of image scanning in which

alternate lines of an image are scanned and then combined to create a complete image.

Progressive (popular for CMOS applications): A type of image scanning in which

all lines of an image are scanned sequentially to create a complete image.
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Recorders: Devices that are used to capture and store audio or video data, such as a
digital voice recorder or a video camera.

Optical Camera Communication: is considered one possible solution towards
achieving a ready-to-use Li-Fi system by utilizing the camera's properties

Visible Light Communication: visible light communication (VLC) is the use of
visible light as a transmission medium

Video Management Software: A video management system (VMS) strates a
surveillance workflow by integrating with cameras, encoders,’and g systems,

underlying storage infrastructure, client workstations, gatewg@te s and analytics

software, mainly by providing a single interface for V@ eillance infrastructure

management. Q

Free-space Optical Communications: is a@ communication technology that

uses light propagating in free space to wi y transmit data for telecommunications

or computer networking. "Free sg\c.keans air, outer space, vacuum, or something
[ ]

similar. This contrasts with u@lids such as optical fiber cable.

Erasable Programmab&ead-only Memory: is memory that does not lose its data

when the power s\@r is cut off. The data can be erased and the chip reprogrammed

by shinin{:@’%nse ultraviolet (UV) light through a window designed into the

memor@lip.

.{;&d Coupled Device: is an integrated circuit containing an array of linked, or

coupled, capacitors. Under the control of an external circuit, each capacitor can
transfer its electric charge to a neighboring capacitor. CCD sensors are a major
technology used in digital imaging.

Media Access Control: is a network data transfer policy that determines how data is

transmitted between two computer terminals through a network cable.

10



57. Infrared: having a wavelength just greater than that of the red end of the visible light
spectrum but less than that of microwaves. Infrared radiation has a wavelength from

about 800 nm to 1 mm, and is emitted particularly by heated objects.

11
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Chapter Two

Literature Review

2.1 Conceptual Review

This section covers the parts within the broad literature on surveillance technology, that are
most relevant to this paper. One of it is the security and privacy debate, which has been at
the headlines in recent years. The issue here is central effectiveness, as the basis for the
argument is for the use of any given surveillance program must be that it is eQ*e and
manageable in increasing security. However, any concise judgmen@ put into
consideration, the privacy intrusion of the program against its effec@&.

The review of the literature can be classified into three categori$

1. Actual effectiveness QO

1i. Belief of effectiveness and

iii. Statements of effectiveness!. (66
We searched for surveillance technol aluations published from 2013 through 2022, to

account for the time period &@&he last review. Five comprehensive search strategies

were used to locate stl%@ting the inclusion criteria for this review.

Searches of '@ bibliographic databases. In the bibliographic databases were
searched u@ relevant key words; Criminal Justice p mAbstracts, CrimeSolutions.gov,
Na%@minal Justice Reference Service (NCJRS) Abstracts, Sociological Abstracts,
Educational Resources Information Clearinghouse (ERIC), Google Scholar, Government
Publications Office Monthly Catalogue (GPO Monthly), Psychology Information
(Psychlnfo), Proquest Dissertation and Theses Global, Rutgers Gottfredson Library grey

literature database, and the Campbell Collaboration virtual library.
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Our review also found that the effect of surveillance technology is heterogeneous across
crime types, the largest or effect size was observed for robbery crimes. This finding is
intriguing in light of prior research reporting that armed robbers find it more easy to rob its
victims, in definite absence surveillance technology. Our findings suggest that despite such
robbery rampage from robbers, CCTV cameras may help combat the incessant robbery
attacks. Research has found that drug sellers adopt situational prevention techniques to
avoid apprehension by police which can include activities such as the i Qment of
multiple sellers in single transactions, stash-spots to store drugs, and mediagion schemes
meant to obscure transactions. These processes can be quite co@and difficult for
police officers to observe on the street?. In this sense, survei §ystem may help disrupt
drug selling through the elevated position and telesc@ capacity of cameras, which
affords the operators greater range of vision than t@vel police officers, once observed
such benefits within a surveillance sys%’bntrol room, with a police Lieutenant
monitoring a camera and relaying t?%\o’xing information to undercover officers in the
field via two-way radio: “The gu&ﬁ%w selling on street 1 yesterday are now on street 2,
they just served (sold dmg’s{s&a guy in a white mercedez, the kid who made the actual
transaction is wearing\s%e green t-shirt, the other 2 dealers are on street 3, one is
wearing a bla '@th black hat and a beard; the other one has a blue jacket with white

t-shirt and ghinner beard, they keep walking towards the suburb; I think that’s where the

stas@ggs is3.”

Surveillance system was associated with significant reductions in both vehicle crime and
property crime in general, with no significant effects observed for violent crime. Public
safety agencies combatting violent crime problems may need to consider whether resources
would be better allocated toward other crime prevention measures. For jurisdictions with

existing surveillance systems, public safety agencies may need to make changes to their

15



existing strategies to effectively combat violence. Actively-monitored surveillance system,
which can detect incidents of concern in real time, may be able to deploy police officers
on-scene before a situation escalates into serious violence. This potential benefit of CCTV
was observed in their systematic social observation of violent crime events recorded in

their entirety i.e., the moments immediately prior to, during, and following the event on

| Q*

Most violent crime incidents were preceded by an “intervention opportelgsuch as a
fight, disorderly behavior, or drug transaction, providing probaéx:se for a police
response. Researcher argued that while a police response Wou$ have guaranteed the
prevention of the subsequent violent crime, police of] ing on-scene would have
made the incident less likely to occur than the absen@aolice presence?. Indeed, research
hypothesized that early intervention by polic help increase the certainty of crime
punishment in CCTV target areas, ulti z&eneraﬁng crime reductions. It randomized
controlled trial pairing active CCTY.};g%ﬁi oring with directed police patrol supported this
causal mechanism, finding %Q"&iolent crime as well as social disorder significantly
decreased. It should b@%}however, that actively-monitored CCTV systems require a
greater commitm& f resources than passive systems. This is especially the case if
agencies Vx%@maintain current levels of active monitoring as surveillance systems
expand@ﬁuse high camera-to-operator ratios can negatively affect active monitoring
pramz’“. Towards this end, police have increasingly integrated crime control
technologies such as gunshot detection technology (GDT) in an attempt to maximize
efficiency, given that operators cannot monitor all cameras in a system simultaneously,
such technology is expected to better focus operator attention by identifying precisely

when an operator should monitor a specific camera. However, there is no guarantee that

such technology will increase surveillance technology effectiveness. Further research has it

16



found that the introduction of GDT in Newark, New Jersey, did not improve active
monitoring practices of surveillance system. Given the high cost associated with
technology, introducing additional camera operators and/or patrol officers into surveillance
operations may be a more cost-effective measure than complementary crime control
technologies>**. For example, the costs of the additional camera operators, police officers,
and patrol vehicles deployed in Newark’s CCTV Directed Patrol Project were
approximately $76,000. In contrast, ShotSpotter, the industry leader in GD %ogy,
reports that subscriptions for their service cost between $65,000 and $90,000 per square
mile per year. In the case of Newark, which has ShotSpotter’s ’ialled in a seven
square mile area of the city, this translates to a yearly ofi between $455,000 and
$630,000. At an average cost of about $6,897 per week @3.07 / 11-week intervention

period), conducting the CCTV Directed Patrol nt&Q each week of the year (totaling

$358,644) would cost between $96,356 an(%f@ 6 less per year than GDT?34,

N\

However, we must note that techno%?g‘\ﬁ ides GDT can be used in an attempt to improve
CCTV monitoring functions@nay provide a more cost-effective solution. Recently,
research explored the {@1 benefits that computer vison technology (CVT; also known
as machine lean@can provide to surveillance system interventions. CVT applies
mathematia&%‘[hms to each frame of CCTV footage for the purpose of automating the
detectiQ%crime related events. Upon detection of an image of concern such as a weapon,
fugkgvehicle, or physical behavior indicative of crime (e.g., a person repeatedly striking
a vehicle window as if trying to break in), CVT alerts the CCTV operator who may have
been monitoring a different camera at the time. Within a CVT-assisted CCTV scheme, the
primary role of the human operator is shifted from the traditional role of manually mining

video footage in search of criminal behavior to a supervisory role emphasizing assessment

of detected images and response decision-making i.e., whether to report detected events to
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the police®. This may bolster the efficiency of active CCTV monitoring, as research has
shown the bulk of camera operator time is spent on activities other than camera monitoring.
To date, little use of CVT has been made by law enforcement®. None of the evaluations we
identified for potential inclusion in this review mentioned the use of CVT. As the use of
CVT expands, researchers should conduct case-controlled evaluations to measure whether
CVT improves the effectiveness and efficiency of surveillance technology. EV n with
further policy insights from an increase in evaluations of surveillance tec y, there

continue to be opportunities for further improvement in evaluation re Q For one,
randomized controlled experiments are a rarity in the study of @nce technology.
Research carried out the only randomized experiments of s ﬁoce technology in public
settings, it was noted that, because CCTV cameras are wired to physical structures
and configured to wireless communicatio @mks, moving locations after
experimentation would require additional r§ures. Other crime prevention strategies,
such as hot spots policing or body-wo%%eras, do not present such difficulties and are
more amenable to randomizatioré&c—)\

Q

Nonetheless, random @ent of CCTV cameras may be possible in certain cases. As
argued by reseaxci&gencies could identify priority locations at the outset of a program
and rando gdéct a subset of locations to receive cameras during the first phase of
installe@rbln a waiting-list design, other priority sites could receive cameras in later
insmlyion phases, after completion of the experiment. Under this strategy, officials could
simultaneously generate the most rigorous evidence of the effects of surveillance
technology while still ensuring that all priority locations received CCTV (presuming that
experimental results support the installation of more cameras). In this sense, there may also

be a role for re-deployable CCTV cameras, meaning that experimental areas can be moved

around®.
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2.1.1 Surveillance Retail Intelligence

Surveillance Retail Intelligence offers an artificial intelligence (Al) platform that reviews
and analyzes brick and mortar store cameras in order to radically improve store operations®.
Market intelligence collected from video surveillance system of customers is being used to
analyse buying trends or metrics and enable improved strategies, e.g. what and how do
people shop, what is the probabilities of they responding to calls to action w;j different
store area, which lane do they traverse the most. Heat maps metrics ¢ ul&&pw the highs
and lows of shopper rate at specific locations in a store, assistin 0 recognize peak

buying times, preferred promotion types, and recruiting rﬁ@e ents for peak shopping

periods’. Q

Surveillance retail intelligence refers to the use&éivanced surveillance technologies and

data analytics to gather insights and improwe*decision-making in the retail industry. The
. \

technology involves the use of can%hw, sensors, and other monitoring devices to capture

data on customer behavior, ngnces, and buying patterns. This data is then analyzed

using advanced algori@d artificial intelligence to provide insights that can be used to

optimize operationq* enhance the customer experience’.

One of %§ain benefits of surveillance retail intelligence is its ability to improve
cus%!wtr experience. By monitoring customer behavior, retailers can gain a better
understanding of what customers want and need, and adjust their operations accordingly.
For example, if a store notices that a particular product is frequently being picked up but

not purchased, they may choose to lower the price or place it in a more prominent location’.
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Surveillance retail intelligence can also be used to improve store layout and design. By
analyzing data on customer traffic and movement patterns, retailers can optimize store
layout and product placement to increase sales and improve the customer experience. For
example, they may choose to place popular items near the entrance to encourage customers
to make a purchase before leaving the store’®

Another benefit of surveillance retail intelligence is its ability to improve inventory
management. By tracking product movement and analyzing customer purchasi %ems,
retailers can optimize their inventory levels to ensure that they have the QEB‘ products in
stock at the right time. This can help to reduce waste and preve@gmuts, improving

both profitability and customer satisfaction®?. §

Surveillance retail intelligence can also be used to J ve store security. By monitoring
customer behavior and identifying suspicious a@ retailers can improve loss prevention
and reduce shrinkage. This can be partlc @mportant in high-risk environments such as

convenience stores and pharmacies’ C

Q
Overall, surveillance re 1@5’,%06 is an important tool for retailers looking to improve
customer exper.ie,\' optimize operations, and increase profitability. By leveraging
advanced ur@we technologies and data analytics, retailers can gain a deeper
understafditg’ of customer behavior and use this insight to make more informed decisions.
As Mology continues to evolve, surveillance retail intelligence is likely to become even

more important in the retail industry®.

2.1.2 Surveillance Security Behavior
Surveillance Security behaviors allow control over credentials, authentication,

authorization, and auditing logs. These behaviors can be utilized, either by programming or
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through configuration. Surveillance system utilized to research suicide find out that 83
percent of people attempting to jump in front of a train showed a noticeable specific
behaviors'’. It was later analysed from CCTV footage and now used to alert surveillance
monitor watchers to potential suicides. Surveillance system networks are also used by
researchers to determine and record crowd activities in public places and prevent anti-

social behaviors. For example, cameras have been used at academic places for sec&'ty, and

to record bullying, cultism or playground incidents on video’. OQ

Surveillance security behavior refers to the use of surveillance tech i¢s to monitor and
influence human behavior in order to improve security. Thi@roach involves using
cameras, sensors, and other monitoring devices to gathe human behavior, and then

using this data to identify and respond to security th?@

One of the main benefits of surveillanb{@curity behavior is its ability to improve
situational awareness. By monitor'ls@ environment and gathering data on human
behavior, security personnel @in a better understanding of potential security threats

and respond more quickly{ahd effectively. This can help to prevent security incidents and
reduce the impast,(&)se that do occur.
C

Surveill ecurity behavior can also be used to influence human behavior in order to
imr%w security. For example, the presence of cameras can deter potential criminals from
committing crimes, and the use of signage and other cues can encourage people to behave
in a certain way (such as avoiding certain areas or reporting suspicious activity). This
approach can be particularly effective in high-risk environments such as airports, stadiums,

and other public spaces.
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Another benefit of surveillance security behavior is its ability to provide evidence in the
event of a security incident. By recording video footage and other data, surveillance
technologies can provide valuable evidence that can be used to investigate incidents and
prosecute criminals. This can help to improve accountability and deter criminal activity in
the future.

However, there are also some concerns associated with surveillance security behavior. One
of the main concerns is the potential for privacy violations. As surveillanc ﬁoogies
become more advanced, there is a risk that they may be used to collect &sgnal data and
infringe on individual privacy. This can be particularly concerni ’%ations where the

surveillance is carried out by private organizations rather th@ ment agencies.

Q
Overall, surveillance security behavior is an impo;@tool for improving security in a
wide range of settings. By monitoring human or and influencing it in a positive way,
security personnel can help to prevent se lwncidents and reduce their impact. However,
it is important to strike a balance beé%l}ﬁ
technologies are used in a rea@b e and ethical manner”%?.
N

2.1.2.1 Types of ity Measures

curity and privacy, and ensure that surveillance

There are t 0@& security measures which are preventive and detective measures. The
preventi asure is aimed at preventing the occurrence of an undesired event by use of
barrkvor other devices such as cameras for surveillance®. Detective measure is performed
after an undesired event has occurred to detect who or what has caused such event in order
to prevent it from happening again, which is the basis of this study. We are taking into
consideration, a preventive and detective security measures by integrating a CCTV system

with a 2.4Ghz optical wireless video transceiver to multicast in a smart environment’-3,
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Meanwhile, in consideration of the technological implementation for this study, Optical
Wireless Communication (OWC) is considered as part of a solution, it usually make use of
the unlicensed ultraviolet, infrared light or visible spectrum bands. For over a decade,
researchers have been working on UltraViolet Communication (UVC) applications,
basically in the circle of long-distance nonline-of-sight (nLoS) communications. UV band
is specified from 100 to 400 nm (Nautical Mile) and is classified into three zon&V-A
(400 to 315 nm), UV-B (315 to 280 nm) and UV-C (280-100 nm)°. The thr damage

the skin, the significance of their physiological effects depends on }{Qa)e ength (the

Table 2.1 Frequency & Wavelength Range Analysis®. QO

A

smallest wavelength, the greatest effect).

Band Frequency W‘ Wavelength range
O

Extremely Low Frequency (ELF) @@9’ >100km
Very Low Frequency (VLF) . &)30 kHz 10 to 100km
Low Frequency (LF) Q'}C'J\ 30 to 300 kHz Im to 10km
Medium Frequency (MF) .$ 300 kHz to 3 GHz 100m to 1km
High Frequency (HF )Q 3 to 30 GHz 10 to 100m
Very High Frepﬁgﬁw VHEF) 30 to 300 GHz 1 to 10m

A\

O

Th ef%%is technology needs to be avoided and it is not discussed in this study as part
of a possible solution smart cities insecurity. Rather, the Radio Frequency for OWC will be
implemented in this study, as it has been a major technology for wireless technology in
past centuries, with no physiological effect on human®. Variations of OWC can be

potentially employed in a diverse range of communication applications ranging from
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optical interconnects within integrated circuits through outdoor inter-building links to

satellite communications, using Wi-Fi protocols.

R

Table 2.2: Wi-Fi protocol Summary*. 0
V4
Protocol Frequency Signal @um Data Rate
N\
Legacy 802.11 2.4 GHz FHSS or DSSS bps

802.11a 5 GHz OFDM QO 54 Mbps
802.11b 2.4 GHz HR—D@ 11 Mbps
802.11g 2.4 GHz C\@ 54 Mbps

802.11n 2.4 GHz or 5 GHz DM 600 Mbps (theoretical)
802.11ac 5 GHz & 256-QAM 1.3 Gbps

oS

Where: .Q\A
FHSS = Frequency (@g Spread
Spectrum, DS S.é

OFDM Z@ngonal Frequency Division Multiplexing,

HR%-Rate, QAM = Quadrature Amplitude Modulation®.

réct Sequence Spread Spectrum,

Table 1.2 shows summary of IEEE 802.11 protocol, if we see there, the Legacy 802.11 is
the first Wi-Fi protocol developed in the series of IEEE 802.11 having the maximum data
rate 2Mbps. After that, the next versions developed with increasing maximum data rate of

Wi-Fi.
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2.1.3 Video Surveillance Applications
The fact remains that video surveillance is such an effective system especially when one
thinks of its widespread use attests to its low investment cost. We are going to be

discussing several video surveillance applications in the next few paragraphs.

2.1.3.1 Crime Management

CCTYV surveillance can deter potential criminals. When a crime does occur, vi otage
can help law enforcement to investigate and later provide evidence for pro @n in a law
court. Used in conjunction with CCTV, audio, thermal and other ty e€<\fsensors can alert
officials to occurrences that are out of the ordinary, e.g. a ﬁre@ shots at a location.
For businesses, CCTV cameras can detect and monitor in- @criminal activities. Prisons

may use video surveillance to prevent drones from d@e ng drugs and other contraband

to prisoners. Security cameras are able to monit&s that are not easily accessible, e.g.

W

Crime management refers to the c@ of law enforcement agencies and other stakeholders
to prevent, detect, inve&%, and respond to criminal activity. Effective crime
[ ]

management requi&gombination of strategies and tactics, including intelligence
Y

gathering, cofimug

reforms’. 6
Q0

Onextthe key components of crime management is prevention. This involves identifying

policing, technological solutions, and criminal justice system

risk factors and implementing strategies to address them before criminal activity occurs.
Prevention efforts may include community outreach programs, public education campaigns,

and targeted interventions aimed at reducing specific types of crime.
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Another important component of crime management is detection. Law enforcement
agencies rely on a variety of tools and techniques to identify criminal activity, including
surveillance technologies, forensic analysis, and informants. Effective detection requires a

combination of resources, expertise, and technology.

Once criminal activity has been detected, law enforcement agencies must investigate the
crime and gather evidence to support a prosecution. This may involve ucting

interviews, collecting physical evidence, and analyzing data to identify p suspects.

Effective investigation requires a combination of technical expértise and advanced

analytical tools'%!2, %

In addition to prevention, detection, and investigation,@e management also involves
responding to criminal activity in a timely a f@tive manner. This may involve
deploying law enforcement personnel to %ne of a crime, coordinating with other

agencies to ensure a swift and coordig{%r sponse, and engaging with the community to
[ ]

address concerns and prevent futu@dents.

Finally, effective crim nagement requires ongoing evaluation and improvement. Law
enforcement a{n}\:ust constantly review their strategies and tactics to identify areas
for imprm%pnt and make adjustments as needed. This may involve evaluating the
effe%%ess of specific programs, analyzing crime data to identify trends, and engaging

with the community to gather feedback and input!2.

Overall, crime management is a complex and multifaceted endeavor that requires

collaboration and coordination among a wide range of stakeholders. By implementing a
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comprehensive approach that includes prevention, detection, investigation, response, and

evaluation, law enforcement agencies can help to reduce crime and improve public safety.

2.1.3.2 Disaster Management
With CCTV cameras, emergency services and rescue teams are able to scrutinize and
monitor events in real time to pass on a “situation” through video to disaster management

teams, e.g. from inside a cave, burning building, or from an helicopter flying scene®’,

Disaster management refers to the process of preparing for, respondia%)g‘d recovering
from natural or man-made disasters. The goal of disaster mana t is to reduce the

impact of disasters on individuals, communities, and infrast\@re.

Q

Preparedness is a key component of disaster@%ment. This involves identifying
potential hazards and developing plam’bprocedures to mitigate their impact.
Preparedness activities may inclpg&lining and education programs, developing
emergency response plans, &%:ting drills and exercises, and establishing
communication protocols. . $

In the event of a dis}b, response activities are critical to saving lives and reducing

.

damage. Res@a ivities may include search and rescue operations, providing
emergen%@dical care, evacuating affected populations, and providing food, water, and
shei%%}those in need. Effective response requires a coordinated effort among emergency
responders, government agencies, and community organizations’.

Recovery activities focus on restoring normal operations after a disaster has occurred. This
may involve rebuilding infrastructure, providing financial assistance to affected individuals

and businesses, and providing counseling and other support services to those who have
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been impacted. Recovery activities can be lengthy and complex, and require a sustained

effort over time.

Disaster management also involves ongoing efforts to reduce the risk of disasters and their
impact. This may include investing in infrastructure to make it more resilient to natural
disasters, implementing early warning systems to alert individuals and communities of
potential hazards, and conducting research to better understand the causes aan*cts of

disasters!©. < O

Effective disaster management requires a multi-disciplina ach that involves
collaboration among government agencies, emer responders, community
organizations, and the private sector. By working to@er to prepare for, respond to, and
recover from disasters, communities can minim@% impact of disasters on individuals,
families, and businesses'’.

2.1.3.3 City and Community Stree’t@ormg

CCTV Cameras at traffic thK@( bridges, and other places in cities, monitor people to
collect the traffic statisti s@ell as footage for over speeding. IoT birth the AoT which is
a Chicago initia.lt'gv\' o gather real-time data, weather and environment, about the city.
Some of the s@r nodes include CCTV security cameras that detailed the images they
record, or to protecting individuals’ privacy, will not transmit or store these images.
Bas}&l?y, a limited figures are stored for use by senior researchers so as to “design and
develop the computer vision software”. The project has encountered with some restrictions
from privacy watchdogs®®.

City and community street monitoring refers to the use of surveillance technologies to

monitor public spaces, including streets, sidewalks, and other public areas. The goal of
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street monitoring is to enhance public safety, prevent crime, and deter unwanted behavior

in public spaces.

One of the key benefits of city and community street monitoring is that it can provide law
enforcement agencies with valuable intelligence and evidence to support criminal

investigations. Street monitoring systems can capture video footage of criminal{ctivity,

which can be used to identify suspects and prosecute criminals. QQ

In addition to its role in law enforcement, street monitoring can %x as a deterrent to
criminal activity. The presence of surveillance cameras ir@b spaces can discourage
individuals from engaging in criminal behavior, as the@ aware that their actions are
being recorded and may result in legal conseque eﬁbQ

Street monitoring can also be used to vae traffic safety and manage traffic flow in

[ ]

busy urban areas. Cameras can@ed to monitor traffic patterns, identify areas of
congestion, and adjust trafﬂ'c{%]a s to improve the flow of traffic.

Another impo '@ﬁt of street monitoring is that it can enhance community safety and
help reside@feel more secure in their neighborhoods. By providing a visible presence of

law®gment and capturing evidence of criminal activity, street monitoring can create a

sense of security among residents.

However, there are also concerns about the use of street monitoring, particularly in terms
of privacy and civil liberties. Critics argue that widespread surveillance can be intrusive

and may lead to a chilling effect on free speech and other civil liberties.
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To address these concerns, it is important that street monitoring systems are designed and
implemented in a way that is transparent and respects individual privacy rights. This may
involve limiting the use of surveillance technologies to specific high-risk areas, ensuring

that footage is only accessed by authorized personnel, and establishing clear guidelines for

the retention and use of surveillance footage. \

Overall, city and community street monitoring can play an important r(!e@enhancing
public safety and preventing crime. However, it is important that S@S}qnce technologies

are used in a way that balances the need for security with ir@ual privacy and civil

liberties 0
O

2.1.3.4 Medical Monitoring and Diagnosis
There are approximately 43 facial musc@at shows people’s thoughts and feelings.
Some smart software identifies thes %ssions, e.g. anxiety or pain, from images more

easily than people can. CCTV illance cameras can also monitor hospital patients, for

instance identifying pot&@hedical crises in children or the elderly, e.g. an epileptic or a
8

stroke, or asthma g@ 7,

Medical @oring and diagnosis refer to the use of technology to gather and analyze

heah@éted data, with the aim of identifying and diagnosing medical conditions.

One of the most common applications of medical monitoring and diagnosis is in the
management of chronic medical conditions. Patients with conditions such as diabetes,
hypertension, and heart disease may use medical monitoring devices to track their vital

signs, such as blood glucose levels, blood pressure, and heart rate. This data can be
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transmitted to healthcare professionals who can use it to monitor the patient's health and

adjust their treatment plans as needed.

Another important application of medical monitoring and diagnosis is in the detection and
diagnosis of medical conditions. Technologies such as magnetic resonance imaging (MRI),
computed tomography (CT) scans, and ultrasound can be used to capture images of internal
organs and structures, which can be used to identify abnormalities or injuries.Q*oL tests

and other diagnostic tests can also be used to detect the presence of specific ditions or

diseases. ’\
O

Medical monitoring and diagnosis can also be used t rt telemedicine, allowing
healthcare professionals to remotely monitor and dia@e atients. This can be especially

useful in remote or underserved areas where acce&ealtbcare is limited.
In recent years, advances in machine ing and artificial intelligence have also enabled
the development of medical d@f&is and monitoring systems that can analyze large

amounts of health data t(@ify patterns and trends. This can be especially useful in

predicting and ;ﬁag&' g diseases before symptoms appear, allowing for earlier
intervention a<d theatinent’.

O

Ho@qlere are also concerns about the potential risks and limitations of medical
monitoring and diagnosis technologies. For example, there is a risk of false positives and
false negatives, and there may be privacy concerns related to the collection and use of

health data.
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To address these concerns, it is important that medical monitoring and diagnosis
technologies are rigorously tested and evaluated, and that patient privacy is protected

through secure data storage and transmission.

Overall, medical monitoring and diagnosis technologies have the potential to revolutionize

healthcare by improving the accuracy and speed of diagnosis, enabling earlier intervention

and treatment, and facilitating remote healthcare delivery. Q\
2.2 Methodological Frameworks ’\
Video surveillance, or closed-circuit television (CCTV), has b highly popular and

prevalent method of preventing crime in public space in @ountrles across the world.
Although it often dominates the policy focus, q Q have been raised about its
effectiveness and social costs, as well as ho@%mpares to alternative surveillance
measures. The review of theoretical and p matic understanding of surveillance draws

attention to other widely used su\’\@e measures that perform a crime prevention

function in public places. Tl@tlude security guards, improved street lighting, place

managers e.g., bus driv a@‘parking lot attendants, and defensible space i.e., changes to

the built environng\' The article reviews the research evidence on the effectiveness of the
[ ]

full range of @ area surveillance measures and examines related social costs. It also

serves t den the view of public area surveillance beyond the current narrow focus on

surveillance technology’.

Forward searches of surveillance system evaluations, we used Google Scholar and
Research Gates to conduct forward searches of all evaluation studies identified in the prior

review as well as during our updated search. Through this process, we obtained all articles
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that cited a study included in this updated review and manually reviewed the references

sections.

Contacts with leading researchers. These search strategies identified new surveillance
technology evaluations. Several studies did not meet the inclusion criteria and thus were
excluded. This process resulted in the collection of new evaluations of suxillance
technology that met the inclusion criteria. In considering these new evaluati longside

those included in the last review, the present review includes lots of e\@, with many

providing the requisite data to be included in the meta—analysis oach allowed for

the inclusion of both published and unpublished studies in tl@s atic review. Published

reports accounted for is about 78.7% of the evaluations; 21.3% reports coming from

the grey literature. 6{6Q
0

Researcher did a systematic review,. inco >ate rigorous methods for locating, appraising,
and synthesizing evidence from p{%aluaﬁon studies, using a similar level of reporting
detail that characterizes hi uality reports of original research. In following this
framework, we inco?@% a rigorous approach to identify evaluation studies for
inclusion in o 'r@f.

In this phase, of approach, the usability attribute evaluation will be adopted, by recent
res%&his study. People At Center of Mobile Application Development (PACMAD)
originated, by integrating the wusability attributes developed, regularized by the
International Organization for Standardization (ISO). This is a phase that review the
PACMAD usability attributes, prior to developing the metric to measure usability of

Surveillance System. Figure 2.1 below describes the most common usability evaluation
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attributes based on Lillian-Yee-Kiaw W , ISO, with the recent integration of usability

attributes in PACMAD model obtained from literature®.

= Effectiveness \

- Satisfaction

-
i o
O
(g
(¥ |
S

o Memorability

m  Cognitive load

ON
Figure 2.1: PACMAD UE Framework®.
o

23 e@)f Related Works

Scientific views was presented on the history of mankind and the current global threats,
their dangers and nature. In particular, the existence of constructive ideas and destructive

ideas influences their interests in global threats and the problem of protection from Them!?.

Manual searches of surveillance system evaluation study bibliographies, as our search

progressed, we conducted manual searches of the references section of each study
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identified for potential inclusion. For manual searches of other surveillance system study
bibliographies, we conducted manual searches of the following theoretical articles, policy
essays, qualitative studies, and literature reviews published in the last 9 years which

reviews the CCTV and BWVC literature across four main areas of inquiry are:

1. Program effect and common outcome measures,
ii. Contextual factors influencing program effect, Q\

1ii. Intervention costs, and < Q
iv. Implementation issues®1°, 6\

A research was carried out, on the effectiveness of survei

suffers from potential threats to causal certainty. This particular paper reviews seven

studies that address some of these problems & the rigorous research designs of
randomized and natural experiments. Incl@mdies that reported changes in total crime
found crime reductions ranging frorﬁ@%% in public streets and urban subway stations,
but its effectiveness in parking @‘ies or suburban subway stations are not commendable.
Moreover, surveillance may help reduce unruly behaviour in academic campuses,

football stadiums Wbe t in supermarkets/mass merchant stores. These findings proved

° \'
u ﬂhce can reduce crime in several settings'!.

that video s1

The gﬂg another research on surveillance technologies and crime control: understanding

police detainees’ perspectives on police body-worn video (BWV) and CCTV cameras'?.

Researcher presents the current state of the art and direction of research in computer vision
aimed at automating the analysis of surveillance system images. It includes low level

recognition of objects within the field of view of cameras, upon following those objects
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over time and between cameras, as well as the interpretation of those objects’ appearance
and movements with regards to models of behavior (therefore intentions inferred). The
potential ethical problems and some potential opportunities, in this case, such
developments may pose if and when deployed in the real world are being presented, and
suggestions being made as to the necessary new regulations which will be needed if such

systems are not to further enhance the power of the surveilles against the surveille&

R
The review that the fear of crime may have negative impact for health n@lbeing, is
influenced by factors in the physical and social environment. Thi &aimed to review
and harmonize qualitative evidence from the UK on fear of %and the environment
with the use of special methods of searching Eighteenes, including crime, health
and social science databases. Qualitative studies co%%d in the UK which presented data
on fear of crime and the environment were inc Quality was assessed using Hawker et
al.’s framework. Data were harmonized &cally. The total of 40 studies were included
in the review. Several factors in the?%?}y%{c | environment are assumed to impact on fear of
crime, including visibility, a%%}ls of abandon. However, factors in the local social
environment appear t@ important as pioneer of fear of crime, including familiarity
and social netwerb\& , broader social factors appear to be of limited relevance. Certainly,
there is co&i&dble evidence for limitations on physical activity as a result of fear of
crime, Q%ss for mental health impacts'*.
v

Visible Light Communication has emerged as a prominent technology for wireless
communication due to benefits such as license, bandwidth, coexistence and security. In
addition, it was officially standardized by IEEE 802.15.7 in 2011'°, However, it encounters

certain challenges that can be term as criteria to develop a revised version. OCC operates in

the same channel band as VLC with more benefits on receiver characteristic and it is party
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to the standardization of issues in IEEE 802.15'®. There are extensive research on OCC
technologies, new spectrum targeting, multiple-input-multiple-output diversity,
transmission access, and novel architectures with augmented reality user experience for the
extended 5G wireless network!”.

Review of past studies gathered that a Media Access Control (MAC) and Physical (PHY)
layer use light wavelengths from 10,000 nm to 190 nm in optically transparent Kdia for
OWC'®. The standard is capable of transferring data rates up to 10 Gbit/s at distasce in the
range of 200 meters unrestricted nLoS. It is designed for point-tc;+< t and point-to-
multipoint communications in both non-coordinated and coord d"* topologies. The
standard is capable of transferring data rates sufficient %01"[ video and audio
multimedia services and at the same time conside@w ility of the visible link,
impairments due to noise and interference from&@ like ambient light, compatibility

with visible-light infrastructures and a M that houses visible links. The standard

adheres to eye safety regulations applic@zo.

Scientific investigation sho\Q% possible urban outdoor solution, to free up the RF
spectrum for smart ci@, a single point of failure from machine malfunctions, purpo-
seful or accidenteﬂ\'{%uan behavior, can make the whole framework stop working. They

N

were able t%co up with a solution of an IoT based blockchain technology?!.
The}sbave been many articles written on the privacy concerns raised by the intersection of
modern technology and government surveillance, some of the authors lay accusations on

western democracies of falsifying the threat of terrorism to justify mass surveillance and

also of exaggerating its role in preventing terrorist activity?3.
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2.3.1 Surveillance Technology

Surveillance technology is an electronic device / system utilizing an electronic device, or
similar technological tool designed, or primarily intended to collect audio, electronic,
visual, location, thermal, olfactory, biometric, or similar information specifically associated

with, or capable of being associated with, any individual or group!”-?3-24,

Furthermore, a data verification system for CCTV surveillance cameras using@:hain
Technology was invented, the system ensures the authenticity of the sforc@w#ecordings,
allowing authorities to validate whether or not a video has b red. It helps to
distinguish fake videos from original ones and to make sure th%reillance cameras are
authentic. This immutable ledger reduces the risk@eright intrusion for law

enforcement agencies and users by securing possessngnd identity?!.

In 2013, The U.S. Department of Homelaﬁ@urity established a System Assessment and
Validation for Emergency Respond gram to assist emergency responders making
procurement decisions, the. s&t@&serves basically as a security force booster, providing
surveillance for a wide e@ten time, than would be viable with security personnel alone.
The system 1is .O@Wd to support complex security systems by integrating video
coverage and @ty alarms for barriers, intrusion detection, and access control?>.

There ar classical model of surveillance processes, which are:

a) ure and collation of data

b) Analysis and interpretation of data (to generate information)

c) Dissemination of information

2.3.2 Decentralization / Multicast
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In computer networking, multicast is group communication where data transmission is
addressed to a group of destination computers simultaneously. Multicast can be one-to-
many or many-to-many distribution?®. Multicast should not be confused with physical layer
point-to-multipoint communication.

During data transmission in multicasting using IEEE 802.11n WLANSs standard, the
common two problems that usually occur is poor consistency and low data rate broadcast®.

A new protocol was implemented to eradicate these problems which bQSS layer
optimisation?®, Q/

Project REMP (Reliable Efficient Multicast Protocol), by Go@hnan R., is basically
suggested for MAC level Multicast protocol for increasi ility and efficiency. Vinod
B Durdi, P. T. Kulkarni, and K. L. Sudha, develg@nethods to take care of resource

allocation in cooperative wireless a sensor net (CWSNs). The most challenging area

of the CWSNss is the quality of service i. .@0 guaranty multimedia content delivery?23,

N
2.3.3 Optical Wireless Cor.nxl@\lct?on
Variations of OWC ca: @)tentially employed in a diverse range of communication
applications rang,'n om optical interconnects within integrated circuits through outdoor
inter-buildi g@to satellite communications.
OWC ca 1vided into five categories based on the transmission range:
UltNort Range: chip-to-chip communications in stacked and closely packed multi-chip
packages.
Short Range: wireless body area network (WBAN) and wireless personal area network
(WPAN) applications under standard IEEE 802.15.7, underwater communications.
Medium Range: indoor IR and VLC for wireless local area networks WLANs and inter-

vehicular and vehicle-to-infrastructure communications.
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Long Range: inter-building connections, also called free-space optical communications
(FSO).

Ultra-long Range: Laser communication in space especially for inter-satellite links and
establishment of satellite constellations?®2°,

Future research should continue to ensure the policy relevance of CCTV research. It is
important to note that knowing whether a technology “works” is not enough for
policymakers; the contextual and procedural aspects necessary to maximi Qec s are
equally important when considering the adoption of a crime preven io@mlogy. In
recognition of this fact, the College of Policing developed the ‘@ orks Toolkit to
summarize the research evidence on a variety of crime pr rﬁ strategies in a format
that is easily interpreted by practitioners.18 The too@ entifies five dimensions of

programs that b’bQ
O

are of interest to policy makers: \Q
B Intervention effect, @
B Causal mechanisms, ,&c—’\

B Moderating factors $
es, and

B Implementati i?

| Econ@/@g”.
The C(@’bof Policing noted that Surveillance Technology meta-analyses have provided a
greMal of evidence on the intervention’s effect, causal mechanisms, and moderating
factors, but have generated much less evidence on implementation issues and economic
costs. In a sense, this is unsurprising given that the Toolkit focused on meta-anlyses that
exclusively included studies incorporating crime as an outcome measure. In order to

generate sufficient knowledge on implementation issues and economic costs associated

with Surveillance Technology, researchers may need to conduct systematic reviews that
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prioritize research directly focusing on these factors, irrespective of whether crime was

directly tested in the evaluation.

Lastly, researchers should expand the focus of Surveillance Technology evaluations to
include more outcome measures than crime prevention. While crime prevention is
obviously an important consideration, police departments also largely invest in
Surveillance Technology, for its ability to detect and identify offenders for iQ%atory
purposes. Despite this potential benefit of the technology, a body of(re h on the
investigatory benefits of Surveillance Technology has yet to deve ﬂ% our knowledge,
represent the only case-controlled tests of Surveillance Techn%’s effect on on-scene
offender apprehension and retroactive criminal inve s, respectively. The field

would benefit from an increased evidence-base on tl}sQ%ct of Surveillance Technology on

P
2.4 Summary of Gaps in Literatu @wed
O

such outcomes?°.

After critical review of past dis it was gathered that most of the surveillance system

are loT based centrah@em which is expensive, not user friendly and increases the

venerability of sy&*ﬂ%reach to attackers.

The rev1ew6 ed literature is in Table 2.3 below

\/
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AUTHORS WITH PAPER TITLE PROBLEM SOLVED METHOD USED LIMITATION

DATES

Prince Waqas Khan A Data Verification Crime prevention and IoT combined but A single point of failure from
Yung-Cheol Byun System for CCTV examinations in smart  blockchain-based machine malfunctions, purposeful
Namje Park Surveillance Cameras cities or accidental human behavior, can
2020 Using Blockchain make the whole framework stop

Amanda Thomas,
Eric Piza Brandon C.
Welsh David P.
Farrington 2011

Ammar Gharaibeh,
Mohammad A.
Salahuddin, Sayed
Jahed Hussini,
Student and Ala Al-
Fuqgaha, 2017

Technology in Smart
Cities

The Internationalization
of CCTV Surveillance:
Effects on Crime and
Implications for
Emerging Technologies

Smart Cities: A Survey
on Data Management,
Security, and Enabling
Technologies

Crime prevention and
policing across the
world

The projects aimed at
offering new data and
access to increase the
efficiency of the city
services and to reduce
the consumption of
esources

41

Systematic review
methods with meta-
analytic techniques

Object Level Frame
comparison
methodology was used
with Machine learning
algorithm was used.

working

The standard of the system
proposed is tedious to implement
which slowed down its
implementation in several
countries

The main challenge faced is that
the data generated by smart city
applications are voluminous,
which sometimes results to

deadlocks




Neeraj Kaushik Dr.
Teena Bagga 2021

Smart Cities Using loT

The use of [oT to
maintain E-
governance, smart
transport, smart waste
management, smart
water management,
smart energy
management to make a
smart city

These loT
technologies; Sigfox,
Ingenu, Lora,
weightless, and RPMA
were considered

Network requirement for each
smart section differs
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Chapter Three

Methodology
3.1 Research Approach
The approach used in this study is the development of technical artifacts (use of
experiments), with a quantitative investigation of phenomena. A purposive sampling
technique was implemented to assume transmission frequency range and wavelength range
within tested location. Purposive sampling theory suggests, it is impleme here the

insight quality is sufficient to offer valid information into the investig%(/

The purpose of the above approach was to help for crime prev@ and detection, within
an enclosed geographical location, enabling residents i munity to join forces with
one another and contribute their own quota in %@ng their environment, lives and
properties, through a surveillance system momni g. An alpha pre-test was conducted
before the experiment, followed by a bet ch ttest?. This implies the process of integrating
the hardware devices to give the r@utput and connectivity, such as, power supply
test, 12v Swatts Direct Curer%& supplied into the system and there was an interference
in communication, anq%gthe absence of storage device (hard-disk), which result to an
error message “No@?ge device installed”, then the error was fixed by installing a storage

device, wh the expected result®*,

Table @low illustrates the alpha pre-test, experiment and beta post-test

N
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Table 3.1: The alpha pre-test, experiment and beta post-test.

Sequence Alpha Pre-test Experiment Beta Post-Test
Control Tested usability of the No experiment Tested usability of the
apparatus System, observed some System, observed some

inhibitions inhibitions

3

Experiment  Tested usability of the Integrated the Tested us@of the

apparatus System, observed some system for multicast SYS®bsewed some

inhibitions @ ions

Source: !

3.2 System Design
3.2.1 Surveillance Technology | ,& N
Surveillance technology is an eleﬂ{%c device / system utilizing an electronic device, or
similar technological tool .d&ned, or primarily intended to collect audio, electronic,
visual, location, thermégfactory, biometric, or similar information specifically associated
with, or capabé%oi associated with, any individual or group®.
There are t@g classical model of surveillance processes, which are:
%Q;gure and collation of data
e) Analysis and interpretation of data (to generate information)

f) Dissemination of information
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CCTV System Data Output Wireless Video
Transmitter

Environments

Data Input Wireless Video

Multiple Residents :
Receiver

Multiple Monitor

N

Figure 3.1: Proposed Surveillance System Multi%{bmceptual Diagram

Source: ! ’b
O
Q)

Where: CCTV System is seﬂ&’({cpcapture data and store with proper and required
equipment Q\A
=

Integrate a Wireless&@ Transmitter
Signal sent to @e ss Video Receiver
Wireless@ Receiver is plugged to monitors for Multicast

Surveillance technology crucial to human living and is applicable in several human day to
day activities such as: Transportation, Health Care, Waste Management, Smart Water, e-

governance, CCTV Surveillance System etc’?.
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maton 3
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Figure 3.2: A typical Surveillance System Cycle. 0 s

Source: 2 Q
N\

This is a typical surveillance life cycle, showi ’ethe data collected is considered an
information for decision making, which %es an intervention, creating an event for a
report. &
Furthermore, looking a CC%@Veillance system, it is the commonly use surveillance
technology globally fQ@ ity improvement and enhancement.
Basic CCTV Sys@eciﬁcations are:

a) C \meras

b) ital or Network Video Recorder

W

Analog and digital CCTV systems work quite differently but modern CCTV networks use

Monitor

conversion software and hardware to convert analog to digital. This process is
called retrofitting.

The traditional CCTV Surveillance system comprises:
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® One or more cameras (analog or digital), each with a lens equipped with an image
sensor

® A recorder — Either a standard video tape recorder for analog systems, or a Digital
Video Recorder (DVR) or Network Video Recorder (NVR) for digital systems

® (Cables — Either Cat5 for digital or coaxial RJ59 for analog

® One monitors to which the images are transmitted through cable or more whi(&nages

are transmitted through internet. QQ

S

3.2.1.1 Basic CCTYV Architectural Diagram

dl
|

7o R [— 5

Figure 3.3: @ V surveillance system architecture.

Source: 3 6
O
\/Qa

Camera(s) records images through the lens using image sensors with the help of DVR,
these images (and often audio too) are transmitted to the recorder, either wirelessly or by
cable. Recorders may use analytical software and other smart technologies to scan the data
and send automated alerts to either humans, or other systems and devices. This Video

Management Software records, stores and analyzes video feeds. The software is often self-
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learning, using machine learning algorithms that utilize functionality like motion detection,
face recognition, people counting, etc. Monitor(s) can be passively (through software) or
actively (by people) monitored. CCTV networks can, and should, themselves be

monitored®?°.

CCTYV security recording systems are commonly integrated with new and existing devices,
with the wide variety of CCTV cameras on the market, and new advances in technology
being made all the time, there is a lot to learn about CCTV Surveillance system due to its
broad discovery possibilities, which is the reason for this study, a wireless video
transmitting module will be developed and integrated with the CCTV system for an

uninterrupted multicast®®.

3.2.1.2 CCTV Cameras Implementation

IP camera is a type of digital video cafacra that receives control data and sends image data
via the Internet. Unlike analog €CUTV (Close-Circuit Television) cameras, they require no
local recording device, butsonly a local area network. Some IP cameras require a NVR
(Network Video Reocorder) to handle the recording, video and alarm management, where
some IP Camgras are standalone, which can operate without an NVR, as the camera is able
to recordgdiregtly to a SD Card (if the Camera supports an SD Card). IP cameras are Digital
and “eonfiect via Cat5 (Networking) Cable or WiFi. The resolution of IP cameras is

measured in Megapixels. It provides Plug & Play Ease of Use.

The basic and well recognized type of IP Camera is the Pan and Tilt, which requires the
user input to move the camera to wherever he wishes to look into. But a new type of IP

Camera is steadily emerging called the Fish-Eye IP Camera which has no moving parts.
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3.2.1.3 Video Recorder
There are two main types of recording systems in the market. The first being the DVR
which is cheaper and easier to setup. The second being the NVR which is fairly more

expensive and requires some technical knowledge.

DVR (Digital Video Recorder) are mostly wired. Special equipment is neede@ke it

wireless Q)
,\(J

DVR uses analogue cameras which need a two-core cable for @ sually coax cables

are used and u need an additional cable for power. 0

Q

NVR systems run either via ethernet cables o @s. Higher picture quality (720p,

1080p) can be achieved by NVR comparedit

N

NVR cables are ethernet if you go @;}b}fh wired option. Also there are PoE (Power over
Ethernet) meaning both pqv%%ﬁ signal can be sent through one ethernet cable. You

could also opt in for vs% t the time of purchase.

NVR uses [P cm@s those type of cameras work on a network using ethernet cables or

WiFi. 6

(@

DVR w WK

Figure 3.4: Typical DVR & NVR diagram
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Source: °

The larger the HDD, the further you can playback. The higher the quality of the camera,
the lesser you can playback as it takes more space. In my estimate an 8 channel 1080p
NVR with a 1TB HDD will give you roughly a week of playback. Probably lesser cos the
quality is high.

Recording capacity is a function of disk space (channels x resolution x frame r. f you

get 1 week at 30fps, dropping to 15fps (still quite usable) would give yt/@ weeks of

playback. 6\

3.2.2 CCTYV Integration System

As discussed earlier, CCTV recording systems are commonly integrated with new and
existing devices. With the traditional CCTV surveillance system, a wireless video

transceiver module will be integrated with the CCTV system for an uninterrupted multi-

streaming®.
\ v

3.2.3 Wireless Video T a,Qg ver

A transceiver is a Cc ﬁaﬁon transmitter/receiver in a single package. While the term
typically aprs}to wireless communications devices, it can also be wused for
transmit iver devices in cable or optical fiber systems®®. The transceiver module is
devéh% on 2.4Ghz frequency, with a PCB Antenna; which is a transducer converting
current waves into EM waves in a high-frequency PCB. PCB antennas convert current in
high frequency into EM waves that propagate into the air. There are two PCB antennas in a
high-frequency PCB. They are embedded into the PCB as the etched copper structure. The
transmission ranges from 200 meters up to 20 kilometers. Even in highly disturbed

industrial environments, this will serve an effective system of tightening the security with
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number of video channels, combined with a highly effective wireless video transmission
module. In addition, the time required to carry out monitoring is reduced, with unlimited
transmission possibilities. With well thought-out solutions, the wireless video transmitting
module are adapted to all types of CCTV system in every standard, from IP, to AHD,
720dpi, 1080 dpi up to 4 and 8k. They can be installed outside and indoors, for several

meters and several dozen km of wireless range, sending data from the DVI@/R to

several monitors!©. OQ

Table 3.2.: Wireless Video Transceiver Specifications Q&
Power Supply DC12V-240 N
N\
Consumption Current 200mA N,/
V_ N
Tx Channel 17%Q fnany

Output Power \@ OmW
{;\s\'\\ 150 ~ 200 m
9

Unobstructed Effective Range

Operating temperature -10°c ~ +50°c

X
Source: 3 QQ

The proposed e has two parts integrated, the first part is transmitter and second one is
receiveQ&evice receiver can be plugged in any monitor using AV or HDMI port. The
Wirb&ﬁ Video Transceiver works on the concept of Internet Protocol (IP) multicast for
Local Area Network. IP multicast allows to broadcast a single information to all the
devices connected over a same Local Area Network (LAN). At present, the protocol IEEE
802.11g for WLANS is also providing a maximum data rate of 54Mbps, we can see in table
1.2. Such a high transmission rate makes broadcasting of visual signals through Wi-Fi
possible. In this device VT, for the discovery of same type of applications and making links
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between transmitter and receivers, Network Service Discovery (NSD) is used. It searches,
all VT that are available over the one WLAN. NSD makes link of transmission by
exchanging the keys, so that only those receiver can see visual signals from the

transmitting source.

3.2.4 System Architecture

We have earlier illustrated the concept of the basic CCTV system, also the WiQ&ideo
Transceiver concept and specifications. Moving forward, we need to depic onceptual
model that defines the structure, behavior, and more views of a s &Below Illustrates
an architecture description that is a formal description and re@ntaﬁon of the system.
The experiment apparatus is the sample unit (Table 3. s exposed to one or more
experimental stimulus; Thus, a user would be %SQO view the cast data from the

transmitting source.
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Figure 3.5: System Architecture
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The above figure (3.4) depict the structure, behavior, and more views of a system.
Where: Cam 1 and Cam 2 are set to capture footage in the community and send it for
storage and multicast to the DVR.

The Video Transmitter to be integrated with the DVR sending signal to the Receivers that

1s connected with several residents monitors.

In this phase of approach, the usability attribute evaluation will be adoptecQ%ecent
research in this study. People At Center of Mobile Application Developr@/ ACMAD)
originated a model'4, by integrating the usability attributes develop the International
Organization for Standardization (ISO). This phase will revia% PACMAD usability
attributes, prior to developing the metric to measure of Surveillance System.
Figure 3.4 below describes the most common usal;ﬁ*evaluation attributes based?, with

the recent integration of usability attributes in AD model obtained from literature.

AN\

— Learnability

=
et
o
(g
[ ]
o |

N/ X

=  Memorability

m  Cognitive load

Figure 3.6: PACMAD UE Framework

Source: °
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3.3 Requirements Specification
In this section, we are going to be considering the requirement specifications, which lays
out functional and non-functional requirements, and it may include a set of use cases that
describe user interactions that the system must provide to the user for perfect interaction, as
well as system development life cycle that explains the process for planning, creating,
testing, and deploying an information system, the concept applies to a range ofxlware
and software configurations, as a system can be composed of hardware only, re only,
or a combination of both. Furthermore, we are going to be consider equirements
analysis of the system, which focuses on the tasks that determine ’g& or conditions to
meet the new or altered project, taking account of the posstb%icting requirements of
the various stakeholders, analyzing, documenting, @tlng and managing system
requirements. Functional specification which a %Q‘ents that specifies the functions
that a system or component must perfor i included, and lastly the system model
that presents a framework for impler.ner%)n of specific activities!!.

A\

&

3.3.1 System Development L ycle
The system developm%b%cycle works like an assembly line, where each phase of the
process needs '@npleted before moving on to the next. This helps us produce high-

quality systés that match expectations, meet deadlines and fulfill all requirements.

Surveillance systems can be complex SDLC helps us focus on one phase at a time and
simplify the development process. We chose agile from the variety SDLC methodologies

or models, to help develop systems throughout the life cycle phases.
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With the model shown at above figure (3.5), explains, we reach a milestone at the

implementation and integration level (4) and the deliverable is at the deployment stage (6).

We will do our evaluation by collecting feedback and act upon the feedback for disposal.
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3.3.2 Implementation and Evaluation Model

Furthermore, we presents a framework for Quality implementation and evaluation of
activities using Donabedian’s Structure, it is one of the most effective methods of ensuring
customer satisfaction. The QIE model consists of policy, provider competency, and
performance and accountability, to guide this experimental initiative, which is one of the

methods implemented in this study to achieve the expected result. The QIE model is shown

in figure (3.7) below: Q/OQ
A

Achieving
Strategies . Achieving
Managing Effectiveness
Project ___ Change
Implementation \ Functional
—_— i
: Implementation
| Structural
Strategic Procedural_ —— Implementation
Plan Implementation
3 . . Operational
Besburca 7 . Implementation
Allocation

N

Figure 3.8: Q aliﬁlementaﬁon and Evaluation model

Source: 7,66

From our strategic plan to the evaluation & control.

First stage of achieving strategies consist of project implementation, procedural
implementation and resource allocation. Managing change could be achieved through the
structural implementation and achieving effectiveness goes with functional implementation

and operational implementation.
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Figure 3.9: Donabedian Structure-Process-Outcome fra

\
O
’Z}b

a. What the system needs to have to be u\\&@endly and more effective

Source: °

b. The actions in giving and receiv'l@quate security

c. Endresultasa consequ.er&@roviding adequate security

\)
3.3.3 Use Case . \Q
However, t e@ed to define the roles users will be playing in the system, the use case.
Use cas e valuable tools for understanding the system's ability to meet the needs of
end\s;ts. When designing the system, we enhance the development efforts by thinking
through the system practical use operations, the assertion is that the system use must be as

flexible as possible, for a lame man to operate. The diagram representation of this scenario

is seen in Figure (3.9) below
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Switch between
Monitor
Input Channels

Figure 3.10: UML use case %Q
Source: ? 0

The use case of the system is flexible for a lam . Put on the monitor, control switch

between the monitor channels in which th@?ess video transceiver is plugged, then you

have the view. &
)
3.4 Research Methods Q\A

It was earlier disc Qin this chapter, several types and specification of CCTV

surveillance d Vi:\ﬁke; Analogue, AHD and IP cameras, DVR, NVR, BNC Connectors,
tc.

Coaxial G@e

3.4.1 CCTYV System Development

The number one objective of this study is to develop a CCTV system using an analogue
camera and a digital video recorder, having a hard-drive, for data capturing and storage.

The method to achieve this objective is practically mounting cameras at the required angles

to capture video signals, encode and send it as an analogue signal through an RG59 coaxial
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cable to the DVR, which is then shown on a CCTV monitor and record it as a digital file
for surveillance, security, and protection use.

There are 2 specifications of both analogue and cameras which are:

1. Indoor Camera

2. Outdoor Camera

Depending on the space at the which the camera needs to be fixed for surveillance &rposes,

indoor cameras will be used for indoor purpose as its called and the outdoor @ will be

S
S
»

used for outdoor spaces.

Figure@%alogue Indoor Dome Camera
Sourx./X
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Figure 3.12 Analogue Outdoor Bullet Camera ’bQ

Source: 8 %6

The cameras shown in the above ﬁéﬁ;x%y( igure 3.10 and 3.11) are built according to the
specification of their purpo.se@ndoor which is used indoor only and the outdoor bullet
water proof for outdo@both cameras has infrared sensor in it which enables motion
detection and nig\ i8ion.

C
Moving o‘bme RG59 coaxial cable which is responsible for the communication between
the Qra and the DVR (the camera send video signals through RG59 coaxial cable in

analogue signals to the DVR) with the help of BNC connectors. The coaxial cable is also

attached with a power cable which powers the cameras.
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Figure 3.13 RG59 Coaxial Cable 6\
Source: 8 %

As shown in Figure 3.10 above, the coaxial cable i:r@ up of soft copper and hard cores

on inside. It was also attached with a power cab‘b~ ich is positive and negative black and

red colour. @
S

n P

a i\
Rk

)

S
¥

o0
3

Figure 3.14 BNC Connectors

Source: 8
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BNC Connectors facilitates connections between the camera and DVR BNC ports for swift

communications.

Moving forward, to the DVR which is a consumer electronics device designed for
recording video in a digital format within a mass storage device such as hard disk drive or

any other storage device.

8 R\
Source: $

Thisisan 8 ¢ '@VR, if we observe to the left, there are 8 ports which accommodates
connectivit@ 8 cameras. Followed by the BNC video out and audio out port. There is
aISC\V;% output port and HDMI output port. The next is the audio in port. Looking at the
second to the last contains the POE port for network connectivity and USB ports and lastly,

we have the power adapter.
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3.4.2 Decentralization / Multicast

The objective 2 is to design a decentralization system using a wireless video transceiver.
Xolbekova Mavluda et al. (2021) declared that every surveillance system must be designed
to meet all privacy policy possible, whereas, Sakpere Wilson (2017) argued that an
absolute privacy is difficult to achieve in a smart environment. To maintain a balance here,

only the read-only data will be decentralized, read and write data remains centrali&at the

main workstation!-!%, QQ

Moving on, the variations of OWC can be potentially employed i«diverse range of
communication applications ranging from optical interconnec i integrated circuits
through outdoor inter-building links to satellite communi @
Using Long range OWC enables inter-building @ﬁions, also free-space optical
communications, as it known that the smallest W&th, the greatest effect!®.

O
Table 3.3 IEEE 802.11 Frequency 12;@@ nalysis

o

Band © \Qv Frequency range Wavelength range
N

Extremely Low Frequé@ LF) <3 kHz >100km

Very Low Fre '@/LF) 3 to 30 kHz 10 to 100km

Low Frequ%ng) 30 to 300 kHz Im to 10km

Mediu@quency (MF) 300 kHz to 3 GHz 100m to 1km

High{equency (HF) 3 to 30 GHz 10 to 100m

Very High Frequency (VHF) 30 to 300 GHz 1 to 10m

Source!®
Wi-Fi is a family of wireless network protocols, based on the IEEE 802.11 family of

standards, which are commonly used for local area networking of devices and Internet
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access, allowing nearby digital devices to exchange data by radio waves. These are the
most widely used computer networks in the world, used globally in home and small office
networks to link desktop and laptop computers, tablet computers, smartphones, smart

TVS]8,19

Table 3.4 Wi-Fi Protocol Summary

Protocol Frequency Signal Maximrn@}Rate
Legacy 802.11 2.4 GHz FHSS or DSSS 2 M\J

802.11a 5 GHz OFDM bps

802.11b 2.4 GHz HR-DSSS 0 11 Mbps

802.11g 2.4 GHz OFDM Q : 54 Mbps

802.11n 2.4 GHz or 5 GHz OF ]@’b 600 Mbps (theoretical)

802.11ac 5 GHz @QAM 1.3 Gbps
\
Source: ¢ * ’Q

Where: @
FHSS = Frequency Ho i@read

Spectrum, DSSS = Direct Sequence Spread Spectrum,

OFDM = rth(gs}xl Frequency Division Multiplexing,

HR = }% te, QAM = Quadrature Amplitude Modulation.
Source: !¢

Table (void) shows summary of IEEE 802.11 protocol, if we see there, the Legacy 802.11
is the first Wi-Fi protocol developed in the series of IEEE 802.11 having the maximum

data rate 2Mbps. After that, the next versions developed with increasing maximum data

rate of Wi-Fi'6-17,
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A wireless video transmitter solves the problem of allowing to send an AV signal

wirelessly across rooms or through walls.

Figure 3:16 Wireless Transceiver D@%\;\lfxrchltecture

Table 3.5 Wirele V*eo Transceiver Module Specification

N\

Source: !

Power ﬁ.@y DC12V-24V

C&;&Esion Current 200mA

Tx Channel 1 to many
Output Power 200mW
Unobstructed Effective Range 150 ~200 m
Operating temperature -10°c ~ +50°¢
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Source: 1?

Optical light Optical light

Terminal Terminal
RS485 Optics / ¥ Data RS485 —
Oua ()] g [fHette| /) V| rszsz [
4
L TIL
Senal port Senal port

Figure 3:16 Wireless Video Transceiver Data Transmissioence

Source: ! QQ

The experiment apparatus as the sampl ’éable (3.1) was exposed to one or more
experimental stimuli. The control app@i (the developed application), on the other hand,
was the sample unit that was nerngQsed to any experimental stimulus and yet identical to

the experiment apparatu@n this study, the experimental stimulus refers to the

manipulation of the @ation’s code for the improvement of the navigation app. Any
differences obér.i\%%lween the control apparatus and experiment apparatus, on one hand,
and betw%éne pre-test and post-test, on the other hand, are attributed to the effect of the
exp igdtal stimulus. The experiment is considered successful if the post-test outcome is

more favourable than the pre-test>?°. The integration of the 2 system enables a Multicast

Surveillance Technology System, which is shown in below figure 3.17
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Chapter Four
Implementation and Evaluation
4.1 Implementation
In this section, we present the results of our implementation in figures (graphs and
diagrams), tables and written text. The figures and tables presents the complete results in
numerical, visual or graphical terms, while the written text helps the reader to foc&n the

most important aspects of the results and to interpret them. OQ

The result advance the concept of surveillance implementation ou'@es, distinguished
from surveillance service system outcomes. Implementation @ s is known as the
effects of deliberate and purposive actions to implem: practices, and services'.
Implementation outcomes have three important functi ﬁich are;

e First, serve as indicators of the impleme l&uccess.

e Second, they are proximal indicato@mplementation processes.

e And third, they are key inteé;\@e in relation to service system in effectiveness
and quality of surve.ill@search.
Because crime intem@ or surveillance system will not be effective if it is not

implemented \< ementation outcomes serve as necessary preconditions for attaining
s

subsequent

O

Th&&@te, to present the implementation and evaluation proper, there are some pre-

changes in surveillance system or service outcomes.

conditions that need to be met for an effective implementation and evaluation. They
include ensuring all required implementation equipment and tools are available and
properly placed, as well as ensuring a proper source of power for all the equipment and

tools. Hence, the results are presented under the following four stages:
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1. Background information, so that the reader can place our results in the context of
other research.

2. Tables and/or figures presenting our results. These are located and identified
through numbers (for example, ‘Table 1) and captions.

3. Text accompanying and referring to the tables or figures, describing the aspects of
the results we are focusing on.

4. Comments on the results. For example, generalisations arising fro Q results,

explanations of possible reasons for the results or a comparis%@ results with

O
N

4.1.1 Background Information Q

other studies.

The first objective of this study is to develop a C@ystem using an analogue camera

and a digital video recorder, having a hard-d@ for data capturing and storage. The

cameras at the required angles to {@s{

signal through an RG59 m\a&&able to the DVR, which is then shown on a CCTV

method to achieve this objective is obj%ct tection, this practically involves mounting

deo signals, encode and send it as an analogue

monitor and recorded @tal file for surveillance, security, and protection use.

4.1.2 Integ@ of the Hard Disk

Moviné@vard, the DVR shown in Figure 4.1, which is a consumer electronics device
designed for recording video in a digital format within a mass storage device such as hard

disk drive or any other storage device.
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&
P
Figure 4.1: Digital Video Recorder

Q)

S

Figure 4.1 is a 4-channel, I@To the left, there are 4 ports that accommodate the
connectivity of 4 cam@Qo\llowed by the BNC video-out and audio-out ports. There is
also the VGA ou@r‘[s and HDMI output port. The next is the audio-in port. Looking at
the second&gﬂast, it contains the POE port for network connectivity and USB port.
Lastly,%%ave the power adapter port. The DVR would display “No Signal” and “HDDs

are not found”, if other devices are not yet integrated into it, as shown in Figure 4.2.
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NO SIGNAI

Figure 4.2: Display Resuit for the DVR without Hard-drive
Figure 4. n, is the internal hardware of the DVR consisting of the motherboard and

havkg%rial Peripheral Interface that could accommodate other peripheral devices needed.
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Figure 4.3: Internal Hardware of DVR Q
° \&

This hard drive, shown in ﬂ'&r& 4, 1s a 500GB HDD to be integrated with the DVR as the

main storage device. ‘%&es magnetism to store and retrieve digital information. The
device consist 'cﬁ.%ck of rotating magnetic disks, or platters, that are coated with a
magnetic n%r(iafand read/write heads that move across the platters to read and write data.
Ea p@fghas a magnetic surface that is divided into concentric circles called tracks, and
each track is further divided into sectors. The read/write heads move across the platters in
order to read and write data by creating and detecting changes in the magnetic field of the

platters.

The internal hardware is shown in Figure 4.3 was integrated with the HDD shown in

Figure 4.4. The after integration is shown in in Figure 4.5.
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&
Figure 4.4: Hard DriveQQ\

Furthermore, @ﬁng a storage device, depending on the intended storage size. The

hard driv be integrated with the DVR, and the result of the integration is shown in

Figb%gﬂ
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Figure 4.5: Internal Hardware after thex\r\&gve integration

The hard disk, is a magnetic Q%ge medium for a computer. Hard disks are flat circular
plates made of aluml%leass and coated with a magnetic material. Hard disks for
personal compute‘&\ store terabytes (trillions of bytes) of information. Data are stored
on their s gﬁﬁn concentric tracks. A small electromagnet, called a magnetic head,
writes ry digit (1 or 0) by magnetizing tiny spots on the spinning disk in different
dirms and reads digits by detecting the magnetization direction of the spots. A
computer’s hard drive is a device consisting of several hard disks, read/write heads, a drive
motor to spin the disks, and a small amount of circuitry, all sealed in a metal case to protect
the disks from dust. In addition to referring to the disks themselves, the term hard disk is

also used to refer to the whole of a computer’s internal data storage. Beginning in the early
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21st century, some personal computers and laptops were produced that used solid-state

drives (SSDs) that relied on flash memory chips instead of hard disks to store information?.

HIKVISION

HIKVISION /

Figure 4.6: Display Resultrafter HDD’s integration

4.1.3 Integration of the CCTV Camera
Now, ourPDVR is good to accept communications from the camera, we proceed to the
integgation of the CCTV camera. This step will conclude the first objective. The two
specifications of CCTV cameras, which are analogue and network, share common
classifications that include:

e Indoor Camera

e QOutdoor Camera
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Depending on the space the camera needs to be fixed for surveillance purposes, indoor
cameras will be used for indoor purpose and the outdoor camera will be used for outdoor

spaces.

Figh&h Analogue Indoor Dome Camera

The camera shown in Figure 4.7 is built according to the specification of its purpose. The
indoor camera, which is used indoor only, has infrared sensor in it that enables motion

detection and night vision.
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The RG59 coaxial cable is responsible for the communication between the camera and the
DVR (the camera send video signals through RG59 coaxial cable in analogue signals to the
DVR) with the help of BNC connectors, BNC Connectors facilitate connections between
the camera and DVR BNC ports for swift communications. The coaxial cable is also
attached with a power cable which powers the cameras. The coaxial cable is made up of
soft copper and hard cores on the inside. It was also attached with a power cable, which is

positive (red) and negative (black). The result after integration of the CCT Qera with

¢
S

the DVR is shown in Figure 4.8. This concludes the first objective.

&N

A4

Figure 4.8: RG59 with BNC Connector Coaxial Cable
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| | N
Figure 4.9: Display result of first &@we
&

After the implementati @e first objective, using the applicable methods, we have our

result in figure 4.9, Camera 1 is shown with its time stamp, which is recorded into the
[ ]

storage device@ated with the DVR.

4.1.\%&gn of a Decentralisation System

The second objective is to design a decentralization system using a wireless video
transceiver. Researchers declared that every surveillance system must be designed to meet
all privacy policy possible. Whereas, some, argued that an absolute privacy is difficult to

tl,Z

achieve in a smart environment'-*. To maintain a balance here, only the read-only data will

be decentralized. The read and write data remains centralized at the main workstation.
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Moving on, the variations of OWC can be potentially employed in a diverse range of
communication applications ranging from the optical interconnects within integrated
circuits through outdoor inter-building links to satellite communications.

Using Long range Optical Wireless Communication enables inter-building connections and

free-space optical communications, as it is known that the smallest wavelength has greatest

effect’. \

S
<&

Table 4.1 Frequency Range Analysis

Band Frequency range @t‘?ength range

N\

Extremely Low Frequency (ELF) <3 kHz O >100km
Very Low Frequency (VLF) 3 to 30 kHz Q : 10 to 100km
Low Frequency (LF) 30 to 30& Im to 10km
Medium Frequency (MF) 3@[0 3 GHz 100m to 1km
High Frequency (HF) . @to 30 GHz 10 to 100m
Very High Frequency (VHF) O’&co 30 to 300 GHz 1 to 10m

A\
Source: ! QQ\

Wi-Fi is a fa@})\of wireless network protocols, based on the IEEE 802.11 family of
standards; ch are commonly used for local area networking of devices and Internet
accé&%lowing nearby digital devices to exchange data by radio waves’. These are the
most widely used computer networks in the world, used globally in home and small office

networks to link desktop and laptop computers, tablet computers, smartphones, smart TVs?®,

Where: FHSS = Frequency Hopping Spread Spectrum,

DSSS = Direct Sequence Spread Spectrum,
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OFDM = Orthogonal Frequency Division Multiplexing,
HR = High-Rate,

QAM = Quadrature Amplitude Modulation.

Table 4.2: Wi-Fi Protocol Summary

L\
Protocol Frequency Signal Maximum D&&lte
N
Legacy 802.11 2.4 GHz FHSS or DSSS | 2 Mbps \ "
802.11a 5 GHz OFDM 54
A
802.11b 2.4 GHz HR-DSSS Wps
802.11g 2.4 GHz OFDM Q\_, 54 Mbps
802.11n 2.4 or 5 GHz OFDM{\, | 600 Mbps (theoretical)
\ O
802.11ac 5 GHz %@KM 1.3 Gbps
AN\
)

N

Source: 2
(_)\
&

Table 4.2 shows the s“@%\of IEEE 802.11 protocol, if we see there. The Legacy 802.11
is the first Wi-Fj g&ol developed in the series of IEEE 802.11 having the maximum

data rate 2 b&ﬁ After that, the next versions were developed with increasing maximum
i

data ra i-Fi.
&

The IEEE 802.11 protocol is used in the wireless video transmitter implementation in this
study, The invention of wireless video transmitter solves the problem of sending AV signal

wirelessly across rooms or through walls.
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Figure 4.10 Wireless @aﬂsmitter Module

Figure 4. l(t 1s 1reless video transmitter with Serial Peripheral Interface. The wireless

itter uses Wi-Fi protocol to communicate wirelessly by sending digital signal

video t@@

to w1t e receiver. The receiver is shown in the figure 4.11.
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Figure 4.11 Wireless Video Receiver Mo&@

The wireless video receiver @5 requires a source of power which was initially taken
°

from the TV USB port, \'e were lots of interference due to insufficient power voltage
supply. Hence, R ternative power supply was considered, which is the 12V power

supply bo;é T@rer box has a regulator to sufficiently supply the required power for the

devices

in 1%“%4.12.

there is a device that requires a voltage lower than 12V. The result is shown
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Figure 4.12 USB Power source di ﬁﬂt

The discussed devices ¢li e the use of internet data to communicate with the help of
Wi-Fi protocols. hearch deepens on the use of Wi-Fi protocols for network

communicati ﬁut the need for internet data. The wireless video transmitter device

spemﬁca@ stated in Table 4.3.
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Table 4.3 Wireless Video Transceiver Module Specification (IEEE 802.15 WPAN™ Task

Group 13 (TG13)

TITLE DESCRIPTION
Power Supply DC12V-24V
Consumption Current 200mA *
Tx Channel 1 to many < § "
< (\"
Output Power 200mW &
Unobstructed Effective Range 150 ~200 m @J
£\
Operating temperature -10°¢c ~ &)

Q

The wireless video transmitter requires a % urrent of 12V to 24V, which mean the

DVR power IC does not have enougg\'}ty to power the transmitter, so we created an
[ )

alternative power source for the d@ with the use of case power supply box, which was

later integrated with the DV@w Power Supply Box is shown in figure 4.13
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Figure 4.13: 12V Power Supply Box @

N

The power supply box receives @S&maﬁng Current (AC), passing through the converter

which converts the current %irect Current (DC), with the help of stepdown transformer,

then we have a DC o &ort.

Moreover, @h all our implementations and integrations, the first three, have been
accom d. The final internal hardware integration and display results are shown in the
figures that follow. The internal hardware integration diagram for power supply is shown

in figure 4.14
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DS
Figure 4.14: Alternative Powe @p y Integration
Figure 4.15 show @ hardware integration result while figure 4.16 shows the final

Display result.(}

O
&
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Figure 4.15: Final Internal Hardware integration Diagram
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Figure 4.16: Final Display of the implementation Research Result
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4.2 Evaluation
Due to the significance of the results, there is a need to analyse and interpret the research
results. The significance of the results are explained and emphasized to relate the output to

the research statement of the problem.

In known smart environment surveillance technologies, a real-time multicast Vie$g and
system monitoring is faced with numerous challenges’®. For example, the Qing unit

is usually centralized at a defined station, which limits extensive and close monitoring of

the system. If there is consideration for an alternative monitoring oT based remote
$

streaming app is usually used, which sometimes exper@ elay / interruption in
transmission, due to error from the framework or inter@onnections. This method also

consumes a lot of internet data/due to enormou? c@ansmission, and it allows limited

number of users’. ’b
N\

Furthermore, there has been an iﬁe@in insecurity and injustice across the nation.
Regrettably, even in the SEnK@gtironment, due to insignificant and improper security
protocols-!°. However, ®lementation of an advanced surveillance system, which will
enable residents. i@mmunity to join forces with one another and contribute their own
quota in s cu@heir environment, lives and properties, through a surveillance system
monito& hout the use of internet data, is an area that has not been fully explored.
v/

Therefore, we utilized resources, equipment, literatures, and academic knowledge to
develop a surveillance system multicast for crime prevention and detection, within an
enclosed geographical location.

We developed a CCTV system using an analogue camera and a digital video recorder, the

system has a hard-drive, for data storage, in an approach to design a decentralization
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system using a wireless video transceiver, then we Integrated the whole objective and we

have a CCTV surveillance wireless multicast system, without the use of internet data.

4.2.1 System Evaluation
The system to be evaluated is the CCTV surveillance multicast which consist of cameras,
DVR and wireless video transceiver aimed for crime prevention and detection, in public

areas, such as parks, streets, and public buildings. Here are some evaluation @wtors to

e Camera quality 6\
e DVR functionality 0%

e Wireless video transceiver performance Q

o
4.2.1.1 Camera Quality \Q’b

put into considerations:

The quality of the cameras used j@(ﬁ\system is critical to the effectiveness of the
surveillance system. High-resolusQQDc\ameras (the higher the resolution, the clearer the
image will be, but 1080p 6‘@161’ is generally recommended for most applications) with
good low-light sensitiv\bnd wide-angle lenses used are important features to consider.
)
O

4.2.1.2 DVR*Eunctionality

The\D/% have adequate storage capacity to store the video footage captured by the
cameras. The compression format used by the camera can affect the image quality and the
amount of storage space required. H.264 or H.265 compression formats are options of use,
which offer good image quality while minimizing storage requirements. It also has the
ability to record continuously or on motion detection, and to allow remote access to the

recorded footage. The DVR have recording compatibility of MJPEG, MPEG-4, H.264 and
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H.265. The DVR must be compatible with the cameras being used. This includes support
for the video format used by the cameras, as well as the number of channels and resolution

supported

4.2.1.3 Wireless Video Transceiver Performance

The wireless video transceiver has sufficient frequency range and bandwidth to ansmit
video signal at 25Mbps from the DVR to multiple user monitors simultaneo llowmg
for real-time monitoring, without significant signal loss or interf regee/ he video
transceiver has a good balance of range, signal quality, and h1ch minimizing
interference and power consumption. Additionally, it has %

security features that

protects unauthorized access to the video signal. Q

The signal strength evaluation: 6

dB = 101g(A/B)
if power value A is 100 mW and @ue B is 10 mW, 101g(100/10) equals to 10 dB,

indicating that power value @10 dB greater than power value B. If power value A

changes to 10000 m\@lculatlon result changes to the following: 101g(10000/10) =

30 dB. Q@
System s@nalyms

\gﬁmera Setup: Install cameras in the designated areas where surveillance is
required.

e Camera Feed: The cameras capture live video footage of the monitored areas and
send it to the recording device.

e Recording: The recording device saves the video footage in real-time or

periodically based on the set interval.
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e Storage: The recorded footage is saved on a storage device for later retrieval.

e Monitoring: The live footage and recorded footage can be monitored by the security
personnel through a monitor or remotely using a network connection.

e Multicast: The live footage is casted into multiple users monitor for human
supervision

e Alerts: The system can be configured to send alerts to the security personn% case

of any suspicious activities. OQ

e Analysis: The recorded footage can be analyzed to detect any BQSL.LM suspicious

activities, and necessary action can be taken accordingly@
r

e Retrieval: The recorded footage can be retrieve@

purposes if required. Q

e Maintenance: Regular maintenance and u@@ of the system should be carried out

eview or investigation

to ensure the proper functioning of\ﬂ;éa" V surveillance system.

4.2.2 Performance Evaluation &co\
The method used for perfd@% evaluation is showed in figure 4.14 with reference to
VCA. The GT and AR\ filgs are organized in cell arrays whose row number indicates the
object while t '@\s contain: the list of frames in which the object is present (vectors
long as th mber of frames of the track) and bounding-box coordinates (top-left and
bot@). The other inputs are the thresholds used for spatial and temporal overlap,
which are set to 15%. Starting from this information, the performance of the CCTV
Surveillance Multicast system has been compared with an open-source tool called i-SPY.
The videos selected to evaluate system performance are taken from a camera installed on a
real location. The alarms was tested also in the scene, events of interest have been

simulated, together with light changes, shadows and object intersections'!.
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Figure 4.17 Tool for performance eV@%n

In both VCA systems, th.’s%e Min and Max threshold have been configured for the
objects to detect. Fu gwre, the same background elaboration area (Figure 4.14) has
been set, excl\Qﬂ:“&h zones which could be potentially prone to problems (e.g. windows,

doors, etc. E@e video stream has been analysed for a time of 1 minute at a frame rate of 10

fpsN@

For the object-based analysis, the following metrics have been considered.
True Positive (TP): Number of frames where both GT and AR agree on the presence of one

or more objects, and the bounding boxes of one or more objects coincide.
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False Negative (FN): Number of frames where GT contains at least one object, while AR
either does not contain any object or none of the AR objects fall within the bounding box
of any GT object.

False Positive (FP): Number of frames where AR contain at least one object, while GT
either does not contain any object or none of the GT objects fall within the bounding box of
any system object.

False Alarm Track (FAT). We consider a system track as a false alarm if th@;m track

C

meets any of the following conditions:
— A system track j does not have temporal overlap larger than w%& track i.
h

— A system track j does not have sufficient spatial overlapd y GT track although it
has enough temporal overlap with GT track i. Q
Track Fragmentation (TF): Fragmentation indic ef&%ack of continuity of system track
for a single GT track. We allow multiple {S@%twns between GT tracks and AR tracks,
therefore fragmentation is measured.fr,({%h\etrack correspondence results!!:12,
o
Table 4.1: Performance Ir%l@é
N
)
C
O

O
\/QJ
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[Performance Index]| Description |

FAR = % Percent of false alarms |
PP = % Percent of true positive |
FNR = % Rate of false negative |
] == % Ratio of TP and objects detected by the system.l
FM = % Evaluates the merging of blobs in the system |

Figure 4.18: Background Area Selection

4.2.2.1 Motion Detection Evaluation
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Bearing the limitations of motion detection in surveillance systems in mind, our objective
is to find error metrics which evaluate the segmentation quality, the amount of spa tial
errors as function of the foreground-background contrast and to assess the effects of
morphological processing on the detection results. For motion detection ground truth is
generated using real image sequences with superimposed computer-generated humans. The

foreground-background contrast is varied by generating individual video sequeno&vhere

0 sequence

each sequence has a distinct foreground gray level intensity (16 variations i Qal). The
(S

background was recorded using a hikvison outdoor bullet camera. Ei

consists of 1340 frames, 24-bit RGB images with a pixel resolyt 640x480 (Figure

4.15). The generation procedure was performed using D 3DSMax 3.0 with the

Character Studio plugin. Q

i I.mt:al Background Foreground
Sequece Subtraction L_ Segmentation

I
A

' ' Object Object
Background. |q & Detected? Tracking
Image | N M\ //‘ 3 J
<

4
Figure 4,@)eneral Flowchart for Moving Object Detection

\/QJ

4.2.3 Population under Surveillance
The population under surveillance would depend on the specific location and purpose of
the CCTV system. It could include all individuals who enter the monitored public areas.

4.2.3.1 Public Privacy Importance
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As discussed earlier that every surveillance system must be designed to meet all privacy
policy possible, and there was an argument that an absolute privacy is difficult to achieve
in a smart environment. We have maintained a balance by decentralizing read only data,

the read and write data access remains centralized at the main workstation.

4.2.4 Period of Data Collection
The period of data collection depends on the specific objectives of the system. F ample,
data collection for monitoring compliance with social distancing guidelin t egin at

the start of an infectious disease outbreak and continue until the outbrué\is contained.

Information collected: O$

The information collected by the CCTV surveillance sysg¢m would include visual data
captured by the cameras, as well as any additiona%%such as time and location stamps.
Provider of CCTV surveillance informatio\ngb

The provider of CCTV surveillance s@mation would typically be the organization or

entity responsible for operating %ggtem.
Transfer of inforrnatioQQ

The informati '@ured by the CCTV system would typically be transferred
electroni% either in real-time or as recorded footage.
Q
Sto%(of information:
The information captured by the CCTV system would be stored electronically, typically on
a server or cloud-based platform.
Data analysis:
Data analysis would be conducted by trained personnel, either manually or using

automated software.
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Frequency of reports:
The frequency of reports would depend on the specific objectives of the system and the
frequency of data collection. Reports might be disseminated daily, weekly, or on an as-

needed basis.

Distribution of reports: \

Reports would typically be distributed to stakeholders such as public hec1als, law

enforcement, or other relevant organizations. &

The usefulness of the CCTV surveillance system would depend on the specific objectives

Usefulness:

of the system and the accuracy and completeness@ data collected. If the data is reliable
and used effectively, the system could for detecting and preventing criminal
activity or monitoring compliance wi lic health guidelines. The entities that could use
the data to make decisions an@&ck?\actions could include public health officials, law
enforcement, and other relé@)rganizations. CCTYV surveillance multicast is a useful tool
for enhancing securi Qublic spaces. However, it should be used with caution and with
consideration Q}}ﬁ

y concerns. The effectiveness of the system also depends on the

quality of,@ardware, software, and human resources used to operate and monitor it.

Sim}gty:

The simplicity of this system depend on the specific components and operation of the
system, but it is designed to be user-friendly and easy to operate.

Flexibility:
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Thus systems is flexible, allowing for customization and adaptation to different
geographical location surveillance needs . However, the flexibility may be limited to the

specific hardware and software used and the specific objectives of the system

Acceptability:
The use of CCTV surveillance multicast is generally accepted, particularly in public areas

where security is a concern. However, it may not be accepted in private spQ e to

privacy concerns. < 0
Sensitivity: %Q

% e information and infringe

CCTV surveillance multicast has the potential to capture

on individual privacy. Therefore, sensitivity shoulg@e aken into consideration when

installing and using the system. ’66%
Predictive value positive: . *
>

CCTV surveillance multicast ca@‘@ a high predictive value positive, meaning that it can
effectively identify potent;j eats and criminal activity. However, this depends on the

quality of the camer ,Qexpertise of the operators, and the availability of analytics tools.

Representa@ness:

CCIV eillance multicast can provide a representative view of the monitored area, but
this depends on the number and placement of cameras. Blind spots and inadequate camera

placement can limit the representativeness of the system.

Timeliness:
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CCTV surveillance multicast can provide real-time monitoring and quick response to
potential threats. However, delays in transmission or response time may occur due to

technical limitations or human error.
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QQ Chapter Five
@ Conclusion

5.1 Sum@bf Results

We\é&o presents the key information about the most important outcomes of this study,
including the best effect. Security is crucial to peaceful living, (both the preventive and
detective measures), this cannot be over emphasized. As said by researchers, that every
surveillance system must be designed to meet all privacy policy as possible, whereas,
others argued that an absolute privacy is difficult to achieve in a smart environment. We

have maintained a balance, by decentralizing, the read-only data using Wi-Fi protocols,

107


https://doi.org/10.5901/jesr.2014.v4n5p129

which is free from internet data usage, and is also cheaper to implement. This security

system needs to be adopted in every part of this country and the world as a whole.

Focusing on the development and implementation of a multicast surveillance system using
optical wireless transceiver technology. The system is designed for use in smart

environments, such as smart cities, where it can be used to monitor public s;xes and

enhance public safety. QQ

The study finds that the use of optical wireless transceiver tec allows for the

transmission of high-quality video data over long distancgs,, making it ideal for use in
large-scale surveillance systems. The multicast approac@ in the system allows for the

simultaneous transmission of data to multiple «e ts, improving the efficiency and
p E p g y

effectiveness of surveillance. ®%

The study also finds that the syst&ﬁf}& highly scalable, allowing for the addition of new
cameras and receivers as n . The use of smart algorithms for video analysis enables

the system to autom%@% detect and alert authorities to potential security threats,

improving res{o;@es and minimizing false positives.

OV%@(lgstudy concludes that the use of optical wireless transceiver technology and the
multicast approach is highly effective in enhancing the efficiency and effectiveness of
surveillance systems in smart environments. The study provides important insights into the
development and implementation of advanced surveillance technologies, with potential
applications in various settings, including smart cities, transportation, and critical

infrastructure.
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5.1.1 Conclusions

In conclusion, the integration of surveillance technology multicast through optical wireless
transceivers in smart environments marks a significant leap forward in enhancing security
and efficiency. This innovative approach not only enables seamless and high-quality data
transmission but also minimizes the limitations associated with IOT based surveillance
system multicast. By harnessing the power of optical wireless transceiQ*,emart
environments can benefit from real-time, reliable, and secure s{v}@nce data
dissemination to multiple destinations simultaneously. Moving fo &ontinued research
and development in this field hold the potential to revolutioniz%way we perceive and

implement surveillance technology, making our sma ments safer, smarter, and

&
(o
5.1.2 Recommendations ®

°
Based on the limitations of the cure%’\%? em, it is recommended that further research be

more interconnected than ever before.

conducted on the develop{n@ a robotic Al camera that can differentiate between
normal human activit@criminal activities. This camera should be designed to learn
and understand h@activities with the help of machine learning algorithms, allowing it

N

to identify ?sp 10us behavior and alert authorities in real-time.

Hox&r, before the development and deployment of such a system, it is important to
consider the ethical and privacy implications of using Al in surveillance and security.
There should be clear guidelines and regulations in place to ensure that the system is used
responsibly and transparently, with appropriate safeguards to protect individual rights and

freedoms.
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Additionally, the performance and accuracy of the robotic Al camera should be thoroughly
tested and evaluated before it is implemented in real-world settings. This will help to
ensure that the system is effective in identifying criminal activities and minimizing false

positives.

Overall, the recommendation is to explore the potential of using robotic Al cameras in

surveillance and security to improve the accuracy and reliability of cripai activity

detection, while ensuring that ethical and privacy considerations are a%&d/

O

5.2 Contribution to Knowledge Q$

In October, 2021, there was a total shutdown of telecc@\nlcaﬁon network for about a
month, in a bid to launch an offensive and dis Qdits’ operations in some parts of
Nigeria. Although, telecommunications shuyt %was seemingly effective in the first few
days of the shutdown in Zamfara, it. k)andits have adapted to the situation. Reports
had it that they now adopt\@g‘raya satellite phones to bypass the ban on
telecommunications network® %ey circumvent networks, still communicate and wreak
havoc despite the net@%spension and claims of success by the military — while the
masses suffer. @earch is being implemented in communities or by the government,
there is @ﬁtely going to be a smooth operation of this system while the
tele% ication network is down. Terrorists, bandits, or culprits will be tracked down

with no interruption'?.

The lives of the vulnerable people whom the government seeks to protect were further
endangered in the above attack scenarios — as bandits carried out their nefarious activities
unrestrained. Can the victims place a distress call in such precarious situations? It even

becomes worrisome to receive warning calls to escape impending attacks. No doubt, the
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mobile phone shutdown further fuels insecurity. Shutting down telecommunications
networks is therefore a counterproductive strategy — and no longer effective.
Telecommunications suspension is no longer effective. Further suspension of
telecommunication networks is not the panacea to the insecurity challenges; rather, it
inflicts pain on the masses who need network to foil attacks and report suspicious
movements. It is high time security operatives restrategised. We strongly suggest &there
should be no further shutdown in telecommunication network for counter terrGQ without
the implementation of this study within the masses. Imagine watchin ur TV, any

harmful coming towards your dwelling, proper measures could béen taken to safe

lives and properties. Q E

There were highlights of limitation of the current used for surveillance and security,
namely its inability to automatically diff %e between normal human activities and
criminal activities. This highlights. gh\’ eed for more advanced technologies, such as
robotic Al cameras, that can 16@@ understand human activities with the help of
machine learning algorithr%s\AQ
N

The contributi '@wledge lies in identifying the potential of using Al and machine
learning al@'thms to enhance the accuracy and reliability of criminal activity detection.
By %@1 system to recognize specific patterns of behavior, it is possible to improve the

effectiveness of surveillance and security measures, thereby enhancing public safety.

The development of a robotic Al camera that can differentiate between normal human
activities and suspicious behavior has the potential to revolutionize surveillance and

security systems. This technology could be used to monitor public spaces, identify

111



potential threats, and alert authorities in real-time. In doing so, it could significantly

improve the safety and security of communities around the world.

The contribution to knowledge, therefore, lies in the identification of a specific area of
research, namely the development of a robotic Al camera for surveillance and security
purposes, and the potential impact that such a system could have on public safety. This
research could inform future development and implementation of advance@ei ance

and security technologies that are effective, efficient, and ethically res@

O
5.3 Suggestion for Further Studies 0%
This system could not automatically differentiate bet normal human activities and
criminal activities, robotic Artificial Intelligenc cdb%, that will learn human activities
with the help of machine learning is recom{%@ or a future study.
This study suggests that there is \g;\sgm that is not able to distinguish between normal
human activities and crimih %ities automatically. This means that the current system
is limited in its ability\@%ify and flag criminal behavior in real-time. It also means that

there is a high '@ of false positives, where innocent individuals are wrongly flagged

as potential@mmals.
\‘,?:b

To address this limitation, it is suggested that a robotic artificial intelligence (AI) camera
be developed. This camera would be able to learn and understand human activities through
machine learning. Machine learning is a subset of Al that involves training a computer
system to learn from data and improve its performance over time without being explicitly

programmed.
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A robotic Al camera would have the potential to provide more accurate and reliable
surveillance, as it would be able to differentiate between normal human activities and
suspicious behavior based on its learning from data. It could also be programmed to

identify specific criminal activities and alert authorities in real-time.

The use of Al in surveillance and security is becoming more common, and it is H&ly that
we will see the development of more advanced Al cameras in the future. er, there
are also concerns about the ethical and privacy implications of using K technologies. It

is important to ensure that these technologies are developed and responsible and
é

transparent manner, with appropriate safeguards in place t@ t individual rights and

freedoms. Q
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Appendix A: Images of the system implementation



of the assembled Digital Video Recorder (DVR)

Plate B: 2 types of Video Recorder
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Plate C: Outdoor Bullet Camera
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Plate D: RG59 Connection ca&@l\h power
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Plate E: Outdoor Bullet Camera

125



EH“IF!!T{!TKTT‘

'--._,‘.rt‘_t!'_11
g i K
e [
T

m
! -y |

i

L

B
-
SR eeilis 1IN0

Plate F: Front and Back view of the DVR after final integration
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Plate G: Display Result without a storage device
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Plate H: DVR internal hardware before integration
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Plate I: Hard-Drive
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Plate K: Display Result after hard-drive integration
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Plate L: Hard-drive integration with the DVR
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Plate M: Wireless data receiver
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Plate N: Insufficient power supply output result
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Plate O: Power Supply unit
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Plate P: Hardware view after Hard-drive and power supply integration
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Plate Q: Performance Evaluation
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Plate R: Indoor dome CCTYV camera
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Plate S: Wireless data transmitter
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Plate T: DVR final Integration display
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