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Abstract \v.
Traditional networking architectures have many significant limitations that must be overcome to Q/E

meet modern IT requirements. To overcome these limitations; Software Defined Networki

(SDN) is taking place as the new networking approach. One of the major issues of tradix
networks is that they use static switches that cause poor utilization of the network rgsoBgcSs.
Another issue is the packet loss and delay in case of switch breakdown. This project propgses an
implementation of a dynamic load balancing algorithm for SDN based data cent@r network to
overcome these issues. In a data center environment, the load balancer is an i Z&p&‘[ of the
networking ecosystem. The primary function of a load balancer is to distrifite\raffic among a
cluster of servers such that a single server does not become over-utilized @ghd ®gsure that critical
services keep running. Software Defined Networking (SDN) offers a %ctive and flexible
approach in implementing a load balancer. Moving away fro ‘%&nal hardware-based

networking approach, this project implements load balancing wg elp of software. The
SDN approach reduces the cost, offers flexibility in conﬁﬁn, reduces time to deploy,
e

provides automation and facilitates building a network wit iring the knowledge of any
vendor-specific software/hardware. A test-bed has been %ented using Mininet software to
emulate the network, and OpenDaylight platfog L) as SDN controller. Python
programming language is used to define a fat-tyee ork topology and to write the load
balancing algorithm program. Finally, iPerf is Qs‘%j‘.o test network performance. The network
was tested before and after running the load %in algorithm. The testing focused on some of
Quality of Service (QoS) parameters suc thfeughput, latency, bandwidth, delay, jitter, and
packet loss between two servers in the fattree,itetwork. The algorithm increased throughput with
at least 35.8%, and also increased thg«agtwOTK utilization within the system.

Keywords: Application Pregfanimable Interface (API), Load Balancer, OpenFlow, Round
Robin, Software Deﬁnedw ing (SDN).
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Chapter One

Introduction Q}E

1.1 Background to the Study (9
ine

Due to the ongoing growth of web applications, there has been an increase in demand @

services and information. Given that all of these services are web-based and sefiyers, we

may presume that consumers can accurately and quickly find the majogity of tlte information
t requests, process

they need for their everyday lives online. Web servers therefore ta
them, and deliver the answers. Additionally, the effectivene Qﬁciency of web servers
impact their ability to attract businesses and web develo itly features like precise and quick
client responses. On the other hand, the demand plac@web servers has an immediate impact
on their performance. Controlling the strain &he b servers is therefore essential. Therefore,
it is crucial for researchers to design an@se an effective system that could handle a large
amount of demand. The massive aoing increase in client requests for the services offered
by the servers is another m, or%ibutor to the overload. Accordingly, server overcrowding
impairs a company's abilifi te attract customers, lowers revenue, and damages its reputation’.
[ J
Establishing a ¢ Ase’rver is yet another similar approach that is frequently utilized in
businesses ve performance. However, using a number of servers to increase resource
avail biled persistency necessitates a system to evenly balance and disperse the incoming
&nuamong servers. This approach also aids in reducing the amount of traffic that is routed

%ward a single server inside the server cluster. In modern web technology, load balancing is a

O crucial component in setting up and offering a reliable service. In the meantime, load balancing

Q
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approaches boost the functionality of cluster servers by enhancing traffic management, reducing

response times, increasing throughput, and minimizing the burdensome strain on cluster servers?. \V

A load balancer, in general, functions similarly to a "traffic controller" for all server and routes Q\

traffics to an accessible one that can do so effectively. This guarantees that requests ar r@

quickly and that no server is overworked to the point where performance is comprom%he

load balancer helps an organization choose which server can effectively handle t quepts in an

effort to satisfy the application demands. Better user experience is produc & sult. The load

balancer manages the flow of request between the servers and the cli ssisting servers in

moving data effectively. Additionally, it evaluates the sewer's@é handle requests, and if
needed, the balancer eliminates the unfit servers or machi ir operations are fully restored.
Traffic are sent to the active servers or machines wh&g a failure is experienced on some servers
and as such tagged as been offline, and when *erver is launched, requests are immediately
forwarded to it’. To determine which 1gfd balancing strategies work best in each situation, a
number of them will be tested and « pact on the web server analyzed.
The control plane and data n%ombined in a typical network architecture. As opposed to
the SDN techniques, whi %(de and abstract the network management into control and data
plane. The packetﬂ\:rensferred via the network through the data plane. The control plane is
not implem % the underlying switches, unlike conventional networks. With its intelligence,
the cont@ne can issue network-wide commands across to the data planes. The control plane,

ich“manages all of the routing choices made by the data plane, is a piece of software or a

ogical object. As a result, the network becomes nimble and directly programmable. Popular

O protocol adopted in SDN networks for connecting the controller with other network elements is

Q called OpenFlow. Without mandating manufacturers to disclose the in-depth mechanisms of their

18



network devices, it happens to be an open standard that offers a standardized method to enable
researchers to conduct experiments. Although they are distinct, OpenFlow and the SDN idea are \V
frequently mixed together. OpenFlow is simply a protocol used to transmit information from the %
control layer across to the network elements, whereas SDN is the architecture that separat @

layers*. There are numerous projects using OpenFlow, including controllers, Virtualize@es,

and testing software. Utilizing a network load balancer is important to increa al‘lount of

available bandwidth, increase performance, and enhance redundancy. N &3

ad balancing

refers to the capability to balance network request directed from v @ ernet connections.
éﬁd increases the overall

This feature stabilities all network sessions like Web, emaQ.

bandwidth throughput available by distributing each c@dwidth consumption across a

number of connections. 0

Web server application performaeb traffic, and congestion management become issues

1.2 Statement of the Problem

due to the rise in web users gs d ds on internet services and information grow steadily as a
result of continual exparwn/ f web applications. For a network to transmit data with high

[ J
1 delay, network resources must be managed dynamically. Static switches

throughput and mi
are used Uaentional networks. These networks have the drawback that every
flow/reqigst follows a single, preset route through the network®. Packets typically drop when a

&ails until a replacement routing is chosen. Poor network resource use, where alternate

%gs to the destination are inactive, is another problem.

QO
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1.3  Aim and Objectives of the Study

This study is aimed at enhancing the performance of web server using load balancing

techniques in SDN-based data center networks in which a higher level of performance can&9

achieved. S\

The aim is to be achieved by the following objectives: to \

il. adopt the most appropriate network load-balancing tech

1. enumerate various load-balancing methods for handling netwo@est distribution.

iil. evaluate the effect of the load balancing technique\ network.

14 Significance of the Study 0 E

The primary contribution of this stud to improve the effectiveness, performance,

and dependability of web servers and so Nlt s to the maximization of customer satisfaction.

1.5  Scope of the Projec@\

In order to deli\./er maintain high throughput and low latency on the network, this
®
study is meant 1stinguish, experiment, and assess the effect of load balancing algorithms

utilizing kermance indicators based on multiple parameters.

@&)perational Definition of Terms
%lternet: Internet is a global communication in term of electronic network that links computer

O networks and structural computer facilities.

Q
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Network Congestion: When we have too many communications moving through the internet at
the same time, this is known as congestion network. Or Congestion of Network happens when \V
the amount of packets being transmitted across the network exceeds the network's packet&
handling capability®. (9

N\
Internet Protocol: The mechanism or procedure by which data is transmitted from a %ter
to the other over the internet is known as Internet Protocol. Each computer, Ne\lntemet
(known as a host) has one IP address that distinguishes it from all ot w uters on the
network. %
Algorithms: An algorithm is a procedure or collection of r%t a computer uses to do
calculations or other problem-solving actions’. A set o®ions for solving a problem or
completing a task is known as an algorithm. 0
Data Communication: Data communication &Ao the interchange of information between a
sender and a receiver across a transmissi{n}m such as a wire connection.

Throughput: Throughput can be re ‘Qc to as the total slice of packets successfully acquired

through the sink node per un@ o design an efficient algorithm, the throughput obtained

should be high. \/

! [ J
.
1.7 Outli Qwe Study

’lemaining parts of the document are laid down in the following way: The previous
Q& research on SDN and network load balancing is presented in Chapter Two. The

ponents utilized in this study to set up the testbed are presented in Chapter Three, along

O with detailed report of the load balancing algorithm utilized. The scenarios that were proposed

Q
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are discussed in Chapter Four, and the results of the implementation are shown. Conclusions

and future potential research areas are presented in Chapter Five \
Endnotes g%
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Chapter Two (9

Literature Review %
2.1 Conceptual Review

‘ \
2.1.1 Concept of Load Balancing \&

In order to evenly disperse traffic over a network, specific ha@ )’as used to launch
1y

the load balancing idea in 1990. Load balancing improved i with the advent of
Application Delivery Controllers (ADCs), allowing progra %ccessed without interruption
even during periods of high demand. ADCs can be divi %three types: native software load
balancers, virtual appliances, and hardware applsagees. The software-based ADCs are utilized in
this age of cloud computing to carry out Wn just like their hardware counterparts, but with
higher scalability, capability, and ibilty. Generally a typical load balancer functions as a
server's "traffic controller" allo duty of routing requests to an available server that can
successfully fulfill them'sq, Th arantees that requests are met quickly and that no server is
overworked to the Ql’ where performance is compromised. The Load Balancer helps to further
determine whi rver is active and can effectively handle the incoming requests as part of an
organiza@/ ort to satisfy the application demands. Better user experience is produced as a
re«he load balancer manages information distribution between the server and the respective
% int devices by assisting servers in moving data effectively?. Additionally, the server's

ability to handle requests is evaluated, also when required, the load balancer excludes unstable or

faulty server by making them inactive until it is fixed. Requests are sent to the other servers

23



when one server goes offline, and when a new server is launched, requests are immediately

forwarded to it.

2.1.2 Definition of a Server \

A server refers to a computer system also known as the host@j\akes resources,
information, services, or programs available across a network to% computers, sometimes

known as clients. Theoretically, computers are regarded\ ers whenever they share

resources with client devices. 0%
1

Printers

B

Backup Unit

Figure 2.1: Server connection

S (Source: https://www.itrelease.com/2021/04/what-is-client-server-network-with-example/)

: O 2.1.3 Types of Server?
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File Server: A file server is a device that stores and shares files. Shared files stored on a server
may be used by numerous clients or users. Furthermore, storing files centrally makes backup and \?’

fault tolerance solutions easier to implement than trying to guarantee the safety (from either %Q v

hardware or software hazards) and integrity of documents on every device in a company,

N

increased performance, hardware for file servers might be developed to enhance transfe%ss.

Print Server: The management and distribution of printing capabilities is ma $le‘by print
servers. A print server is capable of handling printing demands from all c@ﬁ\lstead of adding
a printer to each workstation. There is no longer a need for a seco c%er-based print server

because modernized large and even expensive printers have@t print server. Internal print

server works by responding to requests from individu%

Application Servers: Resource consuming ap ilized by many people are frequently run by

application servers. This eliminates the ¢
run the programs. Additionally, it t@i
client systems as opposed to jus

Domain Name System %/Servers: are application servers that convert human-readable

[ J

nt that every client have enough resources to

ates the need for software maintenance on multiple

names into com derstandable internet addresses®. The domain name system is a broadly
dispersed re of names and additional domain name servers, each of which can be utilized
to de a:Qay additional computer name that is not otherwise known. When a client requires a

& address, a DNS request is forwarded to a DNS server along with the name of the

%quired resource. The required IP address is returned by the DNS server from its table of names.

Q Mail Server: One popular class of application server is the mail server. Emails sent to a user are

received by mail servers, which keep them on file until a client requests them on the user's behalf.

25



The availability of an email server makes network connectivity possible and easier for a device
to be set up. \
Web Server: A web server is one of the most prevalent server kinds on the market right no %E
An intranet or the Internet can be used to access applications and data that are hosted on. \b

server, a particular type of application server®. Web servers respond to requests for web cétents

or other web-oriented services made by client computers' installed web brm& ea servers

S
like Apache, Microsoft Internet Information Services (IIS), and Nginx are @ntly used.

x

Database Server: Businesses, users, and other services use* 1sing quantity of data.
Databases are used to store a lot of that data. Multiple clients st be able to access databases at
once, and they can use a staggering amount of disk spageNDatabase servers manage database

programs and respond to many client reque Oracle, Microsoft SQL Server, DB2, and

Informix are examples of common databzw@ programs.

Virtual Servers: Virtual servers hmpletely taken over the server industry. Virtual servers
function only within speci e%’ﬂware called a hypervisor, which make it different from
traditional servers which ‘agedesigned to be installed as an OS on machine hardware. Each

[ J
hypervisor may Q ousands of virtual servers at once. As though it were actual physical

hardware, ti@)

the & regources allotted to it, however the hypervisor transfers the necessary computing and

isor delivers virtual hardware to the server. The virtual server utilizes only

equirements to the base hardware, which is shared by all other virtual servers>.

%1.4 Web Server Application

Q A web server contains both software and hardware resources that responds to client requests
forwarded via the World Wide Web through the HTTP (Hypertext Transfer Protocol) and other

26



protocols. The primary function of a web server is to produce website content to users by storing,
processing, and transmitting web pages to them. SMTP (Simple Mail Transfer Protocol) and FTP \V
(File Transfer Protocol), which are used for email services, file transfer, and storage, are also %
supported by web servers in addition to HTTPS. While web server software ma a@
accessibility to hosted files, web server hardware connects to the internet and ena%ata
interchange with other connected devices. The client/server model is exempli by?he web

server operation. Web server software is a must for all server engines that %s ebsites. Web

hosting, also known for hosting data meant for web addresses and d applications, or

web applications, all of which are stored on the web server. Webs &f)main names are used to

access web server software, which makes sure that the conte \Cthe site is sent to the user who

requests it. There are various parts to the software sio@u ing at least one HTTP server. Both

HTTP and URLs can be understood by the rver. A web server is a piece of hardware

that houses web server software and oth: v&ite-related assets like HTML texts, pictures, and

JavaScript files. A web browser, s Google Chrome or Firefox, will use HTTP to request a
file that is stored on a web s e HTTP server will accept the request after the web server
receives it, find the reque&ent and provide it to the browser through HTTP.

Request Request
> q
Response Response
. =k , :
Y
Web Browsers Internet Web Servefs
s

04/.

Figure 2.2: Client-Server connection

27



(Source: https://www.geeksforgeeks.org/web-server-and-its-type/)

More specifically, a browser will go through a number of processes while requesting a document \v
from a web server. An individual will first enter a URL in the address bar of a web browser. The %
web browser will then translate the URL through the DNS (Domain Name System) or by 10&@
in its cache to find the IP address of the domain name. The browser will access a web s@s a
result. The appropriate file will then be requested by the browser via an HTTP r t toythe web
server. In response, requested contents will be returned through HT nc® more. Error
messages are returned when the requested page does not exist or w r was encountered
&

during the process. Response from the web servers are seen wser. Multiple domains

N
R

A

can be contained on one web server.

Ny
X
Static Data Static Data
Request Response Application Server

Servlet Request

Servlet Response -

HTTP HTTP
Request Response

Figure 2.3: Request and Response Handling

O
1.

(Source: https://www.tutorialspoint.com/internet technologies/web_servers.htm)
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2.1.5 Web Server Software

e Apache HTTP Server: It is a free and open source web server designed to function on all %\V
major operating system like Windows, Mac OS X, Unix, Linux, Solaris, and oth Q/
operating systems that was created by the Apache Software Foundation; it requi @
Apache license. $

e Microsoft Internet Information Services (IIS): It was created by Micr&ﬂ* Qicrosoft
platforms; while being extensively used, it is not open sourced. %\

e Nginx: a popular open source web server among administr% e to its scalability and
little resource consumption’. Its event-driven architec'\ bles it to support numerous
concurrent sessions. In addition, Nginx may funetion,as™a load balancer and proxy server.

e Lighttpd: an open-source web server inclu dﬁhe FreeBSD operating system. It uses
minimal CPU resources and is regarﬁ speedy and secure.

e Sun Java System Web Server: a S&licrosystems free web server that may be used with

Windows, Linux, and (ﬂ@ capable of handling medium-sized to huge websites.
2.1.6 Web Application rxécture

[ J
®
Web ap@ architecture defines the interconnections amidst applications, databases,
y

and middle

once&Let the example of opening a web page to illustrate this concept. When a user types a

tems all located on the web server. It guarantees that several apps operate at

@in o the address bar of a web browser and clicks Go, that specific web address is requested.
% response to the request, the server transmits files to the browser. After that, the browser runs
O the files to display the requested page. The user can finally engage with the website. The code

Q that the web browser parses is the most crucial point to keep in mind here. A web application
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operates similarly. There may or may not be precise instructions in this code that tell the browser

how to react to the various forms of user input®. As a result, a web application architecture must

\g

have all of the supporting components and external application interfaces for the full software %2 v

program, in the example above, a website. \6

Web Application Architecture

(==—""1

==

What the User Sees Contains App Logic
& Interact with PHP, JavaScript, Python, Java
HTML, CSSJavaScript

Frontend

1—- Web Server j
File System Database
HTML, CSS, Images MySQL, PostgresSQL,
Mari. B

Figure 2.4: Web Application Architecture
(Source: https://vocal.mQM) 1/web-application-architecture)

In the present world, web-base nication is used by the majority of apps and devices, a

significant amount of glo a% rk traffic, and the web application architecture itself’. A web

application architeﬁ‘must address reliability, scalability, security, and robustness in addition
[

to efficiency. Q typical web application has two separate programs (codes) running

simultanc)@’ hich remain:

o flienside code — These are codes or scripts that runs within browsers and reacts to user input

SServer-side code (SSC) - SSC are server-side codes the handles and implement the business

O logic and in responds to the HTTP requests.

Q
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Actions of the server is predefined by the web developers responsible for creating the web

application. Server-side languages not limited to C#, Java, JavaScript, Python, PHP, Ruby, etc. \V
are utilized during server-side programming. A server can be used to run any program that can %
reply to HTTP requests. The user's requested page is created and various forms of data, sugh

user profiles and user input, are stored by the server-side code. The end-user never se%he

client-side environment is created using a markup and styling languages like C HTML, and

JavaScript. The web browser parses this code. Client-side code, as oppos%V er-side code,

is viewable and modifiable by the user!?. It responds to input from use%

The client-side code cannot directly access server files; it h&nly connect with the server

through HTTP requests. 0%
2.1.7 Web Application Components é

Components of a web application can ref<r to amy of the following:

» UI/UX Components of a web§ on include dashboards, notifications, settings, analytics,
and activity logs, among ot@ gs. These components have no impact on the operability of

the web application Src‘hitec re. Rather, they remain part of the interface layout strategy for a

®
web program. Q

* Structdral ponents — comprises of the client and server.

§C0mponent — Frontend languages are the development tools used in creating the client
%mponent. No modification is required to the user's operating system or device. The client

O component signifies the functionality of a web application interacted with by the end users.

Q
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O

QO

* Server Component — backend or programming languages and frameworks are used to in

creating the server component!!. Application logic and database are represented in the server

\g

components. The application logic handles all the functions and commands used, meanwhile the Q/Q v

S\(Q

database contains/store all of the data used.

‘ \
2.1.8 Models of Web Application Components \&
A web application's model is chosen based on one of the follQ, ce possible options:

1. One Web Server, One Database \

It is the simplest straightforward and 16&5'@§1‘th}/ model. A single server and
database are both used in this model. Such del guarantees that a web app will crash
alongside an occurrence of a server cr; erefore, it isn't very trustworthy. Real web

applications don't often employ th@oac . It is mostly used to carry out test projects and to

learn and comprehend the fouéﬂ?s f the web application.

Qe
OO e [
=

Figure 2.5: One Server Model
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(Source: https://www.google.com)

2. Multiple Web Servers, One Database \
In this paradigm, no data is kept on the webserver. The database, which is administer: &
externally to the server, is updated when the webserver receives data from a user, proce \CQ
and as well stores such data on the database. The term "stateless architecture" is also sﬁnes
used to describe this. This web application component type requires a mir&n R)vo web
servers. All of this is done to prevent failure. In occurrence of a web ser\%Xh, the other one
will take over. The web app will continue to run while all requestga tomatically forwarded

to the new server. In light of this, dependability is improved \ e single server with a single

database paradigm. However, in the event that the e becomes corrupted, the web

application will also become corrupted. !

Web Server

= vE
W””-V"V””"- ~__
T ) =y
e Load Balancing Addon -~
Hard re Load Balancer S - l -

e - Database
(=]

Web Server

K~

O Figure 2.6: Multiple Web- Server, One Database Model

%()urce: https://www.progress.com/documentation/sitefinity-cms/reference-architecture-diagrams)

QO 3. Multiple Web Server, Multiple Databases
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In a scenario where the databases or the webservers do not support a single point of failure, it is

the most effective component paradigm for online applications. For this kind of model, there are \V
two alternatives. To either evenly distribute the data among the used databases or to store the %
same data in each database. In the former scenario, there is often no need for more tha t@

databases, whereas in the latter, there is a possibility that some data could become unav@ n

the event that the database were to crash!?. However, both situations make adv n% 0( DBMS
normalization. It is recommended to deploy load balancers when the scalc%% »such as when

there are more than 5 web servers, databases, or both. %

Application Database Load Balancer Database Server Farm

ad/write

/1117
MySQL > Master

LoadBalance

/1117 .
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% Figure 2.7: Multiple Web- Server, Multiple Database Model

O (Source: https://severalnines.com/database-blog/how-does-database-load-balancer-work)

: 2.1.9 Types of Web Application Architecture
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An interaction pattern between different web application components is known as a web

application architecture. The distribution of the application logic between the client and server \
sides determines the architecture adopted. Q/Q )
The three main forms of web application architecture are as follows. The followin;\b

explanation of each of them:

‘ \
. SPAs (Single-Page Applications): enable dynamic user intera@by supplying

updated content on the current page rather than downloading entirely @es from the server
each time. The basis for aiding dynamic pages and also m@s a reality is AJAX, a
condensed form of Asynchronous JavaScript and XML. le-page applications resemble
traditional desktop programs in that they don't allow @ ns to the user experience. SPAs are
created in such a way that they ask for the majopmtydof required content and information elements.
This results in the acquisition of an interagtvean® intuitive user experience.
. Microservices: are streamli g(pact services that carry out a particular function.
With the help of the micro Q Architecture framework, developers may increase
productivity and acceleratg th loyment process altogether'3. An application built utilizing the
microservices arcb,&tﬁrg has components that are not reliant on one another. As a result,
developers i the microservices architecture chooses independently their preferred
technology stdek. It facilitates quicker and easier application development.
o &erverless Architectures - the server and other frameworks are granted to a third-party
%Q facility services provider. This method has the advantage of letting applications run code
logic without having to worry about infrastructure-related activities. When the web application
Q development business are not ready to undergo the stress of infrastructure management, the
serverless architecture is the ideal option.
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2.2 Performance Measurement Parameters 6

The effectiveness and availability ratio of a system or process are, in fact, indi by
measurement parameters. The health of the web server can be efficiently ensu thg interim
by using measures for observation and assumption activities, combij i&a continually
controlling the hardware features of web servers (such as reliabi)i ability, scalability
resource usage etc.)'®. The measures that the majority of guthorSftake into account when
assessing the current trends are given. These para%\are crucial for creating and
implementing a load balancing algorithm. These “wpeaSurements are used to evaluate an
algorithm's performance on web servers!>. T%o my diagram below summarizes the metrics

used in the available research and diVides<th$nto two groups: qualitative and quantitative.

Load balancing Performance Metrics

Qualitative Metrics Quantitative Metrics

[ I |
Dependent Metrics Independent Metrics Dependent Metrics
L Predictability Scalability Response Time Throughput Load Variance
|| SLA Violation Fault Tolerance Execution Time Migration Time Makespan
L1 Reliability Completion Time e Power C Energy C
L Accuracy Carbon Emission N”mhem:;:mmj Tumaround Time Degree of Balance

Overall cost Number of VM creation Resource Utilization Data Center
Factor Processing Time

Figure 2.8: Load Balancing Performance Metrics
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(Source: https://google.com)

o Resource Utilization (RU): measures how fully a system is using its resources, such as \V
memory and CPU. Its purpose is to gauge the RU level within the server farm. RU is necessary

on the occasion of a rise in service demand. A maximum RU is necessary for the load bala

algorithm to function well. %

o Scalability (S): An algorithm should operate successfully in the face uriforeseen

conditions, much like a system does. In other words, the algorithm shou &in e to scale no

matter how many tasks or how much work is put on it. For the loa(@lg algorithm to work

well, it needs to be highly scalable. A

o Throughput (TP): is the total number of re:u@cessfully processed in a certain

amount of server time. It represents the volume of ation been transported between two
locations. For the load balancing algorithm t Aell, it needs to have a high TP. It speaks of
the requests that were fulfilled or handl@pemﬁc moment in time'®. Usually, it is used to
measure how busy a server is. In ords, it measures the server's bandwidth adaptation to
determine the data transmm@

. Response Time (R is known to be the time utilized by the algorithm to complete a
task. Timing wheeh 1 ludes waiting, transmission, and servicing times are all considered. It

refers to hog it takes to answer a user question. A decent load balancing algorithm must

ha&: wnum RT. Response time, often known as latency, is the result of both the waiting
S,

O crucial metric in the cloud environment's scheduling process. It is used to calculate how long it

Q

d the response period.

Makespan (MS): The time taken to complete a task and as well provide feedback. It is a
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takes to complete a collection of tasks. A decent load balancing algorithm must have a minimum

MS. \V
o Fault Tolerance (FT): A load balancing system should be able to function properly even Q\

if some system components fail. Hence, if one server is overcrowded, tasks should still be al\o

be completed on another server that is available. High FT for the load balancing al@ns

performance. * )

J Migration Time: The duration required to move a job from o Ne to another is

known as the migration time (MT). The system's availability shou pacted during the

migration process. The cloud's virtualization concept is incre%%ortant. Low MT for the

load balancing algorithm to perform well.

o SLA Violation: Indicates the quantity of SLA@tion elements that have been reduced

in terms of deadline restriction, priority, etc. »@ ources (VMs) are unavailable because they

are overloaded, SLA violations occur. A ew&inimum SLA would increase user happiness

23 The SDN Concep\g/

[ J
The co@f ® software-defined networking (SDN), targeted at bringing more
innovations h network management process as compared to the widely known but rigid

curreat a ch, has lately attracted the attention of researchers in the aspect of programmable

and as well realign the focus of the networking community into same!’. Due to the
%eat amount of complexity involved, designing and managing computer networks may become
O an extremely difficult undertaking. A network's management and evolution are complicated by

Q the close coupling between the control plane, where decisions about traffic management are
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decided, and the data plane, where real traffic forwarding actually occurs. Network
administrators must manually translate highly ranked decisions into low level instructions, \V
making such very difficult and error prone in complicated networks. Introducing new protocols %
have been known to be a very slow procedure that requires many years of standardiz ti@

phased deployment and testing to ensure a seamless integration with otheQed
implementations provided by different vendors, bringing a form of dynamicity i he Qetwork,

such as intrusion-detection systems and load balancers, all of this i&klr altering the

infrastructure and logical layout of the network'®.

By encouraging innovation within the network admi h&)n as well as distribution of

network amenities through the programmability of th@ork entities making use of some
p

type of generic network API, the concept of netwark amming was released as a measure to
tackle some of this issue. Comparing the anafogue models to the use of programmable networks

tells of how the new system have out-p%ed the existing system as the new system allows

users perform a range of functi n@out modifying the hardware resources, this wish have
1Zd

proven to have produces th%

Figure 2.9, SDN is a quite r&ent concept of a programmable network which give a new view of

results according to the needs of the user'®. As shown in

network planni *s .operation by offering an abstraction which separates the control from
the data @presented within the method, the hardware devices such as routers, switches,
etc. gre ofdy responsible for packets forwarding to their destinations in accordance with the
@ oller's instructions, which are usually a set of packet-handling rules?®. The controller

%ddled with the responsibilities of making necessary decisions in which it has a general

: O overview.
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It has been considered to haye i kzsurably simplify in diverse ways the network evolution and
management, this whicilwchieved by the approach of logically separating the centralized
control plane a T t?le data plane, this which has quickly been the focus of intense research
attention in tworking field. As a result of separating both planes, applications and protocols
can be te and distributed through the network without harming unrelated network traffic, the
ss which has been observed to have incorporated diversity into it also allows addition of

éw infrastructure devoid of difficulty, middle boxes implementation via the software control, as

O well as allowing new potential fix to be presented for complications that have long been in the

spotlight, like managing the extremely complex core of cellular networks?!. Although the SDN
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concept is relatively new, many of its fundamental concepts have existed for many years and

have merely matured. The user will thereby have a better knowledge of the driving forces behind

\g

and potential alternatives to the solutions put out over time, which influenced the present SDN Q/Q v
‘ \

The word "programmable" refers to the idea of simplification of net @rganization as

approach, by analyzing the history of programmable networks.

2.3.1 SDN History and Evolution

well as its restructuring, it's crucial to realize that in actuality it @1 sses a variety of
concepts that have been put out through time, each with a distinc Q}and a unique method of
accomplishing its objectives. In this context, the fundament Ne ts that gave rise to SDN will
be examined together with additional alternatives tha@% up and had an impact on SDN's

development but did not enjoy the same level o &ki success.
2.3.2 Early History of Programmabl@rks

The idea of programm @\rorks was first introduced in the mid-1990s, as was
already said, just as the Inte@ s beginning to gain significant popularity. Up until that point,
only a few featuresq which¥includes electronic mail as well as file transfers, were used in

®
conjunction wiQ%.\ter networks. The rapid expansion of the internet outside of research
institutio @d the creation of massive networks, which sparked the concern of academics
anddevelopers in implementing and testing novel concepts for network services. The enormous
lexity of operating the network infrastructure, however, soon became clear as a significant
impediment in this direction??. Without even ensuring vendor interoperability, network enabled

QO devices were deployed as "black boxes" built to sustenance a handful of protocols essential to the

network's functionality. Due to this, it became impossible to change the control logic of such
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devices, which significantly constrained network evolution. Numerous initiatives were made to

address this issue, with the goal of developing more open, extensible, and programmable \V
networks. The Open Signaling (OpenSig) working group and the Active Networking effort came %%

up with two of the most significant early concepts that suggested methods of isolating the ¢

software from the underlying hardware and offering open interfaces for administr@nd

23
control®’. d \

OpenSig - The Open Signaling working group was established irﬁ%\with the goal of
implementing the programmability principle within the ATM ne he primary concept
was the division between networks' control and data planes, v@m ing amidst the two planes
carried out via an open interface. Due to this, it’sg sible to remotely manage and

configure ATM switches, effectively transforming the“metwork in its entirety into a networked

platform and substantially streamlining the Kt d of introducing new services>*.

C

The concepts for open sign, interfaces promoted by the OpenSig community served
as inspiration for additional tuvﬁ\ order to facilitate this, the Tempest framework, which
operates on the OpenSig (&, allows several switch controllers to simultaneously manage
multiple switch paﬂ'kr.lscmd, as a result, to operate multiple control architectures over the same
physical AT ork. Due to the fact that network operators were not needed to create a single
unified dontrgl architecture meeting the control requirements of all future network services, they

&gven more latitude?>. DCAN was a different effort that sought to build the framework

Qred for controlling ATM networks (Devolved Control of ATM networks). The basic

concept was to remove the ATM network switches' control and administration capabilities from

Q the hardware and allocate them to separate, external workstations. DCAN assumed that

multiservice networks' control and management functions were naturally distributed because it
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was necessary to distribute resources along a network route so as to assure QoS. In order to

provide any further management capabilities, such as stream synchronization in the management \V
domain, the connection between the management entity and the network was carried out using a %
minimalistic protocol, similar to what present SDN protocols like OpenFlow do. M1

through 1998, the DCAN project was formally completed. %

Active Networking - first emerged mid 1990s and received signifi *dﬁlg from
DARPA. Similar to OpenSig, its primary objective remained the developﬁ%\f programmable
networks to support network developments. The primary concept g active networking
is that resources on network nodes are made available over ork API, enabling network

specialist active control of the nodes through runni ie@y programs. As a result, active

networking, opposing the fixed functionality pr OpenSig networks, allows for the
quick disposition of adaptive services and narnic setup of networks during execution. On
active nodes, the typical active network Qcyecture specifies a three-layer stack. The NodeOS
project and Bowman are two well- & n examples of the several projects that provide various
NodeOS implementations ?:nore deployment environments that serve as template for

creating active nethrlq'n hcations, such as ANTS and PLAN, exist with the next layer?®.

The active applQon »or code created by network administrator, are the final component of the

top layer. O

&F he active networking community works with two programming models: the capsule

E@l, where the executable code remains embedded in standard data packets, and the

O programmable router/switch model, where the executable code to be run at the network nodes is

formed using out-of-band procedures. The capsule approach emerged as the most inventive and

closely related to active networking of the two. The rationale for this is that it provided a
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straightforward technique of deploying new data plane capability across network channels,

offering a fundamentally different approach to network management?’. Since many of the \?’

principles used in SDN were developed by the active networking community, both prototypes %Q v

@b

had a substantial effect and left a lasting legacy.
2.3.3 Evolution of Programmable Networks to SDN

\
2.3.3.1 Shortcomings and Contributions of Previous Approaches \&

Although the main ideas of these pioneering techniques projected@% able systems with
S

the intent of supporting advancement and foster open networgkin ings, all of which never

found widespread acceptance. The absence of convinci 1@ulties that these systems were
able to tackle was one of the key causes of thl@ne. Although the idea of network
programmability appeared to improve the p&m ce of some instances, such as information
circulation and network administration, t@s no genuine compelling requirement that would

make the switch to the new paradig@essary and prompt the commercialization of these early

ideas. Active networking an%?mg' naling's incorrect user group focus is another factor in why
0

they failed to get widesprN/

[ J
manufacturers @afed the network devices could modify them. Although end user

ption. Up until that point, only programmers employed by the
programme actually a very uncommon use case, the proposed prototype argued that
amidst iﬁ)yeﬁts was the ease in usability it would offer users to program the network. This

iouSly had a bad effect on how programmable networks were perceived by the research

és itutes and, more crucially, the industry, since it obscured their benefits for those who could
O genuinely profit from them, such as internet service providers and network operators.

Q Additionally, a lot of the early techniques were more concerned with fostering data-plane
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programmability than that of the control-plane. The disintegration of the control from the data
plane was one of the fundamental concepts underlying programmable networks, but most \V
solutions that were put out did not make this distinction explicitly?®. The control plane, which&
perhaps offers more potential than the data plane for the discovery of convincing use cases

hampered in any attempts at innovation by these two factors. Another factor that cont@ to

the early programmable networks' failure was their emphasis on developin Vel‘designs,

programming models, and suitable environment without consideration to éevant applied
concerns which includes performance as well as security prov@ en though these
characteristics are not essential to network programmabilit“%ﬁy crucial role when it
involves making this concept commercially viable. It is obyi \1at the aforementioned flaws of
the early attempts at programmable networks were th@ers to their general success. However,
these efforts were incredibly important sincv&@&gﬁned fundamental ideas that changed how
networks are thought of and highlighted @ng new research fields. Even their flaws were of

great importance since they expo@veral weaknesses that needed to be fixed if the new

paradigm was ever going to Qc?\
Y
.
2.3.3.2 Shift ;:QSDN Paradigm

h&'ojdevelopments in networking occurred throughout the first decade of the 2000s.
@geed Internet connectivity for customers is now possible thanks to new technologies like
% SL. At that time, it was more affordable than ever for the typical consumer to have access to
O an Internet connection, which could be utilized for a variety of purposes, including massive file

Q transfers, teleconference services, multimedia, and e-mail. Networks saw cataclysmic
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repercussions as a result of the widespread use of internet and other new services that came with

it. Networks' size and scope grew as a result of the rise in traffic volumes. Industry players like \V
ISPs and network operators began putting more emphasis on the performance of the network, Q\
stability, and quality of service, and needed improved methods for carrying out crucial ne @

setup and administration tasks like routing, considered to be the best rudimentary in tl%nt

times?’. d \

The solutions to each of these issues represented strong use cases for p@nable networks,
which once again brought networking professionals and the indu s%c'us to this issue. The
effort of shifting the control functions outside network deV s made easier as a result of

advancement of servers, which turn out to be HOtICG@IOI‘ to the mechanism utilized in

routers. This technological change led to the d of new, better attempts at network

programmability, with SDN serving as the otable example. The primary reason behind the

accomplishment of SDN remains the abi@ improve on the positive aspects of the first efforts

at programmable networks wh1§@solvmg their flaws. The transition from early years of
i

programmable networks up % nvention of SDN did not happen overnight; rather, as we will

show in the next paraggaph here were several intermediate steps®’. The inability to definitely
1d§ the control and data planes of networking devices was, as was already

bring separatlo

indicated .the primary shortcomings of early attempts at programmable networking. By

sep th planes, the Forwarding and Control Element Separation working group aimed to

@m through changing the internal design of network devices. In ForCES, two logical objects

uld be noticed: Control Element (CE), in charge of the logic of network devices, such as

O management protocol implementation and control protocol processing, and the Forwarding

Q Element (FE), this which is targeted towards the data plane and in charge of per-packet
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processing and conduct. The forwarding activities to the forwarding element as instructed by the

control element was enforced by a standard interconnection protocol between the two parts.

] FanESNetwork. Element
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Figure 2.10: SDN l@m
(Source: }\&google.com)
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dized method of interconnection, it would be probable to

se or specialized) combinable with other third-party controls,

giving innovators g&e‘frpedom to experiment. The 4D project was another strategy that aimed

to clearly S‘QQ both control and forwarding components of network devices. Reasons for

isolating(he

sion controller from the basic network components was underlined by 4D, as it

wa&F orCES. The 4D project, in contrast to other methods, proposed a design based on four

ent planes which includes: a decision plane in charge of configuring the network; a

Q

and a data plane in charge of dispatching traffic.
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2.3.3.3 The Emergence of Software Defined Networking Q}E

Scalable network experimentation became a topic of interest for funding organizations a@

researchers in the later part of the year 2000s. This importance was primarily sparked q% t
QoS and
\

of the necessity to introduce new protocols and services that aimed to imm
performance in a very large network community. It was as well fueled by@:hievement of
experimental infrastructures like Planetlab and the creation of numerges, programs. Large-scale
testing was formerly a difficult process to complete; researc ¢ mainly restricted to

employing imitation settings for assessment, which, while tENse ulness, did not continuously
the s

include all the crucial network-related consideratiops 1 imilar way as an actual testbed
would. The necessity for programmability, inte to make network administering and service
setting out simpler and in same vein allo Nl us testing to be run concurrently at the same
infrastructure while each utilize di n@varding procedures, was a crucial prerequisite of
such infrastructure-based effo e Clean Slate Program was developed by a team of
Stanford academics who %' ired by this concept. OpenFlow was suggested for academics
trial protocols in %ﬁ(@ networking environments, which had as its goal to "reinvent the
Internet." Liéger strategies including ForCES, OpenFlow adhered to the idea of separating

the contQa/

m of a straightforward communication protocol.

RS

orwarding planes and standardized information transfers amongst the two by
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(Source: https://www.researchgate.ne &ommunicaﬁons—via—OpenF low-protocol)
OpenFlow's  solution, offered architectural compliance for network

programmability, inspired tl??&DN" to be coined to refer to all networks that adhere to the

same architectural pr1n01 hen likened to the outmoded networking paradigm, the core
notion behind S m&ms building of horizontally linked systems by separating the control
plane and t lane despite offering an ever-more-complex set of concepts. We may get the
conclusi@t the road to SDN was indeed long, with many concepts being suggested, tried,
ewiewed, propelling exploration in this area even further, by considering the indicators and
égﬁcant programmable network experiments given®’. SDN was not really a novel concept;

O rather, it was the optimistic outcome of the information and experience that had been distilled

Q from many of the concepts discussed in this section. In contrast to these approaches, SDN was

49



able to incorporate the furthermost crucial network programmability models into a design that
developed at the correct period and ensured many convincing use cases for interested parties. V

Although it is uncertain if SDN will represent the subsequent significant architype transferal in Q/Q v

networking, the potential the aforementioned offers is unquestionably great.

2.3.4 SDN Paradigm and Applications s

The SDN model, the most modern example in the advanceme\@rogrammable
networks, is the subject of this section, which focuses on its funda %nciples. We must
look at SDN from both a macro- and micro-level in order to co end the concepts behind it
and the advantages that it promises to bring. For this, w %fer a broad overview of its

design in this section before delving deeply into an ar@ its constituent parts.

2.3.4.1 Overview of SDN Building Blocks & \

The SDN approach, as was pr ly cited, enables network service management

through the abstraction of lower \@erations. Network managers do not need to deal with the

low level specifics about howgackets and flows are controlled by network devices; instead, they

may leverage the ab trac&provided by the SDN architecture. This is accomplished through
®

the separation Q%\trol from the data planes using a layered design. We can see the network

devices ireless access points, routers, and switches in the data plane, which is the

lowg§t layct. In the framework of SDN, these devices have remained devoid of all control logic
xample, routing algorithms like BGP), and instead implement a number of forwarding
%xocedures for modifying network data packets and flows, offering an open, abstract interface for
QO interfacing with the upper layers’’. These components are frequently denoted to as switches in

the SDN terminology. The next layer displays the control plane, which is where the controller is
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located. This object is in charge of providing a programmatic environment to the system, needed

to add new features and carry out different administration activities. It also encapsulates the \?’

networking logic. SDN's control plane, in contrast to earlier approaches like ForCES, is &
completely separated from the network gadgets and is thought to be logically integrated, t
physically it can be integrated in one server or dispersed into multiple servers, which re@he
network structure as a whole. The concept of the network operating system pergepfion Qas been
established by SDN, which is a key feature that sets it apart from other atte &1 rogrammable
networks. Remember that earlier initiatives like active networki ted using a node
operating system (like NodeOS) to manage the underlying har Q(An easier interface for
managing the network is revealed by a network OS, whic XS a more general perception of
the network state in the physical devices. In this @tlon, the applications interprets the
network as a lone system under a logically&e}&ized control architecture. In other words,
control logic uses the system embedd@ating system like an intermediary platform to
maintain a steady observation of t em state, which is then broken down to deliver different
networking routines like to lo%tection, routing, managing flexibility and statistics, etc®*.
The application stand poi ich comprises of all requests that use the operations offered by
the controller to%y’ out network-like responsibilities like load assessment, network
virtualizatio Qs at the top of the SDN stack. One of SDN's key benefits is the plainness it
offers tchs}'de designers over the constructs it establishes for quick creation and innovation of
sOlutions in a variety of distributed contexts. Additionally, because their functionality can
Qbe implemented as software applications that observes and alter the network status via the

O network OS facilities, dedicated middle wares like firewalls, intrusion detection solution are not

Q necessary in the network topology thanks to the SDN architecture. Since it opens up an extensive
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variety of potential for invention, the presence of this level clearly includes significant
importance to SDN and makes it an appealing solution for both researchers and business. Finally, \V
well defined interfaces allow the controller to communicate with the data and application layer 2 *

planes (APIs). In the SDN architecture, there are two primary APIs that can be distinguishe@

1) Southbound Interface: controls the interaction amid the controller and theﬁ)rk

setup; and \

i) Northbound Interface: defines a link amid the network bounda@he controller.

QN

Management plane

Control plane Northbound Interface

uopemups § Bupes) BubBngag

Figure 2.12: SDN Architecture

O& (Source: https://www.researchgate.net/figure/ SDN-architecture)

%he connection between the hardware, operating system, and the user interface in most systems

is accomplished in a manner similar to this. After going over the SDN architecture in a more
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basic sense, it is now time to delve further into a study of each of the recently provided building

components individually. The following section will examine a few SDN application examples. \?’

The network structure is regarded as the utmost essential component of the syst%

2.3.4.2 SDN Switches

orthodox networking model. Each network device contains all the functionality n&a? or the
network to function. A router, for instance, must have the necessary hardwazg, stgh as a Ternary

Content Addressable Memory for swift packet dispatching as well as e& s,lution for running
S

distributed channeling procedures like BGP. Similar to wired % oints, wireless access

points require the appropriate components for wireless co \ﬁc ion as well as solutions for
packet dispatching, imposing access regulation an@g rules®. Nonetheless, because
network devices are closed, changing their be r dynamically is not an easy operation. By
separating control from forwarding actiyitigs, the three-layered SDN architecture described
previously alters this and makes it gasier perate network devices. The hardware for keeping

the dispatching tables, such ication-specific integrated circuits is retained by all

forwarding devices, as W\al/ mentioned, but their logic is removed.
°
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(Source: https://www.researchgate.ne¥figure/A-three-layer-distributed-SDN)

By implementing new f§ @g procedures over an abstract interface, the controller
directs the switches on ho ard packets. A switch's forwarding table is reviewed each
time a packet reache tIEMh, and the packet is afterwards dispatched appropriately. Although

®
a clear three-la@d%chitecture for SDN was described in the aforementioned overview, it is
still not a@re the lines should be drawn amidst the control or the data plane. For instance,
eve&fhe case of SDN switches, some procedures and scheduling setup are still seen as being a
f the data plane®. However, there is no intrinsic issue that prevents these tasks from being
%tegrated into the control interface by adding some form of concept that enables the regulation

Q of low level activities within the switching components. An advantageous strategy would be one

that made it easier to implement new, more effective low level switch operation techniques. On
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the other hand, while centralizing all control activities theoretically has the benefit of making
network administration simpler, doing so may cause scalability problems if the controller's \V
physical implementation is similarly centralized. Keeping part of the logic in the switches may Q\
therefore be advantageous. DevoFlow, an OpenFlow variant, divides packet distribution int t@
classifications: tiny ("mice") distribution controlled through the switches directly %ge

("elephant") flows demanding the controller's involvement. Similar to the DIE c‘ntroller,

which is limited to the straightforward duty of splitting the procedugﬁe the switches,

intermediary switches are utilized to store the essential rules in the D @
Qa "

of wildcards for packet forwarding and taking into account sever utes of the packet, such

ntroller?’. The use

as the source and destination addresses, ports, applicat$ make SDN forwarding rules
more compounded than those used in orthodox net@w ich is another problem with SDN
switches. As a result, managing packets and &Adifﬁcult for the switching hardware. ASICs
utilizing TCAM are necessary for the fo@' g procedure to be quick. Unfortunately, because
such specialized hardware is price @ energy-intensive, each switch can only accommodate a
certain amount of forwarding a es for flow-based dispatching patterns, which limits the
scalability of the networkNI'his” could be addressed by adding a supporting CPU alongside the
switch or a proxiakolocation to carry out both planes functionalities, by introducing new
designs that@ e expressive and enable the execution of more packet processing operations.
The pro@f hardware restrictions extends beyond fixed networks and affects the wireless and
ile\sectors as well. As was done with the data plane of fixed networks, the wireless data
Q necessities been rewritten to provide further beneficial constructs. The notion of splitting
O the control from the data plane is supported by the data plane constructs provided by OpenFlow?8.

Q It should be made clear that backwards compatibility is a crucial component for the acceptability
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of the new paradigm, regardless of how SDN switches are implemented. Although there are pure

SDN switches that have no incorporated control, the hybrid approach supporting both SDN and \V
conventional process and procedures would likely be the most effective in these early stages of %
SDN. The infrastructure in most enterprise networks continues to use the conventional me h@

despite the fact that the properties of SDN showcase a convincing way out for various r \d

applications. Consequently, a transitional hybrid network form would presum m*e SDN

easier. : \
2.3.4.3 SDN Controllers Q/z

One of the basic tenets of the SDN concept is th @rating system for networks
should exist which differentiate the network structu he application level. This network
OS plays the role of organizing and handling th work's requirements and providing programs
running on top of it with an abstract, unj 18ture of all its parts. This concept is similar to
those used within a normal compu S}Q, which has the operating system sits amidst the
hardware and the user interfa Qalso handles all hardware resources and giving user
programs access to shared,serviges*®. Similar to how a conventional computer program developer
would operate in thi{eﬁv&'ronment, network administrators and developers now have it at their
disposal. In ¢ ison to the traditional networking paradigm, the SDN model is more suitable
to an eﬁls/ variety of applications and diverse network practices due to its logically
co@ated control and comprehensive network construct. Considering a heterogeneous setting

E up of a stationed network and a wireless network that are both made up of numerous

O connected network.
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Figure 2.14: SDN Contl@

(Source: https://www.ciscopress. com/artlclis/a 1asp?p=2995354&seqNum=2)

Respective network gadget needs a l\ low level setup by the network operator in the
conventional networking paradigm _in to function effectively. Additionally, because
respective gadget targets a dissi Qworking procedure, each one would consume a unique
managerial and setup nee s,@tﬁing additional work on the part of the admin to ensure that
the network in its en 'rety.functions as expected. Conversely, the administrator wouldn't need to
worry about miQ details with SDN's logically centralized control. The network OS would be
responsi teracting and setting up of the functionalities of the network gadgets while

ma&lg the network would be carried out by outlining a suitable highly priorities procedure®.
4.4 Control Centralization in SDN

The SDN design stipulates that a central organization in charge of administration and

policy enforcement logically controls the network infrastructure, as was already mentioned.
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Numerous suggestions for controllers that are physically integrated, such as NOX and Maestro,
have been made. Implementing a controller is made easier by a physically centralized control \V
design. Since each switch is managed by a single physical entity, there are no consistency&
problems on the network, and every application sees the same state within the network. In@

of its benefits, this strategy has very similar flaw as all integrated systems, this i%he

controller serves as the entire network's single point of failure*!. The approa in‘egrating

several controls to a switch can help you get around this problem by allowji controller meant

for recovery or backup to take over in the case of a primary controller@ wn. Therefore, for

applications to function properly, all controllers requires a stable ogscwyétion of the network. The

centralized solution might also cause scalability issues Xevery network device must be

managed by the same organization. Maintaining a the@l y integrated but actually distributed

control plane is one strategy that expands on th€ cSfgept of employing many controllers over the

network. In this scenario, each controller@mrge of controlling a single area of the network,

while a common understanding entire network is being shared. As a result, although

control actions are actually ¢ % by a distributed system, applications see the controller as

a single entity. In additiom\o gliminating the single failure point, this method has the advantage

of improving perB&a.nGe and scalability because each controller component only needs to

manage a s Qlion of the network. Onix and HyperFlow are two known controllers within

thi%&}y

O The stability in state of the network amidst controller constituents is yet another potential

%rawback of decentralized control. Since the network's state is spread, it's possible that the

:O applications supported by various controllers have varying perspectives of the network, which

could cause them to behave incorrectly. Using two levels of controllers, as the Kandoo controller
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does, is a fusion method with focus aimed towards addressing both scalability and stability. A
collection of controllers that make up the lowest layer are unaware of the current status of the \V
entire network. Only control activities requiring knowledge of the status of a lone switch are&
carried out by these controllers (local information only). The top level, on the other handi\®
logically centralized controller in charge of carrying out network-wide actions tha or
awareness of the overall network status. The rationale behind this approach is ed‘up local
activities while minimizing the burden on the high-level central controller %e by enhancing
the network's scalability*?. In addition to theories about the degree Qg 1 centralization of
controllers, theories about their logical decentralization have also\bdeA put forth. The Tempest
project and the founding years of programmable netw where the concept of logical
decentralization originated. Earlier, we mentioned @he Tempest design allowed for the
operation of many simulated ATM network &permost part of a single set of hardware
switches. Similar suggestions for SDN @mtrols, such as FlowVisor, that permits many
controllers to distribute same disp@ plane, have also been made. The goal of this concept
was to make it possible to dgplo rprise and experimental networks simultaneously over the
same infrastructure withowf hafming one another. Before we wrap up our assessment of how
centralized SDN c@k?le&s are, it's critical to look at potential issues with their performance and
viability in %e networking environments. The capacity of SDN networks to balance and
remain (ocyive in situations of huge network traffic is one of the issues brought up most
ently by SDN detractors. This worry is primarily caused by the new paradigm's transfer of
Qol away from network devices and toward a lone organization in charge of overseeing all

O network traffic®. Performance evaluation of SDN controller implementations have been driven

Q
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by this worry, and they have shown that physically centralized controllers performs

exceptionally well and have incredibly fast response times. \?’

It has been demonstrated that more recent multi-threaded controller implementatio
perform noticeably better. In a 256-switch network, for example, NOXMT can man
million network requests per second with a latency of 2ms on a standard eight-core se 1th
2.5GHz processing units. Large industrial servers being targeted by $ &)ntroller
architectures promise to perform much better. For example, the McNettle Gs\&br asserts that it
can support connections ranging towards 5000 networking devi e%’zing a lone 46-core
controller having a throughput of more than 14 million reque 1n a second and a latency of
less than 10ms. The placement of controllers wit @network is another significant
performance issue that is brought up, as network perfomméince tend to be considerably impacted

ﬁ in the coordination of the controllers. The

by the number, physical location and techni

location of the controllers has been View£eya performance issue, and linkages have been made

between this topic and the do ir@resident procedures and distributed computing for the
11; C

development of effective co%

2.3.4.5 Managemen of"];rafﬁc

oordination protocols*:.

The @ ment of traffic is another critical design element for SDN controllers. The
decis'on@ie about traffic management may directly affect the network's performance,
&rly in large networks made up of numerous switches and subject to heavy traffic loads.
$ontrol granularity and also policy enforcement are the two areas into which we can subdivide

O the issues with traffic management.

: Control Granularity
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The level of control granularity considered in a network traffic describes how acceptable-
the controller review actions should compared to the data moving across the system. In \V
traditional setups, each data that arrives the control is independently analyzed, and a transmitting Q\
resolution is completed regarding the routing path based on data included (e.g. target add, e@
This strategy typically fit in specifically for traditional setups, SDN is an exception to@le.
The per-packet technique would then be impossible to execute through any sizab tup\as every
packet are channeled via the controller, which in return create a path sp % designed for
them*®. Large number of SDN controllers adopt a flow-based met ase the per-packet
approach has performance difficulties. In this technique, every p s apportioned to a flow

based on a specified property. The initial packet that aﬂi@ fresh flow is examined by the

controller, who then configures the switches accordin@

3

The enforcement of controller cer& on an accumulation flow-match rather than
employing discrete flows would be an e@arse-grained way to further unload the controller.
When comparing the level of gr u@, the fundamental trade-off is between the burden on the

control and service quality %

because the contr(ﬂ{ésy cordtinuously choose the optimum route for every discrete network
cc

to network solutions. The per-packet style improves QoS

packet. Imposi over an accretion of links results in a partial lack of network state

adaptatioontroller's judgments on packet forwarding. In this scenario, packets might be

rou&v less-than-ideal route, resulting in reduced QoS.

EQ6 Policy Enforcement

O The second problem with traffic management has to do with how the controller applies

Q network policies to network devices. Reactive control models are one strategy used by systems
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like Ethane, someplace the interchanging device contacts the control whenever a choice
regarding a fresh movement is required. In this instance, network management is more flexible \V
because each flow's policy is defined for the switches only when a real need occurs. Due to the %
delay in sending the initial request of the flow towards the controller for review, this m t@

could potentially result in performance reduction. In circumstances when contr%re
positioned in far location from the switch, this performance reduction could bec&re.\Using a

proactive control model would be an alternate strategy for enforcing \&hls state, the
controller pre-populates the routing boards with some traffic which s over the gadgets

before pushing the procedures to every network switches. BQ 1s method, a switch can

create a new flow without asking the controller for in and instead by performing a

check at the table previously deposited in the device @)eneﬁt of proactive mechanism infers

it does away with the delay caused by asking & oller about each movement.

2.3.5 SDN Programming Interfaces (}

Further detailed discuss t the main ideas and problems with SDN programming

are emphasized by lookin\th/ each communication point on its own.
2.3.5.1 Southon mmunication

Q bound communication is crucial for the controller's ability to influence the
ior of SDN switches. This is an example of how SDN tries to "program" the system.
Flow remains a well-known illustration of a standardized northbound API. Since

penFlow-based interaction amongst the controller and switches is assumed in the majority of

QO SDN-related projects, it is crucial to present OpenFlow in great detail“.

62



Traffic Network Load- = e
Enginerring Virtualization Balancing e )= ]

North-Bound Open APIs

T_SDN Controller

’I South-Bound Open APIs (e.g., OpenFlow) I

Data-Plane Layer
—OpenFlow switches
-Routers
—Other infrastructure

elements

Figure 2.15: SDN Southbound Communl
(Source: https://www.mdpi.com/2079-92 &7 A)91/htm)

It should be made obvious that there are other diffegentyimplementations of controller-switch

interactions, with OpenFlow being just one ( a quite popular) of them. There are more

solutions, such as DevoFlow, that aim to @ penFlow's performance problems.
2.3.5.2 Overview of OpenFlow

As shown in Figure 2 Elow offers a consistent method of handling congestion in
devices and of com uﬁlcatmg data amid the switches and the controller, adhering to the SDN
standard of i:;:Qing the control and data planes. Two logical components make up the

OpenFlo(s}

chd&of keeping the data needed by the switch to transmit packets. The other part is an

. One or more movement chart are present in the first component and are in

E Flow user, which is a straightforward API that enables message between the controller and
w

>
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The flow tables are made up of moveg@esses, individual of which specifies a group

OpenFlow Client \(9

of guidelines for what way the switch wi &e request associated with that specific movement.

The movement chart contains thremeters for every entry: three components: (a) a packet
caption identifying the movemen an action stipulating how the data would be managed; and

(c¢) indicators, which retd h of data like the quantity of data and bytes in individual

movement as well e duration as a data belonging to a movement was most recently delivered.

When a req@gches the OpenFlow gadget, its caption is analyzed, then the flow with the

most comparable packet header field is used to match the packet to the movement. The action
Qa in the action aspect is carried out if a matching flow is discovered. These comprise

eying the request to a certain location so that it can be routed via the network, sending the

O packet so that the controller can review it, or rejecting the packet. If no flow can be found to
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match the packet to, it is handled in accordance with the procedure specified in a table-miss

movement entrance®’. \v.
Transferring communications across a protected network in a standardized mann;Q/E

outlined by the OpenFlow procedure is how information is exchanged amidst the switc

gadgets and the controller. Following this approach, the control can modify the flows Iisted in
the switch's flow table—for example, by adding, updating, or deleting a flow &$€i}her pro-
actively or reactively, such as explained in the fundamental control conc@twork operators
are no longer required to interface directly with the switch because e%trol may communicate
with the device using the OpenFlow model. The fact that th h&;t header field in OpenFlow

can be a wildcard, allowing for more flexible matc@cket headers, is one of its most
enticing features. This method is predicated on the notfew'that different network devices share a
common dispatching conduct and simply diffet\in the caption data being utilized for identifying

and the steps taken. OpenFlow conceptu%ntes a wide variety of network device types since

it permits the usage of any subclas ese caption fields for relating procedures to movement

flows*. Q/
v

2353 Northbound{PI.
The g’lity of a network OS, which sits amidst the network setup as well as the

hig& ed facilities and requests, much like a computer OS does, is one of the fundamental
er favored by the SDN paradigm, as was already mentioned. A precise interface for the
é eraction amongst the controller and the applications ought to likewise be present in the SDN

O design, supposing such a compacted coordinating unit and centered on the fundamental OS

Q modalities.
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Through this interface, programs d'be able to interact with one another, manage
system resources, and access the u@ing ardware without needing to be aware of low-level
network information. There is n accepted procedure for interfacing the controller with the
applications, in divergen &(southbound counterpart, where communications between the
switches and the %31 are clearly specified by means of a specified common®. As a result,

each contr(bQodel must offer unique means of carrying out controller-application

communicatiofn:

&t is also challenging to design applications with various, frequently conflicting aims that
éist as a result of other complex models because even the boundaries that existing controllers
O generates offer extremely low-level concepts (e.g., movement handling). Consider the

Q applications for power control and a firewall as examples. Although the firewall may require
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some additional controls to direct circulation so that it utmost complies with all security
regulations, the power management program must redirect traffic using fewer links in order to \V
deactivate idle switches. It may become a very difficult and time-consuming process to let the %
coder handle these disputes. The usage of complex network software design language t@

translate rules into low-level flow limitations has been advocated as one solution to t@xe.

The controller would then use these languages to govern the SDN switch itl"n SDN

architecture, these network software design languages can similarly be % of as per an

intermediary level that sits between the application layer and the ¢ #much too by what

means the complex scripting languages like C++ and Python Qﬁlt on top of low level

language to shield programmers from the assembly la \mtrlcate low-level intricacies.

Frenetic and Pyretic are a couple of illustrations @h complex network software design

languages. é

2.3.6 SDN Application Domains

Discussions below best ; two defining situations in which SDN have proven to be
advantageous: this includKinI a centers and cellular networks, so as to show the SDN can be
applied in a Varietwlqworking disciplines. The number of ways SDN can be applied is, of

course, not j icted to a single areas but also includes a wide range of others.

2.3. & a Lenter Networks

Finding scalable solutions towards sustenance of thousands of connected servers and
i ?ountless number of networked virtual mechanisms is among the crucial criteria for data
QO centered interconnection. From a network standpoint, obtaining such scalability can be difficult.

First of all, as servers are added, forwarding tables grow in size, necessitating the use of more
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advanced and expensive forwarding devices. Moreover, given that datacenters are required to

consistently accomplish high levels of performance, traffic management and policy \V
implementation can become highly significant and vital challenges. The underlying network in

traditional datacenters is carefully designed and configured in order to gratify the aforementi l@

requests. Most time, this activity is carried out manually by establishing the desired tra@hs

and positioning intermediate boxes at key physical network choke points. Sinc nuq setting

can be difficult and error-prone, especially as the network gets bigger, tl@r ch obviously

goes against the need for scalability. %

Since the data center cannot constantly adjust to the agpheation requirements, it also gets
harder to get it to operate at maximum capacity. These filled by the benefits that SDN
provides to system administration. The control 1 eﬁparated from the data layer, making
forwarding devices far more straightforW\ d less expensive. In addition, one logically
centralized entity is given power over alleol logic. This enables dynamic flow management,
load balancing of traffic, and res ur@tribution in such a way that best supports the task of the
data warehouse with the re@s of operating solutions, and as such results in improved

performance™. Fin&inc trategy application are now accomplished via the controller object,
adding middle s tosthe network is no longer necessary.

2.3.6.2 (@u}g\letworks

«Zellular links may be regarded as parts of the broadcastings market. Over the past ten
%ears, the quantity of cellular devices has grown quickly, straining the capabilities of the current
O cellular networks. SDN principles have recently attracted a lot of interest for cellular designs

Q now in use. One of the key shortcomings of existing cellular network designs is that the
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network's main has an integrated data movement. All movement must travel over dedicated tools

that performs several system tasks, such as access control, billing, and routing (for example, \V
packet gateway in LTE). This complexity of the devices drives up the cost of the infrastructure %

and poses serious scalability issues. To meet the frequent request from the always gro, @

movement and the constrained wireless band for network access, the access system's %es

also have a tendency to shrink. However, this causes more interference betw. ea‘by base
stations and causes the load to fluctuate from one base station to another esult of user
mobility, making the static distribution of resources insufficient. So se issues could be

resolved by cellular networks implementing the SDN principles.& f, the introduction of an
integrated control with a full observation of the full syst Ne disintegration of the control

from the data plane allow for the simplification of n@ equipment, which lowers the cost of

the overall infrastructure. é

Additionally, because different chgborating controllers can be assigned to carry out
certain tasks like channeling, o@nt observation and feedback, movement controlling,
entrance control, as well as e®y implementation, the network is more flexible and simple to

maintain. Furthermqre, Miminating the need for base station cooperation and direct
communication ing a central controller that serves as an abstract base station makes load

manage interference management operations simpler. Instead, the controller simply

giveg’the @afa level operational instructions and makes decisions for the entire network®'. One
@beneﬁt is that the adoption of SDN makes it easier for virtual operators to enter the telecom
&ctor, increasing competition. By virtualizing the underlying switching hardware, all providers
O can manage their own subscribers' flows through their own controllers without having to fork

Q over a lot of money to build out their individual setup.
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2.3.7 Relation of SDN to Network Virtualization and NFV (9%
N
Network virtualization and Network Functions Virtualization are two extremel@lar
SDN-related technologies (NFV). Since these technologies frequently cause mj erstandings,
particularly among people who are unfamiliar with the notion of SDN, w. k brief effort to
explain their link to SDN in this paragraph. Network distribugi the core physical
framework are separated by network virtualization. As a result Qf W 1zation, the possibility of
having numerous "virtual" systems running through i \ physical hardware, they are
identified to have a layout that is significantly less ex than the real network®?. With the
help of this abstraction, network administr&& build networks according to their needs

without having to make changes to th@al substructure, this which have proven to be

challenging or even not possible. Q

The idea of syste rtifalization, which remains to isolate the network from the
underlying physical&w‘km/is similar to the idea of SDN, which is to detach the regulator from
®
the informatioQane, and this naturally leads to confusion. The two technologies are
independgnt e another, in actuality. Network virtualization is not automatically implied by
the gresenc€ of SDN. SDN is not always required to achieve network virtualization, either. On
@her hand, an SDN system may be put in a virtualized setting while a network virtualization
%mplate could be deployed on an SDN setup. Network virtualization served as one of and
QO arguably the utmost significant use cases of SDN, and the two technologies have coexisted

closely ever since. The explanation is that SDN's architectural flexibility made network
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virtualization possible. In other words, SDN is one (perhaps the best) architecture for
accomplishing this, while network virtualization are considered as a way out concentrating on a \V
specific issue. However, as was previously emphasized, network virtualization must be viewed %
separately from SDN. In fact, many have claimed that network virtualization may end up e@

an even greater technological advance than SDN. Network Functions Virtualization is @ﬂte

but closely related technology to SDN (NFV). By using virtualization- relatedlgk tq project

network operations like intrusion discovery, caching so they may operat %{\ ns, NFV is a

53

carrier-driven project with the aim of changing how operators cons% ]

Finally, because it is feasible to swiftly adapt or o w services to meet shifting

demands, network administration becomes more flexibl %para‘uon of the two technologies
can be a little hazy because the separation of sys QIOHS from the core hardware is strictly
linked towards the separation of the regu lane from the data plane proposed in SDN.
Although they are closely similar, SD]\Q) FV pertain to dissimilar purviews, which is a
crucial distinction to make. SD V are complementary but independent of one another.
For instance, based on NF\%]kTogy, the regulating purposes of SDN might be realized as

stem using SDN. However, neither technology is necessary for the other to

virtual roles. The b&arwwtions of physical switches, however, might be managed by an
NFV orchestratign¥sy

functionoth could profit from the advantages that each technology has to offer.

2.@&“ of SDN to Research and Industry

S The impact of SDN on the scientific community and the corporate world will now be
O discussed briefly. While each interested party may have a different focus, from creating

Q innovative solutions that take usage of SDN towards creating SDN-enabled solutions suited for
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commercial contexts, their participation within the development of SDN aids to shape the
prospect of this skill. We can get a sense of what could hypothetically motivate further study in

this area by looking at the inspiration and concentration of existing SDN-related endeavors. Q/Q v
x\ !

In recent times, a number of normalization groups have been ¢ Nr ing on SDN,
individually attempting to provide homogeneous elucidations for @area of the SDN

domain. Since standardization is the first stage towards a technologW§ widespread acceptance,

2.3.8.1 Outline of Standardization Activities and SDN Summits

the advantages of such initiatives are enormous. The Op rking Foundation, a non-profit
industry collaboration, is thought to be the most im@t standardization group for SDN. In
addition to telecommunication operatives, ne $d facility suppliers, equipment purveyors,
and providers of interacting and Virtualiz@ lutions, it has more than 100 corporate members.

Through the use of open SDN stan@ it seeks to convert the networking sector into a software

sector, making SDN the new@ for networks.

It works to om&and publicize SDN and the expertise that support it, with the

®
normalization OpenFlow procedure being its key success. The ONF maintains a variety of

working @hat focus on various facets of SDN, including abstractions for forwarding,
&

extedsibility, configuration, and management, as well as educating the public about the benefits
@NS“. Finally, it makes an effort to pinpoint SDN usage scenarios and potential research
%adblocks. The Boundary to the Transmitting System operational group is creating an SDN
QO approach as an alternative to OpenFlow, which allows for the operation of conventional

dispersed routing protocols on network hardware in order to transmit data to a centralized
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management. Other SDN-related IETF operational groups include CDNI, which is researching
how SDN might be aimed at Content Delivery Network (CDN) interconnection, and ALTO, \V’

which uses SDN to optimize application layer traffic. ITU-Telecommunication T's Q v

Standardization Sector study groups (SGs) are looking at SDN for unrest@

telecommunication systems. %

As a final objective, MEF seeks to create, advance, and accredit techpica n&ards for
carrier Ethernet services. Examining if MEF services would operate ﬁs\the ONF SDN
framework is one of its directions. In addition to the effort bei %to standardize SDN

clarifications, there are an amount of conferences for exchan &d examining fresh concepts
and significant advancements within in the SDN*°, 0%
2.3.8.2 SDN within the Industry é

The benefits that SDN proffer< c} customary networking have also caused the
networking community to concenn SDN, aimed at creating and supplying commercial

SDN solutions or for adopti%?a Way to use it to abridge administration also further advance

facilities within their se&y

[ J

systems. The rapid expansion of Google's back-end grid,
according to Go giheers, was the primary driver for switching to the SDN paradigm. As

scale grow tational and storage costs decrease, but the network does not follow suit.

Apﬁi@{ principles allowed the business to pick networking gear with the functionality it
e

hile also creating ground-breaking software.

S Additionally, the integrated system control increased the network's efficiency and
QO responsibility tolerance, fostering a further adaptable and creative atmosphere even though also

lowering operational costs. In recent time, Google unveiled Andromeda, a version of its software
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defined network that powers the company’s cloud and aims to improve the scalability,
affordability, and speed of Google's services. Amazon and Facebook, two other significant \V
networking and cloud service providers, intend to base their future network infrastructure %
implementation on SDN concepts. Additionally beginning to express interest in cr t@
commercial SDN solutions are networking companies. There is a tendency toward@ng

whole SDN ecosystems aimed at various client categories rather than just devs%in‘ certain
solutions like OpenFlow controls and network OS>%. In the SDN space, \ﬁyle, firms like

Cisco have introduced their own comprehensive solutions aimed a % s and cloud service

deployment agents, while telecom firms like Huawei focuses

the forth-coming age of telecommunication grids. S

ping resolutions aimed at

24 Load Balancing Technics

Distributing network traffic ame}& servers is a practice known as load balancing.

By doing this, it is made sure t o server is overloaded. Load balancing increases the
responsiveness of an applicatio istributing the work evenly. Additionally, it makes more
websites and applications gﬁle to users. Without load balancers, modern apps are unable to
function. Softwared&d. balancers have expanded their capabilities over time, including features
like applicati r1ty57. A server farm's usage of load balancing as a fundamental networking
method raffic distribution amongst several servers. Load balancers enhance the
xveness and availability of applications while preventing server overload. Each load

cer lies in between client devices and the backend servers, taking incoming requests and

then distributing them to any available server that can fulfill them.
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“ v
Figure 2.18: Load Bala@

(Source: Source: https:/ .com)
The process of effectively dispersin&o&ng network traffic among a collection of

backend servers, commonly referred t@ server farm or server pool, is known as load
balancing. Modern high-traffic ws must quickly and reliably respond to hundreds of
thousands, if not millions, OQn/ rrent user or client requests for the right text, photos, videos,
or application data. Mo.deNﬁmputing best practice typically necessitates the addition of extra
servers in order &e%fectively scale to handle these enormous volumes®®. A load balancer
serves as th
Servers egufy

ipped to handle them in a way that exploits speed and ability consumption and makes

1c cop" in obverse of the servers, distributing incoming demands through all

@S no server is overused, which can lead to performance degradation. The load balancer
%utes request to the responsive servers in case one server goes offline. The load balancer

initiates requests to a new server when it is added to the server group.
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Figure 2.19: Client-Server Connection with a Load Balance

v

(Source: https://avinetworks.com/what-is-load-bala@%a
The following tasks are carried out by a load balancer: AQ/

v’ Effectively distributes client requests or network stgai ong several servers

v' By routing requests only to servers thai a ly operational, it ensures excellent

availability and reliability. &
v' Gives the option to increase or re@ quantity of servers according to request

2.4.1 Load Balancing Techni@

A distributed netw& primarily heterogeneous in nature because distinct networks,
which are dispersd&a; throughout the globe, may have different processing nodes, network
topologies, ication channels, operating systems, etc>®. The distributed computing system
is currer@nstructed using connections between several hundred PCs. The overall work load

Q&dispersed among the nodes within the network in order to achieve a system's optimal

g lency. Therefore, the presence of distributed memory multiprocessor computer systems led

QO

to the issue of load balancing becoming well-known. The load balancing problem is the general
term for the circulation of requests to the processing units. There is a very high likelihood that

certain nodes in a system with several nodes will be indolent whereas the others will be
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overloaded®®. The purpose of the load distribution procedures is to keep the load on each
handling unit in a way that none of the processing essentials turn out to be overloaded or idle. To \V
achieve the system's optimal performance (lowest execution time), individually processing Q\
element should preferably have an equivalent weight at any given point throughout exec ti@

Therefore, a load balancing algorithm that is properly designed could greatly en@he

system's performance. d )

Both fast and slow nodes with regard to computation will be pre@ﬁ\ the network. If
processing speed and connection speed (bandwidth) are not e%f) consideration, the
network's slowest functioning node will have an impact on stem's overall performance.
Therefore, load balancing solutions maintain a balanc n the requests on the nodes by
preventing certain nodes from being idle while &Q are overloaded®'. Additionally, load
balancing techniques eliminate any node's '@ity at runtime. Two things affect how well a

load balancing algorithm performs. Fir@e steps that must be taken in order to achieve

equilibrium. The second factor i tount of load that travels over the link that connects the
nodes. %E

s Software B
—> = Load Balancer s -«

= > 3 = H H > =
== sl : z 2 H @ 2
- Kl i E : — S 2 :
C z Hardware = : = - :

: Load Balancer H = Application :

. = E Servers =

Clients
(End Users)

g
J

1 load balancing diacram

%“
Figure 2.20: Client-Server Connection with a Load Balancer

(Source: https://www.nginx.com/resources/glossary/load-balancing/)
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Load balancing is a technique for spreading task units among a group of interconnected

processors that may be dispersed throughout the world. Other processors with loads below the \V
threshold load get the extra or unfinished load from one processor. A processor's inception jobs %

is the maximum quantity of load it can handle before any additional load is applied. Ther&\®

very high likelihood that certain nodes in a system with several nodes remains unusen%as
the others will be overloaded. Therefore, the processors in an arrangement ca &&a*iﬁed as
strongly loaded (sufficient tasks are ready for completing), lightly weigh W (fewer works
are waiting), and idle processors based on their current load (have %QQ ecute). It is likely

to make each processor evenly occupied and to accomplish the tasks fedghly at the same time by

using a load balancing approach. S\

There are three rules that make up a load balan®wg operation. These are the distribution
rule, location rule, and selection rule. T &GCUOH rule operates in a non-preemptive or
preemptive manner. A non-preemptive n@i)always applied to freshly formed processes, but a
preemptive rule may be applied to e processes. Preemptive transfers are more expensive

b

than non-preemptive transf@

occasionally be supeiiog to -preemptive transfer®2. Practically, location and distribution rules

h are the better option. Preemptive transfer, however, can
®

work together tQﬁi on load balancing. There are two categories of balancing domains: local

and glob the local purview, the balancing resolution is made by the closest neighbors

by siaring=6cal workload data, whereas in the global domain, transfer partners are activated

@ ghout the entire system and work load data is exchanged internationally.

O E Although numerous load balancing methods have been created over the past few years,

no single technique is suitable for all situations. The choice of a suitable load balancing depends

on hardware features like communication overheads as well as application parameters like
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balancing quality and load generating patterns®’. In general, there are dual kinds of load

distribution processes: static weight distribution and dynamic weight distribution. The document \V
and index data are divided through closely-clustered disseminated computing arrangements in Q\
dispersed structures to accommodate the required data quantities and query throughput a@

Uneven load distributions that are common in real-world applications lead distributed s@ to

perform poorly and scale poorly. The lack of a load balancing solution is the cau thi‘.

The HTTP traffic must be divided equally among the web servers G%wer group when
there are several web servers present. These servers must look t eb devices, such as an
internet browser, as a single web server during the process@venly distributing workload
among dual or additional processors, network links, CR drives, or other resources, load
balancing achieves the best possible resource Qge, ughput, reaction time, and overload
prevention. Through redundancy, using nun\t&components with load balancing as opposed to
a single component may boost reliabilit@ically, a specialized software application or piece
of hardware delivers the load ba n@ervice (such as a multilayer switch or a DNS server). To

%

maximize resource efficienci Grids, load balancing and scheduling are crucial. The field

®
been develope incfease efficiency by better utilizing CPU or memory resources. Since the

majority g load balancing solutions overlook the issue of load-balancing among storage

IreSoMICces,

of load balancing I&ew of research. For instance, numerous load balancing policies have

y are insufficient for Data Grids supporting data-intensive applications®*. The load
ce problem has been solved using numerous algorithms and studies. Each of these research

ustrates how we might assess the effectiveness of each algorithm that has been offered. Some

O of these studies assess these algorithms based on particular criteria, including performance

Q analysis of load balancing methods.

79



2.4.2 Types of Load Balancers — Based on Functions Q}E

There are several load balancing methods available to deal with the distinct network issues: (9

Network Architecture Models - OSI

P AT AP rns YEP e
Open System Interconnection (OSI1) Model i s
+ Layers for data encapsulation for this course:
LAYER 7
Layer 7 (Application) — HTTP, DNS | Hosts, Clients ABELICATION
LAYER &
PRESENTATION
« Layer 4 (Transport) — TCP, UDP | Hosts, Clients
LAYER S
SESSION
* Layer 3 (Network) — IP [IP Address] | Routers
LAYER 4
. . TRANSPORT
Layer 2 (Data-Link) — Ethernet [Mac Address] | Switches TS
NETWORK
LAYER 2
DATA - LINK
LAYER 1
PHYSICAL

A4
Figure 2:21%OSI-model

(Source: https://ele@ﬁmdablog.com/osi—model/)

a.) Network Load Bala.nMayer 4 (L4) Load Balancer:

NetworlQight manager refers to the distribution of load at the transport layer via the
transmit@ utions, this is done centered on link elements which includes IP address and
tar&)rts. This type of weight harmonizing is TCP-based, or level four, and it disregards all
ation—stage factors for instance content kind, cookie information, headings, positions,

%ﬁ)plication behavior, etc. Network load balancing simply considers the information at the
QO network layer and only uses this information to perform network addressing translations without

examining the contents of individual packets®.
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Layer 4 Load Balancing

TCP Connection 1 TCP Connection 1

/! > fEEE — ] Servers

Application Clients
(End Users)

Load Balancers
(Software / Hardware)

C \\
Figure 2.22: Layer 4 Load Balancer %
(Source: https://www.nginx.com/resources/glossz@zlancing/)

b.) Application Load Balancer / Layer 7 (L7) Load@%

The Layer 7 load balancer, which sits at %p of the OSI model, distributes the requests
based on several application-stage facto @.7 weight stabilizer analyzes a considerably
wider assortment of facts, together wi captions and SSL periods, and allocates the server

weight centered on the choice the interaction of numerous factors. Application load

balancers can then manag%%lrafﬁc based on user usage and behavior in this way.

L
Layver 7 Load Balancing

web-backend
= =]
Z D> N
(=R
e — blog-backend
User Load Balancer Database
httpy Arourdomainuoom/
[==="=]
‘blog

Figure 2.23: Layer 7 Load Balancer
(Source: https://www.nginx.com/resources/glossary/load-balancing/)
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¢.) Global Server Load Balancer/Multi-site L.oad Balancer:

The GSLB expands the competencies of general Layer four and Layer seven across Q}V
numerous information hubs, expediting the effectual universal load dissemination devoid Q/
diminishing the experience for finale users®. This is necessary because an accumulating g 2%6
of requests are being housed in cloud data hubs, which are dispersed across various geo§es.

Other than effectively balancing movement, multi-site load distributions aJ§o at ir} speedy
salvage and flawless company processes in the event of a server traged)G‘(j\r data hub since

they provide business continuity by allowing usage of other data cegfers‘anywhere in the world.

A\

Application Clients Global Server Load Balancing
(End Users)

Software Load Balancer

Hardware Load Balancer

! * \gure 2.24: Global Server Load Balancer
®
che: https://www.nginx.com/resources/glossary/load-balancing/)

Types of Load Balancers — Based on Configurations

E Load Balancers are also classified as:

QO
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a.) Hardware Load Balancers:

This is a physical piece of on-site hardware, as the name would imply, used to distribute Q}V
traffic among several servers. Despite having a large amount of traffic handling capacity, th Q/
have a limited amount of flexibility and are also extremely expensive. A hardware load b 6
distributes web application traffic among a group of application servers using a cific
operating system. The hardware load balancer distributes traffic in accordance@ c}ﬁc rules
to provide optimal performance while preventing application servers fron@%&ing overloaded.
In on-site data centers, hardware load balancers and application se r%ypically placed, with

the number of load balancers used based on anticipated peal\ volumes. In the event that

one fails, load balancers are typically deployed in pairso

A

| § * loadbalancer.., i
= . ;
=1__| B¢ SR

OZ Figure 2.25: Hardware Load Balancer

(ﬂource: https://www.loadbalancer.org/products/hardware/enterprise-1g/)

O A hardware load balancer acts as a "traffic cop" by sitting between incoming traffic and
internal servers. When users access the website, the load balancer receives their request first and
QO then routes them to various servers. Global server load balancing is a practice used by the

majority of businesses that involves the deployment of load balancers and servers in several
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locations (GSLB). With GSLB, high availability is guaranteed during disaster recovery scenarios

in addition to optimized response times. By rerouting network traffic to other accessible sites in

the event of a data center failure, GSLB systems can lessen the impact on end users. &
b.) Software Load Balancers: \(9

They remain software programs that must be mounted on the structure a!d VV\OI‘k in a
manner similar to hardware load balancers. A distributed data level and a yfi control layer
make up the architecture upon which software defined load balanci@E’sed. The services

provided by the data layer are organized by the control layer@e

auto scaling, and high availability for each application, ti ives and analyzes the constant

on service placement,
i

stream of application telemetry supplied by th tributed load balancers across the

environments. Software defined load balancers e set up and operated by the control plane in

a variety of settings, including data centerc} public clouds.

Control Plane Data Plane
9%
g\' IT Admins Network Infrastructure
.
.--
. wee” Multi-cloud
(AR R R L] ... :
. = T
2 -
o . :
~ -
Application Clients Centralized Controller . °
LR LA AR R LR LR ressseRee
(End Users) m |
Software On-Prem Servers Containers
Load Balancers

s Figure 2.26: Software Load Balancer

QO

(Source: https://www.semanticscholar.org/paper/)
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A software-defined load balancer, which does not take the form of a physical appliance,
is placed in front of servers and is responsible for directing traffic. The load balancing software \V
distributes client requests among all servers in order to maximize speed and usage and avoid %
performance degradation by making sure that no server is overworked. If one server fail @
software-defined load balancer reroutes traffic, spreading requests to the remaini@ne
servers. Additionally, it automatically sends requests to any additional servers re"ncluded

wl ly distributes

in the server group. To put it another way, software defined load balancin

client requests and network traffic among all suitable servers. The ad
add and remove servers as necessary. Additionally, by only @ affic to servers that are
available, it guarantees excellent availability and reli '1\3y removing protocols at the
hardware level, load distribution for software based i@nnection enables better diagnosis and
network administration’’. Software oriented @nection load distribution does not rely on

the algorithms created for conventional l<amancers, even though they are used by traditional

network equipment to define such hms“.
¢.) Virtual Load Balancers%i

This job di%m’tqr differs from either software or hardware load distributors because it
combines a re load balancer's software with a virtual device. This form of load equalizer
mimics @ are-focused structure through virtualization. In order to get the traffic directed
a iately, the hardware equipment's software application is run in a virtual machine.

ver, these load balancers face the same difficulties as the physical on-premises balancers,
Oﬁamely a lack of central control, a lack of scalability, and a very low level of automation®. By
QO

dividing traffic among numerous network servers, a virtual task equalizer offers additional

litheness in harmonizing a server's encumbrance. Through virtualization, virtual task pairing
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seeks to resemble software-focused structure. On a virtual machine, it runs the load balancing

appliance's software.

Application Clients

T T virtual Load Balancing T T
Virtual
Load Balancers Ve
Physical  |gm—ma _ © ] Virtual
Server m Wi Machines
—

Pool of Application Servers

N\
Figure 2.27: Virtl%)a alancer

(Source: https://avinetworé.}@lossary/ server-load-balancer/)

A virtual network load b makes the claim that it can provide software load
balancing by executing the s t\%f a physical appliance on a virtual machine load balancer.
However, virtual load balancer§ are only a temporary fix. Traditional hardware appliances still
face architectural Ae.s including restricted automation and scalability, as well as a lack of

central man@ (including the disintegration of control layer and data layer in data centers).

2.4&Lgd’l3alancing Pairing

EO The pairing demands are delivered to various kinds of load equalizer, and they are then

O handled in accordance with a predefined algorithm. Incoming server requests or traffic are

efficiently distributed across the servers in the server pool using load balancing algorithms or

processes. In order to guarantee Web services' high availability and their quick and dependable
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delivery, efficient load balancing is required. Servers are replicated in order to handle a large
traffic demand. Task harmonizing is the technique of allocating an incoming job or request to a \?’
server among such duplicated servers. Several load balancing techniques, like as round robin, Q v

least connections, adaptive balancing, etc., are used to successfully schedule the routin@

requests from a client to the appropriate servers in an optimum way. %
2.4.5 Survey of Few Existing Load Balancing Algorithms & \ \

For task harmonizing and/or maximizing the utilization of the %es ers in distributed
structure, load balancers employ various traffic management w s. Algorithms enable

distributed systems to operate at higher bandwidths an Nh aster reaction times. Each

algorithm has strengths and weaknesses. 0
~\
Ppproach
Load-balancing algorithms
Static;, 7 Dynamic
Deterministic Probabilistic Centralized Distributed

Cooperative Noncooperative

O
Figure 2.28: Load Balancing Approach
& (Source: https://google.com)

%tatic Load Balancing Algorithm: techniques distribute traffic without taking into account the
servers' or system's present condition. Some static algorithms distribute the traffic equally across

the servers in a group, either in a predetermined order or at random. When distributing jobs, a
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fixed task harmonizing procedure does not take the system's state into consideration. Instead,

prior knowledge and assumptions about the entire system are used to shape distribution.

Static Load Balancing
Web Applications Web Servers \

S— (888 =0

Hardware Load Balancer
wi Static Load Balancing Algorithm/Rules

Q“J‘
Figure 2.29: Static Load Balancing Rul%

(Source: https://google.com\

This comprises both knowns—like the number of pro@s, the communication speeds, and the
power—and assumptions—Ilike the quantity of rces needed, the speed of responses, and the
arrival timings of incoming tasks. Distg N stems with static load balancing techniques
reduce some performance functiog matching a predetermined set of jobs with available

processors. These load balancj %

improves performance tic }oad balancing in distributed systems has the advantage of being

ques frequently center on a router that balances loads and

simple to use and dg« y quickly, yet there are some cases when it is not the optimal algorithm to
apply. Q

&ﬂg“‘d Balancing: technique takes into thought the present workload of each node or

g unit in the system, allowing jobs to be dynamically moved from weighed down nodes
S less loaded nodes to speed up processing’’. Dynamic algorithms are far more difficult to

O design, but they can deliver better results, particularly when the execution times for several jobs

Q
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QO

vary substantially. Furthermore, a dynamic load balancing design is frequently more modular

because it is not necessary to dedicate certain nodes to job distribution.

Dynamic Load Balancing
Web Applications Web Servers \

M@i—b

Software Load Balancer
wi! Dynamic Load Balancing Algorithm that Adjusts
Based on Trallic Needs

LR LR

-
GRS R AR

)
Figure 2.30: Dynamic Load Balancing R\Q%
(Source: https://google.com. A

Unique assignment of tasks entails the assignment O@E a processor based on its condition

at a given time. Dynamic assignment refers to ersistent reassignment of duties based on the
system's current condition and its evolui idently, any load balancing technique might
actually make the entire process ta ng€if it necessitates a lot of communication to reach a

conclusion.

2.4.6 Load Balancing Nﬁ

°
®

Load bQin methods are often referred to as algorithms for load balancing or

schedulity ds since they explain how a server's load is distributed across a server pool.

The€ areScveral load balancing strategies that can be used, and each strategy schedules

ing traffic according to a different criterion. The following are some of the typical load

alancing techniques:
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Figure 2.31: Taxonomy @Balancing Algorithms
(Source: https://avinetw(k&n/glossary/server-load-balancer/)
1. Task Scheduling Based on LB@ dynamic algorithm uses a two-level scheduling system

and is based on load balancigg. IQses the available resources effectively, providing a high level

of efficiency. This algor distributes the major jobs across the virtual machines, then
°

distributes all of p’uter—generated technologies over the host resources, balancing the load

and enhanc retort time, possessions usage, and cloud work out setting efficiency. This

pro&%ﬂees that the requirements of dynamic users will be met while also maintaining a
I

@ atto of resource usage.

Opportunistic Load Balancing (OLB): is a fixed procedure that tries to occupy individual

QO node. Because of this, it does cogitate the present job on each node nor does it consider whether

or not it is suitable for the task. In other words, independent of the load on the present nodes,
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OLB transfers uncompleted jobs to presently vacant nodes in an arbitrary order. The simplicity is
advantageous for load balancing, but the lack of consideration for the projected execution times

for individual tasks leads to a greater average end period (total cycle time)’". %2 °

3. Round Robin: is an itemization of the rounded cycle, in which the initial task is move N@
node, the second to another, and so on until it reaches the last node, at which point it allNgegins
again. The workload of the cluster's nodes is not at all taken into consideratio& sﬁs in this
technique are distributed evenly across all processors, despite the fact th@rent issues have
varying execution times’?. The approach recognizes the loop as a fi %e static time space in
round robin arrangement (assignment administration in syst ith a time sharing). Only the

tasks listed in the time slot and queue may be complete: %mk will depart to the line to wait

for the succeeding round if it cannot be finished inpne slot. However, picking the right time
period can be challenging. The RR s ing technique performs similarly to FCFS

arrangement as soon as the period al@ is quite high. The Round Robin Scheduling

technique is also referred to as ﬁhe@essor allocation procedure when a time window is too

tiny. 7 \3/

load balancer

s
Server 2

Q Figure 2.32: Round-Robin Load Balancer
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(Source: https:// www.jscape.com/blog/load-balancing-algorithms)

N

4. Weighted Round Robin: is an enhanced refinement of the Round Robin algorithm, where Q\
each node is allotted a weight based on performance and capacity. Because nodes with m@/

D
1\ \

weight handle more requests, the load is distributed more flexibly as a result.

Y
Server 1

FA

Server 2

\\
Figure 2.33: Weigl&&ound-Robin Load Balancer

(Source: https:/ cape.com/blog/load-balancing-algorithms)
5. Randomized is a stati z&" m that chooses one available node at random and sends the
current task to it. T 'algorithm uses a random number generator to choose the node. When

every process EQ\e same load, this approach performs well, but there are issues when the load

has a Va@
alg&m.

.;;in-Min Algorithm: is an algorithm for fixed load balancing, which means that the relevant

putational complexity’s. The deterministic technique is not supported by this

O factors linking to the job have been determined in advance. Resources are made available for

Q activities that can be completed as quickly as possible by the algorithm as soon as possible. Each
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task's shortest possible execution time is found. The task with the lowest time value is submitted

for execution after being found among tasks with the lowest execution times. A queued job will \V
be updated, finished, and performed tasks removed from the queue until all jobs have remained %
allotted for completion. Tasks with the longest wait times should be given an arbitrary amo t@

time. The most important drawback of using this technique is the possibility that it wil@r a

severe lack of resources. It functions best when the majority of tasks take little ti camplete’.

7. Max-Min Algorithm: This algorithm functions almost identically to %&-min algorithm.
The key distinction is that this algorithm determines the minimu%i/ required to complete
activities before choosing the maximum value, which rep@ the total time required to
complete all jobs across all resources. A further job etermined maximum execution
period is apportioned for use only on the choser{xle.ée completion times of all jobs on that

node are then added together to determine @ng they will take to complete. After that, the

system deletes the assigned task. (J

8. Honeybee Foraging Behavi chntralized technique that uses a local actions server to

boost throughput and achiev bal load balancing. Calculate the actual VM load, and then
determine if the V&s’ oyerloaded, under-loaded, or balanced. VMs are organized into groups

based on the nt load. After the work has been removed from the overloaded VM, the
preceder@ job waiting there is taken into concern. The work is then assigned to an under-

IOAV M. Earlier completed tasks are helpful for locating under loaded VM. In the following

, these issues are referred to as bee intelligence agents. The approach shortens task waiting
Oﬁmes and VM response times. By increasing system heterogeneity, performance is improved.
QO

The fundamental issue is that increasing system size does not result in an increase in bandwidth.

When the services of a diverse range of species are required, algorithms are the most suitable.
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9. Active Clustering: In this method, similar constituents of the structure are assembled together,

and those groups work together to complete the process. It operates in the same manner as the \V
method of self-assembled load balancing, which involves rewiring the system with the purpose &

of accommodating the task pairing system. By connecting these services, a comparable K@
assignments is used to improve the system. Resources are improved, which improv%m

performance. By effectively employing all the resources, bandwidth is increased * \

10. Compare and Balance: is used to achieve a stability state and m@a load balanced
system. In this approach, the present host arbitrarily chooses t ad, and likens their loads
centered on the likelihood (the quantity of virtual devices run\&n the present host, as well as

the entire cloud system). It sends an additional load t@c node if the current host's load

exceeds that of the chosen host. The identical progess en carried out by each system node.
This load balancing technique was created ut into use to speed up VM migration. Shared

memory is employed to speed up VM miggatign.

11. Lock-free Multiprocessin on for LB: It offered unblocking multiprocessor load
balancing, as opposed te, existiig multiprocessor task management way out, which employ
collective memory_a d’fa§tening to preserve the user's period. The kernel is altered to achieve
this. By executi umerous load harmonizing procedures in a single load manager, this method

assists tc<1nc the absolute routine of load pairing in multicore systems.

& Colony Optimization: is a distribution algorithm. With each move of the ants, this
éogram dynamically updates resource information. To enable a node to distribute colored
O colonies over the network, various ant colonies are defined. In a system in which individual ant

Q operates as a mobile representative, carrying an update load harmonizing data to the succeeding
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node, daubed ant collections are employed to prohibit movement of ants from similar slot

&

process is given a priority in order to be run. Planned FIFO order in processes wit %

succeeding by one path and to assure their dispersal over all nodes.

13. Shortest Response Time First: This algorithm's concept is a direct forwarding. E

priorities. The general priority scheduling method has a particular case known as theNSRTF
algorithm. In the SRTF algorithm, the priority is the opposite of the subsequepfC u}st. Asa
result, the priority will decrease as the burst processor increases. The ﬁs\quiring the least
processing time is chosen under SRTF policy. Short tasks are completedibetore long ones in this

method. The primary issue with SRTF is that it is cmc@understand or estimate the

processing times for each job. 0%

14. Based Random Sampling: is a method calable and distributed load balancing that
a

achieves self-organization by using a rantz}

is dispersed throughout all of the s@'s des. By adding up to the quantity and similarity of

le of the system domain. As a result, the load
method resources, throughput aised by effectively utilizing a wider range of system

assets. The process, howeyer, mes inferior as the multiplicity of possessions increases’.

®
15. The Two Scheduling Load Balancing Algorithm: The blending of OLB

(Opportunis@ Balancing) and LBMM (Load Balance Min-Min) arranging techniques uses

an e&tfaj@ry routine operation and system backed up load assessment. To provide load
1

q entary, OLB conserves the operational state of each node. The LBMM scheduling
éc nique is used to diminish the entire end time by reducing the time that each job on the node

O takes to complete. This method increases efficiency and the effectiveness of resource

Q consumption.
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16. Active Clustering Load Balancing Algorithm: The algorithm connects related services

through local rewiring to optimize tasks. Work by assembling related nodes. Referee nodes are \V
the foundation of the grouping process. Comparable to an initiating node, a referee node Q/%
specifies connections between neighbors. After that, a referee node cuts off communication\w@

a primary node. The following set of procedures is repeated repeatedly. High ce

availability improves system performance, and as a result, bandwidth rises. d \

17. ACCLB: is load assessment approach centered on ant association ancs\ea of composite
network (ACCLB) in open cloud work out. In order to achieve a mér gen' distribution of load,
it utilizes low-level conditions and a less sophisticated systeii™sLlhis method helps to increase

system performance because it overcomes the lack of :@dty, is adaptable to a dynamic

setting, has strong fault leniency, and has worth}xﬂab A

18. Decentralized Content Aware: is a -batancing technique also known as the workload
and consumer notification procedur: hQP factor is utilized by this technique to direct the
exclusive and distinctive quali Qemands besides calculating nodes. The USP aids the
manager in selecting the% e for job handling. This method is employed on a distributed
source with cheap Qﬁmes. By consuming the content details to focus the examination, the
system's ove Qrch routine is enhanced, and the idle time of the compute nodes is reduced,
increasireh)éperation.

&er-based LB for Internet-based Spread Services: is a method of load balancing for

Qe; services that are disseminated globally. By implementing a procedure that restricts the

O sending of demands to the nearest distant servers devoid of congestion, it helps to shorten the

Q
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service's response time. For this protocol's implementation commonly uses middleware.

Heuristics are also used to aid web servers handle excess load. \?’

20. Join-Idle-Queue: is a load balancing method that offers extensive load balancing Q/Q\
distributed senders for dynamically scalable web services. With the aim to shorten the @

span of the file for individual processor, it first determines the accessibility of idle ro$ in
individual sender. The approach effectively decreases the system load when i ern&es\the load
harmonizing task from the acute route demand procedure. It does not take&} communication

weight on the freshly attained job and does not lengthen the real re jod.

21. Token Routing: has the sole purpose to diminish th @ the method by stirring the
markers inside the system. However, because of c@n ation bottlenecks in an accessible
cloud system, proxies are unable to have ampl to distribute the job. Thus, the distribution
of workload among agents is not fixe ans of empirical approach load assessment
centered marker, the procedure's drasbackK™€an be eliminated’®. The routing problem is quickly
and efficiently solved by this a Q Agents do not need to be familiar with the universal
position or workload neighb order to use this approach. Marker transfer agents actually
create their own kno lgdge base so as to make decisions. This knowledge base is derived from

tokens that I@Qeady been received. Therefore, there are no communications overheads with

this method.

éﬁntral Queuing: utilizes the dynamic allocation theory. Every new job that is
é nowledged by the file controller is queued. The foremost task is taken out of the line and sent
O to the asker as soon as a line management receives a request to complete a task. The demand is

Q buffered up until the fresh job is no longer vacant if a queue does not contain any ready tasks.
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However, when adding a new job to a queue while there are still open questions, the initial such

demand is taken out of the queue and a fresh job is added in its place”’. The local boot manager \V
notifies the central download manager to start a new task when the CPU consumption drops %
below the threshold value”’. If a completed task is found, the manager answers to the reque&@

not, the order demand is followed prior to the fresh task. %

23. Connection Mechanism: The weight harmonizing procedure may also p@re}l on the
dynamic scheduling algorithm's minimum amount connections mechaniscﬁ\rder to compute
the quantity of links for respective server in the dynamic task v, u%it is necessary. The

amount of connections per server is recorded by the load bala hen a fresh link is propelled

to the server, the number of ports increases, and whe@ection is broken or terminated, it

drops. !
24. Least Connections: algorithm uses ‘@ that is currently being serviced by the fewest
t

connections to forward requests t at S€rver. When a server has a minimal quantity of

influences, the task stabilizer wi the following request to that server.
a V4
[<]
— 3 1
— FEEES
L]
- load balancer
1 Server 2
O Figure 2.34: Least Connections Load Balancer
: (Source: https:// www .jscape.com/blog/load-balancing-algorithms)
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25. Resource Based (Adaptive): is a load assessment procedure that demands the setting up of
an agent on the request server that communicates the server's current task to the load stabilizer. \?’

The application server's deployed agent keeps track of its resources and availability status. To %Q v

support with load pairing choices, the load stabilizer queries the result of the agent. \(9

26. Resource Based (SDN Adaptive): is a load harmonizing method that integrates data, from
Layers two, three, four and seven with response from an SDN Controller )Qx 'dé further
effective movement dispersal conclusions. This enables data about theﬁ%\ of the network
infrastructure, the position of the servers, and the position of the s %unning on them, and

the level of network congestion to all be considered when mal\&d balancing choices’®.

27. Fixed Weighting: Fixed Weighting is a load as@ocedure where the administrator
provides a mass to each application server ¢ ed on criteria of their choice to show the
application server's capacity to handle m ent. The entire amount of request will be sent to
the application server with the peaksiass™All request will be routed to the application server

with the next largest mass if the ic#tion server with the highest weight fails.

28. Weighted Response Wime: In a load harmonizing contrivance known as weighted retort
[ J
interval, the ap n Server that will get the subsequent request is chosen based on its

response tir@t previous one. The application server weights are computed based on how

quic{&yer responded to a fitness check. The demand will be sent to the application server
t

@h quickest response time.

. Source IP Hash: The origin and target IP addresses of the user and server are joint in the
QO source IP hash task management method to create a special hash key. To assign the user to a

specific server, the key is utilized. As the key can be renewed in the event that the period is
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terminated, the user's demand is sent to equivalent server it was consuming earlier. When a client

must reconnect to a period that is still lively following a discontinuation, this feature is helpful. \

2.5 Interconnection Networks : Q/E
Traditionally, associated interlacement remained characterized as systems t

several processors. These, however, have undergone a significant evolution oqm‘\past 20

years and are now essential in environments like information hubs and h é t1on handling

clusters’. The four main categories of topologies for interconnectlo s are shared-bus,

direct, indirect, and hybrid networks. One of the most ¢ &/Spects in building an
interconnection network is selecting the topology. The traffig, distribution in the network is

governed by the topology that has been established, Qu ng algorithm, and the workload of

the applications. é
2.5.1 Fat-Tree Topology (}

For constructing medium structural range setups, the fat-tree methodology is
particularly prevalent. T fat- e approach has several routes connecting hosts, allowing it to
offer more accessib},%tatransfer rate than a lone-path hierarchy with equal quantity of nodes®’

There are s@ on the core, aggregation, and edge layers of the conventional three-layer
hlerarch@ee The hosts establish connections with the switches at the edge layer. Fat-tree

s multipath feature gives opportunities to disperse data flow among various network

Q
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Figure 2.35: Fat-tree network topo&/
(Source: https:// www.google. (N
The following three characteristics grants fat-trees the eErr

ed approach for peak-enactment
communicates: é

a) Stalemate independence, using th@ arrangement enables the possibility of routing fat-
trees devoid of utilizing sim@ straits for impasse averting.

b) Intrinsic fault—acqui@ , the presence of numerous trails amidst distinct source end

®
c) Completg”@ivisional bandwidth, the system can withstand top pace message among the

th ut of the system.

ﬁ'le the fat-tree approach offers extensive connection, it cannot be said that consuming a

point sets nﬁj&r to deal with linkage errors.

sQee approach alone will result in excellent system functioning because the channeling
contrivance also shows a significant part. Factually, the fat-tree approach has been used with
adaptive routing, which dynamically constructs a packet's path centered on the position of the

network®!. Nonetheless, routing in the main system area networking technologies currently in use
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is deterministic. To effectively utilize the rich connection that the fat-tree topology offers in a

structure range link with deterministic channeling, it's crucial to use an effective load stability

steering method. Q/Q v
2.6 Summary of Literature Reviewed E\CQ

In web server environment, it is vital to develop load balancers for equal distribysi of‘lodes in
the data center which leads to better resource utilization and fewer failur th® nodes. There

has been an extensive number of published reviews regarding load b nd the algorithms,
not fewer than thirty (30) of review papers in this field distributed, itN#ie past five years (2018—
2022) has been comparatively analysis. There are still \dtations in the existing review
papers, for example, the recent state of art have b@viewed however, and it is a limited
explanation as it does not include a comparati *sis. This is an essential feature when doing
reviews as it provides deep analysis of thertj\es and makes it easy for readers to identify areas
for improvement in future researc st review papers do not include flowcharts and thus it

does not provide operational O%he reviewed algorithms. Many papers lack the explanation

and evaluation of the pemforpiance metrics used in the reviewed articles which is another

[ J
contribution of t erft review paper. It is found that few authors focused on experimental
results, the ing review includes a compilation of the experimental results of the reviewed

articles @on the simulation platform. This is done to ease the understanding and reduce the

e %o search for such results. This study is structured to review algorithms based on the

@erlying common algorithms. This way makes it easier for readers that aim to utilize a specific

O algorithm such as Round Robin, Genetic Algorithm, and so on. This study categorizes algorithms

Q based on their research gap addressing three main aspects in load balancing: Response Time,
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Fault Tolerance, others (such as Makespan, Waiting Time, and so on). Additionally, the study

proposed a framework to address one of the aspects above, which is fault tolerance.
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3.1 Research Approach

N

This section explains the proposed framework for improvised load balancing in web server %
environment. Furthermore the procedure implemented to realize a dynamic load balanci Q/
method, and as well other constituents and software implements utilized in this study to e N

the testbed The main goal of the proposed framework is to provide a high availability W%VCI‘
environment whereby it avoids system failures and recovering of user ta@ch\ in turn

enhances the security in the web server environment. This frameworE1 aC? fault tolerance
in

issues, increases throughput and reduces response time in the serv g dual load balancers
in the hosting environment and applying migration techni u®1 has not been addressed in
the previous literature. The user request is analyzed an ed to the selected data center based
on the availability of resources. Those servers (V s)sigld not be overloaded or under-loaded,
there is a need for an equal distribution an@em. This is where the load balancing concept
comes into place. To keep up the perfoﬁdce of the web server an efficient load balancing

algorithm must be utilized. Unegqua d distribution could exist through many factors one of

them is wrong task scheduli hout proper task scheduling technique, the resources will not
be efficiently utiliz&o

®
As illustrateds re 3.1 below, the proposed framework consists of two layers:

ile and desktop. Users can access the internet using multiple different devices to send

'Ig.iayer: deals with requests from multiple different clients (application’s users) of
&

%quests to the server. In the web server environment, data center (DC) can be described as a big
O storage for web servers and data. DC receives requests and sends them to the active load

Q balancer. In the top layer of the framework, there are two types of load balancers: Active Load
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Balancer and Passive Load Balancer. The purpose of providing a passive load balancer is in case

of failure in the main/active load balancer. Failures could exist for many reasons such as \?’
overloading the VMs with many requests or unnecessary migration of requests. Q/Q v

Bottom Layer: deals with allocation of user requests to VMs. As can be seen fro
3.1, in the primary VMs batch, VM3’s status is overloaded. Thus, a migration technique‘should
be applied to transfer the failed requests to another available VM found in th€ sec d}ry VMs
batch. In a situation of having a system failure in the active load balance\Qﬁ\/ill then turn off
the active load balancer and declares it as unavailable which can u%ere downtime of the
system in the cloud. However, in this case, the passive load b s can take over and continue

to re-allocate requests to available VMs. The allocati %s then updated whenever a VM
N\

becomes available, overloaded, idle and the numm ests it has been allocated.

The proposed framework makes use of r @1 concepts. Providing a standby load balancer
can address fault tolerance and availabi "gKues in the web server environment which has been
identified as a research gap in th' %A passive Load Balancer must be available to take over
when there is a failure thegeforgt must be configured similarly to the active load balancer. VMs

should have the sam! v’vo;kload to function properly and in case of an overloading situation, a

migration te@% must be applied to transfer requests.

&(/

O
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Figure 3.1: Proposed Framework ithWt-Tolerant Capability

(Source: R@Design 2022)

3.2.  System Design

In order to exploit the resouCe &;etence of each connection in a network, the load balancing

algorithm's task is to bala raffic from incoming and outgoing network flows. Maintaining

°
® e . .
awareness of thi*k‘s current condition is important to accomplish this goal. The phases of

the load a@
O’\
Q

lgorithm are illustrated in Figure 3.2 below.
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The algorithm's initial phase is to gather operational data on the network structure and the
gadgets therein which includes IP addresses, MAC addresses, ports, connections, etc. The \V
succeeding phase is to locate path data based on the load-balancing algorithm. Here, the search&
needs to be limited to a lesser area of the Fat-Tree network interlinks in order to identi @
shortest routes between the basis and target hosts. Next, calculate the overall connectio%(or

of the links, the flows are formed based on the least diffusion rate of the li the time. The

each of these routes between the root and target hosts. After calculating the (K n oxerheads
h&;{a

best route is chosen based on the cost, and inert movements are th ed into respective

switch in the chosen fitting route. As a result, each switch along gﬁosen path will have the

required flow entries to execute the exchange amidst the o\ﬂnation spots. To end with, the

application keeps updating this data every minute, ca@t to be dynamic.

33 Implementation Overview \&

A test-bed has been set up in thi in Linux, utilizing Mininet software to simulate the
network, the open-source O ])Vl}ht platform (ODL) as the SDN controller, Python language
to design the fat-tree ton nd create the load balancing set of rules program, and iPerf to

[ J
measure network iorfing. The steps in design are shown in the diagram below.
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Setting a Linux Environment -
Ubuntu 20.04.1 LTS

Install Java SE Development
Kit (JDK)

Download and install Mininet

Download the OpenDaylight
Platform

Y/

Install OpenDaylight features

Install Python libraries and
modules

Define Fat-tree network
topology using Python

Run OpenDaylight Controller

N\

Run the network topology in
Mininet, and set it to use
OpenDaylight as its controller

Test network performance
using iPerf

Run the Dynamic Load
balancing algorithm program

Test network performance
using iPerf after LB

\/

Results and Performance
analysis

Figure 3.3 Implementati erview

(Source: Re h Désign 2022)

34 Requirement Specification (}

Mininet is a etvh/emulator that enables rapid prototyping of huge networks on a

single host COnQer. n a single Linux kernel, it manages a variety of end hosts, switches,

3.4.1 Mininet

routers, . By executing the same kernel, system, and user code on a single system, it

lev@s 1ghtweight virtualization to make the system appear to be a full network.
Inet main advantages:

1. Mininet is an open source project.

2. Custom topologies can be created.
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3. Mininet runs real programs.

4. Packet forwarding can be customized. \?’
In contrast to simulations, Mininet executes actual, unmodified code, including applicaté/

code, OS kernel code, and control plane code (both OpenFlow controller code and Open

code), and it connects to real networks with ease.

It is necessary to have a controller machine running on a system-worki %work, such as
ODL or POX, in order to create the SDN load balancer. With th ming interface in
g{ontrol arrangement. For

OpenFlow, the crucial components of the forwarder have a %

SDN, a comprehensive physical foundation that connects@\omponent via a secure channel

is required, and this is costly. 0

This project makes use of a specific testw to handle this problem. Mininet is a tool that
simulates Software Defined Networks, whigh allow for quick prototyping of a sizable virtual
foundation system using a desk n light of programming, it facilitates the use of virtual
models of flexible systems. ®dr utstance, OpenFlow quickly associates and updates models for

®

Software Defined N*mrks y using a rudimentary virtualization operating system using these

primitives!. A erat res of the Mininet are the following.

1. I@xits that various scientists autonomously test the same system topology.
. Nt permits the testing of a complex topology without the need of a physical system.
q It incorporates apparatuses to troubleshoot and run tests over the system.
O 4. It underpins various topologies and incorporates an essential arrangement of them.

Q 5. It gives straightforward Python APIs for making and testing systems.
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6. It gives a straightforward and modest path for testing systems for the improvement of

OpenFlow. \?’
Mininet is more compatible than simulators since it uses the application's original code, §§/

opposed to simulators, which use test code. This facilitates testing and running p \
implementation in production. The OpenFlow procedure is used in the programming oﬁnet
switches, which makes it effortless to examine and amend the code as ne& %suing a
single command, it constructs a realistic virtual network that functi Ca actual kernel,
switch, and application code on any virtual machine (VM), cloud, %latformz. According
to the OpenFlow website, Mininet is a useful tool for devel& sharing, and experimenting

with OpenFlow and Software-Defined Networking sy@

3.4.2 OpenDay Light Controller é

The OpenDaylight controller O[Q} a multi-protocol controller architecture designed
a

for SDN dispositions on contem: aried multi-vendor links. It is highly accessible, flexible,

extendable, scalable, and avaglable in several languages. ODL is a platform for model-driven

bound protocol@ hardware.

A@nally, it has internal plugins that expand the network's capabilities. For instance, it

facility construct tha! ena&/users to quickly create applications that run on a variety of south-

dynamic plugins that make it possible to acquire both network topology and statistics.
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3.4.3 iPerf

iPerf is a well-known network assessing device for evaluating the effectiveness of a \E
network link and the bandwidth operation of Transmission Control Protocol (TCP) and Ué/
Datagram Protocol (UDP). The user is capable of completing a quantity of assessments th

perception into the network's bandwidth disposal, latency, jitter, and data 1

0ss by changing
various timing, buffer, and protocol parameters (TCP, UDP, SCTP with IPv4 %)3\ iPerf is

open source software that works on a variety of operating systems, incii%\nux, UNIX, and

Windows.

Awvailable Bandwid

iperf Client iperf Server

#iperf-c <Destination IP> #iperf-s

\(é}

. ure 3.5 iPerf Bandwidth measurement.
‘ .

344 lﬁgjgning Language Used: Python

(Source: https://www.google.com/)

«’ython was used in this study to express the Fat-tree topology in Mininet and to create
Qe application for the load balancing technique. Python is an object-oriented, interpreted
language that may be used for a variety of tasks. It has a flexible dynamic type system, strong

high-level data structures, and a clear, understandable syntax*. Python is a flexible language that

122



can be applied interactively, in standalone scripts, for complex systems, or as an add-on to

already existing applications. Windows, Macintosh, and Linux computers can all run the \?’

language. Q/Q °

Python can be easily extended through C or C++ modules, and it is also capable gﬁ
used as a library in other programs. Additional system-specific extensions are available. re is
also a sizable library of common Python modules. Python instructs are substgtial lktler and
therefore are quicker to devise than C applications. Python code is sim iver, script, and

support than Perl code. Python is more appropriate for copim&% complex projects than

TCL is.

3.5  Research Methods 0

Round-robin and weighted round&@ are the two most popular load balancing
algorithms. These algorithms, however, atic, which means that they are not dynamically
modified in response to incomai uests. Regardless of the scope of the work or the
administering influence of thegesources, the RR algorithm distributes the incoming requests in a
circular pattern to th avam resources. The WRR algorithm takes the processing capability of

®
resources into Qﬁation, and the resource with better processing power is given a larger
quantity @ing jobs. The dynamic WRR algorithm is also used for comparison with these
al thrr;CS.ﬁlis method uses the waiting time to determine the best server for each new request
s made. Using data on the server's processing capacity, task length, task priority, and
%processing time needed for servers to complete jobs with equal or higher priorities, this
QO algorithm aids in the selection of the most appropriate server. Information regarding a task,

including its duration and priority, is recorded once it enters the system. The weight of each
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server is then determined, as was previously described. The incoming job is then sent with

additional weight to the server. The weight of a server essentially relates to the length of time \V
needed for that particular server to finish the tasks with equal or higher priorities in its queue. If Q\

the completion time is quicker, the weight of the server increases, and vice versa. Task mi t@

is carried out when a task's runtime varies significantly from expected values. By de@ng

which server has the least number of jobs with the same or higher priority, the hi riﬂrity task

from the overloaded server's queue is sent to the under-loaded or ideal s his speeds up

the completion of high-priority tasks, and the migration helps to i e efficient use of

resources. A
3.5.1 Waiting Time Calculation 0%

According to the waiting time to complete t *equent incoming job, each VM is given a

weight in the proposed method. A VM's @ and waiting time have an inverse relationship; a

VM has a high weight when the w@ime is short and vice versa. The proposed method bases

the calculation of waiting ti importance of an incoming job. Each task has a priority
X

value between 1 and 10, a ith a lower integer value is regarded as having a high priority.

[ J
The following fo is fised to determine each VM's waiting time, WTym:
M\
i
Whin=}.Tp

p=1
Equation (3.1
\ q (3.1

%here T is a task's execution time and p is the task priority. When a VM gets an incoming task
O with priority I the waiting time is determined using the equation above. In this experiment, the

Q cloudlet with the lowest priority is regarded as having a high priority, while the cloudlet with the
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highest priority is regarded as having a low priority®. For instance, if a job with priority 5 is
received, the waiting times for tasks with priorities 1, 2, 3, 4, and 5 are determined. It determines \?’

the sum of all tasks' execution times whose priority is equal to or higher than the entering tasks. Q/Q *

The execution time of a task is calculated as follows: E\CQ

S
T=_- & \
Vin
Equation (3.2) c \
where S represents the cloudlet size in MI (Million Instr& ) :d Vm represents the
efond).

processing capacity of a VM in MIPS (Million Instructions e&

3.5.2 Resource Load Calculation 0

To conduct task migration between virtual &s, the load of all VMs must be calculated, and
it must be split into three categories; oQied, under-loaded, or balanced. Calculating the
overall processing capacity of Q(C), threshold variance for each VM, and threshold for
each VM are all necessa s&yn doing this categorization’. The threshold range is computed
using two Variancea\f?nin. and Vmax. These numbers represent a machine's percentage usage; in

this experiment,Quti 1zed a minimum value of 0.7 and a maximum value of 0.9.Total capacity

of all Vir@ ines is calculated as follows:

(C = ZC;
% i Equation (3.3)

QO where k represents the number of available virtual machines and c represents the processing

capacity of a VM. Threshold for each VM is calculated as follows:
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C
Tonin = E*l”;nin*L*”

Equation (3.4) V

where Vmin represents the minimum variance, L represents the total capacity of a node, and n E

represents the total number of virtual machines. Tmin represents the minimum threshold v?&

& \
AN
QR

where Vmax represents the minimum variance and Trmax repres@ aximum threshold value

ofa VM. 0@

The VMs are classified by using the following eg&ms.
WTm < Tin, Underloaded (}

a VM.

iC
Tinax = E *Vimax*L*n
Equation (3.5)

WThm = Thax, Overloaded

W, = [I;nﬁne?:nax]‘ Balanced
 \

ény virtual machine (VM) that exceeds the threshold level is regarded as being overloaded. A

Equation (3.6)

O VM with a load that is below the threshold level receives the task migration from an overloaded

VM. The under-loaded VM is prepared to accept the task until it hits the threshold level. No
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migration is conducted if there are no under-loaded VMs. According to the proposed method, the

VM that has the least number of tasks with equal or higher priorities is chosen as the under-

loaded VM. %Q}

3.5.3

Implementation of Round-Robin Algorithm E\CQ

The round-robin algorithm's step-by-step procedure is given in Algorithm ong static
re

algorithms, this is one of the most frequently applied. The incoming request

cled through

the servers according to this algorithm. The first request is assigne andom server, and

the following requests are processed in cyclic order. For perfe% onditions, cloud service

providers frequently utilize this algorithm. %\

Algorithm 1 Round-Robin Algorithm Pseudocode!

1.

2.

The first incoming request is mov<d MG scheduler to the ready queue.

The data center controller ¢ which server will receive the first request.

Any server, chosen aQn( , receives the first request.
C

Servers are arrang 1cally once the first request has been assigned.

°
The serve ectived the first request gets moved back to all servers.
The nt request is passed on to the following server in a circular direction.

S%is repeated for every request until the scheduler completes processing them all.

@ Implementation of Weighted Round-Robin Algorithm

O The weighted round-robin algorithm's step-by-step procedure is given in Algorithm 2. The RR

Q method has been improved by this algorithm. When scheduling a task in RR, the processor or
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server's processing power is not taken into account. However, the WRR algorithm determines
each server's weight based on its processing capacity. Servers that have more processing power \?’
weigh more, while servers that have less processing power weigh less. Servers are ranked 2 v

according to weight when the weight is determined, and those with higher weight are given @

tasks than the other servers. %

Algorithm 2 Weighted Round-Robin Algorithm Pseudocode & 3 A

1. The first incoming request is transferred to the ready queue b duler.

2. Each server is assigned a weight based on its proce@er; a server with more
processing power is assigned a heavier weight. \

3. In a cyclical arrangement, servers are group@iecreasing weight order from high to
low. &*

4. Designate a server with more w@t}\ receive an incoming job or cloudlet. A greater
number of tasks are given t'rs with more weight than to the others.

5. After the server rece sired requests, it switches back to other servers.

6. The subsequent re %c

ycled to the next server.

7. Repeat ste tll'the scheduler completes processing every request.

3.5.5 IQ/@tation of Dynamic Weighted Round-Robin Algorithm

&amic weighted round-robin algorithm's detailed process is listed in Algorithm 3. The
algorithm has been enhanced by this algorithm. Once the weight is assigned to the servers
O in the WRR algorithm, incoming jobs are assigned in the same order. The load on each server at

Q the time is not taken into account. However, the dynamic weighted round-robin algorithm
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calculates each server's waiting time for each request, and then assigns incoming requests to

those servers that have a shorter wait time.

Algorithm 3 Dynamic Weighted Round-Robin Algorithm Pseudocode E
1. Determine the duration of an incoming task or request. %
2. Based on the available loads on each server, determine the waiting time eae‘l server.

3. Each server is given a weight based on the waiting time; a serviwh shorter wait

time will be given a higher weight. %

4. Assign incoming tasks to servers that have shorter wai% \

5. Calculate the threshold and load for each sew@x the incoming task has been

assigned. 0
6. Should a server be discovered to be o@ed:

Pick any task from the tas\ggling queue of the server.

a.

b. Identity the undegloa ervers.

c. Select the se ich has less waiting time.
d.

Conti!uothe rocess till it has overloaded servers.

7. Go @Z for each request until the scheduler processes all requests.

C

& Algorithm: Round Robin Algorithm for Load Balancing

e 3.1: Round Robin Algorithm

RoundRobin.sched_Proc(self, proc_data, t_s)
def sched_Proc(self, proc_data, t_s):
time_St = []
time_exited = []
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exec_proc = []

rd_que =[]

s_time =0
proc_data.sort(key=lambda x: x[1])

process Sorting by Arrival Time

while 1:

[i1041D)

(41

nor_que = []
temp = []
for i in range(len(proc_data)):
if proc_data[i][1] <= s_time and proc_data[i][3] == O:
present = 0
if len(rd_que) != O:
for k in range(len(rd_que)):
if proc_data[i][0] == rd_que[k][O]:
present = 1

Verify that the subsequent procedure is not part of rd_que

if present == O:
tem.ext([proc_data[i][0], proc_data[i][1], proc_data[i][2], proc_data

rd_que.append(temp)
temp = []
add a process to the rd_que only
if len(rd_que) != 0 and len(exec_proc) != O:
for k in range(len(rd_que)):
if rd_que[k][0] == exec_proc[len(exec_proc) - 1]
rd_que.insert((len(rd_que) - 1), rd_que.pop(k))
Appended recently executed process behind rd_que
elif proc_data[i][3] == O:
tem.ext([proc_data[i][0], proc_data[i][1], proc_data[i][2], proc_data[i]
nor_que.append(temp)
temp = []
if len(rd_que) == 0 and len(nor_que) == O:
break

if len(rd_que) != O:
if rd_que[0][2] > t_s:
time_St.append(s_time)
s_time = s_time + t_s

130



e_time = s_time
time_exited.append(e_time)
exec_proc.append(rd_que[0][0]) V
for j in range(len(proc_data)): %\
if proc_data[j][0] == rd_que[0][O]:
break </
proc_data[j][2] = proc_data[j][2] - t_s >
rd_que.pop(0)
elif rd_que[0][2] <= t_s:

N

complete exec if burst time is lesser
time_St.append(s_time)
s_time = s_time + rd_que[0][2]
e_time = s_time
time_exited.append(e_time)
exec_proc.append(rd_que[0][0])
for j in range(len(proc_data)):
if proc_data[j][0] == rd_que[0][O]:
break
proc_data[j][2] =0
proc_data[j][3] =1
proc_data[j].append(e_time)
rd_que.pop(0)
elif len(rd_que) == 0:
if s_time < nor_que[O][1]:
s_time = nor_que[O][1]
if nor_que[0][2] > t_s:

If burst time is greater then switch

time_St.append(s_time)

s_time = s_time + t_s

e_time = s_time

time_exited.append(e_time)

exec_proc.append(nor_que[0][0])

for j in range(len(proc_data)):

if proc_data[j][0] == nor_que[0][0]:
break

proc_data[j][2] = proc_data[j][2] - t_s

elif nor_que[0][2] <= t_s:

)
O burst time less than time slice, complete execution

time_St.append(s_time)
s_time = s_time + nor_que[0][2]
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e_time = s_time

time_exited.append(e_time)

exec_proc.append(nor_que[0][0])

for j in range(len(proc_data)):

if proc_data[j][0] == nor_que[0][O]:
break

proc_data[j][2] =0

proc_data[j][3] =1

proc_data[j].append(e_time)
t_time = RoundRobin.calTATime(self, proc_data)
w_time = RoundRobin.calcWTime(self, proc_data)
RoundRobin.printData(self, proc_data, t_time, w_time, exec_proc)

def calTATime(self, proc_data):
total_turnA_time = 0
for i in range(len(proc_data)):
turnA_time = proc_data[i][5] - proc_datali][1]
total_turnA_time = total_turnA_time + turnA_time
proc_datali].append(turnA_time)
average_turnA_time = total_turnA_time / len(proc_data)

return average_turnA_time

def calcWTime(self, proc_data):
total_W_time = O
for i in range(len(proc_data)):
WTing_time = proc_data[i][6] - proc_data[i][4]

WTing_time = turnA_time - burst_time

total_W_time = total_W_time + WTing_time

proc_datali].append(WTing_time)
average_WTing_time = total_W_time / len(proc_data)

return average_WTing_time

def printData(self, proc_data, average_turnA_time, average_WTing_time, exec_pr
oc):
proc_data.sort(key=lambda x: x[0])

Sort processes according to the Process ID

|
O print("Proc_ID Arrival_Time Rem_Burst_Time Completed Original_Burst_Tim

e Completion_Time TurnA_time WTing_time")
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for i in range(len(proc_data)):

for j in range(len(proc_datalil)): ‘
Endnotes &

. Q. Liu, T. Han & E. Moges, “EdgeSlice: Slicing Wireless Edge Computing Nelw@
with Decentralized Deep Reinforcement Learning”. In Proceedings of the 2020 IEE N
International Conference on Distributed Computing Systems (ICDCS), Singapore, 2020, 4-

244,

x !
2. D.M. Casas-Velasco, O.M.C. Rendon, & da Fonseca, “N.q .N\DRSIR: A Deep
Reinforcement Learning Approach for Routing in Software-De, @ tworking”. IEEE

Trans. Netw. Serv. Manag., 2021, pp 1-14.
3. A. Dixit, H. Fang, S. Mukherjee, T.V. Lakshma % Kompella, “ElastiCon: An

Elastic Distributed SDN controller,” Proceedings oz enth ACM/IEEE Symposium on

Architectures for Networking and Communicationi Systews, ACM, 2014, pp 17-28.

4 X. Yang, Y. Wang, I. Wong, Y. &L. Cuthbert, “Genetic Algorithm in Resource
Allocation of RAN Slicing with QoS Isolgtion @nd Fairness”. In Proceedings of the 2020 IEEE
Latin-American Conference on C, nications (LATINCOM), Santo Domingo, Dominican
Republic, 2020, pp 1-6. @

°. B. Xiang, J. E% artignon & E. Di Nitto, “Joint Network Slicing and Mobile
Edge Computing in § @ NetWorks”. In Proceedings of the ICC 2019-2019 IEEE International
<s °
mimications (ICC), Shanghai, China, 2019, pp 1-7.

Conference on

6, @ Jiang, H. Zhang, Y. Ren & M. Guizani, “ Auction Design and Analysis for
raffic Offloading in Hybrid Satellite-Terrestrial Networks,” IEEE Journal on

Areas in Communications, 2018, pp 2202-2217.

S 7. J. Biswas, A. A. Lazar, J. F. Huard, K. Lim, S. Mahjoub, L. F. Pau, M. Suzuki, W.
O Wang, & S. Weinstein, “The IEEE P1520 Standards Initiative for Programmable Network

Q Interfaces,” Comm. Mag., 1998, pp 64—70.

133



Chapter F V
— <85

Results and Discussion of Findings

4.1  Scenario Discussions §\
edwith

This chapter describes the proposed scenarios, then shows and explains the results gbtain t

\
the scenarios proposed. \&
A three-level fat-tree Data Center topology was selected as t?@rk topology for this study.

4.2 Network Topology

Eight servers, four edge switches, four aggregation sv@ and two core switches make up this

K\
Q

system. As shown in Figure 4-1.

517 - Ox11 518 - 0x12

521 -0x15

Figure 4.1 Data Center Network Topology Used

(Source: Research Design 2022)
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4.3  Scenario Description

&

4.3.1 First Scenario: Performance Measurement at the Aggregation Layer 5\6
e

The servers’ hl and h4 have been chosen in this scenario to perform load balancing betw

them. The figure 4-2 below illustrates. & \

817 - Ox11 518 - Ox12

e 4.2: The Selected Hosts and Possible Paths in the First Scenario

() (Source: Research Design 2022)

&rior to and following the load balancing algorithm's execution, the network was tested.

%hroughput, delay, jitter, and packet loss between the two servers in the fat-tree network were
O among the QoS parameters that were tested. The amount of time it took for the source host to

Q receive an ICMP Echo Reply after sending five ICMP Echo Request packets to the destination
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host was used to compute the delay. Using iPerf, throughput, jitter, and packet loss were

examined for 10 seconds for each test using TCP and UDP, respectively.

The following figures 4.3 to 4.5 show examples of the testing results.

&S E "Node: h1™
E tus™4# pi 1cC

Figure 4.3: Pin H1 to H4 before Load Balancing
Q/ ource: Research Design 2022)
Y
.
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&y "Node: h1™

.4 port S001

Figure 4.4: IPerf H1 to H4 before Loa@cmg TCP Connection

(Source: Research De 22)

26 "Node: ha”

Figure 4.5: IPerf H1 to H4 before Load Balancing — UDP Connection

(Source: Research Design 2022)
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4.3.1.1 Tests Results of the First Scenario

Before and after the load balancing algorithm was applied, the network was checked ten times to

look for any unusual activity. The results are shown in the following table. &

Table 4.1: Tests Results of the First Scenario \(9

TCP ubpP !

Test | Load Throughput | Transfer | Throughput | Transfer | Jitt acket | Delay

No. Balancing | (Mbits/sec) | (Mbytes) | (Mbits/sec) | (Mbytes) Loss % (ms)
Before 191 228 354 422 \& 15% 0.297
1 After 13414.4 15564.8 524 N 0.081 13% 0.142
Before 221 265 299 0.325 38% 0.496
2 After 28262.4 32870.4 726 Q\SGG 0.011 5% 0.176
Before 255 304 3 327 0.521 59% 0.203

3 After 16076.8 18739.2 N 713" 849 0.006 6% 0.09
Before 185 220 Q\ 361 431 0.491 52% 0.578
4 After 21196.8 4 765 912 0.001 2% 0.101
Before 238 Q 228 278 14.67 35% 0.69
5 After 2887(&?3689.6 653 778 0.005 11% 0.159
Before 1% 223 283 338 0.42 41% 0.529

6 After a« \ 223&8.8 313344 625 745 0.176 12% 0.16
Befg 208 249 256 305 0.365 30% 0.518
7 30617.6 35635.2 743 885 0.014 4% 0.133
Ngefore 233 278 298 355 0.543 36% | 0.425
«, After 34201.6 39833.6 738 880 0.013 5% 0.115
0 Before 236 281 255 304 0.691 43% 0.707
% 9 After 24268.8 28262.4 742 885 0.193 4% 0.152
Before 244 292 215 256 0.172 42% 0.708
10 After 36761.6 42803.2 740 881 0.015 3% 0.144
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To summarize the previous table, an average performance has been calculated as shown in the

followin

g table.

Table 4.2: Average Results of the First Scenario.

Q}
¥

TCP uDP
Load Throughput Transfer | Throughput | Transfer | Jitter Packet &Delﬂy
Balancing | (Mbits/sec) (Mbytes) | (Mbits/sec) | (Mbytes) | (ms) Loss& s)
Before 219.5 262.4 282.3 337.3 1.884 0.5151
After 26050.56 30341.12 696.9 827.5 0.05 A3% 0.1372

4.3.1.2. Performance Analysis of the First Scenario \

The network showed a much better perform@nshe first scenario after running the

load balancing program. The average net Throughput before load balancing was
219.5Mbits/sec, and it became 25.4Gbj N er load balancing. The average delay has

decreased by 73.36% after load balafeyng with an average of 0.1372ms, the Jitter has decreased

by 97.27%, and the Packet L@?k:creased by 32.67%.
Y
.
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30341.12 \
30000
26050.56
25000 Q/

15000
10000
5000
2195 262.4 282.3 696.9 337.38275
0 — — —
TCP - Throughput TCP - Transfer UDP - Throughput UDP - Transfer
(Mbits/sec) [Mbytes) (Mbitsfsec) (Mbytes)
M Before W After
Figure 4.6: Comparison of Throughp @esults in First Scenario.
(Source: Resear%sign 022)
2 1.884
1.8
1.6
14
1.2
1
0.8
0.6 0.5151
39.10%
0.4
0.1372
0.2 0.0515 6.43%
; — —_— ==
Jitter (ms) Packet Loss % Delay (ms)

M Before MW After

U

O Figure 4.7: Comparison of QoS Parameters in First Scenario.

Q (Source: Research Design 2022)
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4.3.2 Second Scenario: Performance Measurement at the Core Layer
In this scenario the server’s hl and h6 has been selected to perform the load balancing between \?’

them. In this scenario the traffic will have to go through the core switches in order to reach its %2 *

destination. The figure 4.8 below shows the selected hosts and the possible paths.
\

517 - 0x 518 - 0x12

821 -0x15

S1-001

Figure 4.8%€elected Hosts and Possible Paths in the Second Scenario.
. v/

! ° (Source: Research Design 2022)
The ;( was tested before and after running the load balancing algorithm. The

testt&fgu‘d on some of QoS parameters such as throughput, delay, jitter, and packet loss
@ cer! the two servers in the fat-tree network.

%he following figures 4.9 to 4.11 show examples of the testing results.

QO
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') "Node: h1"

from

from 10
from 1

from

from 1

Figure 4.10: IPerf H1 to H6 before Load Balancing — TCP Connection

(Source: Resea r@si 022)

"Node: h1"

(Source: Research Design 2022)
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Figure 4.9: Ping from H1 to H6 befo \

Balancing




"Node: h6"

N\

Figure 4.11: IPerf H1 to H6 before Load@-cmg UDP Connection

(Source: Re ch Désign 2022)

C

4.3.2.1 Tests Results of the Secon@-ario

Before and after the load baldn i& algorithm was applied, the network was checked ten times to

look for any unusual activity. THe results are shown in the following table.
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Table 4.3: Tests Results of the Second Scenario.

TCP UDP
Test | Load Throughput | Transfer | Throughput | Transfer | Jitter Packet Delacb
No. Balancing | (Mbits/sec) | (Mbytes) | (Mbits/sec) | (Mbytes) | (ms) Loss % k
Before 195 234 291 347 0.121 34% 552
1 After 268 319 263 313 0.438 s‘k 40439
Before 194 233 225 268 0.06,1\\ % | 0.268
2 After 273 326 336 401 bj)‘ 52% | 0.323
Before 150 179 147 176 % 39% | 0.943
3 After 215 257 203 2 \ 529 42% | 0.561
Before 183 219 201 § 0.292 34% | 0374
4 After 240 287 238 \\\\288 14.12 44% | 0.401
Before 187 225 194 N 231 0.564 45% | 0.242
5 After 236 283 &;3 283 14.32 36% | 0.662
Before 219 261 O 26 268 0.166 36% | 0.553
6 After 288 4 380 453 0.567 51% | 0.618
Before 203 Q 246 293 0.691 46% | 0.566
7 After 222 %66 367 437 0.537 53% | 0.499
Before 13\/ 196 225 268 0.128 28% | 0.596
8 263 252 299 0.587 35% | 0.432
264 258 307 0.415 38% | 0.615
9 359 281 335 0.335 38% | 0.332
210 179 213 0.409 40% | 0.582
‘&» After 239 288 234 280 0.913 41% | 0.54

following table.
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Table 4.4: Average Results of the Second Scenario.

04/.

TCP ubP
Load Throughput | Transfer | Throughput | Transfer | Jitter Packet Delay 6
Balancing | (Mbits/sec) | (Mbytes) | (Mbits/sec) | (Mbytes) | (ms) Loss % (ms) \
Before 189.1 226.4 219.2 261 0.3736 | 39.40% | 0.5291
[ \
After 250.2 299.2 278.6 333.1 | 3.2891 | 44.30% ‘dm ”
4.3.2.2. Performance Analysis of the Second Scenario D

In the second case, the load balancing program was performed, a &ymetwork displayed good
performance. The average network throughput was 189.1 ec but after load balancing, it
increased by 32.3% to 250.2Mbits/sec. After load ba@g he average delay has decreased by
9.15%, to an average of 0.4807 milliseconds™However, following the load balancing, the
average jitter increased from 0.3736ms to %&1 s, and the packet loss also increased by 4.9%.

The throughput was always 1 mcreas the load balancing application. Under the second layer

of the fat-tree topology, it per n@w mirably, but as the network gets bigger and the core layer

is involved, it exhibits gr ter and packet loss.
350 333.1
299.2
300 278.6
250.2 254

250 226.4 219.2
200 185.1
150
100

50

o
TCP - Throughput TCP - Transfer UDP - Throughput UDP - Transfer
(Mbits /fsec) | Miby tes) {Mbits/sec) {Mbytes)

W Before m After
Figure 4.12: Comparison of Throughput Tests Results in Second Scenario

(Source: Research Design 2022)
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3.5 3.2891

25
2
15
1
05 0.3736 39.4% 44.3% 0.5291 0.4807
, N |

litter (ms) Packet Loss % Delay (ms)

W Before M After

Figure 4.13: Comparison of QoS Pars%n Second Scenario
(Source: Res@sign 2022)

Q Chapter Five
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Conclusion
5.1 Summary of Findings \V
This study outlines the use of certain load balancing techniques and algorithms to Q/%
effectively distribute flows for fat-tree networks via numerous alternate routes between a 'n@
pair of hosts. Both before and after the load balancing method was applied, the neh@as
tested. Throughput, latency, and packet loss between two servers in the fat-tr tw‘rk were
among the QoS metrics that were tested. The load balancing metho as %able to boost

throughput and improve network usage, and the findings dem \@ that the network

performance had improved after the algorithm had been perfo%. owever, it caused more

In laboratory conditions, the fsNenario are performed in which the testbed

packet loss and jitter in large networks.
5.1.1 Conclusions

environment was composed of a um number of devices needed to realize the project
objectives. This approach pr u%articular limit in terms of results - they could be different
if it the testing were perfotgaedin a realistic or cloud environment. As software-defined network
is developed to mamkola?ge networks like WAN, cloud computing technologies like data center,
big data etc in today's network leads to large amount of traffic on the link due to which
perform&e}nd efficiency of the network degrades. The algorithm is not analyzed over such a

network. One can check the performance on these networks and update the algorithm

%;rding to the experimental results.

Q 5.2 Contribution to Knowledge
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Software-defined networking (SDN) load balancing removes the protocols at the hardware level
to allow for improved network management and diagnosis. SDN controller load balancing makes \V
data path control decisions without having to rely on algorithms defined by traditional network Q/Q\
equipment. An SDN-based load balancer saves running time by having control over an @

network of application and web servers. Load balancing in SDN leads to discovery OQQH
& !
5.3 Suggestions for Further Studies &j

Future research and approaches to load balancing are discussed

pathway and server for the fastest delivery of requests.

1. Developing additional functionalities based on hnology, which will improve
traditional computer networks’ functioning a@ve problems, such as IP mobility in
heterogeneous networks, more efficie .\&hat sense, special attention will be directed
towards developing new weightcij\bution models for coefficients, considering the

previously mentioned fact.

2. More precise identiﬁ@the impact of the proposed load balancing scheme on low

latency traffic. \/

[ J
3. Evaluate md&)u?comes after examining the dynamic load balancing program's

perfi s on a variety of well-known SDN controllers, like Research Floodlight,

@1, NOX/POX, etc.

xamine how well topologies other than the fat-tree topology of various sizes perform.

S: To see if the algorithm has any further restrictions.

QO
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