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Abstract

The adoption and utilization of Internet of Things (IoT) technologies present numerous,
complex, and expensive challenges for developing countries as they work to fill their share of
the global IoT market. Multi-stakeholder decision makers rely on multi criteria decision
support systems (MCDSS) as essential tools for evaluating and prioritizing complicated
competing options such as the above. This paper presents an approach for design and
development of a web-based prototype Mult Criteria Decision Support System (MCDSS) for
prioritizing these difficulties associated with the adoption and utilization of Internet of Things
(IoT) technologies. The prototype Decision Support System (DSS) is expected to be an
essential tool to be used by Policy makers in IoT, IoT industry experts, researchers, and other
stakeholders in IoT. The majority of work done over time by academics, researchers, and
industry specialists to construct MCDSS specific for prioritizing challenges ion and
utilization of IoT technologies has levels of mismatch: most of their work ends\p on paper
without a real-world application wo work with; Some applications are too cg % or typical
decision-making stakeholders; most of solutions are not explicitly designed,toprioritize IoT
concerns. The goal of this work is to develop a prototype MCDSS for. prioritizing difficulties
associated with the adoption and exploitation of IoT technology. é; @
Nét m

gore logic component
of the Decision Support System (DSS), Fuzzy Analytic y Process (FAHP)
multicriteria decision analysis approach was employed. odel View controller
(MVC) framework and C Sharp programming Language for the GUI and the Logic
development. The system's default IoT challenges and dat ere adapted from the works of
A.K. Mohammadzadeh (Baseline dataset). The systex?gsa ility test result obtained shows
that the system is friendly and usable. The outpu ts and rating of the IoT technology

adoption challenges/sub-challenges exhibit ov 7o similarity when compared to the

Baseline dataset. @

Keyword: Internet of Things .®ecision Support system (DSS), Fuzzy Analytic
Hierarchy Processﬁ HP). Multi-criteria, Multi-criteria decision making,
Prioritization, 1@3 ogy Challenges, IoT Challenges, lIoT Difficulties.
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Chapter One

Introduction

1.1 Background to the Study

This thesis presents an approach for design and development of multi-criteria decision
(MCD) support tool for prioritization of challenges of Internet of Things (IoT). It includes
design and development technique adopted in producing and basic testing of a Q%ased,
mobile friendly multi-criteria decision making (MCDM) prototype tool w 1cDes Fuzzy
Analytic Hierarchy Process(FAHP) to Prioritize input Challenges &emet of Things
(IoT). The prototype system is expected to be an indispensable%to be used by Policy
makers in [oT, IoT industry experts, researchers, etc. It u ific method in identifying
most influential IoT challenges on which limited re%@s should be focused on, thereby
accelerating development of IoT in IoT busine%bhdustries, government institutions, to
mention but a few in developing counﬁg&,ing this prototype support tool therefore

would go a long way in promoti@;\ée‘h vement of IoT and industry 4.0 dependent

N\

sustainable development goals @s) faster and more efficiently.

Decision making c@eﬁned as the process of making choices among competing
i

alternative by @Q\Q/ g a decision goal, gathering relevant information, and evaluating

alternative r@utionsl.

Peopk\;!a{m decisions in order to direct their behaviour and commitment towards a future
goal. In other words, using a logical or systematic decision-making process can assist a
decision maker in making more deliberate, thoughtful decisions by organizing relevant
information and defining alternatives?. In making decisions, there must me pre-conditions: for
instance, if alternatives do not exist, if choices are not there to be made, if there is no other

way-out of a situation, then decision making is not needed?.



Decision making however, entails committing the organization and its human and non-human
resources to a particular choice of course of action that is assumed to be efficient and effective

in achieving some predetermined objective®.

Quiet a number of decisions can be made quickly and easily, more especially if they involve
considerably small number of alternatives to work with. However, in most cases, there's

always several factor that influences your choices.

Xy
The important thing about making decisions is that decision elements have d@t weight.
Sometimes one of them is essential that it is the only one to consider (Si lggp'teria decision).
For every component you need to assess the huge benefits 'gs, the brand-new
opportunities it can make and the expenses related to it. E %of these trade-offs and

evaluation points are an excessive amount of for the men@culties of mankind to handle in

a rational way?°. é’bQ
O

During these instances, individuals use th@lque instincts or rationality to get the best
results, requesting friends for suggesﬁ@llecting different thoughts, or accepting choices
popular among people who ma;ém out to be more knowledgeable throughout the area.

Often there are also ma meters to evaluate so that they prefer to produce random

choices just like ﬂig{i&a d throwing oracle cards.

When choic%@or involve group in individuals, like during politics, consensus building,
group p@’b&tion, range voting, etc., it is not really possible to use instinct or randomly
choice. "This is because the decision in such cases suffer from problems such as social
compromise, politics, unclear responsibility, and insufficient accountability that may impair
the creativity of decision. Decision making that affects group of individuals thus must have all
the competing alternatives (multi-criteria) analyzed in details. That is a major predisposing
factor that necessitated the development of “decision making” processes and algorithms over

the years®.



Decision making techniques have been employed in many fields, nevertheless the major field
where these kinds of processes originated was first economics. The economic system is

intricate and requires strategies to make options’.

Multi-criteria Decision-Making (MCDM), therefore refers to act of making decisions when
multiple criteria (or objectives/challenges) need to be considered together in order to rank or
choose between alternatives. It provides strong decision making in domains where

S

Tools which aid decision makers in making efficient and result & multi-criteria

prioritization of the most influential challenge is highly complex®.

decisions comprise some Decision Support Systems which divergent types of
applications. While some decision-making support systems @i r the consequences of a

choice, others focus only on helping people to define the p ences they made'”.

N\

The concept of decision support system (DSS) canérgced back to 1940s and 1950s with the
emergence of operations research, behav@md scientific theories of management and
statistical process control, much befof‘e{&%neral availability of computers. During that time,
quiet a number of people se.e th% of Decision Support Systems from divergent vantage

N

points which made ther%o@rt unique accounts of what occurred and what was pertinent.
e

As time goes on, 5@

computer techn@s. As a result, researchers inside the universities started to evaluate and

decision-making system were developed that focused on new

deliberate ﬂbégthods and solutions pertaining to decision making. In the 1980s, a number of
indus}@r companies developed and implemented some decision-making algorithms in their

organizations, this aided rapid development and use of decision-making support systems”’.

Nowadays, there are a quiet a number of decision support systems. They are basically

clustered in five main categories!’:

- communications-driven decision support systems;

- data-driven decision support systems;



- document driven decision support systems;
- knowledge- driven decision support systems and

- model-driven decision support systems!!.

Decision-Making is therefore a wide-scale used technique, that assists us to take the best

choice among given alternatives in several and important cases'?.

The Internet of Things (IoT) is a system of connected computers, mechanical %digital

equipment, objects, animals, or people that may exchange data through a r@%( without

anticipating inter-communication between humans or between humans’égmputers”. IoT
devices are equipped with sensors, actuators, processors for interce 'on. Relevant data is
captured by the sensors and actuators which is stored and pro@e intelligently or shared via

network or remote server for further action'®. Q

\

As Industry 4.0 and IoT continue to revoluti@ the development and utilization of
technologies governments, researchers and@st other decision-making stake holders are
faced with numerous challenges of a@ and utilization of IoT at various IoT levels'.
These challenges pose big C(inir@%r the growth and development of the Internet of Things,

technology growth, soc@&ic growth, among others. Overcoming them will be the key
T

to creating true lastin&o uctivity and prosperity through these incredible technologies!'®.
N\
Unfortunate%o technology adoption and development challenges are mostly too numerous,
expegi/&d complex. These challenges could be of various types depending on the
institutions concerned and the IoT level. They include Security challenges, Scalability
challenges, Energy consumption challenges, Lack of standardization, Connectivity challenges,
Compatibility challenges and a host of others. and expensive to address at a go, hence the
need to prioritize the ones to address. It is very pertinent to note that overcoming these

myriads of IoT challenges in short range of time and within limited resources is nearly

impossible!”.



No business or administrative system succeeds without the ability to identify strategic
growth challenges, prioritize them and then execute them. The problem is, the larger the
organization, the more complex the consideration of challenges and the more uncertainty in
making the right choices. This leads to a costly process that may produce insecure decision
making. This is true because too many alternative challenges can be detrimental to the process
of decision-making'®. Hence the need to have handy tools that aids in simplifying complex
decision-making process while enhancing accuracy. IoT is an important technol a with
numerous and complex adoption and development challenges that needs to ressed in a
bid to achieve industry 4.0 and internet of things based sustainable de ment goals (SDGs)
by 2030. By 2025, the IoT's economic impact will be around $® ion - 14% of today's

global GDP - the firm projects'®. O

Achieving these SDG goals would not come easy ists and industry experts have since
established that there are fundamental probl § challenges with the harnessing and
utilization of the human and material re es needed for rapid industrial and IoT based

growth needed in meeting up with tﬁ%e ctations of the SDGs in most of the developing

country®’, AQ/

In a bit to overcomi \ée IoT challenges, Quiet a number of MCDM approaches and
frameworks fo@&qki ing IoT challenges have been designed in recent years. However,
their scope éﬁtly ends up on paper as real-world MCDM support tools that are readily
acceSs{b/QAand easy to use are limited in supply for decision makers on IoT challenges.
However, support tool for identification of IoT challenges and addressing all the challenges
IoT faces and prioritizing them seems absolutely necessary in a quest to meeting up with the

SDGs by the year 2030%!.

In this study we propose to:



To Develop an IoT challenges prioritization model using Fuzzy Analytic Hierarchy

Process (FAHP) MCDM approach.

To develop a web based, mobile friendly MCDM support prototype tool (System) that

uses approach in (1) for Prioritizing challenges of IoT.

To Carry output comparison test of the developed prototype system against result

obtained from the works of Mohammadzadeh (baseline dataset). *

The prototype system can help decision makers (scholars, researchers, i @a experts,

industry executives, stakeholders in IoT decision making) to: /\

Gather/garner relevant data in one-stop on challenges of %chnology adoption and
utilization,

help decision makers to prioritise their Io;‘sthnology adoption and utilization
challenges, and reduce chances on con ion of limited human and non-human
resources in solving non influentia &Qlallenges.

preserve and re-use previouq.}%,g\dll cted IoT challenges-based data, from scholars,
researchers, industrial &ns, industry executives, stakeholders in IoT decision
making in relev@l\uﬁons etc.

predict pqs;@ssues of observations or actions in advance, and learned wisdom

(e.g.,éss&i encountered) from previous IoT challenges prioritization experience to

l@ata interpretation and decision making??.

Throughout this write-up, the works of Mohammadzadeh from which datasets used in this

thesis is obtained is referred to as baseline data sets.

1.2

Lots

Statement of the Problem

of Multi-criteria Decision Making approaches and frameworks for Prioritizing

Challenges of IoT have been designed. They mostly look good on paper.



Yet, fully developed, readily accessible, easy to use, real-world IoT challenges prioritization

tools are seemingly either limited in supply or too technical to use.

Real-world IoT “prioritizers” should be commonly available and easy to use by enterprises,
government executives, Industrial experts, decision makers, researcher, etc in to accelerate
achievement of SDG by the year 2030. Hence this work attempts to develop a usable

prototype system that can be used as a support tool for effective and efficient decision making.

1.3 Aim and Objectives of the Study OQ

The aim of this thesis is to design and develop a web-based, Multi-cri gdptision (MCD)
support prototype system that can be used for prioritizing % s of adoption and
Ahaly

utilization of Internet of Things (IoT) technologies usmg F tic Hierarchy Process

(FAHP).

The specific objectives are to: b’b

i. design a web based, MCDM s § prototype tool (System) that uses FAHP

approach for Prioritizing chal ?:‘&S fIoT.

ii.  implement the des1gne®g{>type system in (i) above.

iii.  test and evalu% e prototype system against result extracted from the baseline

dataset 1<se this thesis??
S%bcance of the Study

Thiskis aims to contribute to the embodiment of knowledge by meeting up with the
limitations of IoT based challenges prioritization approaches garnered in the literature: As it
can be seen, a lot of techniques e.g., AHP suffer scalability problems and are therefore only

suitable for prioritizing small number of [oT development challenges.

To address scalability issues, Fuzzy Analytic Hierarchy Process approach is adopted in this

study work.



Most of the IoT development challenges prioritization research works' scope ends up on paper
as real-world MCDM support tools that are readily accessible and easy to use are limited in
supply for decision makers on IoT challenges. The Decision Support prototype tool proposed

in this study work is a step ahead in that regard.

Among other things, this thesis work would form the bases for more improved research on

IoT challenges prioritization decision support tools. The prototype system proposed in this

X

- determining alternative challenges of adoption and utilization of& nology,

thesis work would be expected to assist in:

- data management of potential challenges of IoT technoltion and utilization

and O

- data management of the most influential IoT cha@es outputted from the decision

support system. b’bQ
O
1.5  Scope of the Study @

The scope of this thesis includes thi%w pment of fuzzy analytic network process based
[oT challenges prioritizatio.n @ The developed model would be adopted in the

development of a web-l%ﬁ@\obile friendly prototype tool for prioritizing challenges of 1oT.

1.6 Limitatiﬁ@smdy

In considera@ of the time frame of this thesis work, Testing of the developed system would
be li@Q benchmarking output result of the system with that of the baseline dataset used

in this thesis?.

1.7 Outline of the Thesis
This thesis is composed of the following parts: first Chapter 1 contain a general introduction
of the Multi-criteria decision making (MCDM) support tool. This provides a magnificent

overview of the entire project work.



Next, the process and methods with examples of multi-criteria decision-making analysis
garnered from the existing literature are listed and annotated in Chapter 2. This is grouped

into conceptual review, review of related literature and summary of gaps in literature.

Third, within Chapter 3, different analyses with respect to the methodology used in the design
and development of the MCDM support prototype system for prioritizing challenges of
internet of things (IoT) in this study work is covered. Section 3.2 deals with system design.
Requirement specification is covered in section 3.3. while the specific Qho s and

algorithmic stages adopted in the design of the prototype system is depictediin s€etion 3.4.

In Chapter 4, testing and evaluation of the designed work is cov@sults and discussion

of findings is also made. O

Finally, summary of findings, recommendations for fut W;k, and contributions of this

1.8 Operational Definition of Terms ’bb
[oT: - Internet of Things Q:

o &
SDG: - Sustainable developtk&;goals
R\

MCDM: - Multi—cr@@&ion making
DSS; - De.cﬂw,upport system

FAHP: - @u y analytic hierarchy process
FAN&QI Fuzzy analytic network process

Baseline Data set: - Baseline data (or simply baseline) is data that measures conditions before
the project starts for later comparison. In other words, baseline dataset used in
this thesis provides IoT challenges and Sub-challenges as well as the dataset
for which the output of the prototype system developed in this research work is

benchmarked?3.
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Chapter Two

Literature Review

2.1 Conceptual Review
The contents of this chapter present historical developments in the approaches that deal with

Multicriteria decision making in general and the concept of scientific prioritization.

In the section 2.1, an introduction to the general process of solving science Q*{ization

problem demonstrates a sound background for the Multi criteria decisioﬁ;@ng support

prototype system designed in this study work. 6\

Analysis of related works carried out by other researchers Cffce%g methods for multiple

criteria science prioritization are discussed in section 2.2. Q

Some examples from the literature illustrate the pa& %?oaches on by other researchers were

analysed . @%

After discussing the successes and @of the historical approaches, in the last section,

specific considerations for the @n‘[ research integrating past work with the proposed
research are discussed. QQ\
2.1.1 Decisionw@%

Decision m%lrgqg the process of making choices by identifying a decision, gathering
informa%bhnd assessing alternative resolutions. Using a step-by-step decision-making

process ‘can help you make more deliberate, thoughtful decisions by organizing relevant

information and defining alternatives.

Organizations’ executives and decision-making stakeholders at all hierarchies make decisions
most of the times and fix problems. Decision making is a systematic procedure of narrowing
observed gaps between current situation and a projected situation which is usually done via

problem solving processes and at the same time, taking advantage of emerging opportunities.
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At the end, a conclusion is normally a task that's taken with the intention of attaining the most

well-liked goal'.

George Terry reported that different scholars have defined Decision making in their own

words. These definitions, seem to convey virtually similar meanings.
“Different management scholars have defined Decision making as follows:

George Terry é

Decision making is the selection based on some criteria from two 01<mgltematives.

Decision making is defined as the selection of a cours@action among alternatives, it

is the care of planning. QQ
Louis Allen ’bb’b

Decision making is the work @wger performs to arrive at conclusion and

Heinz Weihrick and Harold Koontz

judgement”. &C)\
2.1.1.1 Characteristics of [ \kion-Making
Decision making has @ features that describe what it is and what it stands for. The

following are s é® common characteristics of decision making.
L D@ Making is an Intellectual and Mental Process

Q
Decm Making is not guesswork, instead, it is an intellectual process and mental process
because it entails creative reasoning and thinking, sound and judgmental imagination, and not
guesswork. whatever choices are arrived at in decision making, are purely based on
systematic deliberations to make them fairly objective. These are mostly borne of good
knowledge, expertise, high intellectual ability, a good educational level, and high mantal

mental faculty?.
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2. Decision Making is a Process

Decision making is a continuous process of problem solving. They are an ongoing process

that entails:

evaluating situations, problems, challenges,

considering existing alternatives,

Q
S

making choices based on relative weights of competing alternative, at

following the choices made with the necessary actions. /\

Establishing controls and evaluation systems. %

At times, the decision-making procedure is considerably d mental reasoning invested
is instantaneous. In other instances, the decision-makit@ocess can linger on for days, weeks,
months or even years. interestingly most decisi king processes are based on available

information to the decision makers at best u\lqgtimeﬁ

3. Decision Making is an Inélféfa' of Commitment

Commitment is the abilit t@here to the decision-making process and following the choices

with the necessary s{ﬁns until completion. When decision makers do not adhere with the

processes involved®in making decision, implementing the decision becomes almost

impossible’ result of that can be costly or devastating to the institution®.
4. Decision Making is a Best Selected Alternative

Before making any decisions, all alternatives should be judiciously evaluated. The advantages
and disadvantages of choosing each of these alternatives are known. This helps immensely in
making best choices among the alternatives. In making alternative choices, the following

should be put into considerations®.
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- First, the alternative chosen should align to the goals and objectives of the institution
or company.

- Second, the alternative decided upon should be relevant to the currently assessed
strengths of the institution.

- Third, opportunities need to exist for the alternatives chosen.

- Lastly, the alternative chosen should be effective and efficient in comparison with

other alternatives. é

O
,\(/

the decision of implementing any plan to do some work is positiv eas the decision not

5. Decision Making can be Positive or Negative

to do any work or not to implement and plan is negative. O

For instance, if a decision made is such that an actio@not taken based on quest to avoid
likelihood of occurrence of negative conseque @’gch a decision can be referred to as a
negative decision. Conversely, if a decisioﬁ\'\gxch that an action is taken based on what is
expected to happen, or a resulting é&)& be achieved, such decision can be termed as a

positive decision. In this case, @yal oriented, wants oriented or needs oriented decision.
L ]

“My contentionﬁ%ﬁ“ you make positive decisions, you will find that the majority
of the n @s)erceptions you held that caused you to make a negative decision
eithe@v eventuate or are able to be countered as a result of the positive decisions
@’Qake. However, if you make negative decisions, the positive outcomes you could

have achieved rarely eventuate™®.

Negative decisions are equally as good and rewarding as positive decisions. In the same vein,
while making decisions, the voice of inner mind is very important, along with the intellectual

logic of the decision maker.
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6. Decision Making is the Last in Planning Process

Decision making regarded as the final stage of every planning process since the outcome of

the work is derived from it.

This result is usually obtained after comprehensive systematic deliberations on t@ossible

competing alternatives. < 0

For this purpose, decision-making, which is usually the last procgs the last stage of the

discussions, intellectual analysis, ponderings, relative and study of the competing

alternatives. Q

7. Decision Making is a Dynamic and Conw@ Process

As discussed in (2) above, decision makin @a@ontmuous process because they are Weinrich
y within the life circle of decision making in

to be taken systematically and cone?;q%ﬂ

business organizations, for Ey%& jobs or special tasks.

Apart from being a con@us process, decision making is also dynamic, due to the fact that

situations and cﬁ;@bces around each decision are different from circumstances and of the

past decisioré

8. \Decision Making is a Pervasive Function

One pertinent characteristic of Decision making is that it is a pervasive function owing to the
fact that it’s application cuts across all business and non-business institutions, for virtually all

administrative activities, at all the levels of Organization, and in all nations, etc.
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AS a pervasive function, quiet a number of intellectuals regard decision making and
management as synonymous. Without making decisions any kinds of function are practically

nearly impossible’.

9. Decision Making is a Measurement of Performance

The success or failure or execution or non-execution of certain decisions t by the
managers depends play vital roles in success or failure off an organisation it ievement
of its goals. This makes decision making an important bases fet™ a measurement of

performance of an organization’s management or decision maker%

Hence, the emergence of the efficiency of decision m possible by measuring the

effects of the decisions they have made®. ’bQ

10. Decision Making is a Human and @ocess

In the process of making effective deé%&;, 11 human factors are expected to be factored into
considerations. These are expe@k to be done before arriving at selection of best-fit
alternative(s). Similarl;%@m making includes the use of intuition and Justice. All these

are human and socia%la ure.

11. Deciﬁ aking is in Art and Science, Both

Deci&%glaking can be said to an art because decisions are specifically taken for achieving
firm pre-decided aims. This can only be done by using knowledge, imagination, talents, and

foresightedness of the decision maker.

In addition, decision making is also a science, because in decision making, certain systematic

stages are used in a particular sequence’.

12. Other Characteristics of Decision Making
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1. New decision arises from the decision-making process.
2. Decision-making is tantamount with Management.

3. Decision-making is part of planning process.

4. The forecast is part of decision-making.

5. Decision-making is different from the decision.

2.1.1.2  Elements of Decision Making

Elements of decision making are fundamental factors that should be put int@tsideration
when making decision. They have tendencies of influencing decisions p itﬁgl) or negatively.
Many scholars identify these elements differently. The following @e factors that should

be put into consideration for effective Decision Making!'’: O

- Information and Decision Rules — these are st@ ats that identify the conditions in
which decisions are expected to be made@emﬁes how decisions are made. The

following are six rules that can be u @fgldehnes for successful decision making!!:

o Clearly define the deca@be made.

o Identify the obst Q%you face in making this decision.
o Compar@ 2 alternatives.
o Get q&a‘[e information before you make a decision.
I&Qw\ your most important values and rank them in terms of what is most
Q/’b 1mportant to you.
N o Don't let others or events decide for you
- Short Term and Long-Term Impact — while making effective decision, the decision
makers should be aware of the short-term and long-term impacts of the decisions they
make.
- Decision maker or Decision-making Body — Another element to be considered in

effective decision-making is a well identified decision-maker or decision-Making
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body who is authorised and responsible for making decision. A good decision maker
yields positive results while a poor decision maker can complicate issues.

- Communication — Another important factor to be considered in decision-making is
communication efficiency: ensure that the decision, once made, is known to all
concerned stakeholders. — It is important that the effective communication takes place
between the team who make decisions, those who implement the decision as well as
the individuals that are affected by the decisions made. *

- Decision Timing — To be useful, a decision must be done at the riglﬁ@— It should

be made to meet the needs of the moment. In the same vein, important decision should

not be unnecessarily delayed. %

Other effective decision-making elements are: Q:

Q

- The Attitudes, values norms as w @sonal goals of the person(s) making the

- The decision goal(s).

decision.
- Assumptions regarding to fuéfaoccurrences and things.
- The environment wit P\*hich decision is made.

- Available alte& w1th their imagined or estimated outcomes.

- Analytl@
- Th@tramts.

-\/ act of selection or choice.

t9 in the whole perspective.

2.1.1.3 Importance of Decision Making

In virtually any situation of your existence, you make decisions: we make more than 20,000
decisions daily, as a result, this skill of decision making is especially pertinent in an
organization. However, as it pertains to a business or an organization, the essence of decision

making cannot be over emphasized. Not only does making decision assist your organization
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in competing favourably with its competitors, but it also assists in redefining the visions of the

organization as well as achieving its goals '%.

The following are the various benefits that can be derived from making effective decision-

making'3.
1. It Saves Time and Money

Time management is one of the most important aspects in effective managemeQ%—notch
decision-makers know that and that is why they always take time manageniefit seriously.

Inefficient decision-making does not only waste a lot of time, it also Way motivation.

The quicker the necessary decisions are made, the more tir@u save. This is particularly

very important in organizations because time to them r@mney. So, time being wasted is

no less than losing your money. b’b

2. It Boosts Productivity @
)

Good decision-making is knowqﬁgqmve the potentials of boosting productivity in an

organization in many w%.Q\

In the first pla ,{ke' mployees will be motivated to put in more since they know the
direction tha@e nstitution is heading towards. Their motivation to work will stem from the
realizati ’Qat their invested efforts would not go in vain. This increased commitment of

employees to work goes a long way in increasing the institutions productivity.
3. It Makes the Best Use of Resources

In institutions that have large pools of resources, the management needs to put them in areas

where they can contribute better for in the achievement of the company’s goals and objective.
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This helps the company to achieve its potential by not letting the resources go scarce and also

reduces the waste of resources.

In effectives and top-tier decision making, resources are placed in the right places and

directed from places where they are not needed.

4. It Enhances Efficient Costing

Good decision making enhances the management in putting products.at‘a realistic cost. This

in turn determines the future of the institution in the long- governs where your

institution is headed and the market segment the company 4 ing.

If the company fails to deliver the correct demsu@nsses the right cost-plans even by

small margins, there will be a lot at stake. \Q’b

5. It Helps in Identifying Opportun@

Opportunities exists everyw @however the real deal is for the decision maker to identify
them and make the be}bse of them. Albeit, poor decision-making does not only make
opportunities sl{%u h the hands of the decision maker, it often makes the opportunities

appear as if do not even exist.
6. Ihﬁablishes Achievable Goals

Decision makers that are able to establish attainable short and long-term goals are often more
important than individuals who act on the goals. This is so owing to the fac that if you fail in
identifying achievable goals, it becomes impossible to accomplish them no matter the effort
you put on them. Instead, you will end up be wasting your precious time, money, and other

resources.
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In essence, sound management with excellent decision-making skills help immensely in
analyzing and defining realistic goals while keeping the institution’s vision in mind. This will
ensure that you are moving in the precise path. It also sees to the fact that the places you’re

heading to aren’t just dead-ends.

7. It Comes Up with New Products/Services ’\Q/

Expanding a company’s products or services is a task that is usua%;easy to more come by
because it usually requires a good number of manpower @urces. Besides, a lot of risk
factors are mostly involved. It is capable of bringing r a significant profit or huge loss.

Therefore, the management needs to have credit@ecision-making skills and techniques to

pull this off. @

8. Employee Hiring s&c)\
&

As newcomers are hired 1h the workforce of an institution, they do not only need to have
the required techr.lig&ills knowledge and attitude, there are many more aspects that you’d
need to loo f&} well. Soft-skills, background checks, and many more things require
thoroug ysis and decision making. So, decision-making plays a huge role here. Hiring
the n}i( candidate is very important, and quality decision-making in this case cannot be

neglected as it is a necessary ingredient.

9. Better Marketing Strategies
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Marketing strategies often puts an institution out in the open to gain recognition. If brands are
not marketed well to customers, chances are that companies would find it difficult to reach its

expected potential no matter how brilliant the company’s products or services are.
10. Conflict Prevention

Failure to make strong and fair choices at the management level can often predispose conflicts
in the lower tiers. Employees resort to disagreeing among themselves if the deci "Agre left
unclear or aren’t taken at all by the decision makers. So, to circumve@ing to this

situation, the organization needs to take strong and quick decisions. :’\
2.1.1.5 Types of Decision Making §

Decisions can be categorized under divergent groups. 'Jbgr;uping can be based on the scope
of the decision, the importance of the decision ag‘ as the impact that such decisions may

create in the company. The different types (@sions are analyzed below:
A. Programmed and Non—prt@ﬁ Decisions

Programmed decisions and @-Programmed decisions are basically the two types of
decisions made by exe@s. These decisions usually depend on the authority they have to

make such deced)é,\ot ir responsibilities, and rank in the organizational decision-making

hierarchyl:bB

ProgMned Decision-making are usually repetitive, routine in nature and easier to make.
They are common within the institution and largely automated. Programmed decisions are
usually known as Procedures, Policies, or Rules. As a result, they usually do not require
advanced degree of analysis and calculation. They surely do not need executives to supervise

each of the decision-making process.
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On the other hand, Non-programmed decision is innovative, go-getting, and often partial in
nature. Since they are unique and usually non-recurring in nature, the decision makers must
generally go through many steps in the standard decision-making process to make choices. In
particular, the decision makers must analyse the problem at hand, identify competing

alternatives, and make a choice of the best alternative.
The following table depicts the fundamental differences between programmed decision and

S
S

non-programmed decisions.

N\

Table 2.1 Programmed Decisions vs Non-programmed Decision
Programmed Non-programmed
Decisions Decisions
1. Natwure of Problem Structured /Routine /'Well.defined Unstructured Novel /1l defined
2. Recurrence of Problem | Repelitive Non-repelitive
3, Method of solving Palicies /Standards/Rules Managerial Initiative
4. Judpment Objective Subjective

!.n

Probahility of outcome | Some degree of certainty is involved | Uncertain

& Level of management Middle/Lower-level Top-level
7. Tvpes Organisational/Operational/ Personal/Strategic/ Crisis
Research /Opporiunity Lntuitive/ Problem-solving

A\
Source: é:b
Types of Programmed Decisions and Non-programmed Decisions:
Based in their individual characteristics in table 2.1 above, Tanuja classified the following

types of decision as types of programmed decision and non-programmed decision types.

Table
2.2.  Types of Programmed and Non-programmed Decisions.
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Programmed decision Non-Programmed decisions

e Organizational decisions Personal decisions,

e Operational decisions Strategic decisions,

e Research decisions, and Crisis intuitive decisions, and

e Opportunity decisions. Problem-solving decisions.

Source: Research Design, 2023 é

Although programmed decisions and non-programmes isions have been defined

differently, it was noted that: Q

“there is no clear line of demarcation en programmed and non-programmed
decisions. Decisions are neither to &Qogrammed nor non-programmed. They are a
combination of both and lie’(cnig\oh nuum of decision; between totally programmed

decisions at one end.o@ontinuum and totally non-programmed decisions at the

other end”. QQ
B. Descri@pes of Programmed and Non-programmed Decisions:

1. Orga@’bonal and Personal Decisions:

Orgakﬁional decisions usually reflect the use of authority. Decisions that are taken in the
interest of the entire institution or organization are generally referred to as organizational
decisions. Conversely, decisions that are taken for personal interests are known as personal
decisions. While organizational decisions can be delegated, personal decisions cannot be

delegated.
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Managers usually have the authority by default to make organizational decisions but they
ideally lack the powers to make personal decisions (decisions that are based on personal
sentiments or biases). For instance, firing an employee for not conforming to rules of the
organization is an organizational decision but firing due to personal animosity is a personal
decision. Table 2.3 C below depicts the differences between Organizational decision and

personal decision'’.

Table 2.3 Organizational Decision vs Individual Decision

Table 1

Organizational decisions differ from individual decisions

%\

Qualities

Organizational decision makers (managers, teams,
work groups)

Individual decision makers (homelife, private
professional practice)

Nature of work
Politicalinfluences

Accountability
Decision types
Stakeholderdiversity

Levelsof uncertainty

Work with and through others

Strong politicalpressures can block or constrain
decisions

Accountable fordecisions by self and others

Make many kinds of decisions, often concurrently
Many stakeholders affect and affected by decisions

Greater uncertaintydue to missing information,

Personal choices/solo practitioners
Some but fewer political pressures

Accountablefor own decisions

Make fewerkinds of decisions

Fewer stakeholders affect and affected by
decisions

Uncertainty can vary,often low to moderate

difficulty interpreting situations, and environmental
change
Typically few decision supports and protocols

D
S
N
2. Operational and S l}éc Decisions:

These decisions(regée ope of decision-making processes. Operational decisions are usually

Decision supports Professionals often have decision supports an:

protocols (e.g.,checklists)

Source: 4.

routine in Pa&@ relating to daily operations carried out in the organisation. They are aimed at
achie\%lgdhort-term objectives of the company. Such decisions are usually taken by middle
as well as lower-level managers. They align to the context of policies and procedures of the
institution while allowing restricted use of discretion by managers. They have short-range

with limited impact.

These decisions follow already laid down policies and procedures of the company. Example

of operational decision is purchase of stationery, toiletries, raw materials, etc. these are part of
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day-to-day decisions taken by authorized individuals which affect only the purchase

department are taken based on laid down procedures for the purchase department'.

If decisions are important, yet non-recurring in nature, they are called strategic decisions.
Unlike operational decisions, strategic decision require managerial skills in which critical
judgment are used to make such decisions. They are made with long term goals of the
organization in mind. They seek to define relationship between the organization and the
environment and are risky in nature. Such decisions are usually taken by top-18ygl decision
makers or executives. Decisions to update the technology, select and pri@/@challenges,

launch a new plant or change the policies of an organisation are strat isions.

Strategic decisions usually organisation wholly or partially. @hey contribute directly
to the objectives of the organization. They usually l@ am improvement on current
situational experiences. They involve taking decisi ke expansion of business in global

markets, broadening, change in advertising @

3. Research and Crisis-intuitive Deé)}%ns

N\
These decisions reflect urgegc@ecision—making. Decisions which involve regular survey
of the market are re%ﬁ\ecisions and decisions made under situations of crisis or
emergency are qlﬁ intuitive decisions. For example, decision to allocate funds to
Research and _Development for product designing is a research decision; decision to increase

productiébmedicines because of earthquake or war is a crisis-intuitive decision'.

Y

4. Opportunity and Problem-solving Decisions:
These decisions reflect foresightedness. Managers forecast opportunities to promote
organizational growth. The decision to grow and diversify (market penetration and market

development) is an opportunity decision.
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Problem-solving decision solves a specific problem. For example, decision to enter into new
markets even when the company is making profits in the existing market is an opportunity
decision and decision to drop a product line because it is unprofitable is a problem-solving

decision.

2.1.2 Multi-criteria Decision Analysis (MCDA) *
2.1.2.1 Whatis MCDA? OQ
MCDA, also known as Multi-criteria Decision Making (MCDM) is a Q d process for
evaluating options with conflicting criteria and choosing the be ion. Most decisions
made by individuals and groups that involve ranking or@os ng between alternatives
(including people) are amenable to MCDA / MCDM. It@\nilar to a cost-benefit analysis

but evaluates numerous criteria, rather than just co%{b

As a practice, MCDA has applications in a\{@er of fields, including business, government
and everyday life. Here are some maih@ examples of MCDA / MCDM applications from

the worlds of business, non-@ government, health, education and personal decision-

making: QQ\
3 Shoﬂ—list'n@fpplicants
g pt

e Selech ojects or investments for funding

D @’Qg microfinance or aid programmes for support

e Prioritizing local or central government spending

e Prioritizing patients for access to health care.

e Ranking researchers or students for research grants or scholarships
e Choosing a new home, car or smartphone, etc

e Prioritizing challenges of Internet of things technology development.
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2.1.2.2 Intuitive Decision-Making vs Multi-criteria Decision Making
Intuitive decision making is the way people make decisions naturally, without the use of

formal tools and procedures.

Some talk about intuition as happening without any thought at all. Like “trusting your gut” or

“using the force” in a sixth sense kind of manner.

The general idea is that experts make most of their decisions by matching them tc&ir past
experiences. OQ

If they are in a familiar situation, the decision is automatic. They re&gﬁze a situation as
being like ones they’ve encountered before, and an option com@d. In this sense, the

decision feels intuitive at the “gut level.” O

Q

Thus, your intuitive decision making is often done @atching situations to relevant past

experiences, and quickly using them to draw co ns'’.

In contrast, MCDA / MCDM, a sub-disdipline of operations research with foundations in
economics, psychology and mathel@, is concerned with formally structuring and solving
decision problems. Most MCQ& methods, which are increasingly supported by specialised

software (e.g., IOOOmﬁéQinvolve the explicit weighting of criteria and the trade-offs

between them. ('@

Overall, \\@ is intended to reduce biases from decision-makers relying on their ‘gut
feelir@&d also group decision-making failures (e.g., ‘groupthink’), that almost inevitably
afflict intuitive approaches. By making the weights and associated trade-offs between the

criteria explicit in a structured way, MCDA results in better decision-making.
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2.1.2.3 Multicriteria Decision Making Techniques

1. Analytic Network process (ANP)

ANP is a generalization of AHP which represents a decision-making problem as a network of
elements (including criteria and other alternatives) that are grouped into clusters. In ANP,
a network can incorporate feedback and complex inter-relationships within and between
clusters which means all the elements in the network can be related in a possible way. This

mechanism can provide a more accurate modelling of complex settings'®. é

The ANP is a multicriteria theory of measurement used to derive relativeQri} ty scales of
absolute numbers from individual judgments (or from actual meam@e s normalized to a

relative form) that also belong to a fundamental scale of abs0161 ers.

2. Analytic Hierarchy Process (AHP) Q
The Analytic Hierarchy Process (AHP) is a met@br organizing and analysing complex

decisions, using math and psychology. It @loped by Thomas L. Saaty and has been

refined since then. It contains three partg™the ultimate goal or problem you're trying to solve,
all of the possible solutions, calle@‘é&mtives, and the criteria you will judge the alternatives
on'”. AHP provides a ratior@wwork for a needed decision by quantifying its criteria and

alternative options, an }belating those elements to the overall goal.

Stakeholders1 c@re the importance of criteria, two at a time, through pair-wise

comparis
&

by howniuch more? AHP converts these evaluations into numbers, which can be compared to

ample, do you care about job benefits or having a short commute more, and

all of the possible criteria. This quantifying capability distinguishes the AHP from other

decision-making techniques.

In the final step of the process, numerical priorities are calculated for each of the alternative

options. These numbers represent the most desired solutions, based on all users' values.
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Fuzzy Theory
Fuzzy sets theory is a simple yet very powerful, effective and efficient means to represent and
handle imprecise information (of vagueness type) exemplified by tall buildings, large

numbers, etc?’.

Fuzzy set theory allows that objects belong to a set, or couples of objects belong to a relation
to a given degree. It allows partial membership of an object to different classes and also takes

into account the relative importance of each neighbour with respect to the test insQe L

A fuzzy set in X is an X— [0,1] mapping, while a fuzzy relation in X is gqujet in XxX.

2.1.2.4 Multicriteria Decision Analysis in Group Decision Pr

Group decision making is involved in the vast majority osequential decisions where
there is a need to choose which one out of many of 2@&% courses of action should be
pursued, in view of the multiple objectives that arérg as important by the group members.
Even if the decision is ultimately taken by é@e individual, the decision may affect several
stakeholders whose interests need 1,' e “tecognized. In these situations, too, it may be
instructive to organize consult@gc processes where the stakeholders’ preferences are
systematically charted, w: l@alm of informing the decision maker how the alternatives are

0\>

perceived by the sta

The llteratuBLAultlcnterla decision analysis (MCDA) offers numerous methods which
help dec@%makers address problems characterized by multiple objectives. Fundamentally,
these\obfectives represent the subjective values that are important in the decision-making
situation. The articulation of these values in terms of corresponding objectives can be useful
for many reasons: for instance, it fosters the identification, elaboration and prioritization of
alternatives that contribute to the realization of values?*. For example, the value of safety may
suggest objectives such as reducing the number of accidents, reducing the severity of injuries

in accidents, or providing faster access to first-aid services, which can be examined further to
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derive suggestions for alternative courses of actions for the improvement of safety. Indeed,
the systematic concretization of objectives in terms of corresponding evaluation criteria and
attendant measurement scales offers an operational approach for assessing how the
alternatives contribute to the decision objectives and thus the realization of values. MCDA

methods thus offer systematic frameworks that help synthesize both subjective and objective

R

The information and/or data that we obtain from the real world of‘ﬁ{%fomplex, and

information, in order to generate well-founded guidance for decision making?*.

2.1.3 Decision Support System (DSS)

comprise various kinds of noise. Besides, real-world inform%@d or data often are
1

incomplete and ambiguous, owing to uncertainties of the senvifenments. All these make

decision making a challenging task. Q

To cope with the challenges of decision making, @thers have designed and developed a

variety of decision support systems to provi@ance in human decision-making processes.

A decision support system (DSS) '.®1puter program application used to improve a
company's decision-making .c@es. It analyzes large amounts of data and presents an

organization with the bes@@s\'me options available.

Decision suppoi's,@\s bring together data and knowledge from different areas and sources

to provide u information beyond the usual reports and summaries. This is intended to

help Q@ake informed decisions.

Typical information a decision support application might gather and present include the

following:

e comparative sales figures between one week and the next;
e projected revenue figures based on new product sales assumptions; and

e the consequences of different decisions.
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A decision support system is an informational application as opposed to an operational
application. Informational applications provide users with relevant information based on a
variety of data sources to support better-informed decision-making. Operational applications,
by contrast, record the details of business transactions, including the data required for the

decision-support needs of a business.

2.1.3.2 Components of Decision Support System

A

A typlcal DSS consists of three different parts: knowledge database, s and user
interface®.

1. Knowledge Base.
A knowledge base is an integral part of a decision suppo : database containing
ry

information from both internal and external sources. It i of information related to

particular subjects and is the part of a DSS tha,: vﬁmformatlon used by the system's

reasoning engine to determine a course of actlon

2. Software System. . ,\&Q

The software system is composed o@del management systems. A model is a simulation of
a real-world system with t & of understanding how the system works and how it can be

improved. Organizati &e models to predict how outcomes will change with different

adjustments to @%&

For exam@odels can be helpful for understanding systems that are too complicated, too
expew or too dangerous to fully explore in real life. That's the idea behind computer
simulations used for scientific research, engineering tests, weather forecasting and many other

applications.

Models can also be used to represent and explore systems that don't yet exist, like a proposed

new technology, a planned factory or a business's supply chain. Businesses also use models to
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predict the outcomes of different changes to a system -- such as policies, risks and regulations

-- to help make business decisions.

3. User Interface.
The user interface enables easy system navigation. The primary goal of the decision support
system's user interface is to make it easy for the user to manipulate the data that is stored on it.
Businesses can use the interface to evaluate the effectiveness of DSS transactions for the end

users. DSS interfaces include simple windows, complex menu-driven inQac s and

command-line interfaces. <
Decision support systems can be broken down into categor*@ﬁ based on their primary

sources of information. Q
4. Data-driven DSS b’b

A data-driven DSS is a computer program akes decisions based on data from internal

2.1.3.3 Types of Decision Support Systems

databases or external databases. Typit@ data-driven DSS uses data mining techniques to

discern trends and patterns, ena@ 1t to predict future events. Businesses often use data-

driven DSS to help ma @sns about inventory, sales and other business processes. Some
BN

are used to help mak cisions in the public sector, such as predicting the likelihood of future

criminal behaV1Qr>

5. ’bl-driven DSS
N

Built on"an underlying decision model, model-driven decision support systems are customized
according to a predefined set of user requirements to help analyse different scenarios that
meet these requirements. For example, a model-driven DSS may assist with scheduling or

developing financial statements.
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6. Communication-driven and Group DSS
A communication-driven and group decision support system uses a variety of communication
tools -- such as email, instant messaging or voice chat -- to allow more than one person to
work on the same task. The goal behind this type of DSS is to increase collaboration between

the users and the system and to improve the overall efficiency and effectiveness of the system.

7. Knowledge-driven DSS
In this type of decision support system, the data that drives the system resides m®vledge

base that is continuously updated and maintained by a knowledge managem system. A

knowledge-driven DSS provides information to users that is consé&with a company's

business processes and knowledge. %

O

8. Document-driven DSS Q
A document-driven DSS is a type of information @ment system that uses documents to
retrieve data. Document-driven DSS enab Q@%to search webpages or databases, or find
specific search terms. Examples of cl nts accessed by a document-driven DSS include

policies and procedures, meeting m@s and corporate records.

2.1.4 Introduction towﬁ\zatlon
2.1.4.1 Whatis ‘Mﬁby Priority Setting?

Priority setta shared and multisectoral responsibility that relies on participatory and
inclusiv@e older engagement, including both people who will be affected by decision-
makin\gfnd people who can influence the implementation of the selected priorities during the

priority-setting process.

2.1.4.2 Why is Prioritization Important?
To assist in selecting a car to purchase, we make an assumption that you will be using an
evaluation condition of say 1. five-year life-cycle cost, 2. horsepower, and 3. safety. The life

cycle cost (in Naira, for instance) comprises of purchase price of the car, taxes applicable,
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licenses cost, interest on loan, insurance premium, fueling, and maintenance costs. Let’s
assume that you streamlined the field to a maximum of three cars as follows: 1. Best car on
five-year life-cycle cost, 2. best car on horsepower, 3. best car on safety. Which among the
cars would you be buying? Your choice would obviously depend on which of the conditions
or criterion are most preferred to you. In order to assist you make this important decision, it is
pertinent to have a process of prioritization. This article describes such a process.

Development of this prioritization process was stimulated by é

a need to prioritize requirements, but the resulting prioritization proces4 isQ limited to
requirements. It can also be used to derive weights of importance f@lxeoff studies and to

prioritize customer needs, capabilities, risks, activities, and nS. First, we will discuss

some of the reasons that requirements should be - cd. Then, we will discuss

prioritization of other items and, finally, we will pﬁesvﬁk prioritization process.

2.1.5 The Internet of Things (IoT) @%

2.1.5.1 History of IoT . 5\%

Most sites that attempt to expla%&h(?\history of the web of Things want to offer you the
entire story of how the we.‘kglf — and every one the technologies concerning it — came
into being. However, as it’s pretty darn obvious that you simply don’t get the web of
Things Withou@ing a worldwide network to attach those things, let’s skip this

part and st ith what you’re really curious about — the history of IoT.

The tetar Internet of Things is 16 years old. The concept of connected devices dates back to
1832. When the first electromagnetic telegraph was designed, allowing direct communication
between two machines through the transfer of electrical signals. However, the true Internet of
Things history began with the invention of the Internet in the late 1960s. Back then, the

thought was often called “embedded internet” or “pervasive computing”. The phrase was
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at a time used as the title of some presentations for a new sensor project that was being

worked on and it stuck from there?®.

“Suddenly, tales of the Prancing Pony [the first computer-controlled vending machine] at
Stanford and realized that we didn’t need to put up with this was brought to my memory, that
we had the technology,” Nichols later recalled. Soon, Nichols and a couple of friends had
developed a system to attach to the machine via the APRANET — a precursor to today’s
internet — which enabled them to remotely check the status of the machine (i.eQe there
was drink available, and if it had been cold) before making the trip. Many say=that this slot

machine was the primary the primary true loT-enabled device.

2.1.5.2 How loT Works O E

The possibilities of the Internet of Things in all industries@ractically endless — and indeed,
the technology has so much more potential thar%b%e smart fridge. But how does the

Internet of Things work, and what are tk@nental components of a functioning loT

system? @

Well, the first thing you need is %t&rs and devices with the ability to collect, store, transmit
and receive data. Next i c@ctivity — the data that’s collected needs to be communicated
with other machines %6 internet is the primary vehicle through which this usually and
most readily ac@y\d. ormally, [oT sensors and devices will communicate with applications

and serviccb t are running in the cloud — and if this isn’t achieved via the public internet,

then i}\&be through some sort of private network, depending on the cloud model?S.

Data processing is the next step. Once the collected data has been passed from the device to
the cloud, installed software can begin its analysis. To give you a simple example, data passed
from the smart air conditioning unit in your home will be analysed to check that temperature

readings are within an acceptable range. With Industrial Internet of Things (IoT) systems and
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applications, data processing is where the real IoT value and benefits lie, as the number of

devices transmitting data can be huge, providing vital, real-time insights into the state of the

2.1.5.6 Technical Challenges of IoT

Outline requirements: Information requirements in developing countries differs from those in
advanced countries. So IoT systems for developing countries generally have different design
requirements and technological frameworks. As reported by the World economic Forum’s
report “Internet of Things Guidelines for Sustainability”, the full potential of IOQC'[I gasa
catalyst to sustainable development is achieved when sustainability is integ@ej t the design
phase of the IoT initiatives It further states thus “Address infras@ solutions first to

enable business models and facilitate scale”?S. $

O

- Inadequate Research: In 2013, only 7 publicatior@re published in peer-reviewed
journals for every 1 million people in Africa@?Developed Countries. However, in
the member countries of the Organisat@%conomic Co-operation and Development,
about 1,100 scientific and technjcalyjournal articles were published for every 1 million
people?’. Health is a key area i&%ch innovations in mobile services have had important
development impacts. I .®wi, Airtel 321 provides information on maternal and child
nutrition via mobile}b\e in the local language. In Tanzania, an SMS-based application has
been devel@makes the birth registration process more efficient, cost-effective and
accessib r parents. In October 2016, Zipline, a combination high-tech start-up drone
&@/%cturer, logistics service provider and public health-care system consultant, began using
drones to deliver medical supplies to remote health clinics in Rwanda. Zipline’s partnership
with the Government of Rwanda has dramatically reduced the time it takes to deliver essential
medical supplies. The Secretary-General’s Strategy on New Technologies puts forward this
message in a set of principles that give us the necessary framework to proceed with our efforts

and ensure that the benefits of new technologies are put to use for equitable and sustainable
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development. We must avoid a head-long rush for the latest and greatest, which could result in
marginalization and leave the poorest countries behind 2%,

Simple and Cost-effective Technology: As resources are lacking, simpler and cost-
effective solutions may prove more suitable in a developing country context; the current
trend is to deploy a dedicated infrastructure for loT data, using Low Power Wide Area
Network (LPWAN) technologies, in addition to the ones already existing for voice and
human oriented Internet®. Although LPWANSs are rather stable from the techiitéal point
of view, on the commercial side, strong contrasts are arising betw \'@ ware and
service providers®®. The alternative is to use established technol hke Wi-Fi or 3G.
From the technical point of view, they have very little in c@ but both exhibit the
basic capability to send or receive small pieces of dat powered only when needed.
In the first sub-stream, Walid Balid and his tear@vesﬁgates traffic and road surface
control using a compact device that emb%é number of sensors, including a GPS
receiver and an accelerometer?!. The@ does not mention experimental results or
implementation details to produ%@vwe Its cost is estimated of $30, and the study
comes from the USA. Aé

Lack of Modern I \Jcture. Stable and reliable power supply systems are more
limited in deyﬂ&g countries. The same happens with the availability of data centres *

Conne 'V&}he International Telecommunication Union (ITU) estimated in 2016 that
appr&/ﬁb%wly seven billion persons, the 95% of the global population, live in an area that
Mered by a mobile network. According to a Groupe Speciale Mobile Association
(GSMA) report, 63% of Africans had access to improved water supply and 32% to
electricity in 2014, compared to 82 % who had access to GSM coverage. In rural Africa,
GSM/GPRS and 3G/4G are very costly for IoT devices®. Instead, short-range
technologies like IEEE 802.15.4 can be used by administering multi-hop routing.

Transmitted-receivers (wireless communications devices) consume an enormous amount
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of power in a radio node, and as long-distance transmission needs immense power multi-
hop routing could be a more energy efficient option than single-hop routing*.

- Internet Connectivity: Internet connectivity is a prime issue for enabling IoT. Internet
penetration in developing countries is increasing. In most developing countries, mobile
broadband is more affordable than fixed broadband services. Figure 2 shows the growth
of mobile broadband subscriptions during the period from 2012 to 2017. In industrialized
countries, 94% of young people aged 15-24 use the Internet compared 7% in
developing countries and only 30% in Least Developed Countries 1@ owever,
overall figures reveal that of the 830 million young people wlmég\online worldwide,
320 million (39%) live in China and India*’. %

- Power Supply: As things move around and they ar nnected to a power supply,
their smartness needs to be powered from a self-gtifficient energy source. On the other
hand, Reliable power supply is a big challen@@’glabling IoT in most of the developing
countries, being solar and wind the effe&%olutions%.

- Lacking Local IoT Expertise:é@loping countries, one main challenge is lack of

technically knowledgeable&@xmel due to IoT systems requiring regular maintenance,

updates and functi(@l

The prospect as@gs a whole bunch of challenges. In developing countries, the
n

administrati\& financial systems run by mostly without any integrated and automated
system.ng level of technology usage is low, and the investment on research and
development is very little. In the following sections, we focus on various IoT challenges in

detail in respect to developing countries.

2.2 Review of Related Works
This section discusses research works done by other researchers that are closely related to this

thesis work. The ultimate goal is to have a deep understanding of tools and techniques used
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by other researchers who have carried out works that bears similarities in methods, tools, etc.

but with identifiable gaps that can be filled by this thesis work.

2.2.1 Decision Support System for Prioritizing Internet of Things Challenges Using

Analytic Hierarchy Process (AHP) Method3:.

This is a Multi-criteria decision support system designed as a support system that is
targeted at aiding company’s decision stakeholders in prioritizing challenges c&option
and utilization Internet of things technologies with a view to ranking t@ order at

making decision on the selection of the head of the warehouse wwlghest assessment

from several parties’®. @

The system Analytic Hierarchy Process (AHP algorit@ prioritizes main and sub
challenges of IoT based on their characteristic inﬂﬁec; in affecting rapid adoption and
utilization of IoT technologies. The results &oected to aid institutions to channel

o)

limited resources on most influential O@lges of IoT. From the AHP algorithm will

produce something that is very hd@( those in need?®.

However, the deficiencies @ed in the system can be grouped into two as follows:

N\

1. Based on the l%iteria Analysis Technique Used: While Analytic Hierarchy
Process ?®lgorithm has been widely used in multicriteria decision support
syste%globally, However, AHP has known drawbacks in its ccharacteristic inability

\t)%;Qﬁciently and precisely capture the right judgments of the decision-maker(s)*.

2. Based on the Structure of the Decision Support System (DSS): As discussed in
section 2.1.3.20 of the literature review in this thesis report, DSS are supposed to be
composed of three basic components namely: Knowledge base, Software system and
User interface. DSS are supposed to be real world systems. However, the work of

seem to have ended on paper as there does not seem to have any user interface for
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navigation and data input/output. This makes it impractical and unusable, hance not fit
to be called decision support system.

3. Based on Specific Problem Area: Both the research considered above and this thesis
work employ multi-criteria decision-making algorithm in as the base technique for
prioritization/Selection of the best alternative items. However, while the specific
problem area addresses in the research above is in the selection of head of warehouse,

this research work focuses on prioritization of challenges on adoption a@ﬁzaﬁon

of Internet of things technology. ( O

2.2.2 A Fuzzy Analytic Network Process (FANP) Approach oritizing Internet of

Things Challenges* QO

The research applies an integrated approach usi f@analytic network process (FANP)

was to identify the most important IoT tech development challenges in Iran and

S

prioritize them based on their charac X influence in affecting rapid adoption and

S

technological factors, privaq&gd security issues, business related factors, legal and

prioritization of challenges of loT e implemented approach took into account that

regulatory challenges, @ral elements are the main factors which have an impact on IoT
technology dev @t. Besides, it was also taken into consideration that several
correlations @

The t%%indicate that “technological” and “privacy and security” challenges are the most

the aforementioned classes exist.

significant factors which affect [oT. Furthermore, “business model”, “architecture and design”

and “education and training” were ranked as the most considerable sub-factors respectively

FANP is an effective and widely used multi-criteria decision analysis approach adopted by

most researchers globally.
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However, the gap here is that the paper did not cover development of a real-world system
with well-defined user interface for use by decision makers. A good decision support system

should have a user interface for input/output and navigation purposes.

2.2.3 IoT Solutions in Farming

The most common IoT systems in agriculture are briefly described in this sectioa ﬂd&g with

some of its core features. : O
2.3 Summary of Gaps in Literature Reviewed ’\

Our motivation for proposing an improved method and tool a%rom the limitations of

existing techniques as enumerated below: QO

1. Scalability: Techniques like AHP used i @ of the research work discussed in
section 2.2 above suffer from secalability problems because, requirements are
compared based on possible .pgi\'}sing n (n — 1)/2 comparisons*’. For example,
when the number of requiéﬂ)\lts is doubled in a list, other techniques will only
require double the eff Q{ime for prioritization while AHP, pairwise com- parisons
and bubble sort\%?ques will require four times the effort or time. This is poor in
terms ofc‘/@y.

2. Erro@roneness: Internet of Things have a network of numerous challenges and sub

\cl@’glges“. Prioritization of these complex IoT challenges by a group of decision
makers who are mostly uncertain about alternatives to choose at certain times would
require more advanced decision comparison matrices like fuzzy triangular decision
comparison matrices. The fuzzy triangular decision comparison matrix works more
effective than the traditional decision matrix in Analytic Hierarchy Process in
removing uncertainties emanating from the choices of the decision makers. The

application of Analytical Hierarchy Process (AHP) used by Valentino is therefore
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prone to errors and thus the generation of unreliable prioritization results. In such
instances, the results do not reflect the true ranking of IoT challenges from
stakeholder’s point of view or assessment after the ranking process. Therefore, robust
algorithms such as the ones in Fuzzy AHP are required to generate reliable
prioritization results*!.

. Lack of Fully Implemented Support Tools: From the literature, it was observed that
most existing prioritization techniques have not been really implemente eal-life
scenarios probably because of the complexities associated with priﬁ/ns and the
time required for generating prioritized requirements. Thergfore, there is need to
implement algorithms that will improve or support Io nges prioritization at
commercial or industrial level. Before these al @ can work efficiently, the
methods for capturing IoT challenges in an una‘Q{guous way must be well thought of

since the output of prioritization processeﬁ‘ nd on the inputs.
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Chapter Three

Methodology

3.1 Research Approach
The research approach in this thesis work falls under experimental research. The study
involves using fuzzy analytic hierarchy process (FAHP) analysis technique to develop multi-

criteria decision support system for prioritizing IoT technology adoption and development

challenges or factors. OQ
3.2 Requirements Specification /\Q/

3.2.1 Software Process Model E
In the course of this thesis work, prototype process model is ed . This takes advantage of

the following.
N

v" Errors can be detected much earlier as th@le users test the systems and provide

feedbacks. \Q

v Missing functionality can be idenftified easily
v" Project can be carried o@in the time bound thesis timelines.

v Quick implemegl\" n of, incomplete, but functional, application.

G
O

\/Q/
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3.2.2 Stages in The Software Prototype Model

Figure 3.1 below shows the steps carried out in the prototyping model adopted in the

development of the MCDSS in this thesis work.

Requiremenis
gathering
and analysis

S Engineer
product

Refining

prototype Quick Design

User i Buﬂd
Evaluation ~ prototype

==

asa N

Figure 3.1 Software Prototyping Model Sorce: .

&

1. Requirements @ Stage: based on the expected research on the expected

¥4

behavior of the Mggand the expected input and output of the system, rough assumptions

were formulfce@e user interface design, the database design, etc.

2. \f& Design Stage: At this stage, preliminary design or quick design for the system

is created. It is not a detailed design though but it includes the important aspects of the system.
This gives a clear idea of what the finished prototype is expected to be like. This quick design

helps in developing the prototype.
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3. Prototype Building Stage: At this stage, system design document obtained from
stage 2 above is used to develop the initial prototype. This initial prototype represents the

working model of the required system.

4. User Evaluation: Next, at this stage the prototype MCDSS system will be presented
to group of randomly selected users who have basic knowledge of challenges of adoption of
internet of thing. The purpose of this is to enable them to recognize the str@s and
weaknesses of the MCDSS regarding the things be added or removed. ents and

suggestions are also to be collected from the users which in turn would&g‘g}o enhance the

system. &

5. Prototype Refine State: After the sample users e he prototype and comments
and suggestions are obtained, the comments are used@reﬁne the system. That is, a new
version of the prototype is developed with the @onal information provided by the user.
The improved prototype is evaluated just h@le previous prototype version. This process

continues improvement is maintaine 11 the comments and suggestions contributed by

the users are exhausted. Q’J&
QN

6. System Engineéxing Stage: Once the suggestions and comments are completely
exhausted and @@ is significantly improved. It is then evaluated thoroughly. Code

base is re—fa@d to minimize the lines of codes.

3.2.3\%eﬁts of the Existing Systems Based on Related Literature
1. The works of researchers analyzed above are beneficial as they Provides algorithms,
other tools and data that can be used as basis for prioritizing challenges of adoption
and utilization of IoT Technology.
2. Reviewed research works could be beneficial in best Student selection

recommendation. Also, the Decision support system contributed are vital tools for
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thesis session pass recommendation. They aid in exposing decision makers to the
world of organised and scientific decision processes'?.

3. The overall benefits are that they help:

e Improve decision quality.

e Reduced cost.

e Decision time saving. *
e They contribute to improved communication. Q

e They contribute to improved customer satisfaction. /\Q/

3.2.4 Benefits of The Proposed Decision Support System %
1. Eliminates Vagueness: In IoT challenges priori results by adopting Fuzzy
Analytic Hierarchy Process (FAHP) multi-criteria d@n-making analysis technique in its

algorithm instead of the Analytic Hierarchy Pro HP).

2. Scalable: The proposed multis&;mia decision analysis Fuzzy Analytic Hierarchy

Process (FAHP) that would be l@x the system being developed would address the

scalability challenges discuss'e@ section 2.3 in chapter two.

3. Fully Implen@ Decision Support System: The proposed system implements a
standard de isi@ppor‘[ system with the user interface, Knowledge base and software
system asd@igeussed in section 2.1.3.20. This presents a real-world decision support system

withmeymterface that the end user uses to navigate the system.

e The MCDSS has the ability to add new projects, IoT challenges and sub-challenges,
users Prieto, etc. User inputs are always validated at all given scenarios.
e It saves cost — With the proposed MCDSS, data is saved and maintained in centralized

database which are readily accessible.
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e It saves time — End users of the MCDSS are able to create, search or edit projects by

using few mouse clicks within stipulated time.

3.2.5 Requirement Analysis of the MCDSS

Requirement analysis is the process of determining the services the proposed MCD
support system provides for the users and the constraint under which it must operate. It
also describes the features the system must possess so as to satisfy users’ experience.

Requirement analysis is divided into two which are functional require and non-

¢
S

3.2.5.1 Functional Requirements of the Proposed System %

functional requirements.

The functional requirements for a system describe wha tstem should do. They are

observable tasks or processes that must be performed bwtheé system under development. The

functional requirements for this system are highli@w, follows:

O

The login page allows the system @ogin into system. It is required to provide field for

3.2.5.2 Login Page

user id and password before @(al user is given access to the menu page. The provided

userid and passwords t@% successfully validated against onboarded valid users in the

database before v\@gan be granted to the system. Otherwise, invalid credentials do not
G

provide syst cCess to the user.

O

3.2.5. dd Project Page

This page allows the system user to add or create new loT challenges prioritization project(s)
in system.

e The MCDSS must be able to validate user inputs for corresponding fields

e Mandatory data fields such as Project name, Organization Name, etc. must be provided

before a project is created.
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The system should be able to allow addition of stakeholder(s) while creating a project.

The system should have record duplication control mechanism by utilizing unique record id.

3.2.5.4 Projects List Page

This page should list all the projects that are added to the system.

Displays all the projects that are entered in the system. *

Displays the list of columns such as Project ID, Project Name, User Name, @ed

Status, Date of the project information and many more. ’\Q/

3.2.5.5 Add User Page %

This screen allows addition/deletion of users to the system an either be ordinary
stakeholder or administrator for each institution. Q

e System should be able to validate all user inp nst each corresponding mandatory

fields @

e The access level assignable to eac&‘;\&\bh user is use rid defined while creating new user

by the system administragonﬁé

&

3.2.5.6 All UC:&

This screen @ays all created users in the system regardless of their roles in the system.

%them should be able to allow an admin user to change other users’ access level
Edit feature should be able to allows the admin to change any other field regarding to
other users.

Delete feature should allow admin user to delete other users from the system
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3.25.7 Add/Modify IoT Challenges Page

This Page allows user to add/modify IoT challenges for his organization depending on his

permission level.

e System must be able to add new IoT challenges/Sub challenges to the system apart from
the default challenges adopted.

e The system should be able to validate the user inputs for corresponding mandatory fields

R

This screen displays all created/adopted IoT challenge/sub-challenges w'&&g}red

3.2.5.8 IoT Challenges List Page

information in the system. 0
e System should be able to allow the system administrator @% edit/delete action
e The Edit functionality allows administrator to modify oT challenges related

information b’bQ

e Delete function should allow the syster@strator to delete the IoT challenges from

the system. .
N

3.2.5.9 Decision Data Innu@

This page should allow %@5\0 answer all the pairwise comparison questionnaires based

on the pairwise cqrg&on questionnaire (Appendix I) embedded in the system.

Q0
Reports

3.2.5.1
This page displays the of reports that shows ranked or prioritized IoT challenges based on the
pairwise comparison choices made by stakeholders.

e System should allow access to reports to the system users.

56



3.2.5.11 Non-Functional Requirement of The MCDSS
Non-functional requirements are often called qualities of a system, it includes:
1. Authentication of Users to send and retrieve data
2.  Maintainable and Fault Tolerant
3. To have an attractive User Interface (UI) design

4.  Easy to use so as to enhance the User Experience (UX)

5. Responsive and mobile friendly é

3.2.6 Software Development Tools Used 6\

3.2.6.1 Integrated Development Environment (IDE) Us@

Q

The IDE used for development of the MCDSS ds t]@soft’s Visual Studio 2022. visual
studio 2022 a popular, higher authority sof 4 §is used by a majority of companies all
over the world. It is a top dot NET to is well known by engineers for planning and
creating portable applications as w %b applications using Asp.Net. Visual studio also

deals with large-scale prograh@&advancements The following are some of the outstanding

features of visual studio\20

A\

It uses what-you-see-is-what-you-get (WYSIWYG) interface architecture, thereby

focusing on drag-and-drop visual events;

o It emphasizes Projects & Solutions.

e It has an auto-completion of typed code, a debugger, database integration, server setup
and configurations.

e It features bug tracking, source control as well as deployment tools for many different app

types

e Itisbest for NET developers
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o It works great for developing cross platform operating systems applications like OS,
Android, and Windows
o It supports a variety of programming languages. E.g. C#, Visual Basic, C++, TypeScript,

F#, JavaScript, Python, etc.

3.2.6.2 Programming Language Used

The programming language was designed by Anders Hejlsberg of Microsoft. It was released
in the year 2000. In November 2021, Microsoft released version 10 of C#. It was released
alongside .NET 6 for Linux, Windows and macOS, as well as the latest version of C# (Visual
Studio 2022) Visual studio 2022 is the first 64-bit version of Visual Studio. The .NET release

that cones with it also supports Apple Arm64 Silicon as well as Windows Arm64.

According to Tiobe's rankings, C sharp is at the moment,the fifth most popular programming.

3.2.6.3 Framework Used

ASP.NET MVC Framework was dcveloped by Microsoft as a is a software development
platform for building as well\as<running Windows applications. It consists of programming
languages, developer tools, as well as libraries for building web and desktop applications. It is

also used to build games) websites and web services.

3.3 System Design

3.3.1 Unified Modelling Language (UML) Diagrams

3.3.1.1 Use Case Diagram of the Multi-criteria Decision Support System (MCDSS)

Use Case diagrams represents the functionality of the system from the user’s point of view.
In the Unified Modelling Language, use case diagrams are used to show the functionality
that the system will provide and to show which user will communicate with the system in
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some way to use that functionality. The use case diagram of the is shown in Figure 3.2
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Q\“Figure 3.2 Use Case Diagram for the MCDSS
Q Source: Research Design, 2023
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3.3.1.2 Context Level Diagram of the Multi-criteria Decision Support System

(MCDSS)

In the Context Level, the whole system is shown as a single process and no data stores are

shown. Inputs to the overall system are shown together with data sources (as External entities).



Outputs from the overall system are shown together with their destination (as External

entities). The diagram is shown in Figure 3.3

CONTEXT FLOW DIAGRAM OF MULTI-CRITERIA DECISION SUPPORT SYSTEM

* [oT/Technology related Policy Makers/Executives .

* Industrial Experts
*Researchers | * Other Stake-holders

4
f

r 3

Request

System User

g Prioritizes loT

challenges/Sub-challenges
based on therr influence on

P technology development

Feedback | )

Figure 3.3 Context Level Data Flow Diagram of the MCDSS
Source: Research Design, 2023
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3.3.1.3

(MCDSS)

Data Flow Diagram of Proposed Multi-criteria Decision Support System

According to Valacich and his research team, A Data Flow Diagram (DFD) is a graphic that

illustrates the movement of data between external entities and the processes and data stores

within a system.

The data flow of our proposed multi-criteria decision support system (MCDS

@epicted in

figure 3.4 below;

A

DATA FLOW DIAGRAM OF THE MULTI-CRITERIA DECISION SUPPORT SYSTEM

[ Y |

N

] A A 0
Users —b( W
User Obtains determines the calculate the [oT
Logn loT relative valle challenges priority vector,
thallenges, offoT normalize the respective
Sub challenges/Sub | | weights and calculate the
challenges Challenges - global weights of the [oT
& Decision using WS Challenges (Weight
Criteria vector)
\ 4 |\ )
( WLf
Elicits the Influence of
. each [oT chalenge with
! Determines Aquregates the respect o the globa
El the ranks of loT challenges weights, Using a Clssical
feloT weighted average decision
Challenges matix (WADM)
- J

Figure 3.4 Data Flow Diagram of MCDSS Source: Research Design, 2023
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3.3.1.4 Entity Relationship Diagram

Entity-Relationship (ER) diagram is used to represent the information structure of the system.
This is shown in Figure 3.5 the ER is used to how data is conceptualized in the context of
managing feedbacks, feedback categories, decisions that have been made over time and

the stakeholders in the designed system.

ENTITY RELATIONAL DIAGRAM OF MULTI-CRITERIA DECISION SUPPORT SYSTEM l

Stakeholder ) () loT Challenge
gjurhlame Prioritization Event| | 0d :adntrj.fnn
firsthame id i name
phonelo eventName category
emall companyld subCategory
companyld eventld
= status

logindetall stakeholderRatings
userid anirylo
passward aventld

companyld

challengeld

challengeCategory

challengeSubCategory

userld

userRating

challengecategaryRank

challegeSubCategoryRank

Figure 3.5 Entity Relational Diagram of MCDSS Source: Research Design, 2023
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3.3.1.5 Architecture of the Multi-criteria Decision Support System (MCDSS)

The architecture of the MCDSS as shown in Figure 3.6 explains the major interactions among

the various sub units of the MCDSS. The system adopts ASP.NET MVC Architecture.

The Model-View-Controller (MVC) architectural pattern in software engineering has been in
existence for a long time. The architecture is supported in ASP.NET framework of

Microsoft’s visual studio integrated development environment (IDE). é

MVC represents Model, View, and Controller. MVC groups a softwars(&gtion into three

main components - Model, View, and Controller. &

Model: Model gives the shape of the data in the applicati class in C# programming

language usually describes a model. Model objects storg data obtained from the database.

O

View: View in MVC is the interface which_the m user interacts with. It displays model
data to the system user. It also enables § ser to insert, modify or delete data. View in
S, and some special syntax (Razor syntax) that

ASP.NET MVC is made up of H@t

makes it pretty easy to inter-e@icate with the model as well as controller.

Controller: The con@ the engine room of the system. It handles all system user request.

Typically, the ‘@%S
rgéontroller processes the request and returns the appropriate view as a response.

&

an HTTP request through the view, which will be handled by the

controlle
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3.3.1.6 Flowchart of the Multi-criteria Decision Process Based on Fuzzy Analytic

Hierarchy Process (FAHP) Technique

In order to simplify the fuzzy AHP process of prioritizing challenges of IoT from a practical
and feasible viewpoint, the fuzzy AHP based on fuzzy interval arithmetic that uses triangular
fuzzy numbers plus confidence index o has been proposed. This adopts interval mean
approach to determine the weights for evaluative elements. The flow chart repre&ting the

process is shown in figure 3.7 below. The flow chart has been divided into ﬁve@es:

i. Planning, /\Q/

ii. Fuzzification, %

1ii. Fuzzy operations,

iv. Defuzzification and QQ
V. Normalization b’b

vi. Result presentation.

N
From the analytic outcome of this i;ﬁ%ﬁl model, a relative importance ranking for each
pairwise prioritization hierargh&@xained. In order to model this type of uncertainty in ways
that are preferable by l@he fuzzy sets its possible to incorporated the fuzzy sets with
the pair wise comparison as an extension of analytic hierarchy process (AHP). Also, since
most decisi —rg.kéug tasks are commonly known to be fuzzy and vague, the fuzzy AHP
approac@%sed to allow a more accurate outcome of the decision-making process. A major

impo%ﬂ:e of fuzzy set theory is its ability of representing vague data.
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Figure 3.7 Flowchart of the Proposed Multi-Criteria Decision Process Based on Fuzzy
Analytic Hierarchy Process (FAHP) Technique Source: Research Design, 2023
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3.3.2 The Multi-criteria Decision Support System (MCDSS)

In order to get a perspective of what the MCDSS’s applicability, this Project will sketch out
the different components of the system and also demonstrate how the system can be used
as a tool to assist decision making in solving inherent challenges of IoT in adoption and

utilization of IoT technologies.

The MCDSS proposed in this thesis work is a web-based application that can be used as a
pairwise comparison support tool by group of users in government organisatiQ business
entities, scholars, researchers, IoT industry experts, etc who are desir@/ ranking or
prioritizing categories of challenges they have that that has affect@%&r adoption and/or

development of technologies of Internet of things(IoT). 5he%osed system uses an

effective and efficient scientific decision-making tec@l known as Fuzzy Analytic
Hierarchy Process to prioritize main and sub-ch@es of IoT based on the user(s)

perceived influence of these challenges on ado@ of IoT technologies in their respective

S

institutions. The use of the proposed syst@\expected to assist in:

e Improve decision quahty

ﬁ

e Giving directio@t influential challenges to solve within limited resources —

thereby tl/@éscost saving decision time;

. m@i communication among decision making stake-holders.
0\&roved customer satisfaction when the bottle-necks in challenges reduction

have been eliminated.

The processes involved in using the decision support system (DSS) by the users who have
been fully registered and validated through the user interface can be summarised five distinct

steps;
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Step 1 — Create Project;

In this stage, a new loT prioritization project or task name is created. The name by default is
named Goal. The user can modify this to any project or task name of interest. The users at this
stage are admin users. The admin users are responsible for adding other users. The added users
are at this stage sent email notifications inviting them to participate in the decision of [oT
challenges prioritization. The nominated users follow the email links sent to them to enrol into

R
(O

Step 2 — Create Hierarchy Structure; ’\

the project created.

The hierarchical chart stage is used to define the IoT main challe sub-challenges in the
form of hierarchical charts. Figure 3.1 below shows sample ]@hallenges hierarchy that can
be created by the proposed DSS admin user. As showain the figure, three challenges have
been created each with their respective sub challe& hese would form part of the input to
the fourth stage in the process. However, to }s{@‘e grounds for easy creation of the challenges
Hierarchy, the system user is presente%\' efault with the IoT challenges hierarchy adopted
from the base project used in thié«s@. The user however, should be able to modify these

hierarchy of challenges %@e flexibility of their peculiar [oT adoption challenges.

¢

x@@

Goal
leT
Challenge
2

loT
Challenge
1

loT

Challenge
3

Sub- Sub- Sub-
challenge | challenge | challenge

11 1.2 13

Sub- Sub- Sub- Sub- Sub- Sub-
challenge | challenge challenge | challenge | challenge | challenge
2.2 3.1 32 35 34

21

Figure 3.8 Sample IoT Challenges Hierarchy Source: Research Design, 2023



Step 3 — Select/Modify Fuzzy AHP Pairwise Comparison Scale (Trj%&n{ Comparison

Scale); %Q

The third stage the DSS system takes in the process of priesi the challenges of 10T is to
select a standard fuzzy AHP pairwise comparison SCQ\for use in the challenges weights
determination. For the sake of simplicity of use %é@ss application by the user, the system
by default adopts a standard five (5) level @AHP pairwise comparison scale as shown in
the figure below; This stage is skipp@the user interface, however, the DSS system uses
the scale in a linguistic form Q@g\.lser interface to allow the user make choices of among

alternative IoT challenges® Q\
O3

x@@

Table 3.1 Triangular Fuzzy Conversion Scale

Linguistic Scale Crisp Triangular Triangular
Value Fuzzy Scale Fuzzy

69



Reciprocal

Equally Influential IoT challenge 1 (1,1, 1) (-1,-1, 1)
2 (1/2,2,4) (-4,-2,-1/2)
slightly more influential IoT challenge 3 (1,3,5) (-5,-3,-1)
4 (2,4,6) (-6,-4,-2)
Moderately more influential IoT challenge 5 (3,5,7) (-7,-5,-3)
6 (4,6,8) (-8,-6,-4)
More influential IoT challenge 7 (5,7,9) (-9,-7,-5
8
9

Extremely more influential [oT challenge

(6,8.,8) (-8.-
(7’ 9’ 9) (“@

V4
Source: 8. 0’\

Step 4 — Enter/provide Decision Input Data/Make Decision $es;

This is the stage where each of the onboarded decision n@lg stake holder makes pairwise
comparison choices among the various IoT challe%@nd sub challenges. The DSS present
to the user pairwise comparison questions I@m of comparative questionnaire questions
that uses the linguistic languages in, %3.1.10 in the form of questions on each of the
competing loT challenges alterna&cs—)\Appendix I shows sample pairwise questionnaire that

was formulated using the Io@lenges adopted from the base project used in this thesis’.

Step 5 — Print Res&

The DSS taKes ift*the input data in step 4 above and processes it to output the IoT challenges
in a ra@ order with their relative weights that represents the influence they have in

affecting the adoption and development of [oT technologies.

3.3.3 Problems With Existing Systems Based on Related Literature
Our motivation for proposing methods and tools used in this thesis work arose from the
limitations of existing techniques that were garnered from related literature as enumerated in

section 2.3 in chapter two.
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3.3.4 Fuzzy Analytic Hierarchy Process (FAHP) Multicriteria Decision Making

Analysis Process Design
3.3.4.1 Process of Fuzzy Analytical Hierarchy

Although the Analytic Hierarchy Process (AHP) is simple and widely used, its approach is
known to have certain drawbacks. AHP’s evaluations are dependent upon decision makers’ or
experts’ opinion, their expertise levels as well as competences in the subject ar interest.

However, the preferences of the experts or decision makers may be biased @ult of their

personal convictions, even when their ideas are professional in nature is case, AHP often
fails to translate and/or reflect the imprecision and/or fuzziness i erstanding of human
since is only known to represent values as crisp values, @()f an analysis tool that can

handle uncertainties may be of high advantage bec@ of the use of ambiguity of the

evaluation process?. ,; 6

An operations research-based theory c gs%lzzy set theory can be utilized to model
uncertainties of linguistic judgme (ﬁl as subjective. The drawbacks of crisp values
regarding to uncertainties in s@orld solutions have been addressed by the use of both
fuzzy sets and fuzzy I@Qmulti criteria decision making processes. Fuzzy set theory is
used to create d ci&%{nodels that help companies determine their market position and raise

the standard&h T services?.

O

In adc@ the fuzzy set theory was introduced in order to take care of the uncertainties that
are inherent in human judgments. The works of Bellman contributed by introducing fuzzy set
theory into multicriteria decision making as an approach that is capable of effectively dealing
with known imprecision, indistinctness and ambiguity related to human decision-making
process. A preferential element is then calculated by aggregating all criteria weights and
alternatives ratings across decision makers where elements with higher weights are considered

to be the most valued *.
71



3.3.4.2 Proposed Fuzzy Analytic Hierarchy Process (FAHP) Technique Design

The hierarchical structure (Figure 3.9) of the factors/Challenges and sub-factors/sub-
challenges militating against adoption and/or development of IoT challenges used in this

thesis work is adopted from the base project used in this thesis’.

IoT Development Challenges

l As
- . . Privacy & . Legal & .
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Security |  Regulatory
Architecture and | | Data Busi del | Data Education and
_ - = USINCSS Mo diad usagc e
design | | Confidentiality £ training
Devices | ; L - [ z =
S " | Network security Investing in 10T Ownership Ethics
eterogeneity | | research and
I il development
Addressing i Transparency Standardization ['rust
|
Cyps: T S Economic and e
Ubnquitous data i 10T devices PREL Cross hoarder data -
. evel I : 3
management || safety P flows and Glohal
3 i opportunities and ;
o= C— cooperation
Hardware ! Conflict of 1ssues =
consiruction interests g
| | 2 Liability
Customer
Fault toleraance I expectations and
Quality of services

Figure 3.9. IoT Technology Development Challenges Hierarchical Structure.
Definition Source: ®.

seen in figure 3(: @re five main factors/challenges (Technological, Privacy and Security,
Business, L% d Regulation as well as Cultural), each of which have multiple sub-
challengeQ{lb

One Ne goals of this thesis is to use the hierarchical structure of factors, as a default
alternative factors/sub factors affecting the adoption of IoT technologies. Users are expected
to make comparisons from among these challenges using the linguistic terms in the scale of
relative importance in figure 3.11. Next, the users’ input would be used to form pairwise
comparison matrix. Finally, the input data would be processed using Multi-criteria Decision-

making technique of Fuzzy Analytic Hierarchy Process (FAHP).

Following the flowchart in figure 3.7 above, for our FAHP process, we will design our multi-

criteria decision-making module of the system in the following stages:
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Stage 1 - Planning

As shown in in the flowchart in figure 3.7, the planning stage usually involve:

1. Recognizing the problem,
2. Selection of group of experts or decision stake holders;
3. Definition of the scope and boundaries of Analytic Hierarchy (AHP);

4. Decomposing the problem into hierarchy;

However, by fully adopting the IoT technology development challenges hiera@ structure
in figure 3.9, all the 4-planning stage have stage has already been taken ar&l‘)e hierarchical

structure of the IOT challenges aligns to the global standards rchical structure of

FAHP as enumerated below. 0

a. Goal is kept in the first Level. In this thesis, the@q@s to prioritize factors/challenges
of [oT technology development. b’b

b. Criteria is kept in level 2 (In ou@hey are driven by the scale of relative
importance). N @

c. Alternatives is kept. in %&e% 3 (These are the IoT technology adoption and
development chal \%ub challenges) each of which should have their own value of
criteria associated with them by way of pairwise comparison of the challenge, relative
to each@e other IoT challenges. Figure 3.10 below shows a typical standard

hi cal structure of our FAHP process.

\/Q;
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Hierarchical Structure of our Fuzzy Analytic Hierarchy Process for Prioritizing Challenges
of IoT Development

-

Goal: Prioritization of 10T Technology Development | - o o o c c o o o m e e - LEWEL:1
challenges Goal
LEVELZ ;
CRITERION 1 CRITERION 2 CRITERION 3 CRITERION 4 CRITERION 5 =T Criteria
L N
ALTERMATIVE 1 ALTERNATIVE 2 ALTERMATIVE 3 ALTERNATIVE & ALTERMATIVE 5
e - - A ™ | LEVEL 3:
i p (Privacy & Security ] {Legal & Regulatory S [ "
(Technological challenges) Challenges) {Business Challengas] Challenges) [Cultural Challenges) Alternatives
Technology sub- challenges: . Privacy & security sub- H Businzss sub- challenges: ° - Legal & regulatary sub- - Cultural sub- challenges:
+  Architectural & Design challenges: - Business mods! : challenges: : Education and training
#  Devices heterogeneity - Data confidentiality : Economic & Dev. | :Date Uszge S Trust
zddreszing © 0 1oT devices' safety Opportunities & issuss : :5tandardization Ethics
*  Ubiguitous dats mgt.  © - Transparency : Investing in 1oT ¢ Cross border data flows & vandzlizm
*  Fault tolerance ¢ Network Sacurity ‘ consumer sxpectation & :  global cooparation
*  Hardware Construction conflict of interest : quality of service ¢ Ownership
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Figure 3.10: Hierarchical Structure of o >zy Analytic Hierarchy Process for Prioritizing
Challenges of IoT Development Source:

&

Stage 2 - l%%\ation

Based on the ﬂm@ in figure 3.7 for Multi-criteria Decision Process Based on Fuzzy
Analytic Hi%cngrocess (FAHP) Technique that we are using in this thesis work, the
Fuzziﬁc@stage entails defining of membership functions as well as preparing scale of
relative importance. The scale of relative importance is basically used in formulating
linguistic questions for pairwise comparison of the available alternatives (the featured IoT
technology development challenges) that would be answered by the nominated decision
stakeholders. The answers from stakeholders are usually transformed into pairwise

comparison matrix like the one in table 3.1.
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Below is a highlight that describe how scale of relative importance is formed.

Fuzzy values in scale of relative importance are derived from crisp numeric values like
1,3,5,7,9. Each of the crisp numeric number correspond to a linguistic term. The linguistic
terns are the English terms that a typical system user understands and uses to supply their
opinions of the users into the system. These linguistic terms are usually converted to crisp
numeric values that corresponds to each of the linguistic terms for computational purposes.
The process of converting these linguistic terms into their respective membersthﬁtion is

referred to as Fuzzification.

Fuzzv Scale of relative importance y
f
Equal 1 M K]
Moderate e 3 L
T k
Strong 5
Very strong 7
Extremely strong 9
2
4
Intermediate values 6 _
8 o 1
NN o O N

Figure 3.11 Fuzzy Scale of Relative Importance Source: °.

The fuzzy mlu(m%e\ﬁﬂly represented using the membership function symbol (A) as shown

in the formfubéelow

HA(X) =(1,2,3)

The numbers (1,2,3) together are known as fuzzy numbers. It is associated with the triangular
membership function A. These three numbers are the lower, middle and upper ends of the

fuzzy triangle on the x axis.
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In the scale of relative importance in figure 3.12, each of the crisp numbers like 1,3,5,7 and 9
is replaced with fuzzy numbers. This is so because it is seen that assigning a single number to
any term was not justified. For example, moderate has been assigned the value 3, but what

about 2.5 or 3.5? What do you call 3.5? ... Moderate or strong?

rFuzzy
Fuzzification

do
Fuzzy Scale of relative imporiance . :l_:: 5
Equal aay el 3§ 5 o Ej
Moderate (2,3,4) 4 r . : i = 7]
Strong (4,5,6) NA A
Very strong (6,7, 8) | | I,." '|II /
Extremely strong (9,9,9) _ - '|l- ‘f' [\
1,23 ‘ [ N\ -‘1\/ \ |
3,4.5) \/ -
i " / |
Intermediate values ¥ G.6,7) 1 | y I {
o ¥ 3 € 1 & 4
(7.8.9) " =

'a S 4
3.12 Fuzzy Scale of Relative Importance Source: °.

To solve these issues, concept Q numbers was introduced. The intermediate
membership function is shown&’g‘fhe help of red lines.
Since input dataset for@sis would be adopted from the base project used in this these

that is speciﬁca{( ed to 10T technology development challenges, we shall be adopting
t1

the scale of % \importance he used (Appendix II. - Fuzzy Linguistic scales for difficulty
and imp%’gce table) to construct our linguistic questionnaire that would be used in the user
interface of our Multi-criteria decision support system (MCDSS).

From the adopted scale of relative importance in Appendix II - Fuzzy Linguistic scales for

difficulty and importance table, it can be seen that the level of influence of each of the IoT

technology adoption challenges is based on two important features:
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a. The perception of the system users on level of importance of a challenge/factor in
affecting adoption of IoT technology in their respective institutions as compared to
other challenges.

b. The perception of the system users on level of difficulty that would be involved in
solving a challenge/factor that affects adoption of IoT technology in their respective
institutions as compared to other respective challenges.

The above therefore implies that the pairwise linguistic questionnaires th uld be
constructed and imbedded in the decision support system in this thesi@ be in two
categories, one should cover category of importance, while the other 1d cover the aspect
of difficulty. Appendix I shows the questionnaires that is coope% the system, covering

both pairwise comparative importance and difficulty of he adopted 10T technology

N\
O
’Z>b

In this stage, first the fuzzy scale of resl\t'ﬁnportance is used to form linguistic questions

adoption challenges/factors.

Stage 3 - Fuzzy Operation

for each of the IoT technology challisg\ and sub challenges to be answered as input question
to the DSS by the users. Fig®%2 shows sample scale of relative importance that can be
modified in the design@gMCDSS to form input questionnaires to be filled up by the
system users. 'p@( I (Fuzzy Linguistic scales for difficulty and importance table)
shows the f\éy scale of relative importance that was adopted and used to form linguistic
ques@ in this decision support system while Appendix I shows the drafted
questionnaire that is presentable to users via the user interface of the DSS in the thesis work.
The responses to be obtained from the system user are usually used to form fuzzy pairwise
comparison matrix. This pairwise comparison matrix always forms the input data to decision

support systems. Figure 3.22 shows a sample pairwise comparative matrix for a single user.
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Table 3.1 Sample Pairwise Comparison Matrix for IoT Technology Development Main
Challenges

factors Tech Privacy Legal Business Cultural

Tech  (1,1,1) (1/2,1,3/2) (1,3/2,2) (2/3,1,2) (1,3/2,2)

Privacy (2/3,1,2) (1,1,1) (2/3,1,2) (2/3,1,2)  (1,3/2,2)
Legal  (1/2,2/3,1)(1/2,1,3/2) (1,1,1)  (2/3,1,2) (1,1,1)
Business (1/2,1,3/2)(1/2,1,3/2) (1/2,1,3/2)(1,1,1) (2/3,1,2)*

Cultural (1/2,2/3,1)(1/2,2/3,1) (1,1,1)  (1/2,1,3/2) (1,1,
r

Source: 8. /\

N

However, where there are multiple users, the geometr@:an of the individual matrices

would be calculated to obtain a single comparison@%ke the one in table 3.1. that would

®%

In the context of the decision Support.s)@ which is the focus of this thesis,

be used.

IoT technology adoption chal @m factors F, can stand for alternatives to be assessed

based on C criteria (F1g%®
Based on linguistt \%bles the weights (W) of IoT challenges/factors (F) across the system

users or dem keholders (S) with respect to all the criteria C can be computed as follows:
\1/% S 11(W1) + S 21(W2) +...+ Si(W))
F2=S 12(W1) + S 22(W2) +...+ S n(Wy)
F3 =S 13(W1) + S23(W2) +...+ Si2(W))
F4=S 14(W1) + S 24(W2) +...+ S (W)

Fr=S u(W1) + Sa(W2) +...+ S ni(Wy) (1)
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All the system users’/stakeholders’ relative preferential weights are elicited using the
imbedded questionnaire (Appendix I). The valuation is done in accordance to Saaty’s scale of
relative importance and is given as linguistic terms used for the comparison between loT

challenges F1, F2, F3 and Fs.

The input data by each of the system users based on the questionnaire are summarized by the
system in one matrix table similar to the one in table 3.1, where Fi represents the IoT
challenges; 1 [l ,..., n] stands for the number of IoT challenges, fij are res@ from the
comparison between the IoT challenges. The relative weights of the IoT C@B es obtained

from the questionnaire across all decision makers or stakeholders ar &uted in a decision

matrix table in the form shown in Equation 2. : %

C, C, .. C, Q
F1 | Xu X1 ... Cna 6’6Q
(o)

D = . . . . N\

o - 2)
Fol| X1 Xz - Xom

W =[W; W .. W]
\

After obtaining@blatlve weights of requirements from all the stakeholders, the next task is
to apply @ppmpriate computation techniques to rank the main challenges and the

resp cti@

Stage 4 - Calculate Fuzzy Weights of Challenges and Sub-challenges

challenges for each of the featured IoT challenges.

As shown in the flow chart of fuzzy analytic hierarchy process analysis technique adopted in
this thesis work (figure 3.7), the next process is to use the already prepared pairwise
Comparison Matrix table for IoT technology adoption and development challenges (as in
table 3.1) to compute fuzzy weights of each of the IoT challenge/sub-challenge, which

represents the ranked/prioritized weights.
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To do this, we adopt the Buckley’s geometric mean technique of fuzzy analytic hierarchy
process who proposed a new approach of fuzzy analytic hierarchy process (FAHP) by using
geometric mean. Geometric mean uses a unique and appropriate rule for aggregating the
decision maker’s preferential choices within the analytic hierarchy process (AHP) method. It
has a characteristic property of maintaining the reciprocal property in the collective pairwise

comparison matrix. It is straightforward and easy to adopt®.

After obtaining the aggregated pairwise comparative matrix table in step @e, the

following steps are used for the remaining part of the computation process. <

Next is to compute the fuzzy geometric mean (i;) for each IoT tec %‘ adoption

challenge/factor using the equation below:

fi (A1 Ay .. Al QQ
=((l,mpu) (Lmyaw) ... (ln,mn’un))lgfb

¥ ~ ((lelas ... +le)'™ (mysmos . . . *mn)l@. i)Y 3)

where | = lower, m = middle and u = u;@ements of the fuzzy membership term. And n =
number of competing alternatives, ’&c)

Next, Next The fuzzy Weig®or each IoT technology adoption challenge/factor is

calculated
5 @b S @
Stage S b Defuzzification of Fuzzy Weights

The h%weights obtained in stage 4 are in fuzzy form, these fuzzy values need to be
converted into crisp numeric values which is easier to read and interpret to non-technical
users. The process of converting the fuzzy weights to crisp numeric values is known as
defuzzification.

We use the center of area (COA) method of de-fuzzification®. This can be demonstrated in the

equation below.
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COA @1 = (litm;itu;)/3 &)

Stage 6 - Normalization
Next is to check for consistency by adding the resulting weights obtained in stage 5. If the

result is not 1, it means the pairwise comparison is not consistent.

So, we have to normalize the weight through a process known as normalization. Th&s done
by dividing each of the crisp numeric value weights by the sum of the weight@btain each

of the normalized weights®. /\
i = @i/ @ (65 %

Stage 7 - Display of Prioritized Result
The result obtained in stage 6 is now sorted in S)@\atically descending order such that [oT
challenges/sub-challenges that carries highé?&ight are placed on top while challenges that

carry lowest weights are placed at thea&;é‘o .

X\
3.3.5 Database Design * \AQ/

As seen the system arcb@%: for the Multi-criteria decision support system for prioritizing

challenges of Io@ogy adoption, the database sits on Microsoft SQL server.

Microsoft;&éServer is a relational database management system (RDBMS) that supports a
wide@y of transaction processing, business intelligence and analytics applications in

corporate IT environments.

In designing the database used in this thesis work, the following standard procedures for

designing database as contributed by Microsoft was followed.

e Determine the Purpose of the Database: This helps in preparing for subsequent

steps involved.
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e Obtain and Organize the Required Information: All of the types of information
that needs to be recorded in the database are gathered, such as Stakeholders names and
emails, etc.

e Categorize Information on Table Bases: Information items were categorized into
major subjects, such as Users or Challenges Institutions, etc. Each subject then
becomes a table.

e Convert Information Items to Columns: Decision was made a ﬂ what
information are needed to be stored in each table. Each information@@as made as
a field, and is displayed as a column in the table. ’\

e Choose Primary Keys: Each table’s primary key v@termined. The primary
key is a unique column that is used to identif ow. An example might be
stakeholder ID or organization ID. Q

e Set Table Relationships: decision was bbn how each data in one table is related

to the data in other tables. F 1elds§§\\§ided to tables or new tables were created to

clarify the relationships, as m@%ﬂ%ﬂ emands

e Refine Design: @ was analyzed for COA & errors. Adjustments were
made to the desx@%eeded

e Apply Nor }%atlon Rules: Data normalization rules was applied to see if

table%geé ructured correctly. Adjustments were made to the tables, as needed.
3.3. S\gf‘able Design and Description

Some of the most basic database table design images are depicted in appendix VI.
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3.4 Research Methods

The fundamental goal of this system is to design and implement a prototype system that can
be used by decision makers or stakeholders in an organization to prioritise factors or
challenges that affect their adoption of technologies of internet of things. It uses Fuzzy
analytic hierarchy process (FAHP) technique for the prioritization of the IoT challenges. By
so doing, they would be able to channel their limited resources in solving for chalk&es that

are most important and less difficult to solve. OQ

One of the basic motivations of this design is to be able to improve og%gdf)pted baseline
research by designing a real-world decision support prototype s Qnstead on designing
only a multi-criterion decision-making technique)’. This chaerefore seek to achieve The

design part of the overall aims of this study. Q

Q

Although there are many techniques for eva & FANP, this system uses Buckley’s

Geometric mean method for computation g’\@zy weights. This technique is known to be

very easy to use. ) ,\'
S

Datasets from the base resear@b@d in this thesis was used as input data to the system for

N\
analysis®. QQ
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Table 3.2 Fuzzy Linguistic Scales for Difficulty and Importance

Linguistic Scale for = Linguistic Scale for Triangular Triangular

Difficulty Importance Fuzzy Fuzzy
Scale Reciprocal
Just equal Just equal (1,1,1) (1,1,1)
Equally difficult Equally important (1/2,1,3/2) (2/3,1,2)
(ED) (ED
Weakly more Weakly more (1,3/2,2)  (1/2,2/3,1)
difficult (WMD) important (WMI) Q*
Strongly more Strongly more (3/2,2,5/2) (2/5,1/26/

difficult (SMD) important (SMI) S
Very strongly Very strongly (2,5/2,3) ¢ @/ ,1/2)
more difficult more important

Absolutely more Absolutely more (5/2@ (2/7,1/3,2/5)
difficult (AMD) important (AMI)

Source: 8. b’b\

The Fuzzy Linguistic scales for difficulty @portance in table 3.2 was used alongside

with adopted IoT challenges and §u§\<§ﬂenges in figure 3.9 to formulate user based

linguistic questionnaire for impo@ and difficulty of the IoT adoption challenges
(Appendix I). .Q\A

The questionnaires a@ to present default questions that the developed system present to

its users to provide their pairwise comparative preferences regarding the IoT challenges.

34.1 @ nalytic Hierarchy Process (FAHP) Analysis Based on Sample Dataset

As a%f of concept, we subject a dataset below (table 3.3) adopted from the base research
used in this thesis to Buckley’s Geometric mean method of FAHP (proposed in section
3.3.40.20) to obtain the weights of each main criteria. We shall compare the result obtained

with the results obtained in the base data set®.
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Table 3.3 Sample Pairwise Comparison Matrix for [oT technology Development Main
Challenges

factors Tech Privacy Legal Business  Cultural

Tech (1,1,1)  (1/2,1,3/2) (1,3/2,2) (2/3,1,2)  (1,3/2,2)

Privacy (2/3,1,2) (1,1,1) (2/3,1,2) (2/3,1,2)  (1,3/2,2)
Legal  (1/2,2/3,1)(1/2,1,3/2) (1,1,1)  (2/3,1,2) (1,1,1)
Business (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) (2/3,1,2)

Cultural (1/2,2/3,1)(1/2,2/3,1) (1,1,1)  (1/2,1,3/2) (1,1,1) (\\

Source: ¥, 0\
Q,\(/
S

From the dataset above, it can be seen that there are ﬁeting IoT main challenges,

namely: Q
6’2}
1. Technological challenges @’b

il. Privacy and security challm@

iii. Legal challenges &(‘)\

iv. Business challen %\A

V. Cultural cha@

The aim is to c@e their respective weights using geometric mean method of FAHP.

The mo@ortant stages involved in the computation process include the following:

N

Stage 1: Compute the Fuzzy Geometric Mean (i) for Each IoT Technology

Adoption challenge/factor using the equation below:

fi (A1 Ay .. Ay
=((L,mpu)  (Lmyu) ... (ln,maun))'’™;
B = (Db e ol)! ™ (muemos o) (e eun)') (3)
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where | = lower, m = middle and u = upper elements of the fuzzy membership term.
And n = number of competing alternatives.

Computations

f(technology) = [(1*1/2*1*2/3*1)1/5, (1*¥1*3/2*%1%3/2)1/5, (1*3/2%2%2%2)1/5]

=[(0.333)1/5, (2.250) 1/5, (12.000) 1/5]

— (0.803, 1.176, 1.644)

F(Privacy) = [(2/3*1%2/3*2/3*1)1/5, (1*1*1%1*3/2)1/5, (2*1*2*2*@

= [(0.296)1/5, (1.500) 1/5, (16.000) 1/5] ,\Q/

=(0.784, 1.084, 1.741) %

F(Legal) = [(1/2%1/2%1%2/3*1)1/5, (2/3*1* s, (1%3/2%1%2*1)1/5]

= [(0.167)1/5, (0.667) 1/5, (3%%@6]
= (0.699,0.922, 1. 24%’6

F(Business) [(1/2*1/2*1/2%(%;;)1/5 (I*1*1*1%1)1/5, (3/2%3/2*3/2%1%2)1/5]

- [(0. 083)1%?’000) 1/5, (6.750) 1/5]

—%@\1 000, 1.465)
D

r(Cul&gJ = [(1/2*1/2%1%1/2*1)1/5, (2/3*2/3* 1 *1*1)1/5, (1*¥1*1%3/2%1)1/5]

\/

= [(0.125)1/5, (0.444) 1/5, (1.500) 1/5]

= (0.660, 0.850, 1.084)

Stage 2: Calculate the Fuzzy Weight (®) for Each IoT Technology Adoption
Challenge/Factor
i = i o B ! 4)
o] = i (FH o f)!
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but (i1 2 .. in)-1 = (f(technology)  f(Privacy) ft(Legal)

t(Business) f(Cultural))-1

[(0.803+ 0.784+ 0.699+ 0.608+ 0.660)!,
(1.176+ 1.084+ 0.922+ 1.000+ 0.850)!,

(1.644+ 1.741+ 1.246+ 1.465+ 1.084)'].

[(3.554)",( 5.033)",(7.180) "]

(0.281, 0.199, 0.139). @
C

f(Technological) (1 12 ’\fn)-l
(0.803, 1.176, 1.644) (0.2®, 0.139).
(0.226, 0.234, O.ZZS)QQ
®(Privacy) = {(Privacy) & 2 .. in)-l

(0. 784\@1 1.741) (0281, 0.199, 0.139).

216, 0.242)
&

H(Legal) QQ_ legal) (FI © .. i)l
0.699, 0.922, 1.246)  (0.281, 0.199, 0.139).
6 & ( ) ( )
Q’b
\&f(Business)

®(Technological)

(0.196, 0.183, 0.173)

f(Business) (1 2 .. in)-1

(0.608, 1.000, 1.465) (0.281, 0.199, 0.139).

(0.171, 0.199, 0.204)

®(Cultural) FCultural) (1 #2 .. in)-l

(0.660, 0.850, 1.084)  (0.281, 0.199, 0.139).
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= (0.185,0.169, 0.151)

Stage 3: Defuzzification the Fuzzy Weights Obtained
We use the center of area (COA) method of de-fuzzification to obtain corresponding
crisp weights of the computed fuzzy weights as follows
COA &1 = (litmi+u;)/3 (5)
(0.226 +0.234 + 0.228)/3 Q*
= 0.229 Q/Q
/\
O

®(Privacy) = (0.220 + 0.216 + 0.242)/3 %

= 0.226 0
S
®(Legal) = (0.196 + O.@l 73)/3

®(Technological)

®(Business) :QQ' 0.171 +0.199 + 0.204)/3

QQ\ 0.191
N
@(Culu&&/\ —  (0.185+0.169+0.151)/3
= 0.168
2
\/

Stage 4: Normalization of the Weights Obtained Using the Formular
If the sum of the computed crisp weights does not equal to 1, it means there is no
consistency on the comparison matrix obtained, in this case, we normalize the output
obtained via the following formula
o1 = i/ ® (6)
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@ = ®(Technological) + ®(Privacy) + ®(Legal) + @(Business + @(Cultural)

=1

0.229+0.226+ 0.184 + 0.191 + 0.168

=0.999.... Since this sum is does not equal to 1, we normalize

the weights by dividing each of the calculated weight by this sum to obtain their respective

normalized weights.

®(Technological)

®(Privacy)

®(Legal)

(;\\%Z
D :

\¥
®(Business) =

®(Cultural) =

~

Xy
@(Technological) /& (JQQ
S
Q
0.230 0
Q

®(Privacy)/ 6@
0.226@‘.\@’6

0.229/0.999

&
Q’Q\AQJ ®(Legal) / @

=1

0.184/0.999

0.185

®(Business) / @

0.191/0.999

0.191

®(Cultural) / ®

&9



0.168/0.999

0.169

Stage 5: Display Prioritized Result

The result obtained is now sorted in systematically descending order suc%t IoT

challenges/sub-challenges that carries highest weight are placed on top while@%nges that

carry lowest weights are placed at the bottom.

The results obtained from the computations can be summarized i

Table 3.4 Computed Result Using Geometric Mean Meth

:@owing table

IoT Main Fizzy Weights

Challenge Calculated

Crisp

Weights bryeignht
‘fen

alised Rank

Technological 0.226, 0.234, 0.228 0.230 1

Privacy 0.220, 0.216, 0.242;\%» 0.226 2

Legal 0.196, 0.183, &3 0.184 0.185 4

Business 0.171, 0.1¢ 204 0.191 0.191 3

Cultural 0.185@ ,0.151 0.168 0.169 5
A}

Ca\}qm"
022
e

Source: Research Design, 2023

N

O

Stag 6& Compare the Result with that of the Base Research Result

Table 3.5 Compared Result With that of the Base Research Result

IoT Main Calculated Weight from Weight  Current Rank in Baseline
Challenge Weight Baseline Dataset ~ Variance Rank Dataset
Technological  0.229 0.282 -0.053 1 1

Privacy 0.226 0.202 0.024 2 2

Legal 0.185 0.176 0.009 4 4

Business 0.191 0.183 0.008 3 3
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Cultural 0.169 0.157 0.012 5 5

Source: Research Design, 2023

3.4.2 Global Weights of Sub-challenges
After computing the weights of all main challenges and local weights of each of the sub-
challenges of IoT technology adoption and development. The sub challenges can be ranked

globally on the bases on their local weights and the weights of the main challer@whlch

they belong as shown below: ‘ 0

®(Global - sub challenge) = ®(Main challenge) x (b(Lohallenge);

3.5 Results Dissemination and Procedure QO

The results obtained from test and evaluation od t@totype system would be disseminated

through all or some of the following chann ’b

Professional conferences; ,&

published in popular sc @Joumals
newsletters; QQ

3.6 Targe énce

The t gﬁudlence for this thesis is not limited to, but include:

research participants/respondents (Experts in [oT);
- interest groups and enthusiast in IoT.

- Other scholars who study similar topics.

- Nigeria policymakers regarding IoT and SDGs

- Organizations and business owners that work and/or benefit from IoT technologies.
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Chapter Four

Implementation and Evaluation

4.1 Implementation
Having established a framework on which the multi-criteria decision support system (MCDSS)
for prioritizing challenges of IoT technology adoption and development will be built, this

chapter describes how the framework described in Chapter 3 was built and tested. *

In this Chapter, the choice of components put together to arrive at a workin e would
be talked about; the minimum hardware and software requiremenb!(&r e MCDSS to
function would also be discussed. Screenshots of different showing inputs and

corresponding outputs that were being used to test the systemhown.

Usability test of the prototype system was also carr)g@ut the feedback obtained from the

randomly selected system users was summarise ocumented accordingly.

The chapter also describes and analyseg\'}results obtained from the adopted input dataset
as compared with the result from ba@earch used in this thesis.

4.1.1 Software Deploy %\A

4.1.1.1 Deplo iagram of The Multi-criteria Decision Support System

A deployv@tﬁagram visualizes the distribution of components in the application and
invoﬁ&odelling the hardware configuration with the software that the operation of multi-
criteria decision support system (MCDSS) is dependent on. Figure 4.1 shows the deployment
diagram of the multi-criteria decision support system (MCDSS) while Table 4.1 explains the

elements in the figure.
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Web Server Application Server Thuialici ety

View Controller Model

Figure 4.1 Deployment Diagram of MCDSS Source: Research Design, 2023
N
4.1.1.2  Components of The Multi-criteria Decision S@)rt System

Q

As indicated in figure 4.1 above, the component MCDSS have been partitioned on the

lines of the Model View Controller (MVC)wecture.

The Model-View-Controller (MV@ctural pattern separates the MCDSS into three

major groups of component@nely: Models, Views, & Controllers. This pattern is

concerned with separat@)ncems.

]
In addition, the@%ﬂ% is designed to interact with a database to store and retrieve the data

manipulated@the application. The following are therefore the list of the main components

invo]@tbe deployment of the MCDSS.

Below are highlights on each of the main components deployed.
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o View

Views are basically designed to present content to the system users through the user interface.
Razor view engines are used by view to embed Microsoft’s .NET code in HTML markup. By
default, logic within view was kept as minimal as possible, and all logic within views were
made to relate to contents being presented. For all needs to perform a great deal of logic in

view files in order to display data from a complex model, ViewModel, or view tem&e were

used to simplify the view. OQ
. Controller 0’\

Controllers are the MCDSS components that handle all user '@ﬁns. They work with the
system model, and they are ultimately responsible for s@ng a view to render. In an all
MVC applications, the view’s responsibility is %@?display information. In the MVC
pattern, the controller is usually the initia\@‘poim into the software application. It is
responsible for selecting the model typ@)vork with the view to render.
&
. Model
&

N\
The Model in the MV@Q?cmion stands for the state of the application as well as business
logics and/or o@hat needs to be carried out by it. All business logics are encapsulated
within the n@el, and any execution logic for persisting the software state. Then views are
stron%%ed, ViewModel are used which are typically designed to contain the data to

display on that view.
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o Database Access

A database in Microsoft SQL Server is comprises of tables that stores a set of structured data.
A typical table contains collection of rows. The rows are also known as records or tuples,
while columns are referred to as attributes. Each of the column in a table is designed to store a

certain type of information or data, for example, dates, names, dollar amounts, and numbers.
4.1.1.3 Deployment Environment of The Multi-criteria Decision Support ®

The deployment environment for the MCDSS was determined. g@j deployment

environment is usually well partitioned to ensure that the applicati%@ponents have proper
n

resources in their execution environment. Therefore, tb odes of our deployment

environment are as follows: Q

\

e Web Server—This node represents the \@Wer. It receives user requests and send
responses from the application. Back\\@e user.

e Application Server—The apﬂ?)& server node processes user requests from the
Web server and send ap @Son responses back to the Web server is represented by
this node. The a %Qtlon server node will host the different components of the

Coursewage’&agement System, such as View, Controller, Model, and Database

Access. (J
%@a;e Server—The database server node will host the database server used by the
mponents in the application server node to store and retrieve the data used by the

Courseware Management System.

4.1.1.4 Deployment of The Multi-criteria Decision Support System on Web Server
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Deployment was the next step after successful development of the prototype MCDSS. A
windows server with Internet Information System (IIS) manager installed was used to publish

the web application.

Prerequisites
Prerequisites that were taken care of before publishing the web application on the web server:
e Microsoft Web Deploy & IIS Server were Enabled/Installed;

Appendix I shows stages taken to publish the MCDSS Q\

4.1.2 Some Basic Pages of The System &< O

N\

Admin Login

Username

myproject@amail.com

Password Forgot password?

Figure 4.2 Login Page Source: Research Design, 2023
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= Comparision Questionnaire to loT Challenges

Invite Participants
Dashboard / By Email
Invite Participant Via Email
Email £
Participant Record
name@gmail.com
Email Status

Invite Participant

Date

Search here

Action

Figure 4.3

Personal Data
Dachboard 7 Profile

Update Profile
FullMama

Ermail Addross

Country
Job Tnla

Cwrant

Area ot

Wiorking
Quastion!

Guastion 2

Figure 4.4

bayestdavid@gmail.com Yes 11/17/2022 4:49:30 PM Delete

elotechcredit@gmail.com Yes 11/17/2022 4:25:08 PM Delete

atumansont2@live.com Yes 10-Nov-22 £2:54:2AM  Delete

atumansoni2@gmail.com Yes 19-Nov-229:22:20 AM Delete

aatuman@minpip.com Yes 10-Nov-22 8:29:1 AM Delete

Landing and navi?gatién page Source: Research Design, 2023

TN

atumarsaniZEive.com

Addross of your Organtration

Spacialeation

Expancenca fyaars)

1 b
Do you have challanges using any applicabions or systems that wses the intarnet to oparate?

Mo b
Hawe you avar participated in an p <halk that hindars adopticn of loT technologias?

Mo b

User profile Update Page Source: Research Design, 2023



Sample Organization Details

Mame of Organization

{Dptional)

Gruestion 1

CGruestion 2

Guestion 3

Guestion 4

Question &

Guestion &

Min-Pip MicroCredit LTD

What is the primary business of your organization?

Min-Pip MicroCredit LTD

Please specify the size of your organization?

Medium W

How many employess doss your organization have?

Less than 20 A

What is the nature of your organization?

Mational W

Do you have challenges using any applications or systems that uses the
internet to operata?

Yes e

Has vour organization ever participated in decizion on pricritizing challenges
that hinders adoption of loT technologies?

Yoz W

Figure 4.5 Organisation Update Page Source: Research Design, 2023
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4.1.3 System Usability Test and User Feedback

The purpose of the usability test is to understand from the test system users through the
feedback from them on how usable the prototype system is and how easy it is to use the

MCDSS.

The test users are expected to consciously take note of their experiences on all the tasks they

carry out on the prototype MCDSS. é

Some of the most important tasks on the system for which usability fee@@s important

include the following: 6\

e First and subsequent user login 3

e Admin user account creation

N\
e User profile creation, update and delete b’b
e Organization creation, update and deletx&Q’b
e Invitation of decision stakeholder$ %g anization admin via email
e The email reception experix@ email content
e The decision stakeho &@taﬁon link and experiences regarding it
e The stakeholc{es&le update experiences
e Stakehol ergxys:riences on the questionnaires content

o Adr@(periences on the nature and layout of the result obtained from the system

The system usability test also enables us to gain a deeper understanding of their test users’
needs and frustrations as they use the application whether they are using their computer
browsers, or their mobile phones browsers. The usability tests are important in discovering

inherent flaws as well as areas of confusion in the MCDSS.

100



The developed prototypes system was subjected to system usability test. The test users were
asked at the end of each pairwise questionnaire session to follow the System usability test

online link to fill in their feedback regarding their experiences on the MCDSS.

4.1.3.1 System Usability Test — User Selection Criteria é

All test users who participated in answering the multi-criteria deci'&cndcing pairwise
comparison questionnaire were also invited to fill no the s@uabﬂﬂy test online

questionnaire.

A total number of 10 users who were selected at rand@t; answer the questionnaires were

asked to also give feedback on their experiences@he MCDSS developed in this thesis

S
4.1.3.2  System Usability Test l\@
Q

work.

Microsoft forms online s p was used to design the system usability test feedback form.

Appendix II shows t%yout and the content of the usability test feedback questions asked.
The system %abgh& test questionnaire was published by Microsoft on the following link:

https@s .office.com/Pages/ResponsePage.aspx?1id=DQSIkWdsWO0yxEjajBLZtrQAAAAA

AAAAAAAN g5S5WMCOUMUIRNUsOOU1XTjNQRVRTRzdZNUFMNIROQy4u

All users who were invited to till the pairwise comparison questionnaires for prioritizing
challenges of IoT technology adoption also received the link for the custom online system
usability test. They were required to also fill the online feedback forms upon completion of

the questionnaire sessions.
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The usability test feedbacks provided by the users were monitored and downloaded at the end

of the tests.
4.1.3.3 System Usability Test Result

A total of 6 out of the 10 test users who completed the pairwise comparison questionnaires for

prioritizing challenges of IoT technology adoption were able to fully fill in the feedback

forms Q

The test result obtained from Microsoft forms is shown in Appendix V. < 0

4.1.4 Data Result Obtained MCDSS 0
The result obtained is now sorted in systematically de@dl g order such that IoT

challenges/sub-challenges that carries highest weight are@ad on top while challenges that

carry lowest weights are placed at the bottom. &Q

4.1.4.1 Prioritization Result for Main Io%wallenges

N

The following categories of datas% ted from the baseline dataset was used as input to the
system?. .Q\A

6. Pairwise comp ison matrix table of the main challenges of IoT technology adoption
and devel@ﬂ challenges as used in the baseline dataset?.

7. Pairﬂ'é omparison matrix table of the sub challenges for each of the main challenges

M)T technology adoption and development challenges as used in the baseline dataset

(Appendix V).
The dataset was used as input data into the MCDSS in this thesis work.

The aim of this work is to develop a real-world decision support system that can be used for
prioritizing challenges of IoT technology adoption faced by institutions, government agencies,

researchers, etc.
102



The MCDSS in this thesis work Uses fuzzy analytic hierarchy process (Geometric mean
approach — adopted from Buckley’s 1985 Geometric mean technique of fuzzy analytic
hierarchy process analysis method) to compute the fuzzy weights of the IoT technology

development adoption challenges/sub-challenges.

The output result obtained from the system is expected to be similar to the result %ned in
the baseline research, since the same sets of input dataset were used in both hi@sis works

and the input into the interfaces of the decision support system developm@(bjythesis work?.

Table 4.1 below shows the summary of the Ranked fuzzy wei f challenges of IoT
technology adoption and development obtained from th @m While table 4.2 shows
8

comparative weights of the challenges of [oT technolo% tion and development obtained

from the MCDSS with that of the weights obtainet@rge baseline research?.

(o

Table 4.1 Ranked Fuzzy Weights of a\\gghallenges of IoT Technology Adoption and

Development .
>

IoT Main Fizzy WeighQ 7 Crisp Normalised Rank
Challenges Calculate Weights Weight

\ Calculated
S

Technological . s0\%,‘6234, 0.228  0.229 0.230 1
Privacy bQJ\O.BO, 0.216,0.242  0.226 0.226 2
LegaT\/Q/ 0.196,0.183,0.173  0.184 0.185 4
Business 0.171,0.199,0.204  0.191 0.191 3
Cultural 0.185,0.169,0.151  0.168 0.169 5

Source: Research Design, 2023
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Computed Weights of IoT Main Challenges

0.250 0.230 0.226
0.185 0.191
0.169

it

Main loT Challenges

0.200

0.150

Weights

)

)

0.100

0.050

0.000

M Technology M Privacy M Legal @ Business M Cultural

-

Figure 4.6 Chart of Weights of Main Challenges of IoT Technology
Adoption and Development Source: Research Design, 2023

O
Table 4.1 shows weights of the IoT techno doption challenges as well as the raking for

each of the challenges. Also figure 4&@5 chart of weights of the main challenges of IoT
technology adoption obtaine(.i fr @e MCDSS. The weight of each challenge indicates how
influential the challenge Q\elﬂns of how important it is to solve it at the expense of other
competing challep&& well as how easy it is to solve it at the expense of other competing
challenges O

From th @t, technological challenge (0.230) or factor is the most influential main
chall%és followed by privacy and security (0.226) main challenge. However, cultural
challenge (0.169) is the least influential.

Comparison between the base research result obtained and the output obtained from MCDSS

was made by virtue of the weight of each of the IoT main challenges and the ranking

computed for each of the main challenges.
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Comparisons based on weight shows that there are minute variabilities in weights: Privacy
has the largest difference of 0.012, while technological challenge lowest difference between
the two outputs of -0.053. Table 4.2 and figure 4.7 show compared weights of main

challenges and chart of compared weights of main challenges respectively.

However, comparison based on their ranking indicate 100% accuracy with all the ranks being
the same from the two different outputs. \

Table 4.2 Compared Weights of Main Challenges of IoT Technolo tlon and
Development with Similar Category of Result of the base research result ig;d}n this thesis.

IoT Main Calculated Weightinthe  Weight  Current~Rank the

Challenges Weight Baseline Variance Rank aseline Dataset
Dataset &
Technological 0.229 0.282 -0.053 N
Privacy 0.226 0.202 0.024 2
Legal 0.185 0.176 @b 4 4
Business 0.191 0.183 3
Cultural 0.169 0.157 O 012 5
X
A\

Source: Research Design, 2023

o

Chart of Compared weights of main challenges of loT

0,300 0.282
0250 0.229 0226
0.202
0. 0.191 D.183

0200 [I 175 0153
8 0.157
=
20 0150
[T
=

0.100

0.030

0,000

Technological Privacy Legal Business Cukural

Main loT challenges

B Calculated weight 8 Weight in baseline

Figure 4.7 Chart of Compared Weights of Main Challenges of IoT Technology
Adoption and Development Source: Research Design, 2023



Table 4.3 below shows the summary of the Ranked fuzzy weights of technology based sub-
challenges of IoT technology adoption and development obtained from the MCDSS. Also,
table 4.4 shows comparative weights of the technology based sub-challeQ&of IoT
technology adoption and development obtained from the MCDSS with tliat he weights

obtained in this Thesis’ base research. &

Table 4.3 Ranked Fuzzy Weights of Technological Sul@ll ges of [oT Technology

Adoption and Developm

Technological Sub- Fizzy Weights Crisp “Normalised Rank
Challenges Calculated by Weight

MCDSS ate

\

Hardware construction  0.151, 0.152, 0.14%0.150 0.150 6
Fault Tolerance 0.144, 0.17.%?\84 0.152 0.152 5
Devices heterogeneity 0.17@’5, 0.182 0.173 0.173 2
Architecture and design@%} 0.187,0.191 0.195 0.196 1
Ubiquitous data m@ 0.166,0.163,0.173  0.167 0.168 3
Addressing >\(J 0.158,0.163,0.165 0.162 0.162 4

Source: Research Design, 2023
)V

weights of technological sub-challenges of loT
technology adoption and development
0250

0200 0173
0.152

0.196
0.168

" 0.150
£ p.aso
&b
ar
2 0.100

0.050

0.000

1

Technology based sub-challenges

0162

B Hardware B Faul Tolerance H Device B Architechture B Ubiquitous HAddressing

Figure 4.8 Chart of Weights of Technological Sub-challenges of IoT



Compared weights of technology based sub-

challenges
0.250
n1gs O

0.200 1730170 u.ms 0.170 0170

0150 0150 0.152 glsg 0.162
0.150
0.100 Q\
0.050 3
0.000 ’

Hardware Devices  Architecture  Ubiquitous  Addressing

construction Tﬂleraru:e heterogeneity and design  data mngt.

Technology Sub-challenges

BMCDSSoutputweight B Weight  in baseline

T A>

Figure 4.9 Compared Weights of Technology Based Sub-challenges
Source: Research Design, 2023

\I

Table 4.4 Compared Welg chnology Based Sub-challenges of IoT Technology
Adoption and Development ilar Category of Result Obtained in the base research

used in this thesis

Technological Sub- @SS Weightin  Weigh MC  Rank in the
t

Challenge put the t DSS  Baseline Dataset
° \ Weight Baseline Varian Rank
( \ Dataset ce

Hardware copstruction 0150 0.150 0.000 6 5

Fault T %ce 0.152 0.150 -0.002 5 5

Devices heterogeneity 0.173 0.170 -0.003 2 2

Architecture and 0.196 0.190 -0.006 1 1

design

Ubiquitous data Mngt. 0.168 0.170 0.002 3 2

Addressing 0.162 0.170 0.008 4 2

Source: Research Design, 2023 Table 4.5 below
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shows the summary of the Ranked fuzzy weights of Privacy and security based sub-
challenges of IoT technology adoption and development obtained from the MCDSS. Also,
table 4.6 shows comparative weights of the privacy and security based sub-challenges of loT
technology adoption and development obtained from the MCDSS with that of the weights

obtained in the baseline research used.

Table 4.5 Ranked Fuzzy Weights of Privacy and Security Based Sub-cha@ of [oT

Technology Adoption and Development <
A
Privacy and Fizzy Weights Crisp Norm '\ Rank
Security Based Sub- Calculated by Weights %
challenges MCDSS Calculated
Conflict of interests ~ 0.209, 0.183,0.185  0.192 Y) 192 3
Transparency 0.172, 0.199, 0.205 ()@ 0.192 3
Network security 0.209, 0.216, O% 0.218 0.218 2
IoT devices' safety 0.197 0. &((;.)161 0.176 0.176 5
Data confidentiality @ 234,0.217 0.222 0.222 1
VA

Source: Research Design, 2023

x@@
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weights of privacy and security based sub-challenges

L 0221 0.224

0.200

0.195
0.187
0.169
- I
0.000 "
1

Privacy sub-challenges

Weights
=
s

=
=

Wmconflicc WTransparency M Network WloT device W Data

Figure 4.10  Chart of Weights of Privacy and Security Based Sub-
challenges Source: Research Design, 2023

o
Table 4.6 Compared Wei of Privacy and Security Based Sub-challenges of [oT

Technology Adoptio @Velopmem with Similar Category of Result Obtained in the

baseline research.

Privacy and Seﬁg:}ty ¥ Calculated Weight in  Weight Rank Rank in

Based Sub- ges Weight by Baseline Variance by Baseline
MCDSS Dataset MCDSS Dataset

Conﬂlct@Qerests 0.192 0.140 -0.064 3 5

Transpafency 0.192 0.210 0.007 3 3

Network security 0.218 0.230 -0.001 2 2

IoT devices' safety 0.176 0.180 -0.006 5 4

Data confidentiality 0.222 0.240 0.005 1 1

Source: Research Design, 2023
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Compared weights of privacy and security based
sub-challenges

0.240
0.250 a7 0218 0.230 0.222
0.152 01592

= 0.200 0.176 0.180
i
E‘ 0.150 0.140
T
> 0.100

0.050

0.000

Data

Conflict of Transparency Metwork security ol devices'
interests safety confidentiality

Privacy & Security sub-challenges

B Calculated weight by MCDS5 B Weight in baseline

W
Figure 4.11 Chart of Compared Weights of Privacy and Security Based sub-

Challenges Source: Research Design, 2023

.Q\A‘(I

Table 4.7 below sho&t summary of the Ranked fuzzy weights of legal and regulatory
sub-challenges Qf &e

table 4.8 Q comparative weights of the legal and regulatory sub-challenges of IoT

hnology adoption and development obtained from the MCDSS. Also,

techrbko% adoption and development obtained from the MCDSS with that of the weights

obtained in the baseline research.
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Table 4.7 Ranked Fuzzy Weights of Legal and Regulatory Sub-challenges of IoT
Technology Adoption and Development

Legal & Regulatory Fizzy Weights Crisp Normalised Rank
Sub-challenges Calculated by Weights Weight
MCDSS Calculated

Ownership 0.207,0.185,0.214  0.202 0.202 3 *
Standardization 0.185,0.213,0.190 0.196 0.196 ( @
Cross boarder data flows  0.196, 0.230, 0.202  0.209 0.2(6\ 2
and Global cooperation s
Liability 0.175,0.171,0.166  0.170 d 0 5
Data usage 0.238, 0.201, 0.226 0.226 0.222 1

A\

O

O
Source: Research Design, 2023 ®

&S
weights of legal and regulatory sub-challenges

0.214

0.207 0.200
e 0.174
0.050
0.000
1

Legal and regulatory sub-challenges

Weights
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=

B Ownership B Standardization = Crossboarder @ liability ® Data usage

Figure 4.12  Chart of Weights of Legal and Regulatory Sub-challenges.
Source: Research Design, 2023



Table 4.8

Compared Weights of Legal and Regulatory Sub-challenges of IoT

Technology Adoption and Development with Similar Category of Result Obtained in the

Baseline Research?.

Legal & Regulatory Sub- Calcula Weight Weight Rank Rank in
Challenges ted in Varianc by Baseline
Weight Baseline e MCDS Data@
by Dataset S
MCDSS P (\
Ownership 0.207  0.200 -0.007 3 (VD
Standardization 0.200 0.200 0.000 4 0& 2
Cross boarder data flows and 0.214 0.200 -0.014 % 2
Global cooperation QO
Liability 0.174 0.017 @5 5 5
Data usage 0.227 0.230 6 .003 1 1
o
Source: Research Design, 2023 \\)
R\
Compared weights of legal and regulatory sub-
challenges
0.230
0350~ p2020200 0196 0200 0209 0200 .-
0.200 0.170
£ 0150
-
v 0.100
0.000 _—
Ownership Standardization  Cross boarder Liability Data usage
data flows and
Global
cooperation
Legal & regulatory challenges
B Calculated weight by MCDSS B Weight baseline
Figure 4.13  Chart of Compared Weights of Legal and Regulatory Sub-

challenges Source: Research Design, 2023
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Table 4.9 below shows the summary of the Ranked fuzzy weights of business based sub-
challenges of IoT technology adoption and development obtained from the MCDSS. Also,
table 4.10 shows comparative weights of the business based sub-challenges of [oT technology

adoption and development obtained from the MCDSS with that of the weights obtained in the

S\

Table 4.9 Ranked Fuzzy Weights of Business-based Sub-challenges of [ hnology
Adoption and Development

Baseline Research?.

A
Business Sub-challenges Fizzy weights Crisp No ised Rank
Calculated by Weights @
MCDSS CalculateQ
Economic & development  0.226, 0.238, 0.228 0.231 Q 0.230 3
Investing 0.243, 0.263, 0.271 8@ 0.259 2
Business model 0.320, 0.263, 0% 291 0.291 1
Customer expectations 0.210, 0.2@212 0.220 0.220 4
e\
S
Source: Research Design 2@
L
weights of business based sub-challenges
0.350
o 0.291
0.259
0.250 el 0.220
£ 0200
g 0.150
0,100 .
0.050 |
0.000
1
Business based sub-challenges
B Economic and development M investing M Business model B Customer expectations

Figure 4.14  Chart of Weights of Business Based Sub-challenges
Source: Research Design, 2023



Table 4.10 ~ Compared Weights of Business-based Sub-challenges of IoT Technology
Adoption and Development with Similar Category of Result Obtained in the Baseline Research

Business sub- Calculated Weight Weight Rank by Rank i
challenges Weight by in Variance MCDSS Baseli
MCDSS  Baseline D
Dataset ,< >

Economic & 0.230 0.230 0.000 3

development ’\
Investing 0.259 0.260 0.001 % 2
Q.

Business model 0.291 0.300 0.009 Q
Customer 0.220 0.210 -Qe@ 4 4
expectations 6

Source: Research Design, 2023 . ,&
N

Compared weights of business based sub-challenges

0.350

0.300 0355 0.260
0.250 0.230  0.230 0720 AL
£ p.200
Sxh
o
= 0,150
0.100
0,050
0L000
Economic & Investing Business model Customer
development expectations

Business based sub-challenges

W Calculated weight by MCDSS ® Weight in  baseline

Figure 4.15  Chart of Compared Weights of Business-based Sub-challenges
Source: Research Design, 2023



Table 4.11 below shows the summary of the Ranked fuzzy weights of cultural sub-challenges
of IoT technology adoption and development obtained from the MCDSS. Also, table 4.12
shows comparative weights of the cultural sub-challenges of IoT technology adoption and
development obtained from the MCDSS with that of the weights obtained in the baseline

research.

Table 4.11 Ranked Fuzzy Weights of Cultural Sub-challenges of loT Techn@Adoption

and Development <
N

Cultural Sub-challenges Fizzy weights Crisp N séd Rank
Calculated by Weights
MCDSS Calculat
Trust 0.243,0.224,0.245 0.237 QV 238 2
Education and training 0.320, 0.304, 0.291 0@ 0.305 1
Vandalism 0.226, 0.224, 0 2 226 0.226 4

Ethics 0.210, 0. 2& 0.231 0.231 3

Source: Research Design, 2023 é

"N
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Table 4.12  Compared Weights of Cultural Sub-challenges of IoT Technology Adoption
and Development with Similar Category of Result Obtained in the Baseline Research.

Cultural sub- Calculated Weight in  Weight Rank  Rank in
challenges Weight by Baseline Variance by Baseline
MCDSS Dataset MCDS Dataset
S
Trust 0.238 0.220 -0.018 2 3 \
Education & training  0.305 0.310 0.005 1 Q

Vandalism 0.226 0.220 -0.006 b&
Ethics 0.231 0.250 0.019 %

’\‘)0
O

Compared weights of cultural sub-challenges

3
2

Source: Research Design, 2023
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Figure 4.17 Chart of Compared Weights of Cultural Sub-challenges Source:
Research Design, 2023
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4.1.4.2 Global Weight and Rank for Factors (Main Challenges) and Sub-factors
(Sub-challenges)

Table 4.13 Global Weights and Ranks for IoT Challenges and Sub-challenges

Main Factors Sub Factors (Sub-challenges) Global Rank
Weights
Technological Hardware 0.0345 23
(0.230) Fault Tolerance 0.0350 22
Device 0.0398
Architecture 0.0451 é
Ubiquitous 0.0386 O
Addressing 0.0373
Privacy & Security Conflict of interests 0.0
(0.226)
Transparency
Network security Q 493 5
IoT devices' safety Q 0.0398 14
Data confidentiality ’b 0.0502 3
Business Economic & devel@vv 0.0439 7
0.191) Investing 0.0495 4
Business mod@ 0.0556 1
Customeb ctations 0.0420 10
Legal & Regulatory Owh@p 0.0383 18
(0.185) rd1zat10n 0.0370 21
Cross boarder data flows and 0.0396 15
’\\, Global cooperation
(J Liability 0.0322 24
6 Data usage 0.0420 11
C Qi)zural Trust 0.0402 12
\@.169) . .
Education and training 0.0515 2
Vandalism 0.0382 19
Ethics 0.0390 16

Source: Research Design, 2023
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4.2 Evaluation (Discussion of Results)
The ultimate goal of this thesis is to develop a real-time prototype multi-criteria decision
support system that assists decision makers in prioritizing challenges of IoT technology

adoption and development.

The developed system was subjected to two categories of tests namely:

1. System usability test *
2. Output data accuracy test OQ

4.2.1 System Usability Test 6\

In testing for the system usability, targeted user experience=tests. questions were formed.
Microsoft forms online survey tool was used to desig despatch the user feedback

questionnaire to target users in who interacted wit l@otype MCDSS system’.
Appendix II shows summary of feedback d@d from the Microsoft website.

4.2.2 Output Data Accuracy Test &@

The same input dataset extr.act& m the baseline research was used as input data in the
designed MCDSS. Out% ights of the challenges and sub-challenges were printed from the
d

system based on the in taset adopted.

The output weiﬁtjéﬂ challenges/sub-challenges obtained from the system was compared
ai

with output d in the baseline research.

4.2.2.1 Analysis of Main IoT Challenges
Table 4.1 shows weights of the [oT technology adoption challenges as well as the raking for
each of the challenges. Also figure 4.6 shows chart of weights of the main challenges of IoT

technology adoption obtained from the MCDSS. The weight of each challenge indicates how

influential the challenge is in terms of how important it is to solve it at the expense of other
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competing challenges as well as how easy it is to solve it at the expense of other competing
challenges.

From the result, technological challenge (0.230) or factor is the most influential main
challenges followed by privacy and security (0.226) main challenge. However, cultural
challenge (0.169) is the least influential.

Comparison between the base result obtained in the baseline research and the output obtained
from MCDSS (table 4.2 and figure 4.7) was made by virtue of the weight of ea he [oT

main challenges and the ranking computed for each of the main challenges. O

Comparisons based on weight shows that there are minute variabilities\in weights: Privacy

has the largest difference of 0.012, while technological challen@ st difference between
the two outputs of -0.053. Table 4.2 and figure 4.7 ompared weights of main

challenges and chart of compared weights of main chall€hges respectively.

However, comparison based on their ranking in%géfgo% accuracy with all the ranks being
the same from the two different outputs. @

4.2.2.2 Analysis of Technological—'% allenges

Analysis of technological sub—@ges of IoT (table 4.3 and figure 4.8) shows that

Architecture with local e@% 0.196 is the most influential, followed by Ubiquitous sub-
N\

challenge which has 1 eight of 0.168. in the same vein, hardware (0.150) is the least

influential sub @ﬁh\lée of technological factor.

ComparQ%analysis between the out output obtained (table 4.4 and figure 4.9) by from the
base%(y and the one obtained from MCDSS show that, in terms of the respective weights of
the technology sub challenges, there was no difference for hardware sub challenge. While
Addressing has the highest difference of 0.008, Architecture and design has the lowest
difference in weight of -0.006. Generally speaking, all the differences are minute. By virtue of

their ranking, Architecture and design, Devices heterogeneity and Fault tolerance have similar
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ranks of 1,2 and 5 respectively. However, it can be observed that the defences arise as a result

of observed ties in the ranking of some of the sub-challenges of technology.

4.2.2.3 Analysis of Privacy and Security — Sub-challenges

For Privacy and security sub-challenges of IoT (table 4.5 and figure 4.10) analysis, data
confidentiality with local weight of 0.224 is the most influential, followed by network
security sub-challenge which has local weight of 0.221. in the same vein, loT devi& safety

(0.150) is the least influential sub challenge of privacy and security factor. OQ

Comparative analysis between the out output obtained (Table 4.6 and@l .11) by from
the base study and the one obtained from MCDSS show that %s of the respective
weights of the privacy and security sub challenges, transpare@las the highest difference of
0.007. conflict of interest has the lowest difference in ei@ of -0.064. Generally speaking,
all the differences are minute. By virtue of th%’énking, data confidentiality, network

security and Transparency have similar rar@ and 3 respectively. This shows accuracy
in ranking of 67%. -@

4.2.2.4 Analysis of Legal a.n®at0ry — Sub-challenges

Table 4.7 and figure 4.1 5® weights of legal and regulatory sub-challenges and chart of

weights of legal .awulatory sub-challenges respectively. It can be seen that data usage
with local ig®0.227 is the most influential sub-challenge, followed by Cross boarder
data ﬂov&&
Vein\lﬁ

, liability sub-challenge of legal and regulatory (0.174) is the least influential.

lobal cooperation sub-challenge which has local weight of 0.214. in the same

Comparative analysis between the (Table 4.8 and figure 4.13) output obtained from the base
study and the one obtained from MCDSS show that, in terms of their weights, standardization
sub-challenge has zero difference. Data usage sub-challenge has the highest difference of
0.003 while liability sub-challenge has the lowest difference of weight of -0.157. Generally

speaking, all the differences are minute and negligible. By virtue of their ranking, data usage,
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Cross boarder data flows and Global cooperation and liability sub-challenges have similar

ranks of 1,2 and 5 respectively. This shows accuracy in ranking of 67%.

4.2.2.5 Analysis of Business — Sub-challenges

Table 4.9 and figure 4.14 show weights of business sub-challenges and chart of weights of
business sub-challenges respectively. It can be seen that business model with local weight of
0.291 is the most influential sub-challenge, followed by investing sub-challenge which has

local weight of 0.259. Similarly, customer expectation sub-challenge of businQ(O. 20) is

the least influential. (

Comparative analysis between the (Table 4.10 and figure 4.15) otained from the base

study and the one obtained from MCDSS show that, in ten@ their weights, economic &
development sub-challenge has zero difference. Business @il sub-challenge has the highest
difference of 0.009 while customer expectation %ﬂ@%ﬂenge has the lowest difference of
weight of -0.010. Generally speaking, all t ﬁ@nces are minute and negligible. By virtue

of their ranking, There was accuracy Lng&ng of 100%.

4.2.2.6 Analysis of Cultural — @\tgallenges

Table 4.11 and figure 4. 6@}»\/ weights of cultural sub-challenges and chart of weights of
cultural sub-challenge§ resSpectively. It can be seen that education and training with local
weight of 0.305@ has the highest priority, followed by trust sub-challenge which has local

weight of . Similarly, vandalism sub-challenge (0.226) is the least prioritized.

Comp\aﬁive analysis between the output obtained (Table 4.12 and figure 4.17) from the base
study and the one obtained from MCDSS show that, in terms of their weights, ethics sub-
challenge has the highest difference of 0.019 while trust sub-challenge has the lowest
difference of weight of -0.018. Generally speaking, all the differences are minute and

negligible. By virtue of their ranking, There was accuracy in ranking of 25%.
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Chapter Five

Conclusion

5.1 Summary of Findings

The main objective of this thesis work is to design and develop a real-world prototype system
that can be used as a support tool to prioritize or rank the numerous challenges and sub

challenges of IoT technology adoption and development faced by govemmenta%i non-

(O

The decision to prioritize challenges becomes handy particularly @\&he challenges are

governmental organizations.

numerous, but the available human and non-human resource use in solving these
challenges at a time are limited in supply. In such situatio nges that are most important

to solve, yes less difficult to solve are expected to@ccorded higher priority over their

®%

Unfortunately, this kind decision making“m\institutions with multiple criteria to be considered

competing alternatives.

by multiple decision stake holdeléiéq?ire advanced methods and tools. Research has shown
that real-world decision su@ools for this specific support type is seemingly limited in

supply, hence the pro& Multi-criteria decision support tool for prioritizing challenges of

internet of thin@“}

The devel@ystem was subjected to two categories of tests namely:

Y,

e System usability test

option and development.

e  Output data accuracy test

In testing for the system usability, targeted user experience tests questions were formed.
Microsoft forms online survey tool was used to design and despatch the user feedback

questionnaire to target users in who interacted with the prototype Multi criteria decision
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support system (MCDSS). Appendix II shows summary of feedback downloaded from the

Microsoft website.

In testing for output data accuracy, the same input dataset extracted from the baseline research
was used as input data in the designed MCDSS. Output weights of the challenges and sub-

challenges were printed from the system based on the input dataset adopted.

The output weights of IoT challenges/sub-challenges obtained from the system was dompared

with output obtained in the baseline research. OQ

5.2 Conclusion
Summary from the system usability test feedback from test u@%ﬂeracted with the

system can be analysed as follows O

o Total Number of completely filled feedback form%g

o Size of institution: 11 — 50 b’b

. Gender distribution: 1 Female, 5 Male{Q’b

o Description of observed system‘c\ 1ty Very good = 2, Exceptional = 2, Excellent = 1
o Level of satisfaction witl&l@stem workflows: 5 (on a scale of 1-5)

o No of bugs found: Q\

. No of errors gc& 0

Based on thg,re obtained from the system, for the main IoT challenges, technological
challen@h computed weight of (0.230) or factor is the most prioritized main challenges
follo&by privacy and security (0.226) main challenge. However, cultural challenge (0.169)
is the least prioritized based in its weight.

There was 100% ranking similarity between the output from MCDSS and that of the baseline
research.

Analysis of the system output for sub-challenges of each of the main challenges has it that:
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For technological sub-challenges, Architecture with local weight of 0.196 is the most
prioritized, followed by Ubiquitous sub-challenge which has local weight of 0.168. in
the same vein, hardware (0.150) is the least influential sub challenge of technological
factor.

For Privacy and security sub-challenges of IoT, data confidentiality with local weight
of 0.224 is the most prioritized, followed by network security sub-challenge which has

local weight of 0.221. in the same vein, IoT devices safety (O.ISO)Q% least

prioritized sub challenge of privacy and security factor. ( O
They system output for legal and regulatory sub-challenges s at data usage with
local weight of 0.227 is the most prioritized sub-challeng owed by Cross boarder

data flows and Global cooperation sub-challenge @@as local weight of 0.214. in

the same vein, liability sub-challenge of legaQ@ regulatory (0.174) is the least

prioritized. ’66

It was observed that, for sub-challerﬁ\\Qf business, business model with local weight
of 0.291 is the most prioriti.@%challenge, followed by investing sub-challenge
which has local weig%@ZSQ Similarly, customer expectation sub-challenge of
business (0.220%7®ast influential/prioritized.

For cultur@k&:hallenges, It was seen that education and training with local weight
of 0.30 the highest priority, followed by trust sub-challenge which has local

v&}%‘ of 0.238. Similarly, vandalism sub-challenge (0.226) is the least prioritized.

In general, the observed similarity in ranking between the output of this MCDSS and the

result obtained in the baseline research was averaged at 80%.

Based the above, it can therefore be concluded that, the system was well accepted by the

sample test users. The comparative output similarity was significant enough for the system to

be adopted for prioritizing challenges of [oT technology adoption to be solved.
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5.3  Recommendations
e The prototype system designed and developed in this thesis work is limited to
prioritizing only challenges IoT technology adoption and development. More work

can be done using the same technique to make it dynamic enough to be applicable to

D

This thesis aims to contribute to the embodiment of knowledge by egmg up with the

other areas where items need to be ranked.

5.4  Contribution to Knowledge

limitations of lIoT based challenges prioritization approaches gam@e literature.

Tools, Multicriteria decision making analysis method used oprnent procedures adopted
among others that are used to arrive at a real-world, U@ndly decision support system in

this thesis work would add to the existing embodir@f knowledge.

(o

This thesis work would form the bases }bg ore improved research on IoT challenges

prioritization decision support tools. C§
5.5  Suggested Area of ﬂ:&gﬁ%esearch

The use of the pr(;ge ystem designed and developed in this study work is limited to
prioritization of challenges that institutions face in their effort to adopt and/or use IoT
technolog% s application to areas other than IoT technology adoption and utilization

challe\&&s currently nearly impossible.

In the light of the above, it is hereby suggested that further studies be carried out with a view
to expanding the scope and capability of the prototype system to other key areas of
technology, administration, business, etc where multi-stakeholder strategic, tactical, and

operational decisions need to be simplified, unbiased and accurate.
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Step 1

Right-click on your ASP.NET MVCS5 application inside Visual

"Publish".

Appendices

Deployment i

i,

Q
X

d then click

Build

Debug  Test

Analyze

- | [Debug

| [Any cPU

MNewdawn Alex

Extensions ~ Window Help | Search (Ctri+0)

£ | ayubsweb — (o= >

Build
Rebuild
Clean
View

Analyze and Code Cleanup

~| B IS Express (Google Chrome) - [> ¢ - U - | BB B <

| Live Share A&

Solution Explorer

afleo--0EE]| =

-

-

~ o x

Al

on Explarer (Ctrl+;)

n 'ayubaweb’ (1 of 1 project)

IConnected Services
Properties

Publish...

eferences

Configure Application Insights...
Owerview

Scope to This

Mew Solution Explorer View
Add

Manage NuGet Packages...
Manage Client-5ide Libraries...
Set as Startup Project

Debug

Initialize Interactive with Project
Cut

Paste

Remove

Rename

Unload Project

Load Direct Dependencies

Load Entire Dependency Tree
Copy Full Path

Open Folder in File Explorer
Open in Terminal

# Properties

Ctrl+X
Ctrl+V
Del

F2

Alt+Enter

£

App_Data
App_Start
lassets
Controllers
Models

Wiews

(Global asax
packages.config
Web.config

ect Properties -

nent Server o
rt When Debu True

us Authentical Enabled

Pipeline Mode Integrated

ed False

t When Debugging
| Web server even when not the startup project

Control = € S

to see lodgements from Billiri Branch
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F; “B
[l Pick a publish target I
Ll
P Lo
' 3] App Service 1S, FTP, Web Deploy |
P Seruire Virtial Machines Publish your app using Web Deploy or file transfer
[ s FTPR, etc T @® Configure
e Folder
l
‘f!
Get additional publishing targets
Import Profile... Publish |~ || cancel | ‘
Publish immediately | ]
Create profile "
Now, the "IIS" option was selected from the left menu and click ”Cre@&ﬁle" button was
pressed.

Step 3

The publish method was changed to "Web Deploy
location was provided, then the "Next" button wa

Q

ed.

(o

&» Publish

Settings

CustomProfile *

Publish method:

| Web Deploy Package

N

" and the MCDSS package

Package location: w&;l&op\AK\Test.zip "-./

Site name: kg D ': t .'.- :

Step 4

The "Save” button was clicked on the next screen.
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&» Ppublish

Connection CustomProfile *

Configuration: | Release ¥

~ | File Publish Options
[1 Precompile during puklishing

[] Exclude files from the App_Data folder

D b . — I'S)

& Mo databases found in the project

S
Mext > | | Save “’1 | Cancel
N4

Step 5 Q

Next, the "Publish" button was pressed on the publ reen.

AN

Overview

Publish

Connected Services

ren Bublich-yourapp to Azure or anothes Fost: Lesrrmore
[ CustomProfile . Publish \_/

MNew Profile... Actions =

‘WebPublishMethod Package Preview...
LastUsedBuildConfiguration Release Configure...
LastUsedPlatform x86

LaunchSiteAfterPublish True

ExcludeApp_Data False

DesktopBuildPackagelocation C\Users\Asma Khalidh\Desktop\ Ak Test.zip
PackageAsSingleFile true

Continuous Delivery

Automatically publish your application to Azure with continuous delivery

Configure

Show output from:  Build - et e
========== Byild: 1 succeeded, @ failed, @ up-to-date, @ skipped ==========
========== Publish: 1 succeeded, @ failed, @ skipped ==========
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At this stage the web application deployment package got stored as ".zip" file on the target

location.
» AK
Narme Date modified Type Size
fess /
B Testaip T5/20191225PM  WinRAR ZIParchive  9.277KB
ds ¢
Step 6 0

"Internet Information Services (IIS) Manager" was run he web server computer.

Step 7

6’6

Al Apps Documents Settngs

Bast match
Internet Information Services (115)
Manager \/// =¥
App

Search the web

L2 s - see web results

0 iis server

2 is manager

L2 lisuperwamanii

o)

iisreset >

4 Internet Information Services (IIS) 6.0
Manager

Folders (1+)

Documents (1+)

L2 i

o Open

% Run as administrator

&3 Pin o Stan

1 P o taskbar

Internet Information Services (I15) Manager

Open file location

The "Application Pool" was right-clicked and then "Add Application Pool" was selected.
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Step 8

The application pool name was provided and
the settings were made as shown below, and
then the "OK" button was clicked.

Mame:

[Test

; Intcgr_ated

MET CLR version:
I.NFI' CLR Version v4.0.30319 J

Managed pipeline mode:

i |

[ Start application pool immediately

Cancel

3 » DESKIOR-DSTFTU » Application Pools

Step 9

Application Pools

| prove selatn among dferert applicatns.

Next, on "Sites", "Add nsimtrs

v
o ’ o I
WebSIte was Clleed | Reen St NETCLRV.. Monaged Pipel.. ideriity applcstions

|@ AdFPSte. Stted 20 Integuted  ApplicationPoolid.. 0

: D AddWebStetrom Galey Classic  Stated V20 Classic ApplicationPoolid..

- Stated V40 Integrated ApplicationPoold... 0

i Switc to ContentView Clssic Stated WD Classic ApplicationPcolid... 0

T T Chsic NET Ap.. Stated 120 Classic Applicaicnecld.. D

(D0chauhpposl  Ststed A0 Integrated ApplicstionPosld.. 1

et Stoted V0 Integrated pphcationPoclld... §

’ P




Step 10 —_————

Site name:

On "Add Website" window, the “C —— | [pefsutapproo
onten irectory

initially created application pool was Physical pat
selected; |

Select... \/

Pass-through authentication

Connect as... Test S

Binding
Type: IP address: Port:
http v All Unassigned v| |80 |
Application pool: |Hm"am |
Defa uﬁ:ﬁ\ppp Uﬂl A Example: www.contose.com or marketing.contoso.com
NETv20
MNET w20 Classic
NET 45 {
MNET 4.5 Classic
Classic NET AppPool
DefaultAppPool

Start Website immediately

Cancel

A4

o —

Site name:

Select...

i App pook:
Configuratiopgettifigs were L | [fes o
pI'OVided % d Website" Content Directary

scree@

Physical path:

o
Desktop' AK\Deploy \/ |

Pass-through authentication

': Connect as... ':Test Settings...
. . Binding
An empty WebSIte 1S nOow Type— ) IP address: Port:
created on the server as shown [t RS o]
Host name:
|www.testfdeploy.r_om| S |
0 @ ETORADISITY & Sw e Tem b

Example: www.contoso.com or marketing.contose.com
Hie i g

- g TostHome
-. ] DR IDNTFRL ST

3 pplurian booin s
v & A
A Dt Vel St L F& 1
T ] &

T HET Y [ve
Badborol . Compiston  Pagn
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@ .ﬁ - Start Website immediately
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below:

Step 12 [remaitomaionsenee i Monise ]

‘e = & » DESKTOP-1DSTFTU » Sites » Test »

File View Help

On the "Test" site "Deploy- Connections @ TestHome

sl

: : " &
>Import Application" was O DESKIOP-HOSRET D ESKT) : v
p pp i~ Applicstion Pools Filter: - W Go - EShowAll | Group by: Area
selected: =gl e = S g
. . & Default Web Site e & y ’ rl
D T i [ @ o=
& Bplore NET Errer NET NET Profile
Edit Permissions... lation  Pages  Globalization
E?  Add Application... & |
w0 Add Virtual Directory... 1
Edit Bindings...
Manage Website s =
@3 Refresh ffﬂi \%
K Remove tic... Authorizat... Gl Compression
LA b Rules D
Add FTP Publishing. iy
| Install Application From Gallery g” = q';;%
Deploy v || 2 install Application From Gallery i
RERBHIE 48  Export Application...
Import Application...
[ Switch to Content View i e e oo v |
— 2 Delete Web Site and Content
Configurat... w
Editor Play| & Recycle..

GU
®%
Step 13 o s&

On the "Select Package"

screen, the location path of <]
the published ".Zip" web m Select the Package

application file and waQ
provided.

© & Specify the location of the package (for example, C\WebApplication.zip).
< \ Package path:

meshop\ﬁ\l{\hmip f | | Browse...

Previous | Net Finich Cancel
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Step 16 [t~ e ]

Ei J Installation Progress and Summary

On clicking a finish
button, the web .
. . ummary | Details
appllcatlon was Created: The package was installed successfully.
The following actions were performed:
\Added & Directories.
(Added 98 Files.

L

Previous 1 Nt | Finish Cancel

Ei J Enter Application Package Information
Enter information that is required to install this package:

Application Path

Full site path where you want to install your application (for example, Default Web Site/Application).

Test/ ||

r 4
Previous ' Finish | Cancel
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Appendixii - System Usability Feedback Summary

‘Multi-criteria Decision support System (MCDSS) -
System Usability Feedback Form Q\
\

5 03:55 Active

Responses Average time to complete Status

1. Email Address

Latest Responses

5 "dpeter@gmail.com”

Responses “alexnasiruf8@gmail.com”
"floni@gmail.com”

2. Your Qrganization

Latest Responses
5 “Elatech IT Solutions"

Responses “Elgtech IT Solutions"
“Elatech. /T Solutions"

3. Whats your job title in your organization

Latest Responses

5 "Technical Consulfant”
Responses “Software Developer”
*Database Administrator”
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4. Briefly describe the main services/products that your organization offer

5

Responses

5. Gender

® Mak

® remae

6. How old are you?

® =z
$ x4
® s
® 5565

§ ‘fbovess

Latest Responses
"Software design”
“IT Solutions”
IT solutions Development”
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7. What's wour highest level of education?

@® rho o
hastar (4]

L=

& rcoD 2
Bachelor 1

L ]

@ HND 1
] 1

8. What is the size of your organization?

@ 1-10Emplovess 1
@ 11 -50Employees 4
@ 51 - 200 Employees o
@ 201 - 500 Employees 0
@ Above 500 Employees o

9. How would you describe this product to someone

@ Poor Q
@ rair 4]
@ Good a
@ ‘erygood 2z
@ Exceptional 2
@ EBc=lient 1
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10, What was vour favorite aspect of the product?

@ User account creation ]

@ User prafile crestion, update an.. 0

@ Organzaton creation, update a..

@ Ivtation of decision siygebald. 1 \
@ The decsion stakeholder gudbat. 0 Q

)

@ The stakeholder profile update .. @

. Stakeholder experiences on the .. 1

@ Admin experiences on the gagug. ©

@ Al of the sbove 1

11, How satisfied are you with the available workflows?

3
2

440
Average Rating :
0

12, Do you like the interface? |5 it easy to use?

P e 5
$ ho i
§ Mate i
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13. What do you think about how information and features are laid out?

2
Fair ]
®
Poor i
@ \
@ Very good 1 1 2
)
@ Eoceptions 1
Good 1
L
Excellent P
@
0

14, If you could change one thing about the website or app, what would it be?
@ User account creation 0

@ User profile creation, update an.. 0
@ Organization creation, update a.. 0
. invitation of decision gigehald-- 0 2
@ The decision stakeholder iggitati,. 1
@ The stakeholder poofile update . 1
. Stakeholder experiences on the ..

@ idmin expesiences on the gaby.. ©

@ tone i

15. What one thing are you most excited about with the website or app? Why?

Latest Responses
5 It i5 easy o uee"
Responses "The output result’
“lits, user frignaly”
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16, Would you recommend this product to a friend or colleague

@ ve 5
® no i
@ waybe Q Q\

17, Kindly list items that was not displaying properly

Latest Responses
4 Ao
Responses S—

18. Kindly list errors ocbserved during the process of the guestionnaire completion

Latest Responses
4 Yo
Responses “Mone"

19, Which function did not work properly

@ useraccount creation

3
. User profile creation, update an... @
@ Organzation creation, update a..
@ invitation of decision sakehold-. T !
. The decision stakeholder igyikak,.- T
@ The sizkehalder profile update .. D 1
@ Stskeholder experiences onithe .. D
@ Admin experiences on the galyg.. ©

o

. Hone 3

v
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Appendix iii :

Some Questionnaire User Interfaces on Challenges and Sub-

Challenges of IoT Technology Adoption

Compa

o ol Main Challenges

Technological Importance pairwise comparison

Quuestionnaire

Dashboard / Questionnaire

Technological Main Challenges
Kindly select your preferences regarding most important to solve, yet less difficult main

challenges that

hinders/slow down your institutions ability to adopt/promote Technologies of

Inmtermet of Thimgs (1laT) owver time.

Question 1

Queestion 2

Question 3

Question 4

Howw important is it to solve technological challenges compared to privacy >
and security challenges

Weakly more important —

Howw important is it to sohve technological challengss compared to Legal
and regulatory challenges

Egually important —

Howw important is it to salve technological challengess comparaed to Business
challenges?

Very strongly more important -

Howwr important is it to sohve technological challenges compared to cultural
challenges?

Weakly more important —

Technological challenges Difficulty pairwise comparison

Questionnaire

Dashboard / Questionnaire

Technological Main Challenges

Kindly select youwr preferences regarding most important 1o solve, yet less difficult main
challenges that hinders/slow dowrn your institutions ability to adopt/promote Technologies of
Intermet of Things (loT) over time.

Suesticn 1

Gheestion 2

Guestion 3

Question 4

Howe difficult is it to solve technological challenges compared to privacy
and security challenges?

Swongly more difficult S

Howe difficult is it to salve technological challenges compared to legal and
regulatory challenges?

Wery strongly more difficult R

Howw difficult is it to solve techmological challenges compared to business
challenges?

Weakly more difficult b

Hoowe difficult is it to solve technological challenges compared to Culmural
challenges?

Absolutely more difficult -
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Guestionnaire o loT Main Cha

Privacy & Sec. Importance pairwise comparison
Qluestionnaire
Dashboeard J Questionnaire

Privacy & Secwurity Main Challenges

Kindly select your preferences regarding most important 1o solve, yet less difficult main
challenges that hinders/slows dowen your institutions abkility to adopt/promote Technologies of
Intermet of Things (loT) owver tirme.

Question 1 Howw important is it to solve Privacy and security challenges compared 1o
technological challenges?

Strongly more important -

Question 2 Howw important is it to solve Privacy and security challenges compared to
legal and regulatory challeng=s?

Egually important R

Question 3 How important is it to solve Privacy and security challenges compared to
business challenges?

Weary strongly mors important R

Queation 4 Howw important is it to solve Privacy and security challenges compared to
Cultural challenges?

Just Equal R

Privacy & Security Difficulty pairwise comparison
Questionnaire
Dashboard ¢/ Questionnaire

Privacy B Security Main Challenges

Kindly select your preferences regarding most important to solve, yet less difficult main
challenges that hinders/slow doswn your institutions ability 1o adopt/promote Technologies of
Intermet of Things (loT) over time.

Quastion 1 How difficult is it to solve Privacy and security challenges compared to
technological challenges?
Egually difficuh R
Question 2 Howw difficult is it to sohee Privacy and security challanges compared to

legal and regulatory challenges?

Stwongly more difficult e

Question 3 Howw difficult is it to solve Privacy and security challenges compared to
business challenges?

Strongly more difficult S

Question 4 Howe difficult is it to solwe Privacy and security challenges compared to
Cultural challenges?

Strongly more difficult R



Comparision Questionnaire to loT Main Challenges

Legal importance pairwise comparison Questionnaire
Crashboard / Questionnaire

Legal Main Challenges

Kindly salect your preferences regarding most important to solve, yet less difficult main
challenges that hinders/slew down your institutions ability to adopt/promote Technologies of
Intermet of Things (loT) over time.

Howw important is it to sobve legal and regulatory challenges compared

Cheestion 1
technological challanges?
Weakly more important R ’
Question 2 How important is it to solve kegal and regulatory challenges compared wo
privacy and security challenges?
Swongly more important L
Question 3 How important is it to solve lbegal and regulatory challenges compared to
business challemges?
Weakly more important R
Guestion 4 How important is it to sobee legal and regulatory challenges compared 1w

Cubtural challenges?

Absalutely more important R

Legal Difficulty pairwise comparison Questionnaire
Drashboard f Questionnaire

Legal Main Challenges

Kindly salact your preferences regarding most important 1o solve, yet less difficult main
challenges that hinders/slow down your institutions ability to adopt/promots Technologies of
Intermet of Things (loT) ower time.

Howw difficult is it 1o solve legal and regulatory challenges compared 1o
techmnological challenges?

Cheestion 1

Wieakly more difficult R

Howw difficult is it 1o solve legal and regulatory challenges compared 1o
privacy and security challenges?

Cluestion 2
Weakly more difficule b

Quoation 3 How difficult is it 1o solve legal and regulatory challenges compared 1o
business challenges?

Wery strongly more difficult R

Question 4 Howw difficult is it 1o solwe legal and regulatcry challenges compared 1o
Cubtural challenges?

Swongly more difficult -
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Business importance pairwise comparison
Quuestionnaire

Dashboard / Questionnaire

Business Main Challenges

Kindly salact your praferances ragarding most important o solve, vet lass difficult
main challemges that hinderssAslow down your institutions ability to adopt/promote
Technologies of Intermet of Things (loT) owvar timse.

Howw important is it to sohve business challenges compared to
tachnological®

Question 1

Waakly more important -

Howw important is it to sobve business challenges compared to
privacy and sacurity challenges challengaes?

Queastion 2

Strongly more important R

Howw important is it to sohve business challenges compared to
lagal and ragulatory challanges?

Question 2

Wary strongly morse important R

Howw important is it to sohes business challanges compared to
Cultural challenges?

Questicn 4

Strongly more important -

S

Business Difficulty pairwise comparison
Quuestionnaire

Dashboard / Questionnaire

Business Main Challenges

Kindly select your preferenceas regarding meost important 1o solve, yet lass difficult
main challenges that hinders/slow down your institutions ability 1o adopt/promote
Technologies of Internet of Things {(IoT) over Time.

Howw difficult is it to sobve business challenges compared to
technological?

Quostion 1

Equally difficult T

Howw difficult is it to sobhwe business challenges compared to
privacy and security challenges challengas®

Queastion 2

Wary strongly more difficult -

Quastion 3 Howwr difficult is it to sobhve businass challenges compared to lagal
and regulatory challanges?

Strongly Mmora difficult b

Howw difficult is it to solve businaess challenges compared to
Cultural challenges®

Quastion 4

Absolutaely more difficult —
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L e N e RN R R

Cumpansrnn Questionnaire to loT Main Challenges

Cultural Difficulty pairwise comparison
Questionnaire
Dashboard / Questionnaire

Cultural Main Challenges

Kindly salect your prefarences regarding most important to solve, yet lass difficult
main challenges that hinders/slow down your institutions ability to adopt/promote
Technologies of Intemnet of Things (loT) ovar time.

Guostion i How difficult is it to solve cultural challenges comparad to
tachnological challangaes?

Just Equal W

Quastion 2 How difficult is it to solve cultural challenges comparad to
privacy and security challenges?

Strongly more difficult w

How difficult is it to solve cultural challenges compared to legal

Guestion 3
and regulatory challenges?
Very strongly more difficult w
Guostion 4 How difficult is it to solve cultural challenges compared to
business challengas?
Equally difficult A
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Hardware Importance pairwise comparison
Questionnaire
Dashbeoard / Questionnaire

Technological - Hardware Sub-Challenges
Kindly selact your preferences regarding most important to solve, yet less difficult )
Technology based sub-challenges that hinders/slow down your institutions ability to

N
adopt/promate Technolegies of Internet of Things (loT) over time.

- How impartant is it to solve Hardware sub-challenges compared
to Fault Tolerance sub-challenges?

Weakly more important i

Question 2 How impartant is it to sohe Hardware sub-challenges compared
to Device sub-challanges?

Vary strongly more important W

Clansiion 5 How impartant is it to solve Hardware sub-challenges compared
to Architechture sub-challanges?

Vary strongly mora important W

Chisstion & How important is it to solve Hardware sub-challenges compared
to Ubiguitows sub-challenges?

Strongly more important W
G How important is it to selve Hardware sub-challenges compared
to Addressing sub-challenges
Vary strongly more impaortant A
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Hardware Difficulty pairwise comparison
Questionnaire
Dashbeoard / Questionnaire

Technological - Hardware Sub-Challenges \
Kindly select your preferences regarding most important to solve, yet less difficult

Technology baszed sub-challenges that hinders/slow down your institutions ability to Q
sdopt/promote Technologies of Internat of Things (loT) over time. >

Question 1 How: difficult is it to solve Hardware sub-challenges compared to
Fault Tolerance sub-challenges?

Just Equal w

How difficult is it to solve Hardware sub-challenges compared to

Guestion 2
Device sub-challanges?
Strongly more difficult ~
Quiastion 3 Howe difficult is it to solve Hardwars sub-challenges compared 1o
Architechture sub-challanges?
Absolutely more difficult A4
Question 4 How difficult is it to solve Hardware sub-challenges compared to
Ubiquitous sub-challenges?
Strongly more difficult w
Quastion 5 Howe difficult is it to solve Hardwars sub-challenges compared to

Addresszing sub-challenges

Very strongly more difficult w

Naxtsss
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— Comparision Questionnaire to Technology Sub-challenges

Fault tolerance importance pairwise comparison
Questionnaire
Dashboard / Questionnaire

Technological - Fault Tolerance Sub-Challenges

Kindly select your preferances regarding most important to solve, yet less difficult Technology

based sub-challenges that hindars/slow down your institutions ebility wo edopt/promote 2
Technologies of Internet of Things (loT) over time.

How important is it to sohwe Fault Tolerance sub-challenges compared to

Guestion 1
Hardware sub-challenges?
Strongly more important L
Question How important is it to solve Fault Tolerance sub-challenges compared to
Device sub-challanges?
Equally important L
e AR How important is it to sohwe Fault Tolerance sub-challenges compared to
Architechture sub-challanges?
Absclutely more important W
Question 4 How important is it to sobwe Faul Tolerance sub-challenges compared to
Ubiquitous sub-challenges?
Waakly more important L]
Chisaiion s How important is it to solve Fault Tolerance sub-challenges compared to

Addressing sub-challenges

Strongly more important L
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= Comparision Questionnaire to Technology Sub-challenges

Fault tolerance Difficulty pairwise comparison
Questionnaire
Dashboard / Questionnaire

Technological - Fault tolerance Sub-Challenges
Kindly select your preferences regarding most important to solve, yet less difficult Technology \
based sub-challenges that hinders/slow down your institutions ability to adopt/promote
Technologies of Internst of Things (loT) over time.

How difficult is it to sohwe Faul Telerance sub-challenges compared to
Hardwrare sub-challenges?

Cluestion 1

Weakly more difficult W

How difficult is it to solwe Fauk Telerance sub-challenges compared to
Device sub-challanges?

Cluestion 2

Strongly more difficult R

How difficult is it to solve Fauk Tolerance sub-challenges compared to
Architechture sub-challanges?

Cluestion 3

Strongly more difficult W

Question 4 How difficult is it to solve Fault Tolerance sub—<hallenges compared to
Ubiquitous sub-challenges?

Very strongly more difficult W

How difficult is it to solve Fault Telerance sub-challenges compared to
Addressing sub-challenges

Question 5

Very strongly more difficult W
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= Comparision Questionnaire to Technology Sub-challenges

Devices importance pairwise comparison Questionnaire
Dashboard / Questionnaire

Technological - Devices Sub-Challenges

Kindly select your preferences regarding most important to sclve, yet less difficult Technology
baszed sub-challenges that hinders/slow down your institutions ability to adopt/promote
Technologies of Internat of Things (loT) over time.

Queation Howy imiportant is it to sobve devices sub-challenges compared to
Hardware sub-challenges?

Weakly more important W

How important is it to sobve devices sub-challenges compared to Fault
Tolerance sub-challanges?

Cluastion 2

Waakly more important L

Guestion 3 Howy imiportant is it to solve devices sub-challenges compared to
Architechture sub—challanges?

ery strongly more important e

Chisemricin & How important is it to solve devices sub-challenges compared to
Ubiquitous sub-challenges?

Very strongly more important W

How important is it to solve devices sub-challenges compared to
Addressing sub-challenges

Cuestion 5

Absolutely more important i
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=  Comparision GQuestionnaire to Technology Sub-challenges

Devices Difficulty pairwise comparison Questionnaire
Dashboard / Questionnaire

Technological - Devices Sub-Challenges

Kindly sslect your preferences regarding most important 1o solve, yet less difficult Technology
based sub-challenges that hinders/zlow down your institutions ability 1o adopt/promote \
Technologies of Internet of Things (loT) over time.

How difficult is it to solve devices sub-challenges compared to Hardware

Guestion 1
sub-challenges?
Strongly more difficukt W
Question 2 How difficult is it to solve devices sub-challenges compared to Fault
Tolerance sub-challanges?
Equally difficult W
Qisation® How difficult is it to solve devices sub-challenges compared to
Architechture sub-challanges?
Waakly more difficult W
Glisiaticie & How difficult is it to solve devices sub-challenges compared to Ubiguitous
sub-challenges?
Weakly more difficult W
Guostion 5 How difficult is it to solve devices sub-challenges compared to Addressing
sub-challenges
Strongly more difficult b
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=  Comparision Questionnaire to Technology Sub-challenges

Architecture importance pairwise comparison

Questionnaire

Dashboard / Questionnaira

Technological - Architecture Sub-Challenges \
Kindly select your preferances regarding most important to solve, yet less difficult Technelogy '
based sub-challenges that hinders/slow down your institutions ability to adopt/promote v

Technologies of Internat of Things (laT) over time.

Cluestion 1

Cluestion 2

Cuestion 3

Cluastion 4

Gluestion 5

How important is it to solve Architechture sub-challenges compared to
Hardware sub-challenges?

Waskly more important W

How important is it to solve Architechture sub-challenges compared to
Fault Tolerance sub-challanges?

Very strongly more important W

How important is it to solve Architachture sub-challenges compared to
devices sub-challangas?

Strongly more important v

How important is it to solve Architechturs sub-challenges compared to
Ubiquitous sub-challzngas?

Equally important v

How important is it to solve Architechture sub-challenges compared to
Addressing sub-challenges

Absolutaly more important v
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= Comparision Questionnaire to Technology Sub-challenges

Architechture Difficulty pairwise comparison

Questionnaire

Dashboard / Quastionnaire

Technological - Architecture Sub-Challenges

Kindly select your preferences regarding most important to solve, yet less difficult Technology A
based sub-challenges that hinders/slow down your institutions sbility 1o sdopt/promote
Technologies of Internet of Things (loT) over time.

Cuestion 1

Clusstion 2

Cluesticn 3

Guestion 4

CGluastion 5

How difficult is it to sobwe Architechture sub-challenges compared to
Hardware sub-challenges?

Weakly more difficult W

How difficult is it to solve Architechture sub-challenges compared to Fault
Tolerance sub-challanges?

Strongly more difficult W

How difficult is it to solve Architechture sub-challenges compared to
devices sub-challanges?

Vary strongly more difficult i

How difficult is it to sobve Architechture sub-challenges compared to
Ubiquitous sub-challenges?

Absclutely more difficult W

How difficult is it to solve Architechture sub-challenges compared to
Addressing sub-challenges

Just Equal w
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= (Comparision Questionnaire to Technology Sub-challenges

Ubiquitous importance pairwise comparison
Questionnaire
Dashboard / Questionnaire

Technological - Ubiquitous Sub-challenges

Kindly select your preferences regarding most important to solve, yet less difficult Technology
based sub-challenges that hinders/slow down your institutions ability to adopt/promote
Technologies of Internet of Things {loT) over time.

Hew important is it to solve ubiquitous sub-challenges compared to
Hardware sub-challenges?

Question 1

Weskly more important W

Hew important is it to solve ubiquitous sub-chellenges compared to Fault
Tolerance sub-challanges?

Guestion 2

Very strongly more important W

Howy important ia it to solve ubiguitous sub-challenges compared to
devices sub-challanges?

Question 3

Very strongly more important b d

Question & How important is it to sofve ubiguitous sub-challenges compared to
architechture sub-challenges?

Absolutely more important W

Heow important is it to solve ubiquitous sub-challenges compared to
Addressing sub-challenges

Cuestion 5

Strongly more important W
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= Comparision Questionnaire to Technology Sub-challenges

Ubiquitous Difficulty pairwise comparison Questionnaire
Dashboard / Questionnaira

Technological - Ubiquitous Sub-challenges

Kindly select your preferences regarding most important to solve, yet less difficult Technology
based sub-challenges that hinders/slow down your institutions ability to sdopt/promote
Technologies of Internet of Things (laT) over time.

How difficult is it to solve ubiquitous sub-challenges compared to
Hardware sub-challengas?

Cluestion 1

Just Equal W

How difficult is it to solve ubiquitous sub-challenges compared to Fault
Tolerance sub-challanges?

Gluestion 2

Equally difficult v

Question 3 Haoww difficult is it to solve ubiquitous sub-challenges compared to devices
sub-challanges?

Strongly more difficult R

How difficult is it to solve ubiquitous sub-challenges comparad to
architechture sub-challenges?

Cluestion 4

Yery strongly more difficult W

How difficult is it to sobve ubiquitous sub-challenges compared to
Addressing sub-challenges

Cluestion 5

Absolutely more difficult v
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= Comparision Questionnaire to Technology Sub-challenges

Addressing importance pairwise comparison
Questionnaire
Dashboard / Guestionnaire

Technological - Addressing Sub-challenges \
Kindly select vour preferences regarding most important to solve, yet less difficult Technelogy
based sub-challenges that hinders/slow down your institutions ability to adopt/promote
Technologies of Internet of Things (loT) over time.

How important is it to solve addressing sub-challenges compared to
Hardware sub-challanges?

Cuestion 1

Waakly more important W

Chication 3 How important is it to solve addressing sub-challenges compared to Fault
Tolerance sub-challanges?

Absolutely more important W

How important is it to solve addressing sub-challenges compared to
devices sub-challanges?

Cluestion 3

Equally important W

Chisiticis & How important is it to solve addressing sub-challenges compared to
architechture sub-challenges?

Strongly more important W

How important is it to solve addressing sub-challenges compared to
ubiquitous sub-challenges

Gluestion 5

Abszolstely more important W
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Appendix iv - Some Basic Code Snippets

1. Dashboard Controller Code Snippets

e AR o

—_
— O

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

29

39.
40.
41.
42.

30:

3?:6 !

¢
34:
35.
36.

37.
38.

using System;
using System.Collections.Generic;
using System.Ling;
using System.Web;
using System.Web.Mvc; Q
using ayubaweb.Models; ( 0
using System.Net.Mail;
using System.Text; 6\
namespace ayubaweb.Controllers 0 E
{
public class DashboardController : ControlleQ
{
AyubawebContext db = new Ayub ontext();
//AyubawebContect db =n @awebContect();
// GET: dashboard \
public ActionResult éﬁé@()
{
if (Session[" &n"] I=null)
{
re%@wo;
} s )
(J return Redirect("~/Thesis/Index");

——

public ActionResult InviteByEmail() {
if (Session["Admin"] != null)
{

List<EmailRecords> EmailList = new List<EmailRecords>();

EmailList = db.EmailConfirmations.Select(a => new EmailRecords
{ Email = a.Email, Emailld = a.Emailld, Active = a.Active, DateRegister =
a.DateRegister }).ToList();

ViewBag.EmailList = EmailList;

return View();

}

else
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43. {

44, return Redirect("~/Thesis/Index");

45. }

46. }

47.

48. [HttpPost]

49. [ValidateAntiForgeryToken]

50.

51. public ActionResult InviteByEmail(InviteEmails Items)

52. {

53. EmailConfirmation em = new EmailConfirmation();

54.

55. try \

56. { Q

57. List<EmailRecords> EmailList = new List<EmailRec

58. EmailList = db.EmailConfirmations.Select(a => ne ailRecords
{ Email = a.Email, Emailld = a.Emailld, Active = a.Active &Register =

a.DateRegister }).ToList(); Q

59. ViewBag.EmailList = EmailList; %
60. 0

61. if (ModelState.IsValid)

62. { Q

63. em.Email = Items.Email; Q

64. em.Active = 0;

65. em.DateRegister = DateTime .ToString();

66. db.EmailConfirmati em);

67. db.SaveChanges(); \

68. if ((int)em.Emaill )

69. //sending emal q&

70. var from = | xly@minpip.com";

71. MailMe ail = new MailMessage();

72. mail.T&Items.Email);

73. ? m = new MailAddress(from);

74. ail.Subject = "Challenges of [oT Adoption";

75. var emailconv = Stringbyte Convertion(Items.Email);

76. . @ring Body = "<div><h3>Hi</h3><p>Stakeholder Participation
I Vi&inl'

77. +"Letter</p><p align=\"justify\">You have been requested to

y participate as a stakeholder in making choices"
’Q/ +"among challenges/factors that are affecting the company’s
N ability "

79. +"to fully adopting one or more of the numerous technologies
that uses "

80. +"or connects to the internet either directly or indirectly "

81. +" to contribute in the operations of the company.</p>"

82. + "<p align=\"justify\">The process involves completing
structured "

83. + "questionnaire on your preferences regarding "

84. +"most important, yet lest difficult among major"

85. +"challenges/factors that affect adoption of technologies"

86. +"of internet of things by your institution/company. "
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87.

88.

89.
90.

91.
92.

93.
94.
95.
96.
97.
98.
99.

100.
101.

%6 else

+ "</p>Your participation in the as a stakeholder in this decision
event will be of great"

+"importance to assist the company in ensuring that it channels
its limited resources in solving"

+"challenges/factors that are most important yet less "

+"difficult to solve to cut up expenses and enhance its
productivity."

+ "To begin, please click the link below."

+ "<p><a href=\"http://ocalhost:49700/Participant/getEmail/" +
emailconv+"\" style=\"display:inline-block; font-weight:400; line-height:1.5;
color:#212529;text-align:center;text-decoration:none;vertical-
align:middle;cursor:pointer;-webkit-user-select:none;-moz-user-select:n&user-

select:none;background-color:transparent;border: 1 px solid
transparent;padding:.375rem .75rem;font-size: l rem;border- Q
radius:.25rem;transition:color .15s ease-in-out,background-color @se—in—

out,border-color .15s ease-in-out,box-shadow .15s ease-in-
out;color:#{ff;background-color:#0d6efd;border-color:#0d6¢td;\">Click
Here</a></p></div>";

mail.Body = Body;
mail.IsBodyHtml = true; Q
SmtpClient smtp = new SmtpClient();
smtp.Host = "mail.minpip. %
smtp.Port = 8889;
smtp.UseDefaultCrede %= false;
smtp.Credentials = %

System.Net.NetworkCredential
seders User name and pass

smtp.Se il);
//aﬂ&@ﬂ here

'e?ag.Error = "Record Successful";
*f iewBag.color = "text text-success";

(:\\}'//

/! http://questionnaire.minpip.com/Par@m%getEmail/

"

noteply@minpip.com", "Realtech01"); / Enter

{

\Lrs%. ViewBag.Error = "Invalid Record";
114.
115.
116.
117.
118.
119.
120.
121.
122.
123.

ViewBag.color = "text text-danger";

}

else

{
ViewBag.Error
=bytesString_Convertion("SW52Y WxpZCBJbnB1dA==");

166



124. }

125. /1

126. }

127. catch (Exception ex)

128. {

129. ViewBag.Error = ex.Message.ToString();
130. ViewBag.color = "text text-danger";

131. }

132. return View(Items);

133. }

134.

135. public static string Stringbyte Convertion(string Parameter)
136. { <:§f\\

137. byte[] b = Encoding. ASCII.GetBytes(Parameter);

138. return Convert. ToBase64String(b); 0
139. } (;_,
140.

141. public static string bytesString Convertion(string Pa tet)

144. return Encoding. ASCIIL. GetString(s);

145. } <::>
146.

147 )
148. ’é§;>.

149.} ®
° @
Thesis Controller Code wts
°*§S\

using System; Q
using System.CoNections.Generic;

using Syste q;

using S : ;

usin S@Web.Mvc;

usin%:baweb.Models;
\I@pace ayubaweb.Controllers

142. { ‘$;E=
143. byte[] s = Convert.FromBase64String(Para@te \

public class ThesisController : Controller

{
readonly AyubawebContext db = new AyubawebContext();

// GET: thensis
public ActionResult Index()

{

return View();

}
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[HttpPost]
[ValidateAntiForgeryToken]
public ActionResult Index(Signln Key)

{
if(Key == null)

{

ViewBag.Error = "Sign in info cannot be null";

}
try
{
if (ModelState.IsValid)

{

var login = db.AdminUser. Where(x => x.Username == Key. ame).
Where(x => x.Passwords == Key.Passwords).ToList().Fi

C

if (login. AUTd > 0) '\
{

Session["Admin"] = login.Username;
return Redirect("~/dashboard/InviteByEmail"y;
h

?lsjeturn View(); QQ
) | ,b&b
} N

else

{ ’\&ﬁ
ViewBag.Erroré“y‘ alid Model state";
Q@

}

} [ ]
catch (Ex \Aex)
{

( g.Error = ex.Message.ToString();

degtum View(Key);
\¥

}
}

Participant Controller Code Snippets

using System;
using System.Collections.Generic;
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using System.Ling;

using System.Web;

using System.Web.Mvc;
using ayubaweb.Models;
using System.Data.SqlClient;

using System.Configuration;

namespace ayubaweb.Controllers
{ Q\\

public class ParticipantController : Controller ( Q
| 36\
AyubawebContext db = new AyubawebContext(b

// GET: Participant
public ActionResult Index()

Q
(o)
{ ’66

if (Session["Email"] '—null)

{ K s&
return Vlew( Q/
‘N
} N\
else QQ

tﬁﬁlm RedirectToAction("Error");
\&
[HttpPost]
[ValidateAntiForgeryToken]
public ActionResult Index(Userprofile class users)
{
try
{
UserProfile userp = new UserProfile();
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userp.FullName = users.FullName;

userp.Email = Request.Form["Email"]; //"adenirangaposa02@gmail.com";
userp.Country = users.Country;

userp.AreaSpecialization = users.AreaSpecialization; //"dosomething";

userp.CurrentAddressOrganization = users.CurrentAddressOrganization;
//"dosomethig";

userp.JobTitle = users.JobTitle; /"YesJob";
userp.Active = 1;

userp.DateRegister = DateTime.Now.ToString("dd-MM-yy)@l 8-11-
2022",

userp.Questionl = Request.Form["Question1"]; /"What i@ame";
userp.Answerl = users.Answerl; ’\

userp.Question2 = Request.Form["Question2"]; o You survicve";
userp.Answer2 = users.Answer2; //"God gra€e'

userp. WorkingExperience = Convert.To @equestf orm["Exp"]);
db.UserProfiles.Add(userp);

fé\
db.SaveChanges(); b
if ((int)userp.Userld > 0) ®%

{ .
Session["Userl 'q—j\userp.UserId;

return RQdiQ@Action("AreaOrganization");
BN
else Q
6 ViewBag.Error = "0 Failed";
\?:b

}

}

catch (Exception ex)

{
Console.WriteLine( ex.Message.ToString());

}

return View(users);
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[Route("Participant/getEmail/{ba?}")]

public ActionResult getEmail(string ba) {
/IYmF5ZXNO0ZGF2aWRAZ21haWwuY 29t
//bayestdavid@gmail.com

//return
ayubaweb.Controllers.dashboardController.Stringbyte  Convertion("bayestdavid@g
mail.com");

/Ivar Id =
ayubaweb.Controllers.dashboardController.bytesString Convertion(ba);

var Email Q\

ayubaweb.Controllers.DashboardController.bytesString Convertion(b
/IYWRIbmlyYWS5AZ21haWwuY29t
var confirmation = db.EmailConﬁrmations.Single(@ It(x => x.Email
==Email && x.Active == 0); s
//var ema = confirmation.Email; 0
. Q

{ Q
vard = string.IsNullOrEmpty(CC&Tosmng(conﬁrmation.EmailId)) ?20:
confirmation.Emailld;

if (d>0) ®
{ @
conﬁrmation.%;% =1;

db.Save .@es();

Session|"Emailld"] = confirmation.Emailld;

. @on[”Email"] = confirmation.Email;
’66 return RedirectToAction("Index");

\/Q/ b

else

{

return RedirectToAction("Error");

}

catch (Exception ex)

{

171



Console.WriteLine(ex.Message.ToString())
b

return RedirectToAction("Error");

b
public ActionResult Error()

{

return View();
} R

public ActionResult AreaOrganization() ( 0
{ /\

//if ((int)Session["Emailld"] < 0) Q

/14 s

/I return RedirectToAction("Error"); QO
1} Q
string[] size = { "Small", "Medi "Large","Not sure" };

string[] employees = { "L@an 20", "20 to 100", "101 to 200", "Less than
200" }; ¢

string[ ] natures = Jéﬂcaaonal", "Multi-national", "Not sure", "Others" };

List<Select %em> option = new List<SelectListltem>();

for.eg&ar a in size)

6 option.Add(new SelectListltem { Text=a, Value =a });

%!
ViewData["sizeoption"] = option;

List<SelectListltem> op_employee = new List<SelectListltem>();

foreach (var b in employees)

{
op_employee.Add(new SelectListltem { Text =b, Value=b });
b
ViewData["employee"] = op_employee;
//
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List<SelectListltem> op_nation = new List<SelectListltem>();

foreach(var c in natures)

{
op_nation.Add(new SelectListltem { Text=c, Value =c });
b
ViewData[ "nature"] = op_nation;
//
List<SelectListltem> YesNo = new List<SelectListltem>() { \

new SelectListltem { Text="Yes",Value="Yes" },

new SelectListltem {Text="No",Value="No" } ( 0
b /\
ViewData["YesNo"] = YesNo; 0
return View(); 0 E

} Q
[HttpPost] Q
[ValidateAntiForgeryToken] &b

public ActionResult AreaOrga\ ampleOrganization_Class1 sample)

g A

string[] size = { " ", "Medium", "Large", "Not sure" };

string[] emp@e = { "Less than 20", "20 to 100", "101 to 200", "Less than
200" };
stri atures = { "National", "Multi-national", "Not sure", "Others" };

I@SelectListltem> option = new List<SelectListltem>();

’bboreach (var a in size)
{
\*

}

ViewData["sizeoption"] = option;

option.Add(new SelectListltem { Text=a, Value =a });

List<SelectListltem> op_employee = new List<SelectListltem>();

foreach (var b in employees)

{
op_employee.Add(new SelectListltem { Text =b, Value=b });
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\/Q/

ViewData["employee"] = op_employee;

//

List<SelectListltem> op_nation = new List<SelectListltem>();
foreach (var c in natures)

{

op_nation.Add(new SelectListltem { Text=c, Value =c });

}

ViewData[ "nature"] = op_nation; \
y (O

List<SelectListIltem> YesNo = new List<SelectListl
new SelectListltem { Text="Yes",Valu —"$

new SelectListltem {Text="No",V

s

ViewData["YesNo"] = YesNo; b’b
try \Q

{

if (ModelState. ISVS@
Sample Azatlon samp = new SampleOrganization();
sam erld = Convert. Tolnt16(Session["Userld"]);

° ’5{' .OrganizationName = sample.OrganizationName;

samp.Al = sample.Al;

6(Aamp.Q1 = Request.Form["Q1"];
O

samp.Q2 = Request.Form["Q2"];
samp.A2 = sample.A2;
samp.Q3 = Request.Form["Q3"];
samp.A4 = sample.A4;
samp.QS5 = Request.Form["QS5"];
samp.AS5 = sample.AS;
samp.Q6 = Request.Form["Q6"];

samp.A6 = sample.A6;
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samp.Q7 = Request.Form["Q7"];

samp.A7 = sample.A7;

samp.DateRegister = DateTime.Now.ToString("dd-MM-yyyy");
samp.Active = 1;

db.SampleOrganizations.Add(samp);

db.SaveChanges();

if ((int)samp.Sampleld > 0)

{
//redirect to next Q\

return RedirectToAction("Questionnaire"); Q
} ,\L/
else Q
| D
ViewBag.Error = "0 ,Failed"; Q
| B
} \Q’b
catch (Exception ex) Q
( N\

Console.Write@x.Message.ToString());

} ’Q\
return V@ample);
//:-5\\'
ic ActionResult success()
\F
if ((int)Session["Emailld"] < 0)
{

Session.Remove("Emailld");

Session.Remove("Userld");

}

return View();
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public ActionResult Questionnaire()
{
//if ((int)Session["Emailld"] < 0)
114
/I return RedirectToAction("Error");
11}

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
Where(x => x.ScaleType == "Importance").ToList()

ViewBag.LinguisticScaleList = new SelectL1st(L1ngulst1cScaleLlQ%mbol"
"Descriptions");

return View(); Q/

} S
[HttpPost] %
O

[AllowAnonymous]

public ActionResult Questionnaire(QuestionAndAnswer Q)

{ O
List<LinguisticScale> Linguistic ist = db.LinguisticScales

.Where(x => X.ScaleType% portance"). ToList();

ViewBag.LinguisticSc’d& = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return Redireqtl@on("QuestionnaireTD”);

publlc Ac &sult QuestionnaireTD()
N
6 \1nt)Sess10n["Ema1IId"] <0)
Q/ 114
N return RedirectToAction("Error");
/1}
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();
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[HttpPost]
[AllowAnonymous]
public ActionResult QuestionnaireTD(QuestionAndAnswer Q)
{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnairePrivimp"); é
: O
public ActionResult QuestionnairePrivimp() ’\(/
{ O

//if ((int)Session["Emailld"] < 0) %

/1 0

/I return RedirectToAction("Error"); Q

/1} be

List<LinguisticScale> Linguistic ist = db.LinguisticScales
.Where(x => X.ScaleType% portance"). ToList();

ViewBag.LinguisticScﬁ& = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions"); C-)

return View(), AQ‘/&

N\
} QO
[HttpPost Q
@ymous]
It

[A
@ ActionResult QuestionnairePrivimp(QuestionAndAnswer Q)

\/ List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnairePrivDif");

}

public ActionResult QuestionnairePrivDif()

{
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//if ((int)Session["Emailld"] < 0)

114

/I return RedirectToAction("Error");

1}

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View(); Q\

(O
N

[HttpPost]

[AllowAnonymous] %0

public ActionResult QuestionnairePrivDif(Qu @ndAnswer Q)
{

List<LinguisticScale> LinguisticSc;elI@ db.LinguisticScales

.Where(x => x.ScaleType == "DifficCulty").ToList();

ViewBag.LinguisticScaleList\\&w SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAc '@QuesﬁonnaireLegalImp");
) R\Z

public Actio@s QuestionnaireLegallmp()
{

/{@ession["Emailld"] <0)

/

Q:bé// return RedirectToAction("Error");
N m
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales

.Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();
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[HttpPost]
[AllowAnonymous]

public ActionResult QuestionnaireLegallmp(QuestionAndAnswer Q)

{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireLegalDif"); OQ
} &
public ActionResult QuestionnaireLegalDif()

{
//if ((int)Session["Emailld"] < 0) Q

>

14
//  return RedirectToAction("En@
/1} @

List<LinguisticScale> *ﬁtlcScaleLlst = db.LinguisticScales

.Where(x => x. %k pe == "Difficulty").ToList();
ViewBag. Llng cScaleList = new SelectList(LinguisticScaleList, "Symbol",

"Descriptions");
return Q
&

@tpPost]
Q

N [AllowAnonymous]
public ActionResult QuestionnaireLegalDif(QuestionAndAnswer Q)

{

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireBizImp");
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}

public ActionResult QuestionnaireBizImp()
{
//if ((int)Session["Emailld"] < 0)
114
/I return RedirectToAction("Error");
/1}
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList(); \

ViewBag.LinguisticScaleList = new SelectL1st(L1ngulst1cSc @ "Symbol",
"Descriptions");

return View();

} @

[HttpPost] Q
[AllowAnonymous] be

public ActionResult Questionnaire (QuestionAndAnswer Q)

| O

List<LinguisticScale> *ﬁtlcScaleLlst = db.LinguisticScales

.Where(x => x. %k pe == "Importance").ToList();
c

ViewBag. Llng
"Descriptions");

return &ctToActwn("QuestionnaireBizDif");
S
Q:b‘%ic ActionResult QuestionnaireBizDif()
A

//if ((int)Session["Emailld"] < 0)
114

/I return RedirectToAction("Error");

Iy

caleList = new SelectList(LinguisticScaleList, "Symbol",

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales

.Where(x => x.ScaleType == "Difficulty").ToList();
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ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();

[HttpPost]
[AllowAnonymous]
public ActionResult QuestionnaireBizDif(QuestionAndAnswer Q)
{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScaleQQ
.Where(x => x.ScaleType == "Difficulty").ToList(); x

ViewBag.LinguisticScaleList = new SelectList(Lingu@S
"Descriptions");

leList, "Symbol",

return RedirectToAction("QuestionnaireCultl

} Q

public ActionResult QuestionnaireCultIrpék\

{
//if ((int)Session["Emailld"] «\\Q’b
114
/I return RedirectT ﬁs\b ("Error");
1}

List<Ling ale> LinguisticScaleList = db.LinguisticScales
§> x.ScaleType == "Importance"). ToList();
'ee\%a inguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
rlx,gps

"Des&' ");
turn View();
\?:Z}}

[HttpPost]
[AllowAnonymous]
public ActionResult QuestionnaireCultimp(QuestionAndAnswer Q)
{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");
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return RedirectToAction("QuestionnaireCultDif");

}
public ActionResult QuestionnaireCultDif()

{
//if ((int)Session["Emailld"] < 0)
/14

/I return RedirectToAction("Error");

11} *
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales Q
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(Linguist&a ist, "Symbol",
"Descriptions");

return View(); %0

} O
[HttpPost] Q

[AllowAnonymous] be

public ActionResult Questionnaire (QuestionAndAnswer Q)

{ O

List<LinguisticScale>‘]@ticScaleList = db.LinguisticScales
.Where(x => x. 2‘@ pe == "Difficulty").ToList();

ViewBag.Lin?g@c caleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions")

return &ctToAction("QuestionnaireTech_HarImp");
NS

Bbh ActionResult QuestionnaireTech Harlmp()

\/Q/ //if ((int)Session["Emailld"] < 0)
114
/I return RedirectToAction("Error");
1}
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList();
ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",

"Descriptions");
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return View();

[HttpPost]
[AllowAnonymous]

public ActionResult QuestionnaireTech HarImp(QuestionAndAnswer Q)

{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales \

.Where(x => x.ScaleType == "Importance").ToList();
ViewBag.LinguisticScaleList = new SelectList(LinguisticSc@ "Symbol",

"Descriptions"); ’\
return RedirectToAction("QuestionnaireTech_HarDif@
b

public ActionResult QuestionnaireTech HarDi
{

//if ((int)Session["Emailld"] < 0) be

114 fb

/' return RedirectToAction&Qr” ;

I @

List<LinguisticSc %‘tguisticScaleList = db.LinguisticScales
.Where(x ZkgcaleType == "Difficulty").ToList();

Vii&LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",

"Descri;(/

’b return View();

\/Q'}

[HttpPost]
[AllowAnonymous]
public ActionResult QuestionnaireTech HarDif(QuestionAndAnswer Q)
{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();
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ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireTech Faulmp");

}

public ActionResult QuestionnaireTech Faulmp()
{

//if ((int)Session["Emailld"] < 0)

114
/I return RedirectToAction("Error"); *
S
List<LinguisticScale> LinguisticScaleList = db.Linguisti&ggy

.Where(x => x.ScaleType == "Importance").ToList@
ViewBag.LinguisticScaleList = new SelectList(L1i icScaleList, "Symbol",

"Descriptions");

return View(); QO
} N\
[HttpPost] b’b
[AllowAnonymous] &Q’b

public ActionResult Queﬁ@reTech_FauImp(QuestionAndAnswer Q)

| <

List<Linguistic@ inguisticScaleList = db.LinguisticScales
.Where(: @ScaleType == "Importance").ToList();

ViewB Q

"Descriptioﬁ\\',
§ r RedirectToAction("QuestionnaireTech FauDif");

inguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",

\/QI public ActionResult QuestionnaireTech FauDif()
{

//if ((int)Session["Emailld"] < 0)

114

/I return RedirectToAction("Error");

11}

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales

.Where(x => x.ScaleType == "Difficulty").ToList();
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ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();

[HttpPost]

[AllowAnonymous]

public ActionResult QuestionnaireTechFauDif(QuestionAndAnsweQX

{ O

List<LinguisticScale> LinguisticScaleList = db.Linguisti&ggy
.Where(x => x.ScaleType == "Difﬁculty").ToList()Q

ViewBag.LinguisticScaleList = new SelectList(Li icScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireTe@evap”);

} Q
public ActionResult QuestionnaireTﬁ@/Imp()
| >
//if ((int)Session["Ema_ilL& 0

114 &C’\

/l return Redir&%Action("Error”);

1} Q\

List<Li ggicScalv LinguisticScaleList = db.LinguisticScales
.@x => x.ScaleType == "Importance").ToList();
\%Bag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",

"D, ions");
\/QI return View();
b
[HttpPost]
[AllowAnonymous]

public ActionResult QuestionnaireTech DevIimp(QuestionAndAnswer Q)

{

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales

.Where(x => x.ScaleType == "Importance").ToList();
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ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireTech DevDif");

}
public ActionResult QuestionnaireTech DevDif()

{
//if ((int)Session["Emailld"] < 0) \
S
/I return RedirectToAction("Error"); Q/
1} ’\
List<LinguisticScale> LinguisticScaleList = db.Li@llcScales
.Where(x => x.ScaleType == "Difficulty" t();

ViewBag.LinguisticScaleList = new Select LinguisticScaleList, "Symbol",
"Descriptions");

N\
return View(); ’bb’b
sQ
&

[AllowAnonymqus Q/
public Actio%@? QuestionnaireTech DevDif(QuestionAndAnswer Q)

{

[HttpPost]

.®JisticScale> LinguisticScaleList = db.LinguisticScales
“Where(x => x.ScaleType == "Difficulty").ToList();

’b iewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
\'gwscriptions");
return RedirectToAction("QuestionnaireTech Arclmp");

}

public ActionResult QuestionnaireTech_Arclmp()

{
//if ((int)Session["Emailld"] < 0)
114

/I return RedirectToAction("Error");
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11}
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();

[HttpPost] OQ\

public ActionResult QuestionnaireTech_ArcImp(Questiom&d&gﬂer Q)
{

[AllowAnonymous]

List<LinguisticScale> LinguisticScaleList = db.Li@llcScales
.Where(x => x.ScaleType == "Importance” @n ist();

ViewBag.LinguisticScaleList = new Select LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("Questi(pgécq ech ArcDif");
b \‘( )
public ActionResult Queﬁ@reTech_ArcDif()
{ \‘0\
J/if ((int)Sessiprl@mlId”] <0)

"
/I ret directToAction("Error");

)
&1 <LinguisticScale> LinguisticScaleList = db.LinguisticScales
’b .Where(x => x.ScaleType == "Difficulty").ToList();

N ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();
}
[HttpPost]
[AllowAnonymous]

public ActionResult QuestionnaireTech ArcDif(QuestionAndAnswer Q)
{
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List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireTech Ubilmp");

}

public ActionResult QuestionnaireTech Ubilmp()

{
//if ((int)Session["Emailld"] < 0) \
114 OQ
/I return RedirectToAction("Error"); ’\Q/

1}
List<LinguisticScale> LinguisticScaleList = db.Li@llcScales

.Where(x => x.ScaleType == "Importanist();

ViewBag.LinguisticScaleList = ne %%Jist(LinguisticScaleList, "Symbol",
"Descriptions"); Vb

return View(); &Q’b
} : @
&
[HttpPost] . AQ/

[AllowAno@
public ActioniResult QuestionnaireTech Ubilmp(QuestionAndAnswer Q)
O
1St<LinguisticScale> LinguisticScaleList = db.LinguisticScales
Q:b .Where(x => x.ScaleType == "Importance").ToList();

N ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireTech UbiDif");

b
public ActionResult QuestionnaireTech UbiDif()

{
//if ((int)Session["Emailld"] < 0)
114
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/I return RedirectToAction("Error");

/1}

List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Difficulty").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();

b

A
[HttpPost] OQ
[AllowAnonymous] Q/

public ActionResult QuestionnaireTech_UbiDif(Questio@%’mswer Q)
{

List<LinguisticScale> LinguisticScaleList :@guisticScales

.Where(x => x.ScaleType == "Difficu § List();

ViewBag.LinguisticScaleList = ne %
"Descriptions"); Vb

return RedlrectToActwn("Qs\K@i aireTech AddImp");
b

public ActionResult Q\@nalreTech AddImp()

List(LinguisticScaleList, "Symbol",

/if ((int)S EmallId”] <0)
114 6

/( ®RedirectToAction("Error”);
/5

Q:b i:ist<LinguisticScale> LinguisticScaleList = db.LinguisticScales
N .Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();

[HttpPost]

[AllowAnonymous]
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public ActionResult QuestionnaireTech AddImp(QuestionAndAnswer Q)
{
List<LinguisticScale> LinguisticScaleList = db.LinguisticScales
.Where(x => x.ScaleType == "Importance").ToList();

ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return RedirectToAction("QuestionnaireTech AddDif");

b
public ActionResult QuestionnaireTech AddDif{() Q\

{ Q)
//if ((int)Session["Emailld"] < 0) ’\Q/
S

// return RedirectToAction("Error"); %

1}

List<LinguisticScale> LinguisticScaleList gLinguisticScales
.Where(x => x.ScaleType == "Diffi "). ToList();

ViewBag.LinguisticScaleList = n%ﬁ

"Descriptions"); @

return View(); . &

} N
N\

[HttpPost] . @

lectList(LinguisticScaleList, "Symbol",

[AllowAno@
public ActioniResult QuestionnaireTech AddDif(QuestionAndAnswer Q)
O
1St<LinguisticScale> LinguisticScaleList = db.LinguisticScales
Q:b .Where(x => x.ScaleType == "Difficulty").ToList();

N ViewBag.LinguisticScaleList = new SelectList(LinguisticScaleList, "Symbol",
"Descriptions");

return View();
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Appendixv - Dataset Used as Input Data

Fuzzy Linguistic scales for difficulty and importance

Linguistic scale for Linguistic scale for Triangular Triangular
difficulty importance fuzzy scale fuzzy reciprocal
Cf\O]D

Just equal Just equal (1,1,1) (1,1,1)
Equally difficult Equally important (1/2,1,3/2) (2/3,1,2)
(ED) (ED
Weakly more Weakly more (1,3/2,2) (1/2,2/@
difficult (WMD) important (WMI) (
Strongly more Strongly more (3/2,2,5/2) 1/2,2/3)
difficult (SMD) important (SMT) %
Very strongly more Very strongly more (2,5 @ (1/3,2/5,1/2)
difficult (VSMD) important (VSMI)
Absolutely more Absolutely more /2,3,7/2) (2/7,1/3,2/5)
difficult (AMD) important (

K
Source: Mohammadzadeh, 2018 *\\’

Fuzzy AHP Decision Comparis@atrix of IoT Development Main Challenges and

Sub-Challenges Datasets '$

Sample pairwise Comg&n Matrix for IoT technology Development Main challenges

factors Tt‘ch\ Privacy Legal Business Cultural
Tech Q/§1,1,1) (1/2,1,3/2) (1,3/2,2) (2/3,1,2) (1,3/2,2)
Privacy (2/3,1,2) (1,1,1) (2/3,1,2)  (2/3,1,2) (1,3/2,2)

Legal  (1/2,2/3,1) (1/2,1,3/2) (1,1,1) (2/3,1,2)  (1,1,1)
Business (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1) (2/3,1,2)
Cultural (1/2,2/3,1) (1/2,2/3,1) (1,1,1) (1/2,1,3/2)  (1,1,1)

Source: Mohammadzadeh, 2018
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Local weight of business challenges input dataset used

Business Economic Investing Business Customer Calcula
challenges and model expectatio ted
developme ns weight

Economic and (1,1,1) (1/2,1,3/2) (1/2,2/3,1) (2/3,1,2) 0.23

development

Investing (2/3,1,2) (1,1,1) (1/2,1,3/2) (2/3,1,2) 0.26

model

Customer (1/2,1,3/2) (1/2,1,3/2) (1/2,2/3,1) (1,1,1) (0.

expectations ’\

&

Source: Mohammadzadeh, 2018 @J

Local weight of cultural challenges in@zset used

Business (1,3/2,2)  (2/3,1,2) (1,1,1) (1,3/2,2) 0.3@

Cultural Trust Education Van48vaEthics Calculated

Challenges and ’b Weights
Training@

Trust (1,1,1) (1/2‘3@\ (2/3,1,2) (2/3,1,2) 0.22

S

Education and (1,3/2,2) él) (1,3/2,2) (2/3,1,2) 0.31
training QQ\

Vandalism .%,3/2)(1/2,2/3,1) (1,1,1)  (2/3,1,2) 0.22

Ethics 1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1)  0.25

Sou@ammadzadeh, 2018
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Local Legal challenges input dataset used

Legal Ownershi Standard Cross liability Data Calculat
P ization boarder usage ed
challenges )
weights

Ownership (1,1,1)  (2/3,1,2) (2/3,1,2) (2/3,1,2 (1/2,1,3/2) 0.20

)
Standardizat (1/2,1,3/2)(1,1,1)  (1/2,1,3/ (2/3,1,2 (1/2,1,3/2) 0.20
Cross (1/2,1,3/2)(2/3,1,2) (1,1,1)  (2/3,1,2(1/2,1,3/2) 0.20

liability (1/2,1,3/2)(1/2,1,3/ (1/2,1,3/ (1,1,1) (1/2,2/3,1) 0.0

Data usage (2/3,1,2) (2/3.1,2) (2/3.1.2) (1,3/2.2 (1,1,1) Q/@

)
Source: Mohammadzadeh, 2018 \

Local Technological challenges input et used

Technolo Hardw Fault Device Archite biqui Addr Calcu

gical are tolera cture tous essin  lated
challeng nce g weig
es ’bb’b hts
Hardwar (1,1,1) (2/3,1, ( (1/2 2/3, (1/2,1, (1/2, 0.15
e 3/2) 1,3/2
)
Fault (1/2,1, (1,1,1% /2,1, (1/2,2/3, (1/2,1, (1/2, 0.15
tolerance 3/2) \ 3/2) 1) 3/2) 1,3/2
Device (2/3.1, ,1, (1,1,1) (1/2,1,3/ (2/3,1, (2/3,1 0.17
2) 2) 2) ,2)
Architect -,@ (1,372, (2/3,1, (1,1,1) (2/3,1, (2/3,1 0.19
ure ) 2) 2) 2) ,2)
Ubiquito 2/3,1, 2/3,1, ((1/2,1, (1/2,1,3/ (1,1,1) (2/3,1 0.17
us fb 2) 3/2) 2) ,2)
A % (2/3,1, (2/3,1, (1/2,1, (1/2,1,3/ (1/2,1, (1,1,1 O.17
ng 2) 2) 3/2) 2) 3/2) )

Source: Mohammadzadeh, 2018
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Local Privacy challenges input dataset used

Privacy conflic Transpar Netwo IoT Data Calcul

challenge t ency rk device ated

s Weight

S
conflict (1,1,1) (2/3,1,2) (2/3,1, (1,1,1) (1/2,2/ 0.14
2) 3,1)

Transpare (1/2,1, (1,1,1) (1/2,1, (1/2,1, (2/3,1, %21

ncy 3/2) 3/2) 3/2) 2)

Network (1/2,1, (2/3,1,2) (1,1,1) (1,372, 2/ ,O 0.23
3/2) 2) &

IoT (1,1,1) (2/3,1,2) (1/2,2/ (1,1,1) 12,2/ 0.18

device 3,1) ,1)

Data (1,372, (1/2,1,3/72  (1/2,1, ( , (1,1,1) 0.24
2) ) 3/2) @

‘Source: Mohammadzadeh, 2018 Q -
%ges input dataset

Local Privacy
factors Tech Privacy, (ﬁal Business Cultural Calculated
& weights

.A$Q;

Tech  (1,1,1) 6@2,1,3/2) (1,3/2,2)  (2/3,1,2) (1,3/2,2) 0.24

Privacy (26,/@ (1,1,1)  (2/3,1,2) (2/3,1,2) (1,3/2,2) 0.22
Legal ,6642,2/3,1) (1/2,1,3/2) (1,1,1)  (2/3,1,2) (1,1,1) 0.18
Bus Q’s (1/2,1,3/2) (1/2,1,3/2) (1/2,1,3/2) (1,1,1)  (2/3,1,2) 0.20

Cultural (1/2,2/3,1) (1/2,2/3,1) (1,1,1)  (1/2,1,3/2) (1,1,1) 0.16

Source: Mohammadzadeh, 2018
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Appendix vi : Table Design and Description

Some of the most basic database table design images are depicted in appendix VI.

e Login Table

REALTECHO1\5QL20...- dbo.AdminUsers = [ NN

Active int

Column Name Data Type Allow Nulls
7 AUld int [l
Uszername varchar({100) []
Passwords varchar(50) []
L]

e User Profile Table @%

A\

REALTECHO1\5QL2016...- dbo.UserProfile = % [
Column Mame Data Type Allow Mulls

bE int O
FullMame wvarchar(100)
Ernail wvarchar(100]) ]
Country varchar(30) ]
JlobTitle warchar(50) ]
Currentf&ddressOrganiza..  warchar(200) ]
AreaSpecialization warchar(100) ]

A WaorkingExperience int
Cuestion text
Answer] warchar(50) ]
Question2 text
Answer? warchar(50) Il
DateRegister wvarchar(2{)
Active int
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e Linguistic Terms Table (Legend)

REALTECHOT\SCL20...D55 - dbo.legend + X _
Column Mame Data Type Allow Mulls
Sl egendld int ]
Symbol varchar(150] []
Descriptions text
Active int .
L]

e
QO

e Email Confirmation Table (Legend) 6’60
o\
REALTECH01\SQL20...EmailConfirmation + X | R

Column Name Data Type Allow Nulls
Emailld int ]
Email varchar(100) L]
DateRegister varchar(50) ]
Active int v
u

e Question Title Table
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REALTECHOT\SCL201...dbo.QuestionTitle + X EaiiRa o ETRw o]0 e =

Column Name Data Type Allow Mulls
ZHRCid int []
Otype varchar(20) []
Ctitle text
Active varchar(50)
N

e Response Questions Table ’\
REALTECHO1\SQL20....ResponseQuestion 8 X &

Column Mame Data Type Allow Mulls

v | BE int []
Userld int

Qld int
Cluestion text [+1
Answer varchar({100)
Datefnswer varchar(20)
Active int

]

e Organization Table
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REALTECHO115QL20...ampleCrganization + > [

Column Mame Data Type

iR sampleld int

Uzerld int

CrganizaticnMame varchar(30)

an text

Al text

a2 text

A2 varchar(20)

03 text

Ad varchari(20)

Q5 text

A5 varchar(20)

Q6 text

Ab varchar(20)

a7 text

AT varchar(20)

DateRegister varchar(20)

Active int
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