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Abstract

Institutions are increasingly transiting to digital records-keeping in contemporary times,
therefore understanding the dynamics of awareness, use and security is crucial for effective
administrative processes. This study investigated awareness as determinant of use and
security of electronic records management system (ERMS) among administrative staff of
public polytechnics in Edo State, Nigeria. The study was designed to examine the extent to
which administrative staff adopt electronic records management system in Public
Polytechnics in Edo State. Three research questions were raised and two null hypotheses
were tested at 0.05 level of significance. The study adopted the descriptive survey design and
total enumeration of the population of 245 administrative staff (190 and 55 respectively) in
the Public Polytechnics in Edo State was used for the study. Adapted questionnaire was used
to collect data for the study and reliability co-efficient for the construct was 0.916.
Descriptive and inferential statistics were used to analyze the research questions and
hypotheses. The hypotheses were tested using P-Values at 0.05 level of significance. The
results of the findings of the study revealed the influence of awareness on use of ERMS
(AdjR2 = 0.382, F(137.114) = 1.219, P = 0.000< 0.05); influence of awareness on security
at(AdjR2 = 0.466, F(192.836) = 1.219, P = 0.000< 0.05). This means that there is significant
influence of awareness on the use of electronic records management system among the
administrative staff. Also, there is significant influence of awareness on the security of
electronic records management system among the administrative staff. The study concluded
that there is significant influence of awareness on the use and security of electronic records
management system among administrative staff of public polytechnics in Edo State. It was
recommended among others that professional workshops and seminars should be organized
for the staff to enable them learn more on protection practices of ERMS for effective job
performance in the polytechnics.

Keywords: ERMS, Awareness, Use and Security, Administrative Staff

Word Count: 298
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Chapter One

Introduction

1.1 Background to the Study

The advent of Information Technology (IT) in businesses, educational institutions,

and government agencies has led to a massive surge in the volume of information,

resulting in an unprecedented increase in records. Educational institutions, in

particular, are significantly impacted by this exponential growth, as much of the

information generated is directed towards businesses and government offices for

administrative efficiency. This relentless increase in information volume has

fundamentally altered how both public and private organizations conduct their

operations. There have been notable shifts in the types of information being generated,

stored, processed, and disseminated as organizational records.While technology has

the potential to aid in the creation and management of information, its benefits are

only fully realized when integrated with a clear understanding of records and

information management principles. Without such understanding, the use of

technology can lead to disorganized and inefficient processes, ultimately hindering

the achievement of organizational goals and objectives. Effective management of

information is thus essential to leverage the advantages of technology, ensuring that it

supports rather than undermines organizational effectiveness. This requires a strategic

approach to information management that considers both the technological tools

available and the underlying principles of records management1.

While there are many goals and advantages to records management, it is important to

note that one of the main functions of records is their ability to serve as evidence of an

event and an information container that makes the professional responsibilities of
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administrative staff in any organization—especially in higher education institutions—

obvious. Records are defined as information created, received, and maintained as

evidence and as an asset by an organisation or person, in pursuit of legal obligations

or in the transaction of business. Proper records management can help preserve this

feature of records for organizational growth and development2.

Everything pertaining to the control of records, from their creation to their eventual

disposal, falls under the purview of records management. It deals with the creation,

acknowledgment, preservation, utilisation, and eventual disposal of records.

Managing records has to do with making sure that records are systematically managed

throughout their lifecycle. Since records are the life and sole of any business

organization, they should be efficiently and systematically controlled from their

creation, reception, usage, protection as well as their disposition. Records

management has to do with the way an organization systematically controls its

records throughout the records’ life cycle. This is necessary in order for business

organizations to meet all the requirements for the successful operation of their

businesses including the legal aspects as well as what the community expects of

them6.In all business organizations, to be a good records manager means recognition

of the significance of records and how to manage such records together with a good

strategy on how to make sure that the records remain safe and also in a good format.

This is necessary for the successful operation of any business3. For this reason, an

organization needs to keep the necessary documents that will be accessible for both

business operations and other matters. For the public sector, records management is

crucial since it is a vital instrument for effective administration and sound company

governance. Information from records helps with better planning and decision-making.
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Records are frequently subject to particular legal obligations and serve as proof of

government accountability and transparency. Records in government agencies provide

as proof of conversations, choices, and deeds. During the process, a portion of the

documents created by government officials will be kept in national and local archives4.

Data protection and strong data governance are supported by effective records

management. More extensive advantages include facilitating information access,

ensuring that historical activity information is accessible, and facilitating the more

efficient use of resources. A few outcomes of inadequate records management are ill-

informed choices, inadequate information handling, and inefficiencies5. In

contemporary times, there is a paradigm shift from the usage of the traditional records

management practices in higher institutions of leaning to embracing the principles and

tenets of Electronic Records Management System (ERMS).

Electronic records management is the broadest term that refers to electronically

managing records on varied formats, be they electronic, paper, microform, etc. It is

very important for the success of and smooth running of the educational landscape.

Simply said, a record is any document that pertains to a business transaction that

needs to be recorded. This could include memos, reports, letters, and other

documents that are available in both print and electronic format.. Within the higher

institution of leaning such as the polytechnics,records in relation to staff are the

personnel records which includes job applications, resumes and hiring tests

documents, offer letters, job description, performance reviews, compensation records,

promotion documents, termination documents, employees’ investigation records,

disciplinary records, personal data (address, emergency contact), etc. These records

are important documents that track employees' relationship with the polytechnic over
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time. Students’ records on the other hand, consist of students’ academic records,

students’ admission/withdrawal letters, verification of results files, registration kits,

students’ matriculation lists, grades, transcripts, class lists, student course schedules,

health records, students’ financial information, students’ disciplinary files, incoming

and outgoing mails of students, etc. These records are kept both manually (paper form)

and electronically within the polytechnic. Records in paper form may be physically

saved in cabinets, boxes or other means while records in digital form may be saved

using electronic storage devices or adopting cloud computing technologies3. Cloud

computing is a modern information technology that allows for service delivery over

the internet. Cloud computing as advancement in technology, allows the delivery of

software, infrastructure and services over the Internet. It is the delivery of computing

and storage capacity as a service to a group of end users. It is used to assist users in

information retrieval, reporting management decision and storage of files. There is no

need for maintenance of records with the use of cloud computing. It is a new

technique of computing service offered over the Internet, which can be accessed

irrespective of geographical location. It provides a shared pool of resources, including

data storage space, network, computer processing power and specialized corporate

and user applications6,7,8.

Emerging technologies like cloud computing is not meant to be alien to administrative

staff of higher institution of leaning knowing the fundamental role they play within

the discourse of electronic records management system. Therefore, as many

companies have records that are confidential so also within the educational space,

there are sensitive data which may either make or mar a student’s academic journey, a

staff’s career progression or the higher institution public image at large; more reason
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there is the need for appropriate security protocols that are meant to be put in place for

administrative staff to adhere to. ERMS improves the security of records. This is done

by identifying and setting up security measures and protocols to ensure the safety of

records. This also enhances the confidentiality, integrity and availability of the

records thus mitigating risk, vulnerability or threat that may try to compromise data

security. It is an acknowledged fact that administrative staff of polytechnics are

exposed to private or confidential information in the course of carrying out their

assigned duties. Private information is protected by legislation and illegitimate

disclosure is illegal. Hence, the use of ERMS will ensure that such private or

confidential information will be used only for the purpose of performing an assigned

task by authorized users.

Many electronic records management systems are equipped with robust security

protocols designed to safeguard sensitive documents. These protocols introduce a

layer of accountability for administrative staff, ensuring that documents are managed

properly. Records security encompasses the tools and processes organizations employ

to protect their records. This involves implementing policy settings that prevent

unauthorized individuals from accessing business or personal information.Ensuring

the security of records protects them from unauthorized activities, such as inspection,

modification, recording, and any form of disruption or destruction. The repercussions

of security breaches can be severe, including the theft of private information,

tampering with data, and the deletion of critical data. Security is a crucial element of a

comprehensive records management plan, and arguably one of the most vital.

Effective records security supports good data governance practices and is also a legal

requirement for data protection. Inadequate record security exposes systems and
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services to significant risks, which can result in substantial harm and distress to

individuals and the institutions they belong to. Therefore, maintaining robust records

security is essential not only for legal compliance but also for protecting the integrity

and reliability of an organization's information management system5.

Ensuring the implementation of appropriate security measures to protect critical

institutional records from breaches should be a top priority for any employee

responsible for records management security. If any aspect of these security measures

fails, it can expose the institution to the risk of a data breach, which could lead to

substantial fines, reputational damage, and potentially force the business into

liquidation.Security threats in records management are multifaceted, ranging from

malware and data breaches to physical threats such as theft, fire, or flood. This

necessitates the incorporation of a diverse array of security measures within records

management. Effective records management security involves safeguarding both

paper and electronic information.There are three fundamental components of records

management security. Protection from Physical Damage. Ensuring that records are

shielded from physical threats such as fire, flood, and other environmental

hazards.Protection from External Data Breaches: Implementing measures to prevent

unauthorized access and cyber-attacks from external sources.Protection from Internal

Theft or Fraud: Establishing protocols to guard against internal threats, such as theft

or fraud by employees.Each of these components is critical to maintaining the

integrity and security of institutional records, requiring a comprehensive and multi-

layered approach to records management security9, 10, 11.
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The role of security protocols within the discourse of ERMS cannot be

overemphasized. Within the Information Security Model (ISM), there is the The

measures used for ERMS security in this study include confidentiality, integrity, and

availability. In order to maintain continuity and efficiency in postsecondary

institutions and to prevent violations of legal, regulatory, or contractual requirements,

electronic documents must be appropriately protected. Security risks to public tertiary

institutions, particularly polytechnics in Edo State, and their information systems

come from a variety of sources, including as computer-assisted fraud, sabotage, theft,

vandalism, fire, or flood. These days, computer viruses and hackers are among the

most frequent and sophisticated security breaches, causing damage. They are more

exposed to security risks and are therefore more vulnerable12.

Security of the records should be a component of proper records management.

Records pertaining to teaching and research (especially before publication), personnel

and student personal information, records of the institution's operations, etc. are all

considered to be secure. Generally speaking, more security is required if the loss,

unauthorised access, or modification of the records could harm the institutions or

prevent the administrative staff from carrying out their duties. Electronic records are

especially susceptible to loss and alteration by mistake or without authorization. It is

the duty of administrative personnel to take security into account when managing

records during their workdays. Polytechnic records, whether in computerised or

manual form, contain the data kept by the institutions detailing every facet of staff and

student administration. It is a crucial instrument for managing the institutions' daily

operations. It is required to conduct business both inside and outside of institutions.
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It is impossible to minimise the contribution that information and communication

technologies (ICTs) have made to bettering information management in general.The

capacity of ICTs to gather, store, retrieve, analyse, and send vast amounts of data over

diverse locations attests to this. The use of ICTs in records management has gained

recognition for strengthening service delivery through a variety of innovative,

custom-made applications and programmes, such as electronic records13, and for

generally increasing the dependability and effectiveness of records. Because of the

widespread use of ICT, records management has long since experienced a number of

developments. As a result, jobs are being completed in organisations more

effectively14.

The term Electronic Records Management System (ERMS) refers to a system that

manages both electronic and non-electronic records using computers and their

applications in accordance with accepted standards and functions1. A computer

programme called ERMS is made to keep track of and preserve records3. The method

makes it possible to pinpoint precise modifications made to a record and determine

the author of those changes. With control over record access and usage, ERMS speeds

up information management, generation, and custody for specific purposes. Retention

schedules for particular records and groups are applied by ERMS modules. At every

level of the records management process, electronic records facilitate the capture,

organisation, and efficient handling of records. All of the records produced by an

organization's business processes can be captured by an ERMS3. The information and

all the metadata connected to a specific record can be captured by a good ERMS.

Since it aids in the creation, management, usage, storage, and disposal of records, an

ERMS is referred to as an automated tool or software programme created to support

an organization's workflow activities. Additionally, an organization's daily work can
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be developed using this technology to improve the revision of electronic documents

and offer documentation of its operations in the event of litigation15.

Threats to data and records management often originate from various directions, such

as malware, cyber-attacks, data breaches and theft, fire burst, environmental

uncertainty causing floods16. All such threats can badly expose data to damage for a

lifetime. Therefore, public tertiary institutions especially public polytechnics in Edo

State need to incorporate multiple layers of security in their records management

infrastructure. Modern achievements of electronic records management systems like

cloud storage and documents management system (DMS) software use a variety

of security tools and techniques such as encryption and access controls to protect data.

With security threats to data and the institutions’ intellectual property, administrative

staff in charge of records management need to recognize various forms

of security threats coming from different locations. Recognizing the threats and

implementing the right security measures as laid out above are important to protect

the data from falling into wrong hands17, 18.

Security of records is the preservation of confidentiality, integrity and accuracy of

records. Confidentiality is the characteristic of data, information and information

systems being disclosed only to authorized persons, entities and processes at

authorized times and in the authorized manner. This means protecting records from

unauthorized access and disclosure. Integrity is the characteristic of data, information

and information systems being accurate and complete and the preservation of

accuracy and completeness. This means safeguarding the authenticity, accuracy and

completeness of records. Availability is the characteristic of data, information and

information system being accessible and useable on a timely basis in the required

https://people.marketinginasia.com/tag/records
https://people.marketinginasia.com/tag/security
https://people.marketinginasia.com/tag/records
https://people.marketinginasia.com/tag/records
https://people.marketinginasia.com/tag/security
https://people.marketinginasia.com/tag/security
https://people.marketinginasia.com/tag/records
https://people.marketinginasia.com/tag/security
https://people.marketinginasia.com/tag/security
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manner. This means ensuring that the records and associated services are available to

authorized users when required5.

The actual use of technology is determined by behavioural intention. Users are

expected to have the intention to use this system for successful implementation. The

perceived likelihood of use of ERMS is dependent on the direct effect of three key

construct. These include Frequency of use of ERMS, Purpose of use of ERMS and

Specific time spent on each use of ERMS. Frequency of use of ERMS is the rate of

use of ERMS by administrative staff of Public Polytechnics in Edo State as

documented by the number of times per day, week, or month, as appropriate. Purpose

of use of ERMS is the belief that the use of technology among administrative staff of

Public Polytechnics in Edo State will attain goals in job performance. While Specific

time spent on each use of ERMS is the exact time devoted to the use of ERMS by

administrative staff of Public Polytechnics in Edo State. These metrics were adapted

from literatures19,20, 21, 22, 23.

In everyday office activity, awareness is the up-to-the-minute cognizance or what is

required to move about, operate equipment or maintain a system. Awareness is the

state or ability to perceive, to understand or to be conscious of events, objects or

patterns24. As earlier stated, awareness is the state or ability of administrative staff of

Public Polytechnics in Edo State to perceive, understand or to be conscious of events,

objects or patterns. Perception is the identification of the prevailing circumstances

surrounding the need for the system among administrative staff of Public Polytechnics

in Edo State; Comprehension is ability of administrative staff of Public Polytechnics

in Edo State to understand the current situation; that is, understanding of the
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prevailing circumstances that have been identified; while Projection is the projection

of the current situation into the future in an attempt to predict the evolution of the

tactical situation by administrative staff of Public Polytechnics in Edo State. The

possessor of any knowledge must contain awareness and understanding of the

knowledge in order to apply it well.

More broadly, it is the state or quality of being aware of something. The establishment

of an electronic records management plan has been hampered by administrative staff

members' ignorance of the use and security of the system. Polytechnic administrative

staff members lack adequate knowledge and training about computerised records

management. They have very little perception or comprehension of these ICT devices.

They are unable to forecast these records' futures as a result. They don't understand

the value and usefulness of electronic records management. This has resulted in

inadequate integration of the fields of information technology (IT) and records

management, as well as a lack of tools, training, and direction for all employees.

To guarantee that records management programmes may be implemented in

businesses successfully and efficiently, policies, standards, and processes are essential.

But despite the fact that information and record management is crucial to raising an

organization's performance, accountability, and transparency, it received less

attention.5,25. Most administrative staff of Public Polytechnic in Edo State are not

aware of the usefulness or the value of electronic records management system and

how it is contributing to the overall management of the institutions.

Knowing the relevance of electronic records management is a step forward to the

achievement of the goals of records management generally. This lack of awareness of
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the electronic records management system makes the use of these systems not

realizable. Moreover, there is this problem of the system working at its full

functionality during the time it is required to do so that is, the number of times the

electronics records management gadgets are available for use. Worthy to be noted

also is how well the gadgets have been available in the past and how well they will

perform in the future for organizational effectiveness. Also, there should be guarantee

of safety of the records management system generally. The records should be kept

safe and away from prying eyes, from unauthorized usage, from theft and other harm

or hazard that may come to the records. The measures adopted for Awareness of

ERMS are Perception of ERMS, Comprehension of ERMS and Projection of ERMS

all these are gotten from the Situation Awareness Theory (SAT).

Because polytechnics generate hundreds of records every day, a significant amount of

paper records amass over time. This might make it harder to find certain records and

result in not having enough room to store them all before they are thrown out. This

turns into the main issue with paper recordkeeping. Establishing an electronic records

management strategy has proven challenging due to administrative staff's ignorance.

Employees lack adequate training and knowledge regarding electronic records

management.This is a result of insufficient resources for efficient instruction.

Consequently, they lack awareness regarding the significance and value of electronic

records management. This has caused a shortage of space for the growing volume of

documents kept by the institutions, concerns about the security of those records, and a

lack of coordination between the use of information technology (IT) and records

management. This has also made it more difficult to retrieve information from these

organisations, as certain records are always hard to find—sometimes even impossible.
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All of these irregularities could damage the institution's reputation. For instance, in

2018, there was a case of alleged forgery of result by a student of a Nigerian

Polytechnic. On further enquiry, it was discovered that the student actually forged the

result to enable him secure a job as the institution was unable to issue him his result

due to the inability to retrieve his academic records (Federal Polytechnic, Offa, Kwara

State). Hence, the need to investigate the influence of awareness on use and security

of electronic records management system among administrative staff of Public

Polytechnics in Edo State, Nigeria.

1.2 Statement of the Problem

Over the past few decades, there has been a fast increase in the administration and

service delivery of tertiary institutions in the awareness and use of Information and

Communications Technology (ICT) and its associated facilities. In most affluent

nations, electronic records are quickly replacing paper-based records, and this trend is

slowly creeping into emerging nations like Nigeria. The goal of the electronic records

management system is to enhance the quality of instantaneous information retrieval in

the industry while mitigating the drawbacks of the paper-based system. Regretfully,

there appears to be a significant failure rate when it comes to the deployment of large-

scale information technology initiatives like electronic records management systems.

It is believed that developing nations like Nigeria have an even greater issue.

The researcher's preliminary investigation revealed that some Nigerian public tertiary

institutions continue to employ the conventional record-keeping system. The biggest

problems with this conventional record management system are safety and space

constraints due to the growing amount of documents from educational institutions.
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The physical space and security issues around the keeping of paper records have been

issues that numerous organisations continue to face. Despite the fact that numerous

studies on the application of ERMS worldwide have been conducted26, 27. Studies on

ERMS awareness, use, and security, however, appear to have gotten less attention.

Thus, the purpose of this study is to ascertain how administrative workers at Public

Polytechnics in Edo State perceive the use and security of electronic records

management systems.

1.3 Aim and Objectives of the Study

The aim of this study was to investigate the influence of awareness on the use and

security of electronic records management system among administrative staff of

Public Polytechnics in Edo State. The specific objectives are to:

i. identify the level of use (frequency of use of ERMS, purpose of use of ERMS,

specific time spent on use of ERMS) of Electronic Records Management System

(ERMS) among administrative staff of Public Polytechnics in Edo State, Nigeria

ii. identify the level of security (confidentiality, integrity and availability) of Electronic

Records Management System(ERMS) among administrative staff of Public

Polytechnics in Edo State, Nigeria

iii. identify the level of awareness (perception, comprehension and projection) of

Electronic Records Management System (ERMS) among administrative staff of

Public Polytechnics in Edo State, Nigeria

iv. determine the influence of awareness on the Use of Electronic Records Management

System (ERMS) among administrative staff of Public Polytechnics in Edo State,

Nigeria; and



15

v. examine the influence of awareness on the Security of Electronic Records

Management System (ERMS) among administrative staff of Public Polytechnics in

Edo State, Nigeria

1.4 Research Questions

The following questions are raised to guide the study:

1. What is the level of use (frequency of use of ERMS, purpose of use of ERMS,

specific time spent on each use of ERMS) of Electronic Records Management

System among administrative staff of Public Polytechnics in Edo State,

Nigeria?

2. What is the level of security (confidentiality, integrity and availability) of

Electronic Records Management System (ERMS) in Public Polytechnics in

Edo State, Nigeria?

3. What is the level of Electronic Records Management System (ERMS)

awareness among administrative staff of Public Polytechnics in Edo State,

Nigeria?

1.5 Hypotheses

The null hypotheses of this study were tested at 0.05 level of significance.

Ho1: There will be no significant influence of awareness on the use of Electronic

Records Management System (ERMS) among administrative staff of Public

Polytechnics in Edo State, Nigeria

Ho2: There will be no significant influence of awareness on the security of

Electronic Records Management System (ERMS) among administrative staff

of Public Polytechnics in Edo State, Nigeria
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1.6 Significance of the Study

It is hoped that the findings of this study would be very significant to the following

stakeholders:

The study would help management of the Public Polytechnics in Edo State in

particular and other polytechnics in Nigeria in general in sensitizing the

administrative staff on the importance of records management practices through the

effective use and security of electronic records management system. The study would

benefit the administrative staff of the Public Polytechnics in Edo State to appreciate

the challenges associated with records management and how to address them with the

effective use of electronic records management system.

It is anticipated that this study's conclusions will aid in raising awareness among the

general public and students of the value of appropriate record keeping, particularly

when using electronic record management systems. Additionally, the study will assist

the National Board for Technical Education, a regulatory agency, in identifying the

necessity of good records management for the Public Polytechnics in Edo State to be

planned effectively in order to guarantee their quick growth and development.

Additionally, the study would support efficient policy and regulatory formulation by

rapidly and accurately supplying data.

Lastly, it would add to the body of knowledge in the area of electronic records

management system of tertiary institutions generally. This would be of immense help

to researchers in this field or similar field of study.
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1.7 Scope of the Study

This study focused on investigating the influence of awareness on the use and security

of electronic records management system among administrative staff of Public

Polytechnics in Edo State. Geographically, the study covered Auchi Polytechnic,

Auchi and Edo State Polytechnic, Usen. The population of the study comprised all the

administrative staff in both institutions. The administrative staff who are all the

registry staff in the institutions are targeted because they are actually the staff in

charge of records management in the two institutions. In terms of variable scope, the

study covered one independent variable and two dependent variables. The

independent variable is: awareness of Electronic Records Management System

(measured by perception, comprehension and projection). The dependent variables are:

use of Electronic Records Management System (measured by frequency of use of

ERMS, purpose of use of ERMS and specific time spent on the use of ERMS) and

security of Electronic Records Management System (measured by confidentiality,

integrity and availability). These sub-metrics are obtained from the Situation

Awareness Theory, Information Security Model and literatures.

1.8 Limitation of the Study

Varied constraints were encountered by the researcher in the course of carrying out

this thesis. One of such constraints which happened to be the major one was the

uncooperative nature of the respondents as regards the issue of filling and retrieving

information from the respondents. They were reluctant in accepting the questionnaire

and also displayed ingenuity in the filling of the questionnaire. Other factors that

limited this study are unlimited time for the retrieval which was supposed to last for
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one week and analyses of data in addition to the financial difficulty of carrying out

this study. However, the quality of this work is ascertained as these constraints have

not affected the originality in any way.

1.9 Operational Definition of Terms

Use of Electronic Records Management System (ERMS): This is the actual use of

technology by administrative staff of Public Polytechnics in Edo State,

Frequency of ERMS Use: This is the rate of use of ERMS byadministrative staff of

Public Polytechnics in Edo State.

Purpose of ERMS Use: This is the belief that the use of technology among will

improve the job performance of administrative staff of Public Polytechnics in Edo

State

Specific Time Spent on each Use of ERMS: This is the exact time devoted to the use

of ERMS by administrative staff of Public Polytechnics in Edo State.

Security of Electronic Records Management System: This is the safeguarding or

protection of records against all harms or danger by administrative staff of Public

Polytechnics in Edo State.

Confidentiality: This is often associated with secrecy and the use of encryption on

the available records by administrative staff of Public Polytechnics in Edo State.

Integrity: This refers to the certainty of administrative staff of Public Polytechnics

in Edo State that the data is not tampered with or degraded during or after

submission.

Availability: This means that the records is available to authorized users

(administrative staff of Public Polytechnics in Edo State) when it is needed.
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Awareness of Electronic Records Management System: This is the state or ability

of administrative staff of Public Polytechnics in Edo State to perceive, understand or

to be conscious of events, objects or patterns.

Perception of ERMS: This is the identification of the prevailing circumstances

surrounding the need for ERMS among administrative staff of Public Polytechnics in

Edo State.

Comprehension of ERMS: This is ability of administrative staff of Public

Polytechnics in Edo State to understand the current situation prevailing circumstances

of ERMS

Projection of Future ERMS Status: This is the projection of the current ERMS

situation into the future in an attempt to predict the evolution of the tactical situation

by administrative staff of Public Polytechnics in Edo State.

Electronic Records Management System (ERMS):This is an electronic system or

process(managedby administrative staff of Public Polytechnics in Edo State, with the

aid of computers and software)implemented in order to managedifferentkinds of

records in an institution.

https://www.lawinsider.com/clause/electronic-system
https://www.lawinsider.com/clause/process
https://www.lawinsider.com/clause/managed
https://www.lawinsider.com/clause/aid
https://www.lawinsider.com/clause/computers-and-software
https://www.lawinsider.com/clause/implemented
https://www.lawinsider.com/dictionary/to-manage
https://www.lawinsider.com/clause/different
https://www.lawinsider.com/clause/kinds
https://www.lawinsider.com/clause/organisation
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Chapter Two

Literature Review

This chapter reviews the literature relevant to this study. The theories relevant to the

study area are also reviewed. The chapter dwells on the concept and empirical studies

that discuss the connection between Awareness, Use and Security of Electronic

Records Management System among Administrative Staff of Public Polytechnics in

Edo State. This chapter is organized as follows:

2.1 Conceptual Review

2.1.1 Use of Electronic Records Management System (ERMS)

2.1.2 Security of Electronic Records Management System (ERMS)

2.1.3 Awareness of Electronic Records Management System (ERMS)

2.2 Theoretical Framework

2.2.1 Unified Theory of Acceptance and Use of Technology (UTAUT)

2.2.2 The Information Security Model

2.2.3 Situation Awareness Theory (SAT)

2.3 Review of Empirical Studies

2.3.1 Awareness and Use of Electronic Records Management System

2.3.2 Awareness and Security of Electronic Records Management System

2.4 Conceptual Model

2.5 Summary of Gaps in Literature Reviewed

Endnotes
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2.1 Conceptual Review

2.1.1 Use of Electronic Records Management System (ERMS)

Much organizational activities leads naturally to the creation of records, but few

organizations seek to record everything that they do. While oral communication

generally leaves no trace until a written note is taken, manual and physical tasks

might also go unrecorded. Written communication creates records. New technology

and methods of working, however, frequently make it easier to produce records where

none previously existed. Accounts of facts, events, and situations are typically kept in

physical form as genuine proof for future reference and are created as records.

Without operational records, no organisation can thrive in the current business climate,

which is marked by high risk, denial, and an increase in crime. Records are employed

to augment human memory and serve as the corporate memory of the organisation

that generated them1.

Records are written documentation of the things we do on a daily basis. They can be

created, received, kept, and utilised by a public or private organisation or an

individual, either in compliance with legal requirements or as part of a business

transaction where they serve as evidence or form part of the record. It is a

documented record of events and official facts that were recorded in writing at the

time they happened, kept or conserved in writing as genuine proof, documented for

future use, and saved for use in writing or in other formats, such as on a disc or other

electronic medium. It can also be compared to a history book that includes details

about historical and contemporary events that would be mentioned by2. One of the

main elements that strengthens the provision of high-quality services in educational

institutions, such as polytechnics in Edo State, is the production and use of records at
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these establishments. Planning and management policies that are effective are the

result of timely and accurate information. This enhances a nation's general records

management, which is essential for the institutions' overall development and progress

in managing and enhancing the provision of high-quality services. A record has to be

related to an activity carried out by an organization or an individual, and “this activity

and the function it supports determine the provenance of the record, that is, the record

is evidence of that activity”1. Records serve as essential proof of the business that was

conducted and should remain unaltered over time for as long as they are needed. As

evidence of official business, records have an on-going use as a means of

management, accountability, operational continuity, legal evidence and disaster

recovery.

From the forgoing, it can be deduced that recorded information have undergone series

of changes in the ways they are contained and even how they are produced from one

human civilization to another, dating from the time of the papyrus, clay tablets, skin

and paper down to the present age of electronically generated records using

Information and Communication Technologies (ICTs).A record is not defined by its

physical format or storage medium, its age, or the fact that it has been set aside for

preservation, nor is it simply a form of recorded information. The essential

characteristic of a record is that it provides evidence of some specific activities.

Historically, records were manually written by organisational staff members using a

typewriter, pen, and ink. The majority of records in the modern world are produced

through computer programme interaction and digital technologies. Record managers

refer to documents that are kept digitally as electronic records, sometimes called as

digital records. Unlike records made using word processing or other software and
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subsequently printed on paper, these terms particularly relate to records created or

received electronically that are then maintained electronically2. Electronic records are

evidence of organizational activities and are generally the computerized versions of

traditional paper records. Sources of electronic records range from Desktop

Publications such as Word, Excel, PowerPoint, Access, Outlook, and email, to

corporate databases etc.

Information stored on electronic media that is easily accessible for access and

alteration is referred to as an electronic record. A computer programme called an

Electronic Records Management System, or ERMS, is intended to store and monitor

the movement of records3. The method makes it possible to pinpoint precise

modifications made to a record and determine the author of those changes. With

control over record access and usage, ERMS speeds up information management,

generation, and custody for specific purposes. Additionally, ERMS modules apply

retention periods for particular records and groups of records.At every level of the

records management process, electronic records facilitate the capture, organisation,

and efficient handling of records3. All of the records produced by an organization's

business processes can be captured by an ERMS. Because it facilitates the creation,

management, usage, preservation, and disposal of records inside an organisation, an

ERMS is sometimes referred to as an automated tool or software application. This

method can also be used to improve the editing of electronic documents and to build

an organization's everyday operations so that it can be used as proof of its actions in

court. An effective ERMS may record the data along with all the metadata connected

to a specific record4.
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Following the capture of a record, the ERMS can correctly identify and categorise it

in accordance with the organization's preferred categorization scheme. Records that

are tangible and those that are electronic have distinct information linked to them. For

electronic records to possess the attributes that are expected of records, such validity

and dependability, a greater amount of information is needed5. Systems for managing

electronic records preserve their structure, content, and context, making them easier to

retrieve and improving their qualities as records. Records must be kept up to date to

guarantee they possess the fundamental qualities of records, including validity,

dependability, integrity, and utility6.

Word-processed documents, spreadsheets, multimedia presentations, emails,

webpages, and online transactions are examples of electronic records, or digital

records7. Throughout the organisation, electronic records are stored in a variety of

platforms, such as shared folders, hard drives, databases, and business information

systems. Informational or data files created and saved digitally using computers and

application software are known as electronic records. They are products of computers

and computer software, and they are kept on different magnetic and optical storage

systems. An electronic document's format does not alter that it is a record; yet,

because of its electronic nature and reliance on machines for generation and reference,

it requires different handling and storage procedures.. Electronic records are also

considered to include all components of an electronic information system, namely:

electronic media as well as all related items such as input documents, programmes

and metadata (background and technical information regarding the information stored

electronically).
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Records Management is simply the process by which an organization controls all the

elements of records, whether externally or internally generated and in any format or

media type all the way through to their disposal. Records management is viewed as a

process of controlling organizational information from creation through to its final

disposition. Records provide part of the corporate memory of the polytechnic and give

awareness and understanding to its history and procedures. As polytechnics carry out

their mission, they create various records. The core business of a polytechnic is

learning, teaching, research and community development; therefore, they are expected

to be committed to academic excellence, innovation in research and critical

engagement with society. Carrying out these activities produces records, which

provide evidence that the Polytechnics are carrying out their statutory functions. If

such records are not properly managed, then valuable evidence would be lost forever.

Good record keeping is critical for the efficient operation of an organization8.

Knowing what records to create, and the information that they must contain, ensuring

that they are created consistently and to a high standard; capturing records in record-

keeping systems, maintaining records appropriately, and ensuring the accessibility

and retrievability of records offer great benefits. Staff in registries tends to spend most

of their time looking for records, which constitute the major source of

information9.Emerging digital technologies including robotics, cloud computing,

artificial intelligence, and big data are driving the adoption of new technology in

businesses. Another factor is the expansion of the e-commerce sector. Information

and communications technology (ICT) advancements have fundamentally altered how

businesses operate10.
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The use of technology in the workplace has revolutionised intra- and

interorganizational communication and expedited company procedures to guarantee

advantages including increased output, worker well-being, and customer happiness.

Companies invest a lot of money on technologies to get these kinds of benefits11.

However, there is no guarantee of a successful deployment of ICT, and investments in

this area frequently provide minimal returns.12, 13.

According to market research findings, organisations have a less than 30% success

rate when it comes to implementing new technologies that are intended to boost

performance and yield a return on investment. If you take into account the

organisations who were able to increase performance but were unable to maintain

those gains over time, the number becomes less hopeful14. The technology utilization-

acceptance gap continues to be one of the principal research topics in the IS literature

because of the effects that technology adoption has on an organization's performance

and cost-revenue structure.

The integration of ICT in the performance of functions at the organizational level is

necessary for increased efficiency, competitiveness and cost effectiveness13. On the

other hand, ICT which is computer-based technology has to do with the processing,

storage and distribution of data. It refers to technology used for collecting and

processing various forms of information14. The adoption of technology has changed

the management of records in organizations. Most organizations in today’s world now

use ICT in their businesses. This is necessary so as to cope with the increase in the

volume of information the organizations generate3.

Any information stored in a format that can be read by a machine qualifies as an

electronic record15. Electronic spreadsheets, word processing files, databases,



29

electronic mail, instant messages, scanned images, digital photographs, and

multimedia files are examples of electronic records. Numerical, graphic, audio, video,

and textual information that is recorded or transmitted in analogue or digital form is

also included in electronic records. In a similar vein, machine-readable records are

known as electronic records. Any combination of text, data, graphics, photographs,

video, audio, e-mail, internet content, documents, spreadsheets, databases, and other

digital content can be created, maintained, modified, or sent by a computer or linked

system. Electronic records facilitate more efficient information sharing, facilitate

access to previously inaccessible content in paper form, and support the flow of

knowledge throughout knowledge networks. By offering trustworthy proof of

previous deeds and decisions, they aid in the development of evidence-based policy,

but in order to do so, they must be handled with integrity and authenticity. A record

that is easily accessible or modifiable on electronic storage media is called an

electronic record. A machine-readable record is a term frequently used to describe an

electronic record. This type of document contains coded and digitalized information

that needs to betranslated by a computer or other type of equipment.

Electronic records contain particular characteristics, such as the context, the structure,

and the intellectual content of the document16. The appearance, organisation, or

format of the document's content, as well as its context—which includes background

information that clarifies the document's meaning—represent a second characteristic.

Because single electronic versions can be reused, electronic record-keeping eliminates

the need to print paper documents and saves money on paper, printer ink, and toner.

Staff productivity is increased by electronic records because fewer time is spent

looking for papers or locating the most recent version. Records are also quite useful.
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Having thorough records from the start can help you save money and time. Records

are seen as a crucial instrument for ensuring that an organisation fulfils its

responsibilities. They are also helpful for management choices and references.

Additionally, accurate records will ensure that the withdrawal time has been fulfilled,

preventing unnecessary residues17.

A records management system that helps administrative staff with day-to-day tasks

involving data organisation, account integration, and recordkeeping is called an

Electronic Records Management System (ERMS). An organisation can manage user

data regarding the state of their records by using an ERMS software programme18.

With ERMS, management can access user records and spend less time on

administrative activities. Additionally, it uses an ID number to process and generate

statements that automatically display the status of the records. Moreover, electronic

records management systems (ERMS) are systems designed for electronic records

custody, archiving, storing, and integrating records management functions19.

Moreover, ERMS features the ability to collect, process, store, distribute, maintain,

and destroy electronic documents5, 20.

A system for managing both electronic and non-electronic records using computers

and their applications in accordance with accepted practices and principles is known

as an electronic records management system (ERMS)21. Additionally, ERMS was

regarded as an electronic record management system. Since it aids in the creation,

management, usage, storage, and disposal of records, an ERMS is referred to as an

automated tool or software programme created to support an organization's workflow

activities. This method can also be used to improve the editing of electronic
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documents and to build an organization's everyday operations so that it can be used as

proof of its actions in court.

Businesses create a lot of electronic records because they rely so much on information

and communications technology (ICT) to run their operations. These documents are

essential to an organization's success because they contain knowledge that can be

used to solve problems and make decisions. As a result, it is important to have these

records on file to show what has been done22. In order to prevent issues for

organisations participating in legal proceedings and to lower the risk of fraud and

corruption related to the administration of the information created, these records

should be kept methodically and properly.23, 24.

Some organisations struggle with keeping electronic documents due to a lack of set

policies and insufficient assistance from knowledgeable, experienced staff

members25. Using an electronic system is one approach to solving the issue; an

electronic records management system (ERMS) 19 is a reliable example of one that is

now in use. An ERMS is a system that enables businesses to provide records created

with information a specific life cycle. Instead of managing analogue and paper-based

records, it may capture, receive, use, manage, maintain, and dispose of electronic

records26. Maintaining records is done so that, when needed, proof of business

activities may be produced.This is accomplished by applying security controls to

guarantee the authenticity and integrity of the records, capturing contextual

information (metadata) about the records being created, linking records related to the

same business activity, and imposing disposal requirements on the records stored

within the system27,28. Records managers and information technology (IT)

specialists must collaborate to link an ERMS with other information content
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applications in order for the system to operate effectively inside an organisation.

Records that are imported from various sources inside the initiative are accepted and

managed by an ERMS. Typically, an electronic documents management system

(EDMS) and an ERMS can be combined to offer a completely integrated solution26.

An ERMS supports management decisions by documenting and retrieving the records

of an organization and increasing the automation of business processes22, 29.30,31.

Classifying, locating, and identifying records that are about to be disposed of are the

main management tasks performed by an ERMS. Furthermore, because an ERMS has

characteristics for the electronic recording of information, including its description,

management, storage, and distribution, it adheres to the principles of records

management26, 31. An ERMS also has the retention and disposal schedule included.

With an ERMS, you can better retrieve electronic records and dispose of them

according to established guidelines by keeping them stored in one place. To take

advantage of automated workflows, several ERMSs on the market can be integrated

with workflow modules5. While EDMS developed from software intended to create

concordances and later became automated methods for managing hybrid collections

of essentially identical sorts of documents, such as procedure manuals, ERMS

originated from early automated ways for keeping hard-copy data22, 28.

Computer technology is used on a daily basis today. It is used by organisations to

enhance productivity, performance, and portability, all of which facilitate the flow of

information. Every organisation needs a reliable and well-organized information

system in order to enhance the quality of services rendered, the decision-making

process, and the achievement of targets in the competitive market of today. This is
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because of the rapid advancements in technology and the need to shorten the product

life cycle33. The amount of information on electronic media is currently growing

tremendously, and contemporary technology is drastically changing how individuals,

institutions, governments, and businesses conduct business. As a result, the type of

records and archives that are being created is changing.

A growing number of electronic records are being created as a result of the growing

usage of computers and other ICT infrastructures, as well as ongoing office

automation and digitization initiatives34,35,36. The techniques of record management

have undergone substantial modifications as a result of the usage of information

technology (IT). It seems really amazing now that it's possible to manage massive

document volumes without using IT in the past. But the incredible growth in

information available has unavoidably brought about cutting-edge advancements in IT,

and today, maintaining records and information effectively is crucial to preventing

issues that could lead to operational failure.

In the process of creating the Technology Acceptance Model, the notion of perceived

ease of use was proposed. This was related to having platforms that, when used,

require no effort. The technology system must be simple to use and have minimal

obstacles when used by authorised employees of the company. In order to avoid

fostering a negative attitude towards persons involved in record administration, the

interface must be devoid of errors or minimal correspondence37. To guarantee that

there are no gaps in the system and to aim for greater responsibility of the records

within an organization's management, effective records management procedures are

crucial38.
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It appears that organisational malpractices like data fraud and unauthorised record

access can seriously hinder an organization's ability to grow and provide services.

This negates the legitimate correspondence between the relevant record and the rights

of the corresponding person or organisation. Cases of system failure, public mistrust,

and subpar service performance are frequently linked to such malpractices in any

organisation when they are misappropriated. The effect has a knock-on effect on

individuals who are legally entitled to the information as well as the functioning of the

organisation39.

Reliability, authenticity, and accurate record management are essential components of

any organization's use of ERMS, and they must be integrated in a way that makes

system audit validation possible. This makes it possible for the central authority to

determine the exact time and location of the modifications, and it also shows that the

individuals in charge verified the data appropriately before disclosing it40. The

systemization of records according to their creation date, place of creation, and

content to facilitate employee access to accurate information through a procedural

approach are important markers of proper record management. Records must be

stored in various models and in settings with stringent security procedures to avoid

compromise. In cloud computing, virtual storage is also necessary to protect data from

physical disasters like fire38.More significantly, studies on the usage of electronic

records management systems (ERMS) in the education sector reveal that new

technology acceptance in general and ERMS adoption in particular are still in their

infancy41.
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The complete set of electronic information system components—that is, electronic

media and related materials including input documents, printouts, programmes,

metadata, background, and technical data that are all electronically stored—are

collectively referred to as electronic records31. Electronic records are comparable to

paper records in theory, with the exception of the media that was used during their

creation, storage, upkeep, management, disposal, or preservation. The two kinds of

records can differ significantly thanks to this medium. Content, context, structure, and

fixity are all present in both types, but each is maintained differently (on paper or on

electronic devices). There are typical questions about how different record kinds

differ from one another. Electronic records are preserved differently than paper

records, which are kept in ledgers, personnel files, letters, or articles. As a result, the

structure of electronic records has greater complexity.

An item or document outlining the components of an electronic record and their

relationships with one another is necessary for its structure42. The format allows for

the construction of supported sub-documents, hyperlinks to connected sub-documents,

and sections containing web pages that may include spreadsheets with embedded

executable fields, functions, and macros, as well as computer languages like

JavaScript and ASP for browser functionality. Generally speaking, electronic records

are more varied than paper records since they contain records created with word

processing and other software (such as tables, databases, photos, voices, and other

user attributes). Furthermore, compared to their paper equivalents, electronic records

are simpler to edit and require less work to transfer through an electronic system.
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As a result, certain electronic records are now redundant, and their integrity, validity,

and dependability have all been called into question. Although metadata (such as the

author's name, the document creation date, and the last access date) is stored in

electronic systems and is not affixed to hard copies of the documents themselves, the

metadata is integrated into the system. As a result, it can be difficult to detect changes

to the metadata, making it difficult to maintain the accuracy of electronic records—

especially for non-IT professionals.

Because of their importance, electronic records must be managed effectively using an

e-records management procedure. Similarly, the requirement to have qualified staff

with the necessary abilities in ICT and e-records management software has arisen

from the ubiquity of e-records emerging from everyday activities in many

organisations. In addition to relying on ICTs for generation, e-records management

also depends on them for efficient administration that enables simple access and

retrieval.

An electronic management process takes into consideration the steps for e-records

appraisal - this an important aspect in the records management process as it is

expected to determine both the primary and secondary value of records, its relevance

and the probable need for its continuous existence in the organization’s database.

Appraisal is followed by e-records accessioning and description which collects and

describe the e-records based on their metadata; e-records management process also

create room for e-records preservation and conservation as well as the best media for

its storage; the process completes by ensuring adequate access to the records as well

as provision for archiving or destruction.
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E-records management therefore is the process that takes into consideration the

possibility of ensuring that e-records remains useful and accessible for over a long

period of time through certain prescribed steps or process as described in the

organization’s policy framework for the management electronic records. Despite the

importance of records and the need for their effective management, a number of

Polytechnics are yet to realize the need to enforce the necessary guidelines required

for the effective management of its electronic records; a scholar confirmed that

tertiary institutions in Africa seem to be forgetting that records are their corporate

asset43. They are important sources of administrative, evidential, and historical

information, and are vital to the Polytechnic in its current and future operations.

In order for an institution of higher learning to take advantage of the benefits

associated with ERMS, staff must know how to use it properly. Records are difficult

to manage if the organization does not have policies and frameworks in place to

handle the management of their records. Policies and frameworks act as a roadmap

when implementing records managementprocedures19.Modern institutions of higher

learning would benefit greatly from making governance, audits, and risk management

a priority. This means that ERMS must ensure that these institutions can keep and

maintain good records, and thus achieve their governance goals, while preserving

their history, instilling trust, enhance their competitiveness, meet fiduciary

requirements, and demonstrate transparency and accountability. Effective

recordkeeping is a fundamental component of good governance.

There are many benefits associated with the use of new technologies in managing

electronic records, they include, widespread access, flexibility, efficiency and
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effectiveness, economic benefits, general business opportunities, and auditing

capabilities for regulatory compliance. Electronic records can be shared widely and

can be assessed and used by several people from different places at the same time. In

paper environment, records are created, received and filed in one office, and they

accumulate in one place. Electronic records can be stored remotely or on compact disc

(CDs) or tapes, allowing people to share records and using their resources more

dynamically.

Organisations that support active services that generate a lot of digital information and

records to improve everyday operations and effectiveness are said to benefit from the

electronic records management system (ERMS), which is considered new

technology44, 45. An organisation can enhance its operations by using ERMS, a

solution that helps create and safeguard electronic records that include data and full

service management. An automated instrument called an ERMS aids in the production,

management, usage, storage, and disposal of records for an organisation. Additionally,

this programme can enhance the capacity to create daily tasks to monitor day-to-day

operations and edit electronic documents. Any company can maintain all of its

electronic records in one place with an ERMS, which also helps to boost efficiency by

giving management tools to better organise their workflow. Among the many file

types that ERMS can handle are emails, word processing documents, spreadsheets,

PDFs, scanned images, and more46, 47.

Workstations within the organisation or a web browser can be used to access ERMS

as an application. These techniques can be applied simply by dragging, copying,

pasting, and saving, which makes it possible for users to access the ERMS system
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with ease. You don't have to go anyplace because it's quite simple to navigate files

and electronic information48, 49, 50. It is essential for an institution to maintain

uniform policies on record keeping. Users of an ERMS can select and predefine a

retention policy for each folder. Moreover, extremely strong records-level security

gives users complete control over who can view, modify, or upload records51, 52.

Based on established guidelines, an ERMS facilitates the process of retrieving

electronic records from their storage locations. Early computerised methods for

managing hard copy records gave rise to ERMS. According to earlier research, an

organisation may securely store, retrieve, and distribute information with the use of an

ERMS. Information might be safeguarded by this technology, which also ensures data

backup in case of emergency.

In several cases, ERMS appears to be more effective at organising data for business

continuity requirements and providing quick access to records. Records management

systems (ERMS) improve record protection, reduce broadcast delays, encourage

record pursuit, and extend record lifecycles. Additionally, ERMS guarantees business

continuity in organisations and reduces concerns connected to lost or misplaced

documents.53, 54, 55. The term "ERMS" describes a cutting-edge design or technology

that supports effective service and manufacturing. The recent technological revolution

has led to an astounding increase in the creation of digital data pertaining to user

behavior56, 57. The organisation network—which the ERMS uses for supporting

services—protects and digitally monitors the sources of data inputs. Users' created

input data need a system to manage it58.

2.1.2 Security of Electronic Records Management System (ERMS)
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A subset of information and communication technology (ICT) is electronic records

management, which comprises advanced computerised methods for keeping official

records in businesses. An electronic records management system uses computer

hardware and software to handle both electronic and non-electronic records59. "The

creation, use, maintenance, protection, and disposal of electronically created records

for the purposes of providing evidence of business activities" is what electronic

records management entails60.

Organizations are increasingly transitioning towards electronic records management

due to advancements in paperless office technologies. To safeguard electronic records

from unauthorized access, alterations, theft, or physical damage, it is imperative to

implement robust electronic record protection practices. These practices involve

placing limitations on user access to computer systems and maintaining control over

the physical storage of electronic records61.

Electronic Records Protection involves the deployment of various computer

applications and tools to ensure the security and integrity of digital records. One

prominent example is Microsoft Access (MS Access), which provides security

features designed to prevent unauthorized users from accessing confidential database

information and to protect data from loss in the event of a system crash. Other record

protection practices include the use of passwords, tokens, smart cards, biometric

encryption (such as fingerprint or facial recognition), and more62.

MS Access is widely utilized in offices, banks, and companies where diverse

categories of staff need secure access to records. Its security features are part of a
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broader suite of tools used to maintain the integrity, accuracy, and trustworthiness of

electronic records. These tools include firewalls, encryption, security copies, and

specific access rights assigned to different user categories.

Electronic records protection embodies the principles of paperless management,

supported by specialized information technology systems that safeguard an

organization’s business and personal information. This protection requires

comprehensive planning, budgeting, organizing, and other managerial activities to

ensure the adequate safety and security of official information. Essentially, an

electronic records protection system is a software-based methodology used by

organizations to manage all their records, regardless of format, throughout the entire

records life cycle62.

The importance of implementing electronic records protection practices is

underscored by scholars who argue that these measures serve as a form of disaster

management in cases where stored records are threatened. For instance, in

polytechnics, the shift to electronic records management practices is crucial for

secretaries and administrative staff who must stay updated with these practices to

ensure the security of official information. This need is particularly acute in Nigeria,

where traditional paper filing systems still predominate, posing significant risks to the

security of records.

The Importance of Information Management: Information has always been a critical

resource for all types of organizations. In today’s knowledge and innovation economy,

the effective management of information is recognized as vital for the survival and
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growth of businesses. Academics and professionals alike acknowledge that

information, and its proficient management, are essential assets for the proper

management of organizational knowledge. As organizations continue to embrace

electronic records management, the adoption of comprehensive electronic records

protection practices becomes essential63. These practices not only protect sensitive

information from a variety of threats but also support the overall integrity and

efficiency of organizational operations. By integrating advanced security measures

and staying abreast of technological advancements, organizations can ensure the

reliable and secure management of their records, ultimately fostering an environment

of trust and operational excellence66, 67,68,69,70,71,72,73.

The management applications and information systems are evolving from a

departmental approach towards integrated information management and document

lifecycle management is becoming particularly important: the creation, storage,

cataloguing, sharing and use (documents workflow) which allow this explicit

knowledge to be shared by the entire organization, helping it to reach high levels of

efficiency in its management. This shared knowledge and know-how is the foundation

for organizational learning and contributes to the knowledge of the organization and

to increasing the structural capital74, 75.

This situation makes companies conscious of the importance of the management,

quality and security of documents and they are undertaking initiatives for the

introduction of records systems. These systems allow automation of the workflows

related to the management and use of the organization’s records. The introduction of

an electronic record management system (ERMS) (records system) requires careful
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consideration of the legal requirements and existing technological options. One of the

most important functions that must be provided by these systems is security control,

which must ensure that the non-public records are adequately protected and provide

access to the public records76. Moreover, due to its importance, records security

control is closely bound to storage strategy, version control, records auditing and the

organization’s own security policies.

The records systems also called ERMS are primarily applications for managing

electronic records which incorporate, administrate and provide access to the

documents over time77,78.The procedures, specifications, regulations, guides, manuals,

etc., constitute the support for the daily processes carried out by the company.

Efficient management of documented knowledge, quality and information security are

critical factors fororganisations66, 79, 80. The aim of information security is to ensure

that the information is accessible only to those who are authorized (confidentiality), to

ensure the accuracy and completeness of the information and its processing methods

(integrity) and to ensure that the authorized people have access to the information and

its associated assets when they require it (availability) 81.To support records creation,

sharing and use activities, organizations must protect the integrity of these records for

as long as necessary.

Electronic record management systems provide a well-established access control

measures which only allows authorized access of records stored in the database82.

Through measures such as encryptions and setting up of passwords and pins, the

system prevents unauthorized access to confidential records/data. This ensures that

sound service delivery is uninterrupted as the records’ availability, integrity and
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authenticity is always well guaranteed. Interestingly, organizations will realize the

effectiveness of information governance in long term when productivity, user

confidence, trust and service delivery is acknowledged. The authority in place that

defines on the access, retrieval or storage procedure only becomes relevant when

there is shared responsibilities and collaboration for greater results in the

organization42.

Contrary, lack of information governance and central authority can render the records

in a state of disarray, falsification, lack of privacy, unauthorized access and

manipulation. These days many information technology models that were previously

managed in tailor made approach and traditional model through the third parties are

slowly being readjusted to fit the current regulatory framework on information

governance more so to the government entities. Appropriate procedures are being

implemented to enhance record management, archiving and transcription in a secure

manner. The value of the database is so important and must be governed in a way that

does not subject it to manipulation of the already secured and encrypted information.

Records management is the supervision and administration of digital or paper records,

regardless of format. Records management activities include the creation, receipt,

maintenance, use and disposal of records. In this context, a record is content that

documents a business transaction. Documentation may exist in contracts, memos,

paper files, electronic files, reports, emails, videos, instant message logs or database

records. Paper records may be stored in physical boxes on-premises or at a storage

facility. Digital records may be stored on storage media in-house or in the cloud83.

Records management is an established theory and methodology for ensuring the

systematic management of all records and the information they contain throughout
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their lifecycle. Records management is defined as the field of management

responsible for the efficient and systematic control of the creation, receipt,

maintenance, use and disposition of records, including the processes for capturing and

maintaining evidence of and information about business activities and transactions in

the form of records78. Records management is a systematic control of an

organization's records throughout their life cycle, in order to meet operational

business needs, statutory and fiscal requirements and communityexpectations84.

Records management is the activities designed to control the life cycle of a record

from its creation to its ultimatedisposition85.Traditionally records were held on paper,

microfilm or microfiche, but are now predominantly created and held in electronic

format or within electronic systems. The core concept underpinning records

management theory is that of the lifecycle, which sees records having a series of

phases from creation to final disposition ultimately resulting either in their controlled

destruction or being retained on a permanent basis as an archival record. The process

of changing records, the media on which records are stored and the ways records are

used have changed greatly since the 1980s. Changes in technology facilitate changes

in business methods. Additionally, technology has helped create a global market place,

making it easier for people around the world to exchange goods and services.

Organizations and their information systems face security threats from a wide range

of sources, including computer-assisted fraud, sabotage, vandalism, theft, fire or flood.

Damage caused by breaches such as computer viruses and computer hacking is

becoming increasingly common and sophisticated. Dependence on information

systems and services means that organizations are increasingly exposed and
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vulnerable to security threats; security issues were not always the primary

consideration in system design.

Security refers to the measures taken to protect against danger, loss, and criminal

activities. It is essential to safeguard records from both damage and unauthorized

access. The security method employed depends on the adopted storage method. For

instance, in a computerized environment, confidentiality can be maintained by

password-protecting documents or files, making it difficult for unauthorized users to

access the information. Many organizations now store their data on computers, which

also helps to create more physical space in offices.

The required level of security for a record varies depending on its content. Some

records may have low sensitivity and thus require minimal or no security measures,

while others with high sensitivity necessitate robust security protocols. The

accessibility of a record should be determined by its sensitivity level. Once the

sensitivity is established, it is crucial to identify who needs and who should have

access to the record.Furthermore, when data or information needs to be transmitted to

a third party or another location, whether inside or outside the organization, all

necessary security precautions must be taken to protect it during transit. This includes

selecting the most appropriate format, properly packaging the data, and ensuring it is

correctly addressed.

Maintaining the authenticity of records is vital for both hard copy and electronic

formats. Electronic records, such as emails or database entries, present unique

challenges due to their ease of modification. Measures should include controlling
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access to the data, assigning clear responsibility for the records, preventing accidental

or malicious alterations, and regularly checking the accuracy of the recorded

information.Organizations should carefully consider the most secure format or

medium for storing records. To guard against data loss, especially for critical business

documents, it may be necessary to implement backup procedures. Records should be

stored in a manner that ensures their safety and security, both electronically and

physically. Sensitive documents should never be left unattended on desks or visible

on computer screens.

Additionally, organizations must determine the best methods for disposing of records

at the end of their life cycle, ensuring that they are destroyed securely and

appropriately. This comprehensive approach to record security helps maintain the

integrity, confidentiality, and availability of vital information.

A Record Management Policy (RMP) can be described as documented and well laid

down procedure for the management of records within an organization which include

but not limited to the identification, classification, disposal, storage and custody issues,

access and security, of records within an organization. It has also been identified as

“Formal Corporate Policy for Digital Records”, it is an agreement across an

organization on how digital records will be handled and the procedures to follow in

order to achieve those intentions87. RMP is central to the development and

communication of a successful records management programme. In line with the

above, RMP is defined as “planned, coordinated set of policies, procedures, people,

systems and activities that are required to manage records.” based on the above

definitions, it can be summed up that the purpose of RMP is to ensure that full and

accurate records of all activities and decisions of an organization are created,
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managed and retained or disposed of appropriately, and in accordance with relevant

legislation. This will enable organizational records achieve information accessibility,

business enhancement and improvement. It will also meet its obligations for

accountability while ensuring that it protects the rights and interests of the

organization, its staff, clients and the community.

Polytechnics recognizes that efficient and effective management of its records is

necessary to support the core functions and activities needed to comply with its legal

and regulatory obligations and as well contribute to the overall management of the

polytechnic, hence, the need for a policy-guidelines on how it records should be

managed. A records management policy is expected to describe the types as well

nature of records to be generated, those to manage the records, as well as the

competencies expected to be acquired by those people88.

Despite the high increase in the amount of electronic data generated on a daily basis

by both private organizations and institutions of government in Nigeria, it is sad to

note that there seem to be no existing National Policy for the management of

electronic records. This was confirmed by scholars in separate studies where they

inferred that Nigeria is yet to develop a standard national policy on the management

of its electronic records89,35.Rather, all that is available is the Freedom of Information

(FoI) Act which is facing difficulty in its proper implementation. The importance of a

policy document for the management of electronic records cannot be overemphasized,

in view of this, the United Kingdom National Archives (UKNA) issued Digital

Records Management (DRM) guidelines through the UK’s Lord Chancellor’s office

on the best practice for the management of electronic records. While reviewing the
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policy, it was stated that the first volume of the policy dealt with principles of

electronic records management; it gives guidance on the development of a corporate

DRM policy90.

The policy places importance on the development of formal corporate policies to

establish the importance of digital records and the principles which should guide their

management. Such a policy statement, endorsed by senior management, is a strong

platform for the systematic development of consistent organization-wide procedures,

and provides backing when seeking compliance in practice. The National Archives of

Australia have also developed guidelines for managing digital records as contained in

the Australia’s Mossman’s Municipal Council Records. The policy addresses the

creation and capture, managing and preserving of digital records.

The guidelines cover areas such as how to create digital records, keeping digital

records in Electronic Records Management systems, determining how to use

Electronic Records Management metadata, storing and securing digital records and

how to manage the migration of digital records. These guidelines also specify the type

of digital records to be captured e.g. word-processed documents, emails, web-based

digital records, and records in business information systems or databases. The

guidelines emphasize that digital records should be created as evidence of business

activity and captured into Electronic Records Management systems along with

metadata that describes their content, structure and content.

Other than the UK and Australia, some few African countries also have in place

policy document for the management of electronic records. An example is the



50

electronic records management policy of the Government of the Republic of Namibia

(GRN) 91. This policy is expected to give guidance to government ministries, offices

and agencies that are required to manage records that are generated electronically.

The policy drew its mandate from various legislative and regulatory instruments

including the Archives Act 1992. It was also informed by the International Standards

Organization (ISO) standard for records management, best practice guidelines and

assessment tools from the International Records Management Trust (IRMT) as well as

various international best practices, policies and guide lines such as those of Australia,

Canada, UK, and South Africa. The policy document has four main sections.

The first section is the introduction which provides information on the effective dating,

versioning and ownership of the document as well as the outlining of the legal and

regulatory framework from which it draws its mandate. In addition, it has an outline

of definitions and summary of the benefits of good records management. The second

section covers five broad policy statements relating to strategy, legislative and

regulatory framework compliance, systems design, interoperability and skills and

competencies. The third section provides direction on the monitoring and assessment

requirement in order to assist government ministries, offices and agencies to comply

with the policy. The fourth section is an outline of references used to develop this

policy which fall under the general categories of legislation and regulations, national

policies, international standards and international best practice.

The four distinct sections as outlined in the policy document are as follows: Part A:

Records and Archives Management Policy: outlines the general policy for records

management, regardless of the format (paper or electronic). It is based on a principle
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that a successful transition to electronic records management requires a functional

general records management framework. Part B: E-Records Management Policy for

E-Governance: outlines the principles which are specifically applicable for electronic

records management. Part C: E-Records Management Guidelines: - specifies details

for the handling of electronic records.

The Guidelines deal with the practicalities and procedures in two scenarios: firstly, a

brief outline of the tasks of an Electronic Records Management System (ERMS),

secondly detailed guidelines for handling electronic records without a dedicated

ERMS. Part D: Functional Requirements for Electronic Records Management: This

document details the tasks an ERMS is expected to perform, and the technical details

required enabling long-term archival storage of permanent records. It is meant as a

benchmark test guide for the purchase of electronic records management system

software.

Another African country with a formal policy document for the management of

electronic records is the Government of the Republic of South Africa. This is

contained in a document titled “Records Management Policy Manual” (RMPM)

published by the National Archives and Records Service of South Africa in 2006. The

National Archives and Records Service of South Africa Act, 1996 has empowered the

National Archives and Records Service to ensure the proper management and care of

all public records.

To this end the National Archivist mandated the Records Management Division of the

National Archives and Records Service to promote sound records management
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practices in governmental bodies. The formulation of the policy was informed by the

need for governmental bodies to control and manage records according to the

legislation promulgated by government and to enable government and the public to

have timely access to accurate and reliable information. The policy is divided into the

following parts: Introduction, Management of public records, Records classification

system for public records, Disposal of records, Caring for public records, Training,

Compliance, monitoring and further information including detailed functional

requirements for the management electronic records.

A review of a work on ‘Taxonomic framework for factors influencing ERMS

adoption in organizations of higher professional education” has revealed a number of

strategies to overcome the challenges of managing digital records25. It considers

speeding up development and implementation of ICT policies as an important input to

guide governments to establish an Electronic Records Management infrastructure.

The study pointed out that without policies and procedures for the management of

digital records, it would be difficult to manage the digital records. The policies should

be formulated and implemented to ensure that digital records do not continue to suffer

neglect. They should be linked to ICT policies and consequently to the broader

national objectives.

A review of related literatures has revealed a number of RM standards that have been

issued by National Archives of UK, Australia and the International Standards

Organization (ISO) to guide the management of Electronic Records90. In them, there

seem to be a consensus that the National Archives of nations and countries should be

responsible for setting mandatory standards for the creation of electronic records and

that archival legislation should specify how such standards should be binding on all
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government agencies. To this end, it was suggested that the compliance to this

legislation should be the responsibility of each agency’s chief executive.

This is because Electronic Records Management standards specify e-records

management requirements, and their aim is to ensure that Electronic Records

Management Systems are capable of capturing sufficient recordkeeping, metadata to

establish and maintain the authenticity, reliability and integrity of the generated

records. Although the Nigerian Archival Act was fast to take into cognizance fact that

it is the responsibility of the Nation’s National Archive to develop standards for the

management of its electronic records, however, it is yet to develop one.

The International Standard on Information and Documentation 2001 was the first

international standard for the management of electronic records. It provides

methodology and processes that guide the management of records. It also provides a

framework for any organization, public or private, to adopt and use in order to

manage its records, irrespective of the medium on which the records are created,

captured and maintained. The standard covers aspects which should be addressed in

order to implement an Electronic Records Management system such as policy and

responsibilities, strategies for designing and monitoring an Electronic Records

Management system. It is written to be used by anyone within an organization, be

they record keepers or other information professional, a manager.

The standard as published, highlighted that responsibilities for records management

need to be defined and assigned, and promulgated throughout the organization so that,

where a specific need to create and capture records is identified, it should be clear

who is responsible for taking the necessary action78. It advocates collaboration
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between records management professionals, senior management/executives, systems

specialists/administrators and everyone in the organization. This supports the

recognition that records are inputs and outputs of business processes and therefore

their creators and users have a role in managing them.

Furthermore ISO 15489 standards clearly shows how an organization can

systematically and effectively document its digital transactions and do so in such a

way that the business objectives are supported. The standard also provides a common

international language for organizations to record and file material, in any medium or

format or in any combination of media. It also provides a basis for an organization to

develop policies and procedures which will ensure that information assets have the

essential characteristics of accuracy, integrity and reliability. The question is whether

our institutions of higher learning could learn from ISO 15489 the guidelines for

implementation of entire Electronic Records Management framework.

Many national and regional governments have also issued standards or endorsed ISOs

requirements for the management of e-records90. For example, the National Archives

of UK has endorsed a security standard BS ISO/IEC 27001:2005 Information

technology - Security Techniques - Information Security Management systems –

Requirements. The standard is to be used by all types of organizations, including

government agencies. It specifies requirements for establishing, implementing,

operating, monitoring, reviewing, maintaining and improving a documented

Information Security Management System (ISMS) within the context of the

organization’s overall business risks. It specifies requirements for the implementation

of security controls customized to the needs of individual organizations.
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The ISMS is designed to ensure the selection of adequate and proportionate security

controls that protect information assets and give confidence to interested parties. If an

organization already has an operative business process management system, it is

preferable in most cases to satisfy the requirements of this standard within the existing

management system. By implementing this security standard, organizations are able

to reduce information security risks and threats. It provides a framework for

improving security controls and their implementation. Some guidelines for designing

and implementing a record keeping system issued by the Australian National

Archives; these provide steps which public organizations can follow to ensure that

they maintain adequate security for their digital records and systems.

This list is not exhaustive and public agencies are encouraged to select a combination

of methods to suit their needs: Limit access to digital records, and the systems on

which those records are created and kept, to authorized personnel in order to protect

the integrity of the record and prevent unlawful alteration or destruction of records;

Establish network security systems, such as firewalls, to protect against unauthorized

access(e.g. hackers) to systems that are accessible through external connections, such

as the Internet; Install appropriate gateway filter software on messaging systems, and

ensure that filter definitions are regularly updated, to protect against spam, denial of

service attacks and malicious code, such as computer viruses; Implement public key

infrastructure (PKI) encryption technologies to ensure secure transmission of digital

records to external parties; Lock final digital records to prevent any subsequent

alterations or inadvertent destruction(e.g. finalizing records as ‘read-only’ within an

electronic recordkeeping system); Use digital signature technologies to authenticate

digital records and provide security and confidence in authorship; Store vital digital

records either offline or on systems without external links; Establish appropriate
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systems backup procedures and disaster recovery strategies to protect against loss of

digital records; Develop and implement audit trails to detect who accesses a system,

whether prescribed security procedures were followed and whether fraud or

unauthorized acts have occurred, or might occur87.

These requirements make it possible to install Electronic Records Management

systems which support an institution’s process. The security of the database is very

important as it ensure many risks are minimized and consistent compliance to the set

regulations in organizations. Information security, sometimes shortened to InfoSec, is

the practice of protecting information by mitigating information risks. It is part of

information risk management92, 93, 94. It typically involves preventing or reducing the

probability of unauthorized/inappropriate access to data, or the unlawful use,

disclosure, disruption, deletion, corruption, modification, inspection, recording, or

devaluation of information95.It also involves actions intended to reduce the adverse

impacts of such incidents. Protected information may take any form, e.g. electronic or

physical, tangible (e.g. paperwork) or intangible (e.g. knowledge)96. Information

security's primary focus is the balanced protection of the data confidentiality, data

integrity, and data availability of data (also known as the CIA triad) while maintaining

a focus on efficient policy implementation, all without hampering organization

productivity97. This is largely achieved through a structured risk managementprocess.

The CIA triad of confidentiality, integrity, and availability is at the heart of

information security98. The members of the classic InfoSec triad - confidentiality,

integrity, and availability - are interchangeably referred to in the literature as security

attributes, properties, security goals, fundamental aspects, information criteria, critical

information characteristics and basic building blocks99.In information security,

https://en.wikipedia.org/wiki/Information
https://en.wikipedia.org/wiki/Risk_management_information_systems
https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Data_breach
https://en.wikipedia.org/wiki/Data_corruption
https://en.wikipedia.org/wiki/Document
https://en.wikipedia.org/wiki/Knowledge
https://en.wikipedia.org/wiki/Data_confidentiality
https://en.wikipedia.org/wiki/Data_integrity
https://en.wikipedia.org/wiki/Data_integrity
https://en.wikipedia.org/wiki/Data_availability
https://en.wikipedia.org/wiki/Policy
https://en.wikipedia.org/wiki/Productivity
https://en.wikipedia.org/wiki/Risk_management


57

confidentiality is the property, that information is not made available or disclosed to

unauthorized individuals, entities, or processes100. While similar to “privacy,” the two

words are not interchangeable. Rather, confidentiality is a component of privacy that

implements to protect our data from unauthorized viewers101. Examples of

confidentiality of electronic data being compromised include laptop theft, password

theft, or sensitive emails being sent to the incorrect individuals102.

In IT security, data integrity means maintaining and assuring the accuracy and

completeness of data over its entire lifecycle103. This means that data cannot be

modified in an unauthorized or undetected manner104. This is not the same thing as

referential integrity in databases, although it can be viewed as a special case of

consistency as understood in the classic ACID model of transaction

processing105.Information security systems typically incorporate controls to ensure

their own integrity, in particular protecting the kernel or core functions against both

deliberate and accidental threats106.

Multi-purpose and multi-user computer systems aim to compartmentalize the data and

processing such that no user or process can adversely impact another: the controls

may not succeed however, as we see in incidents such as malware infections, hacks,

data theft, fraud, and privacy breaches107. More broadly, integrity is an information

security principle that involves human/social, process, and commercial integrity, as

well as data integrity. As such it touches on aspects such as credibility, consistency,

truthfulness, completeness, accuracy, timeliness, and assurance108.
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For any information system to serve its purpose, the information must be available

when it is needed. This means the computing systems used to store and process the

information, the security controls used to protect it, and the communication channels

used to access it must be functioning correctly109. High availability systems aim to

remain available at all times, preventing service disruptions due to power outages,

hardware failures, and system upgrades. Ensuring availability also involves

preventing denial-of-service attacks, such as a flood of incoming messages to the

target system, essentially forcing it to shut down. In the realm of information security,

availability can often be viewed as one of the most important parts of a successful

information security program.

Ultimately end-users need to be able to perform job functions; by ensuring availability

an organization is able to perform to the standards that an organization’s stakeholders

expect110. This can involve topics such as proxy configurations, outside web access,

the ability to access shared drives and the ability to send emails. Executives

oftentimes do not understand the technical side of information security and look at

availability as an easy fix, but this often requires collaboration from many different

organizational teams, such as network operations, development operations, incident

response, and policy/change management. A successful information security team

involves many different key roles to mesh and align for the CIA triad to be provided

effectively108.

2.1.3 Awareness of Electronic Records Management System (ERMS)

Any organisation, whether public or private, has long been thought to consider

information to be a vital resource. At the moment, it serves as a criterion for dividing

the world's nations into two groups: those with abundant knowledge and those with
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little or no information. It appears that the availability, usability, and accessibility of

information are strongly correlated with a nation's potential to develop nationally.

Information, therefore, is a national resource that may be applied to the production of

goods and services with added value111. Information and records go hand in hand

since they both include data that is essential for organising, making decisions, and

maintaining control in any kind of organisation, including public sector organisations.

Regardless of the medium or features, a record is something that serves as evidence of

existence and can be utilised to replicate or demonstrate a state of existence112.

An organisation either creates or receives a record in the course of conducting

business, complying with legal requirements, or both. Records can be digital

information such as electronic office papers, data in application databases, web

content, and electronic mail, or they can be tangible objects like paper documents like

birth certificates, driver's licences, and actual medical x-rays. The application of

methodical and scientific controls to recorded information necessary for an

organization's commercial operations is known as records management113.

The discipline of management known as records management is in charge of the

effective and methodical control of the formation, receipt, upkeep, use, and disposal

of records. It also handles the procedures for gathering and preserving data regarding

business transactions and activities in the form of records78. A variety of services

pertaining to the management and use of records are provided; specialised systems for

managing records are designed, implemented, and administered; policies and

standards are set; responsibilities and authorities are assigned; procedures and
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guidelines are established and promulgated; and records management is integrated

into business systems and processes.

Likewise, records management is defined by academics as the organised supervision

of the entire life cycle of recorded data, from its production to its final disposal or

long-term storage114. A record's life cycle comprises its conception, creation,

distribution, use, upkeep, storage, disposal, and stage of archival preservation.

Establishing program priorities and guiding policy are two areas where records

management can be very helpful115. It can also instill a feeling of coherence and

purpose throughout the administration. It so aims to create records that are required

for an organisation to run effectively and successfully, to produce records when

needed, to preserve records important to the organization's ongoing operations, and to

create only those records that are required.

An organisation cannot operate without its records, so they are crucial. Any successful

organization's daily activities rely only on its records. Without maintaining, utilising,

and preserving their records, many organisations will not be able to continue. Any

written document, video, electronic procedure, or other information compiled,

recorded, or preserved in any other way is referred to as a record116. The life cycle of a

record includes its creation, upkeep, use, and disposal 117. He emphasises the

significance of maintaining records that are made and that if they are not required,

they should not be created. Thus, before creating any record, all phases of the record's

life cycle must be taken into account. An organization cannot but develop a culture of

maintaining a record in whatever form which will serve as a reference tool in helping

the organization fulfill its obligation for effective management of the problems of that

organization118.
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Organisations cannot perform their operational procedures and activities without the

use of records, which are a crucial administrative tool119. Records serve as gauges for

assessing an organization's success. Furthermore, records are the byproducts of

administrative and managerial tasks and serve as a reflection of the general calibre of

the business performance of the organisation. If records serve as gauges for an

organization's performance, then an organisation cannot operate in the absence of

records. Records are defined as information that has been created, received, or

maintained in any format by a system, person, or organisation during the course of

business or other activities. These records are preserved in a manner that is easily

accessible and serve as proof of the activity in question120.

The discipline of management known as records management is in charge of

organising and regulating the production, upkeep, utilisation, duplication, and

disposal of records. The three stages that records go through—the current, semi-

current, and non-current stages—are related to records management121. Records are

created and used regularly at this point. Records are occasionally cited in the semi-

current stage, which is the intermediate stage. After being evaluated, they are

transferred to the archives and are no longer referred to at the non-current stage. Form

control, correspondence control, reports management and control, active file

management, records inventory and appraisal, records retention and disposal, archives

management and control, and copy reproduction (reprography) are all included in the

comprehensive activity of records and information management122. In conventional

paper-based organizations, paper continues to be viewed as the material for records in

administrative documentations123.
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Records management encompasses all paperwork from the time a new record is

created until it is decided to either destroy it or preserve it indefinitely124. It is the

application of methodical examination and scientific oversight of business documents

from the point of creation to the points of processing, preservation, security, and

disposal. The generation, receiving, distribution, use, retention, storage, retrieval,

protection, preservation, and ultimate disposal of all forms of recorded information

across the organisation are covered by policies, procedures, and standards in records

management125. Planning, carrying out, and reviewing the procedures for maintaining

an organization's records are all part of records management126. He emphasises that

information creation's quantity and quality may be managed with the use of records

management.

As a result, the data can be preserved in a way that successfully meets the needs of the

company. The quality, amount, and cost of records are considered as well as the

processes, systems, operations, space, equipment, and personnel needed to manage

the records127. For this reason, systems and procedures for creating, keeping, and

getting rid of records that are essential to an organization's smooth operation must be

developed and run by records management functions.

Every organisation needs effective records management procedures to help it fulfil the

objectives that its founders laid out when they first envisioned the company. In order

to operate public institutions effectively and efficiently, records management plays a

crucial role. In actuality, the practice plays a crucial role in the management of the

institutions since it records the creation and execution of suitable service plans,

enabling adequate task monitoring128. Controlling the growth and creation of records,

cutting operating costs, boosting productivity and efficiency, incorporating new
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records management technologies, guaranteeing regulatory compliance, lowering the

risk of litigation, protecting sensitive data, facilitating better management decision-

making, maintaining the corporate memory, and promoting professionalism in

business operations are the main motivations behind records management practices in

organisations129.

The need for records preservation is, therefore, paramount to the cultural heritage of

the past and for future generations obtainable in any organization130. Decision making

in an organization is an administrative function and invariably requires information in

the form of records116. They state that the art of "getting things done" is typically

mentioned in relation to administration, but they also highlight the procedures and

techniques that guarantee decisive action. There are guidelines outlined for getting

people to act in unison. Within an organisation, decisions are taken at three separate

levels: lower, medium, and upper. Whatever the level, information will be needed in

one form or another. Decisions are made regarding the distribution of financial

resources, the order of importance of various programmes, the awarding of social

benefits, the initiation of new projects, the termination of unsuccessful endeavours,

the information to be made public, and the degree of secrecy required for specific

types of data in all areas of endeavour.Decision-makers can obtain the information

they need from records and archives. Thus, the primary inquiry is whether these

records are accessible to these decision-makers and if they are aware of them and use

them in their decision-making process. Because records are needed by administrators

to make timely and accurate decisions, they also benefit from the efficient and

successful management of records inside an organisation or institution. The

foundation of administrative acts is decision-making, and administrators carry out

plans via action116.



64

The most fundamental and important resource for any organisation is information,

which like all other company assets needs to be managed well. Records management

makes sure that data is freely accessible and regularly deleted when it is no longer

needed, allowing organisations to meet legal and financial requirements in addition to

operating on a daily basis. For example, keeping government records preserved

guarantees that it may be held responsible for its acts, enables society to track the

historical development of policy, and provides access to a valuable resource for future

decision-making131.

Every organisation keeps records in order to substantiate and validate their

transactions. As a result, records are valuable sources of knowledge and information

regardless of their format. They support national growth and guarantee effective

accountability and openness in decision-making223, 33. As a result, proper record-

keeping practices—whether digital or paper—have gained attention not just in Nigeria

but also internationally. As a result, in the absence of accurate records, organisations

are forced to make snap judgements devoid of institutional memory. Organisations

must gain the ability to handle records and information if they hope to take a

significant part in the national development process134.

The rationale is because accurate, timely, and relevant data and information are

always needed to meet the demands of planning, starting, carrying out, monitoring,

and assessing activities. Because of this, it is the responsibility of every organisation

to track and evaluate its progress towards inclusive, participatory national economic

processes and strong corporate ethics, which are based on the values of transparency,

accountability, and integrity in relation to records management135.
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An electronic programme, or group of programmes, called an Electronic Records

Management System (ERMS) is used to store and maintain current records. ERMS

has been widely used to improve educational institutions' performance. The planning

and decision-making processes are aided by the system, which improves skills.

Technology has had a major role in the field of education in changing old teaching

and learning methods into the current approach that requires information availability.

Students should have access to information whenever needed to provide them with the

resources they need to succeed academically136, 137.

Technology has also aided in the provision of information so that judgements can be

made with knowledge. In many educational fields, especially management, decision-

making concerns are ubiquitous. In this field, the majority of decisions are made

based on hypothesis and primary evidence. To tackle these problems, well-informed

judgements requiring a thorough assessment of the available data must be made.19, 139,

138. These days, a lot of administrators understand how critical it is to have readily

available, accurate information to back both long-term strategic planning and

judgements that enhance daily operations. It is challenging to locate the pertinent,

accurate, and helpful information required for the higher education decision-making

process due to the abundance of systems. Not all information can be considered as

records until they are proven genuine and authentic. Besides, these records must be

comprehensive, available, accessible, and secured140, 141.

Electronic records are widely used in higher education institutions because they

contain information that is necessary for the smooth operation of the educational
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system, optimal service delivery, and support of managerial decision-making while

guaranteeing the application of ongoing policy. When processed, recorded

information becomes knowledge and aids in the prompt and well-informed decision-

making process. Additionally, student records are essential educational resources that

help define methods and assess and improve performance19, 116, 20. Electronic records

are essential for making decisions, but there are issues with their accessibility.

A computer programme, or group of programmes, used to maintain track of records

and their storage is known as an ERMS. Additionally, it can be used to manage record

generation and maintenance in terms of classification, retention, usage, and schedule

disposal, as well as record access and use management142. The preservation of

information for use in future transactions is the main goal of record-keeping in

organisations. Records ensure that important information may be retained and

conserved by containing organisational accountability, safeguarding the proof of its

actions, and facilitating prompt administrative information access.

These documents could serve as proof of the transactions that the organisation made

143. Moreover, efficient e-records serve as the cornerstone of good governance,

organising policies, transactions, and governance-related activities. They also serve as

a useful information source that facilitates decision-making and accountability.

Furthermore, researchers found that because of the constantly changing need for

information, ERMS has become practically required in organisations and their

departments144.

Time is saved and transparency is increased in this way by the system, albeit more

documents may only be added with the development of a policy. Furthermore,

research has shown that despite efforts to strengthen governance structures, the

majority of educational institutions in underdeveloped countries continue to struggle
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with managing documents and e-records. The policy, digital records capacity, records

management unit, senior management support, user education and training, and the

storage, retrieval, and disposal of documents in pertinent systems and procedures are

all inadequate in records management145.

Electronic Records Management Systems (ERMS) ensure effective management of

resources, minimizes litigation risks, improves accountability and transparency and

provides the basis for complying with legal requirements146, 147,148,149,150. For that

reason, managers should adopt appropriate strategies for successful implementation of

ERMS. Implementation of electronic records management system requires

management skills pertaining to procurement, change management and training,

which will enable managers have in-depth knowledge of ERMS151. The necessity of

develop a comprehensive change management plan, since the success will largely

depend on the acceptance and usage of the system by employees152. Several studies

discuss communication, training and motivation as some of the critical elements that

should be embedded in the change management approach when creating an ERMS

awareness.

Literature concurs that communication is a key factor for successful change, as it is a

tool used for announcing, explaining and preparing employees for both negative and

positive effects of the imminent change153, 154. The strategies used to communicate

change should be of good quality and the form of communication must be

understandable to the audience155. Communication during the change process

balances mixed feelings amongst staff and influences participation of staff in the

change process155, 156. Without communication, there will be unresolved feelings of

uncertainty and unwillingness to cooperate by staff157. Organizational silence and

insufficient communication are some of the reasons why organizational change efforts
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fail158, 159. It was revealed that staff preferred oral communication such as meetings

and workshops as they had the capability to instill knowledge, skills and wisdom as

compared to written communication.

Generally, training improves performance hence it is employed as a change

management strategy160. In order for staff to display consistent commitment to change,

they must be trained and equipped at every level of the change process155. Training

enables staff to cope with the challenges of today’s competitive business

environment161. It is used as a means of support by managers to give employees new

necessary skills and knowledge needed for the change initiative162. During change

initiatives, symptoms such as anxiety, low morale and stress are likely to increase.

These problems affect productivity, efficiency and effectiveness negatively, hence, it

is vital to employ training strategies when implementing changes153.

When the human component of change is properly understood and appropriate steps

are taken to foster a healthy work environment, change is more effective163. The drive

of the workforce is what makes this possible164. Anxiety, frustration, exhaustion and

resistance, and bewilderment were the organization's feelings during the change

process in some of the failed change management initiatives. Employee motivation,

morale, and perception of job security are all greatly impacted by the atmosphere of

the company. Thus, for change to be successful, there needs to be a sense of purpose,

momentum, hope, confidence, and excitement.163.

2.2 Theoretical Framework

A structure of concepts seen in the literature might be referred to as a theoretical

framework. It can also be viewed as the study’s ready-made plan. It offers the
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framework for outlining a researcher’s philosophical, epistemological,

methodological, and analytical definition of the study. The theoretical framework also

helps the study locate the best research methodology, analytical techniques, and

procedures for the planned study, which will improve the significance and

generalizability of the research findings. Three theories will be used for all the

variables respectively. Unified Theory of Acceptance and Use of Technology

(UTAUT) and The Information Security Model will underpin the dependent variables

which are Use of Electronic Records Management Systems and Security of Electronic

Records Management System. The theory that will be used to measure the

independent variable which is Awareness of Electronic Records Management System

is the Situation Awareness Theory (SAT).

2.2.1 Unified Theory of Acceptance and Use of Technology (UTAUT)

About three decades ago, the research community became more interested in the

adoption of technology in private and organisational contexts12, 165,166, 167. A significant

volume of data on user behaviour connected to technology adoption has been

produced by technology acceptance research by the year 2000168. The adoption of the

technology was described by a variety of models and hypotheses, which together

accounted for 40% of the variation in technology usage intention169, 170, 171. The

models' interdisciplinary origins restricted the situations in which these theories might

be applied. In order to offer a comprehensive comprehension of technology

acceptance, researchers aim to create a unified theory of technology acceptance

through the integration of essential characteristics that predict behavioural intention

and use.In order to achieve this goal, a study of the fundamental literature on IS

acceptance was conducted in order to identify theoretical and contextual parallels and
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differences between the theories of technology acceptance that come from the three

research streams of social psychology, IS management, and behavioural psychology13.

The theories present a variety of viewpoints on the acceptance and implementation of

technology because they originate from many academic fields. The Social Cognitive

Theory (SCT), the Theory of Planned Behaviour (TPB), and the Theory of Reasoned

Action (TRA) reflected the socio-psychological perspective on studies on individual

behaviour. The impact of a person's attitude towards behaviour, subjective norm, and

perceived behavioural control on their behavioural intention is how TRA and TPB

measure an individual's behaviour.172. The theories are applied in IS management to

investigate the impact of attitudes and social norms on accepting technology, as well

as the perceived difficulty of completing the task173, 174. TRA made a significant

theoretical contribution to IS acceptance theories by offering a framework for

understanding human conduct172, 12. The foundation of social cognitive theory (SCT)

is the idea that behavioural, cognitive, and environmental factors—that is,

performance and outcome expectations, personal and outcome expectations, affect,

and anxiety—interact to influence people's conduct 175. The hypothesis has been

used to the study of computer-human interaction165, 176.

The Technology Acceptance Model (TAM), the combined TAM and TPB model (C-

TAM-TPB), Innovation Diffusion Theory (IDT), and the model of PC utilisation

(MPCU) were the main sources of information used to explain the acceptance of

technology from the perspective of IS management. Although TAM and C-TAM-TPB

emphasise how crucial a cognitive reaction to IS characteristics is for behaviour

prediction13, 170. In order to predict whether innovation will be adopted, the Innovation
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Diffusion Theory (IDT) focuses on system traits and attributes (e.g. relative advantage,

complexity, compatibility, image) 177.

Unlike other theories examining IS and innovation adoption, the model of PC

utilisation (MPCU) has very specific implications because it only considers the

factors that support the use of personal computers, namely job fit, complexity, long-

term consequences, affect towards use, facilitating conditions, and social factors178, 13,

170, 177. The Motivational Model (MM), which suggests that user motivations can be

used to examine technology adoption and use behaviour, represents the behavioural

psychology perspective on technology acceptance180, 179. Users typically gauge how

likely they are to behave based on how much their actions generate external

reinforcement in the form of instrumental rewards (intrinsic motives) or interior

reinforcement in the form of enjoyment, satisfaction, and fun (intrinsic motives)180.

The author's analysis of the aforementioned theories revealed certain drawbacks,

which in turn made the development of the Unified Theory of Acceptance and Use of

Technology necessary. The main drawback was that there was no empirical testing or

comparison of the prevalent technological acceptance models in the literature, which

allowed one to speculate about the theoretical constructs' capacity for prediction.

Research on how people utilise technology had mostly ignored the usage of more

sophisticated technologies in favour of simpler systems, including personal computers

(PCs)13. The explanatory ability of theories is limited when a single technology is the

focus since different IT systems and environments have different effects on people's

experiences, purchase decisions, and use cases.181. For example, the motivations of

consumers purchasing entertainment technology are not similar to the needs of
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employees driving the usage of enterprise management systems. The latter technology

has a strong utilitarian value and is predominantly used in mandatory settings.

Prior literature also shown several methodological shortcomings. The majority of

research had employed a cross-sectional methodology, measuring variables at either

the pre- or post-acceptance stages; nevertheless, certain constructs, including

experience, required longitudinal analysis13, 170. The limitations recommended that in

order to properly comprehend the dynamics of technology acceptance and use, a

longitudinal approach be used. Ultimately, the generalizability of the results was

limited by the fact that earlier research had concentrated on technology adoption in a

voluntary setting (i.e., when society has no influence on technology use).

Therefore, technology acceptance was examined in both required and optional

scenarios to guarantee the models' broader implications. The authors were able to

create a single acceptance model that included and represented all significant

acceptance factors, thanks to the empirical comparison of the theories. According to

the UTAUT theoretical model, behavioural intention dictates how technology is

actually used. The direct impact of four major constructs—performance expectancy,

effort expectancy, social influence, and facilitating conditions—determines the

perceived likelihood of technology adoption. However, the ERMS's frequency of use,

its purpose, and the amount of time spent on each use have been modified for this

study. Frequency of use of ERMS is the rate of use of ERMS by administrative staff

of Public Polytechnics in Edo State as documented by the number of times per day,

week, or month, as appropriate. Purpose of use of ERMS is the belief that the use of

technology among administrative staff of Public Polytechnics in Edo State will attain

goals in job performance. While Specific time spent on each use of ERMS is the exact
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time devoted to the use of ERMS by administrative staff of Public Polytechnics in

Edo State. These metrics were adapted from literatures.

The effect of predictors is moderated by age, gender, experience and voluntariness of

use13. Performance expectancy is defined as the degree to which an individual

believes that using the system will help him or her to attain gains in job performance.

Performance expectancy is based on the constructs from Technology Acceptance

Model (TAM), TAM2, Combined TAM and the Theory of Planned Behaviour

(CTAMTPB), Motivational Model (MM), the model of PC utilization (MPCU),

Innovation Diffusion Theory (IDT) and Social Cognitive Theory (SCT) (that is,

perceived usefulness, extrinsic motivation, job-fit, relative advantage and outcome

expectations). It is the strongest predictor of use intention and is significant in both

voluntary and mandatory settings57, 182.

Effort expectancy is defined as the degree of ease associated with the use of the

system13. Effort Expectancy is constructed from perceived ease of use and complexity

driven from TAM, MPCU, IDT, which share a similarity in definitions and scales.

The effect of the construct becomes non-significant after extended usage of

technology183, 184.Social Influence is defined as "the degree to which an individual

perceives that important others believe he or she should use the new system"13. Social

influence is similar to the subjective norms, social factors and image constructs used

in TRA, TAM2, TPB, CTAMTPB, MPCU, and IDT in the way that they denote that

the behaviour of people is adjusted to the perception of others about them. The effect

of social influence is significant when the use of technology is mandated13. In the

mandatory context, individuals might use technology due to compliance requirement,
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but not personal preferences171. This might explain the inconsistent effect that the

construct demonstrated across further studies validating themodel57, 184.

Facilitating conditions is defined as the degree to which an individual believes that an

organization’s and technical infrastructure exists to support the use of the system13.

The facilitating conditions construct is formed from compatibility, perceived

behavioural control and facilitating conditions constructs drawn from TPB,

CTAMTPB, MPCU and IDT. Facilitating conditions have a direct positive effect on

intention to use, but after initial use, the effect becomes non-significant. Therefore,

the model proposes that facilitating conditions have a direct significant effect on use

behaviour.

Fig. 2.1: Unified Theory of Acceptance and Use of Technology175.
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Unified Theory of Acceptance and Use of Technology(UTAUT) has contributed to

the literature in a number of ways. By contrasting well-known theories of technology

adoption—which frequently present conflicting or incomplete viewpoints—the model

offers empirical insight into the acceptance of technology. Compared to other models

that study technological adoption, UTAUT has better predictive value because it

shows that the proposed components explain 70% of the variance in use intention.185,

186. The purpose of formulating UTAUT was to integrate the fragmented theory and

research on individual acceptance of information technology into a unified theoretical

model. UTAUT advanced individual acceptance research by unifying the theoretical

perspectives common in the literature and incorporating four moderators to account

for dynamic influences187. UTAUT is relevant to this study as it helps to evaluate the

use of information systems and information technology in the selected public

polytechnics. Also, if users adopt the four main factors of UTAUT, they can develop

a positive attitude towards using the new system. Therefore, individuals can show a

positive attitude towards the system that satisfies their performance expectations and

effort expectations, and thus the facilitating conditions provided by the system will

create an increasing social impact among individuals.

2.2.2 The Information Security Model (ISM)

An approach for defining and implementing security policies is the information

security model. A formal model of access rights, a computational model, a distributed

computing model, or no theoretical foundation at all can serve as the foundation for a

security model. A computer security policy is used to implement the information

security model. Information security, sometimes known as InfoSec, is the process of

reducing information hazards in order to safeguard data92. Information risk
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management includes it93, 94. It typically involves preventing or reducing the

probability of unauthorized/inappropriate access to data, or the unlawful use,

disclosure, disruption, deletion, corruption, modification, inspection, recording, or

devaluation of information95. It also involves actions intended to reduce the adverse

impacts of such incidents. Protected information may take any form, e.g. electronic or

physical, tangible (e.g. paperwork) or intangible (e.g. knowledge) 96,188.

Information security's primary focus is the balanced protection of the data

confidentiality, data integrity, and data availability of data (also known as the CIA

triad) while maintaining a focus on efficient policy implementation, all without

hampering organization productivity97.Confidentiality is the characteristic of data,

information and information systems being disclosed only to authorized persons,

entities and processes at authorized times and in the authorized manner. This means

protecting records from unauthorized access and disclosure. Integrity is the

characteristic of data, information and information systems being accurate and

complete and the preservation of accuracy and completeness. This means

safeguarding the authenticity, accuracy and completeness of records. Availability is

the characteristic of data, information and information system being accessible and

useable on a timely basis in the required manner. This entails making certain that

authorised users may access the records and related services as needed. Identifying

information and related assets, as well as potential threats, vulnerabilities, and impacts,

evaluating the risks, and determining how to address or treat the risks—that is, to

avoid, mitigate, share, or accept them—are the main steps in an organised risk

management process. Where risk mitigation is necessary, other steps include choosing

or designing appropriate security controls and putting them into place; monitoring the

https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Data_breach
https://en.wikipedia.org/wiki/Data_corruption
https://en.wikipedia.org/wiki/Document
https://en.wikipedia.org/wiki/Knowledge
https://en.wikipedia.org/wiki/Data_confidentiality
https://en.wikipedia.org/wiki/Data_confidentiality
https://en.wikipedia.org/wiki/Data_integrity
https://en.wikipedia.org/wiki/Data_availability
https://en.wikipedia.org/wiki/Policy
https://en.wikipedia.org/wiki/Productivity
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activities and making adjustments as needed to address any issues, changes, and

improvement opportunities.

Confidentiality, integrity, and availability are the three primary pillars of the CIA triad

information security concept. Every element stands for a core goal of information

security. The following three elements make up the CIA triad: Discretion: This

element is frequently connected to encryption and secrecy. In this case, confidentiality

refers to restricting access to the data to parties who have been given permission.

Confidential data are not revealed to those who shouldn't have access to them or who

don't need them, indicating that their security has not been breached by outside parties.

Information must be arranged according to the sensitivity of the material and who

needs access in order to maintain confidentiality97.

A confidentiality breach can occur via a variety of techniques, such as social

engineering or hacking. Integrity: The assurance that the data has not been altered or

deteriorated before, during, or after submission is known as data integrity. It is the

assurance that no unauthorised alteration, whether deliberate or accidental, has been

made to the data. The upload or transmission of data, as well as the document's

storage in the database or collection, are the two stages of the transmission process

where integrity may be jeopardised. Availability denotes the degree to which

authorised users can access the data when needed. A system needs operational

computer systems, security measures, and communication channels in order to

demonstrate availability. Critical systems, such as safety systems, medical equipment,

and power generation, may have strict availability requirements. These systems need

to be safe from hardware malfunctions, power outages, and other occurrences that

could affect system availability in addition to being resilient against cyberattacks.



78

Information assurance, or preserving the confidentiality, integrity, and availability

(CIA) of information, is the fundamental component of information security. It

guarantees that information is not jeopardised in any manner when important

problems emerge. Natural calamities, computer/server malfunctions, and physical

theft are a few examples of these problems. Enterprise digital initiatives are becoming

more and more important, and information technology (IT) security specialists are

generally usually in charge of information assurance, even though paper-based

company processes are still common and require their own set of information security

policies. These experts use technology (usually computer systems) to implement

information security 92.

It is important to remember that a computer does not always refer to a desktop

computer at home. Any device containing a CPU and memory can be called a

computer. These gadgets might be as basic as standalone, non-networked calculators

or as sophisticated as mobile, networked computers on tablets and smartphones. A

huge corporation or facility will almost always employ IT security specialists because

of the nature and worth of the data that these larger businesses handle. They are in

charge of protecting all firm technology from malevolent cyberattacks, which

frequently aim to obtain sensitive personal data or take over internal systems.

The CIA triad of confidentiality, integrity, and availability is at the heart of

information security98. (The members of the classic InfoSec triad—confidentiality,

integrity, and availability—are interchangeably referred to in the literature as security

attributes, properties, security goals, fundamental aspects, information criteria, critical

information characteristics and basic building blocks)189.
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Figure 2.2: Information Security Model (CIA Triad)189.

Information Systems are composed in three main portions, hardware, software and

communications with the purpose to help identify and apply information security

industry standards, as mechanisms of protection and prevention, at three levels or

layers: physical, personal and organizational. Essentially, procedures or policies are

implemented to tell administrators, users and operators how to use products to ensure

information security within the organizations190.

2.2.3 Situation Awareness Theory (SAT)

Situational awareness can be briefly described as being aware of what is happening

around you, understanding what that information means now, and predicting what it

will mean in the future191. The term situation awareness (SA) refers to the knowledge

an individual or a group of individuals have about the context they operate in.

Situation Awareness has been defined as “accessibility of a comprehensive and

coherent situation representation which is continuously being updated in accordance

with the results of recurrent situation assessments”192. Awareness is the state or ability

https://en.wikipedia.org/wiki/Information_Systems
https://en.wikipedia.org/wiki/Physical_information_security
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to perceive, to understand or to be conscious of events, objects or patterns. It is the

state or ability of administrative staff of Public Polytechnics in Edo State to perceive,

understand or to be conscious of events, objects or patterns. Perception is the

identification of the prevailing circumstances surrounding the need for the system

among administrative staff of Public Polytechnics in Edo State; Comprehension is

ability of administrative staff of Public Polytechnics in Edo State to understand the

current situation; that is, understanding of the prevailing circumstances that have been

identified; while Projection is the projection of the current situation into the future in

an attempt to predict the evolution of the tactical situation by employees of Edo

State's Public Polytechnics in administration. SA is essentially about being aware of

your surroundings. It is a notion that seems to appeal to practitioners who are

attempting to improve efficiency and safety in a range of work environments. In the

context of industrial safety, in particular, where a misinterpretation or lack of

understanding of the circumstances can result in significant mishaps, SA has been the

subject of much research and is frequently the target of workplace interventions.

Ensley's concept of self-awareness (SA), which is made up of three hierarchical levels

of environmental knowledge, has grown to be the prevalent perspective on SA in

research and among practitioners. According to this model, level 1 SA entails

identifying the pertinent environmental factors, level 2 involves combining the

information from level 1 to create a cohesive and all-encompassing picture of the

situation, and level 3 involves using level 1 and level 2 information to predict how the

environment will look in the near future.
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Fig. 2.3 Situation Awareness Theory (SAT) Framework190.

2.3 Review of Empirical Studies

2.3.1 Awareness of ERMS and Use of ERMS

There is literature on e-records management, but the majority of those studies were

conducted in industries, corporations, and other non-university settings193, 194.

Nevertheless, the scant research in this area presents a dismal picture of the state of e-

records management in universities195, 196, 35.

We also analysed two papers that focused on the higher education industry in Africa.

The research revealed certain areas that require improvement while also highlighting

certain good advancements regarding the state of e-records. In order to determine how

prepared these three Federal universities in Nigeria were to handle electronic records,

one of these studies was carried out35. Check lists, oral interviews, and questionnaires
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were used to gather data. The results showed that because of inadequate

organisational and legal frameworks, Nigerian universities are ill-prepared to handle

electronic data. The study also found that, although basic e-records management

equipment such as computers, scanners, floppy discs, and scanners were available,

more advanced but equally significant systems such as Online Transactional

Processing System (OLTPS), Electronic Document Management System (EDMS),

and Decision Support System (DSS) were not.

It was impossible for the institutions to keep up a reliable electronic records

management system without this equipment. The survey also found that the majority

of records management employees lacked formal training in e-records management,

and there were no e-records management policies in place. Inadequate facilities for

records management, inconsistent file classification practices, the absence of an

archival repository and a university archivist, and improper record disposal were

among the other issues that were found to be impeding effective e-records

management in the universities under investigation. In contrast, the circumstances in

federal institutions in Nigeria are similar to those in universities in Malawi196.

It was discovered that human resource capacity and ICT infrastructure for e-records

administration were lacking in public universities in the two nations. An evaluation of

the efficacy of electronic records management was the goal of a similar study

conducted at Africa University, located in Mutare, Zimbabwe, with a focus on the

Southern African Region 197. The study's conclusions demonstrated that although e-

records management rules and procedures were available—a change from what had

been seen in public universities in Malawi and Nigeria—the personnel did not always

follow them because of inadequate monitoring. If established policies and procedures



83

are not followed, the organisation may encounter difficulties akin to those that existed

in organisations without policies.

The study also revealed that the production of e-record backups was inconsistent, with

results showing that 6 (24%) of the respondents produced backups daily, 12 (48%)

produced backups weekly, 6 (24%) stated backups were produced monthly, and 4 %

stated backups were produced annually. Positively, it was mentioned that Africa

University had implemented security measures to protect electronic records. Most

significantly, it was found that there were rigorous controls over who could enter the

server room. Even if this was the case, it appears that awareness campaigns regarding

the security measures in place were not successful, as evidenced by the fact that the

majority of respondents (14), or 56%, did not know about them.

The creation of an electronic records management system (ERMS) adoption readiness

framework for higher professional education (HPE) institutions in Yemen was the

subject of another study reviewed from the Middle East with the intention of

assessing the state of e-records management from the higher education sector in other

regions198. The material for this qualitative study came from interviews with twenty

experts from Yemeni HPE institutions who work with ERMS. The results showed that

in order to effectively promote effective ERMS preparation among Yemeni HPE

institutions, a clear ERMS policy, enough IT infrastructure, and implementation of

security practices, conducting training or the personnel involved in using and

maintaining the system,and allocation of a financial budgetto cover the successful

implementation of the ERMS.
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According to a related empirical study, the main reasons developing countries are

unable to address the challenges associated with e-records management are a lack of

policy and legislation, standardisation, authenticity, development capacity, physical

infrastructure, professionals with experience in record-keeping, and government

officials who are unaware that they require e-records management training194.

Unquestionably, ERMS is a critical system; however, in the education sector, HLIs

are still unaware of its significance.

According to one study, there is a direct correlation between the degree of ERMS use

and the important adoption characteristics. According to this study, the organisational

and human elements that have been studied have made a substantial contribution to

the development of ERMS198. The study also found that adoption of ERMS is

positively impacted by technological factors. In contrast, records are still maintained

physically in underdeveloped nations like South Africa. This makes an ERMS

framework necessary in order to assist organisations in developing their information

management.

According to a study, creating a balanced scorecard based on objective metrics for

user happiness, internal process efficiency, resource usage, individual impact, and

usage frequency is essential for assessing the efficacy of the system199. Informational

success level. The system's overall quality, the information it produces, how much it

is used, how satisfied users are with it, and how it affects both the person and the

organization all affect how effective the system is200.Additionally, a study established

a link between organisational traits and system performance. Six categories of criteria

were found to be essential for the success of ERMS. These include the following:

system-related elements, work environment and culture, training and engagement,



85

support from upper management, technical preparedness, and training and

involvement201.

Researchers that looked into the adoption of IS in underdeveloped countries

discovered that the few systems that were in place were disjointed and poorly

coordinated, which limited the capacity of national governments to use them for

information gathering and service delivery202. Particularly suffering from disorganised

investments, a shortage of skilled workers, and uncooperative end users is Yemen.

Due to these, national plans seen in other nations have been replaced by standard

normative techniques for IS implementation (ERMS, for example) in Yemen. In spite

of this, workers still need to be informed about the advantages of IS systems and their

deployment is still required.

2.3.2 Awareness of ERMS and Security of ERMS

The scope of data authorization through chained access between the issuer and the

record user was thoroughly examined. This review was necessary to understand the

extent of authorization each party has over the information and to determine the best

governance practices. Numerous concerns were raised regarding the integrity and

authenticity of digital records and how to assess them based on the behaviors of users

and issuers, particularly with sensitive information. The study identified significant

challenges related to the use of digital records, especially for individuals who may

lack basic education about information privacy and authorization levels. It became

clear that digital records are vulnerable to manipulation and tampering, highlighting

the need for effective governance to maintain the reliability of both hard copy and

digital records, especially in the face of threats such as viruses or other external

dangers203.
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Technology has fundamentally altered global practices, prompting discussions about

the challenges and opportunities in record management. The shift from physical to

electronic records represents a significant transformation. Previous studies have

addressed key issues that need to be resolved. Managing draft copies involves

considerable manpower costs, while the initial costs of digitizing records can be high,

though these costs decrease over time as managing digital records becomes more

efficient. Digital records tend to have fewer errors compared to paper records, making

digitalization an attractive option for many organizations. Proper record management

aims to ensure efficiency, appropriate maintenance, and secure storage204.

However, despite the importance of effective record management systems, the state of

record management in many African countries, including Kenya, is lacking.

Government-led institutions often experience system failures, with instances of

deliberate system disruptions to exploit or misuse records. Examples include

deliberate destruction through fire to hide evidence and systemic damage. Many

reports highlight the inadequacy and disarray of these systems. There is a need for

compliance laws requiring government institutions to proactively capture, record, and

manage all records, with central backup storage maintained independently. This

would help ensure accountability for the information handled and demonstrate good

intentions in record management205.

2.4 Conceptual Model

Independent Variable Dependent Variables

Use of ERMS

- Frequency of use
ofERMS

- Purpose of use of ERMS



87

Ho1 Ho1

Ho3 Ho2

Figure 2.4: Conceptual Model

Source: Researchers’ Work, 2023

The above conceptual model shows the proposed influence of the independent

(Awareness of Electronic Records Management Systems) and the dependent (Use and

security of Electronic Records Management Systems) variables. The model has three

variables: Awareness, Use and Security of Electronic Records Management Systems.

Use and Security of Electronic Records Management Systems been the dependent

variable has the following components: Use of ERMS – the sub metrics are

Frequency of use of ERMS, Purpose of use of ERMS, Specific time spent on

ach use of ERMS. These metrics are gotten from literature. Security of ERMS - the

metrics are Confidentiality, Integrity, and Availability. These metrics are gotten from

Awareness of ERMS

- Perception of ERMS

- Comprehension of ERMS

- Projection of ERMS

Security of ERMS

- Confidentiality of ERMS

- Integrity of ERMS

- Availability of ERMS
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the Information Security Model 13, 98. Awareness of ERMS been the independent

variable has sub-measures which includes; Perception, Comprehension and

Projection190. These measures are gotten from the Situation Awareness Theory.

Furthermore, the conceptual model shows that hypothesis one will investigate the

influence of Awareness on Use of ERMS. Also, hypothesis two will examine the

influence of Awareness on Security of ERMSamong administrative staff in Public

Polytechnics, Edo State, Nigeria.

2.5 Summary of Gaps in Literature Reviewed

Although there is literature on e-records management, many of those studies were

conducted in fields other than universities, including the mainstream civil service,

businesses, and other organizations193, 194. The limited studies that have already been

conducted in this field, however, offer a bleak image of the condition of e-records

management in tertiary institutions195, 196, 35.

One of this study assessed e-records readiness at Karonga District Council (KDC) as

one of the local governmentauthorities in Malawi193. The study employed a

descriptive survey design where a survey questionnaire was usedto collect data.

Altogether, 56 staff were sampled randomly and purposively. The staff comprised

principalofficers, records clerks, ICT personnel and other action officers. The study

revealed that e-records readinessat KDC was low and evolving as evident by the

presence of e-record products and technologies, which werelargely inadequate and

obsolete. The study also established that there was inadequate and poor adherence

topolicies, standards and procedures for e-records management practices. Furthermore,
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responsibilities fore-records management were not clear.There was no

establishedrecords management programme.

The rapid pace with which technology is changing continues to pose a perpetual threat

to digital preservation194. Although initiatives in digital preservation in Europe, North

America, Asia and sporadic attempts in Africa appear to have yielded some level of

progress, permanent access to information and longevity of digital records continue to

be a problem. Whilst Africa’s contribution to the growth of digital records may be

insignificant, it is growing and Ghana cannot be insulated from this threat of digital

growth. This paper examines the current challenges of digital preservation in sub-

Saharan Africa with particular reference to Ghana. It identified funding, level of

security and privacy, skills training and technological obsolescence as factors that

pose key threats to digital preservation.

The interrelationships between governance, audit, risk, and record keeping are central

to the discipline of records management. This study delves into these connections

through a series of case studies conducted at six universities in South Africa and

Malawi. These institutions have been experiencing corporatization, which

significantly impacts governance, audit, risk management, and record keeping

practices. By focusing on higher education institutions in Southern Africa, this study

uncovers intriguing patterns and contrasts, leading to innovative conclusions196.

The study adopts a collective case study approach, utilizing multiple cases to critically

examine the interplay between record keeping and governance, audit, and risk. This

qualitative research, situated within the interpretive tradition of inquiry, does not aim

to prescribe solutions to general record keeping issues. Instead, it seeks to enhance

understanding of the challenges and opportunities in managing records and documents
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within the realms of governance, audit, and risk. Key questions explored include

workplace practices, existing problems, and alternative approaches to address these

issues.Findings indicate that some higher education institutions in Southern Africa are

leveraging their governance structures and other drivers to establish effective

recordkeeping systems. Key governance structures and drivers identified include laws

and regulations, governing bodies, audits, risk management frameworks, technology,

public sector reforms, and workplace culture. Conversely, other institutions struggle

with recordkeeping despite efforts to improve governance systems, primarily due to a

lack of recordkeeping capacity206. The influence of big data management on

organizational performance, particularly the role of electronic records management

systems (ERMS), has been a focal point for scholars. The integration of digital

technology, such as ERMS, has led to widespread organizational changes. To support

operations and enhance performance, organizations need to implement automation

systems. This study employs a quantitative method using the partial least squares

structural equation modeling (SEM-PLS) approach. This includes measurement items,

respondents’ demographics, data sampling and collection, and data analysis. SEM-

PLS assesses data through measurement and structural model evaluations.

The study presents an empirically tested model to guide organizations in adopting

ERMS, influenced by big data management. Findings specifically address concerns

within oil and gas organizations regarding the integration of new technologies to

boost performance. Results show that individual user characteristics, combined with

administrative features, strongly predict the successful adoption of ERMS. The study

demonstrates that the potential of ERMS significantly impacts organizational

performance in the oil and gas sector. These findings align with broader theories on



91

how big data management and ERMS adoption affect organizational readiness for

new technologies.Previous research on this topic has predominantly been conducted

outside Africa, with only a few studies in Nigeria. Studies examining the influence of

awareness on the use and security of ERMS have received limited attention. This

study aims to fill this research gap by investigating these concepts among

administrative staff in public polytechnics in Edo State, Nigeria.

The study’s unique focus on the three interconnected concepts of governance, audit,

and risk management, as they relate to record keeping in public polytechnics,

highlights the need for effective recordkeeping systems. This is particularly important

in the context of Nigerian institutions where system failures and deliberate destruction

of records have been noted. Compliance with recordkeeping laws and regulations,

supported by independent central backup storage, is essential to ensure accountability

and integrity in managing official information.

In conclusion, the study provides valuable insights into the critical relationships

between governance, audit, risk, and record keeping. It emphasizes the importance of

robust recordkeeping systems supported by effective governance structures to

enhance organizational performance and ensure data integrity. By addressing the

identified research gaps, particularly in the context of Nigerian public polytechnics,

this study contributes to the broader understanding of the role of electronic records

management systems in modern organizational environments.
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Chapter Three

Methodology

This chapter presented the methodology used in this study. It includes the research

design strategies employed, population, sample, data collection and operation of

variables.

3.1 Research Design

This study adopted the survey research design. A descriptive survey design describes a

condition or phenomenon as it exists naturally without manipulations. For the purpose

http://ufh.netd.ac.za/bitstream/10353/496/1/Munetsithesis.pdf
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of this study, cross-sectional research enables the researcher to examine the measures of

awareness, use and security of Electronic Records Management Systems among

Administrative Staff in Public Polytechnics, Edo State, Nigeria.This method is

appropriated because it is found useful in the collection of data on phenomena as

employed by earlier scholars that share similar context with this study1. The method

enables the researcher to collect data from a sample population that is representative of

the total population.

3.2 Population of the Study

Thepopulation of this study comprised of Two Hundred and Forty-five administrative

staff in Public Polytechnics, Edo State, Nigeria. The two (2) Public Polytechnics in Edo

State are Auchi Polytechnic, Auchi and Edo State Polytechnic, Usen.

Table 3.1: Population of the Study

S/N Public Polytechnics
Study
Population

1. Auchi Polytechnic, Auchi 190

2. Edo State Polytechnic, Usen

Total

55

245

Source2,3

3.3 Sample and Sampling Techniques

This study has a total of 245 respondentswhich is made up of administrative staff in

Auchi Polytechnic, Auchi and Edo State Polytechnic, Usen, Edo State, Nigeria, which

represent the total population. Census sampling was used in choosing the respondents

who are administrative staff given their small number in the institution.

3.4 Description of Research Instrument
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The instrument for data collection was the structured questionnaire titled: Awareness,

Use and Security of Electronic Records Management System Scale (AUSERMS

Scale).The instrument wasa structured questionnaire adapted from previous empirical

studies and the theories that underpinned the study. This study adopted the Likert scale

design which allows the respondents to provide their opinion about the issue under

study. The instrument is made up of four sections, which are as follows:

Section A: This contains the demographic information of respondents which is self-

developed. The Bio-data of respondents was measured through five (5) factors, namely

gender, age, marital status, educational qualification, and years of experience.

Section B: This section is designed to collect data on Use of Electronic Records

Management System by administrative staff. The 15-items were adapted from existing

literature4. The scale used a 4-point response format of 4 = Very High Extent (VHE), 3

= High Extent (HE), 2 = Low Extent (LE), 1 = Very Low Extent (VLE). Example of

statement include: ERMS enhances my work effectiveness, my interaction with the

ERMS is clear and understandable; ERMS has availability of technical assistance that is,

a specific person (or group) is available for assistance with ERMS difficulties amongst

others.

Section C: This is Security of ERMS scale with 15-items. The items were adapted from

existing literature on Security of ERMS4.The response options provided in this

questionnaire followed the 4-point response format of 4 = Very High Extent (VHE), 3 =

High Extent (HE), 2 = Low Extent (LE), 1 = Very Low Extent (VLE). Examples of

statement include:Data integrity in the ERMS system affects theefficiency of our

operations and the quality of ourdecisions; the system is very compatible with

theorganizational culture andsupport; the words and phrases in contents provided

byERMS are consistent etc.
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Section D: This is Awareness of ERMS Scale with 14-items. The items were adapted

from existing literature6. The response options provided in this questionnaire followed

the 4-point response format of 4 = Strongly Agree (SA), 3 = Agree (A), 2 = Disagree

(D), 1 = Strongly Disagree (SD). Examples of statement include:The information I need

to assess safety is easily available; I plan ahead in order to handle various adverse

incident that may arise; I know how to act to maintain safety, amongst others.

3.5 Validity of Research Instrument

The items for the instrument were gathered through related literature review and

theoretical adaptation from questionnaires that have been used by other researchers.

Both face and content validity were done with the input of the supervisor and other

experts in the field of information management. Corrections made were incorporated in

constructing the final questionnaire and were given out to the respondents of the study.

3.6 Reliability of the Instrument

The researcher subjected the questionnaire to a reliability test to check internal

consistency of all items measuring each variable in the study. The reliability of the

instrument was done through a pilot study using 30 copies of the questionnaire which

were administered to office managers in Kogi State Polytechnic, Lokoja.Kogi State

Polytechnic, Lokoja was used as it has the same characteristics with the two

polytechnics under study. Data obtained were subjected to Cronbach’s alpha reliability

test to establish internal consistency of the items.

Table 3.2 Reliability Statistics
Cronbach’s Cronbach’s Alpha No. of Items

Alpha based on

Standardized Items



114

.916 .913 44

The table shows the reliability test of the questionnaire. Adequate interval consistency

reliability (Cronbach’s alpha) must be greater than 0.70. The result of the reliability

test is 0.916 which shows that each item appears to be good; all the items should be

kept.

3.7 Method of Data Collection

Data were collected to address the objectives of the study through a structured

questionnaire in line with existing literature. The instrument worked well with a

descriptive survey research because it supports the collection of data regarding opinion

and perception of respondents at a point in time on issues raised. A letter of introduction

and project attestation form was obtained from the Department of Information

Management, Lead City University which was used to gain permission to conduct the

survey among administrative staff in Public Polytechnics, Edo State.

A two (2) day training was conducted for two (2) research assistants to ease the

administration, retrieval and initial sorting of copies of the questionnaires. The

researcher and research assistants worked with the Registrar (Personnel) of the

institutions to ensure confidentiality of their responses while briefing them on the need

for adequacy of responses and advantages embedded in the findings of the study.

3.8 Methods of Data Analysis

The data were analyzed using the descriptive and inferential statistics. Descriptive

statistics (frequency distribution, simple percentage and mean) was used to analyze
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research question one to three. Inferential statistics was used to analyze null hypotheses

one and two using linear regression analysis. All hypotheses in the study were tested at

0.05 level of significance. The data collected for the study were analyzed using

Statistical Package for Social Sciences (SPSS), Version 24.
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Chapter Four

Results and Discussion of Findings

This chapter presents the analysis of the date collected to answer the research

questions and test the hypotheses. The analysis also includes the demographic

distribution of the respondents as well as the questionnaire return rate. Descriptive

statistics is used to analyze the research questions and the decision rule is that all

items with mean score equal to or greater than 2.5 is accepted as significant while

hypotheses are tested at 0.05 level of significance.

4.1 Demographic Data of Respondents

A total of two hundred and forty-five (245) copies of questionnaire were administered

and two hundred and twenty-three (223) copies were returned. After sorting the

questionnaires, two hundred and twenty three (223) copies were certified as duly filled

and considered usable. The useable questionnaire represented 91.02% response rate.

The high response rate was recorded as the researcher administered the instruments

with the help of research assistants who put concerted efforts in reaching out to the

staff to request them to participate in the study.
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Table 4.1 Demographic Characteristics of Respondents

Category frequency percentage (%)

Sex Male 85 38.1

Female 138 61.9

Age 21 – 30 years 56 25.1

31 – 40 years 116 52.0

41 – 50 years 34 15.2

51 years and above 17 7.6

Marital Single 65 29.1
Status

Married 136 61.0

Divorced 14 6.3

Widower 3 1.3

Widow 5 2.2

Educational NCE 12 5.4
Qualification

ND 42 18.8

HND 91 40.8

B.Sc. 29 13.0

M.Sc. 24 10.8

MBA 25 11.2

Years of 1 – 10 years 95 42.6
Work
Experience 11 – 20 years 87 39.0

21 – 30 years 23 10.3

31 years and above 18 8.1

Source: Field Work, (2024)
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Table 4.1 presents the demographic characteristics of respondents used for this study.

85 respondents representing 38.1% were male while 138 respondents representing

61.9% were female, indicating that most of the respondents were female. 56

respondents representing 25.1% were between the ages of 21 - 30years, 116

respondents representing 52.0% were between 31 - 40 years, 34 respondents

representing 15.2% were between 41 – 50 years while the remaining 17 respondents

representing 7.6 % were between 51 years and above.This indicated that majority of

the respondents were between the age range of 31 – 40 years. 65 respondents

representing 29.1% were single, 136 respondents representing 61.0% were married,

14 respondents representing 6.3% were divorced, 3 respondents representing 1.4 %

were widower and 5 respondents representing 2.2 % were widow. This showed that

majority of the respondents are married. Also, 12 respondents representing 5.4% had

NCE for their education level, 42 respondents representing 18.8% had ND, 91

respondents representing 40.8% had HND, 29 respondents representing 13.0% had

Bachelor's degree, and 24 respondents representing 10.8% had M.Sc., while 25

respondents representing 11.2% had Master of Business Administration. This

indicated that majority of the respondents are HND holders. Furthermore, 95

respondents representing 42.6% had 1 – 10years of work experience, 87 respondents

representing 39.0% had 11 - 20 years of work experience, 23 respondents representing

10.3% had 21 - 30 years of work experience, while 18 respondents representing 8.1%

had 31years and above of work experience. This showed that majority of the

respondents have work experience of 1 – 10 years.
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4.2 Analysis of Research Questions

Research Question One: What is the level of use (Frequency of use of ERMS,

Purpose of use of ERMS, Specific time spent on each use of ERMS) of Electronic

Records Management System among administrative staff of Public Polytechnics

in Edo State?

Table 4.2 Level of Use of ERMS by Administrative Staff

VHE HE LE VLE Mean SD
_____________________________________________
N % N % N % N %µ σ=√x

Frequency of Use of ERMS

ERMS enables me to
accomplish task quickly. 138 61.9 69 30.9 12 5.4 4 1.8 3.53 0.68
ERMS increases efficiency
in my work. 64 28.7 133 59.6 25 11.2 1 0.4 3.17 0.63
ERMS enhances my
work effectiveness. 117 52.5 72 32.3 30 13.5 4 1.8 3.35 0.78
ERMS makes my work easier.69 30.9 10748.0 41 18.4 6 2.7 3.07 0.77
ERMS gives me greater
control over my work. 123 55.2 58 26.0 32 14.3 10 4.5 3.32 0.88
AverageMean 3.29
Purpose of Use of ERMS
It is easy to get information
using ERMS to do my work. 129 57.8 68 30.5 25 11.2 1 0.4 3.46 0.71
My interaction with ERMS
is clear and understandable. 87 39.0 116 52.0 15 6.7 5 2.2 3.28 0.69
ERMS is used for day-to-day
operational records keeping. 105 47.1 91 40.8 27 12.1 0 0.0 3.35 0.69
It is easy to detect and correct
errors using ERMS. 98 43.9 97 43.5 21 9.4 7 3.1 3.28 0.76
ERMS has availability of
technical assistance. 164 73.5 56 25.1 3 1.3 0 0.0 3.72 0.48
AverageMean 3.42
Specific Time Spent on Each Use
I have the time necessary
to use ERMS. 84 37.7 127 57.0 11 4.9 1 0.4 3.32 0.59
I spend 1 hour per day
in using ERMS. 103 46.2 111 49.8 6 2.7 3 1.3 3.41 0.61
ERMS is compatible with
other systems I use hence, I
do not waste too much time. 115 51.6 90 40.4 18 8.1 0 0.0 3.44 0.64
I spend less time on ERM due
to my other demanding task. 135 60.5 70 31.4 16 7.2 2 0.9 3.52 0.67
I have access to a computer
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anytime I need to use it. 110 49.3 90 40.4 20 9.0 3 1.3 3.38 0.70
AverageMean 3.41
Grand Average Mean 3.37
Source: Field work, (2024)

Decision Rule: 1.00 – 1.49 (Very Low), 1.50 – 2.49 (Low), 2.50 – 3.49 (High), 3.50
– 4.00 (Very High)

Key: Very High Extent (VHE) = 4, High Extent (HE) = 3, Low Extent (LE) = 2,
Very Low Extent (VLE) = 1.

Table 4.2 shows the response of the respondents on the level of use of electronic

records management system ranging from frequency of use, purpose of use and

specific time spent on each use. For frequency of use, it can be seen that ERMS

enables respondents to accomplish task quickly with a mean score of 3.53, increase

efficiency of work with mean of 3.17, enhance work effectiveness with mean of 3.35,

makes work easier with mean of 3.07, and gives greater control over work with mean

of 3.32. The average mean score of 3.29 indicated that there is a high rate of use of

ERMS by the respondents.

As for the purpose of use of ERMS, the respondents getinformation easily with mean

of 3.46, their interaction is clear and understandable with mean of 3.28, used for day-

to-day operational records keeping with mean of 3.35, easily detects and corrects

errors in students’ results with mean of 3.28, and the availability of technical

assistants with ERMS difficulties with mean of 3.72. The average mean score of 3.42

showed that the purpose of using ERMS is mainly for efficiency and easy retrieval of

information.

On the specific time spent on each use of ERMS, the respondents have the time to use

it with a mean score of 3.32, spent one hour per day with mean of 3.41, do not waste
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too much time with mean of 3.44, spent less time due to other demanding tasks with

mean of 3.52, and have access to a computer/internet anytime the need arises with a

mean of 3.38. The average mean score of 3.41 showed that there is a moderate rate of

time spent on each use. The grand average mean score of level of use of ERMS

among the respondents as indicated in Table 4.2, is 3.37. This means that there is a

high level of use of ERMS among the respondents.

Research Question Two: What is the level of security (confidentiality, integrity

and availability) of Electronic Records Management System (ERMS) among

administrative staff of Public Polytechnics in Edo State?

Table 4.3 Level of Security of ERMS by Administrative Staff

VHE HE LE VLE Mean SD
_____________________________________________
N % N % N % N %µ σ=√x

Confidentiality of ERMS

Promotes best practices of
managing records. 120 53.8 95 42.6 7 3.1 1 0.4 3.50 0.58
Ensures security of the
database management. 67 30.0 137 69.1 17 7.6 2 0.9 3.21 0.61
The system is compatible
with organizational culture
and support. 132 59.2 69 30.9219.4 10.4 3.49 0.68
Ensures rights and privileges
in access to specific data. 110 49.3 95 42.6 18 8.1 6 2.7 3.41 0.64
Promotes authenticity and
integrity of the system. 120 53.8 84 37.7 18 8.1 1 0.4 3.45 0.66
AverageMean 3.49
Integrity of ERMS
Data integrity in ERMS improves
efficiency of our operations and
the quality of our decisions. 13259.2 74 33.2 14 6.3 3 1.3 3.50 0.68
Integrity requires awareness of
unclean date from the pre-
stage of the ERMS. 81 36.3 126 56.5 135.8 3 1.3 3.28 0.63
I understand the concept
and value of integrated data
available from the ERMS. 13259.26026.9 26 11.752.2 3.43 0.78
Integrity requires control of



123

unclean data from the pre-
stage of the ERMS. 149 66.8 64 28.7 8 3.6 2 0.9 3.25 0.60
The words and phrases provided
by ERMS are consistent. 7332.7135 60.513 5.8 2 0.9 3.25 0.60
AverageMean 3.29
Availability of ERMS
ERMS has eased the management
and retrieval of information. 101 45.3 100 44.8 17 7.6 5 2.2 3.50 0.71
ERMS brings efficiency
through time management. 76 34.1 125 56.1 188.1 4 1.8 3.28 0.67
The information I need to
access is easily available. 111 49.893 41.7 15 6.7 4 1.8 3.43 0.70
ERMS grants access to data
only to the desired users. 85 38.1 110 49.3 26 11.7 2 0.9 3.25 0.69
ERMS ensures the safety
of stored records. 93 41.79843.9 26 11.7 6 2.7 3.38 0.76
AverageMean 3.36
Grand Average Mean 3.38
Source: Field work, (2024)

Decision Rule: 1.00 – 1.49 (Very Low), 1.50 – 2.49 (Low), 2.50 – 3.49 (High), 3.50
– 4.00 (Very High)

Key: Very High Extent (VHE) = 4, High Extent (HE) = 3, Low Extent (LE) = 2,
Very Low Extent (VLE) = 1.

Table 4.3 shows the response of the respondents on the level of security of electronic

records management system ranging from confidentiality, integrity and availability.

For confidentiality, it can be seen that ERMS promotes best practices of managing

records with a mean score of 3.50, ensures security of database management with a

mean of 3.21, system very compatible with the organizational culture and support

with a mean of 3.49, ensures rights and privileges in access to specific database with a

mean of 3.41, and promotes authenticity and integrity of the system with mean of 3.45.

The average mean score of 3.49 indicated that there is a high level of confidentiality

of records with the use of ERMS by the respondents.

For the integrity of ERMS, the respondents believed that data integrity improves

efficiency and quality of decisions with mean of 3.50, integrity requires awareness of
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unclean data from the pre-implementation stage with mean of 3.28, understand the

concept and value of integrated data available with mean of 3.43, integrity requires

control of unclean data from the pre-implementation stage with mean of 3.25, and the

words and phrases in contents provided are consistent with mean of 3.25. The

average mean score of 3.29 showed that there is a high rate of the fact that the records

stored with ERMS are not tampered with or degraded.

On the availability of ERMS, the respondents believed that ERMS has eased the

management and retrieval of information with a mean score of 3.50, brings efficiency

through time management with mean of 3.28, information needed to assess is easily

available with mean of 3.43, grants access to data only to the desired users with mean

of 3.25, and ensures the safety of stored records with a mean of 3.38. The average

mean score of 3.36 showed that there is a high level of availability of records with the

use of ERMS. The grand average mean score of level of security of ERMS among the

respondents as indicated in Table 4.3, is 3.38. This means that there is a high level of

security of ERMS among the respondents.

Research Question Three: What is the level of Electronic Records Management

System (ERMS) awareness among administrative staff of Public Polytechnics in

Edo State?

Table 4.4 Level of Awareness of ERMS by Administrative Staff

SA A D SD Mean SD
_____________________________________________
N % N % N % N %µ σ=√x

Perception of ERMS

I sometimes find it difficult
getting enough space for
myrecords storage. 59 26.5151 67.7 125.4 1 0.4 3.46 0.54
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Some of the records I need
to work with are sometimes
very difficult to locate. 143 64.1 69 30.9 10 4.5 1 0.4 3.20 0.60
I sometimes lose track of
information relevant formain-
training safety in my work. 118 52.9 77 34.5 2511.2 3 1.3 3.59 0.74
I sometimes lose track of my
safety due to receiving too much
information at the same time. 123 55.2 8136.3 18 8.1 1 0.4 3.28 0.66
Safety is presented in such a
way that makes it difficult
to understand. 86 38.6114 51.1 23 10.3 0 0.0 3.39 0.64
AverageMean 3.38
Comprehension of ERMS
I know how to act to
maintain safety. 123 55.2 84 37.7 16 7.2 0 0.0 3.48 0.63
It is hard to know which
consequences my actions have
forsafety. 5524.7 135 60.5 31 13.9 2 0.9 3.09 0.64
I know which information is
relevant for safety and which
information is not relevant. 154 69.1 59 26.5 8 3.6 2 0.93.64 0.60
I feel confident that I know how
to deal with various adverse
incidents that may arise. 57 25.5150 67.3 16 7.2 0 0.0 3.18 0.54
I know which situations in my
work involve higher risks. 12254.7 76 34.118 8.1 7 3.1 3.40 0.77
AverageMean 3.36
Projection of ERMS
I plan ahead in order to handle
various adverse incident that
may arise. 98 43.9 109 48.9 13 5.8 3 1.3 3.35 0.65
I notice when an unsafe situation
is about to arise in my work. 97 43.5 10346.2 18 8.1 5 2.2 3.31 0.72
It is impossible to predict what
will happen during an incident.119 53.4 7935.420 9.0 5 2.2 3.40 0.75
I usually know what is going
to happen next with regards
to safety. 114 51.1 75 33.6 25 11.2 94.03.32 0.83
AverageMean 3.35
Grand Average Mean 3.36
Source: Field work, (2024)

Decision Rule: 1.00 – 1.49 (Very Low), 1.50 – 2.49 (Low), 2.50 – 3.49 (High), 3.50
– 4.00 (Very High)

Key: Strongly Agree (SA) = 4, Agree (A) = 3, Disagree (D) = 2, Strongly
Disagree (SD) = 1.
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Table 4.4 shows the response of the respondents on the level of awareness of

electronic records management system ranging from perception, comprehension and

projection. For perception of ERMS, the respondents agree that they sometimes find it

difficult getting enough space for records storage with a mean score of 3.46,

sometimes find it difficult to locate some of the records with a mean of 3.20,

sometimes lose track of information relevant for maintaining safety with a mean of

3.59, sometimes lose track of safety due to receiving too much information at the

same time with a mean of 3.28, and some of the information needed to access safety is

presented in a way that makes it difficult to understand with mean of 3.39. The

average mean score of 3.38 indicated that therespondents’ perception of ERMS is

high as can be seen in the prevailing circumstances leading to need of ERMS by the

respondents.

For the comprehension of ERMS, the respondents agree that theyknow how to act to

maintain safety with a of 3.48, hard to know which consequences their actions have

for safety with mean of 3.09, know which information is relevant for safety and which

is not with a mean of 3.64, feel confident that they know how to deal with the various

adverse incidents that may arise with a mean of 3.18, and know which situations in

work involve higher risks than others with a mean of 3.40. The average mean score

of 3.36 showed that there is a high level of understanding of the prevailing

circumstances as to the use of ERMS by the respondents.

On the projection of ERMS, the respondents agree that they plan ahead in order to

handle various adverse incidents that may arise with a mean score of 3.35, notice

when an unsafe situation is about to arise at the workplace with a mean of 3.31,
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impossible to predict what will happen during an adverse incident with a mean of 3.40,

and usually know what is going to happen next with regards to safety with a mean of

3.32. The average mean score of 3.35 showed that there is a high attempt to predict

the current situation into the future as to the use of ERMS. The grand average mean

score of level of awareness of ERMS among the respondents as indicated in Table 4.4,

is 3.36. This means that there is a high level of awareness of ERMS among the

respondents.

4.3 Presentation of Test of Hypotheses

The null hypothesis one (H01) which states thatthere will be no significant influence

of awareness on use of Electronic Records Management System among administrative

staff of Public Polytechnics in Edo State was tested using regression analysis.The null

hypothesis two(H02) which states that There will be no significant influence of

awareness on security of ERMSamong administrative staff of Public Polytechnics in

Edo State was also tested using regression analysis. The data for Awareness

(independent variable) was generated by summing responses of all variable items

respectively while level of use of ERMS and Security level (dependent variables)

were generated by adding responses of all items used to measure the variables.

H01: There will be no significant influence of awareness on the use of Electronic

Records Management System (ERMS) among administrative staff of Public

Polytechnics in Edo State, Nigeria.

Table 4.5 Regression Analysis Result of Influence of Awareness on the Use of

Electronic Records Management System among administrative staff.

Model R R Square Adjusted R Square Std. Error of the Estimate
_____________________________________________________________________

1 0.621a 0.385 0.382 0.30156
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_____________________________________________________________________

a. Predictors: (Constant), Awareness

ANOVA

Model Sum of Squares Df Mean Square F Sig.

Regression 12.469 1 12.469 137.114 .000b

Residual 19.915 219 .091

Total 32.384 220

a. Dependent Variable: ERMS

b. Predictors: (Constant), Awareness

Coefficients
Model Unstandardized Standardized t Sig.

Coefficients Coefficients
B Std. Error Beta

(Constant) 1.059 .199 5.327 .000

Awareness .692 .059 .621 11.710 .000

a. Dependent Variable: ERMS
Source: Field work, (2024)

ERMS = 1.059 + 0.692 Awareness

ERMS = �0+�1�������� + ���������

From the analysis in Table 4.5 above, there is the R which is the correlation

coefficient and is 0.621. This means there is a positive correlation between the

ERMS and Awareness. The R Square is the coefficient of determination which is

0.385. This can be interpreted as the proportion of the total variability in the response

variable (use of ERMS) that is accounted for by the predictor variable (Awareness).

Therefore, it is seen that about 38.5% of the total variation in the use of ERMS is

been accounted for by the Awareness. The adjusted R-square indicates a better fit of
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the regression model to the data. The higher the adjusted R-square the better the data

fit the model.

From the regression model (equation) obtained above, a positive relationship between

the two variables was observed, that is the use of ERMS and Awareness have a

positive impact. It can be seen that the regression model obtained indeed fitted the

relationship quite well enough. However, from the ANOVA table and F-statistic =

137.114 on 1 df, with p-value = 0.000, it can be interpreted as follows: since the p-

value 0.000 < 0.05 level of significance, it means that the model as a whole is

significant. It is to be noted that the F-statistic yielding a significant result means that

the model fit the data well and the � is non-zero. This leads to the rejection of the

null hypothesis of the coefficient equal zero and the acceptance of the alternative

hypothesis.

From the Regression analysis result, it was found that the independent variable

(Awareness) has a positive influence on the response variable (use of ERMS), which

implies that, a unit increment in the Awareness will result to 69.2% increment in the

use of ERMS.The P-value is 0.000 which is less than 0.05 level of significance. It can

therefore be conclude that there is a significant influence of awareness on the use of

ERMSamong administrative staff of Public Polytechnics in Edo State.

H02: There will be no significant influence of awareness on the security of

Electronic Records Management System (ERMS) among administrative staff

of Public Polytechnics in Edo State, Nigeria.
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Table 4.6 Regression Analysis Result of Influence of Awareness on the Security

of Electronic Records Management System among administrative staff.

Model R R Square Adjusted R Square Std. Error of the Estimate
_____________________________________________________________________

1 0.684a 0.468 0.466 .25783
_____________________________________________________________________

a. Predictors: (Constant), Awareness

ANOVA

Model Sum of Squares Df Mean Square F Sig.

Regression 12.819 1 12.819 192.836 .000b

Residual 14.558 219 .066

Total 27.377 220
a. Dependent Variable: Security

b. Predictors: (Constant), Awareness

Coefficients
Model Unstandardized Standardized t Sig.

Coefficients Coefficients
B Std. Error Beta

(Constant) 1.024 .170 6.024 .000

Awareness .701 .050 .684 13.887 .000

a. Dependent Variable: ERMS

b. Predictors: (Constant), Awareness
Source: Field work, (2024)

Security = �0+�1�������� + ���������

Security = 1.024 + 0.701 Awareness

From the analysis in Table 4.6 above, the R which is the coefficient of the correlation

is 0.684. This means that there is a positive correlation between the Security and
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Awareness. R Square is the coefficient of determination which is 0.468. This can be

interpreted as the proportion of the total variability in the response variable (Security

of ERMS) that is accounted for by the predictor variable (Awareness). Therefore, it

can be said that about 46.8% of the total variation in the use of Security is been

accounted for by the Awareness.

From the regression model (equation) obtained above, a positive relationship between

the two (2) variables was observed.TheF-statistic = 192.836 on 1 df, p-value = 0.000.

Since the p-value < 0.05, it means that the model as a whole is significant. It is to be

noticed that the F-statistic yielding a significant result means that the model fit the

data well and the � is non-zero. This leads to the rejection of the null hypothesis of

the coefficient equal zero and the acceptance of the alternative hypothesis.

From the Regression analysis result, it was found that the independent variable

(Awareness) has a positive influence on the response variable (Security of ERMS),

which implies that, a unit increment in the Awareness will result to 70.1% increment

in the level ofSecurity of ERMS. The t-statistic testalso found out thatthere is

significant influence of awareness on the security of ERMS.It can therefore be

concluded that there is a significant influence of awareness on the security of

ERMSamong administrative staff of Public Polytechnics in Edo State.

Summary of Findings

The study examined the influence of awareness on the use and security of Electronic

Records Management System among administrative staff of Public Polytechnics in

Edo State using Regression analysis. From the Regression result, it was found that the
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responses (Use of ERMS and Security) have a significant relationship with the

awareness, since the p-value (0.000s) < 0.05 (� = level of significance) and a positive

relationship as it is a positive slope/coefficient of the dependent variable (use of

ERMS andSecurity of ERMS). The positive relationship implies that a unit increase in

Awareness output will result to an increment in the ERMS and Security.

The F-statistic result (137.114 and 192.836) with p-value (0.000) < 0.05 shows that

the model fits the data better, meaning the data provide sufficient evidence to

conclude that the regression model fits the data better. This is good news because it

generally means that the independent variable (Awareness) in the model improves the

fit. The coefficient of determination R-squared or(�2) of 0.385 and 0.468 implies that

the independent variable explained approximately 38.5% and 46.8% information

about the dependent variables.

Conclusively,it can be seen that the two dependent variables (use of ERMS and

Security of ERMS) are significant with the dependent variable.Therefore, the two null

hypotheses (H0) will be rejected and the two alternative hypothesis that says: there is

significant influence of awareness on the use of Electronic Records Management

System among administrative staff of Public Polytechnics in Edo State; and there is

significant influence of awareness on the security of Electronic Records Management

System among administrative staff of Public Polytechnics in Edo State will be

accepted.

4.4 Discussion of Findings
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The result of Research Question One shows that the grand average mean is above 3.0

which shows that there is a high level of use of electronic records management system

among administrative staff of Public Polytechnics in Edo State.The adoption of

ERMS was prevalent among the surveyed institutions, indicating a positive trend

toward digitizing record-keeping processes. However, challenges were identified,

such as resistance to change and insufficient training programmes for staff, impacting

the optimal utilization of ERMS. More effort is required by the management of public

polytechnics in Edo State to ensure that the level of use of electronic records

management system has to be continuous and consistent. This would require

consistent training on facilities that wouldpositively enhance the managerial goal like

presenting the workers with an enabling environment for the staff to allow them to

learn how to use electronic records management system. This should improve the job

performance in public Polytechnics in Edo State.A research regarding measurable

benefits of using ERMS in the public institutions in Turkey was conducted. The

finding showed the positive attitude toward the adoption of ERMS. According to

findings, the use of ERMS is easy and sufficiently flexible as well as resulting in

increased productivity1. Another study carried out in Yemen on management support

on the adoption of ERMS found that Management Support promotes participation and

fast adoption. In other words, all the HPE institutions in Yemen have a positive

attitude from the top management to support ERMS adoption2.

The result of Research Question Two shows that the grand average mean is also

above 3.0. This shows that the level of security of electronic records management

system (ERMS) among administrative staff ofPublic Polytechnics in Edo

State.Security emerged as a critical issue in the context of ERMS. Though few
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instances of unauthorized access, data breaches and inadequate data encryption

measures were reported, this still highlights vulnerabilities in the existing systems.

The underlining issues discovered suggest that a lot of efforts is needed to ensure that

within public polytechnics in Edo State, the security provide an enabling work

environment that guarantee the staff work safety. Specifically, management of public

polytechnics in Edo State need to address issues of security in ERMS and develop an

effective and proper monitoring of the ERMS that will reduce the leakage of

information to the least minimum if not curbed completely. This should improve the

work environment within the public Polytechnics and consequently positively affect

the staff job performance in the institution. A research conducted indicated that public

institutions of higher learning in Libya have no policy and guidelines for

implementing the ERMS for safety and security of records. This has resulted in

difficulties when personnel have to handle and manage sensitive e-records. The policy

is the main factor that mediates the relationship between records management (RM)

and accountable and efficient governance3. Another study recommended that

organizations should adopt and implement a policy for records security for the

purpose of creating and managing authentic, reliable, complete and useable records

that can support business functions for as long as needed4.

The result of Research Question Three posited that the grand average mean is also

greater than 3.0 which shows the level of awareness of electronic records

management system among administrative staff of Public Polytechnics in Edo State.A

significant portion of the surveyed population demonstrated a moderate to high level

of awareness regarding electronic records management system. Awareness was found

to be positively correlated suggesting that individuals with higher qualifications and
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longer work histories tend to be more cognizant of electronic records management

practices.This research also shows that more than average of the administrative staff

are aware of the electronic records management system. The few underlining issues

discovered suggest that effort is needed regarding training experience to ensure an all-

round awareness. Aligning with the issues identified, management should ensure all

staff go for regular training and provide financial support for the acquisition of skill to

enhance electronic system that ensures training opportunities to all. In order to assess

the awareness of electronic records management system of the higher education

institutions in Nigeria, a study conducted revealed that the majority of higher

educational institutions in Nigeria make use of electronic gadgets like computer and

cloud in managing their records. This has reduced the rate of loss of the institutions

records. Findings also showed that electronic records management system contributed

to effective administration at the university, and consequently to the effective and

efficient delivery of services to the students, lecturers and the community at large5.

Results of hypothesis one shows that there is a significant influence of awareness on

the use of electronic records management system among administrative staff of public

polytechnics in Edo State. Therefore, the finding of the first hypothesis was supported

by previous empirical studies. For example, a related study examined the electronic

records management system and its effectiveness at the University of Lagos, Nigeria.

A descriptive research design was used for the study and three research questions

were answered. The population includes 12 faculties with 1,400 academic staff, 3,288

non-teaching staff in all non-academic departments and 77 deans of the University. A

simple random sampling technique was used to select 36 faculty members from two

faculties, 330 non-teaching staff from the registration office, and 14 deans from the
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faculties of education and science. A total of 380 participants were used using a self-

designed tool tiled “Electronic management system and learning effectiveness

questionnaire” to collect data. Data were analyzed with mean and standard deviation.

Research shows that the introduction and use of electronic records management

system at the University of Lagos has significantly reduced the processing time of

official grades; that the dissemination of information to employees has been positively

improved through the use of electronic records management systems; and students'

result processing speed also increased. Therefore, among other recommendations, the

university management should further enhance staff knowledge on electronic records

management and ensure regular power supply to facilitate informed access.

Information is not interrupted on the due date6, 7, 8, 9.

Similarly, this article evaluated electronic records management system (ERMS).An

institution's ERMS application provides the best value in terms of improving business

efficiency rather than monitoring the institution's inbound and outbound traffic. To

this end, a preliminary evaluation of the measurable usability of ERM applications

was carried out using the example of a public sector organization. To demonstrate the

administrative level benefits of the ERMS application used by the Ministry of

Development, a survey of senior staff and records management officers using the

system was also conducted.Additionally, non-quantifiable benefits were also

discusse10,11. Adoption of electronic records management system is said to be

hindered by employee compliance and internet connectivity.This has been

documented in comparative studies that highlighted the importance of employee

compliance in adopting electronic records management systems. The study also

revealed that Internet access poses challenges for implementing electronic recording
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management systems. This is observed as a result of epileptic internet connectivity

across Nigeria. It is recognized that Internet connection is very important in the

operation of electronic records management systems12,13.

The electronic document management system should be able to present information

in an integrated way about the content, structure and context of the document. The

availability of integrated information will make it easier to find records when needed

so they support the principle of high availability, meaning records are always

available and ready to be used to support operations going on in the organization10.

Records management should also have clear policies or regulations on how different

types of records are handled. This policy must be communicated to all relevant parties,

including the organizations or entities that create the documents. Furthermore, the

records management system in place must enable and facilitate the search for

historical records. A document must be known to everyone and accessible at all times,

so that in the event of damage or loss, it is known who is responsible6,14,15.

A study carried out on Effectiveness of ICT policy implementation on the use of

electronic records management system (ERMS) in higher education institutions in

Nigeria found that some advantages of electronic document management are quick

searches and authorized use of documents without leaving the office; Flexible

indexing and easy modification; full-text search; less likely files will be lost; save

space; reduces the risk of damage to digitally stored records; facilitate the sharing

(sharing) of records; improve security and easy data recovery16,17.
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Research shows that the implementation of IT policies has a significant influence on

ERMS usage. This is attributed to the existence of a policy document that ensures

compliance with the application of specific electronic document management

processes such as assessment, accession, description, retention, preservation, access

and use. Furthermore, the research shows that in terms of the legal obligations that

universities face, the Data Protection Act requires universities to provide accurate and

reliable information when requested. Therefore, preserving electronic records using

ERMS can help ensure that electronic records maintained by the College are traceable,

accurate and reliable. Therefore, if users realize that there is a well-documented

ERMS policy guiding its use, they will be motivated to use the electronic system18,19.

The impact of information systems on user performance, the study found that access

to information was significant on the level of utilization of the information system by

the users, thus increasing their performance. The study further revealed that the

provision of access may be regarded as the ultimate objective of recordkeeping, as

records are created, kept and preserved to make them available for those who are

entitled to access and use them. Therefore, to enable electronic records to be used

over time, they must remain readable by computer and intelligible to humans. This

however, does not mean that obsolete hardware and software should be preserved

along with the records to ensure access to electronic records. Rather, steps have to be

taken to ensure that the records themselves are adapted or migrated to new and

compatible systems as technological change takes place6.

The finding of hypothesis two reveals that there is a significant influence of

awareness on the security of ERMS among administrative staff of Public Polytechnics
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in Edo State. The literature on electronic records management shows that digital data

and records are typically simple to update or modify, as well as easy to erase. The

literature also demonstrated how readily records' survival and readability in an

electronic environment might be jeopardized. Every record keeper and organization

faces the task of designing and constructing systems that guarantee the survival,

accessibility, availability, and integrity of digital records7,20.The literature also shows

that many nations' electronic records management programmes are hampered by a

lack of storage and preservation procedures. Since electronic records are much more

vulnerable than paper records, care must be taken to ensure their authenticity and

accuracy as evidence of accountability.

A study carried out on impact of security on ERMS in Kenya found that security of

records ensures that records are protected from unauthorized activities, including

inspection, modification, recording and any disruption or destruction.When records

are kept confidential from unauthorized usage, their authenticity is guaranteed. This is

because confidentiality of records ensures that records are kept from unauthorized

access or disclosure21. Another study found that the use of ERMS ensures the

security of the records by ensuring that the integrity of records is maintained. Data

integrity in the ERMS positively affects the efficiency of operations and the quality of

decisions. This is because integrity of records safeguards the authenticity, accuracy,

preservation, as well as ensuring the completeness of such records22.

Additionally, when the term "preservation" is used in relation to electronic records, it

no longer refers to the preservation of the records' medium but rather to the meaning

and reliability of the records themselves8. Many hard copy records are being digitized

so they may be controlled digitally, since electronic records are gradually taking over
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as the main record of transactions at universities and other higher education

institutions. The ease with which digital records can be searched, accessed, and edited

enables large entities to manage information much more efficiently than in the

previous. Additionally, digital records are easier to duplicate, share, and do not

require the expensive "real estate" (in terms of space occupied) that hard copy records

do21. Nevertheless, the capacity to generate electronic records has not kept up with the

capacity to retain them. The instruments for managing and organizing hardcopy

records are cabinets and file folders. Technological developments have allowed easy

access to records. Records managers therefore, must take the necessary measures to

maintain the safety16.
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Chapter Five

Conclusion

This chapter presents and discusses the summary of findings, conclusions and

provides useful recommendations, contributions to knowledge and suggested areas of

further studies.

5.1 Summary of Findings

The main objective of this study is to investigate the influence of awareness on the

use and security of electronic records management system among administrative staff

of Public Polytechnics in Edo State.In order to fulfill its primary goal, the study is

divided into five chapters. The study's background was covered in the first chapter,

which confirmed the impact of administrative staff of Public Polytechnics in Edo

State's awareness of the use and security of electronic records management systems.

Numerous researches on the workplace, job performance and training experiences

have been conducted. Additionally, an empirical submission about the security,

utilization and awareness of electronic records management system has been

submitted.

In order to determine the statistical significance of the impact of awareness on the use

and security of electronic records management systems among administrative staff of

Public Polytechnics in Edo State, Nigeria, the generated data were sorted, coded and

analyzed. Finally, the hypotheses were accepted. The primary empirical findings of

this study can be summed up as follows based on the interpretation of data analysis

and study findings:
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1. There is high level of use (frequency of use, purpose of use and specific time

spent on each use) of electronic records management system among

administrative staff of Public Polytechnics in Edo State.

2. Administrative staff of Public polytechnics in Edo State have a high level of

security for their electronic records management systems.

3. The level of awareness regarding electronic records management system among

administrative staff of Public Polytechnics in Edo State is equally high.

4. Thereis significant influence of awareness on the use of electronic records

management system among administrative staff of Public Polytechnics in Edo

State.

5. There is significant influence of awareness on the security of electronic records

management system among administrative staff of Public Polytechnics in Edo

State.

5.2 Conclusion

The aim of this research was to investigate the influence of awareness on the use and

security of electronic records management system among Public Polytechnics in Edo

State.

Public Polytechnics in Edo State have high levels of awareness of ERMS which

includes perception, comprehension and projection. There is also high levels of use of

ERMS which includes frequency of use, purpose of use and specific time spend on

each use. The level of security which includes confidentiality, integrity and

availability of ERMS is moderately high. The nature ofawareness, use and security of

electronic records management system are important when determining the success of

polytechnics. The need to improve the electronic records management system and
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security of polytechnics to promote best practices in records management is very

important.On the other hand, the integrity of data onERMS affects operational

efficiency and the quality of decisions. The authenticity and integrity of ERMS enable

polytechnics to achieve their stated goals. The study concluded that despite

commendable levels of awareness and use of electronic document management,

significant challenges remain, particularly in the area of security. The potential risks

associated with unauthorized access and data breaches highlight the need to

strengthen security measures in electronic records management system.

5.3 Recommendations

Based on the findings and conclusion reached in this study, the following

recommendations are considered applicable:

1. Management of public polytechnics in Edo State should organize sensitization

seminars and workshops on the awareness of electronic records management

system so as to enable all the employees dealing with records management to be

awareness of the digital means as well as the traditional method.Also, a

community of practice should be established to facilitate ongoing dialogue and

knowledge exchange in the field.

2. Management of public polytechnics in Edo State should implement

comprehensive training programmes to improve employees’ skills on the use of

electronic records management as well as fight resistance to change by providing

hands-on training sessions.

3. Security measures and security protocols should be strengthened including access

control, encryption and regular security audits, to protect electronic records from
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unauthorized access and potential violations. Arobust incident response plan

should be established to quickly minimize the impact of security incidents.

4. Advanced technological integration should be explored and applied such as block

chain, to improve the security and integrity of electronic documents as well as

regularly update and upgrade ERMS to incorporate the latest features and security

fixes.

5. Collaboration and information sharing should be encouraged across educational

institutions to learn from best practices and solve electronic recordsmanagement

system challenges.

5.4 Contribution to knowledge

The study on the awareness, use and security of electronic records management

system (ERMS) among administrative staff of Public Polytechnics in Edo State

contributes significantly to the existing knowledge base in several key areas such as

conceptual, theoretical and empirical reviews.

Conceptually, the study has reviewed relevant literatures to show the gap in the

existing body of knowledge and has come up with a conceptual framework unique to

this study which can be adopted by researchers for future work.

Theoretically, the study has examined various theories in relation to use, security and

awareness of electronic records management system among administrative staff

thereby explaining the application of the theories.In relation to the dynamics of

awareness, the research sheds light on the distinctive levels of awareness among staff
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and administrators in Edo State polytechnics. Also, the introduction of SAT into the

discourse of office administration is novel.

Empirically, contextualizing thefindings for Edo State within the Nigerian State,the

study's focus on Edo State polytechnics provides context-specific insights that

contribute to a more comprehensive understanding of electronic records management

practices in the Nigerian educational landscape. These findings are crucial for

policymakers, administrators and practitioners seeking to address region-specific

challenges and opportunities.

In summary, this research contributes to the broader knowledge base by offering

insights into the dynamics of ERMS awareness, utilization and security within the

unique context of polytechnics in Edo State. The findings and recommendations

provide a valuable resource for practitioners, researchers and policymakers working

to optimize electronic records management systems in educational institutions.

5.5 Suggested Areas of FurtherResearch

The current study on the awareness, use and security of electronic records

management system (ERMS) among administrative staff of Public Polytechnics in

Edo State provides a foundation for future research. The following areas represent

potential avenues for further investigation:

1. The present study was carried out in the two public polytechnics in Edo State.

Further studies in the area of Awareness, Use and Security of ERMS among

administrative staff can as well be carried out in the Public Universities in Edo

State so as to extend the knowledge gained from this work to the universities.
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2. Extend the research to encompass a comparative analysis across all the tertiary

institutions (both public and private) in Edo State. Investigate variations in

ERMS awareness, utilization and security measures to identify institutional-

specific factors that influence electronic records management practices.

3. A descriptive survey research design was used in the course of this study.

Further study may consider cross-sectional survey design which will further

broaden the knowledge of the researcher.

4. This study employed primary data for collection of data from the selected

tertiary institutions. Same study may be carried out in the nearest future using

the secondary data for collection of information. Also, sample sizes involving

public polytechnics of other geographical regions in Nigeria can be used for

better generalization of findings.

5. This study investigated awareness, use and security of ERMS among

administrative staff of Public Polytechnics in Edo State. A comparative study

on awareness, use and security of ERMS among secretaries with business

organizations in Edo State may be considered in the nearest future.

6. Examine the influence of emerging technologies such as artificial intelligence

and machine learning on the evolution of ERMS. Investigate how these

technologies can be integrated to enhance security measures, automate record-

keeping processes and improve the overall functionality of ERMS.

By delving deeper into these areas of further research, scholars can contribute to a

more understanding of the challenges and opportunities surrounding the use, security

and awareness of electronic records management systems in polytechnics in Edo State

in particular and other tertiary institutions in Nigeria in general. This expanded
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knowledge base can inform practical interventions, policy development and

technological advancements in the field of electronic records management system.
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Appendices

Appendix 1 - Questionnaire

Lead City University, Ibadan

Faculty of Communication and Information Sciences,

Department of Information Management

Dear Respondent,

I am a Postgraduate student in the above-named institution, gathering data for

academic research titled “Awareness, Use and Security of Electronic Records

Management System among Administrative Staff of Public Polytechnics in Edo State,

Nigeria”. You have been chosen to take part in this study. Hence, you are required to

fill out the questionnaire that is attached in order to participate. Before answering the

questions, please take time to properly read the instructions. The questionnaire is
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divided into four sections. Please be as truthful as you can when answering the

questions. Your responses will be handled with the highest confidentially and used

only for the study.

Your contribution in the study is highly appreciated.Thank you in advance.

Yours faithfully,

Researcher

Section A: Background Information of the Respondents

Instruction: Please, tick (√) the appropriate answers to the questions asked below:

1. Gender: Male ( ) Female ( )

2. Age Range: 20–30 years ( ) 31–40 years ( )41–50 years ( ) 51years and

above ()

3. Marital Status: Single ( ) Married ( ) Divorced ( ) Widower ( ) Widow ( )

4. Educational Qualification: NCE ( ) ND () HND ( ) B.Sc. ( ) M.Sc. ( )

MBA () Others ________

5. Years of Work Experience: 1–10 years ( ) 11– 20years ( ) 21 – 30 years ( )

31 years and above ( )
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Section B

Research Question One: What is the level of use (frequency of use of ERMS,

purpose of use of ERMS and specific time spent on each use of ERMS) of

Electronic Records Management System among administrative staff of Public

Polytechnics in Edo State, Nigeria?

Please indicate the extent at which you agree or disagree with each statement in

relation to Use of ERMS in your institution.
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4 = Very High Extent; 3 = High Extent; 2 = Low Extent; 1 = Very Low Extent

S/N To what extent do you agree with the following: VHE
4

HE
3

LE
2

VLE
1

Frequency of use of ERMS: The section seeks
to elicit the rate of use of ERMS
byadministrative staff of Public Polytechnics in
Edo State.

1. ERMS enables me to accomplish tasks quickly.

2. ERMS increasesefficiency in my work.
3. ERMS enhances my work effectiveness.
4. ERMS makes my work easier.
5. ERMS gives me greater control over my work.

Purpose of use of ERMS: The section seeks to
elicit the belief that the use of ERMS
byadministrative staff of Public Polytechnics in
Edo State will attain goals in job performance.

6. It is easy to get information using ERMS to do
what my work.

7. My interaction with the ERMS is clear and
understandable.

8. ERMS is used for day-to-day operational records
keeping.

9. It is easy to detect and correct errors in student
records using ERMS.

10. ERMS has availability of technical assistance
that is, a specific person (or group) is available
for assistance with ERMS difficulties.
Specific time spent on each use of ERMS: The
section seeks to elicit the exact time devoted to
the use of ERMS byadministrative staff of Public
Polytechnics in Edo State.

11. I have the time necessary to use ERMS.

12. I spend one hour per day in using ERMS.

13. The ERMS is compatible with other systems I
use hence, I do not waste too much time.

14. I spend less time on ERMS due to my other
demanding tasks.

15. I have access to a computer/internet anytime I
need to use it.
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Research Question Two: What is the level of Security (confidentiality, integrity

and availability) of Electronic Records Management System in Public

Polytechnics in Edo State, Nigeria?

Please indicate the extent at which you agree or disagree with each statement in

relation to Security of ERMS in your institution.

S/N To what extent do you meet up to the following: VHE
4

HE
3

LE
2

VLE
1

Confidentiality of ERMS: The section seeks to
ascertain the level of secrecy and use of
encryption of ERMS byadministrative staff of
Public Polytechnics in Edo State.

1. Promotes best practices of managingrecords.
2. Ensures security of the databasemanagement.

3. The system is very compatible with
theorganizational culture andsupport.

4. Ensures rights and privileges in accessto specific
database.

5. Promotes authenticity and integrity ofthe system.

Integrity of ERMS: The section seeks to
ascertain the certainty that the use of ERMS
byadministrative staff of Public Polytechnics in
Edo State will ensure that the record is not
tampered with or degraded.

6. Data integrity in the ERMS system improves
theefficiency of our operations and the quality of
ourdecisions.

7. Integrity requires awareness of uncleandata from
the pre-implementation stage ofthe ERMS
system.

8. I understand the concept and the value of
integrated data available from the ERMS.

9. Integrity requires control of uncleandata from the
pre-implementation stage ofthe ERMS system.

10. The words and phrases in contents provided
byERMS are consistent
Availability of ERMS: The section seeks to
ascertain the availability of records only to
authorized users by the administrative staff of
Public Polytechnics in Edo State.

11. ERMS has eased the management andretrieval of
information.

12. ERMS brings efficiency throughtime
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management.
13. The information I need to assess is easily

available.
14. ERMS grants access to data only to the desired

users.
15. ERMS ensures the safety of stored records.

Research Question Three: What is the level of Electronic Records Management

System awareness among administrative staff of Public Polytechnics in Edo State,

Nigeria?

Please indicate the extent at which you agree or disagree with each statement in

relation to Awareness of ERMS in your institution.

4 = Strongly Agree; 3 = Agree; 2 = Disagree; 1 = Strongly Disagree

S/N To what extent do you agree with the following: SA
4

A
3

D
2

SD
1

Perception of ERMS:The section seeks to
identify the prevailing circumstances as to the
need for ERMS byadministrative staff of Public
Polytechnics in Edo State.

1. I sometimes find it difficult getting enough space
for my records storage.

2. Some of the records I need to work with are
sometimes very difficult to locate.

3. I sometimes lose track of information relevant
for maintaining safety in my work.

4. I sometimes lose track of safety due to receiving
too much information at the same time

5. Some of the information I need to assess safety
is presented in a way that makes it difficult to
understand
Comprehension of ERMS:The section seeks to
identify the level of understanding of the
prevailing circumstances as to the use of ERMS
byadministrative staff of Public Polytechnics in
Edo State.

6. I know how to act to maintain safety.
7. It is hard to know which consequences my

actions have for safety.
8. I know which information is relevant for safety

and which information is not relevant for safety.
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9. I feel confident that I know how to deal with the
various adverse incidents that may arise.

10. I know which situations in my work involves
higher risk than others.
Projection of ERMS:The section seeks to make
an attempt to predict the current situation into
the future as to the use of ERMS
byadministrative staff of Public Polytechnics in
Edo State.

11. I plan ahead in order to handle various adverse
incident that may arise.

12. I notice when an unsafe situation is about to arise
at my workplace.

13. It is impossible to predict what will happen
during an adverse incident.

14. I usually know what is going to happen next with
regards to safety.
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Appendix II – SPSS Computation Results (Raw Scores)

Demographic Characteristics of Respondent

Category frequency percentage (%)

Sex Male 85 38.1

Female 138 61.9

Age 21 – 30 years 56 25.1

31 – 40 years 116 52.0

41 – 50 years 34 15.2

51 years and above 17 7.6

Marital Single 65 29.1
Status

Married 136 61.0

Divorced 14 6.3

Widower 3 1.3

Widow 5 2.2

Educational NCE 12 5.4
Qualification

ND 42 18.8

HND 91 40.8

B.Sc 29 13.0

M.Sc 24 10.8

MBA 25 11.2

Years of 1 – 10 years 95 42.6
Work
Experience 11 – 20 years 87 39.0

21 – 30 years 23 10.3

31 years and above 18 8.1
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Level of Use of ERMS by Administrative Staff

VHE HE LE VLE Mean SD
_____________________________________________
N % N % N % N %µ σ=√x

Frequency of Use of ERMS

ERMS enables me to

accomplish task quickly. 138 61.9 69 30.9 12 5.4 4 1.8 3.53 0.68

ERMS increases efficiency

in my work. 64 28.7 133 59.6 25 11.2 1 0.4 3.17 0.63

ERMS enhances my

work effectiveness. 117 52.5 72 32.3 30 13.5 4 1.8 3.35 0.78

ERMS makes my work easier. 69 30.9 107 48.0 41 18.4 6 2.7 3.07 0.77

ERMS gives me greater

control over my work. 123 55.2 58 26.0 32 14.3 10 4.5 3.32 0.88

AverageMean 3.29

Purpose of Use of ERMS

It is easy to get information

using ERMS to do my work. 129 57.8 68 30.5 25 11.2 1 0.4 3.46 0.71

My interaction with ERMS

is clear and understandable. 87 39.0 116 52.0 15 6.7 5 2.2 3.28 0.69

ERMS is used for day-to-day

operational records keeping. 105 47.1 91 40.8 27 12.1 0 0.0 3.35 0.69

It is easy to detect and correct

errors using ERMS. 98 43.9 97 43.5 21 9.4 7 3.1 3.28 0.76

ERMS has availability of

technical assistance. 164 73.5 56 25.1 3 1.3 0 0.0 3.72 0.48

AverageMean 3.42
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Specific Time Spent on Each Use

I have the time necessary

to use ERMS. 84 37.7 127 57.0 11 4.9 1 0.4 3.32 0.59

I spend 1 hour per day

in using ERMS. 103 46.2 111 49.8 6 2.7 3 1.3 3.41 0.61

ERMS is compatible with

other systems I use hence, I

do not waste too much time. 115 51.6 90 40.4 18 8.1 0 0.0 3.44 0.64

I spend less time on ERM due

to my other demanding task. 135 60.5 70 31.4 16 7.2 2 0.9 3.52 0.67

I have access to a computer

anytime I need to use it. 110 49.3 90 40.4 20 9.0 3 1.3 3.38 0.70

AverageMean 3.41

Grand Average Mean 3.37

Level of Security of ERMS by Administrative Staff

VHE HE LE VLE Mean SD
_____________________________________________
N % N % N % N %µ σ=√x

Confidentiality of ERMS

Promotes best practices of

managing records. 120 53.8 95 42.6 7 3.1 1 0.4 3.50 0.58

Ensures security of the

database management. 67 30.0 137 69.1 17 7.6 2 0.9 3.21 0.61

The system is compatible

with organizational culture
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and support. 132 59.2 69 30.9 21 9.4 1 0.4 3.49 0.68

Ensures rights and privileges

in access to specific data. 110 49.3 95 42.6 18 8.1 6 2.7 3.41 0.64

Promotes authenticity and

integrity of the system. 120 53.8 84 37.7 18 8.1 1 0.4 3.45 0.66

AverageMean 3.49

Integrity of ERMS

Data integrity in ERMS improves

efficiency of our operations and

the quality of our decisions. 132 59.2 74 33.2 14 6.3 3 1.3 3.50 0.68

Integrity requires awareness of

unclean date from the pre-

stage of the ERMS. 81 36.3 126 56.5 13 5.8 3 1.3 3.28 0.63

I understand the concept

and value of integrated data

available from the ERMS. 132 59.2 60 26.9 26 11.7 5 2.2 3.43 0.78

Integrity requires control of

unclean data from the pre-

stage of the ERMS. 149 66.8 64 28.7 8 3.6 2 0.9 3.25 0.60

The words and phrases provided

by ERMS are consistent. 73 32.7 135 60.5 13 5.8 2 0.9 3.25 0.60

AverageMean 3.29

Availability of ERMS

ERMS has eased the management

and retrieval of information. 101 45.3 100 44.8 17 7.6 5 2.2 3.50 0.71
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ERMS brings efficiency

through time management. 76 34.1 125 56.1 18 8.1 4 1.8 3.28 0.67

The information I need to

access is easily available. 111 49.8 93 41.7 15 6.7 4 1.8 3.43 0.70

ERMS grants access to data

only to the desired users. 85 38.1 110 49.3 26 11.7 2 0.9 3.25 0.69

ERMS ensures the safety

of stored records. 93 41.7 98 43.9 26 11.7 6 2.7 3.38 0.76

AverageMean 3.36

Grand Average Mean 3.38

Level of Awareness of ERMS by Administrative Staff

SA A D SD Mean SD
_____________________________________________
N % N % N % N %µ σ=√x

Perception of ERMS

I sometimes find it difficult

getting enough space for

my records storage. 59 26.5 151 67.7 12 5.4 1 0.4 3.46 0.54

Some of the records I need

to work with are sometimes

very difficult to locate. 143 64.1 69 30.9 10 4.5 1 0.4 3.20 0.60

I sometimes lose track of

information relevant for main-

training safety in my work. 118 52.9 77 34.5 25 11.2 3 1.3 3.59 0.74

I sometimes lose track of my

safety due to receiving too much
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information at the same time. 123 55.2 81 36.3 18 8.1 1 0.4 3.28 0.66

Safety is presented in such a

way that makes it difficult

to understand. 86 38.6 114 51.1 23 10.3 0 0.0 3.39 0.64

AverageMean 3.38

Comprehension of ERMS

I know how to act to

maintain safety. 123 55.2 84 37.7 16 7.2 0 0.0 3.48 0.63

It is hard to know which

consequences my actions have

for safety. 55 24.7 135 60.5 31 13.9 2 0.9 3.09 0.64

I know which information is

relevant for safety and which

information is not relevant. 154 69.1 59 26.5 8 3.6 2 0.9 3.64 0.60

I feel confident that I know how

to deal with various adverse

incidents that may arise. 57 25.5 150 67.3 16 7.2 0 0.0 3.18 0.54

I know which situations in my

work involve higher risks. 122 54.7 76 34.1 18 8.1 7 3.1 3.40 0.77

AverageMean 3.36

Projection of ERMS

I plan ahead in order to handle

various adverse incident that

may arise. 98 43.9 109 48.9 13 5.8 3 1.3 3.35 0.65

I notice when an unsafe situation
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is about to arise in my work. 97 43.5 103 46.2 18 8.1 5 2.2 3.31 0.72

It is impossible to predict what

will happen during an incident. 119 53.4 79 35.4 20 9.0 5 2.2 3.40 0.75

I usually know what is going

to happen next with regards

to safety. 114 51.1 75 33.6 25 11.2 9 4.0 3.32 0.83

AverageMean 3.35

Grand Average Mean 3.36

Regression Analysis Result of Influence of Awareness on the Use of Electronic

Records Management System among administrative staff.

Model R R Square Adjusted R Square Std. Error of the Estimate
_____________________________________________________________________

1 0.621a 0.385 0.382 0.30156
_____________________________________________________________________

a. Predictors: (Constant), Awareness

ANOVA

Model Sum of Squares Df Mean Square F Sig.

Regression 12.469 1 12.469 137.114 .000b

Residual 19.915 219 .091

Total 32.384 220

a. Dependent Variable: ERMS

b. Predictors: (Constant), Awareness

Coefficients
Model Unstandardized Standardized t Sig.

Coefficients Coefficients
B Std. Error Beta
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(Constant) 1.059 .199 5.327 .000

Awareness .692 .059 .621 11.710 .000

a. Dependent Variable: ERMS

Regression Analysis Result of Influence of Awareness on the Security of

Electronic Records Management System among administrative staff.

Model R R Square Adjusted R Square Std. Error of the Estimate
_____________________________________________________________________

1 0.684a 0.468 0.466 .25783
_____________________________________________________________________

a. Predictors: (Constant), Awareness

ANOVA

Model Sum of Squares Df Mean Square F Sig.

Regression 12.819 1 12.819 192.836 .000b

Residual 14.558 219 .066

Total 27.377 220
a. Dependent Variable: Security

b. Predictors: (Constant), Awareness

Coefficients
Model Unstandardized Standardized t Sig.

Coefficients Coefficients
B Std. Error Beta

(Constant) 1.024 .170 6.024 .000

Awareness .701 .050 .684 13.887 .000

a. Dependent Variable: ERMS

b. Predictors: (Constant), Awareness
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