Intrusion Detection Performance in Cloud Network Environment: A Hybrid of Deep Belief
Network and Multilayer Perceptron

Simon Olufikayo AWODELE
LCU/PG/001505 . @

. \‘%'3
Being a PhD Thesis Submitted to the De@, t of Computer Science, Faculty of
Natural & Applied Sciences, Lead Ci iversity, Ibadan, Oyo State, Nigeria

S
N

In Partial Fulfillment t&equirement for the Award of Doctor of Philosophy
Degree (PhD) in Computer Science

’Q "
S

N

2023



Certification
This is to certify that Simon Olufikayo AWODELE with matriculation number LCU/PG/001505
carried out this research work titled “Intrusion Detection Performance in Cloud Network
Environment: A Hybrid of Deep Belief Network and Multilayer Perceptron” in the Department
of Computer Science, Faculty of Natural and Applied Sciences, Lead City University, Ibadan,

Oyo State, for the award Doctor of Philosophy Degree (PhD)in Computer Scien@ that this

has not been previously submitted. E\QO

Dr. Wilson Sakpere Q Date
(Supervisor) . @

Dr. Wilson Sak \) Date

pere
(Head of Dep@ﬁ)
S

>

N



Dedication

This research is dedicated to God Almighty for His guidance and protection.



Acknowledgement

I would like to thank and appreciate the management and the entire staff of Lead City University,
Ibadan, Oyo State, for the privilege and the opportunity given to me to make use of the school
facilities during the course of my study. I am grateful.

My appreciation goes to my supervisor, Dr. Wilson Sakpere, who also happens to be Head of
Department, for giving me the necessary support and assistance throughout thisé@%h work
and for his effort in moving the Department forward. . ‘\QO

I would like to express my deep and sincere gratitude to Departme.ntallxosggraduate Coordinator,
Dr. Waheed for his advice and encouragement. I am also gr@vto all the lectures in the

RS

Department. \
I thankfully recognize the immeasurable support 0&@% father, Pa Samuel Ajide Awodele,
and my mother, Mrs. Comfort Awodele, for g@ne an education. I sincerely appreciate the
efforts of my elder brothers, Elder O&'\gle) Awodele, Prof. Oludele Awodele, and Prof.
Olufunsho Awodele, for their sup;@'[ also appreciate my younger siblings, Mrs. Iyabo
Awoyinka and Mr. Abiodun %de e.

"
I am also indebted t(@@l

itip Achimugu and my colleagues for their encouragement and
inspiration. \

Finally, I apfa%le my wife, Mrs. Taiwo Awodele, for her love, patience, and prayers, and my
childr@ Awodele and Peace Awodele, for always being a source of joy to me.
Although the institutions and people named above helped with this research thesis. I alone am

responsible for any inaccuracies that are discovered.



Abstract

It is nearly impossible in the world of today to ponder the digital evolution of businesses,
entertainment, organizations, and government without cloud computing. It is therefore not a
surprise that many organizations and companies are increasing their investments in cybersecurity.
Malicious attackers are increasingly focusing on unprotected web apps and systems connected to
the Internet. This makes IT networks, systems, and the data they contain, more vulnerable to
threats. attacks and intrusions that can harm business operations, inflict substantial costs, and
damage a company's reputation. As a result, the cloud network security systems are essential,
significant, and must not be compromised. Therefore, it is necessary to develoj %network
intrusion detection system using an anomaly detection approach for a cloud com@ network
that can identify as many intrusions as possible with better detection accura reduce the
false positive rate. In this research, a hybrid model has been developed for E?@z detection in
a cloud network environment based on the use of UNSW-NBI5 detectio asets. Multilayer
Perceptron (MLP) and Deep Belief Network (DBN) algorithm techniques %/ere used in a parallel
integration pattern to form a single optimal model through the t &he voting classifier to
achieve higher precision, lower inaccuracy, increased consi Xy, and reduce bias The
experimental result showed that the hybrid model achieved er false positive rate, which
makes it more promising for intrusion detection in cloud® e@ environments while the MLP
model, which is a conventional method, achieved bett mance in terms of accuracy, recall,
precision, and Fl-score, furthermore the DBN hich is also a conventional model
showed a lower performance in all categories of I%Lc) ntation results.

Keywords: Intrusion detection, Cloud co@g, eep learning, Voting Classifier, UNSW-

>

Word Counts: 282 words.



Table of Contents

Title Page i
Certification ii
Dedication 1il

Acknowledgment @'&\ v

Abstract E\QO v

List of Tables %'\ X
List of Figures &%‘\\‘ X

Chapter One: Introduction . $©
1.1  Background to the Study @

1.1.1 Intrusion detection system . @ 8

1.1.1.1 Deployment Techniques 'e 12

1.1.1.2 Detection Techniques Q)

[a—

13

.’

1.2 Statement of tt;@

1.3 Aim and Objic' es 17
N

1.4 Reseﬁ%uestions 17
1.5 @cance of the Study 18
1.6 Scope of the Study 18

1.7 Limitations of the Study 19

1.1.2  Applications of Mach%&ing and Deep Learning 14

16

1.8  Operational Definition of Terms 19

Endnotes 22



Chapter Two: Literature Review
2.1 Conceptual Review

2.1.1 Cloud Computing
2.1.1.1 Security Issues in Cloud Computing
2.1.1.2 Threats in Cloud Computing
2.1.2  Intrusion Detection System
2.1.3 Deep Learning

2.1.3.1 Deep Believe Network
2.1.3.2 Multilayer Perceptron (MLP)
2.1.4 Ensemble Technique

2.2 Conceptual Framework

2.2.1 IDS Model with Deep Learning

5
o

ization

2.2.2 Hybrid-detection Model Usin@bhine learning

2.2.3 Hybrid Deep Learning k)for Intrusion Detection
"

47

49

55

57

59

61

2.2.4 Network Intrusi ’%c on System Using Voting Ensemble Machine Learning 64

2.2.4.1 Data Extraction

2242 Data‘l%%g
2.2.4.e Selection

2.2.4.4 Classification using Ensemble Machine Learning

2.2.4.5 Evaluation Metric

2.2.5 Genetic Algorithm and Back propagation Neural Network

2.2.5.1 Genetic Algorithm

65

66

66

67

68

70

70



2.2.5.2 Neural Network with Back propagation 71

2.2.5.3 Output layer 74
2.2.5.4 Global Error 75
2.3 Related Works 77
24 Summary of Gaps in Literature ¢ @89

Endnotes s'\qo 91

Chapter Three: Methodology . \%'3

3.1 Research Approach

3.2 Requirements Specification @

3.2.1 Software Requirements % 99

3.2.2 Hardware Requirement ‘ ‘\\d
33 System Design (b"é' 101

3.3.1 Dataset \;() 102

100

3.3.2 Data Preprocessing N 107
3.3.3 Data Partitioning Q 108
3.3.4 Model e@)\@fyment 109
3.34.1 De@f Network 113
3.342 tilayer Perceptron 116
3.4  Research Methods 119
3.4.1 Hybrid of Deep Belief Network (DBN) & Multilayer Perceptron (MLP) 121
3.4.2 Optimization of the Hybrid Model 125

3.4.3 Performance Metric 127



Endnotes 129
Chapter Four: Results and Discussion
4.1 Results 131
4.1.1 Result of the Hybrid Model of Deep Belief Network & Multilayer Perceptron 132
4.1.2 Result of the Model Optimization to Reduce False Positive Rate 146
4.13  Result of the Evaluation of the Hybridized Model & 148

4.2  Discussion of results . E\QO 151

Chapter Five Conclusion

'\
S
&
5.1.1 Conclusions and Recommendation . \A 162
5.2 Contribution to Knowledge QQ 163

5.3  Suggestion for Further Studies . @ 164
Bibliographies ’e C-) 165

Appendix

5.1 Summary of the Result 161

175

Biodata \) 195
%’\
The Universityf;@ e Form 200

N
QQ%Q



List of Tables

Table Title Page
2.1 Features and their data types in NSL-KDD 66
2.2 Voting Arrangements 67
3.1 Description of Attack Categories of the UNSW-NB15 Dataset & 104
3.2 Training and Testing Set Record Distribution ‘%.\QO 105
4.1 Train and Test Result for MLP + DBN %" 151
4.2 Train and Test Result for MLP &%\ 152
4.3 Train and Test Result for DBN . QQ) 153
4.1

Summary of the Implementation Results @ 159

RS



Figure
1.1
1.2
1.3
1.4
2.1
2.2
23
24
2.5
2.6
2.7
2.8
2.9
2.10

2.11

List of Figures
Title
Communication Architecture in Cloud Computing
The Traditional and Cloud Computing Deployment Models

IDS in Cloud Environment

Cloud Computing Architecture

. \ %
Cloud Computing Components %\
&

Intrusion Detection System Classification E‘\QO

Deployment Models of Cloud Computing

Cloud Computing Delivery Models @
Cloud Computing Security Categorief . @

Intrusion Detection System 't
Intrusion Detection System (I@hallenges

Mechanism of Deep Belief Network and Deep Boltzmann Machine
"

Architecture o @1 f Network

Schematic diagram of Multi-layer Perceptron (MLP)

Multﬂ@rceptron

2.12 %%ries of Ensemble Method

2.13

2.14

2.15

2.16

Bagging Ensemble Learning
Boosting Ensemble Learning
Stacking Ensemble Learning

Voting Ensemble Learning

Page

3

5

QO

9

11
28
30
31
33
34
41
42
45
46
47
48
50
51
52

53

54



2.17

2.18

2.19

2.20

2.21

2.22

2.23

3.1

3.2

33

3.4

3.5

3.6

3.7

3.8

3.9

4.1

4.2

4.3

4.4

4.5

4.6

4.7

Flow Diagram for Proposed Methodology 58

Proposed Method Framework 61
The Architecture of Proposed Deep CNN-WDLSTM Model 64
Offline Analysis of Proposed Methodology 65
Voting Ensemble Techniques 68
Genetic Algorithm and Back Propagation Neural Network Model &b 70
BPNN Architecture ‘@% 73
Proposed Model 102
. yﬁw
Model Development Architecture \ 109

DBN Structure . q@ 114
Q>
Learning Procedure of DBN Q 114

DBN Flowchart . % 116
M

Structural Scheme of the Neuron't 117

MLP Flowchart Q:b‘ 119
Flow Sequences of a N tv?&)lntrusion Detection System Model 121
Flow Sequenc f@ DBN and MLP 125
Path Navige)%gython Libraries and Loading Dataset 133

Data%scessing 134

re-processing 135

Data Preprocessing 136
Data Preprocessing 139
Feature Selection 141
Data Transformation 142



4.8  Data Splitting 144

4.9  Data Normalization 145
4.10 Model Building 146
4.11 Model Evaluation 148
4.12  Model Evaluation . 150
4.13  Confusion Matrix for Hybridized Model Q’& 154
4.14  Confusion Matrix for DBN Model ‘%.\% 155
4.15 Confusion Matrix for MLP Model i %" 156
4.16 ROC Graph for Hybridized Model &%)\\‘ 157
417 ROC Graph for DBN Model . \QQ) 157
4.18 ROC Graph for MLP Model QQ 158
4.19 Comparison of the Model Performance ‘\% 159



