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Abstract
Efficient data flow in computer networks is crucial for modern applications, but network
performance faces challenges due to the complexity of network types and configurations.
Understanding the impact of different networking approaches on packet flow, bandwidth, latency,
jitter, and throughput is essential for improving network performance. Traditional Computer
Networks (TCN) and emerging technologies like Software-Defined Networking (SDN) have
distinct advantages and trade-offs in terms of bandwidth usage, latency, throughput, and jitter. This
study aims to assess the influence of background traffic, bandwidth limits, and dataflow features on
SDN performance and the ability of machine learning models to predict network behavior. The
analysis reveals several key findings: Traditional networks exhibited higher throughput, while
hybrid TCN-SDN showed reduced bandwidth usage. Latency varied across network types, with
SDN networks showing potential increases. Jitter was significantly impacted by non-homogeneous
networks, raising concerns about overall performance stability. ANOVA and Duncan’s tests
confirmed the importance of latency, bandwidth, and throughput in influencing network behavior.
Back-ground traffic and bandwidth limits were shown to have a complex relationship with SDN
performance, particularly in terms of TCP bandwidth, throughput, and latency. Correlation analyses
highlighted strong relationships between network parameters, providing deeper insights into
dataflow dynamics. Among machine learning models, Support Vector Machine with Radial Basis
Function Kernel (SVM_RBF) consistently outperformed others, while the stacked 5-stacked model
demonstrated superior accuracy in predicting SDN performance across different datasets and
scenarios. This study offers valuable insights into the interplay of network types, traffic conditions,
and performance metrics. The results indicate that while traditional networks offer higher
throughput, hybrid TCN-SDN configurations present advantages in bandwidth efficiency but may
incur higher latency. The machine learning models successfully predicted network performance,
with the 5-stacked model emerging as the most accurate across a range of conditions.

Keywords: Performance Metrics, Programmable Network, Data Flow, Machine Learning,
Bandwidth-traffic

Word Count: 290 words
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Chapter One
Introduction

1.1 Background to the Study
Computer networks and the Internet are revolutionizing how people communicate, learn, work, and

play. The demand for unlimited communication services continues to increase for various man

needs for research, education, businesses, online banking, online gaming, shopping, and other

media networking applications1,2,3. Thus, the Internet network architecture would become too

complicated and gigantic if the communication network is not competent or intelligent enough to

remove complexity in the computer networks4. Intelligent systems or innovative software enables

control and automate the operation of different gadgets through which the user can manage and

perform the required function at the immediate or remote point5,6,7. Expanding the existing network

is relatively expensive, while the demand for network-based services is increasing rapidly8,9. The

application of machine learning plays a vital role in decision-making in operating computer

networks.

Software-Defined Networking (SDN) is becoming popular, especially in high-bandwidth and

dynamic applications like cloud computing10. Software-Defined Networking (SDN) technology

enables continuous network operation, development, and deployment. SDN has many advantages,

such as centralized monitoring that helps reduce manual communication with the hardware for

enhanced network efficiency. Additionally, separating the control plane and data plane leads to

simpler hardware management, which increases the chances of having more expertise among

hardware vendors, as the SDN does not rely solely on commercial software. SDN decouples the

control and data planes from the network core devices for operating purposes11. The control plane

(i.e., SDN controller) acts as a Network Operating System (NOS12. The data plane resides inside

the network core devices and is only responsible for forwarding data packets controlled by the

central controller. This segregation increases the agility and flexibility of a networking
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infrastructure and reduces its operational expenses13.

SDN consists of the applications plane, controllers plane, and devices or infrastructure plane.

Applications planes relay information about the network or requests for specific resource

availability or allocation. The application layer embodies the implementation of typical workings of

the network or functions. The application layer can appropriately be adapted to the changing

business requirements. The SDN controller communicates with applications to determine the

destination of data packets14. The networking devices plane consists of various network devices,

both physical and virtual. The device plane receives and forwards instructions from the controllers

regarding how to route the packets. In traditional networks, the control and data plane are coupled

in the same device. The primary role of these network devices plane in SDN is to forward the data,

providing a very efficient and flexible forwarding mechanism15. In an SDN, switches receive

routing and traffic management decisions via a control channel from a centralized controller16.

Traditional computer networks do not allow a fast evolution towards a process that contributes to

improving the online transaction of services. Traditional Computer Networking consists of

computers primarily implemented from dedicated devices using one or more switches, routers, and

application delivery controllers17.

SDN is more flexible, allowing users greater control and ease of managing resources virtually

through the control plane. In contrast, traditional networks use switches, routers, and other physical

infrastructure to create connections and run the network18. SDN controller communicates with

applications like firewalls or load balancers via its northbound APIs. The controller talks with

individual network devices using a southbound interface to configure network devices and choose

the optimal network path for application traffic19,20. As a result of this communication, application

developers program the network directly instead of using traditional protocols21. SDN uses an open,

flexible, and dynamic architecture defined through different software programming languages22.
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In traditional legacy network devices, the control decisions unit and the forwarding unit are tightly

coupled, where both the control decisions, like optimal route calculation and forwarding, occur in

the same device. The hardware of these devices is made specifically for a particular task. They are

not flexible enough to allow researchers to test new algorithms that they might come up with to

solve any of the networking issues. This requires researchers to create custom hardware and have a

new setup for each experiment. It would be much better if commercial switch providers allowed

more flexibility, thus allowing researchers to test their new ideas on the same network without new

hardware. OpenFlow switch (OF) enables this flexibility. SDN de-couples the control and

forwarding unit, i.e., the data plane. This is useful for many purposes like data centers as it reduces

the cost of maintenance as well as for researchers to be able to carry out various network

experiments. The center has a compassionate nature of operation workloads. As a result, data center

operators often desire to quickly identify bottleneck network links and route data traffic around

them at very fast timescales to serve the network communities at high network capacity without

cost overburdening the network provider and the clients. For this to occur smoothly, network

operators must be willing to embrace SDN to tackle the lack of precise and robust control, access,

visibility, and flexibility often experienced in TCN.

OpenFlow is the protocol used to manage the switch to be able to add, remove, modify flow entries,

capture flow statistics, etc23. SDN controller is the user program that uses OpenFlow to

communicate with the OpenFlow switch. There are various frameworks available for writing

controller applications. Examples are Ryu, POX, OpenDaylight, etc24. OpenVSwitch is an open

virtual switch that supports OpenFlow switches and other switch management protocols. In an

OpenFlow switch, forwarding decisions can be taken based on MAC, IP, in-port, VLAN_ID, etc.

This makes the OpenFlow switch act as a catalyst switch that can operate at layer 2 or layer 3 of the

OSI model25. OpenFlow controllers like NOX, POX, Beacon, Floodlight, Ryu Open Daylight, etc.

POX is very popular for prototyping and its simple structures26,27. POX is an OpenFlow-based
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controller derived and developed through Python programming language that aims to provide an

efficient and accessible environment for performing research investigations and tests in SDN

networks. POX relies on the component-based model in which the whole network elements, as well

as activities are recognized as separate components that can be isolated and utilized every time the

need arises. The location of POX is specifically between network components on one side and the

applications on the other. POX is responsible for achieving any type of communication between

applications and devices. SDN controllers mainly rely on protocols such as OpenFlow protocol,

where network devices are configured, optimal network paths for traffic applications are selected,

and servers are permitted to inform the switches where to direct the packets. In addition to being a

framework for the interaction with the OpenFlow switches, POX can be utilized as the foundation

for some of the ongoing work to assist in building the emerging discipline of SDN, where it can be

applied in various fields such as distribution prototyping and exploration, SDN debugging, network

utilization, controller design, and programming models. POX modules are, in fact, extra Python

programs that can be used in case POX is initiated from the command line prompt; these modules

carry out network functionality in SDN28.

Simulation and emulation network platforms play an important role in studying and evaluating

different networks design and performance29. Mininet is a network emulator that can be used to

create any topology with multiple hosts and switches30,31. Mininet is the most popular SDN

platform in the form of a virtual test used for testing network tools and protocols32,33. Quality of

Service (QoS) is a set of technologies on a computer network that guarantees its ability to run high-

priority applications and traffic reliably under limited network capacity34. QoS technologies

provide differentiated handling and capacity allocation to specific flows in network traffic to assign

handling of packets and afford bandwidth to that application or traffic flow35. Performance

parameters commonly measured in QoS are bandwidth (throughput), latency (delay), jitter (variance

in latency), and error rate. Internet Protocol (IP) packet (including pings) size ranges from 1 to
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65,507 bytes. Ping is the most common network administration utility used to test the reachability

of a host on an IP network and to measure the Round-trip Time (RTT) for messages sent from the

originating host to a destination computer. Ping sends ICMP echo requests/replies to test the

connectivity to other hosts. Standard ICMP ping shows that the computer host is responding or

otherwise unreachable.

Computer network performance monitoring is essential for smoothly running global computer

network communities. Iperf is a tool for IP network performance. It is a cross-platform tool that

runs on major operating systems. Iperf supports the measurement and tuning of various parameters

related to timing, buffers, and network protocols like TCP, UDP, and SCTP with IPv4 and IPv6.

Iperf has client and server functionality and can create data streams to measure throughput between

hosts in one or both directions.

Background-Traffic refers to traffic flows that generally run for a long time and are not sensitive to

latency, for example, the video streaming or running torrent service to which malicious traffic

attempts to hide or run along the traffic flow. Normal or legitimate traffic usually refers to forms of

desired internetwork traffic. Some of these regular traffic are primarily short-lived and don’t have

stringent requirements on packet drop and latency. Performance of the flow Transmission Control

Protocol (TCP) and User Datagram Protocol (UDP) has been evaluated using throughput as a

metric36.

Bandwidth is the amount of data that can be transferred from one source to another source in a

computer system or computer network. For example, a website that has high traffic needs lots of

bandwidth to allow smooth transfer of data to and or from the requesting machine. Bandwidth can

be described in terms of up-link and down-link. Performance analysis of the network is done by

analyzing bandwidth utilization between the hosts. An analysis of TCP and UDP bandwidth

between hosts is achieved by executing internet performance tests like Iperf. Iperf is a network

testing tool that can create TCP and UDP data streams and measure the throughput of a network
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carrying them. Iperf measures TCP bandwidth and allows the tuning of various parameters and

UDP characteristics. Iperf reports bandwidth, delay jitter, and datagram loss between hosts37. A

throughput is affected by TCP. Wireless signal loss adjustment due to contention and

communicating the random loss to make the congestion window insensitive enhance the traditional

TCP throughput and increased bandwidth utilization38. Unlike TCP, UDP throughput is affected by

different network parameters - out-of-order delivery of packets, network jitter, packet loss during

transmission, etc. Network jitter is the deviation in time for periodic arrival of data-grams.

Reducing unwanted network load can minimize packet loss during communication 39,40.

Machine Learning (ML) has been used to manage and support various business operations41. ML

can be used to predict traffic flows, generate more brilliant flow analysis, monitor network health,

tighten security measures, etc42. The models that are used for the prediction are developed from ML

algorithms that learn from the data set. ML models could be weak or strong learners. Combining

weak learners or weak learners with strong learners makes more accurate predictions than any

single learner alone or fast learning with better prediction. Hybrid Machine Learning (HML) is an

improved machine learning that combines algorithms, methods, processes, or procedures from

similar or different application areas to complement each other and produce more accurate

processes43. HML complements candidate methods and uses one to overcome the weakness of the

others44. The combined algorithms use any averaging (simple or weighted) methods and voting

(majority or weighted) for regression and classification methods45. Machine Learning (ML)

algorithms have several opportunities in SDN and have been used for flow detection and

classification, security, and traffic management using different machine learning algorithms46,47.

This study presents the performance of combined machine learning on the influence of

Background-Traffic and Bandwidth-Limit on Software-Defined Networking.

Ensemble learning techniques are used in some applications to enhance the performance of single-
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classifier systems48,49. Ensemble learning is the process that allows multiple models, such as

classifiers or experts, to be strategically generated and combined to solve a particular computational

intelligence problem, primarily to improve the performance of a model or reduce the likelihood of

an unfortunate selection of a poor one like classification, prediction, function approximation, data

fusion, incremental learning, non-stationary learning, and error-correcting50. Ensemble learning

first obtains a set of features with a variety of transformations51. Based on these learned features,

multiple learning algorithms produce weak predictive results52. Finally, ensemble learning fuses the

informative knowledge obtained from the above results to achieve knowledge discovery and better

predictive performance via voting schemes in an adaptive way. The domains of these applications

include classification and regression problems. Random forest models and gradient boosting models

are well-known ensemble models; they use a combination of weak learners to build up an

ensemble53. In these models, the collection of weak learners is homogeneous; the same types of

weak learners are grouped together to show their combined strength54,55. Bagging and boosting are

two popular categories of ensemble learning56. Random forest is the popular ensemble learning

model in the bagging category. AdaBoost is another popular ensemble learning model that comes

under the boosting category.

1.2 Statement of the Problem
As computer networks continue to expand rapidly and applications grow increasingly complex, the

demand for network performance has intensified. Managing and optimizing network performance

presents a significant challenge, particularly in understanding the impact of background traffic and

bandwidth limitations. Background traffic, generated by routine or non-critical processes, can

significantly affect the performance of critical applications, especially when faced with bandwidth

constraints. Conventional methods for analyzing and managing network performance often rely on

traditional statistical models and manual interventions, which may not comprehensively capture the
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complex and dynamic nature of network traffic. Therefore, there is urgent need for more advanced,

adaptive, and automated approaches to accurately predict and mitigate the negative impacts of

background traffic and bandwidth constraints.

1.3 Aim and Objectives of the Study
This research aims to assess the impact of background traffic with bandwidth limits on the

performance of Software-Defined Networking (SDN) and the implications of integrating machine

learning models into Software-Defined Networking.

The specific objectives of this research are to:

i. examine the effect of Traditional Computer Networking (TCN), Software-Defined Networking

(SDN), and hybrid TCN-SDN on performance of computer network, focusing on packet flow and

application running on computer network

ii. evaluate the influence of background traffic and bandwidth limitations on the performance of

Software-Defined Networking (SDN), specifically examining metrics such as latency, bandwidth,

throughput, jitter, and datagram loss.

iii. develop and evaluate the performance of stack machine learning models amid the influence of

background-traffic and bandwidth-limit on Software-Defined Networking (SDN).

1.4 Research Question
For this research, the following research questions were raised;

i. How should the levels of bandwidth limitations for applications running on a computer network

be determined in a situation where the network performance (latency, bandwidth, throughput, and

jitter) starts to degrade noticeably for Traditional Computer Networking (TCN) and Software-

Defined Networking (SDN)?

ii. Why is the influence of background traffic and bandwidth limitations on the performance of
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Software-Defined Networking (SDN) significant?

iii. How could machine learning models (KNN, SVM_RBF, DT, RF, MLP, and stack models)

accurately predict network performance under varying conditions of background traffic and

bandwidth limitations for optimized network performance in real time?

1.5 Significance of the Study
Generally, computer networking promotes various activities of human beings by allowing them to

communicate and share information effortlessly, increasing productivity, efficiency, flexibility, and

data security.

This study provide information on the limitations of traditional computer networks. The limitation

is becoming enormous as the number of users of computer networks is increasing day by day with

the growth of data communication. For example, as the number of network users grows, the devices

added to the network also increase and become huge, requiring an update in the network

configuration. This vast network update, which is error-prone, with inconsistent network policies,

security, and inability to scale, is manually configured by network administrators and integrated

into the production network. It has been observed that traditional network architecture is gradually

unable to meet today’s demand for network business, and the existing problems are becoming

increasingly prominent57. The current traditional network is becoming complex due to the inclusion

of many devices produced by different manufacturers, which usually require different ways to

debug, configure, manage, and deploy as a production network. The traditional network cannot

perform intelligent flow control and visualize network status.

Software-Defined Networking (SDN) is a decoupled architecture layers in a communication

network that makes the computer network more programmable, which improves the level of

network resource pooling while realizing automatic network deployment, configuration, support

h
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rapid business launch, and flexible expansion of the computer network. The introduction of

programmable features helps to achieve automated network services and protocol scheduling by

bridging the LAN (either in virtual or physical modes) to SDN. The SDN, which is a programmable

computer network, is handy for network researchers to carry out various computer network

experiments. Performance of SDN under Bandwidth-Limit and some unaccounted processes

utilizing network resources were observed and analyzed, and conclusions were presented in this

study. Information obtained on the effect of Background-Traffic and Bandwidth-Limitation on SDN

will assist network administrators and other stakeholders in computer networks in deploying,

monitoring, and updating SDN for high performance.

1.6 Scope of the Study
The study uses personal computers (s) and ’Mininet’ as emulation systems to implement

networking of virtual PCs with physical PCs to the Internet. Mininet was installed as an emulation

system on a PC known as ’Mininet PC’ that was used to set up a connection of virtual PC using

Python code. A software-defined network was set up on the ’eminent PC’ consisting of a controller

and open switches with PCs on each of the switches. In the Python code, the openvswitches were

looped to form a stacked switch. One edge switch was bridged with the first access point that

connected the physical PCs, while the other edge switch was bridged with another access point that

connected to the Internet. After the connectivity test, the network experiments were set up for

Background-Traffic and bandwidth tests to measure Qos (throughput, bandwidth, latency, and jitter)

for computer network performance. The observed results were used as dataset. The datasets

obtained were cleaned, trained, and tested in a jupyter notebook environment for stack machine

learning.
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1.7 Limitations of the Study
Due to some of the challenges in the SDN architecture, this research was based on the use of

wireless LANs integrated with SDN implemented using an emulation system (Mininet). The

Mininet was installed on a personal computer running Ubuntu 22.04 LTS to implement SDN

consisting of networking of virtual end devices like PCs, openflow switches, and SDN controller.

Python programming was used to implement network typologies. The switches were stacked to

achieve enough network packet flow. The network traffic was monitored using the ping command

and Wireshark and, after that, analyzed.

1.8 Operational Definition of Terms
While all terms are defined as they are used in the thesis, this section highlights the most prevalent

terms and explains their meaning as used in this thesis. The most predominant terms in this study

include background network traffic, Bandwidth-Limit, emulation software, virtual machine, and

Mininet: software-defined wide-area network, data packet, and SDN network topology

i. Emulation Software

Emulation software enables running an operating system on a hardware platform for which it was

not engineered initially or running application programs on different operating systems other than

those for which they were initially written. Emulators are hardware or software platforms (also

known as hosts) that allow a computer system to behave like another machine running applications

and services designed for the latter (also known as guest)58. There are many commercial and open-

source emulators available for major operating systems. For instance, WINE is a tool that enables

Windows applications to be run on Linux and Mac systems. Dolphin is an application that allows

Nintendo GameCube and Wii games to be played on a computer. BlueStacks is an emulator that

makes it possible to use Android apps on Windows and Mac. Xcode emulator allows users to run

iOS on Mac and Windows. Appetize.io is a browser-based emulator that will enable iOS apps on

h
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any PC

ii. Mininet

Mininet is an emulation software that can be used to create a realistic virtual network, running a real

kernel, a network of virtual hosts, switches, controllers, links, and application code59. Presently,

Mininet hosts run standard Linux network software, and its switches support OpenFlow for highly

flexible custom routing and Software-Defined Networking. Mininet supports research,

development, learning, prototyping, testing, debugging, and any other tasks that could benefit from

having a complete experimental network on a personal computer like a laptop. In this study,

Mininet was run on a single machine as native, though it can also be run on a virtual machine (VM)

or in the cloud60. Using Mininet is one of the ways to develop, share, and experiment with

Software-Defined Networking (SDN) systems using OpenFlow. Mininet is actively developed,

supported, and released under a permissive BSD Open Source license.

iii. Virtual Machine

A Virtual Machine (VM) behaves like a computer, running as a separate computing environment

capable of running a different operating system while relying on the host computer architecture to

function as a new computer61. Virtual machines can be process VMs and system VMs. Process

virtual machine allows a single process to run as an application on a host machine, providing a

platform-independent programming environment by masking the information of the underlying

hardware or operating system. An example of a process VM is the Java Virtual Machine, which

enables any operating system to run Java applications as if native to that system. A system virtual

machine is a virtualization type that substitutes for a physical machine. A system platform supports

the sharing of a host computer’s physical resources between multiple virtual machines, each

running its copy of the operating system. This virtualization relies on a hypervisor, which can run

on bare hardware (such as VMware ESXi) or on top of an operating system (such as Virtualbox).
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Components of IT infrastructure are visualized nowadays using various specific types of

virtualization like hardware virtualization, software virtualization, storage virtualization, network

virtualization, and desktop virtualization.

iv. Bandwidth

Bandwidth, data, and speed are often used interchangeably and are closely related terms. Bandwidth

refers to the amount of data allocated or pulled per second. The bandwidth a computer connection is

allotted determines how much data can be downloaded per second or transferred from the Internet

to a computer. A Bandwidth-Limit refers to a speed limit or data limit in a network. For instance,

broadband Internet service providers sell access plans based on speed, limiting bandwidth according

to each plan. Plans with higher limits are more expensive but transfer faster, though. There is

unlimited access by some telcos, and users don’t have to worry about limits in terms of data

download, yet there is still a Bandwidth-Limit. Apart from internet usage, Bandwidth-Limits might

also apply to personal domains. SDN features, via its flexible and programmable characteristic,

bandwidth usage for connecting computing devices62.

v. Background Network Traffic

Background network traffic (or Background-Traffic) is one of the terms in network security

controllers testing where it refers to the non-malicious (that is legitimate) traffic that was passing in

parallel to the malicious (that is illegitimate) traffic63. The logic of using background network tests

is to access network performance in a real-life environment when normal and potentially malicious

traffic flow together. Network traffic also refers to data traffic, the amount of data moving across a

computer network at any given time.

vi. Network Traffic

There are two directional flows (i.e., north-south flow and east-west flow) in network traffic. North-

south traffic refers to client-to-server traffic that moves between the data center and the rest of the
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network (i.e., a location outside the data center). East-west traffic refers to traffic within a data

center, also known as server-to-server traffic64. Traffic affects network quality due to unusually

high traffic that can lead to slow download speeds or spotty voice-over internet protocol (VoIP).

Network traffic is categorized as real-time and non-real-time65. Real-time traffic is essential or

critical to business operations and must be delivered on time and with the highest quality possible.

Examples of traffic include VoIP, videoconferencing, and web browsing. Non-real-time traffic is

also known as best-effort traffic, which network administrators consider less critical than real-time

traffic. For example, traffic includes File Transfer Protocol (IP) for web publishing and email

applications.

vii. Data Packets

When data travels over a network or the internet, it is broken down into smaller batches so that

larger files can be transmitted efficiently. Information (raw data) passing over a network or over the

internet is broken down, organized, and bundled into data packets into smaller batches so that larger

files can be transmitted efficiently and reliably through the network and then opened and read by

another user in the network as detailed in the OSI layers protocols. Each packet takes the best route

possible to spread network traffic evenly. In order to better manage bandwidth, network

administrators usually prioritize traffic flow to be treated by network devices like routers, switches,

and SDN controllers66.

viii. Software-defined Wide Area Network

A Software-defined Wide-area Network (SD-WAN) uses programmable software to manage

network communication between an organization’s data centers and remote locations67. As a

programmable network, SD-WAN can be used to automatically segment traffic based on defined

criteria and accommodate multiple connection types such as Multiprotocol Label Switching
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(MPLS) and Long Term Evolution (LTE)68.

ix. SDN Network Topology

Network topology refers to the physical or logical arrangement of nodes and connections in a

network, often represented as a graph. Administrators use network topology diagrams to determine

the best placements for each node and the optimal path for traffic flow. Hierarchical computer

network topology assists network administrators in quickly locating faults and fixing issues, thereby

improving data transfer efficiency. Network topology plays a significant role in how a network

functions. Several types of topologies exist; for instance, physical topologies include bus topology,

where every node is connected in series along a single cable; star topology, where a central device

connects to all other nodes through a central hub; ring topology, where the nodes are connected in a

closed-loop configuration while the loop (i. e. rings) can pass data in one direction only or are

capable of transmission in both directions. The bus, start, and ring topology can sometimes be

meshed. Mesh network topology links nodes with connections so that multiple paths between at

least some network points are available69. A network can be fully meshed when all nodes are

directly connected to all other nodes and partially meshed when some nodes have multiple

connections to others. Meshing multiple paths increases resiliency but also increases cost. Bus, star,

and ring topology are also used to form linear and star topologies. Star topologies are constructed to

form a tree network topology consisting of one root node, and all other nodes are connected in a

hierarchy. Ethernet switch networks, particularly data center networks, are commonly configured in

a tree-like structure. This allows for a more extensive and organized network, ensuring efficient

data transmission. Simple linear topology and fat tree topology consisting of switches and hosts

have been used in SDN topology to reduce controller load while delivering identical discovery

functionality70,71.

x. Cloud Computing
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Cloud computing is a transformative paradigm in Information Technology (IT) that involves the

delivery of various services, including storage, computing power, and applications, over the

internet. This model enables users to access and utilize resources on a pay-as-you-go basis,

eliminating the need for physical infrastructure and reducing the complexities associated with

traditional IT setups. Cloud computing is characterized by its scalability, flexibility, and cost-

effectiveness, allowing businesses and individuals to scale their operations seamlessly, adapt to

changing demands, and only pay for the resources they consume72. The cloud encompasses a range

of deployment models, including public, private, and hybrid clouds, each catering to specific needs

and preferences73. Public cloud services are offered by third-party providers on a shared

infrastructure, private clouds are dedicated to a single organization, and hybrid clouds combine

elements of both74. The cloud computing ecosystem includes Infrastructure as a Service (IaaS),

Platform as a Service (PaaS), and Software as a Service (SaaS), offering a spectrum of services to

meet diverse requirements. Despite its numerous benefits, such as increased efficiency and

accessibility, cloud computing also raises concerns about data security, privacy, and regulatory

compliance75. As technology continues to advance, cloud computing remains a critical driver of

innovation, revolutionizing the way businesses operate and individuals access and interact with

digital resources.

xi. Traditional Computer Networks

Traditional Computer Networks (TCN) and Software-Defined Networking (SDN) are two

approaches to network architecture that have distinct characteristics and functionalities.

Traditional computer networks rely on a centralized management model where network devices,

such as routers and switches, control and direct the flow of data packets. These networks typically

require manual configuration and management of individual network devices76. The infrastructure

is built using physical hardware components, and the network behavior is determined by the
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firmware and software running on these devices. Traditional networks follow a hierarchical or

distributed architecture, and changes to the network configuration usually involve making changes

to each individual device.

xii. Software-Defined Networking

Software-Defined Networking (SDN) is a more flexible and programmable approach to network

management77. SDN separates the control plane from the data plane, allowing the network control

logic to be centralized and programmatically controlled. In an SDN architecture, a centralized

controller is responsible for managing the network and making decisions about how data packets

should be forwarded. The controller communicates with network devices through an open and

standardized protocol, such as OpenFlow, to configure and control their behavior. This centralized

control allows for easier network management, dynamic provisioning, and more efficient use of

network resources. SDN provides several benefits over traditional networks. It enables network

administrators to have a global view of the network and make changes easily and quickly78.

Network policies can be implemented and enforced centrally, improving security and reducing

configuration errors. SDN also allows for network virtualization, where multiple virtual networks

can coexist on a shared physical infrastructure, enhancing resource utilization. While traditional

computer networks are still widely used and offer stability and reliability, SDN is gaining

popularity due to its flexibility, scalability, and programmability. It provides a foundation for

network automation, orchestration, and the implementation of innovative network services and

applications. SDN is often seen as a key enabler for modern network technologies like Software-

Defined WAN (SD-WAN) and Network Function Virtualization (NFV)79.
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Chapter Two
Literature Review

2.1 Conceptual Review
The focus of this chapter is on the review of relevant literature on the variables that are related to

the research review. The following concerns have been examined in this regard: computer network

and its quality of service -latency, bandwidth, throughput, and jitter as well as ensemble machine

learning models. In addition, this chapter explains the various concepts, theories, and empirical

reviews around the performance of stack ensemble models using datasets from the impact of
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Background-Traffic and Bandwidth-Limit on Software-Defined Networking. Software-Defined

Networking is programmable computer networking that alleviates the complexities of traditional

computer networks due to the demand for adding more devices and responsive applications to the

computer network. The stacked model performance gives the model that could be trusted to predict

the factors that could impede the performance of Software-Defined Networking for advanced

functionality of computer networks.

Computer networks, for example, Personal Area Network (PAN), Local Area Network (LAN),

Metropolitan Area Network (MAN), and Wide Area Network (WAN) comprises a network of

interconnected computers and various devices capable of seamless communication with one

another, share resources, and exchange data. Computer networks vary in size and complexity, from

small local networks within a home or office to large global networks like the Internet. Computer

networks are a fundamental part of modern computing and play a crucial role in enabling

communication and data sharing among devices and users. The programmability of computer

networks like Software-Defined Networking (SDN) introduces massive advancement in a computer

network that offsets the complexity of a traditional computer network. Researchers are applying

machine learning to improve the responsiveness of advanced computer networks1.

2.1.1 Computer Network Reachability and Performance
Computer network reachability and performance are critical aspects of network design and

operation. They refer to the ability of devices on a network to communicate with each other and the

quality of that communication. Network reachability, also known as connectivity, is the ability of

devices on a network to communicate. It encompasses various aspects, including Physical

Connectivity, Logical Connectivity, Firewalls and Access Control (AC), Domain Name System

h
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(DNS), and Network Address Translation (NAT). Network performance relates to data transmission

speed, reliability, and efficiency. Several factors influence network performance. These include

bandwidth, which is the capacity of the network to transmit data. Higher bandwidth generally leads

to faster data transfer. Latency also influences network performance. Latency is the delay that data

experiences when traveling through a network. Lower latency is essential for real-time applications

like video conferencing and online gaming. Packet loss influences network performance. Packet

loss is rated in percentage and is describe as the situation where data packets transmitted over a

network do not reach their intended destination. Reducing packet loss is crucial for reliable

communication2. Jitter also influences network performance. Jitter is the variability in the delay of

data packets. Consistent and low jitter is necessary for applications like Voice over IP (VoIP).

Quality of Service (QoS) influences network performance. QoS mechanisms prioritize certain

traffic types to ensure critical applications get the necessary resources. Network topology influences

network performance. A network’s arrangement of physical and logical components is called

network topology. This arrangement can have an impact on the performance of the network. Star,

mesh, and ring topologies have different characteristics. The quality and capacity of routers,

switches, and other network devices affect performance. Congestion Control influences network

performance. Techniques like congestion avoidance and congestion control algorithms help prevent

network congestion, which can degrade performance. Ensuring network reachability and

performance requires careful planning, design, ongoing monitoring, and optimizing the network for

changes in demand or potential issues. Network researchers use Load Balancing (LB), Content

Delivery Networks (CDNs), and efficient routing protocols to ensure network reachability and

performance goals3.

2.1.2 Latency
Latency in computer networking is the time it takes for a packet of data to travel from one device to

h
h


27

another device on a network. Latency is measured in milliseconds (ms). It is affected by various

factors, such as the distance between the sender (source) device and receiver (destination) device,

the speed of the network connection, and the amount of traffic on the network. These two end

devices can be two personal computers or servers. High latency usually causes delays and

slowdowns in network communication and is one of the metrics in determining the overall

performance of a network4. Latency is a term commonly used to refer to the time it takes for a

signal to travel back and forth, also known as Round-Trip Time (RTT). Latency is the time it takes

for a message to reach its recipient and for the sender to receive a reply. The lower the latency, the

faster speeds and quick response times5. High latency creates bottlenecks in communication due to

long delays, which results in a worse experience for the user, as they experience poor quality of

service. Organizations that rely on real-time applications, online services, or time-sensitive

transactions require low lag6. Minimizing latency is one of the ways of improving computer

networks performance. A relatively small increase in response times can ruin a user’s overall

experience and reduce organization yield.

2.1.3 Jitter
Jitter is the time variation between the transmission and reception of data packets over a network.

Jitter occurs primarily due to network congestion, routing issues, limited bandwidth, hardware

limitations, and network interference. Jitter can occur when packets take different paths or

experience varying delays due to network issues. Jitter is particularly problematic for real-time

applications like VoIP and video conferencing, where consistent packet delivery is crucial. Network

jitter measures the irregular arrival time of data packets at their destination, also known as the jitter

score, measured in milliseconds (ms). Jitter affects online activities such as real-time

communication, for example, online gaming, audio and video conference calls, IP security cameras,

and more7. The acceptable level of jitter depends on the network quality8,9. Jitter can occur due to

h
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various factors, such as network congestion, varying routing paths, limited bandwidth, or even

fluctuations in network traffic10. Some factors resulting from network jitter include Network

Congestion, Routing, Network Interference, Quality of Service (QoS) mismanagement, Network

Equipment Performance, Network Protocol Limitations, Packet Loss and Retransmissions, and

Wireless Networks.

Network congestion is a common challenge in data communication systems, and it can lead to

performance issues and service degradation. Managing and mitigating congestion involves a

combination of network design, congestion control algorithms, and traffic management strategies to

ensure that data can flow efficiently through the network, even during periods of high demand.

Inefficient routing paths, node misconfigurations, and hardware failures can introduce delays and

jitter in network communication. Addressing these issues requires good network design,

monitoring, and the implementation of best practices to maintain optimal network performance.

When packets traverse different paths, variations in latency and delays arise, resulting in jitter11.

Electromagnetic interference from nearby electronic devices, crosstalk between network cables, or

signal degradation due to environmental factors introduce fluctuations and inconsistencies in packet

delivery times, contributing to jitter12. Quality of Service (QoS) mechanisms are employed to

prioritize specific types of network traffic based on their importance or requirements. However,

poor QoS configurations or mismanagement of network resources due to manual network

configuration result in inconsistent packet prioritization13. The performance and optimization of

network devices play a crucial role in maintaining smooth packet transmission. Faulty or poorly

configured routers, switches, or network interface cards (NICs) introduce irregularities and delays

in packet forwarding or processing, causing variations in packet arrival times and contributing to

jitter14. When packets are lost during transmission due to network congestion, errors, or faulty

connections, they need to be retransmitted. This retransmission introduces delays and variations in

packet arrival times, contributing to jitter. High packet loss rates or frequent retransmissions
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exacerbate the effects of jitter on network performance15. In wireless networks, factors such as

signal interference, signal strength fluctuations, and contention for the shared medium introduce

jitter16. Interference from other devices, obstacles obstructing the signal path, or fluctuations in

signal quality due to environmental conditions can cause variations in packet delivery times in

wireless transmissions. By identifying and addressing these specific causes of jitter, network

administrators can implement appropriate programmable solutions and optimizations to minimize

impact of jitter on network and ensure more reliable and consistent network performance.

2.1.4 Throughput
Throughput is a crucial performance metric as it directly impacts the efficiency and effectiveness of

various systems and processes. Organizations often strive to maximize throughput for higher

productivity, faster data transfer, and better overall performance. Throughput is a critical

performance metric in various fields, including Networking, Manufacturing and Production,

Computer Systems, Data Processing, Transportation, and Communication Systems.

Throughput in computer networking refers to the amount of data transmitted from one location to

another over a network in a given time. It is typically measured in bits per second (bps), kilobits per

second (Kbps), megabits per second (Mbps), or gigabits per second (Gbps), depending on the speed

of the network. Higher network throughput indicates faster data transfer speeds. Several factors can

significantly impact network throughput, including bandwidth, latency, congestion, packet loss,

protocol overhead, network equipment, topology, and QoS configuration. Bandwidth is the

network’s capacity, representing how much data can be transmitted in a specific period. A network

with higher bandwidth can generally transmit more data and, therefore, has higher throughput17.

Latency is the time it takes for data to travel from the source to the destination. High latency reduce

throughput because it introduces delays in data transmission18. When many devices share the same
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network, it can become congested, leading to a reduction in throughput as data packets compete for

limited resources19. When data packets are lost during transmission due to network errors or

congestion, it can affect the overall throughput because the lost packets need to be re-transmitted20.

Networking protocols add overhead to the data being transmitted. This overhead reduces the

effective throughput because it consumes part of the available bandwidth. The quality and capacity

of networking equipment, such as routers, switches, and cables, can also impact throughput.

Outdated or low-quality equipment limit the network’s ability to transmit data efficiently. The

network’s physical and logical design influence throughput. Quality of Service (QoS) mechanisms

have been used by computer network researchers to prioritize certain types of traffic over others,

ensuring that critical data gets better throughput than less essential data21. To measure and optimize

throughput in a network, network researchers often use various tools and techniques. Throughput

testing tools, such as iPerf, are used to assess the data transfer rates on a network.

2.1.5 Bandwidth
Bandwidth is the capacity of a network or communication channel to transfer data, and it is a

critical concept in computer networking. However, the term "bandwidth" is used in various

contexts. Generally, bandwidth is used metaphorically to describe an individual or organization’s

capacity or ability to handle tasks or information. For example, an individual or organization’s

capacity would have limited "bandwidth" to take on additional work, that is, little capacity or time

to carry out more tasks. In Computer Networking, bandwidth typically refers to the data transfer

rate or capacity of a network or internet connection. It is usually measured in bits per second (bps),

kilobits per second (Kbps), megabits per second (Mbps), or gigabits per second (Gbps). Higher

bandwidth means a network can transmit more data in a given time, resulting in faster data transfer

speeds. In Signal Processing, bandwidth refers to frequencies within a signal or a transmission

channel22. For instance, in audio, it describe the range of frequencies that a speaker or audio
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machine can reproduce accurately. In Electronics and Electrical Engineering, bandwidth refers to

the range of frequencies that a component or system can handle23. For example, the bandwidth of

an amplifier indicates the range of frequencies it can amplify without significant distortion. In

Finance and Economics, bandwidth describes the range of values or prices within which a financial

instrument or asset fluctuates24. It also refers to the width of a price range in technical analysis.

Bandwidth in Computer Networking is the maximum data transfer rate of a network or

communication channel. Some areas relating to bandwidth in Computer Networking include Data

Transfer Rate, Upstream and Downstream, Latency vs. Bandwidth, Measuring Units, Shared

Resources, Factors Affecting Bandwidth, Symmetric vs. Asymmetric, Scalability and Quality of

Service (QoS).

In Data Transfer Rate, bandwidth represents how much data can be transmitted over a network or

communication channel in a given time25. For example, a network with a bandwidth of 100 Mbps

can transmit 100 megabits of data per second. In Upstream and Downstream, upstream bandwidth

refers to the rate at which data can be sent from a user or device to the network, while downstream

bandwidth is the rate at which information can be received from the network. Latency is the delay

in data transmission, while bandwidth is the capacity for data transfer. A network can have high

bandwidth but still experience high latency due to other factors like physical distance. Bandwidth is

commonly quantified as the amount of data that can be transferred in a second, which is measured

in bits per second (bps) and is often expressed in larger units such as Kbps, Mbps, Gbps, or even

Tbps for high-speed connections. In shared resources, in many cases, bandwidth is a resource that is

shared. In a network with multiple users, the available bandwidth is divided among the users. If one

user consumes a significant portion of the available bandwidth, it can affect the performance of

other users on the same network. Several factors affect the adequate bandwidth in a network,

including network congestion, interference, the quality of network equipment, and the distance

between devices. The actual data transfer rate might be lower than the theoretical maximum due to
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these factors. For the Symmetric vs. Asymmetric, some networks offer symmetric bandwidth,

where the upload and download speeds are the same for example in fiber-optic connections has

capability to offer symmetrical bandwidth, that is the upload speeds are exactly the same as the

download speeds26,27. For network scalability, network administrators often need to plan for

scalability, ensuring that the available bandwidth can handle increasing data demands as more users

and devices are added to the network. As for Quality of Service (QoS), in some cases, it’s important

to prioritize certain types of data or applications over others.

2.1.6 Background-Traffic
In computer networks, Background-Traffic refers to the non-essential or non-legitimate data that

flows over the network alongside the primary, prominent, or legitimate data traffic28. This

Background-Traffic includes various types of communication that are not time-sensitive or mission-

critical29. Common examples of Background-Traffic in a network include Updates and

Maintenance, Backup and Replication, Logging and Monitoring, Network Management, Email and

Non-Real-Time Communication, File Transfers, Content Delivery, and Streaming. Software

updates, patches, and system maintenance tasks are often transmitted as Background-Traffic. These

operations consume network bandwidth, but they are typically scheduled during off-peak hours to

minimize disruption to regular network activities. Data backup and replication processes generate

significant Background-Traffic30. This traffic is usually scheduled to occur when network

utilization is low to prevent interference with regular operations. Network devices, servers, and

applications often generate log files and monitor data sent across the network. While this

information is essential for troubleshooting and security, it’s considered Background-Traffic

because it’s not part of the primary data transfer. Network management traffic, including Simple

Network Management Protocol (SNMP) messages and other control traffic, is vital for monitoring

and controlling network devices. It’s typically low in volume compared to data traffic. Emails and
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non-real-time messaging services are also considered Background-Traffic. Unlike video

conferencing or real-time voice calls, email and chat messages are less time-sensitive. Web

browsing generates Background-Traffic when users access websites. While this traffic is user-

initiated, it is often less time-sensitive than other applications, so it’s categorized as Background-

Traffic in the context of network prioritization. Large file transfers or downloads that are not time-

critical are often considered Background-Traffic. These transfers affect network performance,

especially on shared networks, but they are usually scheduled during off-peak hours when possible.

Streaming media, such as video or audio, can be a significant source of Background-Traffic. While

real-time streaming is more critical, Background-Traffic includes preloading content or buffering to

ensure smooth playback. Managing Background-Traffic is essential for maintaining network

performance and quality of service for critical applications. Network administrators and researchers

utilize quality of Service (QoS) mechanisms to prioritize and allocate bandwidth to essential

applications. To guarantee that basic operations are not interrupted, it is necessary to take measures

-Background-Traffic. Achieving a balanced and efficient network environment involves setting

policies, shaping traffic, and classification.

2.1.7 Bandwidth-Limit
It’s essential to understand the Bandwidth-Limits of a network to ensure that online activities run

smoothly. Bandwidth is a term commonly used in the context of computer networks and the

Internet. The term bandwidth refers to the amount at which data can be transmitted over a network

or internet connection. Bandwidth is measured in bits per second (bps) and describes how much

data can be transmitted over the network in a given time. Upload bandwidth is the amount of data

sent from one end device to another in the network or the internet. For example, pushing a file to a

server or sending an email uses upload bandwidth. Download bandwidth is the data an end device

can receive from another end device in the network or the internet. When a network user streams a
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video, browse a website, or retrieve a file from an end device, the network user uses download

bandwidth. Bandwidth is a finite resource, and it can be limited intentionally or unintentionally for

various reasons like network configuration, network congestion, data plans, technology limitations,

hardware limitations, and geographic factors. Network administrators and researchers intentionally

limit bandwidth for various purposes, such as ensuring fair usage among multiple users or

managing network congestion. This issue can be resolved by implementing Quality of Service

(QoS) settings or traffic shaping. In networks that are crowded or oversubscribed, Bandwidth-

Limitations arise due to the high number of users attempting to access the network simultaneously.

Mobile and home internet plans often have specific Bandwidth-Limits. Available bandwidth is also

constrained by the technology used in the network. For example, older DSL connections typically

have lower bandwidth than fiber-optic connections. The capabilities of networking equipment, such

as routers or modems, also influence the adequate bandwidth available to devices in the network31.

The distance between the end device and the network server affect the available bandwidth,

especially in the case of satellite internet or long-distance data transmission32.

2.1.8 Iperf
Iperf is a widely used open-source tool for measuring the maximum Transmission Control Protocol

(TCP) and User Datagram Protocol (UDP) bandwidth performance of a network. It’s a command-

line utility used to test the performance of computer networks by generating and measuring network

traffic. Iperf is commonly used for network testing, troubleshooting, and planning. Network

researchers use Iperf to measure the bandwidth between two networked devices33. Iperf is

particularly useful in scenarios like setting up a new network, troubleshooting network performance

issues, or verifying the performance of a network link. Iperf has been used to troubleshoot networks

to identify network issues by providing detailed information about network performance, including
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metrics such as throughput, jitter, and packet loss34. Iperf has been used to test if a network is

providing the required service quality, particularly in environments where QoS is necessary, such as

VoIP or video conferencing. In network capacity planning, Iperf has been used to determine if a

network link has sufficient capacity to support the intended applications and services35. Iperf

operates in a client-server model. One machine runs in server mode, and the other in client mode.

Server Side: On one of the machines, Iperf was run in server mode and listens for incoming

connections:

shell prompt$ iperf -s

Client Side: On another machine, Iperf was run in client mode with specify server’s IP address:

shell prompt$ iperf -c server_ip

Iperf generates network traffic between the client and server and reports various performance

metrics, including bandwidth, jitter, and packet loss36.

2.1.9 Wireshark
Wireshark is an invaluable tool for monitoring network performance, diagnosing network problems,

and investigating security incidents37,38 Wireshark is a popular and widely used open-source

network protocol analyzer. Wireshark is available for multiple platforms, including Windows,

MacOS, and Linux. It’s a tool that allows one to capture and inspect the data traveling back and

forth on a computer network39. Wireshark is highly regarded for its versatility and is typically used

by network administrators, computer network researchers, and developers to troubleshoot network

issues and analyze network performance. Some functions of Wireshark include packet capture,

packet analysis, real-time analysis, protocol support, powerful filtering, exporting data, colorization,
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graphing and customization. Wireshark has been used to capture and display data packets (data

units) of various network protocols as they traverse a network interface40. Wireshark is a network

protocol analyzer that monitors wired and wireless networks. It is a powerful tool for analyzing

network traffic, capturing packets, and troubleshooting network issues. Wireshark provides a

detailed and hierarchical view of captured packets, allowing researchers to inspect the contents of

individual packets and understand the structure of network communication41. Wireshark has been

used to capture and display packets in real-time, which helps monitor live network traffic as well as

many network protocols, including Ethernet, IP, TCP, UDP, HTTP, DNS, SSL/TLS42. Wireshark

has been used to analyze Voice over IP (VoIP) traffic, making it useful for troubleshooting and

quality assessment of VoIP calls43. Captured data are saved using various formats, such as pcap,

which can be opened in other network analysis tools, or as CSV for spreadsheet applications.

Wireshark uses colors to highlight different types of packets, making it easier to identify issues.

Wireshark also generates various graphs to visualize network statistics and allows researchers to

create and apply custom display filters and protocol dissectors44.

2.1.10 Traditional Computer Network (TCN)
Traditional Computer Network (TCN) is a common computer network. It is a set of interconnected

computers and devices communicating and sharing resources. These networks vary in size and

complexity, but there are several common types and components around. Standard terms used in

computer networking include the following;

Local Area Network (LAN) is a network that typically covers a small geographical area, like a

home, office, or campus. It’s used for connecting devices within a limited area. Computers and

devices in a LAN share resources like printers and files.

Wide Area Network (WAN) covers a larger geographical area, often connecting LANs in different
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locations. The Internet itself is the most prominent example of a WAN.

Wireless LAN, also known as Wi-Fi or WLAN, is a type of LAN that uses wireless connections,

typically over radio waves, to connect devices. Wi-Fi is common in homes and businesses. Ethernet

Networks use ethernet, which is a standard technology for wired LANs. It uses physical cables to

connect devices in a network, and it can offer high-speed, reliable connections.

The Internet is the global interconnection of networks that connects billions of devices worldwide.

It uses various technologies, including fiber optics, satellite, and undersea cables. Routers are

devices that connect different networks. In a home network, it connects the local network to the

Internet. In more extensive networks, it directs data between LANs and the Internet.

Switches are used within LANs to direct data between devices on the same network. They operate

at the data link layer and are more efficient than hubs.

Firewalls are a crucial security measure to safeguard networks and systems against unauthorized

access and cyber threats by controlling the incoming and outgoing network traffic. They can be

implemented as hardware devices or software applications.

A MODEM is a Modulator-Demodulator that converts digital data from a computer into analog

signals for transmission over analog networks (like telephone lines) or vice versa. In many cases,

modems are integrated into routers.

Network Protocols are the rules and conventions that govern how data is transmitted and received

on a network. Common examples include TCP/IP (used on the Internet), HTTP (for web

communication), and SMTP (for email).

An IP address is the logical address assigned to a computer network node, and it is used to identify

network hosts. IPv4 and IPv6 are typical IP addressing schemes. Domain Name System (DNS)

translates human-friendly domain names (like www.example.com) into IP addresses.
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LAN cables (e.g., Ethernet cables) connect devices in a wired network. They are made of copper or

fiber optics.

A Wireless Access Point (AP) is an access point that provides a wireless connection for devices to

connect to the LAN or the Internet.

In networked systems, a "client" is typically a device or application that requests services or

resources, and a "server" provides those services or resources.

An intranet is a private network that is confined to an organization and is used for internal

communication, often built using ethernet technologies.

An extranet is similar to an intranet but allows for limited access by external parties, such as

business partners or customers.

Virtual Private Network (VPN) is a technology that provides secure and encrypted

communication over public networks such as the Internet. It is often used for remote access to a

private network.

2.1.11 Software-Defined Networking
Software-Defined Networking (SDN) is an innovation in network management and configuration

that separates the control plane from the data plane of network devices, making networks more

flexible, scalable, and programmable. SDN is designed to address the limitations and inflexibility of

traditional network architectures. SDN can make network management more agile, cost-effective,

and adaptable to the dynamic needs of modern applications and services. SDN has numerous

applications, from data center network management to Wide Area Network (WAN) optimization

and even in emerging technologies like 5G networks. Components and concepts associated with
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SDN include control plane and data plane, SDN controller, southbound APIs, northbound APIs,

flow tables, programmability, virtualization, traffic engineering, and optimization.

In traditional network devices (such as routers and switches), the control plane, responsible for

making decisions about forwarding traffic, is tightly integrated with the data plane, which is

responsible for moving data packets. SDN decouples these two planes45. The brain of an SDN

network is the SDN controller. SDN controller is a centralized software entity that acts as a single

control point for the entire network. Network administrators communicate with the SDN controller

through an API to configure the network, define traffic policies, and decide how data should be

forwarded. Southbound APIs are the interfaces between the SDN controller and the network devices

in the data plane. They allow the controller to communicate with network devices to configure them

and provide instructions on how to forward traffic. Common southbound APIs include OpenFlow.

Northbound APIs allow applications and services to communicate with the SDN controller.

Network services, applications, and management tools can request and receive information from the

controller through northbound APIs. In the data plane, network devices (e.g., switches) have flow

tables that dictate how incoming packets are processed. These flow tables are typically programmed

by the SDN controller based on network policies. SDN networks are highly programmable,

allowing administrators to create and modify network configurations dynamically. This flexibility is

crucial for adapting to changing traffic patterns, security requirements, and other network demands.

SDNs are combined with network virtualization technologies like network overlays (e.g., VXLAN,

NVGRE) to create logical network segments that operate independently of the underlying physical

network, providing flexibility and isolation. SDN enables more efficient use of network resources

by allowing dynamic traffic engineering. The network can automatically route traffic based on real-

time conditions, optimizing for latency, bandwidth, and cost. With the centralization of network

control, network administrators have the ability to manage the entire network using a single

interface., which simplifies network administration and reduces the risk of configuration errors46.
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Technologies, such as OpenFlow, are typically based on open standards, making it easier for

different vendors’ hardware and software to inter-operate.

2.1.12 Combined Machine Learning Models
Ensemble learning refers to the process of combining multiple machine learning models to create a

more robust predictive model. This technique combines various models to develop a more

comprehensive and accurate model, which is known as ensemble modeling47. By doing so,

ensemble modeling creates a more precise predictive model compared to any individual model. This

technique is widely used in machine-learning competitions and real-world applications because it

improve the performance of machine-learning algorithms48. Several methods for combining

machine learning models are highlighted in the following section.

2.1.12.1 Ensemble Methods
Bagging (Bootstrap Aggregating) is one of the methods used in ensemble learning. This method

concerns training multiple instances of the same model on different subsets of the training data and

then averaging or taking a majority vote to make predictions49. Random Forest (RF) is a famous

example of a bagging algorithm. Boosting is also one of the methods used in ensemble learning.

Boosting focuses on combining weak models to create a robust model. Algorithms like AdaBoost,

Gradient Boosting, and XGBoost iteratively train models, giving more weight to misclassified

samples in each iteration50,51. Stacking is one of the methods used in ensemble learning. Stacking

combines the predictions of multiple base models by training a meta-model that takes the outputs of

the base models as inputs52. The concept can be visualized as a two-tiered group (Figure 2.1).

K-Nearest Neighbors (KNN) is a simple, instance-based learning algorithm used for classification

and regression tasks. The basic idea behind KNN is to classify a data point based on how its
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neighbors are classified. For classification, it calculates the distances between the test data and all

the training data points, and assigns the class that is most common among the k-nearest neighbors

(where k is a user-defined constant). For regression, it predicts the average value of the nearest

neighbors. KNN is easy to implement and understand, but it can be computationally intensive as it

requires calculating the distance of each data point to all other points in the dataset, especially for

large datasets. It is also sensitive to the choice of k and the scaling of the data.

Support Vector Machine with Radial Basis Function Kernel (SVM_RBF). Support Vector

Machine (SVM) with Radial Basis Function (RBF) Kernel is a powerful classification algorithm

that constructs a hyperplane or set of hyperplanes in a high-dimensional space to separate different

classes. The RBF kernel is a popular choice for SVM as it can handle non-linear relationships by

transforming the input space into a higher-dimensional space where a linear separator can be used.

SVMs are effective in high-dimensional spaces and are robust against overfitting, especially in

cases where the number of dimensions exceeds the number of samples. However, they can be

memory-intensive and require careful selection of parameters such as the penalty parameter C and

the kernel coefficient gamma.

Decision Tree (DT) is a non-parametric supervised learning method used for classification and

regression tasks. It splits the data into subsets based on the value of input features, creating a tree

structure where each node represents a feature, each branch represents a decision rule, and each leaf

node represents an outcome. Decision Trees are easy to visualize and interpret, making them

popular for understanding and interpreting model predictions. They can handle both numerical and

categorical data and require little data pre-processing. However, they are prone to overfitting,

especially when the tree is deep, and are sensitive to noisy data, which can result in complex trees

that do not generalize well.

Random Forest (RF) is an ensemble learning method that combines multiple decision trees to

create a more robust and accurate model. It constructs a multitude of decision trees during training
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and outputs the mode of the classes for classification or the mean prediction for regression of the

individual trees. The idea is to reduce the overfitting typically seen in individual decision trees by

averaging their results. Random Forests handle large datasets well and are robust to noise, making

them suitable for a wide range of tasks. However, they are less interpretable than single decision

trees and can be computationally intensive, especially with a large number of trees and high-

dimensional data.

Multi-Layer Perceptron (MLP) is a class of feedforward artificial neural network that consists of

at least three layers of nodes: an input layer, one or more hidden layers, and an output layer. Each

node (except for the input nodes) uses a non-linear activation function, and MLP uses

backpropagation for training the network. MLPs are capable of modeling complex, non-linear

relationships and can learn representations from data, making them highly flexible. However, they

require a large amount of data and computational power to train effectively. Additionally, MLPs are

sensitive to the choice of hyperparameters and the initialization of weights, and they can overfit if

not properly regularize.
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Source53

2.1.12.2 Voting
In ensemble learning methods such as Random Forest, the approach involves training multiple

models independently and then combining their predictions to enhance overall performance and

accuracy. Specifically, Random Forest constructs numerous decision trees during training and

aggregates their predictions through a voting mechanism. Each decision tree makes an individual

prediction, and the final outcome is determined by the majority vote among all the trees. This voting

process ensures that the collective decision is more robust and less prone to errors than any single

model’s prediction. Moreover, ensemble learning can also extend beyond a single type of model by

incorporating different algorithms like regression models, Support Vector Machines (SVMs), and

decision trees. In this case, the predictions from these diverse models are combined, and the most

frequent prediction among them is chosen as the final decision. This strategy leverages the strengths

of various models, reducing the likelihood of overfitting and increasing the predictive power and

generalization capability of the ensemble54.

Figure 2.1: Stacking model
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2.1.12.3 Averaging and Weighted Averaging

Models are combined by averaging their predictions, often used with regression models55.

Averaging is a technique used in machine learning and statistical modeling where multiple model

predictions are combined to produce a final prediction. This approach is particularly common in

regression tasks. By averaging the predictions of several models, the overall prediction is often

more robust and less sensitive to the idiosyncrasies of individual models. The underlying principle

is that while individual models might have specific biases or errors, these can be mitigated by

combining multiple models, as the errors of different models may cancel each other out56. This

method can significantly improve predictive performance and reliability, making it a valuable tool

in economic forecasting and other fields that require precise prediction.

Weighted averaging is a refinement of the simple averaging technique. Instead of treating all

models equally, weighted averaging assigns different weights to the predictions of different models.

This allows data analysts to prioritize certain models that they believe to be more accurate or

reliable based on prior performance or other criteria. By adjusting the weights, the final prediction

can be tailored to reflect the relative importance of each model’s output. This method provides

greater flexibility and can lead to better performance than simple averaging, particularly when some

models are known to perform better under specific conditions. This approach enhance the overall

predictive power by leveraging the strengths of the most reliable models while still incorporating

the diverse perspectives of multiple models57.

2.1.12.4 Model Stacking
Model stacking is an advanced ensemble technique in machine learning that involves training

multiple diverse models and using their predictions as input features for a meta-model. This method
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leverages the strengths of different base models, aiming to improve overall predictive performance

by combining their outputs optimally.

In the stacking process, the initial step involves training several base models, each possibly using

different algorithms or training data subsets. These base models could include a variety of machine

learning techniques such as decision trees, support vector machines, neural networks, or any other

algorithm. The key idea is that each model captures different aspects of the data, and their combined

predictions can provide a more robust and accurate output.

Once the base models are trained, their predictions are then used as new features to train a meta-

model. This meta-model, also known as a level-1 model, is designed to learn the best way to

combine the base models’ predictions. The meta-model takes these predictions and learns from

them to produce the final prediction. The effectiveness of stacking lies in the meta-model’s ability

to mitigate the weaknesses of individual base models by learning the optimal combination strategy.

For instance, a stacking ensemble model was employed to forecast photovoltaic power generation,

demonstrating how stacking can be used to improve the accuracy of predictions by combining the

outputs of various base models58. Similarly, boosted C5.0 decision tree algorithm with a penalty

factor has been used for breast cancer diagnosis, illustrating the practical applications of stacking in

different domains59. Exploring the ensemble learning method using stacking, comparing the

performance of different base learners and highlighting how stacking can lead to better predictive

performance than individual models suggest that the meta-model’s ability to integrate diverse

predictions plays a crucial role in the success of stacking60. Their findings suggest that the meta-

model’s ability to integrate diverse predictions plays a crucial role in the success of stacking.

2.1.12.5 Bayesian Model Averaging
Bayesian Model Averaging (BMA) is a sophisticated technique that merges predictions from
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multiple models by leveraging a probabilistic framework. Unlike traditional methods that select a

single best model, BMA acknowledges the inherent uncertainties and variabilities across different

models. It operates on the principle that all models considered have some degree of validity and

thus should contribute to the final prediction in proportion to their credibility. This approach allows

BMA to produce more robust and reliable predictions by integrating the strengths and insights from

various models, rather than relying on one potentially flawed or limited model.

BMA calculates a weighted average of predictions from the models in question61. These weights

are determined based on the uncertainties associated with each model, typically derived from their

posterior probabilities. This probabilistic weighting ensures that models which have greater

evidence supporting their accuracy and reliability are given more influence in the final averaged

prediction. Consequently, BMA mitigates the risk of overconfidence in any single model and

reduces the impact of model-specific errors, leading to more nuanced and dependable predictions.

The core advantage of BMA lies in its ability to formally incorporate model uncertainty into the

predictive process. By considering the range of possible models and their associated uncertainties,

BMA provides a comprehensive view of the prediction landscape. This is particularly valuable in

complex fields such as hydrology, where the interactions between various environmental factors

can be intricate and multifaceted. Through BMA, hydrologists and other practitioners can achieve

more accurate and credible predictions, enhancing their decision-making processes and ultimately

leading to better-informed management and policy decisions.

2.1.12.6 Hybrid Models
Hybrid models in machine learning integrate multiple model types to leverage their individual

strengths and mitigate their weaknesses62. For instance, a hybrid model might combine a Deep

Neural Network (DNN) with a decision tree-based model to achieve better performance. Deep
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neural networks excel at capturing complex, non-linear relationships in data due to their deep layers

and high capacity for learning from large datasets. However, they can be computationally expensive

and prone to overfitting if not properly regularized. On the other hand, decision tree-based models,

like XGBoost and Random Forests (RF), are generally faster to train and interpret, and they often

perform well on structured data63. By combining these two types of models, researchers can create

hybrid models that are both powerful and efficient.

In the context of water quality prediction, two specific hybrid models: CEEMDAN-XGBoost and

CEEMDAN-RF has been used to enhance prediction accuracy64. The Complete Ensemble

Empirical Mode Decomposition with Adaptive Noise (CEEMDAN) method is used to decompose

the time series data into intrinsic mode functions (IMFs), which helps in capturing the essential

patterns in the data more effectively. When these decomposed components are fed into XGBoost

and RF models, the prediction performance improves significantly compared to using XGBoost and

RF alone. This approach illustrates how hybrid models can enhance predictive accuracy by

combining the strengths of different machine learning techniques65. Hybrid models has been

explored in time-sensitive networking-driven deterministic low-latency communication for real-

time telemedicine and e-health services66. The integration of different machine learning models in

this domain ensures that the communication systems can meet the stringent latency requirements

necessary for real-time medical applications. This blend of models helps in managing the trade-off

between speed and accuracy, which is crucial in time-sensitive applications.

Similarly, hybrid maximum likelihood inference has been explored for stochastic block models67.

This approach combines different statistical and machine learning methods to enhance the inference

process in complex network data. By utilizing a hybrid framework, the researchers were able to

achieve more robust and accurate inferences, demonstrating the versatility and effectiveness of

hybrid models across various applications.
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The use of hybrid models represents a significant advancement in machine learning. By combining

the unique advantages of different models, researchers can achieve better performance. The

flexibility and improved accuracy offered by hybrid models make them a valuable tool in the ever-

evolving landscape of machine learning and data analysis.

2.1.12.7 Cascade Models
In cascade models, a sequence of multiple models is trained and applied in a specific order to make

predictions. Each model in the cascade serves a particular purpose and builds upon the output of the

previous models. For instance, the first model in the cascade might be designed to identify and

eliminate obvious negative cases, significantly reducing the number of instances that need to be

processed by subsequent models. This initial model acts as a filter, ensuring that only more complex

or ambiguous cases proceed to the next stage. The subsequent models then focus on classifying the

remaining cases with higher accuracy and specificity. By doing so, the computational load is

distributed more efficiently, and the overall performance of the system can be improved. This

approach is particularly beneficial in scenarios where the dataset is imbalanced, meaning that one

class significantly outnumbers the other(s). In such cases, the initial model can help reduce the

number of majority class instances that need to be handled by the later, more sophisticated models,

allowing these models to focus on the minority class instances that are often harder to classify

correctly, for example in a study where iQSP was developed for predicting and analyzing quorum

sensing peptides68. In their approach, a sequence-based method using informative physicochemical

properties was employed to create a predictive model. By leveraging cascade models, they could

effectively manage and analyze imbalanced datasets, ensuring that the predictive performance

remained robust even when faced with a disproportionate number of negative cases compared to

positive ones. This technique not only enhances the efficiency of the predictive model but also

improves its accuracy and reliability in handling real-world data scenarios.
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2.1.12.8 Sequential Models
Combining machine learning models that operate sequentially can be beneficial in certain cases, for

instance, using a time series forecasting model to predict future values and then a classification

model to make decisions based on those forecasts69.

The selection of the appropriate ML method for a specific problem depends on the data’s

characteristics and the available computational resources70. Although combining models can

improve performance, it also increases complexity, and there is a risk of overfitting the ensemble71.

Therefore, proper validation and tuning are crucial when combining machine learning models to

ensure that the best results are achieved.

2.2 Methodological Review
The methodological review of the assessment of integrated machine learning models focuses on

understanding how these models are applied to evaluate the influence of background traffic and

bandwidth limitations on the performance of Software-Defined Networking (SDN). This involves a

comprehensive examination of various machine learning techniques and integration of machine

learning models. The review covers data collection methods, where real-time traffic data and

network performance metrics are gathered, and pre-processing steps like normalization and feature

selection. It also delves into the design of experiments to simulate different network conditions,

including varying levels of background traffic and bandwidth constraints. The review evaluates the

model training and validation processes, using techniques like cross-validation and performance

metrics such as accuracy, latency, throughput, and jitter. Finally, it discusses the interpretation of

results, comparing the effectiveness of different machine learning models in predicting and

optimizing SDN performance under varying traffic and bandwidth scenarios, highlighting the
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strengths and limitations of each approach.

2.2.1 Traditional Computer Network and Software-Defined Networking Architectural
Frameworks
Computer Network and Software-Defined Networking (SDN) are crucial technologies in the field

of networking72. They are guided by architectural frameworks that provide a structured approach to

designing and managing networks. Outlined below are the various architectural frameworks of

computer networks.

1. Open Systems Interconnection Model (OSI Model): The OSI model is a conceptual framework

that standardizes computer communication system into seven distinct layers. These layers, from the

lowest to the highest, are Physical, Data Link, Network, Transport, Session, Presentation, and

Application73. The OSI model provides an apparent reference for understanding how different

networking protocols and technologies interact74.

2. TCP/IP Model: The TCP/IP model is another reference framework that’s often used in the

context of the Internet and modern networking75. It’s a four-layer model and includes the Network

Interface (equivalent to the OSI Data Link and Physical layers), Internet (equivalent to the OSI

Network layer), Transport (equivalent to OSI Transport layer), and Application (equivalent to OSI

Session, Presentation, and Application layers). This model is more closely aligned with the structure

of the Internet.

3. SDN Architectural Framework: Software-Defined Networking (SDN) is a modern approach to

network management that separates the control plane from the data plane76,77. The SDN

architectural framework typically consists of three key components

a. Application Layer: This is where network applications and services reside. These applications

interact with the SDN controller to define network behavior and policies.
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b. Control Layer: The control plane is responsible for network management, which includes

decision-making, traffic engineering, and configuring network devices. The SDN controller plays a

central role in this layer.

c. Infrastructure Layer: This includes network devices (switches, routers, etc.) that forward data

packets. In an SDN architecture, these devices are typically simple data plane devices that follow

instructions provided by the control plane.

4. SDN Controllers: In SDN, the SDN controller is a critical component. It’s responsible for

translating high-level network policies set by the applications into low-level instructions that

configure the network devices in the infrastructure layer78,79.

5. Network Functions Virtualization (NFV): This framework focuses on virtualizing network

functions traditionally performed by dedicated hardware appliances. NFV aims to replace or

supplement these physical devices with virtualized counterparts running on standard server

hardware80.

6. Cloud Networking Architectural Framework: As cloud computing has become increasingly

prevalent, networking has also evolved to cater to cloud environments. This framework includes

concepts like virtual networks, load balancers, and security groups designed to meet the unique

needs of cloud-based applications.

7. Data Center Network Architectural Framework: This framework deals with the design and

management of data center networks. It includes technologies like Ethernet fabrics, virtual LANs

(VLANs), and network virtualization81.

8. Internet of Things (IoT) Networking Architectural Framework: IoT introduces unique challenges

due to the massive number of devices and their diverse communication requirements. IoT

frameworks consider how to connect, manage, and secure these devices efficiently. These

architectural frameworks provide a structured way to think about and design computer networks
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and SDN systems82. They help network engineers and architects make informed decisions about

technology selection, configuration, and deployment. Software-Defined Networking (SDN) is an

innovative approach to network management that allows for the centralized control of network

infrastructure through software. SDN separates the control plane from the data plane, enabling more

agile and programmable networks83.

2.2.2 Components of SDN
The essential methods and components of SDN include

1. Controller: The central component of SDN is the SDN controller, and it responsible for deciding

how data traffic should be forwarded throughout the network. The controller communicates with

network devices and applications to enforce network policies84.

2. Southbound APIs: These interfaces allow the SDN controller to communicate with network

devices, such as switches and routers. Examples of southbound APIs include OpenFlow,

NETCONF, and RESTful APIs.

3. Northbound APIs: These interfaces enable communication between the SDN controller and

higher-level applications or network services. Northbound APIs allow applications to request

specific network services or policies from the controller85. These APIs are essential for integrating

SDN into existing network management systems.

4. Data Plane: The data plane, or forwarding plane, is accountable for forwarding data packets

through the network devices. In SDN, the control plane (controller) makes decisions about how

traffic should be delivered, and these decisions are then implemented in the data plane.

5. Switches and Routers: In SDN, network devices like switches and routers are considered "dumb"

because they rely on instructions from the SDN controller to determine how to forward traffic86.
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These devices use southbound APIs to communicate with the controller and receive forwarding

instructions.

6. Flow Table: Network devices typically contain flow tables, which are used to store forwarding

rules. The flow table is programmed by the SDN controller and specifies how incoming packets

should be forwarded based on criteria like source and destination addresses87.

7. Network Applications: SDN allows for the development of network applications that can

leverage the capabilities of the SDN controller to provide various network services. Examples of

such applications include load balancers, firewalls, and traffic optimization tools.

The general process of SDN operation involves Network Discovery, Network Management,

Dynamic Traffic Routing and. Integration with Network Applications88.

1. Network Discovery: The SDN controller discovers the network topology, including the

connected devices and their capabilities.

2. Network Management: The administrator defines network policies and configurations through

the SDN controller, which then enforces these policies on the network devices.

3. Dynamic Traffic Routing: The SDN controller dynamically adapts to changing network

conditions, optimizing traffic routing and ensuring network resources are used efficiently.

4. Integration with Network Applications: SDN allows for the development and integration of

network applications that can provide additional services or automation.

Overall, SDN simplifies network management, increases network agility, and provides greater

flexibility in responding to changing traffic patterns and requirements. It’s particularly valuable in

data centers, cloud computing, and large-scale network environments.
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2.2.3 Machine Learning Models
Machine learning models are computational algorithms or systems designed to learn patterns, make

predictions, and improve their performance over time based on data. These models are a

fundamental part of machine learning and are used in various applications like speech recognition,

image processing, recommendation systems, and autonomous vehicles. The methods used to create

and train machine learning models vary depending on the specific problem and the type of model

being used89.

In machine learning, data collection is crucial, and the first step is to gather relevant data. High-

quality, clean, and representative data is essential for training a machine learning model90. The data

usually includes the input features (attributes) and the target variable (the variable that needs to be

predicted or classified). Data often needs cleaning, transformation, and normalization to make it

suitable for training, which may involve handling missing values, scaling features, and encoding

categorical variables. Feature selection and engineering are done in building machine learning

models. Feature selection involves choosing the most relevant features contributing to the model’s

performance. Feature engineering, on the other hand, consists of creating new features from the

existing dataset to improve the model’s ability to learn91. Splitting data is carried out in building

machine learning models.

Data is typically divided into two subsets: a training set for model training, a validation set for

hyperparameter tuning and model selection, and a test set to evaluate the model’s performance92,93.

The choice of the machine learning model depends on the type of problem. Typical machine

learning models include linear regression, support vector machines, decision trees, neural networks,

and more. The model selection depends on factors like the problem’s nature and complexity. In

training the model, the model learns from the training data to optimize its parameters or coefficients

to minimize the difference between its predictions and the actual target values. The specific training

algorithm used depends on the chosen model. Machine learning models usually have
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hyperparameters that are not learned from the data but must be set before training.

Grid or randomized search is used to find the best combination of hyperparameters that results in

the best model performance94. The model’s performance is evaluated on the validation set, which

helps in assessing how well the model is doing and making necessary adjustments. The final model

is evaluated on an independent test dataset to assess its generalization performance. This test is an

important step to guarantee that the model does not overfit the training data95,96. If the model

performs well, it is deployed to predict new, unseen data. Deployment can be a web application,

API, or integration into a more extensive system. Machine learning models are continuously

monitored for performance drift and updated as needed to adapt to changes in the data distribution

or other factors97. Understanding the model’s predictions and making them interpretable is crucial

for many applications. Various techniques, such as feature importance analysis and model-specific

interpretation methods, can be applied for this purpose.

2.2.3.1 Ensemble Machine Learning
Ensemble learning is a machine learning technique combining multiple models to improve

prediction accuracy and reduce the risk of overfitting. It’s based on the idea that combining various

models can often lead to better results than individual models. Ensemble methods are commonly

utilized in diverse machine learning applications98. Ensemble methods are categorized into several

different approaches:

1. Bagging is also known as Bootstrap Aggregating. Under this Bagging, Random Forest is a

famous example of a bagging method that combines multiple decision trees. The concept of

decision trees involves training numerous trees on different subsets of data (bootstrap samples)

where features and the final prediction are based on a majority vote or averaging99.

2. Boosting is also known as Adaptive Boosting (AdaBoost). AdaBoost focuses on correcting the
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errors made by previous models. Weak learners are sequentially trained, and more weight is given

to misclassified instances in each subsequent round100,101. Gradient Boosting Trees, XGBoost,

LightGBM, and CatBoost build trees sequentially to correct previous mistakes. These are further

improvements in gradient boosting techniques with optimized algorithms and better performance.

3. Stacking (also known as Stacked Generalization): Stacking combines the predictions of multiple

models by training a meta-learner (a higher-level model) on their outputs102. The base models are

often diverse regarding algorithms and hyperparameters to reduce bias.

4. Voting: In machine learning, Voting has two methods: Hard Voting and Soft Voting. In Hard

Voting, multiple models make predictions where the final decision is based on the majority vote.

On the other hand, Soft Voting assigns weights to each model’s prediction and averages them

instead of counting votes. This method is usually utilized when models provide probability

scores103.

5. Bootstrapped Ensembles: This method, also known as Bootstrap Aggregating (Bagging),

involves training multiple models independently on different subsets of the training data and

aggregating their predictions to reduce overfitting104.

6. Random Subspace Method: The Random Subspace Method is similar to bagging but focuses on

using different subsets of features for each model.

7. Random Patches: The random Patches method is a combination of bagging and random subspace

methods, where models are trained on both different subsets of data and other subsets of features.

8. Bayesian Model Averaging: This approach combines models by averaging their predictions while

considering their uncertainties. It uses a Bayesian framework to make more informed predictions.

Ensemble methods can significantly improve model performance, reduce overfitting, and enhance

the generalization of machine learning models. The choice of ensemble method depends on the
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specific problem, the characteristics of the data, and the computational resources available. It’s

common to experiment with different ensemble techniques to determine which works best for a

particular task.

2.2.3.2 Stack Ensemble Machine Learning
Stacking in machine earning is also known as stacked generalization, is an ensemble machine

learning approach that combines the predictions of multiple base models (learners) to create a more

robust and accurate final prediction105, 106. The idea behind stacking is to leverage the strengths of

different models and use their combined wisdom to make better predictions. An overview of the

method of stack ensemble machine learning includes

1. Base Models: - Start by selecting a set of diverse base models. These models can be of different

types, such as decision trees, random forests, support vector machines, neural networks, k-nearest

neighbors, or machine learning algorithms107. The diversity among base models is crucial in

capturing distinct patterns and reducing overfitting risks.

2. Data Split: - Divide dataset into two or more subsets. The most common approach is to split the

data into a training set and a holdout validation set. The training set is used to train the base models,

while the validation set is used to make predictions and create a new dataset108.

3. Base Model Training: - Train each base model on the training data. Each model learns to make

predictions based on the features and target variables.

4. Validation : - the validation set is use to obtain predictions from each base model. These

predictions serve as inputs to the meta-model.

5. Meta-Model: - Train a meta-model (also known as a blender or aggregator) using the predictions

from the base models as features. The meta-model aims to combine the base model predictions and
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generate the final prediction109. Common choices for the meta-model include linear regression,

logistic regression, or even another machine-learning model like a decision tree or random forest.

6. Final Prediction: - Once the meta-model is trained, predictions are make on new, unseen data110.

The meta-model takes the predictions of the base models as input and produces the final prediction.

7. Cross-Validation: It’s a good practice to use cross-validation when training the base models and

the meta-model. Cross-Validation helps assess the overall performance and generalization ability of

the stacking ensemble.

Stacking can lead to better predictive performance than individual base models111. Stacking can

handle a wide variety of data types and model classes. Stacking leverages the complementary

strengths of different models, making it more robust to outliers and noise in the data112,113.

Stacking requires more computational resources and time than training a single model. Stacking is a

powerful technique for improving the accuracy of machine learning models and is commonly used

in data science competitions and real-world applications to achieve better predictive performance.

2.3 Related Studies
Software-Defined Networking (SDN) technology has seen significant development and research.

There are numerous related works, research papers, and areas of interest in SDN. Key concepts and

associated works in the realm of Software-Defined Networking includes SDN Architecture,

Network Virtualization, SDN Controllers, Network Security, Traffic Engineering, Quality of

Service (QoS), Multi-Tenant Environments, Wireless SDN,SDN and Internet of Thing (IoT), SDN

and 5G, Operational Aspects, Energy-Efficient Networking, Performance Evaluation, SDN

Programming Languages and Frameworks.

SDN with respect to Traffic Engineering and Quality of Service (QoS), researchers have attempt to

enhance the efficiency and QoS of SDN-based networks. SDN has been used to address critical

h
h
h
h
h


59

challenge in modern networking, where the dynamic and diverse nature of traffic, such as IoT

devices, requires more sophisticated approaches to network management and traffic routing. Yusuf

et al proposed technique that aims to enhance the efficiency and QoS of SDN-based networks by

considering composite metrics and flow classification during path selection114. Sayjari et al. study

on improving the efficiency and quality of service (QoS) in software-defined wireless sensor

networks (SDWSNs) that use the IEEE 802.15.4e Time-slotted Channel Hopping (TSCH)

protocol115. The results from the study of Sayjari et al. claims to significantly improve network

efficiency while preserving QoS levels, as demonstrated through an evaluation that considers

various network configurations and application requirements116.

Guo et al. on Software-Defined Networking (SDN) and a QoS-oriented global multi-path traffic

scheduling algorithm called QOGMP algorithm address several common problems in the SDN

control layer, such as single path routing, congestion, Quality of Service (QoS) requirements, and

high delay117. The QOGMP algorithm is novel, improving traffic scheduling in SDN by using deep

reinforcement learning-based link weight calculations and multi-path routing to address congestion,

QoS requirements, and high delay issues. The success of algorithms depend on various factors,

including the specific network environment and the quality of the implementation.

Orozco-Santos et al proposes a solution that leverages SDNs and multi-radio sinks to improve the

scalability and performance of Industrial Wireless Sensor Networks, especially in environments

where strict control and quality of service are essential, such as in Industry 4.0 applications118. This

approach aims to increase the number of nodes, packet frequency, and overall network performance

while efficiently managing the available spectrum.

Researchers had proposed solution to the problem of network congestion and deteriorating user

experience in video streaming by combining Software-Defined Networking (SDN) and

Reinforcement Learning (RL)119. This research addresses a real-world problem caused by the
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exponential growth of video streaming services and provides a potential solution.

Isolani et al used a combined airtime-based network slicing, traffic shaping, user association with

Multi-Criteria Decision Analysis (MCDA), and integration of SDN for network control to enhance

the performance of IEEE 802.11 with 5G networks in indoor environments, to meet the stringent

QoS requirements of mission-critical applications120,121. The results indicate improved

performance and a reduction in queueing delay, bringing the network closer to meeting MCDA

requirements122.

Njah et al proposed Service and Resource Aware Flow Management (SRAFM) in Software-Defined

Smart Digital Campus Networks as an approach to managing network flows in smart digital campus

environments. SRAFM combines a programmable architecture, distributed flow characterization,

and centralized optimization using MILP. An approximation algorithm is applied to address the

complexity of the problem. The evaluation demonstrates significant performance improvements

compared to existing benchmarks123.

i Software-Defined Networking

Software-Defined Networking (SDN) is a revolutionary paradigm in networking that aims to make

network infrastructure more flexible, programmable, and responsive to the needs of modern

applications and services. SDN is an architectural approach that separates the network’s control

plane (which decides where traffic should be sent) from the data plane (which forwards the traffic).

This separation allows for centralized network management and control, making it easier to manage

and adapt network resources. SDN Controller is the centralized control plane that manages and

directs traffic in the network. Southbound APIs in SDN is the communication interfaces between

the SDN controller and network devices (e.g., switches and routers). Northbound APIs in SDN

enable communication between the SDN controller and applications or network services. SDN

allows network administrators to adapt the network to specific application needs by reconfiguring
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the control plane. It simplifies network management and policy enforcement by centralizing control.

OpenFlow is one of the earliest and most widely adopted SDN protocols, it defines the

communication between the controller and network devices124.

SDN continues to evolve, focusing on improving security and scalability. Integrating SDN with

emerging technologies like Edge Computing and IoT is becoming increasingly important. The

adoption of SD-WAN (Software-Defined Wide Area Networking) is growing, simplifying the

management of wide area networks. Software-Defined Networking has brought a fundamental shift

in how networks are managed and is crucial in addressing the evolving demands of modern

applications and services. Its adoption has grown steadily, and it will likely remain a central

component of networking technologies. However, it’s essential to carefully consider its

implementation, considering the specific needs and challenges of network environment. DDoS

attack detection model integrated with SVM classification algorithms has been used within an SDN

environment simulated by Mininet and Floodlight, achieving an average accuracy rate of 95.24%,

demonstrating its practical value for network security125. KNN and SVM algorithms has been used

for a DDoS detection method in SDN, achieving over 99% accuracy with just 11% resource

consumption126.

ii Stack Ensemble Models and SDN

Stacking Ensemble Models and Software-Defined Networking (SDN) are two distinct concepts in

the fields of machine learning and computer networking, respectively. A stack ensemble model,

also known as stacking or stacked generalization, is a machine learning technique that combines the

predictions of multiple base models to create a more robust and accurate predictive model. The idea

is to leverage the strengths of various base models to compensate for each other’s weaknesses.

Ensemble Learning (EL) is a machine learning technique that combines multiple models to improve

overall performance127. It’s often used to reduce the risk of overfitting and enhance the robustness
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of the model. Abar et al reported performance metrics, including 99 % accuracy, precision,

sensitivity, and specificity, indicate a highly effective model for DDoS prediction. Such a model

would be invaluable in enhancing the security of SDN-based networks by rapidly detecting and

mitigating DDoS attacks, thus maintaining network availability and reliability128,129. Christila and

Sivakumar combined Cloud Computing (CC) and Software-Defined Networking (SDN) to enhance

the capabilities of cloud networking and introduces a novel approach for detecting and mitigating

Distributed Denial of Service (DDoS) attacks in a Cloud-SDN environment using Multi-

Layer130,131. Houda proposed ensemble learning as a solution to address the limitations of

conventional ML/DL-based IDS. to address security concerns and prevent issues such as high

variance and bias132. Eom et al applied four ensemble algorithms and analyzed their classification

performance and found that the LightGBM model achieved the best classification performance133.

LightGBM is known for its speed and efficiency in handling large datasets, so it’s a good choice for

real-time network traffic classification134.

In today’s digital landscape, Denial of Service (DOS) or Distributed Denial of Service (DDOS)

attacks are a significant threat on the Internet users thereby render critical online resources like

servers and bandwidth inaccessible to legitimate users by inundating them with malicious traffic.

Shirmarz et al proposed a DDOS attack detection system designed for a Software-Defined Network

(SDN) architecture, suitable for deployment within the POX controller and the simulation results

demonstrate that the proposed model achieves an impressive accuracy rate of about 99.4%, marking

a substantial improvement compared to conventional approaches like Decision Tree (DT), K-

Nearest Neighbour (KNN), and Support Vector Machine (SVM)135.

In response to the challenge of unbalanced data in SDN network streams, Lin and Hongle proposed

an adaptive intrusion detection model that enhances traditional block learning. By improving the

bagging algorithm with features like unbalanced detection, dynamic penalty factors, and selection

integration, the proposed system mitigates the impact of data stream imbalance on classifier
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performance. This enhanced online integrated learning algorithm is then applied to SDN network

intrusion detection, resulting in improved detection accuracy, particularly in recognizing previously

unknown intrusion behaviors, as demonstrated through experiments with the NSL-KDD dataset

simulating SDN network data streams136. Deepa et al proposed an ensemble technique utilizing

various machine learning (ML) algorithms, including K-Nearest Neighbor (KNN), Naive Bayes,

Support Vector Machine (SVM), and Self-Organizing Map (SOM), to identify anomalous data

traffic behavior within an SDN controller. Experimental results reveal that this ensemble method

outperforms individual learning algorithms in terms of accuracy, detection rate, and false alarm

rate137. Stack ensemble models are a powerful technique for improving predictive accuracy. Still,

they need to be used judiciously, and careful consideration be given to the selection of base models

and the tuning of hyperparameters to achieve the best results.

2.4 Summary of Gaps in Literature Reviewed
The reviewed literature discusses the gaps in performance of Software-Defined Networking (SDN)

and Stack Ensemble Models as follows:

i. Gaps in Reviewed Literature on Software-Defined Networking (SDN)

While SDN has seen significant development, there is a gap in understanding how it can effectively

integrate with emerging technologies like Edge Computing and IoT. Further research is needed to

explore the seamless integration of SDN with these technologies. SDN is evolving to improve

security and scalability. There is a need for more research on enhancing the security of SDN-based

networks and addressing scalability issues as networks grow and become more complex. While

some research focuses on SDN in industrial environments, more studies are required to explore how

SDN can be applied in Industry 4.0 applications and intelligent industrial environments, especially

concerning quality of service and scalability138,139. SDN solutions for addressing network
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congestion in real-time multimedia traffic, such as video streaming, are crucial. More research is

needed to optimize SDN for this real-world problem, considering the growing demand for

multimedia services. Further research is necessary to investigate how SDN can improve the quality

of service and reduce delays for mission-critical applications, for example, in 5G networks.

Research gaps exist in optimizing SDN for multi-tenant environments. How can SDN efficiently

manage and allocate network resources to multiple tenants while maintaining high performance and

quality of service? With increasing environmental concerns, there is a need for research into making

SDN more energy-efficient. How can SDN technology be optimized to reduce power consumption

and environmental impact? More performance evaluation studies and real-world case studies are

needed to assess the practical benefits and challenges of implementing SDN in various network

environments. As SDN continues to evolve, research into developing programming languages and

frameworks specifically tailored for SDN is essential to simplify network management and

application development140.

ii. Gaps in Reviewed Literature on Stack Ensemble Models

While some studies have explored using ensemble models for intrusion detection and DDoS

mitigation in SDN, more research is needed to enhance network security further by applying

ensemble techniques. Addressing the challenge of unbalanced data in SDN network streams is

essential141. Research should continue to develop adaptive techniques within ensemble models to

handle this data imbalance effectively. Careful consideration is required when selecting the base

models for ensemble techniques. More research should focus on optimizing the selection of base

models and tuning hyperparameters to achieve the best results. Further research is required to

explore the integration of deep reinforcement learning into ensemble models to enhance traffic

scheduling, security, and other SDN-related applications. This can provide valuable insights that

could help maintain network availability and reliability. Additionally, real-time detection and

mitigation of threats, such as DDoS attacks, using ensemble models in SDN environments is crucial
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for ensuring network security. It is crucial to assess continuously and benchmark ensemble models

against various threat scenarios to ensure their effectiveness in network security. Although some

studies focus on security, the potential applications of ensemble models in SDN are broad. Further

research is necessary to explore their possible use in network optimization, quality of service, and

traffic management. Additionally, it is crucial to study how these models can adapt to changing

network environments and scale to accommodate evolving network requirements. An area for

future research is to explore how ensemble models can complement and enhance the management

of emerging networking technologies, such as SD-WAN. Upon reviewing the literature, it became

apparent that there are still areas where further research and development are needed to advance the

understanding and practical implementation of SDN and Stack Ensemble Models in various

networking contexts. Addressing these gaps in knowledge can help researchers and practitioners

enhance the capabilities and effectiveness of these technologies.
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Chapter Three
Methodology

3.1 Research Approach
This research used a quantitative approach to carry out computer network experiments in order to

investigate factors identified for the study of the performance of combined machine learning models

(KNN, SVM_RBF, DT, RF, and MLP) on the prediction of the influence of Background-Traffic

and Bandwidth-Limit on computer networks. Three experiments were carried out in this study. The

first experiment investigates the effects of traditional and Software-Defined Networking on the
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performance parameters of a computer network. The second experiment observed the influence of

Background-Traffic and Bandwidth-Limit on SDN, while the third experiment investigated the

performance of combined machine learning on the dataset obtained in the second experiment. The

Command Line Interface (CLI) in bash and Graphic User Interface (GUI) in miniEdit were used to

interact with the emulation system (Mininet), while Jupyter Notebook was used to interact with

Jupyter kernels for machine learning work. A jupyter kernel is a runtime environment that provides

programming support for the Jupyter Notebook apps.

3.2 Research Design
The performance of networks (using the Mininet emulator and physical personal computers) was

measured and reported in this study. Laboratory experiments were deployed for this research using

physical and emulated networks with end devices and intermediary devices to investigate quality of

service (QoS) for the computer network performance and performance of combined machine

learning. The architectural design for this research consists of the SDN controller plane, data plane,

and application plane, as shown in Figure 3.1. Experiments for research objectives one and two

used factorial experiments designed to know the effect of interaction between and among the levels

of each factor deployed for the experiments (see Section 1.3). On the other hand, experiments for

objective three involve the application of datasets obtained in objective 2. These datasets are

subsequently analyzed using stacked machine learning models to forecast the performance of

software-defined networking (SDN) in the presence of background traffic and bandwidth

constraints. This approach allows for a detailed examination of how SDN functions under specific

network conditions, providing valuable insights into its performance and capabilities.
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Figure 3.1: Architectural design for TCN and SDN Experiment

Source: Author’s concept (2021)

The experiments for this research were emulated using Mininet running on Ubuntu 22.04 LTS

operating system on Lenovo Thinkpad T420 with 8 GB RAM, Intel Core i7 CPU, 2.7 GHz.

Physical computers and virtual personal computers were used to set up computer networks as

traditional computer networks and software-defined networks (SDN). Mininet, an emulation

software, was used to deploy computer networks. In the Mininet, legacy switches were adopted for

traditional computer networks, while OpenFlow switches were used for SDN. The networks include

end devices (personal computers) and intermediary devices, i.e., switches, routers, and POX

controllers. Two physical Wi-Fi routers (Bolt Huawei E5573CS-322 Zong Bolt+ ) were used to
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route traffic from the virtual and physical PCs in the Local Area Networks (LAN) to the Internet.

The OpenFlow switches were attached to a Wi-Fi router (Bolt Huawei E5573CS-322 Zong Bolt+ )

to connect the LANs to Internet through telco. Custom network typologies were written for

experiments one and two using Python version 3.8.8. Each topology was executed using Mininet

version 2.3.0 emulation to test the computer network performance. Anaconda version 3 was

installed to use Python libraries for machine learning and run Jupyter Notebook for machine

learning activities on the local machine used in this study.

3.3 Research Method
Three experiments were carried out in this study to achieve the set objectives, data obtained were

analyzed, and conclusions were drawn on the performance of the computer network.

3.3.1 Effect of Traditional Computer Networking (TCN), Software-defined Networking (SDN)
and Hybrid TCN with SDN on Performance of Computer Network
In order to investigate the effect of traditional and software-defined networking on performance

parameters of computer network, fifty hosts from each switch (s1, s2, s3, s4, and s5) were attached

to different computer networking - traditional computer networking (D0), software-defined

networking (D1), and combined traditional with software-defined network (D2) emulated using

default Mininet emulation tool version 2.3.0. The network topology for the investigation was based

on the research architectural design, as shown in Figure 3.1. Figures 3.2, 3.3, and 3.4 show the

network topology for traditional computer networking (D0), software-defined networking (D1), and

combined traditional with software-defined network (D2), respectively. Each of the connected links

had bandwidth allocation (10 Mbps) following the procedure of Chaudhari et al1.

h
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Figure 3.2: Traditional computer networking (D0)

Source: Author’s Network Topology (2021)
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Figure 3.3: Software-Defined Networking (D1)

Source: Author’s Network Topology (2021)
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Figure 3.4: Combined traditional with Software-Defined Network (D2)

Source: Author’s Network Topology (2021)

The three factors of a factorial experiment were set up in a completely randomized design

(D3A5P5) with ten replicates each on the performance of the computer network based on traditional

and Software-Defined Networking. The network type (N0, N1, and N2) also represented as (D0,

D1, and D2) is the first factor. The second factor is the Packet Internet groper (Ping) command

representing a running application on a host under s1 that sends five (5) different levels (100, 90,

80, 70 % of 65,507 bytes, and 10,000 bytes) engaging the server’s services. According to IETF

RFC 793 and 768, the theoretical maximum size for Transmission Control Protocol (TCP) and User

Datagram Protocol (UDP) is about 64 kB (TCP 65535 bytes and UDP 65507 bytes )2. However,

packets of this size are not commonly used due to the Maximum Transmission Unit (MTU), the

maximum data size that can be sent at a time. This means that data with a size larger than the MTU

is passed from the transport layer to the network layer, and the data are fragmented into smaller

packages that are provided with the IP header with the final destination address. The third factor is

the number of packets (32, 64, 128, 256, and 512) sent across the network. To generate traffic, the

h
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Iperf command was executed using ’sudo iperf -s -p 5566 -i 1’ to set up the Iperf server for TCP on

a server’s host Command-Line Interface (CLI) on s5, and ’sudo iperf -s -u -p 5566 -i 1’, for setting

Iperf server for UDP traffic on server’s host CLI on s5. Iperf client connection from PC3 and PC4

were connected to the TCP and UDP server using ’sudo iperf -c <server address> -p 5566 -i 1’

and ’sudo iperf -c <server address> -u -b 10M –t 15 -p 5566’ respectively. The experiment was

carried out using the Mininet emulation tool. Mininet runs the collection of end devices (i.e., the

PCs), intermediary devices (i.e., switches and routers), and links (i.e., the media connecting the end

devices and intermediary devices) on a single Linux kernel. The results from computer network

experiment one using Mininet emulation were recorded. A cleanup process for the experiment was

run at the end of every new network topology execution to avoid any previous logs and cache data

building up with the current experiment3.

3.3.2 Effect of Background-Traffic and Bandwidth-Limit on the performance (latency,
bandwidth, throughput, jitter and datagram loss) of Software-defined networking (SDN)
In this section, virtual and physical PCs were connected using Mininet. The Mininet was also

connected to the Internet to investigate the effect of Background-Traffic and Bandwidth-Limit on

the performance (latency, bandwidth, throughput, jitter, and datagram loss) of software-defined

networking (SDN) Mininet was installed as an emulation system on PC1, tagged as ’Mininet PC’.

The ’Mininet PC’ was used to set up the connection of virtual PCs as the end devices and

intermediary devices like switches POX SDN controller using Python code. The Mininet and POX

controller were initialized through the command line interface. POX controller was remotely

connected to the Mininet using ’sudo ./pox.py forwarding.l2_learning’. The software-defined

network was set up on the ’Mininet PC’ consisting of a controller and nine openvswitch with 28

PCs provisions on each switch (Figure 3.5). In the Python code, the open switches were looped to

form a stacked switch (Appendix A). In the SDN looped up switches, one edge switch was bridged

with the first access point or wireless router (WR1) that connected the physical PCs, while the other

edge switch was bridged with another wireless router (WR2) that connected the virtual PCs and

h
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some other physical PCs to the Internet (Figure 3.6 and Appendix A). After the successful

connectivity test, the network experiments were set up for Background-Traffic and bandwidth tests

to measure QoS (throughput, bandwidth, latency, and jitter) for computer network performance.

Figure 3.5: Mininet Topology Design

Source: Author’s Network Topology Design(2021)
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Figu
re 3.6: Architectural design for Background-Traffic and Bandwidth-Limit Experiment

Source: Author’s Network Architectural design (2021)

3.3.2.1 The Mininet PC
The Mininet PC was set up by performing a clean installation of the Ubuntu 22.04 LTS operating

system on the Lenovo Thinkpad. The Linux machine was updated to ensure that applications with

their dependency files on the Linux system were updated. Custom network typology was written
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using Python version 3.8.8. The topology was implemented using Mininet version 2.3.0 emulation

to set up a virtual computer network and physical LAN for the SDN environment. Mininet was

installed based on the native installation from source4. The virtual computer network was attached

to two wireless routers (Bolt Huawei E5573CS-322 Zong Bolt+ ) to connect physical PCs with the

SDN and connect all the end devices to the Internet. All the virtual and physical PCs on the network

were set on 192.168.8.0/24 network address for this study with a provision of the first useable IP

address assigned to WR1 as the gateway, the last useable IP address was assigned to WR2 and 28

IP addresses were assigned to each set of 28 PCs on s1 to s9. All traffic to the Internet was routed

via WR1 with 192.168.8.1/24. The DNS address (8.8.8.8) was configured on PCs participating in

the Internet connection. A network reachability test was carried out to ensure the LAN PCs were

reachable to one another. In order to route traffic from the wireless router, the installed openvswitch

on the Mininet s1 and s9 were bridged with the wireless router using the command sudo ovs-vsctl

add-port s1 enx0c5b8f279a64 and sudo ovs-vsctl add-port s9 eth0 respectively. Where

enx0c5b8f279a64 and eth0 are the ports on the PC1 acting as the openvswitch, i.e., the Mininet PC.

3.3.2.2 Data collection
Bash scripts were created to execute the necessary command and save the results in separate files

for each experimental run. In the Bandwidth-Limit experiment, the iperf command was executed in

both server and client modes while allowing different levels of bandwidth on the network between

the server and client machines. Additionally, various Background-Traffic was running on the

network simultaneously. The PC with IP address 192.168.8.228 was utilized as the Iperf server.

i. Bandwidth-Limit (U) test

A script ’iperf -u -s -p 5566 -i 33.3 > > UDP.txt’ for the iperf udp test was run for 100 sec for

each test, and the results were saved in UDP1.txt. The command for Bandwidth-Limit (U) test

h
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running Iperf for UDP in client mode was also run for ’no Bandwidth-Limit (U1)’, ’256M

Bandwidth-Limit (U2), and 512M Bandwidth-Limit (U3) respectively as shown Listing 3.1.

Listing 3.1: Iperf for UDP in client mode for Bandwidth-Limit

test

iperf -c address -u -p 5566 -t 100 >> UDP_U1_01.txt

iperf -c address -u -b 256M -p 5566 -t 100 >> UDP_U2_01.txt

iperf -c address -u -b 512M -p 5566 -t 100 >> UDP_U3_01.txt

ii. TCP test

TCP test was equally carried out using the command ’iperf -s -p 5566 -i 100 > > TCP.txt’ along

the tests during the UDP tests as shown in Figure 3.7.

iii. Background-Traffic (T) tests

Background-Traffic (T) tests were conducted using default 64 bytes (T1) in Linux, 58956 bytes

(T2), and 65507 bytes (T3) as traffic to flood the gateway node as well as non-stop engaging DNS

server (8.8.8.8) with default ping using ping command from another host (see Listing 3.2). While

Background-Traffic tests were taking place, some PCs were also made to use various cyberservices

- email agent using Thunderbird, web browser, and wget index page of ’Leadcity University

Ibadan’ website (see Figure 3.8). The following commands were used for Background-Traffic test

(T1, T2, and T3)

Listing 3.2: Background-Traffic

test

ping 8.8.8.8 -c 100 -i 1 >> T1.txt

ping 192.168.8.1 -c 100 -i 1 -s 58956 >> T2.txt
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ping 192.168.8.1 -c 100 -i 1 -s 65507 >> T2.txt

Figure 3.7: Running bash scrip for data collection on the influence of backgroung traffic and
Bandwidth-Limit

Source: Author’s Network Observation (2022)
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Figure 3.8: Access various cyber services

Source: Author’s Network Observation (2022)

Treatment T1 used a virtual PC (host 50) to ping a Google DNS server with 100 packets, T2 ping

LAN gateway 192.168.1 with byte size -s 58956 using a physical PC while wget the index page of

LCU website www.lcu.edu.ng. T3 used a virtual PC on Mininet using xterm h60 to flood the LAN

gateway using ’ping 192.168.1 -s 65507.’

iv. Network flow
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Wireshark and Open vSwitch were used to capture data traffic in this study. For the Wireshark, the

tshark command was used to capture traffic from the gateway interface ’enx0c5b8f279a64’ in the

topology for this network experiment. The following command was used in bash to capture data

flow and save it in a nlog.pcap file.

tshark -w nlog.pcap -i enx0c5b8f279a64 -c 100

In OVS, flows are automatically managed by the SDN controller. POX controller is used in this

study, while the dump-flows command was modified using a bash script to copy all flow entries in

the switch’s tables that match flows to a file.

ovs-ofctl dump-flows s$i > > s$i.csv

All the flows from the switches in the topology were captured and processed for feature

classification using machine learning algorithms (Figure 3.9).
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Figure 3.9: Data captured on the influence of Background-Traffic and Bandwidth-Limit

Source: Author’s Network data collection (2022)

3.3.3 Evaluation of combined machine learning model on the influence of Background-Traffic
and Bandwidth-Limit on the performance of software-defined networking (SDN)
The dataset obtained in section 3.3.2 was explored to view the dataset features, measure of central

tendency and variability of the dataset, correlation, and dataflow features from the dataset on the

influence of Background-Traffic and Bandwidth-Limit on the network on the performance of

software-defined networking as shown in Figure 3.10 and Appendix B.
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Figure 3.10: Stack machine learning models flowchart

Source: Author’s flowchart (2022)

Stacking machine learning models were used to combining multiple individual models to improve

predictive performance by leveraging their strengths and mitigating their weaknesses. In this

approach, base models: K-Nearest Neighbors (KNN), Support Vector Machine with Radial Basis

Function Kernel (SVM_RBF), Decision Trees (DT), Random Forest (RF), and Multi-Layer
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Perceptron (MLP) were trained separately on the same dataset. KNN offers simplicity and

effectiveness in local data structures, while SVM_RBF provides robustness in high-dimensional

spaces. DTs contribute interpretability, and RFs add ensemble strength and reduce overfitting.

MLPs introduce deep learning capabilities for capturing complex patterns. The outputs of these base

models were then fed into a meta-model, which typically employs a simpler algorithm, to learn how

to best combine their predictions. This stacked model aims to achieve superior accuracy and

generalization compared to any single model, benefiting from the diverse methodologies and

perspectives of the individual algorithms. The performance of stacked or combined models

(StkMdl) using machine learning models KNN+SVM_RBF (denoted as 2-StkMdl),

KNN+SVM_RBF+DT (denoted as 3-StkMdl), and KNN+SVM_RBF+DT+RF+MLP (denote as 5-

StkMdl) with 35 % dataset for the test was evaluated in order to determine the percentage accuracy

score (Accuracy), Matthews correlation co-efficiency (MCC) and F1 score (see Appendix C to E).

Train/test observation (to validate the models) were set 65/35, 75/25, and 85/15 in order to evaluate

the best train/test level on different machine learning models on the generated dataset. The accuracy

of these models was observed and recorded.

3.3.3.1 Data collection
Data related to the quality of service, including bandwidth, throughput, latency, jitter (variance in

latency), and percentage of datagram loss due to errors, were recorded and analyzed. Ping

commands from a computer host for an IPv4 packet with a size range from 1 - 65,507 bytes were

used to send Internet Control Message Protocol (ICMP) echo requests/replies to test the

connectivity and reachability as well as to flood targeted computer nodes on networks. Bandwidth-

Limit was carried out using Iperf UDP bandwidth of 1 - 512 M on the network links. The data

collected during the experiment was recorded for subsequent analysis and reporting, utilizing the R

Commander and Scikit-learn platforms. Scikit-learn, a widely utilized machine learning library in
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Python, presents a comprehensive and user-friendly solution for various machine learning

applications, encompassing classification, regression, clustering, and dimensionality reduction5.

The seamless interface provided by NumPy, SciPy, Matplotlib, and Scikit-learn supports a diverse

array of machine learning algorithms 6,7,8.

3.4 Research Test-bed
The primary objectives of this research encompassed a comprehensive exploration of the

performance characteristics of various networking paradigms, namely traditional computer

networking (TCN), software-defined networking (SDN), and the hybrid integration of TCN-SDN.

The investigation delved into key metrics such as latency, bandwidth, throughput, and jitter, aiming

to provide insights into their impact on packet flow and the execution of applications within a

computer network.

In addition to evaluating the fundamental networking architectures, the research also sought to

elucidate the influence of background traffic and bandwidth limitations on the performance of SDN.

This involved a nuanced examination of latency, bandwidth, throughput, jitter, and datagram loss

within the SDN framework, under different scenarios of network congestion and resource

constraints.

Furthermore, the study delved into the intersection of machine learning and networking, specifically

focusing on the performance of combined machine learning models. The research aimed to discern

how these models could effectively mitigate the effects of background traffic and bandwidth

limitations on SDN performance. By employing machine learning techniques, the study sought to

uncover potential strategies for optimizing SDN in the face of dynamic and challenging network

conditions.

In summary, the research aimed to contribute valuable insights into the comparative performance of

h
h
h
h
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TCN, SDN, and hybrid TCN-SDN. Additionally, it delved into the nuanced impact of background

traffic and bandwidth constraints on SDN, exploring the potential of machine learning models to

enhance the adaptive capabilities of SDN in complex networking environments. The multifaceted

nature of these objectives underscores the research’s commitment to providing a holistic

understanding of networking performance and optimization strategies. This research was conducted

and evaluated at the Computer Network Laboratory in the Computer Science Department, Gateway

(ICT) Polytechnic, Saapade, Ogun State.

3.5 Data Analysis, Testing and Evaluation
The data obtained from the experiment was analyzed using the statistical procedures of R

Commander and Jupyter Notebook with the Scikit-learn stack on Anaconda3 running on a local PC.

The following steps were performed:

1. Analysis of Variance (ANOVA) was used to determine if there were any statistically significant

differences between the means of independent groups.

2. Post-ANOVA, New Duncan Multiple-Range Tests were conducted to compare the means of

different groups. These tests helped to identify specific differences between group means. The

statistical analysis was performed at a significance level of 0.05 to address the stated research

questions.
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Chapter Four
Results and Discussion

4.1 Overview
This chapter provides information concerning the results and discussion of the data obtained in the
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cause of the experiments stated in previous sections to achieve the stated aim for this research. Also,

the findings from the data analysis, the implication of the results concerning the research questions,

as well as results from other researchers are presented in this chapter. This section provide response

to the research questions raised that: how should the levels of bandwidth limitations for applications

running on a computer network be determined in a situation where the network performance starts

to degrade noticeably; why is the influence of background traffic and bandwidth limitations on the

performance of Software-Defined Network (SDN) significant; how could machine learning models

accurately predict network performance under varying conditions of background traffic and

bandwidth limitations for optimized network performance in real time? The study was conducted in

a computer network lab by connecting LANs to the internet in both emulation and physical modes1.

The data obtained were analyzed using R commander to provide information on the influence of

computer networks on applications running on computers in computer networks2. Also, the dataset

obtained from the packet flow on SDN was analyzed using sklearn modules in anaconda3 to

evaluate the performance of combined machine-learning models.

4.2 Effect of Influence (latency, bandwidth, throughput, and jitter) of Traditional Computer
Networking (TCN), Software-Defined Network (SDN), and Hybrid TCN - SDN on Packet
Flow and Application Running on a Computer in Computer Network
This section provides the results and discussion of the investigation of the performance (latency,

bandwidth, throughput, and jitter) of Traditional Computer Networking (TCN), Software-Defined

Network (SDN), and hybrid TCN - SDN on packet flow and application running on a computer in a

computer network. The section provide response to the research question raised that how should the

levels of bandwidth limitations for applications running on a computer network be determined in a

situation where the network performance starts to degrade noticeably? The study assessed the

performance impact (in terms of bandwidth, throughput, latency, and jitter) across Traditional

Computer Networking (TCN), Software-Defined Network (SDN), and hybrid TCN-SDN systems

h
h
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on packet flow and application performance. Results indicated that lower packet counts (e.g., 32

packets) led to higher bandwidth usage, as observed in a 65,507 bytes application running on a TCN

network, which utilized 10.62 Gbps of bandwidth. In contrast, a 10,000-byte application in a hybrid

network used only 8.46 Gbps with 258 packets. These findings suggest that controlling the packet

flow and managing the application size are crucial in optimizing bandwidth usage. Additionally, the

study found that lower packet counts also correlated with higher throughput, as evidenced by the

18.52 GB throughput in the same TCN network setup with fewer packets. The analysis highlighted

that hybrid networks, while offering flexibility, might introduce additional latency and jitter,

potentially impacting real-time application performance. Thus, in situations where network

performance degradation is detected, adjusting the bandwidth allocation based on the packet flow,

application size, and network type can help maintain optimal performance levels. The use of

integrated machine learning models can further refine these adjustments by predicting and

responding to traffic patterns and network conditions in real time.

4.2.1 Effect of the performance (of the bandwidth, throughput, latency, and jitter) of
Traditional Computer Networking (TCN), Software-Defined Network (SDN), and hybrid
TCN-SDN on packet flow and application running on a computer in a computer network
Results of the effect of mean of the performance of the bandwidth of Traditional Computer

Networking (TCN), Software-Defined Network (SDN), and hybrid TCN - SDN on packet flow and

application running on a computer in a computer network are presented in Figure 4.1. The results

showed that the 10,000-byte application running in a combined traditional computer network and

software-defined network with 258 packets sent across the network, i.e. A5N2P4, had the most

minor bandwidth usage of 8.46 Gbps. Also, the 65,507 bytes application running in traditional

computer network with 32 packets sent across the network, i.e. A1N0P1, had the highest bandwidth

usage of 10.62 Gbps. This indicates that the fewer packets sent across the network, the higher the

bandwidth utilized.
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Figure 4.2 shows the results of the effect of the mean of performance (throughput) of Traditional

Computer Networking (TCN), Software-Defined Network (SDN), and hybrid TCN - SDN on

packet flow and application running on a computer in a computer network. The results showed that

the 58,956.3 bytes application running in traditional computer network with 512 packets sent across

the network, i.e. A2N0P5, had the most negligible throughput of 14.14 GB while the 65,507 bytes

application running in traditional computer network with 32 packets sent across the network, i.e.

A1N0P1, had the highest throughput of 18.52 GB. The result indicates that the fewer the packets

allowed across the network, the higher the throughput.
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Figure 4.1: Results of Effect of Mean of Performance (Bandwidth) of TCN, SDN and
Hybrid TCN-SDN on Packet Flow and Application Running on Computer in Computer
Network
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Figure 4.2: Results of Effect of Mean of Performance (Throughput) of TCN, SDN
and Hybrid TCN-SDN on Packet Flow and Application Running on Computer in
Computer Network

Figure 4.3 shows the results of the effect of the mean of performance (latency) of Traditional

Computer Networking (TCN), Software-Defined Network (SDN), and hybrid TCN - SDN on

packet flow and application running on a computer in a computer network. The results showed that

the 58,956.3 bytes application running in traditional computer network with 256 packets sent across

the network, i.e. A2N0P4, had the least latency of 0.12 ms, while the 10,000 bytes application

running in combined traditional computer network and software-defined network with 64 packets

sent across the network, i.e. A5N2P2, had highest latency of 0.55 ms. This result indicates that a
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combined traditional computer network and software-defined network may add to an increase in

delay in network performance as they are not in the homogeneous networks.

Figure 4.4 shows the effect of the mean of performance (jitter) of Traditional Computer Networking

(TCN), Software-Defined Network (SDN), and hybrid TCN - SDN on packet flow and applications

running on a computer in a computer network. The results showed that the 10,000 bytes application

running in traditional computer network with 32 packets sent across the network, i.e. A5N0P1, had

the least jitter of 0.001 ms, while the 52405.6 bytes application running in combined traditional

computer network and software-defined network with 64 packets sent across the network, i.e.

A3N2P2 had the highest jitter of 0.008 ms. The result indicates that a non-homogeneous computer

network may increase the delay in the performance of the computer network.
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Figure 4.3: Results of Effect of Mean of Performance (Latency) of TCN, SDN and Hybrid
TCN-SDN on Packet Flow and Application Running on Computer in Computer Network
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Figure 4.4: Results of Effect of Mean of Performance (Jitter) of TCN, SDN and Hybrid
TCN-SDN on Packet Flow and Application Running on Computer in Computer Network

4.2.2 ANOVA and DnMR Test of the performance (of the bandwidth, throughput, latency,
and jitter) of Traditional Computer Networking (TCN), Software-Defined Network (SDN),
and hybrid TCN-SDN on packet flow and application running on a computer in a computer
network
Table 4.1 shows the ANOVA results of the effect of performance (latency, bandwidth, throughput,

and jitter) of Traditional Computer Networking (TCN), Software-Defined Network (SDN), and

hybrid TCN - SDN on packet flow and application running on a computer in a computer network.

The results showed that latency, bandwidth, and throughput had a significant effect on the packets
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sent across the network, network type, and application running on a computer in a computer

network. In contrast, jitter had a partially significant effect on the packets sent across the network,

network type, and application running on a computer in a computer network.

Table 4.2 shows the result of the separation of means using Duncan’s new multiple range test

(DnMR Test) for the effect of performance (latency, bandwidth, throughput, and jitter) of

Traditional Computer Networking (TCN), Software-Defined Network (SDN) and hybrid TCN -

SDN on packet flow and application running on a computer in a computer network. The results

revealed that the effect of applications, i.e. 65,507 bytes (A1), 58956.3 bytes (A2), 52405.6 bytes

(A3), 45854.9 bytes (A4) and 10,000 bytes (A5) running on a computer; the number of packets in

the byte, i.e. 32 (P1), 64 (P2), 128 (P3), 256 (P4) and 512 (P5) sent across the network and the type

of network, i.e Traditional Computer Networking (N0), Software-Defined Network (N1) and hybrid

TCN - SDN (N2) had significant influence on latency, bandwidth, throughput and jitter as the

means with there letters are not perfectly the same vertically as shown in Table 4.2.

Table 4.1: ANOVA Results of Effect of Performance (latency, bandwidth, throughput and jitter) of
Traditional Computer Networking (TCN), Software-Defined Network (SDN) and Hybrid TCN -
SDN on Packet Flow and Application Running on Computer in Computer Network

Response S. V. Sum Sq Df F value Pr(>F)

Latency A 0.19 4 6.89 0.01*

P 0.74 4 27.43 0.01*

N 1.38 2 102.91 0.01*

A x P 0.49 16 4.51 0.01*

A x N 0.34 8 6.34 0.01*

P x N 0.68 8 12.64 0.01*

A x P x N 0.94 32 4.37 0.01*

Residuals 4.52 675
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Bandwidth (Gbps) A 20.61 4 81.71 0.01*

P 1.8 4 7.11 0.01*

N 42.29 2 335.26 0.01*

A x P 6.04 16 5.99 0.01*

A x N 22.41 8 44.42 0.01*

P x N 4.84 8 9.59 0.01*

A x P x N 11 32 5.46 0.01*

Residuals 42.57 675

Throughput (GB) A 58.61 4 45.35 0.01*

P 11.19 4 8.66 0.01*

N 121.13 2 187.44 0.01*

A x P 30.52 16 5.91 0.01*

A x N 83.16 8 32.17 0.01*

P x N 32.47 8 12.57 0.01*

A x P x N 44.09 32 4.27 0.01*

Residuals 218.11 675

Jitter A 0.01 4 1.73 0.15ns

P 0.01 4 2.35 0.06ns

N 0.01 2 391.09 0.01*

A x P 0.01 16 3.01 0.01*

A x N 0.01 8 2.96 0.01*

P x N 0.01 8 1.4 0.20ns

A x P x N 0.01 32 2.24 0.01*

Residuals 0.01 675

where * = significant different , ns = not significant different
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Table 4.2: Duncan’s New Multiple Range Test Results for the Effect of Performance (latency (ms),
bandwidth (Gbps), throughput (GB) and jitter (ms)) of Traditional Computer Networking (TCN),
Software-Defined Network (SDN) and Hybrid TCN - SDN on Packet Flow and Application Running
on Computer in Computer Network

T Latency Bandwidth Throughput Jitter

A1 0.18 ± 0.11b 9.67 ± 0.48a 16.88 ± 0.85a 0.005 ± 0.003b

A2 0.18 ± 0.10b 9.45 ± 0.33b 16.36 ± 1.14b 0.005 ± 0.003ab

A3 0.20 ± 0.12a 9.29 ± 0.40c 16.21 ± 0.69c 0.005 ± 0.003ab

A4 0.17 ± 0.03b 9.22 ± 0.46d 16.09 ± 0.81c 0.005 ± 0.002a

A5 0.21 ± 0.15a 9.26 ± 0.40cd 16.19 ± 0.69c 0.005 ± 0.002ab

P1 0.24 ± 0.19a 9.47 ± 0.47a 16.55 ± 0.82a 0.005 ± 0.002b

P2 0.20 ± 0.12b 9.38 ± 0.43b 16.37 ± 0.73b 0.005 ± 0.003a

P3 0.17 ± 0.05c 9.37 ± 0.44b 16.35 ± 0.78b 0.005 ± 0.002ab

P4 0.16 ± 0.03c 9.33 ± 0.54b 16.29 ± 0.94bc 0.005 ± 0.002ab

P5 0.16 ± 0.05c 9.35 ± 0.34b 16.18 ± 1.12c 0.005 ± 0.002b

N0 0.15 ± 0.03b 9.54 ± 0.42a 16.57 ± 1.06b 0.002 ± 0.001c

N1 0.16 ± 0.01b 9.56 ± 0.27a 16.69 ± 0.48a 0.006 ± 0.002a

N2 0.25 ± 0.17a 9.04 ± 0.43b 15.78 ± 0.75c 0.006 ± 0.002b

Means with the same letter vertically are not significantly different.

where T=Treatment, application runnig in computer on the network A1 = 65,507 bytes, A2 =

58956.3 bytes, A3 = 52405.6 bytes, A4 = 45854.9 bytes, A5 = 10,000 bytes; number of packet sent

across network P1 = 32, P2 = 64, P3 = 128, P4 = 256, P5 = 512; the type of network used N0 =

traditional computer network, N1 = Software-Defined Network, N2 = hybrid TCN - SDN

4.3 Effect of Background-Traffic and Bandwidth-Limit on the Performance of Software-
Defined Network (SDN)
This section presents results and discussion on the influence of Background-Traffic and Bandwidth-
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Limit on the performance (latency, bandwidth, throughput, jitter, and datagram loss) of Software-

Defined Network (SDN) while downloading email using Thunderbird and web browser as well as

getting a website index page through the Internet using other PCs. The section response to the

research question raised that why is the influence of background traffic and bandwidth limits on the

performance of Software-Defined Network (SDN) significant? The significance of investigating the

influence of background traffic and bandwidth limits on the performance of Software-Defined

Network (SDN) lies in understanding how these factors impact key performance metrics such as

TCP bandwidth, throughput, jitter, datagram loss, latency, and time per 100 packets. According to

Figure 4.5, treatments with 64 bytes of traffic to the gateway node (T1) and different bandwidth

limits (256M and 1M) showed contrasting TCP bandwidth effects, indicating the critical role of

bandwidth limits in optimizing network performance. Higher bandwidth limits were associated with

higher TCP bandwidth, throughput (Figure 4.6), and reduced jitter (Figure 4.7), while also

impacting datagram loss (Figure 4.8) and latency (Figure 4.9). These findings show the importance

of appropriate bandwidth allocation and traffic management in SDN environments, as they can

significantly influence the efficiency and reliability of network services, especially under varying

traffic loads. The results from the ANOVA and Duncan’s New Multiple Range Test further

highlight the significant effects and interactions of background traffic and bandwidth limits on these

performance metrics, providing valuable insights for optimizing SDN configurations.

4.3.1 Effect of the Mean of Background-Traffic and Bandwidth-Limit on the Latency of
Computer Network using Software-Defined Network
Figure 4.5 shows the results of the effect of the mean of Background-Traffic and Bandwidth-Limit

on the performance (bandwidth) of Software-Defined Network (SDN). The results showed that

treatment with 64 bytes of traffic to the gateway node (T1) and 256M Bandwidth-Limit (U2) on the

network had the minor TCP bandwidth effect of 2.01Mbits/sec while treatment with 64 bytes of

traffic to the gateway node (T1) and 1M Bandwidth-Limit (U1) on the network had the highest TCP

bandwidth effect of 37.94 Mbits/sec. The result showed that the higher the UDP Bandwidth-Limit,
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the higher the TCP bandwidth effect while downloading email using Thunderbird, a web browser,

and getting a website index page through the Internet using PCs on the network.

The results from Figure 4.6 showed the effect of the mean of Background-Traffic and Bandwidth-

Limit on the performance (throughput) of Software-Defined Network (SDN). The results showed

that treatment with 64 bytes of traffic to the gateway node (T1) and 256M Bandwidth-Limit (U2) on

the network had the least throughput effect of 24.02 Mbits/sec while treatment with 65507 bytes of

traffic to the gateway node (T3) and 1M Bandwidth-Limit (U1) on the network had the highest

throughput effect of 456.80 Mbits/sec. The result indicates that the higher the UDP Bandwidth-

Limit, the higher the throughput effect.

Figure 4.5: Results of Effect of Mean of Background-Traffic and Bandwidth-Limit on the
Performance (Bandwidth) of Software-Defined Network (SDN)
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Figure 4.6: Results of Effect of Mean of Background-Traffic and Bandwidth-Limit on the
Performance (Throughput) of Software-Defined Network (SDN)

Figure 4.7 shows the effect of the mean of Background-Traffic and Bandwidth-Limit on the

performance (Jitter) of Software-Defined Network (SDN). The results showed that treatment with

58956 bytes of traffic to the gateway node (T2) and 512M Bandwidth-Limit (U3) on the network

had the most negligible jitter of 0.98 ms, while treatment with 64 bytes of traffic to the gateway

node (T1) and 512M Bandwidth-Limit (U3) on the network had the highest jitter of 5.66 ms. The

results indicate that high UDP Bandwidth-Limit and packet flooding on gateway nodes can cause

jitter when downloading emails using Thunderbird, web browsers, and wget, as well as when

accessing website index pages using other computers via the internet.

Figure 4.8 shows the results of the effect of the mean of Background-Traffic and Bandwidth-Limit
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on the performance (Datagrams loss) of Software-Defined Network (SDN). The results showed that

treatment with 58956 bytes of traffic to the gateway node (T2) and 1M Bandwidth-Limit (U1) on

the network had the least datagrams loss of 0.002 % while treatment with 64 bytes of traffic to the

gateway node (T1) and 512M Bandwidth-Limit (U3) on the network had the highest datagrams loss

of 2.024 %. The results indicate that the higher the UDP Bandwidth-Limit, the higher the datagrams

loss while downloading email using Thunderbird and web browser and getting a website index page

through the Internet using other PCs.
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Figure 4.7: Results of Effect of Mean of Background-Traffic and Bandwidth-Limit on the
Performance (Jitter) of Software-Defined Network (SDN)
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Figure 4.8: Results of Effect of Mean of Background-Traffic and Bandwidth-Limit on the
Performance (Datagrams-Loss) of Software-Defined Network (SDN)

Figure 4.9 shows the results of the effect of the mean of Background-Traffic and Bandwidth-Limit

on the performance (latency) of Software-Defined Network (SDN). The results showed that

treatment with 58956 bytes of traffic to the gateway node (T2) and 1M Bandwidth-Limit (U1) on

the network had the least latency of 20.67 ms, while treatment with 64 bytes of traffic to the

gateway node (T1) and 256M Bandwidth-Limit (U2) on the network had the highest latency of
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62.43 ms.

Figure 4.10 shows the results of the effect of the mean of Background-Traffic and Bandwidth-Limit

on the performance (’time per 100 packets ’) of Software-Defined Network (SDN). The results

showed that treatment with 64 bytes of traffic to the gateway node (T1) and 512M Bandwidth-Limit

(U3) on the network had the least ’time per 100 packets’ of 99134.60 ms while treatment with

58956 bytes of traffic to the gateway node (T2) and 512M Bandwidth-Limit (U3) on the network

had the highest ’ time per 100 packets ’ of 99228.00 ms. The result indicates that the higher the

traffic to the gateway node, the higher the ’ time per 100 packets ’ experienced.
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Figure 4.9: Results of Effect of Mean of Background-Traffic and Bandwidth-Limit on the
Performance (Latency) of Software-Defined Network (SDN)
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Figure 4.10: Results of Effect of Mean of Background-Traffic and Bandwidth-Limit on the
Performance (Time/100packets) of Software-Defined Network (SDN)

4.3.2 ANOVA on the Effect of Background-Traffic and Bandwidth-Limit on Performance
(TCP bandwidth, throughput, jitter, datagrams loss, latency, ’time per 100 packets’) of
Software-Defined Network
Table 4.3 shows the ANOVA on the effect of Background-Traffic and Bandwidth-Limit on

performance (TCP bandwidth, throughput, jitter, datagrams loss, latency, and ’time per 100

packets’) of Software-Defined Network. The results showed that both Background-Traffic and

Bandwidth-Limit had significant effects on TCP bandwidth, throughput, and latency. The
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Bandwidth-Limit only had a significant effect on jitter and datagram loss. Also, Background-Traffic

had no significant effect on jitter, datagram loss, and ’time per 100 packets’. Interaction between

Background-Traffic and Bandwidth-Limit had a significant effect on bandwidth. In contrast, the

interaction between Background-Traffic and Bandwidth-Limit had no significant effect on

throughput, jitter, datagram loss, latency, and ’time per 100 packets’.

Table 4.3: ANOVA results of effect of Background-Traffic and Bandwidth-Limit on data rate of
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transfer of computer network using Software-Defined Network
Response S. V. Sum Sq Df F value Pr(>F)

Bandwidth T 15.7 2 7.78 0.01*

U 11483.4 2 5680.89 0.01*

T x U 16.3 4 4.04 0.01*

Residuals 36.4 36

Throughput T 3166 2 9.06 0.01*

U 1675087 2 4792.94 0.01*

T x U 1335 4 1.91 0.13ns

Residuals 6291 36

Jitter T 0.86 2 0.09 0.92ns

U 41.43 2 4.29 0.03*

T x U 50.81 4 2.63 0.07ns

Residuals 106.28 22

Datagrams loss T 0.14 2 0.04 0.96ns

U 22.87 2 6.98 0.01*

T x U 2.76 4 0.42 0.80ns

Residuals 58.96 36

Latency T 3557.6 2 8.11 0.01*

U 2482.9 2 5.66 0.01*

T x U 496.6 4 0.57 0.69ns

Residuals 6363.4 29

Time per 100 packets T 14158 2 2.61 0.09ns

U 11062 2 2.04 0.15ns

T x U 10682 4 0.98 0.43ns

Residuals 97804 36
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4.3.3 Results of Duncan’s New Multiple Range Test of the Effect of Background-Traffic and
Bandwidth-Limit on Performance (TCP bandwidth, throughput, jitter, datagrams loss,
latency, ’time per 100 packets’) of Software-Defined Network
Table 4.4 shows the result of the separation of means using Duncan’s new multiple range test for

the effect of Background-Traffic and Bandwidth-Limit on performance (TCP bandwidth,

throughput, jitter, datagrams loss, latency, ’time per 100 packets’) of Software-Defined Network.

The results revealed that the effect of Background-Traffic T2 and T3 do not significantly differ, but

both differ with T1 on TCP bandwidth and throughput. Background-Traffic T1, T2, and T3 do not

significantly differ on jitter and datagrams loss but significantly differ on ’time per 100 packets’

(Table 4.4). Bandwidth-Limits U1, U2, and U3 do not significantly differ on ’time per 100 packets’

but significantly differ on TCP bandwidth, throughput, jitter, datagrams loss, and latency as the

means with their letters are not perfectly the same vertically as shown in Table 4.4.

Table 4.4: Duncan’s New Multiple Range Test Results for the Effect of Background-Traffic and
Bandwidth-Limit on Throughput of Computer Network using Software-Defined Network

Bandwidth Throughput Jitter Datagrams loss Latency
Time per

100.packets

T1 17.35 ± 14.27b 206.99 ± 171.09b 3.06 ± 2.88a 1.55 ± 1.31a 51.90 ± 11.66a99139.07 ± 27.54b

T2 16.00 ± 15.60a 195.43 ± 190.23a 2.99 ± 2.79a 1.19 ± 1.18a 27.58 ± 16.17b99182.40 ± 73.12a

T3 16.34 ± 15.44a 197.88 ± 187.14a 2.82 ± 2.18a 1.49 ± 1.25a 43.07 ± 18.87a99163.47 ± 49.33ab

U1 37.68 ± 0.78a 455.47 ± 9.16a 4.28 ± 2.67a 0.95 ± 0.25b 30.06 ± 8.49b 99141.80 ± 7.84a

U2 3.08 ± 1.38c 37.33 ± 17.77c 1.61 ± 1.26b 1.44 ± 1.61a 42.68 ± 20.29a99163.00 ± 48.46a

U3 4.55 ± 1.54b 55.67 ± 19.26b 3.01 ± 2.86ab1.20 ± 1.89a 49.22 ± 21.22a99180.13 ± 79.69a

Means with the same letter vertically are not significantly different

4.4 Description of Dataflow from Datasets on Traffic from LAN and SDN to Internet due to
the Influence of Background-Traffic and Bandwidth-Limit on the Performance of Software-
Defined Network (SDN)
This section features the results and discussion on the flow of traffic from LAN and SDN to the
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Internet due to the influence of Background-Traffic and Bandwidth-Limit on the performance of

Software-Defined Network (SDN). The section responds to the research question about how the

data flow features of traffic from LAN and SDN to the Internet are influenced by Background-

Traffic and Bandwidth-Limit on Software-Defined Network (SDN) performance. The data flow

features from LAN and SDN to the Internet are significantly influenced by background traffic and

bandwidth limits, affecting the performance of Software-Defined Network (SDN). The datasets

analyzed, ranging from 64 bytes to 65507 bytes of traffic and bandwidth limits from 1M to 512M,

reveal various patterns and correlations. The study found that switches (SW), flow time (T), number

of packets (PN), and bytes (BN) all play critical roles in determining network performance. The

results indicate that configurations such as 64 bytes of traffic and a 1M bandwidth limit (T1U1) can

generate high-density data flows, which may impact switch performance. Notably, the density of

data flow across different switches indicated the presence of traffic congestion at certain points,

with a peak density of up to 16.50% in some switches. Additionally, correlations between

parameters such as packet numbers and bytes were identified, highlighting their influence on

network efficiency. These findings emphasize the importance of carefully managing data flow and

bandwidth in SDN to enhance network performance.

4.4.1 Dataflow Features from the Dataset of 64 bytes of Traffic to the Gateway node and 1M
Bandwidth-Limit on the Network (T1U1) on the Performance of Software-Defined Network
Table 4.5 shows the data-flow features of traffic from LAN and SDN to the Internet due to the

treatment of 64 bytes (T1) as traffic that floods the gateway node and 1M Bandwidth-Limit (U1) on

the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 10949 rows and 15

columns with 10949 non-null for each of the parameters from the dataset.

Table 4.6 shows the count of the number of elements in 64 bytes of traffic to the gateway node and
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1M Bandwidth-Limit on the network (64 bytes of traffic to the gateway node and 1M Bandwidth-

Limit on the network (T1U1)) dataset, measure of central tendency (that is mean) and variability

(that is standard deviation), minimum, first quartile (25 %), second quartile (50 %), third quartile

(75 %) and maximum of dataflow of T1U1 for the switches (SW), duration of packet spent on the

flow (T), number of packets (PN) and bytes (BN) on the flow, idle age (IA), input port (PI), flow

type from the source (FS) and destination (FD) nodes on performance of SDN.

Figure 4.11 shows the density of the switch (open-flow switch) involved in data flow for 64 bytes

of traffic to the gateway node and a 1M Bandwidth-Limit on the network (T1U1). The results

showed that the data flow for 64 bytes of traffic to the gateway node and 1M Bandwidth-Limit on

the network (T1U1) resulted from 0.00 % density in data flow for all the switches to the highest

16.50 % density in switch 3.
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Table 4.5: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of 64
bytes (T1) as Traffic that Flood the Gateway Node and 1M Bandwidth-Limit (U1) on the Network

S/N T1 U1SWT PN BN IAPR PIRIFS ANSS FSRIFD ANSD

0 64 1 2 0.01 1 42 0 arp 29
arp_spa=192.1

68.8.81
192.168.8.81 1

arp_tpa=192.1

68.8.1
192.168.8.1

1 64 1 2 0.01 1 42 0 arp 12
arp_spa=192.1

68.8.42
192.168.8.42 1

arp_tpa=192.1

68.8.228
192.168.8.228

2 64 1 3 0.02 1 42 0 arp 24
arp_spa=192.1

68.8.81
192.168.8.81 1

arp_tpa=192.1

68.8.1
192.168.8.1

3 64 1 3 0.02 1 42 0 arp 29
arp_spa=192.1

68.8.42
192.168.8.42 1

arp_tpa=192.1

68.8.228
192.168.8.228

4 64 1 4 0.02 1 42 0 arp 29
arp_spa=192.1

68.8.42
192.168.8.42 1

arp_tpa=192.1

68.8.228
192.168.8.228

1094464 1 5 29.28 919861390828320 udp29
nw_src=192.16

8.8.42
192.168.8.42 0

nw_dst=192.1

68.8.228
192.168.8.228

1094564 1 7 12.76 92 90699 0 tcp 29
nw_src=64.233

.184.109
64.233.184.1090

nw_dst=192.1

68.8.228
192.168.8.228

1094664 1 6 14.08 922 2444260 0 tcp 29
nw_src=192.16

8.8.41
192.168.8.41 0

nw_dst=192.1

68.8.228
192.168.8.228

1094764 1 9 12.76 94 92925 0 tcp 2
nw_src=64.233

.184.109
64.233.184.1090

nw_dst=192.1

68.8.228
192.168.8.228

1094864 1 8 29.68 948051433451600 udp29
nw_src=192.16

8.8.42
192.168.8.42 0

nw_dst=192.1

68.8.228
192.168.8.228

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw
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SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.6: Measure of Central Tendency and Variability of Dataflow of 64 bytes of Traffic to the

Gateway Node and 1M Bandwidth-Limit on the Network (T1U1) on Performance of SDN

SW T PN BN IA PI FS FD

mean 4.64 9.9 2163.7 4052385.14 2.51 26.12 0.23 0.23

std 2.59 8.07 9067.27 18804868.25 3.14 8.19 0.42 0.42

min 1 0 0 0 0 2 0 0

25% 2 3.86 1 74 0 29 0 0

50% 4 7.28 6 686 1 29 0 0

75% 7 14.54 27 3038 5 30 0 0

max 9 30.39 95740 144758880 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 10949.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.
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Figure 4.11: Data-flow Density in Open-flow Switch for 64 bytes of Traffic to the Gateway Node
and 1M Bandwidth-Limit on the Network (T1U1)

Figure 4.12 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.7 shows the measures

of correlation between pairs of data in 64 bytes of traffic to the gateway node and 1M Bandwidth-

Limit on the network (T1U1) dataset. Results of the analysis showed that T, PN, BN, IA, FS, and

FD had no apparent relationship with SW, while PI had a weak negative correlation with SW. PN,
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BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak negative

correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI, FS, and

FD had no apparent relationship with BN. PI had no apparent relationship with IA, while FS and

FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS had a

strong positive correlation with FD. A further consideration for only numerical features of the T1U1

data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.13.

Figure 4.12: Data-flow across LANs, SDN and Internet for 64 bytes of Traffic to the
Gateway Node and 1M Bandwidth-Limit on the Network (T1U1)
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Table 4.7: Correlation Matrix of Dataflow of 64 bytes of Traffic to the Gateway Node and 1M
Bandwidth-Limit on the Network (T1U1) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T -0.01 1

PN 0.08 0.3 1

BN 0.07 0.28 0.63 1

IA 0.01 -0.21 -0.18 -0.16 1

PI -0.45 -0.01 -0.04 -0.07 0.03 1

FS -0.09 -0.31 -0.13 -0.12 0.4 0.01 1

FD -0.09 -0.31 -0.13 -0.12 0.4 0.01 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.13: Strongly Correlated Values from the Numerical Features in T1U1 Dataframe

4.4.2 Dataflow Features from a Dataset of 64 bytes of Traffic to the Gateway Node and 256M

Bandwidth-Limit on the Network (T1U2) on the Performance of Software-Defined Network

Table 4.8 shows the dataflow features of traffic from LAN and SDN to the Internet due to the

treatment of 64 bytes (T1) as traffic that floods the gateway node and 256M Bandwidth-Limit (U2)

on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 7772 rows Õ 15 columns
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with 7772 non-null for each parameter from the dataset. Table 4.9 shows the count of the number of

elements in 64 bytes of traffic to the gateway node and 256M Bandwidth-Limit on the network

(T1U2) dataset, a measure of central tendency (that is mean) and variability (that is standard

deviation), minimum, first quartile (25 %), second quartile (50 %), third quartile (75 %) and

maximum of dataflow of T1U2 for the Switches (SW), Flow Time (T), Number of Packets (PN)

and Number of Bytes (BN) on the flow, Idle Age (IA), Input Port (PI), Flow Source (FS) and Flow

Destination (FD) nodes on performance of SDN.

Figure 4.14 shows the density of the switch (open-flow switch) involved in dataflow for 64 bytes of

traffic to the gateway node and 256M Bandwidth-Limit on the network (T1U2). The results showed

that the dataflow for 64 bytes of traffic to the gateway node and 256M Bandwidth-Limit on the

network (T1U2) resulted from 0.00 % density in dataflow for all the switches to the highest

13.50 % density in switches 2 and 3.
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Table 4.8: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of 64
bytes (T1) as Traffic that Flood the Gateway Node and 256M Bandwidth-Limit (U2) on the Network

T1U2 SWT PN BN IAPR PI RIFS ANSS FSRIFD ANSD FD

0 64 2561 4.68 1 91 4 udp29
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=8.8.8.

8
8.8.8.8 0

1 64 2561 4.55 1 141 4 udp30
nw_src=8.8.8.

8
8.8.8.8 0

nw_dst=192.1

68.8.228
192.168.8.2280

2 64 2561 7.32 1 42 7 arp 30
arp_spa=192.

168.8.1
192.168.8.1 1

arp_tpa=192.1

68.8.50
192.168.8.50 1

3 64 2561 7.32 1 42 7 arp 29
arp_spa=192.

168.8.50
192.168.8.50 1

arp_tpa=192.1

68.8.1
192.168.8.1 1

4 64 2561 5.17 1 42 5 arp 29
arp_spa=192.

168.8.50
192.168.8.50 1

arp_tpa=192.1

68.8.1
192.168.8.1 1

7767 64 2568 26.23 995261504833120 udp29
nw_src=192.1

68.8.42
192.168.8.42 0

nw_dst=192.1

68.8.228
192.168.8.2280

7768 64 2565 11.2 996 2741640 0 tcp 29
nw_src=192.1

68.8.41
192.168.8.41 0

nw_dst=192.1

68.8.228
192.168.8.2280

7769 64 2569 26.27 996401506556800 udp2
nw_src=192.1

68.8.42
192.168.8.42 0

nw_dst=192.1

68.8.228
192.168.8.2280

7770 64 2563 26.44 997411508083920 udp29
nw_src=192.1

68.8.42
192.168.8.42 0

nw_dst=192.1

68.8.228
192.168.8.2280

7771 64 2562 26.47 998441509641280 udp12
nw_src=192.1

68.8.42
192.168.8.42 0

nw_dst=192.1

68.8.228
192.168.8.2280

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw
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SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.9: Measure of Central Tendency and Variability of Dataflow of 64 bytes of Traffic to the
Gateway Node and 256M Bandwidth-Limit on the Network (T1U2) on Performance of SDN

T1 U2 SW T PN BN IA PI FS FD

mean 64 256 4.83 7.9 1643.13 2467971.65 3.18 26.23 0.12 0.12

std 0 0 2.59 6.63 10390.45 15718068.7 3.03 8.36 0.32 0.32

min 64 256 1 0 1 42 0 2 0 0

25% 64 256 3 3.44 1 74 0 29 0 0

50% 64 256 5 6.11 2 171 3 29 0 0

75% 64 256 7 9.52 14 1800 6 30 0 0

max 64 256 9 30.02 101899 154071288 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 7772.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.
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Figure 4.14: Data-flow Density in Open-flow Switch for 64 bytes of Traffic to the
Gateway Node and 256M Bandwidth-Limit on the Network (T1U2)

Figure 4.15 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.10 shows the measures

of correlation between pairs of data in 64 bytes of traffic to the gateway node and 256M

Bandwidth-Limit on the network (T1U2) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS
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had a strong positive correlation with FD. A further consideration for only numerical features of the

T1U2 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.16.

Figure 4.15: Data-flow across LANs, SDN and Internet for 64 bytes of Traffic to the Gateway
Node and 256M Bandwidth-Limit on the Network (T1U2)
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Table 4.10: Correlation Matrix of Dataflow of 64 bytes of Traffic to the Gateway Node and 256M
Bandwidth-Limit on the network (T1U2) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T -0.02 1

PN 0.04 0.3 1

BN 0.04 0.3 1 1

IA 0.02 -0.07 -0.17 -0.16 1

PI -0.49 -0.02 -0.05 -0.05 0.01 1

FS -0.07 -0.15 -0.06 -0.06 0.19 0 1

FD -0.07 -0.15 -0.06 -0.06 0.19 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.16: Strongly Correlated Values from the Numerical Features in T1U2 Dataframe

4.4.3 Dataflow Features from a Dataset of 64 bytes of Traffic to the Gateway Node and 512M
Bandwidth-Limit on the Network (T1U3) on the Performance of Software-Defined Network
Table 4.11 shows the data-flow features of traffic from LAN and SDN to the Internet due to the

treatment of 64 bytes (T1) as traffic that floods the gateway node and 512M Bandwidth-Limit (U3)

on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 6488 rows Õ 15 columns

with 6488 non-null for each of the parameters from the dataset.
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Table 4.12 shows the count of the number of elements in 64 bytes of traffic to the gateway node and

512M Bandwidth-Limit on the network (T1U3) dataset, a measure of central tendency (that is

mean) and variability (that is standard deviation), minimum, first quartile (25 %), second quartile

(50 %), third quartile (75 %) and maximum of dataflow of T1U3 for the switches (SW), duration of

packet spent on the flow (T), number of packets (PN) and bytes (BN) on the flow, idle age (IA),

input port (PI), flow type from the source (FS) and destination (FD) nodes on performance of SDN.

Figure 4.17 shows the density of the switch (open-flow switch) involved in data flow for 64 bytes

of traffic to the gateway node and 512M Bandwidth-Limit on the network (T1U3). The results

showed that the data-flow for 64 bytes of traffic to the gateway node and 512M Bandwidth-Limit

on the network (T1U3) resulted from 0.00 % density in data-flow for all the switches to the highest

14.50 % density in switches 2.

Table 4.11: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment T1 as
Traffic that Flood the Gateway Node and U3 on the Network

T1U3 SWT PN BN IAPR PIRIFS ANSS FSRIFD ANSD

0 64 5121 9.72 1 66 9 tcp 29
nw_src=192.16

8.8.228
192.168.8.228 0

nw_dst=64.233

.184.109
64.233.184.109

1 64 5121 9.58 1 66 9 tcp 30
nw_src=64.233

.184.109
64.233.184.1090

nw_dst=192.16

8.8.228
192.168.8.228

2 64 5121 2.19 1 94 2 udp29
nw_src=192.16

8.8.228
192.168.8.228 0 nw_dst=8.8.8.88.8.8.8

3 64 5121 2.19 1 94 2 udp29
nw_src=192.16

8.8.228
192.168.8.228 0 nw_dst=8.8.8.88.8.8.8

4 64 5121 2.19 1 97 2 udp29
nw_src=192.16

8.8.228
192.168.8.228 0 nw_dst=8.8.8.88.8.8.8
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648364 5124 13.1 99828880360 tcp 29
nw_src=192.16

8.8.41
192.168.8.41 0

nw_dst=192.16

8.8.228
192.168.8.228

648464 5125 12.12 99828880360 tcp 29
nw_src=192.16

8.8.41
192.168.8.41 0

nw_dst=192.16

8.8.228
192.168.8.228

648564 5126 12.12 99828880360 tcp 29
nw_src=192.16

8.8.41
192.168.8.41 0

nw_dst=192.16

8.8.228
192.168.8.228

648664 5127 12.12 99828880360 tcp 29
nw_src=192.16

8.8.41
192.168.8.41 0

nw_dst=192.16

8.8.228
192.168.8.228

648764 5128 12.12 99828880360 tcp 29
nw_src=192.16

8.8.41
192.168.8.41 0

nw_dst=192.16

8.8.228
192.168.8.228

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.12: Measure of Central Tendency and Variability of Dataflow of 64 bytes of traffic to the
Gateway Node and 512M Bandwidth-Limit on the Network (T1U3) on Performance of SDN

T1 U3 SW T PN BN IA PI FS FD

mean 64 512 4.76 9.58 2236.14 3353085.92 2.39 26.11 0.19 0.19

std 0 0 2.59 7.97 11420.87 17285619.56 3.13 8.32 0.4 0.4

min 64 512 1 0 1 42 0 2 0 0

25% 64 512 2 2.88 1 74 0 29 0 0

50% 64 512 5 7.62 6 686 1 29 0 0

75% 64 512 7 13.57 29 4803 4 30 0 0
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max 64 512 9 30.29 97901 148026312 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 6488.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.

Figure 4.17: Data-flow Density in Open-flow Switch for 64 bytes of traffic to the
Gateway Node and 512M Bandwidth-Limit on the Network (T1U3)

Figure 4.18 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.13 shows the measures

of correlation between pairs of data in 64 bytes of traffic to the gateway node and 512M

Bandwidth-Limit on the network (T1U3) dataset. Results of the analysis showed that T, PN, BN,
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IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS

had a strong positive correlation with FD. A further consideration for only numerical features of the

T1U3 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.19.
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Figure 4.18: Data-flow across LANs, SDN and Internet for 64 bytes of Traffic to the Gateway
Node and 512M Bandwidth-Limit on the Network (T1U3)
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Table 4.13: Correlation Matrix of Dataflow of 64 bytes of Traffic to the Gateway Node and 512M
Bandwidth-Limit on the Network (T1U3) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T -0.02 1

PN 0.06 0.25 1

BN 0.06 0.25 1 1

IA 0.01 -0.1 -0.15 -0.15 1

PI -0.46 -0.01 -0.06 -0.06 0.02 1

FS -0.05 -0.28 -0.1 -0.1 0.32 0 1

FD -0.05 -0.28 -0.1 -0.1 0.32 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.19: Strongly Correlated Values from the Numerical Features in T1U3 Dataframe

4.4.4 Dataflow Features from a Dataset of 58956 bytes of Traffic to the Gateway Node and 1M
Bandwidth-Limit on the Network (T2U1) on the Performance of Software-Defined Network
Table 4.14 shows the data-flow features of traffic from LAN and SDN to the Internet due to the

treatment of 58956 bytes (T2) as traffic that floods the gateway node and 1M Bandwidth-Limit

(U1) on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 6022 rows Õ 15 columns

with 6022 non-null for each of the parameters from the dataset.
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Table 4.15 shows the count of the number of elements in 58956 bytes of traffic to the gateway node

and 1M Bandwidth-Limit on the network (T2U1) dataset, a measure of central tendency (that is

mean) and variability (that is standard deviation), minimum, first quartile (25 %), second quartile

(50 %), third quartile (75 %) and maximum of dataflow of T2U1 for the switches (SW), duration of

packet spent on the flow (T), number of packets (PN) and bytes (BN) on the flow, idle age (IA),

input port (PI), flow type from the source (FS) and destination (FD) nodes on performance of SDN.

Figure 4.20 shows the density of the switch (open-flow switch) involved in data flow for 58956

bytes of traffic to the gateway node and 1M Bandwidth-Limit on the network (T2U1). The results

showed that the data flow for 58956 bytes of traffic to the gateway node and 1M Bandwidth-Limit

on the network (T2U1) resulted from 0.00 % density in data flow for all the switches to the highest

15.50 % density in switch 2.

Table 4.14: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of
58956 bytes (T2) as Traffic that Flood the Gateway Node and 1M Bandwidth-Limit (U1) on the
Network

T2 U1SWT PN BN IAPR PIRIFS ANSS FSRIFD ANSD

0 589561 2 8.48 1 42 8 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

1 589561 2 7.08 1 42 7 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

2 589561 2 6.03 1 42 6 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

3 589561 2 1.19 1 42 1 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

4 589561 2 5.95 1 42 5 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228
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... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

6017589561 8 22.32 91660801 4 tcp 30
nw_src=192.16

8.8.228
192.168.8.228 0

nw_dst=108.17

7.15.108
108.177.15.108

6018589561 1 21.6 91913859380 icmp30
nw_src=192.16

8.8.1
192.168.8.1 0

nw_dst=192.16

8.8.50
192.168.8.50

6019589561 1 15.04 95913894330 tcp 30
nw_src=108.17

7.15.108
108.177.15.1080

nw_dst=192.16

8.8.228
192.168.8.228

6020589561 1 22.94 96014477760 icmp30
nw_src=192.16

8.8.1
192.168.8.1 0

nw_dst=192.16

8.8.50
192.168.8.50

6021589561 1 29.89 96713943030 tcp 30
nw_src=108.17

7.15.108
108.177.15.1080

nw_dst=192.16

8.8.228
192.168.8.228

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.15: Measure of Central Tendency and Variability of Dataflow of 58956 bytes of Traffic to
the Gateway Node and 1M Bandwidth-Limit on the Network (T2U1) on Performance of SDN

T2 U1 SW T PN BN IA PI FS FD

mean 58956 1 4.73 8.63 966.78 1977122.91 2.87 26.14 0.12 0.12

std 0 0 2.67 6.85 4733.6 13215016.18 3.05 8.43 0.33 0.33

min 58956 1 1 0 0 0 0 2 0 0

25% 58956 1 2 3.53 2 132 0 29 0 0

50% 58956 1 4 6.97 7 645.5 2 29 0 0
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75% 58956 1 7 11.03 45 12838 6 30 0 0

max 58956 1 9 30.4 49694 148869550 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 6022.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.

Figure 4.20: Data-flow density in open-flow switch for 58956 bytes of traffic to the
gateway node and 1M Bandwidth-Limit on the network (T2U1)

Figure 4.21 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD
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elements in the data flow. T, PN, BN, and IA had the same features. Table 4.16 shows the measures

of correlation between pairs of data in 58956 bytes of traffic to the gateway node and 1M

Bandwidth-Limit on the network (T2U1) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS

had a strong positive correlation with FD. A further consideration for only numerical features of the

T2U1 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.22.
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Figure 4.21: Data-flow across LANs, SDN and Internet for 58956 bytes of traffic to the
gateway node and 1M Bandwidth-Limit on the network (T2U1)

Table 4.16: Correlation matrix of dataflow of 58956 bytes of traffic to the gateway node and 1M
Bandwidth-Limit on the network (T2U1) on performance of SDN

SW T PN BN IA PI FS FD

SW 1

T -0.02 1

PN 0.06 0.25 1
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BN 0.06 0.25 1 1

IA 0.01 -0.1 -0.15 -0.15 1

PI -0.46 -0.01 -0.06 -0.06 0.02 1

FS -0.05 -0.28 -0.1 -0.1 0.32 0 1

FD -0.05 -0.28 -0.1 -0.1 0.32 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.22: Strongly correlated values from the numerical features in T2U1 dataframe

4.4.5 Dataflow Features from a Dataset of 58956 bytes of Traffic to the Gateway Node and

256M Bandwidth-Limit on the Network (T2U2) on the Performance of Software-Defined

Network

Table 4.17 shows the data-flow features of traffic from LAN and SDN to the Internet due to the

treatment of 58956 bytes (T2) as traffic that floods the gateway node and 256M Bandwidth-Limit

(U2) on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the
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performance of SDN. The table revealed that the dataset has a capacity of 8846 rows Õ 15 columns

with 8846 non-null for each of the parameters from the dataset.

Table 4.18 shows the count of the number of elements in 58956 bytes of traffic to the gateway node

and 256M Bandwidth-Limit on the network (T2U2) dataset, measure of central tendency (that is

mean) and variability (that is standard deviation), minimum, first quartile (25 %), second quartile

(50 %), third quartile (75 %) and maximum of dataflow of T2U2 for the switches (SW), duration of

packet spent on the flow (T), number of packets (PN) and bytes (BN) on the flow, idle age (IA),

input port (PI), flow type from the source (FS) and destination (FD) nodes on performance of SDN.

Figure 4.23 shows the density of the switch (open-flow switch) involved in data flow for 58956

bytes of traffic to the gateway node and the 256M Bandwidth-Limit on the network (T2U2). The

results showed that the data flow for 58956 bytes of traffic to the gateway node and 256M

Bandwidth-Limit on the network (T2U2) resulted from 0.00 % density in data flow for all the

switches to the highest 15.45 % density in switch 3.

Table 4.17: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of
58956 bytes (T2) as Traffic that Flood the Gateway Node and 256M Bandwidth-Limit (U2) on the
Network

T2 U2 SWT PN BN IAPR PIRIFS ANSS FSRIFD ANSD

0 589562562 4.04 1 42 4 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

1 589562562 1.01 1 42 1 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

2 589562562 10.08 1 42 10 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

3 589562562 3.24 1 42 3 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228
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4 589562562 4.51 1 42 4 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

8841 589562565 23.37 98371263 0 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=108.17

7.15.108
108.177.15.108

8842 589562566 23.38 98371263 0 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=108.17

7.15.108
108.177.15.108

8843 589562567 23.39 98371263 0 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=108.17

7.15.108
108.177.15.108

8844 589562565 8.26 99 7350 0 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=108.17

7.15.108
108.177.15.108

8845 589562561 27.92 99715035580 icmp30
nw_src=192.1

68.8.1
192.168.8.1 0

nw_dst=192.16

8.8.50
192.168.8.50

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.18: Measure of Central Tendency and Variability of Dataflow of 58956 bytes of Traffic to
the Gateway Node and 256M Bandwidth-Limit on the Network (T2U2) on Performance of SDN

T2 U2 SW T PN BN IA PI FS FD

mean 58956 256 4.79 9.62 2846.29 4275419.88 2.38 26.16 0.18 0.18

std 0 0 2.59 7.52 14497.72 21974559.8 3.05 8.35 0.39 0.39

min 58956 256 1 0 0 0 0 2 0 0
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25% 58956 256 3 3.54 3 198 0 29 0 0

50% 58956 256 5 8.04 10 1241 1 29 0 0

75% 58956 256 7 13.21 47 34806 5 30 0 0

max 58956 256 9 30.45 135554 204957648 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 8846.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.

Figure 4.23: Data-flow Density in Open-flow Switch for 58956 bytes of Traffic to the
Gateway Node and 256M Bandwidth-Limit on the Network (T2U2)
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Figure 4.24 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.19 shows the measures

of correlation between pairs of data in 58956 bytes of traffic to the gateway node and the 256M

Bandwidth-Limit on the network (T2U2) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS

had a strong positive correlation with FD. A further consideration for only numerical features of the

T2U2 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.25.
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Figure 4.24: Data-flow across LANs, SDN and Internet for 58956 bytes of traffic to the
gateway node and 256M Bandwidth-Limit on the network (T2U2)

Table 4.19: Correlation Matrix of Dataflow of 58956 bytes of Traffic to the Gateway Node and
256M Bandwidth-Limit on the Network (T2U2) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T 0 1

PN 0.06 0.26 1

BN 0.06 0.26 1 1
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IA -0.01 0.03 -0.15 -0.15 1

PI -0.48 0 -0.05 -0.06 0.01 1

FS -0.06 -0.28 -0.09 -0.09 0.34 0 1

FD -0.06 -0.28 -0.09 -0.09 0.34 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.25: Strongly Correlated Values from the Numerical Features in T2U2 Dataframe

4.4.6 Dataflow Features from a Dataset of 58956 bytes of Traffic to the Gateway Node and
512M Bandwidth-Limit on the Network (T2U3) on the Performance of Software-Defined
Network
Table 4.20 shows the dataflow features of traffic from LAN and SDN to the Internet due to the

treatment of 58956 bytes (T2) as traffic that floods the gateway node and 512M Bandwidth-Limit

(U3) on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 8075 rows Õ 15 columns



153

with 8075 non-null for each parameter from the dataset. Table 4.21 shows the count of the number

of elements in 58956 bytes of traffic to the gateway node and 512M Bandwidth-Limit on the

network (T2U3) dataset, measure of central tendency (that is mean) and variability (that is standard

deviation), minimum, first quartile (25 %), second quartile (50 %), third quartile (75 %) and

maximum of dataflow of T2U3 for the switches (SW), duration of packet spent on the flow (T),

number of packets (PN) and bytes (BN) on the flow, idle age (IA), input port (PI), flow type from

the source (FS) and destination (FD) nodes on performance of SDN. Figure 4.26 shows the density

of the switch (open-flow switch) involved in dataflow for 58956 bytes of traffic to the gateway node

and the 512M Bandwidth-Limit on the network (T2U3). The results showed that the dataflow for

58956 bytes of traffic to the gateway node and 512M Bandwidth-Limit on the network (T2U3)

resulted from 0.00 % density in dataflow for all the switches to the highest 14.00 % density in

switch 3.

Table 4.20: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of
58956 bytes (T2) as Traffic that Flood the Gateway Node and 512M Bandwidth-Limit (U3) on the
Network

T2 U3 SWT PN BN IAPRPIRIFS ANSS FSRIFD ANSD

0 589565122 4.72 1 42 4 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

1 589565122 8.57 1 42 8 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

2 589565122 5.98 1 42 5 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

3 589565122 7.17 1 42 7 arp 11
arp_spa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.16

8.8.228
192.168.8.228

4 589565122 4.14 1 42 4 arp 11arp_spa=192.1 192.168.8.41 1 arp_tpa=192.16192.168.8.228
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68.8.41 8.8.228

... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

8070 589565125 4.58 97 7462 0 tcp 30
nw_src=192.16

8.8.228
192.168.8.228 0

nw_dst=108.17

7.15.108
108.177.15.108

8071 589565126 4.59 97 7462 0 tcp 30
nw_src=192.16

8.8.228
192.168.8.228 0

nw_dst=108.17

7.15.108
108.177.15.108

8072 589565127 4.61 97 7462 0 tcp 30
nw_src=192.16

8.8.228
192.168.8.228 0

nw_dst=108.17

7.15.108
108.177.15.108

8073 589565121 28.95 97414161961 tcp 30
nw_src=108.17

7.15.108
108.177.15.1080

nw_dst=192.16

8.8.228
192.168.8.228

8074 589565123 4.89 99368286 0 tcp 30
nw_src=192.16

8.8.228
192.168.8.228 0

nw_dst=192.16

8.8.41
192.168.8.41

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.21: Measure of Central Tendency and Variability of Dataflow of 58956 bytes of Traffic to
the Gateway Node and 512M Bandwidth-Limit on the Network (T2U3) on Performance of SDN

T2 U3 SW T PN BN IA PI FS FD

mean 58956 512 4.82 9.88 2544.85 3888226.67 2.68 26.18 0.15 0.15

std 0 0 2.59 7.36 13383.43 20306180.82 3.12 8.37 0.36 0.36

min 58956 512 1 0 0 0 0 2 0 0

25% 58956 512 3 4.32 4 368 0 29 0 0

50% 58956 512 5 8.1 11 1470 1 29 0 0
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75% 58956 512 7 13.85 46 22724 5 30 0 0

max 58956 512 9 30.34 127051 192101112 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 8075.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.

Figure 4.26: Data-flow density in open-flow switch for 58956 bytes of traffic to the gateway
node and 512M Bandwidth-Limit on the network (T2U3)
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Figure 4.27 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.22 shows the measures

of correlation between pairs of data in 58956 bytes of traffic to the gateway node and the 512M

Bandwidth-Limit on the network (T2U3) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS

had a strong positive correlation with FD. A further consideration for only numerical features of the

T2U3 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.28.
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Figure 4.27: Data-flow across LANs, SDN and Internet for 58956 bytes of Traffic to the
Gateway Node and 512M Bandwidth-Limit on the Network (T2U3)

Table 4.22: Correlation Matrix of Dataflow of 58956 bytes of Traffic to the Gateway Node and
512M Bandwidth-Limit on the Network (T2U3) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T 0 1
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PN 0.05 0.26 1

BN 0.05 0.26 1 1

IA -0.01 0.06 -0.16 -0.16 1

PI -0.48 -0.01 -0.06 -0.06 0.02 1

FS -0.07 -0.27 -0.08 -0.08 0.26 0 1

FD -0.07 -0.27 -0.08 -0.08 0.26 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.28: Strongly Correlated Values from the Numerical Features in T2U3 Dataframe

4.4.7 Dataflow Features from a Dataset of 65507 bytes of Traffic to the Gateway Node and 1M
Bandwidth-Limit on the Network (T3U1) on the Performance of Software-Defined Network
Table 4.23 shows the dataflow features of traffic from LAN and SDN to the Internet due to

treatment of 65507 bytes (T3) as traffic that floods the gateway node and 1M Bandwidth-Limit

(U1) on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 9831 rows Õ 15 columns
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with 9831 non-null for each of the parameters from the dataset. Table 4.24 shows the count of the

number of elements in 65507 bytes of traffic to the gateway node and 1M Bandwidth-Limit on the

network (T3U1) dataset, a measure of central tendency (that is mean) and variability (that is

standard deviation), minimum, first quartile (25 %), second quartile (50 %), third quartile (75 %)

and maximum of dataflow of T3U1 for the switches (SW), duration of packet spent on the flow (T),

number of packets (PN) and bytes (BN) on the flow, idle age (IA), input port (PI), flow type from

the source (FS) and destination (FD) nodes on performance of SDN. Figure 4.29 shows the density

of the switch (open-flow switch) involved in dataflow for 65507 bytes of traffic to the gateway node

and 1M Bandwidth-Limit on the network (T3U1). The results showed that the dataflow for 65507

bytes of traffic to the gateway node and 1M Bandwidth-Limit on the network (T3U1) resulted from

0.00 % density in dataflow for all the switches to the highest 14.50 % density in switch 3.

Table 4.23: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of
65507 bytes (T3) as Traffic that Flood the Gateway Node and 1M Bandwidth-Limit (U1) on the
Network

T3 U1SWT PN BN IAPR PIRIFS ANSS FSRIFD ANSD

0 655071 2 0.2 1 42 0 arp 11arp_spa=192.168.8.41 192.168.8.41 1
arp_tpa=192.168

.8.228

192.16

8.8.22

8

1 655071 2 0 1 1514 0 tcp 11nw_src=192.168.8.41 192.168.8.41 0
nw_dst=192.168

.8.228

192.16

8.8.22

8

2 655071 2 9.27 1 42 9 arp 11arp_spa=192.168.8.41 192.168.8.41 1
arp_tpa=192.168

.8.228

192.16

8.8.22

8

3 655071 2 0.75 1 42 0 arp 11arp_spa=192.168.8.41 192.168.8.41 1 arp_tpa=192.168192.16
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.8.228 8.8.22

8

4 655071 2 9.81 1 42 9 arp 11arp_spa=192.168.8.41 192.168.8.41 1
arp_tpa=192.168

.8.228

192.16

8.8.22

8

... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

9826655071 6 19.9497 7909 6 tcp 30nw_src=192.168.8.228192.168.8.2280
nw_dst=108.177

.15.108

108.17

7.15.1

08

9827655071 7 19.9597 7909 6 tcp 30nw_src=192.168.8.228192.168.8.2280
nw_dst=108.177

.15.108

108.17

7.15.1

08

9828655071 8 19.9697 7909 6 tcp 30nw_src=192.168.8.228192.168.8.2280
nw_dst=108.177

.15.108

108.17

7.15.1

08

9829655071 1 20.9998214628780 icmp30nw_src=192.168.8.1 192.168.8.1 0
nw_dst=192.168

.8.50

192.16

8.8.50

9830655071 1 20.7898314654770 icmp30nw_src=192.168.8.1 192.168.8.1 0
nw_dst=192.168

.8.50

192.16

8.8.50

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Table 4.24: Measure of Central Tendency and Variability of Dataflow of 65507 bytes of Traffic to
the Gateway Node and 1M Bandwidth-Limit on the Network (T3U1) on Performance of SDN

T3 U1 SW T PN BN IA PI FS FD

MEAN 65507 1 4.83 10.31 1402.96 3062072.19 2.43 26.17 0.14 0.14

STD 0 0 2.59 7.45 5796.03 16483126.87 3 8.39 0.35 0.35

MIN 65507 1 1 0 0 0 0 2 0 0

25% 65507 1 3 4.64 2 148 0 29 0 0

50% 65507 1 5 8.49 8 872 1 29 0 0

75% 65507 1 7 15.25 30 5882.5 5 30 0 0

MAX 65507 1 9 30.39 48158 142759370 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 9831.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.
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Figure 4.29: Data-flow Density in Open-flow Switch for 65507 bytes of Traffic to the
Gateway Node and 1M Bandwidth-Limit on the Network (T3U1)

Figure 4.30 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.25 shows the measures

of correlation between pairs of data in 65507 bytes of traffic to the gateway node and 1M

Bandwidth-Limit on the network (T3U1) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS
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had a strong positive correlation with FD. A further consideration for only numerical features of the

T3U1 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.31.

Figure 4.30: Data-flow across LANs, SDN and Internet for 65507 bytes of Traffic to the
Gateway Node and 1M Bandwidth-Limit on the Network (T3U1)

Table 4.25: Correlation Matrix of Dataflow of 65507 bytes of Traffic to the Gateway Node and 1M
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Bandwidth-Limit on the Network (T3U1) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T 0 1

PN 0.06 0.33 1

BN 0.05 0.25 0.34 1

IA -0.01 0 -0.19 -0.15 1

PI -0.48 -0.01 -0.02 -0.06 0.01 1

FS -0.07 -0.26 -0.1 -0.07 0.34 0 1

FD -0.07 -0.26 -0.1 -0.07 0.34 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.31: Strongly Correlated Values from the Numerical Features in T3U1 Dataframe

4.4.8 Dataflow Features from a Dataset of 65507 bytes of Traffic to the Gateway Node and
256M Bandwidth-Limit on the Network (T3U2) on the Performance of Software-Defined
Network
Table 4.26 shows the dataflow features of traffic from LAN and SDN to the Internet due to

treatment of 65507 bytes (T3) as traffic that floods the gateway node and 256M Bandwidth-Limit

(U2) on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 6313 rows Õ 15 columns
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with 6313 non-null for each parameter from the dataset. Table 4.27 shows the count of the number

of elements in 65507 bytes of traffic to the gateway node and 256M Bandwidth-Limit on the

network (T3U2) dataset, a measure of central tendency (that is mean) and variability (that is

standard deviation), minimum, first quartile (25 %), second quartile (50 %), third quartile (75 %)

and maximum of dataflow of T3U2 for the switches (SW), duration of packet spent on the flow (T),

number of packets (PN) and bytes (BN) on the flow, idle age (IA), input port (PI), flow type from

the source (FS) and destination (FD) nodes on performance of SDN. Figure 4.32 shows the density

of the switch (open-flow switch) involved in dataflow for 65507 bytes of traffic to the gateway node

and the 256M Bandwidth-Limit on the network (T3U2). The results showed that the dataflow for

65507 bytes of traffic to the gateway node and 256M Bandwidth-Limit on the network (T3U2)

resulted from 0.00 % density in dataflow for all the switches to the highest 15.00 % density in

switch 3.

Table 4.26: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of
65507 bytes (T3) as Traffic that Flood the Gateway Node and 256M Bandwidth-Limit (U2) on the
Network

T3 U2 SWT PN BN IAPRPIRIFS ANSS FSRIFD ANSD FD

0 655072562 8.56 1 42 8 arp 11
arp_pa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

1 655072562 4.94 1 42 4 arp 11
arp_pa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

2 655072562 2.1 1 42 2 arp 11
arp_pa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

3 655072562 1.09 1 42 1 arp 11
arp_pa=192.1

68.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

4 655072562 6.08 1 42 6 arp 11arp_pa=192.1 192.168.8.41 1 arp_tpa=192.1192.168.8.2281
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68.8.41 68.8.228

... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

6308655072563 8 999660820 tcp 30
nw_rc=192.16

8.8.228
192.168.8.2280

nw_dt=192.16

8.8.41
192.168.8.41 0

6309655072564 8.01 999660820 tcp 30
nw_rc=192.16

8.8.228
192.168.8.2280

nw_dt=192.16

8.8.41
192.168.8.41 0

6310655072565 8.03 999660820 tcp 30
nw_rc=192.16

8.8.228
192.168.8.2280

nw_dt=192.16

8.8.41
192.168.8.41 0

6311655072567 8.06 999660820 tcp 30
nw_rc=192.16

8.8.228
192.168.8.2280

nw_dt=192.16

8.8.41
192.168.8.41 0

6312655072568 8.08 999660820 tcp 30
nw_rc=192.16

8.8.228
192.168.8.2280

nw_dt=192.16

8.8.41
192.168.8.41 0

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.27: Measure of Central Tendency and Variability of Dataflow of 65507 bytes of Traffic to
the Gateway Node and 256M Bandwidth-Limit on the Network (T3U2) on Performance of SDN

T3 U2 SW T PN BN IA PI FS FD

MEAN 65507 256 4.73 10.33 3879.8 5888352.26 2.47 26.05 0.21 0.21

STD 0 0 2.58 8.12 16734.25 25357288.06 3.02 8.33 0.41 0.41

MIN 65507 256 1 0 0 0 0 2 0 0

25% 65507 256 2 4.05 1 66 0 29 0 0
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50% 65507 256 4 8.16 6 937 1 29 0 0

75% 65507 256 7 15.87 95 16639 5 30 0 0

MAX 65507 256 9 30.21 128862 194839344 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 6313.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.

Figure 4.32: Data-flow Density in Open-flow Switch for 65507 bytes of Traffic to the
Gateway Node and 256M Bandwidth-Limit on the Network (T3U2)

Figure 4.33 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.28 shows the measures
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of correlation between pairs of data in 65507 bytes of traffic to the gateway node and the 256M

Bandwidth-Limit on the network (T3U2) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS

had a strong positive correlation with FD. A further consideration for only numerical features of the

T3U2 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.34.
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Figure 4.33: Data-flow across LANs, SDN and Internet for 65507 bytes of Traffic to the
Gateway Node and 256M Bandwidth-Limit on the Network (T3U2)

Table 4.28: Correlation Matrix of Dataflow of 65507 bytes of Traffic to the Gateway Node and
256M Bandwidth-Limit on the Network (T3U2) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T 0 1

PN 0.07 0.27 1
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BN 0.07 0.27 1 1

IA 0.01 -0.18 -0.18 -0.18 1

PI -0.45 -0.01 -0.07 -0.07 0.02 1

FS -0.07 -0.31 -0.12 -0.12 0.4 0 1

FD -0.07 -0.31 -0.12 -0.12 0.4 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.34: Strongly correlated Values from the Numerical Features in T3U2 Dataframe

4.4.9 Dataflow Features from a Dataset of 65507 bytes of Traffic to the Gateway Node and
512M Bandwidth-Limit on the Network (T3U3) on the Performance of Software-Defined
Network
Table 4.29 shows the dataflow features of traffic from LAN and SDN to the Internet due to the

treatment of 65507 bytes (T3) as traffic that floods the gateway node and 512M Bandwidth-Limit

(U3) on the network as well as non-stop engaging DNS server (8.8.8.8) using default ping on the

performance of SDN. The table revealed that the dataset has a capacity of 5489 rows Õ 15 columns
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with 5489 non-null for each parameter from the dataset. Table 4.30 shows the count of the number

of elements in 65507 bytes of traffic to the gateway node and 512M Bandwidth-Limit on the

network (T3U3) dataset, a measure of central tendency (that is mean) and variability (that is

standard deviation), minimum, first quartile (25 %), second quartile (50 %), third quartile (75 %)

and maximum of dataflow of T3U3 for the switches (SW), duration of packet spent on the flow (T),

number of packets (PN) and bytes (BN) on the flow, idle age (IA), input port (PI), flow type from

the source (FS) and destination (FD) nodes on performance of SDN. Figure 4.35 shows the density

of the switch (open-flow switch) involved in dataflow for 65507 bytes of traffic to the gateway node

and the 512M Bandwidth-Limit on the network (T3U3). The results showed that the dataflow for

65507 bytes of traffic to the gateway node and 512M Bandwidth-Limit on the network (T3U3)

resulted from 0.00 % density in dataflow for all the switches to the highest 15.50 % density in

switch 3.

Table 4.29: Dataflow Features for Traffic from LAN and SDN to Internet due to Treatment of
65507 bytes (T3) as Traffic that flood the Gateway Node and 512M Bandwidth-Limit (U3) on the
Network

T3 U3 SWT PN BN IAPRPIRIFS ANSS FSRIFD ANSD FD

0 655075122 9.79 1 42 9 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

1 655075122 1.33 1 42 1 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

2 655075122 8.95 1 42 8 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

3 655075122 4.69 1 42 4 arp 11
arp_spa=192.

168.8.41
192.168.8.41 1

arp_tpa=192.1

68.8.228
192.168.8.2281

4 655075122 1.81 1 42 1 arp 11arp_spa=192. 192.168.8.41 1 arp_tpa=192.1192.168.8.2281
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168.8.41 68.8.228

... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ...

5484655075124 3.42 994706760 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=192.1

68.8.41
192.168.8.41 0

5485655075125 3.44 997708740 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=192.1

68.8.41
192.168.8.41 0

5486655075127 3.47 997708740 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=192.1

68.8.41
192.168.8.41 0

5487655075126 3.46 999710060 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=192.1

68.8.41
192.168.8.41 0

5488655075128 3.48 999710060 tcp 30
nw_src=192.1

68.8.228
192.168.8.2280

nw_dst=192.1

68.8.41
192.168.8.41 0

where Treatment = TR, switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN,

idleAge = IA, Protocol = PR, inPort = PI, ’Raw IP flow, ARP_spa, Nw_src’ = RIFS, ’arp & nw

SOURCE 1 for ARP_spa, 0 for Nw_src’ = ANSS, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ =

FS, ’Raw IP flow, ARP_spa, Nw_dst’ = RIFD, ’arp & network SOURCE 1 for ARP_spa, 0 for

Nw_dst’ =ANSD, and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD

Table 4.30: Measure of Central Tendency and Variability of Dataflow of 65507 bytes of Traffic to
the Gateway Node and 512M Bandwidth-Limit on the Network (T3U3) on Performance of SDN

T3 U3 SW T PN BN IA PI FS FD

MEAN 65507 512 4.73 11.63 4795.68 7357248.39 2.12 25.95 0.25 0.25

STD 0 0 2.58 8.57 18362.55 27851521.39 3.04 8.37 0.43 0.43

MIN 65507 512 1 0 0 0 0 2 0 0

25% 65507 512 2 4.97 1 66 0 29 0 0



176

50% 65507 512 4 8.84 15 1568 0 29 0 0

75% 65507 512 7 17.8 351 194105 4 30 0 0

MAX 65507 512 9 30.33 128048 193608576 10 30 1 1

Note: count for SW, T, PN, BN, IA, PI, FS and FD = 5489.00

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS and ’FLOW, 1 for

ARP_spa, 0 for Nw_dst, = FD.

Figure 4.35: Data-flow Density in Open-flow Switch for 65507 bytes of Traffic to the
Gateway Node and 512M Bandwidth-Limit on the Network (T3U3)

Figure 4.36 shows the pattern results on the features of SW, T, PN, BN, IA, PI, FS, and FD

elements in the data flow. T, PN, BN, and IA had the same features. Table 4.31 shows the measures
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of correlation between pairs of data in 65507 bytes of traffic to the gateway node and the 512M

Bandwidth-Limit on the network (T3U3) dataset. Results of the analysis showed that T, PN, BN,

IA, FS, and FD had no apparent relationship with SW, while PI had a weak negative correlation

with SW. PN, BN, IA, and PI had no apparent relationship with T, while FS and FD had a weak

negative correlation with T. BN, IA, PI, FS, and FD had no apparent relationship with PN. IA, PI,

FS, and FD had no apparent relationship with BN. PI had no apparent relationship with IA, while

FS and FD had a positive correlation with IA. FS and FD had no apparent relationship with PI. FS

had a strong positive correlation with FD. A further consideration for only numerical features of the

T3U3 data frame revealed that PN and BN are strongly correlated, as shown in Figure 4.37.
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Figure 4.36: Data-flow across LANs, SDN and Internet for 65507 bytes of Traffic to the
gateway Node and 512M Bandwidth-Limit on the Network (T3U3)

Table 4.31: Correlation Matrix of Dataflow of 65507 bytes of Traffic to the Gateway Node and
512M Bandwidth-Limit on the Network (T3U3) on Performance of SDN

SW T PN BN IA PI FS FD

SW 1

T 0 1

PN 0.08 0.26 1
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BN 0.08 0.27 1 1

IA -0.01 -0.22 -0.18 -0.18 1

PI -0.44 -0.01 -0.07 -0.08 0.01 1

FS -0.04 -0.42 -0.15 -0.15 0.51 0 1

FD -0.04 -0.42 -0.15 -0.15 0.51 0 1 1

where switch = SW, Time(s) = T, packetsNumber = PN, bytesNumber = BN, idleAge = IA,

Protocol = PR, inPort = PI, ’FLOW, 1 for ARP_spa, 0 for Nw_src’ = FS, ’Raw IP flow, ARP_spa,

Nw_dst’ = RIFD and ’FLOW, 1 for ARP_spa, 0 for Nw_dst, = FD
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Figure 4.37: Strongly correlated values from the numerical features in T3U3 dataframe

4.5 Evaluation of Combined Machine Learning Model using a Dataset on the Influence of
Background-Traffic and Bandwidth-Limit on the Performance of Software-Defined Network
This section presents the results and discussion of evaluating combined machine learning model

using a dataset that explores the combined influence of Background-Traffic and Bandwidth-Limit

on the performance of Software-Defined Network (SDN). Nine datasets were analyzed to

understand the flow of traffic from LANs and SDN to the internet. This section provides response

to the research question raised: How can machine learning models accurately predict network
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performance under varying conditions of background traffic and bandwidth limitations for

optimized network performance in real time? The integration of various machine learning models

including MLP, KNN, SVM_RBF, DT, and RF significantly impacts the prediction of network

performance under varying conditions of background traffic and bandwidth limitations, as indicated

by the presented results. The 5Stacked model, combining all these models, consistently

demonstrated the highest performance across different metrics, such as Accuracy, MCC, and F1

scores. This suggests that the ensemble approach, leveraging the strengths of multiple models,

provide more accurate and reliable predictions for optimizing network performance in real-time.

However, the MLP model alone often showed the lowest performance, indicating the importance of

model selection and combination in achieving optimal results. These findings underscore the

potential of machine learning models in enhancing the efficiency and responsiveness of Software-

Defined Network systems under diverse operational conditions.

4.5.1 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
64 bytes of Traffic to the Gateway Node and 1M Bandwidth-Limit on the Network (T1U1) on
the Performance of Software-Defined Network
Results in Table 4.32 and Figure 4.38 show that model MLP for T1U1 with the 65 % of the dataset

for training had the least performance in MCC (74.89 %), F1 score (80.69 %) and Accuracy score

(81.28 %) while 5Stacked model, the model obtained from the stack of KNN; SVM_RBF; DT; RF;

MLP operation with the 65 % of the dataset for training had the highest performance 100 % for

Accuracy score, MCC and F1 score respectively. The results also show that model SVM_RBF with

the 75 % of the dataset for training had the highest performance in Accuracy (99.99 %); F1

(99.99 %); MCC (99.98 %) while the least performance MCC (65.89 %); F1 (65.93 %); Accuracy

(70.04 %) occurred in model MLP with the 75 % of the dataset for training. The results also

revealed that the least performance MCC (70.28 %), F1 (76.35 %), and Accuracy (77.21 %) also

occurred in model MLP with the 85 % of the dataset for training.
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Table 4.32: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T1U1dataset

T1U1 T1U1 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 97.99 97.29 97.99 98.11 97.45 98.11 98.25 97.64 98.25

SVM_RBF 99.99 99.98 99.99 99.99 99.98 99.99 99.99 99.99 99.99

STACK 99.18 98.91 99.19 99.28 99.04 99.28 99.96 99.94 99.96

3 KNN 97.99 97.29 97.99 98.11 97.45 98.11 98.25 97.64 98.25

SVM_RBF 99.99 99.98 99.99 99.99 99.98 99.99 99.99 99.99 99.99

DT 89.84 86.66 89.73 89.83 86.64 89.73 90.6 87.55 90.45

STACK 99.92 99.89 99.92 99.79 99.72 99.79 99.75 99.67 99.75

5 KNN 97.99 97.29 97.99 98.11 97.45 98.11 98.25 97.64 98.25

SVM_RBF 99.99 99.98 99.99 99.99 99.98 99.99 99.99 99.99 99.99

DT 89.84 86.66 89.73 89.83 86.64 89.73 90.6 87.55 90.45

RF 99.9 99.87 99.9 99.99 99.98 99.99 99.98 99.97 99.98

MLP 81.28 74.89 80.69 70.04 65.89 65.93 77.21 70.28 76.35

STACK 100 100 100 99.98 99.97 99.98 99.99 99.99 99.99
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Figure 4.38: Results on training machine learning models on T1U1 dataset

4.5.2 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
64 bytes of Traffic to the Gateway Node and 256M Bandwidth-Limit on the Network (T1U2)
on the Performance of Software-Defined Network
The results from Table 4.33 and Figure 4.39 show that model SVM_RBF for T1U2 with the 65 %

of the dataset for training had highest performance of 100 % for Accuracy score, MCC and F1 score

respectively. The least performance MCC (36.70 %), F1 (40.73 %), and Accuracy (46.62 %)

occurred in model MLP with 65 % of the dataset for training. The least performance MCC
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(2.03 %)); Accuracy (26.09 %), and F1 (27.68 %) also occurred in model MLP with 75 % of the

dataset for training. Likewise, with the 85 % of the dataset for training, the least performance MCC

(22.79 %), F1 (48.03 %), and Accuracy (48.67 %) also occurred in model MLP.

Table 4.33: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T1U2 Dataset

T1U2 T1U2 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.83 98.2 98.83 98.87 98.25 98.87 98.89 0.98.29 98.89

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.72 99.57 99.72 99.52 99.26 99.52 99.71 99.56 99.71

3 KNN 98.83 98.2 98.83 98.87 98.25 98.87 98.89 98.29 98.89

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 85.15 77.62 80.36 85.13 77.59 80.34 85 77.38 80.21

STACK 99.78 99.66 99.78 99.76 99.63 99.76 99.94 99.91 99.94

5 KNN 98.83 98.2 98.83 98.87 98.25 98.87 98.89 98.29 98.89

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 85.15 77.62 80.36 85.13 77.59 80.34 85 77.38 80.21

RF 100 100 100 99.95 99.92 99.95 99.94 99.91 99.94

MLP 46.62 36.7 40.73 26.09 20.3 0.27.68 48.67 22.79 48.03

STACK 100 100 100 99.98 0.99.97 0.99.98 99.98 99.98 99.98
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Figure 4.39: Results on training machine learning models on T1U2 dataset

4.5.3 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
64 bytes of Traffic to the Gateway Node and 512M Bandwidth-Limit on the Network (T1U3)
on the Performance of Software-Defined Network
The results from Table 4.34 and Figure 4.40 show that model SVM_RBF for T1U3 with the 65 %,

75 %, 85 % of the dataset for training had the highest performance of 100 % for Accuracy score,

MCC and F1 score respectively. The least performance F1 (50.53 %), MCC (52.66 %), and

Accuracy (56.23 %) occurred in model MLP with 75 % of the dataset for training. The least

performance MCC (29.22 %), F1 (49.47 %), and Accuracy (53.45 %) also occurred in model MLP
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with 65 % of the dataset for training. Likewise, with the 85 % of the dataset for training, the least

performance MCC (67.45 %), Accuracy (74.48 %), and F1 (75.83 %) also occurred in model MLP

under 5Stacked operation.

Table 4.34: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T1U3 Dataset

T1U3 T1U3 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.77 98.21 98.77 98.77 98.21 98.76 98.8 98.26 98.8

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.72 99.59 99.72 99.73 99.61 99.73 99.66 99.5 99.66

3 KNN 98.77 98.21 98.77 98.77 98.21 98.76 98.8 98.26 98.8

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 81.76 74.74 79.29 81.26 73.64 79.13 90.57 86.64 89.99

STACK 99.69 99.55 99.69 99.75 99.64 99.75 99.85 99.79 99.86

5 KNN 98.77 98.21 98.77 98.77 98.21 98.76 98.8 98.26 98.8

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 81.76 74.74 79.29 81.26 73.64 79.13 90.57 86.64 89.99

RF 99.98 99.97 99.98 99.88 99.82 99.88 99.93 99.89 99.93

MLP 53.45 29.22 49.47 56.23 52.66 50.53 74.48 67.45 75.83

STACK 100 100 100 100 100 100 100 100 100
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Figure 4.40: Results on training machine learning models on T1U3 dataset

4.5.4 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
58956 bytes of Traffic to the Gateway Node and 1M Bandwidth-Limit on the Network (T2U1)
on the Performance of Software-Defined Network
The results from Table 4.35 and Figure 4.41 show that model SVM_RBF for T2U1 with the 65 %,

75 %, 85 % of the dataset for training had the highest performance of 100 % for Accuracy score,

MCC and F1 score respectively. The lowest performance MCC (49.16 %), Accuracy (72.15 %), and

F1 (73.72 %) occurred in model MLP with 65 % of the dataset for training. The least performance
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MCC (61.45 %), F1 (76.53 %), and Accuracy (83.50 %) also occurred in model MLP under

5Stacked operation with 75 % of the dataset for training. Likewise, with the 85 % of the dataset for

training, the least performance MCC (61.69 %), Accuracy (83.65 %), and F1 (76.70 %) also

occurred in model MLP.

Table 4.35: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T2U1 Dataset

T T2U1 65_35 75_25 85_15

St Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.9 97.59 98.9 99.18 98.2 99.18 99.04 97.9 99.04

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.57 99.05 99.57 99.78 99.52 99.78 99.88 99.74 99.88

3 KNN 98.9 97.59 98.9 99.18 98.2 99.18 99.04 97.9 99.04

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 93.51 85.45 91.69 93.45 85.3 91.62 93.4 85.18 91.56

STACK 99.9 99.78 99.9 99.91 99.81 99.91 99.84 99.66 99.84

5 KNN 98.9 97.59 98.9 99.18 98.2 99.18 99.04 97.9 99.04

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 93.51 85.45 91.69 93.45 85.3 91.62 93.4 85.18 91.56

RF 100 100 100 99.98 99.95 99.98 99.96 99.91 99.96

MLP 72.15 49.16 73.72 83.5 61.45 76.53 83.65 61.69 76.7

STACK 100 100 100 99.96 99.9 99.96 100 100 100

where T= T2U1, St=Stacked
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Figure 4.41: Results on training machine learning models on T2U1 dataset

4.5.5 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
58956 bytes of Traffic to the Gateway Node and 256M Bandwidth-Limit on the Network
(T2U2) on the Performance of Software-Defined Network
The results from Table 4.36 and Figure 4.42 show that model SVM_RBF for T2U2 with the 65 %,

75 %, 85 % of the dataset for training had the highest performance of 100 % for Accuracy score,

MCC and F1 score respectively. The least performance MCC (42.11 %), Accuracy (59.33 %), and

F1 (63.03 %) occurred in model MLP with 65 % of the dataset for training. The least performance

MCC (33.99 %), Accuracy (55.13 %), and F1 (56.56 %) also occurred in model MLP with 75 % of

the dataset for training. Likewise, with the 85 % of the dataset for training, the least performance
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MCC (40.38 %), Accuracy (61.22 %), and F1 (61.22 %) also occurred in model MLP under

5Stacked operation.

Table 4.36: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T2U2 Dataset

T2U2 T2U2 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.83 97.92 98.83 98.96 98.15 98.95 99.02 98.25 99.01

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.74 99.54 99.74 99.37 98.87 99.36 99.76 99.58 99.76

3 KNN 98.83 97.92 98.83 98.96 98.15 98.95 99.02 98.25 99.01

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 91.48 85.14 90.38 91.51 85.21 90.41 91.58 85.34 90.48

STACK 99.9 99.81 99.9 99.88 99.79 99.88 99.88 99.79 99.88

5 KNN 98.83 97.92 98.83 98.96 98.15 98.95 99.02 98.25 99.01

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 91.48 85.14 90.38 91.51 85.21 90.41 91.58 85.34 90.48

RF 99.93 99.88 99.93 99.95 99.92 99.95 99.95 99.91 99.95

MLP 59.33 42.11 63.03 55.13 33.99 56.56 61.22 40.38 61.22

STACK 99.98 99.97 99.98 99.98 99.97 99.98 99.99 99.98 99.99
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Figure 4.42: Results on training machine learning models on T2U2 dataset

4.5.6 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
58956 bytes of Traffic to the Gateway Node and 512M Bandwidth-Limit on the Network
(T2U3) on the Performance of Software-Defined Network
The results from Table 4.37 and Figure 4.43 show that the 5Stacked model obtained from the stack

of KNN; SVM_RBF, DT, RF; MLP operation for T2U3 with the 65 %, 75 %, 85 % of the dataset

for training had the highest performance of 100 %, 99.9 %, 99.9 % for Accuracy score, MCC and

F1 score respectively. The least performance MCC (63.22 %), F1 (80.36 %), and Accuracy
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(80.68 %) occurred in model MLP with 65 % of the dataset for training. The least performance

MCC (40.24 %), Accuracy (64.32 %), and F1 (64.89 %) also occurred in model MLP with 75 % of

the dataset for training. Likewise, with the 85 % of the dataset for training, the least performance

MCC (37.72 %), Accuracy (61.27 %), and F1 (61.57 %) also occurred in model MLP.

Table 4.37: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T2U3 Dataset

T2U3 T2U3 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.89 97.81 98.89 99.01 98.04 99 99.13 98.27 99.12

SVM_RBF 99.98 99.96 99.98 100 100 100 100 100 100

STACK 99.22 98.46 99.21 99.26 98.53 99.25 99.33 98.68 99.32

3 KNN 98.89 97.81 98.89 99.01 98.04 99 99.13 98.27 99.12

SVM_RBF 99.98 99.96 99.98 99.98 99.97 99.98 99.99 99.97 99.99

DT 94.07 88.37 93.48 94.07 88.36 93.48 94.13 88.47 93.55

STACK 99.81 99.62 99.81 99.69 99.38 99.68 99.66 99.34 99.66

5 KNN 98.89 97.81 98.89 99.01 98.04 99 99.13 98.27 99.12

SVM_RBF 99.98 99.96 99.98 99.98 99.97 99.98 100 100 100

DT 94.07 88.37 93.48 94.07 88.36 93.48 94.13 88.47 93.55

RF 99.9 99.81 99.9 99.97 99.93 99.97 99.96 99.91 99.96

MLP 80.68 63.22 80.36 64.32 40.24 64.89 61.27 37.72 61.57

STACK 100 100 100 99.97 99.93 99.97 99.99 99.97 99.99
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Figure 4.43: Results on training machine learning models on T2U3 dataset

4.5.7 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
65507 bytes of Traffic to the Gateway Node and 1M Bandwidth-Limit on the Network (T3U1)
on the Performance of Software-Defined Network
The results from Table 4.38 and Figure 4.44 show that the 5Stacked model obtained from the stack

of KNN; SVM_RBF, DT, RF; MLP operation for T3U1 with the 65 %, 75 %, 85 % of the dataset

for training had the highest performance of 100 % for Accuracy score, MCC and F1 score
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respectively. The least performance MCC (51.98 %), F1 (72.62 %), and Accuracy (78.61 %)

occurred in model MLP with 75 % of the dataset for training. The least performance MCC

(46.73 %), F1 (71.18 %), and Accuracy (76.37 %) also occurred in model MLP under 5Stacked

operation with 65 % of the dataset for training. Likewise, with the 85 % of the dataset for training,

the least performance MCC (35.77 %), Accuracy (61.40 %), and F1 (67.06 %) also occurred in

model MLP.

Table 4.38: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T3U1 Dataset

T3U1 T3U1 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.92 97.83 98.92 98.98 97.96 98.99 99.03 98.05 99.03

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.66 99.31 99.66 99.4 98.81 99.41 99.71 99.42 99.71

3 KNN 98.92 97.83 98.92 98.98 97.96 98.99 99.03 98.05 99.03

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 92.28 84.32 91.73 92.23 84.21 91.66 92.27 84.26 91.62

STACK 99.69 99.37 99.69 99.7 99.4 99.7 99.69 99.37 99.69

5 KNN 98.92 97.83 98.92 98.98 97.96 98.99 99.03 98.05 99.03

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 92.28 84.32 91.73 92.23 84.21 91.66 92.27 84.26 91.62

RF 99.94 99.87 99.94 99.97 99.95 99.97 99.93 99.86 99.93

MLP 76.37 46.73 71.18 78.61 51.98 72.62 61.4 35.77 67.06

STACK 99.98 99.97 99.98 99.97 99.95 99.97 99.98 99.95 99.98
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Figure 4.44: Results on training machine learning models on T3U1 dataset

4.5.8 Results of Evaluation of Combined Machine Learning Model for the Dataset from the
Influence of 65507 bytes of Traffic to the Gateway Node and 256M Bandwidth-Limit on the
Network (T3U2) on the Performance of Software-Defined Network
The results from Table 4.39 and Figure 4.45 show that the 5Stacked model obtained from the stack

of KNN; SVM_RBF, DT, RF; MLP operation for T3U2 with the 65 %, 75 %, 85 % of the dataset

for training had the highest performance of 100 % for Accuracy score, MCC and F1 score

respectively. The least performance MCC (20.00 %), F1 (34.99 %), and Accuracy (36.00 %)

occurred in model MLP with 65 % of the dataset for training. The least performance MCC
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(60.85 %), Accuracy (65.57 %), and F1 (66.38 %) also occurred in model MLP with 75 % of the

dataset for training. Likewise, with the 85 % of the dataset for training, the least performance MCC

(55.33 %), Accuracy (68.65 %), and F1 (68.87 %) also occurred in model MLP.

Table 4.39: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T3U2 Dataset

T3U12 T3U2 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 98.05 97.23 98.05 98.23 97.48 98.22 98.27 97.53 98.26

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.34 99.07 99.34 99.83 99.76 99.83 99.37 99.11 99.37

3 KNN 98.05 97.23 98.05 98.23 97.48 98.22 98.27 97.53 98.26

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 87.47 82.09 87.38 87.45 82.07 87.38 87.64 82.36 87.53

STACK 99.78 99.69 99.78 99.79 99.7 99.79 99.76 99.66 99.76

5 KNN 98.05 97.23 98.05 98.23 97.48 98.22 98.27 97.53 98.26

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 87.47 82.09 87.38 87.45 82.07 87.38 87.64 82.36 87.53

RF 99.98 99.97 99.98 99.94 99.91 99.94 99.94 99.92 99.94

MLP 36 20 34.99 65.57 60.85 66.38 68.65 55.33 68.87

STACK 100 100 100 99.98 99.97 99.98 100 100 100
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Figure 4.45: Results on training machine learning models on T3U2 dataset

4.5.9 Evaluation of Combined Machine Learning Model for the Dataset from the Influence of
65507 bytes of Traffic to the Gateway Node and 512M Bandwidth-Limit on the Network
(T3U3) on the Performance of Software-Defined Network
The results from Table 4.40 and Figure 4.46 show that the SVM_RBF model for T3U3 with the

65 %, 75 %, 85 % of the dataset for training had the highest performance of 100 % for Accuracy

score, MCC and F1 score respectively. The least performance MCC (21.58 %), F1 (36.42 %), and

Accuracy (38.63 %) occurred in model MLP with 65 % of the dataset for training. The least
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performance MCC (50.57 %), Accuracy (60.98 %), and F1 (61.97 %) also occurred in model MLP

with 75 % of the dataset for training. Likewise, with the 85 % of the dataset for training, the least

performance MCC (55.30 %), F1 (59.47 %), and Accuracy (61.07 %) also occurred in model MLP.

Table 4.40: ACC, MCC and F1 Results (%) for Combined KNN, SVM_RBF, DT, RF and MLP
Models for T3U3 Dataset

T3U3 T3U3 65_35 75_25 85_15

Stacked Model ACC MCC F1 ACC MCC F1 ACC MCC F1

2 KNN 97.62 96.65 97.61 97.96 97.13 97.96 97.92 97.07 97.92

SVM_RBF 100 100 100 100 100 100 100 100 100

STACK 99.13 98.79 99.13 99.15 98.81 99.15 99.16 98.83 99.16

3 KNN 97.62 96.65 97.61 97.96 97.13 97.96 97.92 97.07 97.92

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 94.08 91.69 94 93.37 90.66 93.28 93.48 90.82 93.39

STACK 99.52 99.33 99.52 99.51 99.32 99.52 99.4 99.16 99.4

5 KNN 97.62 96.65 97.61 97.96 97.13 97.96 97.92 97.07 97.92

SVM_RBF 100 100 100 100 100 100 100 100 100

DT 94.08 91.69 9400 93.37 90.66 93.28 93.48 90.82 93.39

RF 99.89 99.84 99.89 99.98 99.97 99.98 100 100 100

MLP 38.63 21.58 36.42 60.98 50.57 61.97 61.07 55.3 59.47

STACK 99.92 99.88 99.92 100 100 100 99.98 99.97 99.98
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Figure 4.46: Results on training machine learning models on T3U3 dataset

4.5.10 Combined Machine Learning Models on the Dataset from the Influence of
Background-Traffic to the Gateway Node and Bandwidth-Limit on the Network on the
Performance of Software-Defined Network
Table 4.41 and Figure 4.47 shows the results of combined models KNN+SVM_RBF (2-StkMdl),

KNN + SVM_RBF + DT (3-StkMdl), and KNN+SVM_RBF+DT+RF+MLP (5-StkMdl) with 35 %

dataset for the test. The results revealed that the two stack model with 35 % dataset of 5489 rows
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for testing having 13.6 ± 1.65 s execution time under the treatment T3U3 (i.e 2-SkMdl_35-T3U3)

had the least Accuracy score of 96.46 %. In comparison, the highest Accuracy score of 99.51 %

occurred in the five stack model with a 35 % dataset of 9831 rows for testing having 55.10 ± 15.90

s execution time under the treatment T3U1 (i.e., 5-SkMdl_35-T3U1). The results in Table 4.40

revealed that the two stack model with a 35 % dataset of 6022 rows for testing having 25.1 ± 0.48 s

execution time under the treatment T2U1 (i.e. 2-SkMdl_35-T2U1) had the least MCC (%) score of

94.85 %. In comparison, the highest MCC (%) score of 99.27 % occurred in the five stack model

with a 35 % dataset of 5489 rows for testing having 26.60 ± 0.91 s execution time under the

treatment T3U3 (i.e., 5-SkMdl_35-T3U3). The results in Table 4.40 also revealed that the two stack

models with a 35 % dataset of 5489 rows for testing having 13.60 ± 1.65 s execution time under the

treatment T3U3 (i.e., 2-SkMdl_35-T3U3) had the least F1 score (%) of 96.46 %. In comparison, the

highest F1 score (%) of 99.50 % occurred in the five stack model with a 35 % dataset of 9831 rows

for testing having 55.10 ± 15.90 s execution time under the treatment T3U1 (i.e 5-SkMdl_35-

T3U1).

Table 4.41: Results of combined models KNN+SVM_RBF (2-StkMdl), KNN+SVM_RBF+DT (3-
StkMdl) and KNN+SVM_RBF+DT+RF+MLP (5-StkMdl) with 35 % Dataset for Testing

Stacked model Rows Exec time (s) Acc (%) MCC (%) F1 (%)

2-StkMdl_35-T1U1 10949 38.70 ± 7.16 96.87 95.78 96.88

2-StkMdl_35-T1U2 7772 23.80 ± 1.76 96.88 95.16 96.87

2-StkMdl_35-T1U3 6488 19.50 ± 2.88 97.18 95.89 97.17

2-StkMdl_35-T2U1 6022 25.10 ± 0.48 97.63 94.85 97.65

2-StkMdl_35-T2U2 8846 42.80 ± 6.85 98.32 97.00 98.31

2-StkMdl_35-T2U3 8075 37.40 ± 7.19 97.49 95.02 97.48

2-StkMdl_35-T3U1 9831 40.20 ± 3.79 97.47 94.92 97.49

2-StkMdl_35-T3U2 6313 16.90 ± 2.55 96.52 95.04 96.51
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2-StkMdl_35-T3U3 5489 13.60 ± 1.65 96.46 95.03 96.46

3-StkMdl_35-T1U1 10949 68.00 ± 18.30 98.46 97.61 98.45

3-StkMdl_35-T1U2 7772 54.20 ± 1.61 97.62 96.54 97.62

3-StkMdl_35-T1U3 6488 53.70 ± 2.24 97.62 96.54 97.62

3-StkMdl_35-T2U1 6022 56.80 ± 8.87 98.2 96.05 98.2

3-StkMdl_35-T2U2 8846 67.00 ± 33.30 98.29 96.95 98.27

3-StkMdl_35-T2U3 8075 63.00 ± 28.70 98.48 96.98 98.47

3-StkMdl_35-T3U1 9831 68.00 ± 42.90 97.91 95.78 97.91

3-StkMdl_35-T3U2 6313 48.30 ± 4.98 97.42 96.33 97.42

3-StkMdl_35-T3U3 5489 39.30 ± 0.98 97.5 96.49 97.5

5-StkMdl_35-T1U1 10949 48.40 ± 13.70 98.96 98.59 98.96

5-StkMdl_35-T1U2 7772 36.20 ± 6.08 99.19 98.75 99.19

5-StkMdl_35-T1U3 6488 29.70 ± 1.71 98.99 98.53 98.99

5-StkMdl_35-T2U1 6022 24.60 ± 3.05 99.1 98.04 99.1

5-StkMdl_35-T2U2 8846 39.60 ± 5.24 99.29 98.74 99.29

5-StkMdl_35-T2U3 8075 36.50 ± 5.78 99.12 98.25 99.11

5-StkMdl_35-T3U1 9831 55.10 ± 15.90 99.51 99 99.5

5-StkMdl_35-T3U2 6313 32.30 ± 3.54 98.55 97.94 98.55

5-StkMdl_35-T3U3 5489 26.60 ± 0.91 99.48 99.27 99.48
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Figure 4.47: Results of 35 % T1U1 - T3U3 datasets on testing
2, 3, and 5 Stack Machine learning models

The results from Table 4.42 and Figure 4.48 show that the 5-StkMdl stack model, which combines

KNN, SVM_RBF, DT, RF, and MLP, had the highest Accuracy score of 99.49%, MCC of 99.28%,

and F1 score of 99.49% with an execution time of 24.50 ± 2.35 seconds under treatment T3U3. On

the other hand, the 2-StkMdl model, which combines KNN and SVM_RBF, had the lowest

Accuracy score of 97.40%, MCC of 94.78%, and F1 score of 97.42% with an execution time of

47.70 ± 10.90 seconds under treatment T3U1. All models were tested using a 25% dataset.
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Table 4.42: Results of combined models KNN+SVM_RBF (2-StkMdl), KNN+SVM_RBF+DT (3-
StkMdl) and KNN+SVM_RBF+DT+RF+MLP (5-StkMdl) with 25 % Dataset for Testing

Stacked model Rows Exec time (s) Acc (%) MCC (%) F1 (%)

2-StkMdl_25-T1U1 10949 59.30 ± 19.70 97.19 96.20 97.19

2-StkMdl_25-T1U2 7772 41.70 ± 7.47 97.01 95.39 97.02

2-StkMdl_25-T1U3 6488 32.40 ± 0.66 96.98 95.60 96.98

2-StkMdl_25-T2U1 6022 24.90 ± 3.68 97.88 95.35 97.88

2-StkMdl_25-T2U2 8846 44.20 ± 7.96 98.28 96.93 98.27

2-StkMdl_25-T2U3 8075 43.00 ± 8.47 97.62 95.29 97.62

2-StkMdl_25-T3U1 9831 47.70 ± 10.90 97.40 94.78 97.42

2-StkMdl_25-T3U2 6313 22.00 ± 3.46 96.45 94.96 96.45

2-StkMdl_25-T3U3 5489 20.70 ± 1.76 96.43 94.98 96.43

3-StkMdl_25-T1U1 10949 49.30 ± 11.70 97.88 97.14 97.88

3-StkMdl_25-T1U2 7772 32.30 ± 5.81 98.04 96.98 98.04

3-StkMdl_25-T1U3 6488 24.80 ± 3.04 97.41 96.23 97.41

3-StkMdl_25-T2U1 6022 18.80 ± 1.08 98.07 95.77 98.07

3-StkMdl_25-T2U2 8846 44.70 ± 7.14 98.78 97.82 98.77

3-StkMdl_25-T2U3 8075 42.10 ± 7.06 98.32 96.66 98.31

3-StkMdl_25-T3U1 9831 45.90 ± 8.64 97.88 95.73 97.88

3-StkMdl_25-T3U2 6313 19.60 ± 3.40 97.40 96.31 97.40

3-StkMdl_25-T3U3 5489 20.30 ± 2.13 97.31 96.21 97.30

5-StkMdl_25-T1U1 10949 62.00 ± 17.80 99.27 99.01 99.27

5-StkMdl_25-T1U2 7772 44.40 ± 5.38 99.18 98.73 99.18

5-StkMdl_25-T1U3 6488 36.20 ± 1.52 98.58 97.94 98.57

5-StkMdl_25-T2U1 6022 37.50 ± 7.95 99.07 97.97 99.08

5-StkMdl_25-T2U2 8846 53.90 ± 8.83 99.37 98.87 99.37
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5-StkMdl_25-T2U3 8075 52.10 ± 9.83 99.46 98.92 99.45

5-StkMdl_25-T3U1 9831 53.90 ± 12.70 99.47 98.93 99.47

5-StkMdl_25-T3U2 6313 28.70 ± 3.89 98.8 98.29 98.8

5-StkMdl_25-T3U3 5489 24.50 ± 2.35 99.49 99.28 99.49

Figure 4.48: Results of 25 % T1U1 - T3U3 datasets on testing 2,
3, and 5 Stack Machine learning models

The results of the experiments conducted using combined models, KNN+SVM_RBF (2-StkMdl),

KNN+SVM_RBF+DT (3-StkMdl), and KNN+SVM_RBF+DT+RF+MLP (5-StkMdl) with a 15%

dataset for testing, are presented in Table 4.43 and Figure 4.49. The results indicate that the stack

model 5-SkMdl achieved the highest accuracy score of 99.66%, MCC score of 99.32%, F1 score of
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99.66%, and an execution time of 224.00 ± 53.20 s under treatment T3U1. On the other hand, the

model 2-SkMdl achieved the least accuracy score of 96.20%, MCC score of 94.59%, F1 score of

96.19%, and an execution time of 224.00 ± 53.20 s under the treatment T3U2.

Table 4.43: Results of combined models KNN+SVM_RBF (2-StkMdl), KNN+SVM_RBF+DT (3-
StkMdl) and KNN+SVM_RBF+DT+RF+MLP (5-StkMdl) with 15 % Dataset for Testing

Stacked model Rows Exec time (s) Acc (%) MCC (%) F1 (%)

2-StkMdl_15-T1U1 10949 63.00 ± 14.20 96.90 95.81 96.91

2-StkMdl_15-T1U2 7772 44.10 ± 6.67 97.51 96.15 97.51

2-StkMdl_15-T1U3 6488 29.60 ± 3.69 97.33 96.11 97.33

2-StkMdl_15-T2U1 6022 57.00 ± 5.67 98.23 96.11 98.23

2-StkMdl_15-T2U2 8846 83.00 ± 26.00 98.19 96.77 98.18

2-StkMdl_15-T2U3 8075 82.00 ± 38.20 98.18 96.40 98.18

2-StkMdl_15-T3U1 9831 92.00 ± 34.80 97.76 95.54 97.79

2-StkMdl_15-T3U2 6313 51.80 ± 3.16 96.20 94.59 96.19

2-StkMdl_15-T3U3 5489 43.30 ± 1.16 96.84 95.56 96.84

3-StkMdl_15-T1U1 10949 58.80 ± 16.20 97.69 96.88 97.70

3-StkMdl_15-T1U2 7772 41.00 ± 6.92 98.63 97.88 98.63

3-StkMdl_15-T1U3 6488 29.10 ± 4.03 98.05 97.16 98.04

3-StkMdl_15-T2U1 6022 28.50 ± 4.46 98.78 97.32 98.78

3-StkMdl_15-T2U2 8846 52.10 ± 12.90 98.72 97.72 98.72

3-StkMdl_15-T2U3 8075 46.30 ± 7.06 98.84 97.71 98.84

3-StkMdl_15-T3U1 9831 56.30 ± 7.26 98.17 96.31 98.17

3-StkMdl_15-T3U2 6313 27.50 ± 4.96 97.89 97.00 97.89

3-StkMdl_15-T3U3 5489 20.10 ± 3.21 97.69 96.76 97.69

5-StkMdl_15-T1U1 10949 240.00 ± 60.00 99.15 98.85 99.15
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5-StkMdl_15-T1U2 7772 198.00± 42.70 99.23 98.81 99.22

5-StkMdl_15-T1U3 6488 165.00 ± 32.00 98.56 97.91 98.56

5-StkMdl_15-T2U1 6022 140.00 ± 11.60 99.34 98.54 99.34

5-StkMdl_15-T2U2 8846 221.00 ± 46.30 99.17 98.54 99.17

5-StkMdl_15-T2U3 8075 208.00 ± 33.60 99.17 98.37 99.17

5-StkMdl_15-T3U1 9831 224.00 ± 53.20 99.66 99.32 99.66

5-StkMdl_15-T3U2 6313 122.00 ± 11.70 99.26 98.95 99.26

5-StkMdl_15-T3U3 5489 102.00 ± 7.03 99.15 98.81 99.15

Figure 4.49: Results of 15 % T1U1 - T3U3 datasets for testing 2,
3, and 5 Stack Machine learning models

4.6 Reflection
The findings of the study explore the impact of different networking approaches on the performance
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of packet flow and applications in a computer network. On the bandwidth; the 10,000-byte

application in a hybrid TCN - SDN (A5N2P4) had the lowest bandwidth usage (8.46 Gbps), the

65,507 bytes application in a traditional computer network (A1N0P1) had the highest bandwidth

usage (10.62 Gbps), the trend suggests that fewer packets sent across the network result in higher

bandwidth usage. On the throughput; the 58,956.3 bytes application in a traditional computer

network (A2N0P5) had the lowest throughput (14.14 GB), the 65,507 bytes application in a

traditional computer network (A1N0P1) had the highest throughput (18.52 GB), similar to

bandwidth, fewer packets across the network correlate with higher throughput. On the latency; the

58,956.3 bytes application in a traditional computer network (A2N0P4) had the lowest latency (0.12

ms), the 10,000 bytes application in a hybrid TCN - SDN (A5N2P2) had the highest latency (0.55

ms). The results suggest that a combination of traditional and SDN networks may lead to increased

latency. On the jitter; the 10,000 bytes application in a traditional computer network (A5N0P1) had

the lowest jitter (0.001 ms), the 52,405.6 bytes application in a hybrid TCN - SDN (A3N2P2) had

the highest jitter (0.008 ms). The findings indicate that a non-homogeneous computer network may

increase jitter, impacting network performance. The ANOVA Results show Latency, bandwidth,

and throughput significantly affect packets sent, network type, and application. Jitter has a partially

significant effect on these factors. Duncan’s Multiple Range Test revealed that Applications, the

number of packets, and the type of network significantly influence latency, bandwidth, throughput,

and jitter. The study at this stage highlights the trade-offs between different networking approaches

concerning bandwidth usage, throughput, latency, and jitter. The results emphasize the importance

of considering network type, packet size, and application characteristics in optimizing computer

network performance.

On the study of the impact of Background-Traffic and Bandwidth-Limits on latency, throughput,

jitter, datagrams loss, and other performance metrics of Software-Defined Network (SDN) the

results demonstrated that higher UDP Bandwidth-Limits corresponded to higher TCP bandwidth
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effects, particularly noticeable during email downloads and web browsing. The subsequent results

presented similar trends for throughput, jitter, datagrams loss, and latency. Notably, higher UDP

Bandwidth-Limits were associated with increased throughput and datagrams loss, while the

relationship with latency varied. The ANOVA results confirmed the significance of Background-

Traffic and Bandwidth-Limits on TCP bandwidth, throughput, and latency. Additionally, Duncan’s

multiple range test detailed specific differences between Background-Traffic types and Bandwidth-

Limits for each performance metric, providing a comprehensive understanding of their individual

and interactive effects on SDN performance.

The study also explores data flow features in a Software-Defined Network (SDN) environment

across diverse traffic and bandwidth conditions. The dataset comprises scenarios representing

combinations of traffic types and Bandwidth-Limits, each with 15 parameters. Notably, all datasets

exhibit non-null values for specific rows. Dataflow features include switches, duration of packet

flow, number of packets, bytes on the flow, idle age, input port, flow type from source, and flow

type to destination. Specific analyses for different datasets reveal insights into the relationship

between dataflow features under specific conditions. For instance, the T1U2 dataset investigates 64

bytes of traffic to the gateway node with a 256M Bandwidth-Limit, showing a density of switches

ranging from 0.00% to 13.50%. Correlation analyses consistently highlight strong relationships,

particularly between the number of packets and bytes in the flow. Similar analyses are conducted

for other datasets, varying traffic types and Bandwidth-Limits. Overall, the findings emphasize the

influence of traffic type and Bandwidth-Limit on dataflow features in an SDN environment. The

consistent strong correlation between the number of packets and bytes suggests a potential intrinsic

relationship. These results contribute valuable insights into how different traffic and bandwidth

conditions impact the performance and characteristics of data flow in a Software-Defined Network

environment.

In the evaluation of a stack machine learning model for different datasets reflecting the influence of
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traffic and bandwidth on Software-Defined Network (SDN), various models and stacking

configurations were tested. For instance, in T1U1, the 5Stacked model, comprised of KNN,

SVM_RBF, DT, RF, and MLP, demonstrated optimal performance with 100% accuracy, MCC, and

F1 score. However, the MLP model under 5Stacked with 35% testing data had the least

performance across metrics. Similar trends were observed in T1U2 and T1U3, with SVM_RBF

consistently outperforming, and MLP under 5Stacked consistently exhibiting lower metrics,

especially with smaller testing datasets. The evaluation extended to T2U1, T2U2, and T2U3, where

SVM_RBF again showed superior performance, while MLP under 5Stacked consistently had the

lowest metrics. The pattern persisted in T3U1, T3U2, and T3U3, with SVM_RBF excelling and

MLP under 5Stacked consistently performing poorly, particularly with reduced testing datasets.

These results underscore the sensitivity of the model’s performance to both the traffic conditions

and Bandwidth-Limits in SDN environments.

The combined machine learning models, including 2-StkMdl (KNN+SVM_RBF), 3-StkMdl

(KNN+SVM_RBF+DT), and 5-StkMdl (KNN+SVM_RBF+DT+RF+MLP), were evaluated on a

dataset assessing the impact of Background-Traffic to the gateway node and Bandwidth-Limit on

Software-Defined Network performance. Results revealed that the 5-StkMdl with a 35% dataset had

the highest Accuracy score of 99.51%, MCC score of 99.27%, and F1 score of 99.50%, with an

execution time of 55.10 ± 15.90 seconds under treatment T3U1. Conversely, the 2-StkMdl with a

35% dataset exhibited the lowest Accuracy score of 96.46%, MCC score of 94.85%, and F1 score

of 96.46%, with an execution time of 13.60 ± 1.65 seconds under treatment T3U3. Results further

highlighted the superiority of the 5-StkMdl, achieving the highest scores across all metrics

(Accuracy: 99.49%, MCC: 99.28%, F1: 99.49%) with an execution time of 24.50 ± 2.35 seconds

under treatment T3U3. In addition, experiments with a 15% dataset showed the 5-StkMdl with an

accuracy of 99.66%, MCC of 99.32%, and F1 score of 99.66%, outperforming the 2-StkMdl with

an accuracy of 96.20%, MCC of 94.59%, and F1 score of 96.19% under treatment T3U1, both
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having an execution time of 224.00 ± 53.20 seconds.

The 5-stacked model, integrating KNN, SVM_RBF, DT, RF, and MLP, achieved optimal

performance with 100% accuracy, MCC, and F1 score in certain scenarios, notably outperforming

previous SVM classification algorithms used in SDN environments, which achieved an average

accuracy of 95.24%3. MLP component underperformed consistently across different scenarios,

especially with smaller testing datasets. There was a noticeable impact of dataset size on model

performance, with smaller testing datasets often resulting in lower metrics across all models, but

particularly affecting MLP in the 5Stacked configuration. The 5-stacked model (KNN, SVM_RBF,

DT, RF, MLP) achieved 100% accuracy, MCC, and F1 score, notably outperforming previous

methods in detecting DDoS attacks in SDN that classify and identify attack flows with an accuracy

rate of 99%4. Also The 5-stacked model (KNN, SVM_RBF, DT, RF, MLP) achieved perfect scores

of 100% in accuracy, MCC, and F1, outperforming the model from the fourteen NASA datasets

with accuracy from 70.18% to 99.80%5. The 5-stacked model (KNN, SVM_RBF, DT, RF, MLP)

achieved perfect scores, with 100% accuracy, MCC, and F1 score, outperforming other models in

detecting DDoS attacks in Software-Defined Networks (SDNs) using the Random Forest classifier,

with features selected by the Recursive Feature Elimination (RFE) method, achieved 99.97%

accuracy, highlighting the effectiveness of 5-stacked model (KNN, SVM_RBF, DT, RF, MLP)6.

h
h
h
h
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Chapter Five

Conclusion
This chapter offers recommendations for addressing the identified problem, summarizes the study’s

analysis and interpretation, and suggests directions for future research. Moreover, it discusses the

research’s implications and contributions to the knowledge base on computer network constraints,

computer network datasets, and the application of machine learning for developing models to

enhance computer network performance.

5.1 Summary of Results
The first study investigates the impact of different networking approaches on computer network

performance. It reveals that a hybrid TCN with SDN exhibits lower bandwidth usage but higher

latency compared to traditional networks. Throughput and jitter are influenced by packet size and

network type, with non-homogeneous networks potentially increasing jitter. The results underscore

the trade-offs between networking approaches and emphasize the need to consider network type,

packet size, and application characteristics for optimal performance. The second study focuses on

the effects of Background-Traffic and Bandwidth-Limits on SDN performance, demonstrating that

higher UDP bandwidth corresponds to increased TCP effects. ANOVA results confirm the

significance of these factors on TCP bandwidth, throughput, and latency. The third study explores

data flow features in an SDN environment, revealing strong correlations between the number of

packets and bytes. The final study evaluates machine learning models for SDN performance under

different traffic and bandwidth conditions, highlighting the sensitivity of model performance to

these variables. The 5-StkMdl proves superior, achieving high Accuracy, MCC, and F1 scores

across various scenarios.
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5.2 Recommendations
The study delves into the nuanced dynamics of networking approaches, specifically focusing on

traditional, hybrid, and software-defined networking (SDN) environments. The findings underscore

significant correlations between packet flow and application performance metrics such as

bandwidth usage, throughput, latency, and jitter. Notably, the hybrid TCN with SDN exhibited the

lowest bandwidth usage, while traditional networks showed higher throughput but at the cost of

increased latency. The introduction of SDN brought forth notable influences on latency, throughput,

and jitter, particularly under varying UDP Bandwidth-Limits. The study further scrutinizes data

flow features in an SDN context, revealing strong correlations between the number of packets and

bytes in the flow, with implications for performance optimization. Machine learning models,

particularly the 5-StkMdl, emerged as powerful tools for predicting SDN performance under

different traffic and bandwidth conditions, emphasizing the intricate relationship between model

sensitivity, traffic patterns, and Bandwidth-Limitations. Overall, these findings provide valuable

insights into the trade-offs and considerations necessary for optimizing computer network

performance in diverse and evolving environments. The study delves into the impact of different

networking approaches on computer network performance, focusing on bandwidth usage,

throughput, latency, and jitter. Findings indicate that a hybrid TCN with SDN exhibits lower

bandwidth usage but may lead to increased latency, emphasizing trade-offs between networking

approaches. Another investigation into SDN explores the influence of Background-Traffic and

Bandwidth-Limits on latency, throughput, jitter, and datagram loss. Results show higher UDP

Bandwidth-Limits correlate with increased TCP effects, with nuanced effects on latency. The study

extends to data flow features in an SDN environment, revealing the influence of traffic type and

Bandwidth-Limits on switches, packet flow duration, and other parameters. Correlation analyses

underscore strong relationships between the number of packets and bytes in the flow. Additionally,

a stack machine learning model evaluation showcases varying performance across traffic conditions

and Bandwidth-Limits, with SVM_RBF consistently outperforming, and MLP underperforming,
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highlighting the model’s sensitivity to these variables. Finally, combined machine learning models

demonstrate that the 5-StkMdl excels, achieving high accuracy, MCC, and F1 scores across diverse

treatments, showcasing its robust performance under different conditions. These findings

collectively contribute valuable insights into optimizing computer network performance in diverse

scenarios.

5.3 Contribution to Knowledge
The first study significantly contributes to our understanding of computer network performance by

investigating the impact of different networking approaches on key metrics such as bandwidth,

throughput, latency, and jitter. The findings reveal nuanced relationships between network types,

packet sizes, and applications. The study underscores the trade-offs associated with various

networking strategies and highlights the importance of considering network type, packet size, and

pplication characteristics in optimizing computer network performance. Additionally, the statistical

analyses, including ANOVA and Duncan’s Multiple Range Test, provide a robust framework for

assessing the significance of different factors.

In the second study, the examination of Background-Traffic and Bandwidth-Limits on the

performance metrics of software-defined networking (SDN) adds valuable insights to the field. The

study unveils complex relationships between UDP Bandwidth-Limits and TCP bandwidth effects,

particularly during specific tasks like email downloads and web browsing. The significance of

Background-Traffic and Bandwidth-Limits on TCP bandwidth, throughput, and latency is

confirmed through ANOVA results. Furthermore, Duncan’s multiple range test offers a detailed

understanding of the specific effects of different traffic types and Bandwidth-Limits on various

performance metrics, providing a comprehensive view of their individual and interactive impacts on

SDN performance.

The third study delves into data flow features in an SDN environment across diverse traffic and
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bandwidth conditions. The comprehensive dataset and subsequent analyses reveal the intricate

relationships between dataflow features under specific conditions. The study contributes to our

understanding of how traffic type and Bandwidth-Limit influence data flow characteristics in an

SDN environment. The consistent strong correlation between the number of packets and bytes in

the flow suggests potential intrinsic relationships. These findings offer valuable insights into how

different traffic and bandwidth conditions impact the performance and characteristics of data flow

in SDN, contributing to the optimization of SDN environments.

Lastly, the evaluation of a stack machine learning model for different datasets reflecting the

influence of traffic and bandwidth on SDN performance is a significant contribution. The study not

only tests various models and stacking configurations but also considers the sensitivity of the

model’s performance to different traffic conditions and Bandwidth-Limits. The detailed evaluation

of different models under various conditions provides valuable guidance for choosing appropriate

models in SDN environments. The results underscore the importance of considering both traffic

conditions and Bandwidth-Limits in optimizing machine learning models for SDN performance.

Overall, these studies collectively contribute to the evolving body of knowledge in the field of

computer networks and SDN.

5.4 Suggestions for Further Studies
The research on the impact of different networking approaches offers valuable insights into

optimizing computer network performance. The study establishes that the choice of networking

approach significantly influences bandwidth usage, throughput, latency, and jitter. Notably, a hybrid

TCN with SDN showed promise in minimizing bandwidth usage, while traditional networks

exhibited higher throughput. Latency and jitter were influenced by the combination of traditional

and SDN networks. The findings underscore the importance of considering network type, packet

size, and application characteristics when designing and optimizing computer networks. Future
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studies could delve deeper into the specific configurations and protocols within SDN that contribute

to latency, bandwidth, and jitter variations.

The investigation into the impact of Background-Traffic and Bandwidth-Limits on SDN

performance illuminates critical relationships. Notably, higher UDP Bandwidth-Limits affecting

TCP bandwidth, throughput, and latency during activities such as email downloads and web

browsing are identified. The ANOVA results and Duncan’s multiple range test contribute statistical

rigor, detailing the significance of Background-Traffic types and Bandwidth-Limits on various

performance metrics. This study lays the foundation for more nuanced exploration, such as

nderstanding the dynamic nature of Background-Traffic and its impact on specific SDN

applications. The exploration of data flow features in an SDN environment provides a granular

understanding of how traffic type and Bandwidth-Limit influence switches, packet flow duration,

and other parameters. The consistent strong correlation between the number of packets and bytes

suggests intrinsic relationships that warrant further investigation. This study’s focus on diverse

traffic and bandwidth conditions opens avenues for future research to delve into the specifics of

how certain conditions impact data flow characteristics. Additionally, applying machine learning

techniques to predict or optimize data flow features under varying circumstances could be a

promising direction for further inquiry.

The evaluation of stack machine learning models in the context of SDN presents a nuanced

erspective on the sensitivity of model performance to traffic conditions and Bandwidth-Limits. The

consistent outperformance of SVM_RBF and the lower metrics associated with MLP under

5Stacked suggest potential patterns that merit deeper exploration. Future studies could investigate

the interpretability of these models, providing insights into the specific features that contribute to

their varying performances under different traffic and bandwidth scenarios. Furthermore,

understanding how these models generalize across diverse SDN environments and real-world

network configurations could enhance the applicability of the findings.
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The examination of integrated machine learning models sheds light on their efficacy in predicting

SDN performance under varying conditions. The superior performance of the 5-StkMdl across

multiple metrics and datasets indicates its robustness. However, the observed differences in

performance based on dataset sizes and configurations suggest the need for further investigation

into model stability and scalability. Future research could focus on refining these models, exploring

additional features, and considering real-world deployment challenges to enhance the practical

utility of such predictive models in SDN environments.
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Appendices
Appendix A: Topology in Mininet for LANs - SDN - Internet Experiment

#!/usr/bin/env python
from mininet.net import Mininet
from mininet.node import Controller, RemoteController, OVSController
from mininet.node import CPULimitedHost, Host, Node
from mininet.node import OVSKernelSwitch, UserSwitch
from mininet.node import IVSSwitch
from mininet.cli import CLI
from mininet.log import setLogLevel, info
from mininet.link import TCLink, Intf
from subprocess import call
def myNetwork():
net = Mininet( topo=None,

build=False,
ipBase='192.168.8.0/24')

info( '*** Adding controller\n' )
c0=net.addController(name='c0',

controller=RemoteController,
protocol='tcp',
port=6633)

info( '*** Add switches\n')
s1 = net.addSwitch('s1', cls=OVSKernelSwitch)
s2 = net.addSwitch('s2', cls=OVSKernelSwitch)
s3 = net.addSwitch('s3', cls=OVSKernelSwitch)
s4 = net.addSwitch('s4', cls=OVSKernelSwitch)
s5 = net.addSwitch('s5', cls=OVSKernelSwitch)
s6 = net.addSwitch('s6', cls=OVSKernelSwitch)
s7 = net.addSwitch('s7', cls=OVSKernelSwitch)
s8 = net.addSwitch('s8', cls=OVSKernelSwitch)
s9 = net.addSwitch('s9', cls=OVSKernelSwitch)
info( '*** Add hosts\n')

# h1 = net.addHost('h1', cls=Host, ip='192.168.8.1', defaultRoute=None)
# h2 = net.addHost('h2', cls=Host, ip='192.168.8.2', defaultRoute=None)
# h3 = net.addHost('h3', cls=Host, ip='192.168.8.3', defaultRoute=None)
# h4 = net.addHost('h4', cls=Host, ip='192.168.8.4', defaultRoute=None)
# h5 = net.addHost('h5', cls=Host, ip='192.168.8.5', defaultRoute=None)
# h6 = net.addHost('h6', cls=Host, ip='192.168.8.6', defaultRoute=None)
# h7 = net.addHost('h7', cls=Host, ip='192.168.8.7', defaultRoute=None)
# h8 = net.addHost('h8', cls=Host, ip='192.168.8.8', defaultRoute=None)
# h9 = net.addHost('h9', cls=Host, ip='192.168.8.9', defaultRoute=None)
# h10 = net.addHost('h10', cls=Host, ip='192.168.8.10', defaultRoute=None)
# h11 = net.addHost('h11', cls=Host, ip='192.168.8.11', defaultRoute=None)
# h12 = net.addHost('h12', cls=Host, ip='192.168.8.12', defaultRoute=None)
h13 = net.addHost('h13', cls=Host, ip='192.168.8.13', defaultRoute=None)
h14 = net.addHost('h14', cls=Host, ip='192.168.8.14', defaultRoute=None)
h15 = net.addHost('h15', cls=Host, ip='192.168.8.15', defaultRoute=None)
h16 = net.addHost('h16', cls=Host, ip='192.168.8.16', defaultRoute=None)
h17 = net.addHost('h17', cls=Host, ip='192.168.8.17', defaultRoute=None)
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h18 = net.addHost('h18', cls=Host, ip='192.168.8.18', defaultRoute=None)
h19 = net.addHost('h19', cls=Host, ip='192.168.8.19', defaultRoute=None)
h20 = net.addHost('h20', cls=Host, ip='192.168.8.20', defaultRoute=None)
h21 = net.addHost('h21', cls=Host, ip='192.168.8.21', defaultRoute=None)
h22 = net.addHost('h22', cls=Host, ip='192.168.8.22', defaultRoute=None)
h23 = net.addHost('h23', cls=Host, ip='192.168.8.23', defaultRoute=None)
h24 = net.addHost('h24', cls=Host, ip='192.168.8.24', defaultRoute=None)
h25 = net.addHost('h25', cls=Host, ip='192.168.8.25', defaultRoute=None)
h26 = net.addHost('h26', cls=Host, ip='192.168.8.26', defaultRoute=None)
h27 = net.addHost('h27', cls=Host, ip='192.168.8.27', defaultRoute=None)
h28 = net.addHost('h28', cls=Host, ip='192.168.8.28', defaultRoute=None)
h29 = net.addHost('h29', cls=Host, ip='192.168.8.29', defaultRoute=None)
h30 = net.addHost('h30', cls=Host, ip='192.168.8.30', defaultRoute=None)
h31 = net.addHost('h31', cls=Host, ip='192.168.8.31', defaultRoute=None)
h32 = net.addHost('h32', cls=Host, ip='192.168.8.32', defaultRoute=None)
h33 = net.addHost('h33', cls=Host, ip='192.168.8.33', defaultRoute=None)
h34 = net.addHost('h34', cls=Host, ip='192.168.8.34', defaultRoute=None)
h35 = net.addHost('h35', cls=Host, ip='192.168.8.35', defaultRoute=None)
h36 = net.addHost('h36', cls=Host, ip='192.168.8.36', defaultRoute=None)
h37 = net.addHost('h37', cls=Host, ip='192.168.8.37', defaultRoute=None)
h38 = net.addHost('h38', cls=Host, ip='192.168.8.38', defaultRoute=None)
h39 = net.addHost('h39', cls=Host, ip='192.168.8.39', defaultRoute=None)
h40 = net.addHost('h40', cls=Host, ip='192.168.8.40', defaultRoute=None)
h41 = net.addHost('h41', cls=Host, ip='192.168.8.41', defaultRoute=None)
h42 = net.addHost('h42', cls=Host, ip='192.168.8.42', defaultRoute=None)
h43 = net.addHost('h43', cls=Host, ip='192.168.8.43', defaultRoute=None)
h44 = net.addHost('h44', cls=Host, ip='192.168.8.44', defaultRoute=None)
h45 = net.addHost('h45', cls=Host, ip='192.168.8.45', defaultRoute=None)
h46 = net.addHost('h46', cls=Host, ip='192.168.8.46', defaultRoute=None)
h47 = net.addHost('h47', cls=Host, ip='192.168.8.47', defaultRoute=None)
h48 = net.addHost('h48', cls=Host, ip='192.168.8.48', defaultRoute=None)
h49 = net.addHost('h49', cls=Host, ip='192.168.8.49', defaultRoute=None)
h50 = net.addHost('h50', cls=Host, ip='192.168.8.50', defaultRoute=None)
h51 = net.addHost('h51', cls=Host, ip='192.168.8.51', defaultRoute=None)
h52 = net.addHost('h52', cls=Host, ip='192.168.8.52', defaultRoute=None)
h53 = net.addHost('h53', cls=Host, ip='192.168.8.53', defaultRoute=None)
h54 = net.addHost('h54', cls=Host, ip='192.168.8.54', defaultRoute=None)
h55 = net.addHost('h55', cls=Host, ip='192.168.8.55', defaultRoute=None)
h56 = net.addHost('h56', cls=Host, ip='192.168.8.56', defaultRoute=None)
h57 = net.addHost('h57', cls=Host, ip='192.168.8.57', defaultRoute=None)
h58 = net.addHost('h58', cls=Host, ip='192.168.8.58', defaultRoute=None)
h59 = net.addHost('h59', cls=Host, ip='192.168.8.59', defaultRoute=None)
h60 = net.addHost('h60', cls=Host, ip='192.168.8.60', defaultRoute=None)
h61 = net.addHost('h61', cls=Host, ip='192.168.8.61', defaultRoute=None)
h62 = net.addHost('h62', cls=Host, ip='192.168.8.62', defaultRoute=None)
h63 = net.addHost('h63', cls=Host, ip='192.168.8.63', defaultRoute=None)
h64 = net.addHost('h64', cls=Host, ip='192.168.8.64', defaultRoute=None)
h65 = net.addHost('h65', cls=Host, ip='192.168.8.65', defaultRoute=None)
h66 = net.addHost('h66', cls=Host, ip='192.168.8.66', defaultRoute=None)
h67 = net.addHost('h67', cls=Host, ip='192.168.8.67', defaultRoute=None)
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h68 = net.addHost('h68', cls=Host, ip='192.168.8.68', defaultRoute=None)
h69 = net.addHost('h69', cls=Host, ip='192.168.8.69', defaultRoute=None)
h70 = net.addHost('h70', cls=Host, ip='192.168.8.70', defaultRoute=None)
h71 = net.addHost('h71', cls=Host, ip='192.168.8.71', defaultRoute=None)
h72 = net.addHost('h72', cls=Host, ip='192.168.8.72', defaultRoute=None)
h73 = net.addHost('h73', cls=Host, ip='192.168.8.73', defaultRoute=None)
h74 = net.addHost('h74', cls=Host, ip='192.168.8.74', defaultRoute=None)
h75 = net.addHost('h75', cls=Host, ip='192.168.8.75', defaultRoute=None)
h76 = net.addHost('h76', cls=Host, ip='192.168.8.76', defaultRoute=None)
h77 = net.addHost('h77', cls=Host, ip='192.168.8.77', defaultRoute=None)
h78 = net.addHost('h78', cls=Host, ip='192.168.8.78', defaultRoute=None)
h79 = net.addHost('h79', cls=Host, ip='192.168.8.79', defaultRoute=None)
h80 = net.addHost('h80', cls=Host, ip='192.168.8.80', defaultRoute=None)
h81 = net.addHost('h81', cls=Host, ip='192.168.8.81', defaultRoute=None)
h82 = net.addHost('h82', cls=Host, ip='192.168.8.82', defaultRoute=None)
h83 = net.addHost('h83', cls=Host, ip='192.168.8.83', defaultRoute=None)
h84 = net.addHost('h84', cls=Host, ip='192.168.8.84', defaultRoute=None)
h85 = net.addHost('h85', cls=Host, ip='192.168.8.85', defaultRoute=None)
h86 = net.addHost('h86', cls=Host, ip='192.168.8.86', defaultRoute=None)
h87 = net.addHost('h87', cls=Host, ip='192.168.8.87', defaultRoute=None)
h88 = net.addHost('h88', cls=Host, ip='192.168.8.88', defaultRoute=None)
h89 = net.addHost('h89', cls=Host, ip='192.168.8.89', defaultRoute=None)
h90 = net.addHost('h90', cls=Host, ip='192.168.8.90', defaultRoute=None)
h91 = net.addHost('h91', cls=Host, ip='192.168.8.91', defaultRoute=None)
h92 = net.addHost('h92', cls=Host, ip='192.168.8.92', defaultRoute=None)
h93 = net.addHost('h93', cls=Host, ip='192.168.8.93', defaultRoute=None)
h94 = net.addHost('h94', cls=Host, ip='192.168.8.94', defaultRoute=None)
h95 = net.addHost('h95', cls=Host, ip='192.168.8.95', defaultRoute=None)
h96 = net.addHost('h96', cls=Host, ip='192.168.8.96', defaultRoute=None)
h97 = net.addHost('h97', cls=Host, ip='192.168.8.97', defaultRoute=None)
h98 = net.addHost('h98', cls=Host, ip='192.168.8.98', defaultRoute=None)
h99 = net.addHost('h99', cls=Host, ip='192.168.8.99', defaultRoute=None)
h100 = net.addHost('h100', cls=Host, ip='192.168.8.100', defaultRoute=None)
h101 = net.addHost('h101', cls=Host, ip='192.168.8.101', defaultRoute=None)
h102 = net.addHost('h102', cls=Host, ip='192.168.8.102', defaultRoute=None)
h103 = net.addHost('h103', cls=Host, ip='192.168.8.103', defaultRoute=None)
h104 = net.addHost('h104', cls=Host, ip='192.168.8.104', defaultRoute=None)
h105 = net.addHost('h105', cls=Host, ip='192.168.8.105', defaultRoute=None)
h106 = net.addHost('h106', cls=Host, ip='192.168.8.106', defaultRoute=None)
h107 = net.addHost('h107', cls=Host, ip='192.168.8.107', defaultRoute=None)
h108 = net.addHost('h108', cls=Host, ip='192.168.8.108', defaultRoute=None)
h109 = net.addHost('h109', cls=Host, ip='192.168.8.109', defaultRoute=None)
h110 = net.addHost('h110', cls=Host, ip='192.168.8.110', defaultRoute=None)
h111 = net.addHost('h111', cls=Host, ip='192.168.8.111', defaultRoute=None)
h112 = net.addHost('h112', cls=Host, ip='192.168.8.112', defaultRoute=None)
h113 = net.addHost('h113', cls=Host, ip='192.168.8.113', defaultRoute=None)
h114 = net.addHost('h114', cls=Host, ip='192.168.8.114', defaultRoute=None)
h115 = net.addHost('h115', cls=Host, ip='192.168.8.115', defaultRoute=None)
h116 = net.addHost('h116', cls=Host, ip='192.168.8.116', defaultRoute=None)
h117 = net.addHost('h117', cls=Host, ip='192.168.8.117', defaultRoute=None)
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h118 = net.addHost('h118', cls=Host, ip='192.168.8.118', defaultRoute=None)
h119 = net.addHost('h119', cls=Host, ip='192.168.8.119', defaultRoute=None)
h120 = net.addHost('h120', cls=Host, ip='192.168.8.120', defaultRoute=None)
h121 = net.addHost('h121', cls=Host, ip='192.168.8.121', defaultRoute=None)
h122 = net.addHost('h122', cls=Host, ip='192.168.8.122', defaultRoute=None)
h123 = net.addHost('h123', cls=Host, ip='192.168.8.123', defaultRoute=None)
h124 = net.addHost('h124', cls=Host, ip='192.168.8.124', defaultRoute=None)
h125 = net.addHost('h125', cls=Host, ip='192.168.8.125', defaultRoute=None)
h126 = net.addHost('h126', cls=Host, ip='192.168.8.126', defaultRoute=None)
h127 = net.addHost('h127', cls=Host, ip='192.168.8.127', defaultRoute=None)
h128 = net.addHost('h128', cls=Host, ip='192.168.8.128', defaultRoute=None)
h129 = net.addHost('h129', cls=Host, ip='192.168.8.129', defaultRoute=None)
h130 = net.addHost('h130', cls=Host, ip='192.168.8.130', defaultRoute=None)
h131 = net.addHost('h131', cls=Host, ip='192.168.8.131', defaultRoute=None)
h132 = net.addHost('h132', cls=Host, ip='192.168.8.132', defaultRoute=None)
h133 = net.addHost('h133', cls=Host, ip='192.168.8.133', defaultRoute=None)
h134 = net.addHost('h134', cls=Host, ip='192.168.8.134', defaultRoute=None)
h135 = net.addHost('h135', cls=Host, ip='192.168.8.135', defaultRoute=None)
h136 = net.addHost('h136', cls=Host, ip='192.168.8.136', defaultRoute=None)
h137 = net.addHost('h137', cls=Host, ip='192.168.8.137', defaultRoute=None)
h138 = net.addHost('h138', cls=Host, ip='192.168.8.138', defaultRoute=None)
h139 = net.addHost('h139', cls=Host, ip='192.168.8.139', defaultRoute=None)
h140 = net.addHost('h140', cls=Host, ip='192.168.8.140', defaultRoute=None)
h141 = net.addHost('h141', cls=Host, ip='192.168.8.141', defaultRoute=None)
h142 = net.addHost('h142', cls=Host, ip='192.168.8.142', defaultRoute=None)
h143 = net.addHost('h143', cls=Host, ip='192.168.8.143', defaultRoute=None)
h144 = net.addHost('h144', cls=Host, ip='192.168.8.144', defaultRoute=None)
h145 = net.addHost('h145', cls=Host, ip='192.168.8.145', defaultRoute=None)
h146 = net.addHost('h146', cls=Host, ip='192.168.8.146', defaultRoute=None)
h147 = net.addHost('h147', cls=Host, ip='192.168.8.147', defaultRoute=None)
h148 = net.addHost('h148', cls=Host, ip='192.168.8.148', defaultRoute=None)
h149 = net.addHost('h149', cls=Host, ip='192.168.8.149', defaultRoute=None)
h150 = net.addHost('h150', cls=Host, ip='192.168.8.150', defaultRoute=None)
h151 = net.addHost('h151', cls=Host, ip='192.168.8.151', defaultRoute=None)
h152 = net.addHost('h152', cls=Host, ip='192.168.8.152', defaultRoute=None)
h153 = net.addHost('h153', cls=Host, ip='192.168.8.153', defaultRoute=None)
h154 = net.addHost('h154', cls=Host, ip='192.168.8.154', defaultRoute=None)
h155 = net.addHost('h155', cls=Host, ip='192.168.8.155', defaultRoute=None)
h156 = net.addHost('h156', cls=Host, ip='192.168.8.156', defaultRoute=None)
h157 = net.addHost('h157', cls=Host, ip='192.168.8.157', defaultRoute=None)
h158 = net.addHost('h158', cls=Host, ip='192.168.8.158', defaultRoute=None)
h159 = net.addHost('h159', cls=Host, ip='192.168.8.159', defaultRoute=None)
h160 = net.addHost('h160', cls=Host, ip='192.168.8.160', defaultRoute=None)
h161 = net.addHost('h161', cls=Host, ip='192.168.8.161', defaultRoute=None)
h162 = net.addHost('h162', cls=Host, ip='192.168.8.162', defaultRoute=None)
h163 = net.addHost('h163', cls=Host, ip='192.168.8.163', defaultRoute=None)
h164 = net.addHost('h164', cls=Host, ip='192.168.8.164', defaultRoute=None)
h165 = net.addHost('h165', cls=Host, ip='192.168.8.165', defaultRoute=None)
h166 = net.addHost('h166', cls=Host, ip='192.168.8.166', defaultRoute=None)
h167 = net.addHost('h167', cls=Host, ip='192.168.8.167', defaultRoute=None)
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h168 = net.addHost('h168', cls=Host, ip='192.168.8.168', defaultRoute=None)
h169 = net.addHost('h169', cls=Host, ip='192.168.8.169', defaultRoute=None)
h170 = net.addHost('h170', cls=Host, ip='192.168.8.170', defaultRoute=None)
h171 = net.addHost('h171', cls=Host, ip='192.168.8.171', defaultRoute=None)
h172 = net.addHost('h172', cls=Host, ip='192.168.8.172', defaultRoute=None)
h173 = net.addHost('h173', cls=Host, ip='192.168.8.173', defaultRoute=None)
h174 = net.addHost('h174', cls=Host, ip='192.168.8.174', defaultRoute=None)
h175 = net.addHost('h175', cls=Host, ip='192.168.8.175', defaultRoute=None)
h176 = net.addHost('h176', cls=Host, ip='192.168.8.176', defaultRoute=None)
h177 = net.addHost('h177', cls=Host, ip='192.168.8.177', defaultRoute=None)
h178 = net.addHost('h178', cls=Host, ip='192.168.8.178', defaultRoute=None)
h179 = net.addHost('h179', cls=Host, ip='192.168.8.179', defaultRoute=None)
h180 = net.addHost('h180', cls=Host, ip='192.168.8.180', defaultRoute=None)
h181 = net.addHost('h181', cls=Host, ip='192.168.8.181', defaultRoute=None)
h182 = net.addHost('h182', cls=Host, ip='192.168.8.182', defaultRoute=None)
h183 = net.addHost('h183', cls=Host, ip='192.168.8.183', defaultRoute=None)
h184 = net.addHost('h184', cls=Host, ip='192.168.8.184', defaultRoute=None)
h185 = net.addHost('h185', cls=Host, ip='192.168.8.185', defaultRoute=None)
h186 = net.addHost('h186', cls=Host, ip='192.168.8.186', defaultRoute=None)
h187 = net.addHost('h187', cls=Host, ip='192.168.8.187', defaultRoute=None)
h188 = net.addHost('h188', cls=Host, ip='192.168.8.188', defaultRoute=None)
h189 = net.addHost('h189', cls=Host, ip='192.168.8.189', defaultRoute=None)
h190 = net.addHost('h190', cls=Host, ip='192.168.8.190', defaultRoute=None)
h191 = net.addHost('h191', cls=Host, ip='192.168.8.191', defaultRoute=None)
h192 = net.addHost('h192', cls=Host, ip='192.168.8.192', defaultRoute=None)
h193 = net.addHost('h193', cls=Host, ip='192.168.8.193', defaultRoute=None)
h194 = net.addHost('h194', cls=Host, ip='192.168.8.194', defaultRoute=None)
h195 = net.addHost('h195', cls=Host, ip='192.168.8.195', defaultRoute=None)
h196 = net.addHost('h196', cls=Host, ip='192.168.8.196', defaultRoute=None)
h197 = net.addHost('h197', cls=Host, ip='192.168.8.197', defaultRoute=None)
h198 = net.addHost('h198', cls=Host, ip='192.168.8.198', defaultRoute=None)
h199 = net.addHost('h199', cls=Host, ip='192.168.8.199', defaultRoute=None)
h200 = net.addHost('h200', cls=Host, ip='192.168.8.200', defaultRoute=None)
h201 = net.addHost('h201', cls=Host, ip='192.168.8.201', defaultRoute=None)
h202 = net.addHost('h202', cls=Host, ip='192.168.8.202', defaultRoute=None)
h203 = net.addHost('h203', cls=Host, ip='192.168.8.203', defaultRoute=None)
h204 = net.addHost('h204', cls=Host, ip='192.168.8.204', defaultRoute=None)
h205 = net.addHost('h205', cls=Host, ip='192.168.8.205', defaultRoute=None)
h206 = net.addHost('h206', cls=Host, ip='192.168.8.206', defaultRoute=None)
h207 = net.addHost('h207', cls=Host, ip='192.168.8.207', defaultRoute=None)
h208 = net.addHost('h208', cls=Host, ip='192.168.8.208', defaultRoute=None)
h209 = net.addHost('h209', cls=Host, ip='192.168.8.209', defaultRoute=None)
h210 = net.addHost('h210', cls=Host, ip='192.168.8.210', defaultRoute=None)
h211 = net.addHost('h211', cls=Host, ip='192.168.8.211', defaultRoute=None)
h212 = net.addHost('h212', cls=Host, ip='192.168.8.212', defaultRoute=None)
h213 = net.addHost('h213', cls=Host, ip='192.168.8.213', defaultRoute=None)
h214 = net.addHost('h214', cls=Host, ip='192.168.8.214', defaultRoute=None)
h215 = net.addHost('h215', cls=Host, ip='192.168.8.215', defaultRoute=None)
h216 = net.addHost('h216', cls=Host, ip='192.168.8.216', defaultRoute=None)
h217 = net.addHost('h217', cls=Host, ip='192.168.8.217', defaultRoute=None)
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h218 = net.addHost('h218', cls=Host, ip='192.168.8.218', defaultRoute=None)
h219 = net.addHost('h219', cls=Host, ip='192.168.8.219', defaultRoute=None)
h220 = net.addHost('h220', cls=Host, ip='192.168.8.220', defaultRoute=None)
h221 = net.addHost('h221', cls=Host, ip='192.168.8.221', defaultRoute=None)
h222 = net.addHost('h222', cls=Host, ip='192.168.8.222', defaultRoute=None)
h223 = net.addHost('h223', cls=Host, ip='192.168.8.223', defaultRoute=None)
h224 = net.addHost('h224', cls=Host, ip='192.168.8.224', defaultRoute=None)
h225 = net.addHost('h225', cls=Host, ip='192.168.8.225', defaultRoute=None)
h226 = net.addHost('h226', cls=Host, ip='192.168.8.226', defaultRoute=None)
h227 = net.addHost('h227', cls=Host, ip='192.168.8.227', defaultRoute=None)
h228 = net.addHost('h228', cls=Host, ip='192.168.8.228', defaultRoute=None)
h229 = net.addHost('h229', cls=Host, ip='192.168.8.229', defaultRoute=None)
h230 = net.addHost('h230', cls=Host, ip='192.168.8.230', defaultRoute=None)
h231 = net.addHost('h231', cls=Host, ip='192.168.8.231', defaultRoute=None)
h232 = net.addHost('h232', cls=Host, ip='192.168.8.232', defaultRoute=None)
h233 = net.addHost('h233', cls=Host, ip='192.168.8.233', defaultRoute=None)
h234 = net.addHost('h234', cls=Host, ip='192.168.8.234', defaultRoute=None)
h235 = net.addHost('h235', cls=Host, ip='192.168.8.235', defaultRoute=None)
h236 = net.addHost('h236', cls=Host, ip='192.168.8.236', defaultRoute=None)
h237 = net.addHost('h237', cls=Host, ip='192.168.8.237', defaultRoute=None)
h238 = net.addHost('h238', cls=Host, ip='192.168.8.238', defaultRoute=None)
h239 = net.addHost('h239', cls=Host, ip='192.168.8.239', defaultRoute=None)

# h240 = net.addHost('h240', cls=Host, ip='192.168.8.240', defaultRoute=None)
# h241 = net.addHost('h241', cls=Host, ip='192.168.8.241', defaultRoute=None)
# h242 = net.addHost('h242', cls=Host, ip='192.168.8.242', defaultRoute=None)
# h243 = net.addHost('h243', cls=Host, ip='192.168.8.243', defaultRoute=None)
# h244 = net.addHost('h244', cls=Host, ip='192.168.8.244', defaultRoute=None)
# h245 = net.addHost('h245', cls=Host, ip='192.168.8.245', defaultRoute=None)
# h246 = net.addHost('h246', cls=Host, ip='192.168.8.246', defaultRoute=None)
# h247 = net.addHost('h247', cls=Host, ip='192.168.8.247', defaultRoute=None)
# h248 = net.addHost('h248', cls=Host, ip='192.168.8.248', defaultRoute=None)
# h249 = net.addHost('h249', cls=Host, ip='192.168.8.249', defaultRoute=None)
# h250 = net.addHost('h250', cls=Host, ip='192.168.8.250', defaultRoute=None)
# h251 = net.addHost('h251', cls=Host, ip='192.168.8.251', defaultRoute=None)
h252 = net.addHost('h252', cls=Host, ip='192.168.8.252', defaultRoute=None)
server1 = net.addHost('server1', cls=Host, ip='192.168.8.253', defaultRoute=None)
info( '*** Add links\n')

# net.addLink(h1, s2)
# net.addLink(h2, s2)
# net.addLink(h3, s2)
# net.addLink(h4, s2)
# net.addLink(h5, s2)
# net.addLink(h6, s2)
# net.addLink(h7, s2)
# net.addLink(h8, s2)
# net.addLink(h9, s2)
# net.addLink(h10, s2)
# net.addLink(h11, s2)
# net.addLink(h12, s2)
net.addLink(h13, s2)
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net.addLink(h14, s2)
net.addLink(h15, s2)
net.addLink(h16, s2)
net.addLink(h17, s2)
net.addLink(h18, s2)
net.addLink(h19, s2)
net.addLink(h20, s2)
net.addLink(h21, s2)
net.addLink(h22, s2)
net.addLink(h23, s2)
net.addLink(h24, s2)
net.addLink(h25, s2)
net.addLink(h26, s2)
net.addLink(h27, s2)
net.addLink(h28, s2)
net.addLink(h29, s2)
net.addLink(h30, s2)
net.addLink(h31, s2)
net.addLink(h32, s2)
net.addLink(h33, s3)
net.addLink(h34, s3)
net.addLink(h35, s3)
net.addLink(h36, s3)
net.addLink(h37, s3)
net.addLink(h38, s3)
net.addLink(h39, s3)
net.addLink(h40, s3)
net.addLink(h41, s3)
net.addLink(h42, s3)
net.addLink(h43, s3)
net.addLink(h44, s3)
net.addLink(h45, s3)
net.addLink(h46, s3)
net.addLink(h47, s3)
net.addLink(h48, s3)
net.addLink(h49, s3)
net.addLink(h50, s3)
net.addLink(h51, s3)
net.addLink(h52, s3)
net.addLink(h53, s3)
net.addLink(h54, s3)
net.addLink(h55, s3)
net.addLink(h56, s3)
net.addLink(h57, s3)
net.addLink(h58, s3)
net.addLink(h59, s3)
net.addLink(h60, s3)
net.addLink(h61, s3)
net.addLink(h62, s3)
net.addLink(h63, s3)
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net.addLink(h64, s3)
net.addLink(h65, s4)
net.addLink(h66, s4)
net.addLink(h67, s4)
net.addLink(h68, s4)
net.addLink(h69, s4)
net.addLink(h70, s4)
net.addLink(h71, s4)
net.addLink(h72, s4)
net.addLink(h73, s4)
net.addLink(h74, s4)
net.addLink(h75, s4)
net.addLink(h76, s4)
net.addLink(h77, s4)
net.addLink(h78, s4)
net.addLink(h79, s4)
net.addLink(h80, s4)
net.addLink(h81, s4)
net.addLink(h82, s4)
net.addLink(h83, s4)
net.addLink(h84, s4)
net.addLink(h85, s4)
net.addLink(h86, s4)
net.addLink(h87, s4)
net.addLink(h88, s4)
net.addLink(h89, s4)
net.addLink(h90, s4)
net.addLink(h91, s4)
net.addLink(h92, s4)
net.addLink(h93, s4)
net.addLink(h94, s4)
net.addLink(h95, s4)
net.addLink(h96, s4)
net.addLink(h97, s5)
net.addLink(h98, s5)
net.addLink(h99, s5)
net.addLink(h100, s5)
net.addLink(h101, s5)
net.addLink(h102, s5)
net.addLink(h103, s5)
net.addLink(h104, s5)
net.addLink(h105, s5)
net.addLink(h106, s5)
net.addLink(h107, s5)
net.addLink(h108, s5)
net.addLink(h109, s5)
net.addLink(h110, s5)
net.addLink(h111, s5)
net.addLink(h112, s5)
net.addLink(h113, s5)
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net.addLink(h114, s5)
net.addLink(h115, s5)
net.addLink(h116, s5)
net.addLink(h117, s5)
net.addLink(h118, s5)
net.addLink(h119, s5)
net.addLink(h120, s5)
net.addLink(h121, s5)
net.addLink(h122, s5)
net.addLink(h123, s5)
net.addLink(h124, s5)
net.addLink(h125, s5)
net.addLink(h126, s5)
net.addLink(h127, s5)
net.addLink(h128, s5)
net.addLink(h129, s6)
net.addLink(h130, s6)
net.addLink(h131, s6)
net.addLink(h132, s6)
net.addLink(h133, s6)
net.addLink(h134, s6)
net.addLink(h135, s6)
net.addLink(h136, s6)
net.addLink(h137, s6)
net.addLink(h138, s6)
net.addLink(h139, s6)
net.addLink(h140, s6)
net.addLink(h141, s6)
net.addLink(h142, s6)
net.addLink(h143, s6)
net.addLink(h144, s6)
net.addLink(h145, s6)
net.addLink(h146, s6)
net.addLink(h147, s6)
net.addLink(h148, s6)
net.addLink(h149, s6)
net.addLink(h150, s6)
net.addLink(h151, s6)
net.addLink(h152, s6)
net.addLink(h153, s6)
net.addLink(h154, s6)
net.addLink(h155, s6)
net.addLink(h156, s6)
net.addLink(h157, s6)
net.addLink(h158, s6)
net.addLink(h159, s6)
net.addLink(h160, s6)
net.addLink(h161, s7)
net.addLink(h162, s7)
net.addLink(h163, s7)
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net.addLink(h164, s7)
net.addLink(h165, s7)
net.addLink(h166, s7)
net.addLink(h167, s7)
net.addLink(h168, s7)
net.addLink(h169, s7)
net.addLink(h170, s7)
net.addLink(h171, s7)
net.addLink(h172, s7)
net.addLink(h173, s7)
net.addLink(h174, s7)
net.addLink(h175, s7)
net.addLink(h176, s7)
net.addLink(h177, s7)
net.addLink(h178, s7)
net.addLink(h179, s7)
net.addLink(h180, s7)
net.addLink(h181, s7)
net.addLink(h182, s7)
net.addLink(h183, s7)
net.addLink(h184, s7)
net.addLink(h185, s7)
net.addLink(h186, s7)
net.addLink(h187, s7)
net.addLink(h188, s7)
net.addLink(h189, s7)
net.addLink(h190, s7)
net.addLink(h191, s7)
net.addLink(h192, s7)
net.addLink(h193, s8)
net.addLink(h194, s8)
net.addLink(h195, s8)
net.addLink(h196, s8)
net.addLink(h197, s8)
net.addLink(h198, s8)
net.addLink(h199, s8)
net.addLink(h200, s8)
net.addLink(h201, s8)
net.addLink(h202, s8)
net.addLink(h203, s8)
net.addLink(h204, s8)
net.addLink(h205, s8)
net.addLink(h206, s8)
net.addLink(h207, s8)
net.addLink(h208, s8)
net.addLink(h209, s8)
net.addLink(h210, s8)
net.addLink(h211, s8)
net.addLink(h212, s8)
net.addLink(h213, s8)
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net.addLink(h214, s8)
net.addLink(h215, s8)
net.addLink(h216, s8)
net.addLink(h217, s8)
net.addLink(h218, s8)
net.addLink(h219, s8)
net.addLink(h220, s8)
net.addLink(h221, s8)
net.addLink(h222, s8)
net.addLink(h223, s8)
net.addLink(h224, s8)
net.addLink(h225, s9)
net.addLink(h226, s9)
net.addLink(h227, s9)
net.addLink(h228, s9)
net.addLink(h229, s9)
net.addLink(h230, s9)
net.addLink(h231, s9)
net.addLink(h232, s9)
net.addLink(h233, s9)
net.addLink(h234, s9)
net.addLink(h235, s9)
net.addLink(h236, s9)
net.addLink(h237, s9)
net.addLink(h238, s9)
net.addLink(h239, s9)

# net.addLink(h240, s9)
# net.addLink(h241, s9)
# net.addLink(h242, s9)
# net.addLink(h243, s9)
# net.addLink(h244, s9)
# net.addLink(h245, s9)
# net.addLink(h246, s9)
# net.addLink(h247, s9)
# net.addLink(h248, s9)
# net.addLink(h249, s9)
# net.addLink(h250, s9)
# net.addLink(h251, s9)
net.addLink(h252, s9)
net.addLink(s1, server1)
net.addLink(s1, s9)
net.addLink(s9, s8)
net.addLink(s8, s7)
net.addLink(s7, s6)
net.addLink(s6, s5)
net.addLink(s5, s4)
net.addLink(s4, s3)
net.addLink(s3, s2)
info( '*** Starting network\n')
net.build()



245

info( '*** Starting controllers\n')
for controller in net.controllers:
controller.start()

info( '*** Starting switches\n')
net.get('s1').start([c0])
net.get('s2').start([c0])
net.get('s3').start([c0])
net.get('s4').start([c0])
net.get('s5').start([c0])
net.get('s6').start([c0])
net.get('s7').start([c0])
net.get('s8').start([c0])
net.get('s9').start([c0])
info( '*** Post configure switches and hosts\n')
CLI(net)
net.stop()

if __name__ == '__main__':
setLogLevel( 'info' )
myNetwork()
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Appendix B: Background-Traffic and Bandwidth-Limit Dataset Exploration using Jupyter in
Anaconda3

In [2]:
## Data flow discription
# 0 Treatment = TR
# 1 switch = SW
# 2 Time(s) = T
# 3 packetsNumber = PN
# 4 bytesNumber = BN
# 5 idleAge = IA
# 6 Protocol = PR
# 7 inPort = PI
# 8 Raw IP flow, ARP_spa, Nw_src = RIFS
# 9 arp & nw SOURCE 1 for ARP_spa, 0 for Nw_src = ANSS
# 10 FLOW, 1 for ARP_spa, 0 for Nw_src = FS
# 11 Raw IP flow, ARP_spa, Nw_dst = RIFD
# 12 arp & network SOURCE 1 for ARP_spa, 0 for Nw_dst =ANSD
# 13 FLOW, 1 for ARP_spa, 0 for Nw_dst = FD
In [3]:
#import the neede libraries
import pandas as pd
from sklearn.tree import DecisionTreeClassifier
from sklearn.linear_model import LogisticRegression
from sklearn.svm import SVC
from sklearn.neighbors import KNeighborsClassifier
from sklearn.naive_bayes import GaussianNB
from sklearn.ensemble import VotingClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy_score
from sklearn.preprocessing import StandardScaler
from sklearn.pipeline import make_pipeline
from sklearn.ensemble import VotingClassifier
from sklearn.feature_selection import VarianceThreshold

from sklearn.ensemble import StackingClassifier
from sklearn.linear_model import LogisticRegression

from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score

import seaborn as sns
import matplotlib.pyplot as plt

# Comment this if the data visualisations doesn't work on your side
%matplotlib inline

plt.style.use('bmh')

In [4]:
#load the dataset
df=pd.read_csv('data-LANS-SDN-INTERNET/T1U2.csv')
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#len(df)
df.shape
Out[4]:
(7772, 15)
In [5]:
i=df.info()
<class 'pandas.core.frame.DataFrame'>
RangeIndex: 7772 entries, 0 to 7771
Data columns (total 15 columns):
# Column Non-Null Count Dtype

--- ------ -------------- -----
0 T1 7772 non-null int64
1 U2 7772 non-null int64
2 SW 7772 non-null int64
3 T 7772 non-null float64
4 PN 7772 non-null int64
5 BN 7772 non-null int64
6 IA 7772 non-null int64
7 PR 7772 non-null object
8 PI 7772 non-null int64
9 RIFS 7772 non-null object
10 ANSS 7772 non-null object
11 FS 7772 non-null int64
12 RIFD 7772 non-null object
13 ANSD 7772 non-null object
14 FD 7772 non-null int64

dtypes: float64(1), int64(9), object(5)
memory usage: 910.9+ KB
In [6]:
q=df
#q.to_csv('T1U1-dataflow-info.csv')

7772 rows × 15 columns
In [7]:
print(df['SW'].describe())
plt.figure(figsize=(9, 8))
sns.distplot(df['SW'], color='g', bins=10, hist_kws={'alpha': 0.4});
count 7772.000000
mean 4.829645
std 2.594314
min 1.000000
25% 3.000000
50% 5.000000
75% 7.000000
max 9.000000
Name: SW, dtype: float64
/home/olonlonse/anaconda3/lib/python3.8/site-
packages/seaborn/distributions.py:2557: FutureWarning: `distplot` is a
deprecated function and will be removed in a future version. Please adapt your
code to use either `displot` (a figure-level function with similar flexibility)
or `histplot` (an axes-level function for histograms).

warnings.warn(msg, FutureWarning)
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In [8]:
i=df.describe()
# rounding the number upto 2 decimal places and save to s csv
round(i, 2).to_csv('results-for-T1U1/T1U2-mean-effect.csv')
print(round(i, 2))

T1 U2 SW T PN BN IA \
count 7772.0 7772.0 7772.00 7772.00 7772.00 7.772000e+03 7772.00
mean 64.0 256.0 4.83 7.90 1643.13 2.467972e+06 3.18
std 0.0 0.0 2.59 6.63 10390.45 1.571807e+07 3.03
min 64.0 256.0 1.00 0.00 1.00 4.200000e+01 0.00
25% 64.0 256.0 3.00 3.44 1.00 7.400000e+01 0.00
50% 64.0 256.0 5.00 6.11 2.00 1.710000e+02 3.00
75% 64.0 256.0 7.00 9.52 14.00 1.800000e+03 6.00
max 64.0 256.0 9.00 30.02 101899.00 1.540713e+08 10.00

PI FS FD
count 7772.00 7772.00 7772.00
mean 26.23 0.12 0.12
std 8.36 0.32 0.32
min 2.00 0.00 0.00
25% 29.00 0.00 0.00
50% 29.00 0.00 0.00
75% 30.00 0.00 0.00
max 30.00 1.00 1.00
In [9]:
rows_without_missing_data = df.dropna()
rows_without_missing_data.shape
Out[9]:
(7772, 15)
In [10]:
df.plot(kind='line', subplots=True, layout=(2,5), figsize=(15,10), title='')

Out[10]:
array([[<AxesSubplot:>, <AxesSubplot:>, <AxesSubplot:>, <AxesSubplot:>,

<AxesSubplot:>],
[<AxesSubplot:>, <AxesSubplot:>, <AxesSubplot:>, <AxesSubplot:>,
<AxesSubplot:>]], dtype=object)
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In [11]:
%matplotlib inline
df["SW"].value_counts().plot(kind="bar")
Out[11]:
<AxesSubplot:>

In [12]:
list(set(df.dtypes.tolist()))
Out[12]:
[dtype('O'), dtype('int64'), dtype('float64')]

In [13]:
df_num = df.select_dtypes(include = ['float64', 'int64'])
df_num.head()
df_num
Out[13]:
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T1 U2 SW T PN BN IA PI FS FD
0 64 256 1 4.684 1 91 4 29 0 0
1 64 256 1 4.549 1 141 4 30 0 0
2 64 256 1 7.324 1 42 7 30 1 1
3 64 256 1 7.317 1 42 7 29 1 1
4 64 256 1 5.174 1 42 5 29 1 1
... ... ... ... ... ... ... ... ... ... ...

7767 64 256 8 26.229 99526 150483312 0 29 0 0
7768 64 256 5 11.203 996 2741640 0 29 0 0
7769 64 256 9 26.268 99640 150655680 0 2 0 0
7770 64 256 3 26.435 99741 150808392 0 29 0 0
7771 64 256 2 26.469 99844 150964128 0 12 0 0
7772 rows × 10 columns
In [14]:
df_num.hist(figsize=(16, 20), bins=50, xlabelsize=8, ylabelsize=8); # ; avoid
having the matplotlib verbose informations

In [15]:
df_num_corr = df_num.corr()
#round(inputNumber, 2)
round(df_num_corr, 2).to_csv('results-for-T1U1/T1U2-corr.csv')
round(df_num_corr, 2)
Out[15]:

T1 U2 SW T PN BN IA PI FS FD
T1 NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN
U2 NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN
SW NaN NaN 1.00 -0.02 0.04 0.04 0.02 -0.49 -0.07 -0.07
T NaN NaN -0.02 1.00 0.30 0.30 -0.07 -0.02 -0.15 -0.15
PN NaN NaN 0.04 0.30 1.00 1.00 -0.17 -0.05 -0.06 -0.06
BN NaN NaN 0.04 0.30 1.00 1.00 -0.16 -0.05 -0.06 -0.06
IA NaN NaN 0.02 -0.07 -0.17 -0.16 1.00 0.01 0.19 0.19
PI NaN NaN -0.49 -0.02 -0.05 -0.05 0.01 1.00 -0.00 -0.00
FS NaN NaN -0.07 -0.15 -0.06 -0.06 0.19 -0.00 1.00 1.00
FD NaN NaN -0.07 -0.15 -0.06 -0.06 0.19 -0.00 1.00 1.00
In [16]:
df_num_corr = df_num.corr()['PN'][:-1] # -1 because the latest row is SalePrice
golden_features_list = df_num_corr[abs(df_num_corr) >
0.5].sort_values(ascending=False)
print("The {} strongly correlated values with
idleAge:\n{}".format(len(golden_features_list), golden_features_list))
The 2 strongly correlated values with idleAge:
PN 1.000000
BN 0.999646
Name: PN, dtype: float64
In [29]:
#for i in range(0, len(df_num.columns), 2):
# sns.pairplot(data=df_num,
# x_vars=df_num.columns[i:i+1],
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# y_vars=['BN'])
In [30]:
corr = df_num.corr() # We already examined correlations
plt.figure(figsize=(12, 10))

sns.heatmap(corr[(corr >= 0.5) | (corr <= -0.4)],
cmap='viridis', vmax=1.0, vmin=-1.0, linewidths=0.1,
annot=True, annot_kws={"size": 8}, square=True);

In [ ]:

Appendix C: 2-Stack Model for the dataset on Background-Traffic and Bandwidth-Limit
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Experiment
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In [1]:
#T1=64 bytes
#T2=58956 bytes
#T3=65507 bytes
#
#U1=1M
#U2=256M
#U3=512M
In [2]:
#import the neede libraries
import pandas as pd
from sklearn.tree import DecisionTreeClassifier
from sklearn.linear_model import LogisticRegression
from sklearn.svm import SVC
from sklearn.neighbors import KNeighborsClassifier
from sklearn.naive_bayes import GaussianNB
from sklearn.ensemble import VotingClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy_score
from sklearn.preprocessing import StandardScaler
from sklearn.pipeline import make_pipeline
from sklearn.ensemble import VotingClassifier
from sklearn.feature_selection import VarianceThreshold

from sklearn.ensemble import StackingClassifier
from sklearn.linear_model import LogisticRegression

from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score

import seaborn as sns
import matplotlib.pyplot as plt

# Comment this if the data visualisations doesn't work on your side
%matplotlib inline

plt.style.use('bmh')
In [3]:
#load the dataset
#df = pd.read_csv('data-LANS-SDN-INTERNET/T1U1.csv')

#load the dataset
df=pd.read_csv('data-LANS-SDN-INTERNET/T1U1.csv')

#len(df)
df.shape
Out[3]:
(10949, 15)

In [4]:
df
Out[4]:

T1 U1 SW T PN BN IA PR PI RIFS ANSS FS RIFD

0 64 1.0 2 0.008 1 42 0 arp 29 arp_spa=192.168.
8.81 192.168.8.81 1 arp_tpa=192.16

8.8.1

1 64 1.0 2 0.013 1 42 0 arp 12 arp_spa=192.168.
8.42 192.168.8.42 1 arp_tpa=192.16

8.8.228

2 64 1.0 3 0.015 1 42 0 arp 24 arp_spa=192.168.
8.81 192.168.8.81 1 arp_tpa=192.16

8.8.1

3 64 1.0 3 0.015 1 42 0 arp 29 arp_spa=192.168.
8.42 192.168.8.42 1 arp_tpa=192.16

8.8.228

4 64 1.0 4 0.017 1 42 0 arp 29 arp_spa=192.168.
8.42 192.168.8.42 1 arp_tpa=192.16

8.8.228
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T1 U1 SW T PN BN IA PR PI RIFS ANSS FS RIFD
... ... ... ... ... ... ... ... ... ... ... ... ... ...

10944 64 1.0 5 29.276 91986 139082832 0 udp 29 nw_src=192.168.
8.42 192.168.8.42 0 nw_dst=192.168

.8.228

10945 64 1.0 7 12.760 92 90699 0 tcp 29 nw_src=64.233.1
84.109 64.233.184.109 0 nw_dst=192.168

.8.228

10946 64 1.0 6 14.076 922 2444260 0 tcp 29 nw_src=192.168.
8.41 192.168.8.41 0 nw_dst=192.168

.8.228

10947 64 1.0 9 12.762 94 92925 0 tcp 2 nw_src=64.233.1
84.109 64.233.184.109 0 nw_dst=192.168

.8.228

10948 64 1.0 8 29.679 94805 143345160 0 udp 29 nw_src=192.168.
8.42 192.168.8.42 0 nw_dst=192.168

.8.228
10949 rows × 15 columns
In [5]:
list(set(df.dtypes.tolist()))

Out[5]:
[dtype('float64'), dtype('O'), dtype('int64')]
In [6]:
df_num = df.select_dtypes(include = ['float64', 'int64'])
df_num.head()
df_num

Out[6]:
T1 U1 SW T PN BN IA PI FS FD

0 64 1.0 2 0.008 1 42 0 29 1 1
1 64 1.0 2 0.013 1 42 0 12 1 1
2 64 1.0 3 0.015 1 42 0 24 1 1
3 64 1.0 3 0.015 1 42 0 29 1 1
4 64 1.0 4 0.017 1 42 0 29 1 1
... ... ... ... ... ... ... ... ... ... ...

10944 64 1.0 5 29.276 91986 139082832 0 29 0 0
10945 64 1.0 7 12.760 92 90699 0 29 0 0
10946 64 1.0 6 14.076 922 2444260 0 29 0 0
10947 64 1.0 9 12.762 94 92925 0 2 0 0
10948 64 1.0 8 29.679 94805 143345160 0 29 0 0
10949 rows × 10 columns
In [7]:
#using Protocol as target variable
X=df.drop(columns=['PR','ANSD', 'RIFD','ANSS','RIFS'], axis=1)
y=df['PR']
In [8]:
X

Out[8]:
T1 U1 SW T PN BN IA PI FS FD

0 64 1.0 2 0.008 1 42 0 29 1 1
1 64 1.0 2 0.013 1 42 0 12 1 1
2 64 1.0 3 0.015 1 42 0 24 1 1
3 64 1.0 3 0.015 1 42 0 29 1 1
4 64 1.0 4 0.017 1 42 0 29 1 1
... ... ... ... ... ... ... ... ... ... ...

10944 64 1.0 5 29.276 91986 139082832 0 29 0 0
10945 64 1.0 7 12.760 92 90699 0 29 0 0
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T1 U1 SW T PN BN IA PI FS FD
10946 64 1.0 6 14.076 922 2444260 0 29 0 0
10947 64 1.0 9 12.762 94 92925 0 2 0 0
10948 64 1.0 8 29.679 94805 143345160 0 29 0 0
10949 rows × 10 columns
In [9]:
selection = VarianceThreshold(threshold=(0.1))
X = selection.fit_transform(X)
X.shape
Out[9]:
(10949, 8)
In [10]:
X_train, X_test, y_train, y_test = train_test_split(
X, y, stratify=y, test_size=0.35, random_state=42)

X_train.shape, X_test.shape
Out[10]:
((7116, 8), (3833, 8))
In [11]:
y_train.value_counts()
Out[11]:
tcp 2361
icmp 1647
arp 1646
udp 1462
Name: PR, dtype: int64
In [12]:
y_test.value_counts()
Out[12]:
tcp 1272
icmp 888
arp 886
udp 787
Name: PR, dtype: int64
In [13]:
#Build Classification models

from sklearn.metrics import accuracy_score
from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score

In [14]:
#K nearest neighbors

from sklearn.neighbors import KNeighborsClassifier

knn = KNeighborsClassifier(3) # Define classifier
knn.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = knn.predict(X_train)
y_test_pred = knn.predict(X_test)

# Training set performance
knn_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
knn_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
knn_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
knn_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
knn_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
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knn_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % knn_train_accuracy)
print('- MCC: %s' % knn_train_mcc)
print('- F1 score: %s' % knn_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % knn_test_accuracy)
print('- MCC: %s' % knn_test_mcc)
print('- F1 score: %s' % knn_test_f1)
Model performance for Training set
- Accuracy: 0.9799044406970208
- MCC: 0.9728832016332284
- F1 score: 0.9799160124647879
----------------------------------
Model performance for Test set
- Accuracy: 0.9663448995564832
- MCC: 0.9546482883106525
- F1 score: 0.9663757244554873
In [15]:
#Support vector machine (Radial basis function kernel)

from sklearn.svm import SVC

svm_rbf = SVC(gamma=2, C=1)
svm_rbf.fit(X_train, y_train)

# Make predictions
y_train_pred = svm_rbf.predict(X_train)
y_test_pred = svm_rbf.predict(X_test)

# Training set performance
svm_rbf_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
svm_rbf_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
svm_rbf_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate
F1-score

# Test set performance
svm_rbf_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
svm_rbf_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
svm_rbf_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-
score

print('Model performance for Training set')
print('- Accuracy: %s' % svm_rbf_train_accuracy)
print('- MCC: %s' % svm_rbf_train_mcc)
print('- F1 score: %s' % svm_rbf_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % svm_rbf_test_accuracy)
print('- MCC: %s' % svm_rbf_test_mcc)
print('- F1 score: %s' % svm_rbf_test_f1)
Model performance for Training set
- Accuracy: 0.9998594716132658
- MCC: 0.999810290548095
- F1 score: 0.999859480751884
----------------------------------
Model performance for Test set
- Accuracy: 0.7685885729193843
- MCC: 0.7205294173458786
- F1 score: 0.7482163114218551
In [16]:
#Decision tree

from sklearn.tree import DecisionTreeClassifier

dt = DecisionTreeClassifier(max_depth=5) # Define classifier
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dt.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = dt.predict(X_train)
y_test_pred = dt.predict(X_test)

# Training set performance
dt_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
dt_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
dt_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
dt_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
dt_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
dt_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % dt_train_accuracy)
print('- MCC: %s' % dt_train_mcc)
print('- F1 score: %s' % dt_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % dt_test_accuracy)
print('- MCC: %s' % dt_test_mcc)
print('- F1 score: %s' % dt_test_f1)
Model performance for Training set
- Accuracy: 0.898397976391231
- MCC: 0.8665683088153157
- F1 score: 0.8973465038587761
----------------------------------
Model performance for Test set
- Accuracy: 0.8912079311244456
- MCC: 0.8567556597007966
- F1 score: 0.8899898031351843
In [17]:
#Random forest

from sklearn.ensemble import RandomForestClassifier

rf = RandomForestClassifier(n_estimators=10) # Define classifier
rf.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = rf.predict(X_train)
y_test_pred = rf.predict(X_test)

# Training set performance
rf_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
rf_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
rf_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
rf_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
rf_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
rf_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % rf_train_accuracy)
print('- MCC: %s' % rf_train_mcc)
print('- F1 score: %s' % rf_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % rf_test_accuracy)
print('- MCC: %s' % rf_test_mcc)
print('- F1 score: %s' % rf_test_f1)
Model performance for Training set
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- Accuracy: 0.9998594716132658
- MCC: 0.9998102814541462
- F1 score: 0.9998594624519087
----------------------------------
Model performance for Test set
- Accuracy: 0.9861727106704931
- MCC: 0.981328007408551
- F1 score: 0.9861697788788655
In [18]:
#Neural network

from sklearn.neural_network import MLPClassifier

mlp = MLPClassifier(alpha=1, max_iter=1000)
mlp.fit(X_train, y_train)

# Make predictions
y_train_pred = mlp.predict(X_train)
y_test_pred = mlp.predict(X_test)

# Training set performance
mlp_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
mlp_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
mlp_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
mlp_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
mlp_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
mlp_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % mlp_train_accuracy)
print('- MCC: %s' % mlp_train_mcc)
print('- F1 score: %s' % mlp_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % mlp_test_accuracy)
print('- MCC: %s' % mlp_test_mcc)
print('- F1 score: %s' % mlp_test_f1)
Model performance for Training set
- Accuracy: 0.7915964024732997
- MCC: 0.7180212456815344
- F1 score: 0.7923329739707121
----------------------------------
Model performance for Test set
- Accuracy: 0.7855465692668928
- MCC: 0.7099205744424685
- F1 score: 0.7872710924110767
In [19]:
%%timeit
#Build 2 Stacked model

# Define estimators
from sklearn.ensemble import StackingClassifier
from sklearn.linear_model import LogisticRegression

estimator_list2 = [
('knn',knn),
('svm_rbf',svm_rbf)]

# Build stack model
stack_model2 = StackingClassifier(

estimators=estimator_list2, final_estimator=LogisticRegression()
)

# Train stacked model
stack_model2.fit(X_train, y_train)
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# Make predictions
y_train_pred = stack_model2.predict(X_train)
y_test_pred = stack_model2.predict(X_test)

# Training set model performance
stack_model2_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate
Accuracy
stack_model2_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
stack_model2_train_f1 = f1_score(y_train, y_train_pred, average='weighted') #
Calculate F1-score

# Test set model performance
stack_model2_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
stack_model2_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
stack_model2_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate
F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % stack_model2_train_accuracy)
print('- MCC: %s' % stack_model2_train_mcc)
print('- F1 score: %s' % stack_model2_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % stack_model2_test_accuracy)
print('- MCC: %s' % stack_model2_test_mcc)
print('- F1 score: %s' % stack_model2_test_f1)

#Results stacj list 2 estimator_list2
acc_train_list2 ={
'knn':knn_train_accuracy,
'svm_rbf': svm_rbf_train_accuracy,
'stack': stack_model2_train_accuracy}

mcc_train_list2 ={
'knn':knn_train_mcc,
'svm_rbf': svm_rbf_train_mcc,
'stack': stack_model2_train_mcc}

f1_train_list2 ={
'knn':knn_train_f1,
'svm_rbf': svm_rbf_train_f1,
'stack': stack_model2_train_f1}
mcc_train_list2

acc_df2 = pd.DataFrame.from_dict(acc_train_list2, orient='index',
columns=['Accuracy'])
mcc_df2 = pd.DataFrame.from_dict(mcc_train_list2, orient='index', columns=['MCC'])
f1_df2 = pd.DataFrame.from_dict(f1_train_list2, orient='index', columns=['F1'])
df = pd.concat([acc_df2, mcc_df2, f1_df2], axis=1)
round(df, 4).to_csv('stack/T1U1_test_results-65_35-2-Stacked.csv')
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
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- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
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Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.991849353569421
- MCC: 0.9890997354059421
- F1 score: 0.9918779393372866
----------------------------------
Model performance for Test set
- Accuracy: 0.9686929298199843
- MCC: 0.9577726283679227
- F1 score: 0.9687831974022592
34.2 s ± 6.74 s per loop (mean ± std. dev. of 7 runs, 1 loop each)
In [ ]:
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Appendix D: 3-Stack Model for the dataset on Background-Traffic and Bandwidth-Limit
Experiment

In [1]:

#T1=64 bytes
#T2=58956 bytes
#T3=65507 bytes
#
#U1=1M
#U2=256M
#U3=512M
In [2]:
#import the neede libraries
import pandas as pd
from sklearn.tree import DecisionTreeClassifier
from sklearn.linear_model import LogisticRegression
from sklearn.svm import SVC
from sklearn.neighbors import KNeighborsClassifier
from sklearn.naive_bayes import GaussianNB
from sklearn.ensemble import VotingClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy_score
from sklearn.preprocessing import StandardScaler
from sklearn.pipeline import make_pipeline
from sklearn.ensemble import VotingClassifier
from sklearn.feature_selection import VarianceThreshold

from sklearn.ensemble import StackingClassifier
from sklearn.linear_model import LogisticRegression

from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score

import seaborn as sns
import matplotlib.pyplot as plt

# Comment this if the data visualisations doesn't work on your side
%matplotlib inline

plt.style.use('bmh')
In [3]:
#%%timeit
#load the dataset
#df = pd.read_csv('data-LANS-SDN-INTERNET/T1U1.csv')

#load the dataset
df=pd.read_csv('data-LANS-SDN-INTERNET/T1U2.csv')
#len(df)
df.shape
Out[3]:
(7772, 15)
In [4]:
df
Out[4]:
7772 rows × 15 columns
In [5]:
list(set(df.dtypes.tolist()))
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Out[5]:
[dtype('O'), dtype('int64'), dtype('float64')]
In [6]:
df_num = df.select_dtypes(include = ['float64', 'int64'])
df_num.head()
df_num
Out[6]:

T1 U2 SW T PN BN IA PI FS FD
0 64 256 1 4.684 1 91 4 29 0 0
1 64 256 1 4.549 1 141 4 30 0 0
2 64 256 1 7.324 1 42 7 30 1 1
3 64 256 1 7.317 1 42 7 29 1 1
4 64 256 1 5.174 1 42 5 29 1 1
... ... ... ... ... ... ... ... ... ... ...

7767 64 256 8 26.229 99526 150483312 0 29 0 0
7768 64 256 5 11.203 996 2741640 0 29 0 0
7769 64 256 9 26.268 99640 150655680 0 2 0 0
7770 64 256 3 26.435 99741 150808392 0 29 0 0
7771 64 256 2 26.469 99844 150964128 0 12 0 0
7772 rows × 10 columns
In [7]:
#using Protocol as target variable
X=df.drop(columns=['PR','ANSD', 'RIFD','ANSS','RIFS'], axis=1)
y=df['PR']
In [8]:
X
Out[8]:

T1 U2 SW T PN BN IA PI FS FD
0 64 256 1 4.684 1 91 4 29 0 0
1 64 256 1 4.549 1 141 4 30 0 0
2 64 256 1 7.324 1 42 7 30 1 1
3 64 256 1 7.317 1 42 7 29 1 1
4 64 256 1 5.174 1 42 5 29 1 1
... ... ... ... ... ... ... ... ... ... ...

7767 64 256 8 26.229 99526 150483312 0 29 0 0
7768 64 256 5 11.203 996 2741640 0 29 0 0
7769 64 256 9 26.268 99640 150655680 0 2 0 0
7770 64 256 3 26.435 99741 150808392 0 29 0 0
7771 64 256 2 26.469 99844 150964128 0 12 0 0
7772 rows × 10 columns
In [9]:
selection = VarianceThreshold(threshold=(0.1))
X = selection.fit_transform(X)
X.shape
Out[9]:
(7772, 8)
In [10]:
X_train, X_test, y_train, y_test = train_test_split(
X, y, stratify=y, test_size=0.35, random_state=42)

X_train.shape, X_test.shape

Out[10]:
((5051, 8), (2721, 8))
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In [11]:
y_train.value_counts()
Out[11]:
tcp 2567
udp 1316
arp 605
icmp 563
Name: PR, dtype: int64
In [12]:
y_test.value_counts()

Out[12]:
tcp 1383
udp 709
arp 326
icmp 303
Name: PR, dtype: int64

In [13]:
#Build Classification models

from sklearn.metrics import accuracy_score
from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score
In [14]:
#K nearest neighbors

from sklearn.neighbors import KNeighborsClassifier

knn = KNeighborsClassifier(3) # Define classifier
knn.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = knn.predict(X_train)
y_test_pred = knn.predict(X_test)

# Training set performance
knn_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
knn_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
knn_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
knn_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
knn_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
knn_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % knn_train_accuracy)
print('- MCC: %s' % knn_train_mcc)
print('- F1 score: %s' % knn_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % knn_test_accuracy)
print('- MCC: %s' % knn_test_mcc)
print('- F1 score: %s' % knn_test_f1)
Model performance for Training set
- Accuracy: 0.9883191447238171
- MCC: 0.9819578067746086
- F1 score: 0.9883065499196092
----------------------------------
Model performance for Test set
- Accuracy: 0.9687614847482543
- MCC: 0.951660483046525
- F1 score: 0.9686704938760865
In [15]:
#Support vector machine (Radial basis function kernel)
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from sklearn.svm import SVC

svm_rbf = SVC(gamma=2, C=1)
svm_rbf.fit(X_train, y_train)

# Make predictions
y_train_pred = svm_rbf.predict(X_train)
y_test_pred = svm_rbf.predict(X_test)

# Training set performance
svm_rbf_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
svm_rbf_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
svm_rbf_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate
F1-score

# Test set performance
svm_rbf_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
svm_rbf_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
svm_rbf_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-
score

print('Model performance for Training set')
print('- Accuracy: %s' % svm_rbf_train_accuracy)
print('- MCC: %s' % svm_rbf_train_mcc)
print('- F1 score: %s' % svm_rbf_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % svm_rbf_test_accuracy)
print('- MCC: %s' % svm_rbf_test_mcc)
print('- F1 score: %s' % svm_rbf_test_f1)
Model performance for Training set
- Accuracy: 1.0
- MCC: 1.0
- F1 score: 1.0
----------------------------------
Model performance for Test set
- Accuracy: 0.7140757074604924
- MCC: 0.5748695123002997
- F1 score: 0.6740937529445371
In [16]:
#Decision tree

from sklearn.tree import DecisionTreeClassifier

dt = DecisionTreeClassifier(max_depth=5) # Define classifier
dt.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = dt.predict(X_train)
y_test_pred = dt.predict(X_test)

# Training set performance
dt_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
dt_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
dt_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
dt_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
dt_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
dt_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % dt_train_accuracy)
print('- MCC: %s' % dt_train_mcc)
print('- F1 score: %s' % dt_train_f1)
print('----------------------------------')
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print('Model performance for Test set')
print('- Accuracy: %s' % dt_test_accuracy)
print('- MCC: %s' % dt_test_mcc)
print('- F1 score: %s' % dt_test_f1)
Model performance for Training set
- Accuracy: 0.8515145515739457
- MCC: 0.7762359933845943
- F1 score: 0.8035784366909816
----------------------------------
Model performance for Test set
- Accuracy: 0.8467475192943771
- MCC: 0.7683660880645217
- F1 score: 0.7990145844476247
In [17]:
#Random forest

from sklearn.ensemble import RandomForestClassifier

rf = RandomForestClassifier(n_estimators=10) # Define classifier
rf.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = rf.predict(X_train)
y_test_pred = rf.predict(X_test)

# Training set performance
rf_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
rf_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
rf_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
rf_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
rf_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
rf_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % rf_train_accuracy)
print('- MCC: %s' % rf_train_mcc)
print('- F1 score: %s' % rf_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % rf_test_accuracy)
print('- MCC: %s' % rf_test_mcc)
print('- F1 score: %s' % rf_test_f1)
Model performance for Training set
- Accuracy: 0.9986141358146902
- MCC: 0.9978589961133834
- F1 score: 0.9986134911385087
----------------------------------
Model performance for Test set
- Accuracy: 0.9886071297317163
- MCC: 0.9823883753583599
- F1 score: 0.9885909870402152

In [18]:
#Neural network

from sklearn.neural_network import MLPClassifier

mlp = MLPClassifier(alpha=1, max_iter=1000)
mlp.fit(X_train, y_train)

# Make predictions
y_train_pred = mlp.predict(X_train)
y_test_pred = mlp.predict(X_test)

# Training set performance
mlp_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
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mlp_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
mlp_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
mlp_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
mlp_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
mlp_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % mlp_train_accuracy)
print('- MCC: %s' % mlp_train_mcc)
print('- F1 score: %s' % mlp_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % mlp_test_accuracy)
print('- MCC: %s' % mlp_test_mcc)
print('- F1 score: %s' % mlp_test_f1)
Model performance for Training set
- Accuracy: 0.6072064937636111
- MCC: 0.3784847549650167
- F1 score: 0.5991816599019475
----------------------------------
Model performance for Test set
- Accuracy: 0.5994119808893789
- MCC: 0.36334178043767823
- F1 score: 0.5923456251587758
In [19]:
%%timeit
#Build 3 Stacked model

# Define estimators
from sklearn.ensemble import StackingClassifier
from sklearn.linear_model import LogisticRegression

estimator_list = [
('knn',knn),
('svm_rbf',svm_rbf),
('dt',dt)]

# Build stack model
stack_model = StackingClassifier(

estimators=estimator_list, final_estimator=LogisticRegression()
)

# Train stacked model
stack_model.fit(X_train, y_train)

# Make predictions
y_train_pred = stack_model.predict(X_train)
y_test_pred = stack_model.predict(X_test)

# Training set model performance
stack_model_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate
Accuracy
stack_model_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
stack_model_train_f1 = f1_score(y_train, y_train_pred, average='weighted') #
Calculate F1-score

# Test set model performance
stack_model_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
stack_model_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
stack_model_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate
F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % stack_model_train_accuracy)
print('- MCC: %s' % stack_model_train_mcc)
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print('- F1 score: %s' % stack_model_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % stack_model_test_accuracy)
print('- MCC: %s' % stack_model_test_mcc)
print('- F1 score: %s' % stack_model_test_f1)

#Results

acc_train_list = {'knn':knn_train_accuracy,
'svm_rbf': svm_rbf_train_accuracy,
'dt': dt_train_accuracy,
'stack': stack_model_train_accuracy}

mcc_train_list = {'knn':knn_train_mcc,
'svm_rbf': svm_rbf_train_mcc,
'dt': dt_train_mcc,
'stack': stack_model_train_mcc}

f1_train_list = {'knn':knn_train_f1,
'svm_rbf': svm_rbf_train_f1,
'dt': dt_train_f1,
'stack': stack_model_train_f1}

mcc_train_list
#import pandas as pd

acc_df = pd.DataFrame.from_dict(acc_train_list, orient='index', columns=['Accuracy'])
mcc_df = pd.DataFrame.from_dict(mcc_train_list, orient='index', columns=['MCC'])
f1_df = pd.DataFrame.from_dict(f1_train_list, orient='index', columns=['F1'])
df = pd.concat([acc_df, mcc_df, f1_df], axis=1)
round(df, 4).to_csv('stack/T1U2_test_results-65_35-3Stacked.csv')
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
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- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression
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n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9978222134230845
- MCC: 0.9966341559761256
- F1 score: 0.9978216067790154
----------------------------------
Model performance for Test set
- Accuracy: 0.9845644983461963
- MCC: 0.9761243874608249
- F1 score: 0.9845448058208809
23.3 s ± 5.15 s per loop (mean ± std. dev. of 7 runs, 1 loop each)
In [ ]:
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Appendix E: 5-Stack Model for the dataset on Background-Traffic and Bandwidth-Limit
Experiment

In [1]:

#T1=64 bytes
#T2=58956 bytes
#T3=65507 bytes
#
#U1=1M
#U2=256M
#U3=512M
In [2]:
#import the neede libraries
import pandas as pd
from sklearn.tree import DecisionTreeClassifier
from sklearn.linear_model import LogisticRegression
from sklearn.svm import SVC
from sklearn.neighbors import KNeighborsClassifier
from sklearn.naive_bayes import GaussianNB
from sklearn.ensemble import VotingClassifier
from sklearn.model_selection import train_test_split
from sklearn.metrics import accuracy_score
from sklearn.preprocessing import StandardScaler
from sklearn.pipeline import make_pipeline
from sklearn.ensemble import VotingClassifier
from sklearn.feature_selection import VarianceThreshold

from sklearn.ensemble import StackingClassifier
from sklearn.linear_model import LogisticRegression

from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score

import seaborn as sns
import matplotlib.pyplot as plt

# Comment this if the data visualisations doesn't work on your side
%matplotlib inline

plt.style.use('bmh')
In [3]:
#%%timeit
#load the dataset
#df = pd.read_csv('data-LANS-SDN-INTERNET/T1U1.csv')

#load the dataset
df=pd.read_csv('data-LANS-SDN-INTERNET/T1U1.csv')

#len(df)
df.shape

Out[3]:
(10949, 15)
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In [4]:
df
Out[4]:
10949 rows × 15 columns
In [5]:
list(set(df.dtypes.tolist()))
Out[5]:
[dtype('O'), dtype('float64'), dtype('int64')]
In [6]:
df_num = df.select_dtypes(include = ['float64', 'int64'])
df_num.head()
df_num
Out[6]:

T1 U1 SW T PN BN IA PI FS FD
0 64 1.0 2 0.008 1 42 0 29 1 1
1 64 1.0 2 0.013 1 42 0 12 1 1
2 64 1.0 3 0.015 1 42 0 24 1 1
3 64 1.0 3 0.015 1 42 0 29 1 1
4 64 1.0 4 0.017 1 42 0 29 1 1
... ... ... ... ... ... ... ... ... ... ...

10944 64 1.0 5 29.276 91986 139082832 0 29 0 0
10945 64 1.0 7 12.760 92 90699 0 29 0 0
10946 64 1.0 6 14.076 922 2444260 0 29 0 0
10947 64 1.0 9 12.762 94 92925 0 2 0 0
10948 64 1.0 8 29.679 94805 143345160 0 29 0 0
10949 rows × 10 columns
In [7]:
#using Protocol as target variable
X=df.drop(columns=['PR','ANSD', 'RIFD','ANSS','RIFS'], axis=1)
y=df['PR']
In [8]:
X
Out[8]:

T1 U1 SW T PN BN IA PI FS FD
0 64 1.0 2 0.008 1 42 0 29 1 1
1 64 1.0 2 0.013 1 42 0 12 1 1
2 64 1.0 3 0.015 1 42 0 24 1 1
3 64 1.0 3 0.015 1 42 0 29 1 1
4 64 1.0 4 0.017 1 42 0 29 1 1
... ... ... ... ... ... ... ... ... ... ...

10944 64 1.0 5 29.276 91986 139082832 0 29 0 0
10945 64 1.0 7 12.760 92 90699 0 29 0 0
10946 64 1.0 6 14.076 922 2444260 0 29 0 0
10947 64 1.0 9 12.762 94 92925 0 2 0 0
10948 64 1.0 8 29.679 94805 143345160 0 29 0 0
10949 rows × 10 columns
In [9]:
selection = VarianceThreshold(threshold=(0.1))
X = selection.fit_transform(X)
X.shape
Out[9]:
(10949, 8)
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In [10]:
X_train, X_test, y_train, y_test = train_test_split(
X, y, stratify=y, test_size=0.35, random_state=42)

X_train.shape, X_test.shape
Out[10]:
((7116, 8), (3833, 8))
In [11]:
y_train.value_counts()
Out[11]:
tcp 2361
icmp 1647
arp 1646
udp 1462
Name: PR, dtype: int64
In [12]:
y_test.value_counts()
Out[12]:
tcp 1272
icmp 888
arp 886
udp 787
Name: PR, dtype: int64
In [13]:
#Build Classification models

from sklearn.metrics import accuracy_score
from sklearn.metrics import matthews_corrcoef
from sklearn.metrics import f1_score
In [14]:
#K nearest neighbors

from sklearn.neighbors import KNeighborsClassifier

knn = KNeighborsClassifier(3) # Define classifier
knn.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = knn.predict(X_train)
y_test_pred = knn.predict(X_test)

# Training set performance
knn_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
knn_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
knn_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
knn_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
knn_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
knn_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % knn_train_accuracy)
print('- MCC: %s' % knn_train_mcc)
print('- F1 score: %s' % knn_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % knn_test_accuracy)
print('- MCC: %s' % knn_test_mcc)
print('- F1 score: %s' % knn_test_f1)
Model performance for Training set
- Accuracy: 0.9799044406970208
- MCC: 0.9728832016332284
- F1 score: 0.9799160124647879
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----------------------------------
Model performance for Test set
- Accuracy: 0.9663448995564832
- MCC: 0.9546482883106525
- F1 score: 0.9663757244554873
In [15]:
#Support vector machine (Radial basis function kernel)

from sklearn.svm import SVC

svm_rbf = SVC(gamma=2, C=1)
svm_rbf.fit(X_train, y_train)

# Make predictions
y_train_pred = svm_rbf.predict(X_train)
y_test_pred = svm_rbf.predict(X_test)

# Training set performance
svm_rbf_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
svm_rbf_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
svm_rbf_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate
F1-score

# Test set performance
svm_rbf_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
svm_rbf_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
svm_rbf_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-
score

print('Model performance for Training set')
print('- Accuracy: %s' % svm_rbf_train_accuracy)
print('- MCC: %s' % svm_rbf_train_mcc)
print('- F1 score: %s' % svm_rbf_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % svm_rbf_test_accuracy)
print('- MCC: %s' % svm_rbf_test_mcc)
print('- F1 score: %s' % svm_rbf_test_f1)
Model performance for Training set
- Accuracy: 0.9998594716132658
- MCC: 0.999810290548095
- F1 score: 0.999859480751884
----------------------------------
Model performance for Test set
- Accuracy: 0.7685885729193843
- MCC: 0.7205294173458786
- F1 score: 0.7482163114218551

In [16]:
#Decision tree

from sklearn.tree import DecisionTreeClassifier

dt = DecisionTreeClassifier(max_depth=5) # Define classifier
dt.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = dt.predict(X_train)
y_test_pred = dt.predict(X_test)

# Training set performance
dt_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
dt_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
dt_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
dt_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
dt_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
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dt_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % dt_train_accuracy)
print('- MCC: %s' % dt_train_mcc)
print('- F1 score: %s' % dt_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % dt_test_accuracy)
print('- MCC: %s' % dt_test_mcc)
print('- F1 score: %s' % dt_test_f1)
Model performance for Training set
- Accuracy: 0.898397976391231
- MCC: 0.8665683088153157
- F1 score: 0.8973465038587761
----------------------------------
Model performance for Test set
- Accuracy: 0.8912079311244456
- MCC: 0.8567556597007966
- F1 score: 0.8899898031351843
In [17]:
#Random forest

from sklearn.ensemble import RandomForestClassifier

rf = RandomForestClassifier(n_estimators=10) # Define classifier
rf.fit(X_train, y_train) # Train model

# Make predictions
y_train_pred = rf.predict(X_train)
y_test_pred = rf.predict(X_test)

# Training set performance
rf_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
rf_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
rf_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
rf_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
rf_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
rf_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % rf_train_accuracy)
print('- MCC: %s' % rf_train_mcc)
print('- F1 score: %s' % rf_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % rf_test_accuracy)
print('- MCC: %s' % rf_test_mcc)
print('- F1 score: %s' % rf_test_f1)
Model performance for Training set
- Accuracy: 0.9990163012928611
- MCC: 0.9986718700575713
- F1 score: 0.9990163944036905
----------------------------------
Model performance for Test set
- Accuracy: 0.9856509261674928
- MCC: 0.9806263197999506
- F1 score: 0.9856611660445321
In [18]:
#Neural network

from sklearn.neural_network import MLPClassifier

mlp = MLPClassifier(alpha=1, max_iter=1000)
mlp.fit(X_train, y_train)
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# Make predictions
y_train_pred = mlp.predict(X_train)
y_test_pred = mlp.predict(X_test)

# Training set performance
mlp_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate Accuracy
mlp_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
mlp_train_f1 = f1_score(y_train, y_train_pred, average='weighted') # Calculate F1-
score

# Test set performance
mlp_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
mlp_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
mlp_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate F1-score

print('Model performance for Training set')
print('- Accuracy: %s' % mlp_train_accuracy)
print('- MCC: %s' % mlp_train_mcc)
print('- F1 score: %s' % mlp_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % mlp_test_accuracy)
print('- MCC: %s' % mlp_test_mcc)
print('- F1 score: %s' % mlp_test_f1)
Model performance for Training set
- Accuracy: 0.8128161888701517
- MCC: 0.7489337123685648
- F1 score: 0.8068914600681564
----------------------------------
Model performance for Test set
- Accuracy: 0.8158100704409079
- MCC: 0.752874360964493
- F1 score: 0.8093013373520986

In [19]:
%%timeit
#Build 5 Stacked model
# Define estimators
estimator_list = [

('knn',knn),
('svm_rbf',svm_rbf),
('dt',dt),
('rf',rf),
('mlp',mlp) ]

# Build stack model
stack_model = StackingClassifier(

estimators=estimator_list, final_estimator=LogisticRegression()
)

# Train stacked model
stack_model.fit(X_train, y_train)

# Make predictions
y_train_pred = stack_model.predict(X_train)
y_test_pred = stack_model.predict(X_test)

# Training set model performance
stack_model_train_accuracy = accuracy_score(y_train, y_train_pred) # Calculate
Accuracy
stack_model_train_mcc = matthews_corrcoef(y_train, y_train_pred) # Calculate MCC
stack_model_train_f1 = f1_score(y_train, y_train_pred, average='weighted') #
Calculate F1-score

# Test set model performance
stack_model_test_accuracy = accuracy_score(y_test, y_test_pred) # Calculate Accuracy
stack_model_test_mcc = matthews_corrcoef(y_test, y_test_pred) # Calculate MCC
stack_model_test_f1 = f1_score(y_test, y_test_pred, average='weighted') # Calculate
F1-score
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print('Model performance for Training set')
print('- Accuracy: %s' % stack_model_train_accuracy)
print('- MCC: %s' % stack_model_train_mcc)
print('- F1 score: %s' % stack_model_train_f1)
print('----------------------------------')
print('Model performance for Test set')
print('- Accuracy: %s' % stack_model_test_accuracy)
print('- MCC: %s' % stack_model_test_mcc)
print('- F1 score: %s' % stack_model_test_f1)

#esults

acc_train_list = {'knn':knn_train_accuracy,
'svm_rbf': svm_rbf_train_accuracy,
'dt': dt_train_accuracy,
'rf': rf_train_accuracy,
'mlp': mlp_train_accuracy,
'stack': stack_model_train_accuracy}

mcc_train_list = {'knn':knn_train_mcc,
'svm_rbf': svm_rbf_train_mcc,
'dt': dt_train_mcc,
'rf': rf_train_mcc,
'mlp': mlp_train_mcc,
'stack': stack_model_train_mcc}

f1_train_list = {'knn':knn_train_f1,
'svm_rbf': svm_rbf_train_f1,
'dt': dt_train_f1,
'rf': rf_train_f1,
'mlp': mlp_train_f1,
'stack': stack_model_train_f1}

mcc_train_list
import pandas as pd

acc_df = pd.DataFrame.from_dict(acc_train_list, orient='index', columns=['Accuracy'])
mcc_df = pd.DataFrame.from_dict(mcc_train_list, orient='index', columns=['MCC'])
f1_df = pd.DataFrame.from_dict(f1_train_list, orient='index', columns=['F1'])
df = pd.concat([acc_df, mcc_df, f1_df], axis=1)
round(df, 4).to_csv('stack/T1U1_test_results-65_35-5Stacked.csv')
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9998594716132658
- MCC: 0.999810290548095
- F1 score: 0.999859480751884
----------------------------------
Model performance for Test set
- Accuracy: 0.9903469866944952
- MCC: 0.9869857891319864
- F1 score: 0.9903680369733026
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
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https://scikit-learn.org/stable/modules/preprocessing.html
Please also refer to the documentation for alternative solver options:

https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression
n_iter_i = _check_optimize_result(

Model performance for Training set
- Accuracy: 0.9997189432265318
- MCC: 0.9996206440562371
- F1 score: 0.9997189797355517
----------------------------------
Model performance for Test set
- Accuracy: 0.9908687711974954
- MCC: 0.9876920041207727
- F1 score: 0.9908885159977375
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9997189432265318
- MCC: 0.9996206440562371
- F1 score: 0.9997189797355517
----------------------------------
Model performance for Test set
- Accuracy: 0.9887816331854944
- MCC: 0.984862070388131
- F1 score: 0.9887982580777016
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9998594716132658
- MCC: 0.999810290548095
- F1 score: 0.999859480751884
----------------------------------
Model performance for Test set
- Accuracy: 0.9887816331854944
- MCC: 0.9848734237030116
- F1 score: 0.9888119594508434
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9997189432265318
- MCC: 0.9996206440562371
- F1 score: 0.9997189797355517
----------------------------------
Model performance for Test set
- Accuracy: 0.9887816331854944
- MCC: 0.9848519013492678
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- F1 score: 0.9887876481363194
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 0.9997189432265318
- MCC: 0.9996206440562371
- F1 score: 0.9997189797355517
----------------------------------
Model performance for Test set
- Accuracy: 0.990086094442995
- MCC: 0.9866211656315284
- F1 score: 0.9901012686905423
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 1.0
- MCC: 1.0
- F1 score: 1.0
----------------------------------
Model performance for Test set
- Accuracy: 0.9924341247064962
- MCC: 0.9897847651947784
- F1 score: 0.9924387090691755
/home/olonlonse/anaconda3/lib/python3.9/site-
packages/sklearn/linear_model/_logistic.py:814: ConvergenceWarning: lbfgs failed to
converge (status=1):
STOP: TOTAL NO. of ITERATIONS REACHED LIMIT.

Increase the number of iterations (max_iter) or scale the data as shown in:
https://scikit-learn.org/stable/modules/preprocessing.html

Please also refer to the documentation for alternative solver options:
https://scikit-learn.org/stable/modules/linear_model.html#logistic-regression

n_iter_i = _check_optimize_result(
Model performance for Training set
- Accuracy: 1.0
- MCC: 1.0
- F1 score: 1.0
----------------------------------
Model performance for Test set
- Accuracy: 0.9895643099399948
- MCC: 0.9859211148843842
- F1 score: 0.9895847027165893
48.4 s ± 13.7 s per loop (mean ± std. dev. of 7 runs, 1 loop each)
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