Chapter One
Introduction
1.1 Background to the Study
Window-Based Congestion Control is a synthetic best ride, in which, up to 85% of the
traffics are controlled by the Transmission Control Protocol{TCP} which ar% for
transmission, e-mail, browsing, file sharing, e.t.c. The Congestion regulator or o@gorithms
allows diverse applications to share network bandwidths efficiently wit@erloading or
oversubscribing the links. There will be a congestion when a ne igk\ is overloaded by

several applications, in which, the buffers will fill up and&mc ets will be plunged and

retransmitted. \*
Latency is important for applications with@terface like Web-based search and

interactive services, but goodput is important r\AQk-end systems like e-mail or Gmail backups.
There are a variety of approaches to share@btwork bandwidth in order to better adapt to the
mix of applications; they corresp @ous objectives algorithms for congestion control such
as shortest-flow-first, max-min fairh€ss, and so on. When the network is operational, severely
congested, this means Qa ere is a strong demand for bandwidth and numerous applications
may wish to use eg; lines at the same time, congestion control becomes critical. If the
speed of th@ delay are both in high level, this is crucial since buffers will quickly fill up
befo t$ can react. Consider two flows that will share the single 200Gb/s blockage link

of the buffering and a 200-second Real Time Technology Solution (RTT). The

buffers are filled in 20 seconds of line rate traffic, however the servers can only alter their rates

on a 200-second, the scale of the time that refers to how far it takes in order to assess and



respond to traffic congestions. It may be difficult to control congestion reactively when there is a

long reaction time in comparison to the prepared buffer capacity.

This problem only grows worse as RTTs go longer if the link(l) capacity increﬁ&%in

a Wide Area Network(WAN), without a matching increase in buffer size'. g(/

These are especially true in data communication centers this @e a distinctive
R

search workload movement or flow would complete in less than{\ TS on an unloaded
1don

ly take a few dozens of

100Gb/s network. Even if there are a few competing flows, (@%(a
RTTs to complete. Fast congestion control becomes @1

more flows become short-lived. Lastly, that time taken

as link capacity increase and
itigate congested window should not
be affected by the network traffic dynamic ﬁe, o put it another way, a traffic optimization
technique must be able to react quickly and, this*'must be quickly as possible in the scenarios, in
which a very great number of the ad begin at the same time, or ON and OFF traffic, for
which internet usage ranges fro o 0, as it does to other types of traffic. Because network
traffic between diffe Qe r‘s will be tightly synchronized as applications become more
distributed, such t fgttems in data centers are not uncommon. Disaggregated storage and
large-scal essing are data applications center which benefit out of the quick congestion
contQ
Q These applications demand high quantity and a very small latency, besides they usually
include traffic of the network between a closely attached servers, with the significant quantity of
flow(f) starting in the same time. In this work, we look at the novel family of rapid window-

based congestion control algorithms that network workers can utilize to keep networking and



running at high rates even as link speeds reach thousands of gigabits per second. These can be
called “Proactive Explicit Rate Control" Algorithm(PERC algorithms). This will allow them to
simultaneously retain the buffers that are close to empty efficiently by using all the links,
allowing applications to attain to a very low latency and a very high throughput in general?.

However, this congestion is most common in African countries, particularly Nigeria. %\

The Internet is the worldwide computer network that communicates using packet
switching and is always based on the Transmission Protocols or Interngt roto Is. It began as a

small part of the NSFnet with a few nodes and has grown rapidly c(%\ ast two decades.

It now bonds billions of hosts, reaching mllhons@;e to serves as a worldwide

information exchange structure. With the Internet's servi 1lhons of people from all over the
world will be able to easily search and access clopé€dic information on any subject, billions
of people will be able to interact with onQn) her via email and instant runners, and business

will be conducted in new and mor

most important invention of th\t/
%

%Ve and effectual ways and the Internet, arguably the

icth century, has essentially altered our way of life’. The

m be attributed to bettering designs and protocols. The Internet

Internet's enormous su
will continue to e @rder to keep up with improvements in the communication and the
constant reqs&t&{ more connectivity and bandwidth.

has grown into a massive network, diverse, circulated system of unprecedented
@ In the layers of the links, there is cable, wireless, satellite and fiber that are links with
bandwidths ranging from a few Kbps to Gbps and propagation times ranging from nanoseconds

to thousands of milliseconds. Despite the fact that nearly none of them existed when the original

internet architecture was created or constructed, Ethernet Local Area Networks, token ring, ATM,



SONET and FDDI are all used at the same time. New applications are constantly appearing in
the application layer, such as multi-player network gaming, the WWW, streaming multimedia,
peer-to-peer file sharing and so on. While every ISP is motivated by profit, the Internet inter-
domain and topology routing become significantly more difficult and complex to grasp. The
Internet is a huge challenge for networking experts to describe and evaluate sin&n

Internet's invention and progress is the outcome of an engineeri@ycle that relies

\
heavily on heuristics, intuitions, experiments and simulations. F %’mg theories for such a

expanding difficult system with unparalleled scale?.

complicated empirical system subsequently appears to be im; s% first appearance, which is

one of the reasons why Internet theories lag behind 1 etentations. However, tremendous

progress has been made in recent years in dev@ ng mathematical foundations for the

Internet in a variety of domains, including&e&s@ pology, routing, congestion control, and so

on. Q
Previous Internet resea&é/ﬁi;c mainly on simulations and measurements, both of which

have drawbacks. For e the network measurement cannot predict impacts of new Internet

protocols before té‘plo}’ed. Due to memory and processor speed limits, simulations can
a

only be use@q 1l networks with simple topologies. We cannot assume that the protocol that
m

works v@

vah f a mathematical analysis is far easier than verifying the practicality of protocols in

inor network would work well over the Internet. Furthermore, verifying the

large*scale complicated networks®. A theoretic structure can substantially aid our understanding
of the benefits and drawbacks of current Internet technologies, as well as guide us in the
development of new protocols to address recognized issues and future networks. Intuition-based

design might easily overlook the importance of some system aspects, resulting in a mediocre
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solution or even disastrous implementation. The initial design of the HTTP protocol is a perfect
example of a success catastrophe: "The HTTP protocol utilized by the World Wide Web is a
perfect example of a success disaster." If its originators had imagined it in usage over the entire
Internet and examined the resulting ramifications through analysis or simulation, they could have

considerably improved its design, resulting in a more stable Internet today®. In som% ars
i

ago, internet has seriously grown significantly. The internet now connects milliQns, i llions,
of people and machines, and it has had a positive and harmful impact on ma s of our life.
Residential fiber optic networks and DOCSIS 3.0 are examples xt*geheration consumer

networks that are pushing the boundaries of what was previo ought to be impossible. New
services with ever-increasing bandwidth requirements, s %\ -definition video-on-demand,
%

online music, and cloud-based storage services, are% ple, rapidly altering how we use the
Internet’. CERN and Fermilab, for examplegare~able to exchange large volumes of data with
science research institutions all around thé,world because to high-speed transatlantic networks.
By offering a connection-orientegd, able, byte-stream service, the Transmission Control
Protocol(TCP) has permitte tlﬁ%)ﬁ\et to survive on a variety of networks, ranging from high-
speed, very reliable fi %\c.ﬁnks to error-prone wireless links. Furthermore, Transmission
Control Protocol (TC vides a critical service to the Internet's stability known as Congestion
Control. In @ ork, congestion control is a critical issue. It is inextricably linked to router

and ne pacity. Because the Internet is made up of many different networks with different

es, it is particularly vulnerable to congestion. Before and after processing, routers must
buffer packets in queues. If the rate at which packets arrive exceeds the network's capacity, the
router must store them in a queue until it can forward them to the next hop®. If the arrival rate

exceeds the departure rate, the queue will eventually expand to the point that the router has no



choice but to drop packets, disrupting network traffic. As a result, throughput will drop as the
packet loss rate rises. The answer is to reduce router queue occupancy and, as a result, packet
loss rates. Sources must reduce their sending rate in order to achieve this, sources must always
reduce their transfer rate in order to achieve this. Early TCP versions, on the other hand, did not
behave in this manner. Because Transmission Protocol is a dependable procedure, it 4 \\ ted
to retransmit missing segments. However, its initial retransmission behavior overly
aggressive, placing the network at risk of congestion collapse. When a ily overloaded

network achieves a steady state, the actual useful throughput is V@ this is known as a

congestion collapse®. (&)

1.2 Statement of the Problem
Congestion control is the method for i ving of the routine of a communication

mp
network. This optimization essentially tra @ransmitting rates from several data sources
being as high as possible while no%mb ening the network. Packet losses are the most
common indicator of network o r?;\vhen the pace of packet arrivals at the link that is more

than the capacity, the con in&ﬁeue will begins to fill, and when is fully queued, the packets

| )

will be discarded and % k's bottleneck links will be fully used.

Previous reseaﬂo&qﬁﬁdow-based congestion management has focused on the starting network,

adaptive co @ on, and end-to-end mechanisms, but the PERC Algorithm does not account for

pac\@s

an cket losses reduced?

and network overloading. As a result, how may network overloading be avoided

1.3 Aim and Objectives
The main purpose of this thesis is to present Proactive Explicit Rate Control (PERC)

method for max-min fair rates that accounts for network overloading and packet losses.



The following goals will help to attain the goal:
1. To create a new model/algorithm to deal with Network Overloading.
ii. To use PERC(Proactive Explicit Rate Control) Algorithm to Track Packet Losses.

\
The goal of this work is to develop a PERC algorithms that mulates maximum and

iii. To ensure that our proposals improve in terms of performance (Simulation).

1.4 Scope of the Study

minimum fair rates prioritizes short flows as needed. ("sta@tive Explicit Rate Control"

algorithm) is the first algorithm which converges to a \n a recognized finite time, find the

maximum and minimum rates., to the best of ouk kn dge. This method does not necessitate

synchronization of switches or the mainter@ﬂper-ﬂow state.
1.5 Significance of the Study Q

The main significance tl% ks is to maintain the running of the system close to its

evaluated capacity, even %ﬁaced with extreme overload. The goal is to provide acceptable

service to a limitedc@ﬁ consumers rather than providing poor service to everyone.

1.6 Organizaﬁt‘w port
'@y behind PERC algorithms is that if we separate rate computation from real-

ti c of data and to use clear information, for example to set the flows, the network limits)
i$ the signal of the congestion, and we can quickly determine optimum rates. In this study,
the optimum rate allocation is assumed to be the maximum-minimum fair allocation. The

following is how the rest of the work is organized: In Chapter 2, Fair is a per-flow state PERC

algorithm. In Chapter 2, we describe PERC algorithms and equally discussed network



maximum-minimum fairness. In order to stimulate s-PERC, we look at a variety of PERC
algorithms in this thesis. We begin with the Fair PERC algorithm that will congregate to the
global maximum-minimum fair amount of allocation using just maximum-minimum fair rate
estimates at every level of the link. The fair is quick and very straightforward, the maximum-
minimum fair calculation necessitates a per-flow state. Chapter 3. These PERC algo oes
not require a per-flow state. n-PERC, or "naive" PERC, is our first attempt to 1\ e per-
flow formal, the per-flow state of Fair is changed with a few aggregate m@ As the name
implies, n-PERC has temporary difficulties with bottleneck rate ¢ @&p}}s, and its time of
convergence is unbounded. These gives rise to s-PERC, or P " S@' ERC, which solves the
transient issues of n-PERC and converges in a time that L\%s wn. The key is to be creative.
Chapter 4. s-PERC for data centers: a review | d@e of the design decisions that went

into making s-PERC viable and deployable,;(\ 1 as our 4x10Gb/s NetFPGA prototype, we

compare the simulation results for s-PER@\CP, pFabric, and an ideal maximum-minimum

ptimal maximum-minimum rate allocator, while for the

rate allocator, focusing on flow co %‘1 times (FCTs). For medium to large flows, we find
Rgﬁ

that PERC is extremely Kg
smallest flows, it deli;eQe hortest flow completion durations conceivable. From our 40Gb/s

NetFPGA test’{‘ﬁa

estions and research possibilities in PERC algorithms are described in future

e provide genuine measurements of s-PERC, TCP, and DCTCP.

Chapter 5. @
worl@wer how PERC can be utilized in different networks, such as private Wide Area

configured in programmable switches:

, and how it can be modified to fulfill different needs. Other algorithms can be

1.7 Operational Definition of Terms



Internet: Internet is a global communication in term of electronic network that links computer
networks and structural computer facilities.
Network Overloading: Network Overloading is when you put too many hosts in a broadcast

domain.

bytes that can be outstanding at any given time is called congestion window.

The Congestion Window: This is the one of the parameters that determines t@? of

Congestion Control: Congestion control refer to tactics and systems that c er prevent or

alleviate traffic congestions. \&\ \
Network Congestion: When we have too many communica@v}ng through the internet at
t

the same time, this is known as congestion network. or G\

amount of packets being transmitted across the n@eeds the network's packet handling

of Network occurs when the

capability.
Window: Microsoft's Windows operating@n is a graphical operating system. It lets users

view and save files, run applicafq?% games, and watch videos, as well as connect to the
internet. \/
Window Based Pro aQ*AW‘mdows-based program is software that runs on a computer that

runs the Microsoft@i s operating system.

Packet Loset loss occurs when data packets fail to reach their intended destination on a

N

Protocol: The mechanism or procedure in which data is transmitted from a computer to

the other over the internet is known as Internet Protocol. Each computer on the Internet (known

as a host) has at one IP address that distinguishes it from all other computers on the network.



Algorithms: An algorithm is a procedure or collection of rules that a computer uses to do
calculations or other problem-solving actions. A set of instructions for solving a problem or
completing a task is known as an algorithm.

Simulation: Simulation is typically used to evaluate or forecast the existing or future
performance of a business process. %\
Data Communication: Data communication refers to the interchange of infor\t@%ween a
sender and a receiver across a transmission means such as a wire connection%
Throughput: Throughput is the total number of packets successful@ ired by the sink node
per unit time. In order to design an efficient algorithm, the thr ut gbtained should be high.

Packet Delivery Ratio: This measure indicates the qu@ ets transmitted to the sink as

a percentage of the number of packets created by t% c¢ nodes. The technique is considered

efficient when the packet delivery ratio ap@q 100%. This parameter is the most widely

used metric in WSNs. Q)

Packet Loss Rate: This is the rz@lotal number of packets sent to the sink node divided

by the rate during which pa ke%
%,

Fairness: The degree :Q In data sending rate is referred to as fairness. The protocol would

st or rejected due to buffer overflow.
benefit from an algorithmasthat ensures fairness across all source nodes transmitting packets.
Hop—By—Ht@ : Hop-by-hop delay gauges the algorithms' efficiency in terms of congestion.
Ene mption: This is the amount of energy expended by sensor nodes in the WSN
cket transmission, reception, and forwarding is measured by energy consumption.
Buffer Overflow: Buffer overflow occurs when the queue length or the quantity of packets in

the network reaches a certain threshold.
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Chapter Two \

Literature Reviev%cj\
2.1 Conceptual Review \&(,

2.1.1 Congestion of the Internet %

When the request for specific or &i&es rces, such as connection bandwidth,

surpasses the available capacity, the @
substantial loss of the packet, fre%%mission of the packets and even probable congestion

becomes congested. Long transfer delays,
downfall or collapse, in which\n k channels are completely consumed while throughput
obtained by an applicati ﬁ\eeﬂ to zero, are all symptoms of congestion. It is a self-evident that
some measures shQ) n place to protect the network from being significantly overloaded for
a lengthy pe@ time in order to ensure current network performance.

S

resources. According to some researchers, high memory, high-speed connectivity, and

ntaneous alternative is to make use of the network provisioning to supply

rapid processors are all advantages that will help solve the traffic problem in computer networks.
Despite the fact that bandwidth has expanded tremendously in the previous decade, the need for
more bandwidth has remained constant, and new applications, peer-to-peer file sharing, for
example, have required far more bandwidth than projected. The need for effective congestion
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control techniques has been exacerbated rather than alleviated by the Internet's expanding not
solve capacity, despite the fact that we aim to accomplish performance, stability, and fairness in
a more heterogeneous environment.

As a result, even in the future high-speed network, congestion control remains a critical
topic. Congestion control is the study of developing and analyzing distributed \ for
sharing network resources among competing users. The aim is to match de % ailable
resources in order to avoid congestion and underutilization while also allocat ources fairly.

Internet Congestion Control is made up of two parts. The first is a T@s’o\l Control Protocol

source algorithm that dynamically adjusts the transmission @ei on congestion along its

path. The other one is the router-based Active Queue ent approach, which updates

congestion information and transmits it back to sQu ther implicitly or explicitly, in the

form of packet loss, delay, or marking. We'll @uick look at a couple of them!.

2.1.2 Internet Protocol(IP) Networkin Q

The communication systa§% policy is a modularized method in which each layer

at a particular node must k OW\Q/
at the particular node, ﬁQ%\v&ith other layers in the same layer at isolated nodes. The Internet
Protocol (IP) or orking layer) must, for example, understanding how to transport IP

laye
packets usi «ka-layer, but it does not need to know about the receiver's link-layer.

connect with the other layers directly above and below it

: Layer one is Application
Q Layer two is Presentation

Layer three is Session
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Layer four is Transport

Layer five is Network

Layer six is Link
Layer seven is Physical @Z
Figure 2.1: The OSI networking stacks. %\%

I)s

There are seven(7) layers in the Open Systems Interconnectio tandard model, as

\
shown in Figure 2.1 on the left. Physical layer, presentation la i‘%‘* layer, transport layer,
session layer, networking layer, and application layer are @er from bottom to top. The
Internet Protocol layer, which parallels to the networki of the OSI model, is at its core. IP
%interact across a variety of networking

or Internet Protocol, has the advantage of beiw

technologies, including Ethernet, point- &m\lines, and cellular networks®. The abstract

G

concept of a connection and a liner accommodates these many technologies, in the

networking stack, the link lay &(r/ ht beneath the IP layer and transports IP packets between
the nodes that share th@h, there are some distinct link types and transport layer and
application layer p n the Internet, but they are all utilized with the same packet transport
service: The spgdayer is part of the Internet Protocol (IP) layer, and the Transmission
Control g (TCP) is the protocol of primary interest. TCP divides a data stream into
p nsuring consistent delivery even when the IP layer loses, reorders, or duplicates
packets, while also sensing the network's condition to avoid overloading it. Everything above the
transport layer is commonly referred to as "application layer" in the context of IP networking,

rather than the building of applications and application protocols, and there is no split into

session layer, presentation layer, and so on. The IP layer lacks complex mechanisms for resource
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reservation or allocation; when a router or link is overloaded, the default approach is to discard
the packets it can't handle and leave it up to the communicating endpoints to sort things out as

best they can.

These are crucial design decisions, the network basic is straightforward, but endpgints
must be erudite so as to communicate with the network®. The end-to-end idea dist(g(/ this
design from many previous network topologies. It differs from the architectu \%ﬁical wired

telephony systems, in which a mobile device at an end point may be %u of only a dozen

\
analog components®. (\&

2.2Theoritical Review @
2.2.1 Algorithms that are proactive §

ing control packets with switches along the path over a

The Algorithm for "Proacti %icit Rate Control" (PERC)"determines the max-min
rate allocations by exchangin@@x

few rounds." The contr t$ contain the drift allocations as an explicit rate. For the max-min
fairness aim, we 1 eS@e PERC algorithms in this thesis. We begin by describing a series of
well-know &thions regarding PERC algorithm setup before examining the idea of
maximu@um fairness that allows us to verify statements regarding when the various

orithms will converge. In this chapter, we consider Fair, a simple PERC algorithm that
converges to the specific world max-min allocation by doing nearby max-min honest
computations at every hyperlink (depending on "demands" of flows). Fair is based on a
contemporary method known as d-CPG; however, Fair requires per-flow country at the links,
which makes it unfeasible for networks with many flows. The majority of reminiscence in a
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switch is committed to routing and forwarding, leaving little memory available for other tasks®.
Furthermore, manipulating a enormous amount of recollection at nanosecond time scales, which

is the current standard for high-speed is difficult®.

2.2.2 The Models \V\
We simplify the setup for PERC algorithms by making a series of assu S%EH and

s-PERC, two PERC algorithms, converge to specific maximum-minimum @J and 60N

rounds, where the number of bottleneck links in the highest reliance @E N There are molds

that are more demanding than the other (e.g., the set of flows i@ xed, a control packet is

in no way released). For a realistic deployment (of s—PER@ up the tougher assumptions
(marked ) as follows: §

1. We can generate a network topol@q an subjective network are in the form of a

graph, G(V; E), where V denotes thf setof)Switches and E signifies the set of links. The

topology is fixed, and the capacit@&

2. Network transr@te set of flows, F, each of which traverses a subset Pf of the
e

kages are defined by C: E R is greater than 0.

links and each of wEi Q@cepted by each link I E. Number of the flows(f) is denoted by J = |F|,
f

and the numbe&

N =1QI|.

ges is denoted by K = |E|. Number of flows(f) carried by link is denoted

QFrom the source end-host to a receiver end-use, flow data packets are sent at rates X: F
RO, with the rate of a flow f F limited only by the capacity of links in Pf. As a result, all links I

must have fQl X(f) C. (I). There is no constraint on the flow's origin or endpoint.

17



4. Per flow, there is only one of the outstanding control packet. The fields of the control
packet differ from one algorithm to the next. The control packet is sent and received by the
sender and recipient over the same Pf connections as the data packets in the flow. As long as the

flow is operational, the packet control is gotten and restructured at each of the link’.

Furthermore, the control packets are strictly adjusted by the links in all of t@gms
described in this thesis; the end host may not certainly adjust the control p o inform
that a flow is begin or ending. Bandwidth is one of the parameters in %nt 1 packet that all

\
connections assign to the flow. The basis end host merely modifi t\e\ a packet rate to match

the most recent packet's lowest allocation, then returns the @‘5 original state.®
Consider the structure in Figure ’g\{\nexample of a maximum-minimum fair rate
a

2.2.3 Fairness (Maximum-Minimum)

allocation. J = 2 flows and K = 3 lin resent. For flow fG, which is bottlenecked at link
112, the maximum-minimum fai lk&)n 1s 120Gb/s, while for flow B, which is bottlenecked

at link 130, it is 18Gb/s. B@ only flow it transports, fB, is bottlenecked at another link,

L
link 120 has extra ca Q

Definition: enever we say flow(f) is bottlenecked at a link(s), what we mean is that

link is efity 1 and that flow(f )has the highest rate of all the flows in QL. If and only if every

ttlenecked at some point, a rate distribution for flows is said to be max-min fair. There
is

alWways a single maximum-minimum fair allocation. In the literature, there are many similar
definitions of maximum-minimum fairness, infact, including the following: a reasonable rate

distribution If and only if there is no other viable allocation, X is maximum-minimum fair. If Y(f)
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is greater than X(f) for flow(f), and some other flow(f) must exist in a way that X(f) is less than

or equal to X(f) and Y(f) less than X(f)°.

Figure 2.1: An example of a setup. M = 2 flows and N = 3 linkages are present. Each
flow passes through a subset of the connections. At link 112, the green flow fG is bottlene%l\to

12Gb/s, whereas the blue flow fB is bottlenecked to 18Gb/s. The link capacity{n(/ id rate

allocations for the flows are shown below.!°. %\%
o\\ \

2.2.4 A Per-Flow PERC Algorithm with a Max-Min (\

Fair is a mechanism which uses per-flow sta@&y connection to generate
maximum-minimum rates. The algorithm may congg\

rates after 4 numbers(N) of cycles, where N is @e of bottleneck links!'. Fair is built on

past work, as is its dependency-chain-basei}lagxiis. 2,

2.2.5 Algorithm for calculating a loc

global maximum-minimum fair

m and minimum rate

The link then calculates the ecent flow limit rate (Line 6). The flow's limit rate e is
the slowest rate it receiv 0& the other links (as gathered from the control packet). The

.

bandwidth allocated Q{low is a = min(e; b), where e denotes flow bottlenecking elsewhere
and b denotes flow enecking at link(1)!3. Finally, the connection adjusts the flow's local limit
rate, bottl %ate, and allocation, which are all recorded in the flow's control packet. The
alloed in the control packet are only seen by the end hosts. Overtime, we anticipate
bo eck rates and distributions to converge to maximum-minimum fair rates'*,
2.2.6 The Algorithm's Characteristics

The Fair algorithm has two important Characteristics that do not rely on per-flow state.
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1. Each link's bottleneck rate is calculated on a max-min basis. In a limit rate of 40Gb/s
for flow fB and e = 1 for flow fG during update 3, allocating the bottleneck rate of 15Gb/s for
both flows is max-min fair since they are both bottlenecked at the connection'>.

2. Assume that links "estimthates" a flow to be bottlenecked in B if and only if its limit
rate exceeds the local maximum-minimum fair rate. Then, depending on the link's ent,
there could be multiple flows traveling from E to B during a single update. Giv% w limit
rates, link 130 predicts that after update 3, both flows will be bottlenecked aﬂ%\k (local max-
min fair rates are 15Gb/s). Given a limit rate of 20Gb/s for flow % fection determined
fB to be in E prior to the update (e = 20Gb/s is less than t ximum-minimum fair rate of
30Gb/s). As a result, the link not only identified the n%%%ﬁs bottlenecked with update 3,

but it is also modified its estimate of the other ﬂow% ¢ E to that of B!®,

2.2.7 The Fair Algorithm's Convergence

Theorem 2.5.1 Once the network's set @vs has stabilized, Fair is always guaranteed to
converge to the maximum-minim ir’allocation in fewer than or equal to 4N rounds, where N
is the number of bottleneckgi; tivfis in the maximum-minimum allocation'’.

The evidence sed on instruction on the linkages in increasing order of their

maximum-minimu

7
connection @erg&
23 v&Empirical Studies
%Qults of the Simulation

A small-scale packet-level was simulated in the Fair algorithm to test 3 primary

As a result, we begin by recursively defining what it means for a

assertions regarding PERC algorithms' improvements over reactive algorithms and an earlier

PERC algorithm we'll name Charny. We compare and contrast Fair and Charny before
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presenting our assessment. Charny, like Fair, is a flow per state algorithms that have been proved
to converge. At the changeover, the bottleneck rate is established differently in Charny than in F
air'®, A link 1 in generates a bottleneck rate that is consistent with E(l) estimates but may
necessarily fair and keeps track of whether each flow is in B(l) of E(lI). The Charny control
packet also has a single rate field that is updated by each connection in the flow's pa% na
bottleneck changes during the Charny method, the previous bottleneck conne tk@} update
(increase) the rate contained in the packet before the new bottleneck link | in its rate,

resulting in sluggish updates. To test three main claims reg@PBRC and reactive
algorithms!®, we conduct the following experiments: % )

(1) Time of Convergence: Fair converges q i&l other state-of-the-art PERC
%.

algorithms, and PERC algorithms in general con% er than reactive algorithms. Fair's
Convergence Times were compared to the re %ngrithms RCP and Charny.

(2) Slow convergence periods resu@bng Flow in the Completion Times, especially at
high speeds and with longer round- %ays. FCTs of F air were compared to reactive FCTs.
Graph 2.5: One TOR is ¢ nn&%‘& four hosts via 100Gb/s active and non-active links for
convergence time studie %Ra‘nd DCTCP algorithms, as well as Charny's PERC algorithm.

3) Chains@) Dependency: In the decency chain, the algorithms take lengthier to

converge a@ependence chains between flows grow longer; nevertheless, some reactive

algo@ execute poorer than the PERC algorithms.

Q

PERC (Fair, Charny), optimal algorithms for maximum-minimum rate allocation, and ns2

e arrived at the conclusions using OMNET++ implementations of reactive (RCP),

simulations of DCTCP?,

2.3.2 Scheduling in the Network
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Due to potentially uneven speeds or busy connections, data is frequently queued in
buffers21 when devices join. Data in a well-behaving buffer will drain between peaks, whereas
data in a badly-behaving buffer would remain, wasting space required to process new packets
and causing interruption to the program for no gain.?'.

Five general techniques to promoting good buffering are as follows: \V\

1. delaying packets to increase interleaving packets from various K@(’ match

X

3. asking senders to slow down; %\ )
4. choosing different load-balancing routes, an@

5. separating packets into categories?.

upstream and downstream speeds;

2. rejecting packets to indicate senders to slow down;

This section begins at the bottom lay. ﬁihows how the five broad tactics listed above

have been applied to the network. In add@hhe section examines how well they achieve the

five network design goals indicat stract.
The aims are to: &
1. decrease the latenc Q& )

Qand

2. increase the bangw
3. resources % ed in accordance with agreements.
Allo@h ressive implementation, and cut down on administrative costs?.

Q

to-end delivery over various networks), it will almost certainly lose the end-to-end debate. When

en tasks done in hardware must be performed in software layers (e.g., ensuring end-

two feasible solutions compete for end-points and middle-boxes, the end-point solution will be

more cost-effective and durable in the face of changing technology?*.
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2.3.3 The Link-layers

If some networks' Link-layer technology can limit buffer expansion while maintaining
per-hop fairness. The Ethernet switches may have allowed for minimal the link flow
management by delivering a command to transferring devices, instructing them to stop
transferring data. %\V\

Protocols that do not differentiate between senders were implemented usi ulticast
packets. Priorities for Ethernet were also overlooked in the early drafts of th@%\ds%.

The Priority Flow Control, which overcomes the flaws in t rliéx, Bthernet command,
and Enriched the selection of the transmission, which allo megous protocols to be used
simultaneously, are features of latest Ethernet standa &% imes known as Data Center
Ethernet or Converged Boosted Ethernet. Prioritie a%lished to share each other's unused
bandwidth, with the Congestion notification &Qning as a cap. Information is given to TCP
and other transport layer protocols to assist them in determining the rate of their transmissions.
With the advances, even Etherne nable to match the performance and dependability of
fiber optics. More advance t&%ﬂgies include Infiniband and Omnipath. Credit-based flow
control in Infiniband Q&\ti‘zed Congestion Notification in Ethernet are two more advanced
link-layer options @

Des@\success in supercomputing, infiniband still suffers from the blocking and
conggstio e procedure of the Parking Problems when multiple flows are present. Despite its

supercomputing, infiniband still suffers from blocking and congestion in the form of
the Parking Lot Problem, which happens when several flows in a network fabric are processed as
if they were one. Because infiniband enables hardware-level congestion control, decreasing or

eliminating HoL is a hot topic of research?®. However, Infiniband's congestion control has been
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removed due to unpredictable performance, according to an informal survey of DOE labs. While
Infiniband has been at the vanguard of high-speed commodity networks, it has not been able to
compete due to its increased cost and complexity. The only QCN-enabled hardware for
Ethernet's link-layer congestion made the standardization of IEEE Std 802.1Qbb Priority Flow

Control, to which objections were voiced on the grounds control that the authors of th@e}e

aware of comes from Mellanox, which is probable because they offer similaY in their
Infiniband products?’. %

"The promise of [QCN] congestion control that it could %@ % stalemate, more
bearable," said the editor of the QCN standard in a personal c%&ic tion in January 2021.

The worst-case scenario of all source packets arri t the same switch port at the same
time must be taken into consideration by the SRP admission control. There can only be 8 sources
if a buffer can only be 8 packets deep owin %any constraints. Even big switches are built
up of modules that limit the amount of O&)j ntion to a maximum of 64:1. It wouldn't be too
horrible if there were a restriction, o rces. It's possible that this ratio will improve. Packet
pacing is required for TSN, and th€ Fair Queue qdisc is currently the best pacer for Linux.
However, it doesn't 2&%5 the same as the one described in the TSN standard. The TSN

bridge traffic shaper i

pacing, the @ , on the other hand, is designed to interleave packets from various flows?5.

y required to pace all flows as a whole, not per-flow. For successful

2.3.45 ra haping and Classification
Q e hardware layer or the software layer above it can shape and classify traffic. The

traffic determining throttles bandwidth or rates communications by suspending packets, while
categorization allows different tactics, such as shaping, to upset applications selectively. Le

Boudec and Thiran's Network Calculus discusses traffic modeling by using Min-plus algebra to
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reason about the equations that reflect arrival and service curves. The results reveal that a
switch's buffer requirement for actual flows equals the sum of the burst sizes that can arrive
simultaneously for a single destination port, regardless of any other parameter. They demonstrate
that because traffic is serialized at the first bottleneck, peer network bursts only have to be paid
for once. Of course, numerous peer links carrying flows to the same transmit port co up
a fabric's next hop. To give real-time assurances, simple cooperative traffic shx 1 ployed

to limit the size of the transmit queues used in an Ethernet switch. The burstﬁ% duced by the

shaping interval is employed in the calculations used to calculate L@w\ of a reservation's
buffer. The extreme delay of a packets are determined by the %(laal

switch's speed + a switch-specific multiplexing constant d assumes that the switch has

buffers divided by the

a single huge First In First Out queue and do not ha %parate queue for each transmit port,
which is serviced round-robin. When the sha g*(erval is lowered, burstiness, buffer size, and
maximum latency are all reduced, but CPI@nd is increased. The whole buffer space and all-
out packet delay increase in lockste he number of clients until the switch's memory limit
is reached. Finally, becaus th%‘t-case situation is unusual, this form of overprovisioning
fails to properly utiliz %‘wor‘k's theoretical capacity, and it demands hosts knowing middle-
box characteristics WQ

S
2.3.@1@ of Queues
Q

resource scheduling. The most prevalent queue schedulers are drop away from Processor Sharing

s impractical®.

pically, queue scheduling methods are considered separately from the other types of

on early time-shared computer systems, beyond First In First Out and its linked "Drop Tail"

semantics. With the addition of weights to distinct traffic classes, queue scheduling has advanced

25



beyond Processor Sharing's basic Round-robin algorithm. Shortest Job First is the ancestor of a
second family of queuing disciplines (SJF). Hunger is a problem for SJF and its preemptive
variant, Shortest Remaining Time, yet they perform well under workloads with a heavy-tailed
distribution and a large number of short flows. There seems to be slight overlap between current
queue scheduling research and real-time processor scheduling research. Earlies@i}e
Initially (EDF) is mentioned in a few network studies, although they are the exce% er than
the rule, and much progress has been done since EDF was first publishéd=Active Queue

Management (AQM) manipulates packets based on the state of the Lp@hﬁke a traffic shaper,

which treats all packets traveling through it the same way. % )
The packet is discarded or flagged when the u@&

equipped with the Random Early Detection (RED) roaches an upper limit. The packets

packets or bytes in a queue

are left alone if the queue length falls belo‘@(ain threshold. In relation to the thresholds
between these criteria, RED drops or marks,a paeket at random in proportion to the length of the

queue. RED is commonly suppo @/itches and can signal TCP to reduce its congestion
window, although it is chall ng}%&onﬁgure and rarely used in practice®.

Controlled De a prominent Active Queue Management (AQM) strategy for reducing
buffer bloat by lirr% duration packets spend in a queue. By default, Controlled Delay uses
a 100ms a\@&TT and a 5Sms delay target. It was designed and tested for Internet edge
routers, b ould potentially operate with lower latency networks as well. Controlled Delay

is that it can't control latency unless it's in charge of the slowest link, which is exactly
what happens when flows converge someplace else on the network. The Fair Queuing packet

scheduler in the Linux kernel works with TCP to set a pacing rate that improves flow

interleaving. Because an AQM prevents non-TCP flows from overfilling buffers when an AQM
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is employed, AQMs and enhanced TCP congestion control approaches work well together in
general. To deliver the largest theoretical value, AQM would need to be widely applied across a
network. Even if an AQM like Controlled Delay is only utilized at the network's edge, it prevents
users from overfilling their own buffers. Fair Queuing with Controlled Delay or CAKE30 adds
crucial features like hashing flows to different queues and timing packets to the
system, making it more successful. A traffic shaper must be installed if the ne which
Controlled Delay is used does not provide back-pressure (that is, if the rﬁr%x allows new
packets to be inserted even if the next hop does not have aden@ﬁ’&r space), so that
Controlled Delay can manage the queue of the slowest connec %(j

Software AQMs must break flows from the a cket stream since a network
cannot afford enough hardware queues to keep ea %arate in order to ensure fairness or

QoS. This is problematic since it adds to the@xload (end points higher in the stack already

treat flows independently) and complicates_disSection (Network Address Translation). At least

under Linux, queuing rules are Qj@d after packets have been translated on egress but
before they are translated @ 4
e

2.3.6 Protocols for T Q)
dh

For ensuri nd information transfer dependability, the most widely used transport
protocol is @osmission Control Protocol (TCP). TCP is used by applications via a socket
interface, h hides many of the connection specifics. Other protocol provides similar

to TCP, but they are very problematic to utilize in practice since middle-boxes
frequently block TCP or the Unreliable Datagram Protocol connections (UDP). Middle-boxes
have impeded TCP's progress by modifying its headers and option fields in a way that hinders

the adoption of new options as allowed by the TCP standard. TCP sustains amidst its insufficient
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performance in a variety scenarios because it creates few assumptions about the information of
the networks it traverses and can still provide satisfactory performance in the overwhelming
majority of instances, as long as packet damage was caused by overcrowding rather than the
connection's reliability. TCP uses the idea of using the receiver's acknowledgments (ACKs) as a
clock to adhere to the 'conservation of packets' principle, despite the fact that it has \ of
knowing how fast a network is or where bottlenecks are. The ACK clock starts_wit w-start

\tation on the

phase that determines bandwidth fast by increasing the congestion windo&

amount of data provided every Round-trip-time (RTT). Only if a retg@ imer depending on a

strong RTT and variance prediction concludes that the dat ally have arrived a long
Avoid.

time ago is data resent. In the meantime, the Cong 3%
%

congestion signal once every RTT by shrinking, t gestion window and progressively

idance phase responds to a

probing for bandwidth. The history of TCP's @elay is dubious. Although it should be used,
it cannot be the only traffic control signal. TGP Vegas was an older delay-based congestion
management variant that worke § its own but struggled with loss-based TCPs when
coexisting. Other delay-based protdo€ols followed Vegas, with varied degrees of success; for
example, FAST TCP, {mc\a TCP, and others have not gained widespread use. Nonetheless,
both Facebook's %} egas and Google's various projects are working on delay-based
procedures@n cements?>.

T CK algorithm is particularly relevant to this dissertation since it makes decisions
-% similar threshold—1.25RT Tmin versus 1.17RT Tmin. RACK, on the other hand, is
disconnected from congestion control on purpose. It's solely used to identify when packets go

missing. It also has a one-millisecond default and lower bound for its threshold. TCP Santa Cruz

modeled switch queuing by adding RFDs over a time interval and dividing by the average packet
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service time over that same time interval. There have been no noisy delay measurements to deal
with because TCP Santa Cruz was developed on the NS-2 network simulator. PCP, a non-TCP
congestion control protocol, uses probing packets to evaluate whether the channel can currently
handle a certain load and then uses short, scheduled, elevated bursts to achieve the required
throughput. PCP outperforms normal TCP in a number of ways, including responsi @Bd

packet loss rate, so it rescues from incast after a small amount of packet los@(@s never
more than a simulated prototype, despite all of these advantages. They p(@ that existing
interconnections among AQMs and TCP senders make traffic con ﬁku\t. Relentless TCP
decreases the transmission window by the number of segme % ed rather than halves it
once per RTT if one or more packets are dropped, be {ﬂﬂis simple and direct effect, a
traffic controller can easily modify the rate of a flgw: tless TCP has not been extensively
used since it is incompatible with other TCPs3 *

Many tries to generate a TCP altewatiye have been made, including, RCP, XCP, and
many others. The XCP and RCP of good ideas, they usually run into problems. TCP
has a lot of inertia, thus m& ith*what TCP has already figured out is trivial. Many ideas are

on the wrong side of ‘Q

nd-to-End dispute as well. While clean slate designs can provide
useful data, it a p@the most useful research is focused on improving rather than replacing

TCP. Wher@c er receives an acknowledgement *(ACK) marked with Congestion Exists

(CE):ta ard ECN support directs them to half their window once every RTT, while DCTCP

congestion. When the congestion ratio is 1, DCTCP half its window, and lesser ratios cause it to

k of the ratio of CE-marked bytes to total bytes ACKed to determine the amount of

back off correspondingly less. DCTCP reverts to normal TCP Reno when the recipient does not

support ECN. If the receiver supports ECN but has not been modified to relay ECN with delayed
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ACKs, DCTCP will underestimate the level of congestion. Kato produced a DCTCP variant that
is only one-sided. The performance of DCTCP is harmed when the receiver has been modified.
New TCP header settings may make it possible for a sender to detect tampering with a receiver.
Unfortunately, this type of solution might generate issues when intermediate boxes manipulate
headers without adequately supporting new or infrequently used options. The maj que
for ensuring DCTCP senders interact with modified recipients is currently configuri r-route

\t\unication is

congestion management. While this works for homogeneous subnets, whe%

necessary between a large number of hosts managed by mrit@hp\anies, it becomes
increasingly difficult and infeasible. % )

Switches must be set to correctly mark ECN in DCTCP. DCTCEP is easier to
set up than RED, and it can take use of Et ices that enable RED. In many
circumstances, DCTCP, on the other hand, i H&ult to implement. It's possible that a cloud
provider won't be able to force all tenant@e a buffer-friendly TCP, or that activating per-

route congestion control on the a wl\ side isn't fine-grained enough for the apps that run on

their cloud.>>. \/
In these cases @rﬁble to revert to a behaviour that's as similar to the actual as

feasible while imp%na ss constraints. We presume that existing RTT metrics are appropriate
for the task@\on our first findings. Congestion control strategies based on existing delay

metrt h ailed to achieve low bottleneck queue depth on switching or tight latencies

.

or increased time stamping, certain recent TCP congestion management versions reduce latency,

ns akin to DCTCP up to this point. By implementing Explicit Congestion Notice (ECN)

increase bandwidth, and allocate the resources more equitably than previous TCPs. It's not

always possible to configure switch queues to properly indicate ECN or to isolate low-latency
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protocol from aggressive legacy traffic. Changing transmission and reception, changing drivers,
and adding new TCP options is a difficult operation36 because to the inertia and variety of
networks. While change might be beneficial in some situations, networks are notorious for their
aversion to it. Take IPV6, ECN, RED, and FQ CoDel into consideration. Even as hardware and
software support becomes more widely available, network managers and application \ ers
fail to adapt their settings quickly (or at all) to take advantage of it. It's imp not to
undervalue the challenges of implementing a large number of differe@col headers.
Because the inconveniences of using IPV4 were insufficient to pers e lient, server, and
middle-box to change, it took 20 years for IPV6 to reach 10% % e.g. router, firewall, load
balancer, and management system). Increased pressure <si!ss depletion may be sufficient
to force widespread change by 202036. RTT-faimess ‘through sub-window adjustments,
improved fairness, ultra-low latency with ph ogqleues, deadline-awareness, minimizing flow
completion times, sender-side only DETCPs application to wireless networks stability
enhancements, elimination of Slo conjunction with Data Center Bridging, and various
ideas for deploy ability enhancément§ are among the many enhancements proposed to improve
or leverage DCTCP. Q& )
Academia n@ only one attempting to advance DCTCP. The Internet Engineering

Task Force xis debating ways to improve congestion notification and DCTCP, as well as
DCTCP's\ulnerability to ACK-loss. Apple has enabled ECN in all of its apps, which could lead
CN marking in routers and the ability to use DCTCP across the Internet. Those routers,

on the other hand, would have to be configured to designate ECN as required by DCTCP while
also allowing DCTCP to coexist with other TCP variants. Such a shift should not be predicted.

Other data center and Internet congestion control methods have not been supplanted by DCTCP.
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To reason about congestion in wide-area networks, the CAIA Delay-Gradient (CDG) TCP uses
minimum and maximum RTTs, with a focus on coexistence with loss-based congestion control.
It was included in the kernel of Linux 4.2. It's straightforward to set up because it's only a
sender-side change. Incast Congestion Control for TCP is one of the few receiver-side
congestion control techniques (ICTCP). It indicates that in some situations, such as i \ en
numerous servers transmit data to a single client, the receiver is better suited to a@yr avoid
high congestion conditions. Their technique uses TCP Vegas' congestion m%ent, which is
more effective at preventing incast than DCTCP. ICTCP was crea‘@ icrosoft Windows
driver, allowing it to modify the behavior of virtualized covertly. Google's Chrome
Project has evaluated the Quick UDP Internet Connecti @ order to reduce connection
and transit latency. It seeks to send an initial pay% 1thout the requirement for the several
handshakes required by secure TCP connec%@ue to Forward Error Correction, QUIC can

recover from data loss without incurrin tr>smission time. Although the original documents
said that QUIC would pace pack s@st recent documentation only references CUBIC and
New Reno congestion co trch%/ better pacing capabilities of the Fair Queuing packet
scheduler are most lilﬁb e for this shift.?.

On the other ha as RTTs that are 4-6 times higher than DCTCP because to the lack of

ECN and A@&ater Remy investigations demonstrate that the Tao protocols come near to

matchi %erformance of an omniscient scheduler, however DCTCP was left out. It will be

¢ to see if machine-generated congestion control is practical or if it can lead to new and
enhanced congestion knowledge. Despite the fact that Remy develops protocols, Dong et al.
contend that, like most TCPs, it explores a space of hardwired reactions to packet level events,

and that its performance can suffer when the real network does not meet its assumptions.
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Performance-oriented Congestion Control (PCC) is a sender-side TCP modification that adjusts
rate and packet pacing based on ongoing experiments conducted with rates ranging from 1% to
5%. PCC has fewer assumptions than traditional congestion management algorithms, but it does
have one: it must repeatedly try higher rates, even if those attempts always reduce measured
utility. Despite the fact that the PCC has a public prototype, the actual implemen \ its
packet pacing either uses a whole core for each flow or is fragile dependent o% erating
system version or virtualization. A long line of TCP congestion control vari \Ve attempted
to keep congestion low while requiring little or no network equip chang® or configuration,

however most are unable to compete for bandwidth with loss-E%FD s. To some extent, loss-

based TCP and some versions, such as CAIA Delay-Gradi G) TCP, can coexist. Others
are unable to be practical owing to a lack o@ or a lack of performance. The
implementation of packet pacing in a protu& f Performance-oriented Congestion Control
(PCC) raises problems. Lee, et al. presm@} which demonstrates that reliable queue delay
measurements may be accomplis ev or high-speed networks by changing drivers, adding
TCP options, and modifying both sériders and receivers. Their congestion response is driven by
the ratio of the recorc@r e‘queuing time to an estimate of the number of competing flows,

resulting in highenQﬁ)

new TCP h@ tions is rare, and different networks cannot be expected to have compatible

on and lower latency than DCTCP. Because widespread support for

hosts,.the‘eombination of these enhancements is practically impossible to implement in practice.

uses hardware timestamps, delay gradients, and rate control to control RDMA traffic
congestion. While this study does not make a direct comparison to DX or TIMELY, it is
reasonable to suppose that TCP Inigo would benefit from improved timestamps as well. TCP

Inigo, on the other hand, may be run on any device without requiring any additional work.
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2.3.7 Application
Lower layers of the network may be more equipped to control congestion than an
application. Because of a unique set of skills, the network stack was created. That is one of the

reasons for the existence of the Unreliable Datagram Protocol. When a programmer has control

over a large number of end points, he or she can take the most effective measure@iuce
network traffic. TCP evolution is similarly tough without breaking it. Not onl\@y\w ideas

be superior, but they must also be implementable. It seems that applicatio% pers will be
willing to build their own network stacks, thanks to Google's exp ntal, QUIC protocol and

now Transport over UDP. This flexibility comes with a nunthel of drawbacks: encapsulation

slows down performance, allows for proprietary solutio, % dn fragment networking efforts

into even more efforts that must be debugged separate

Despite the fact that one-sided paradﬁﬁ@(e less congested than two-sided paradigms,

they nonetheless have significant con egan\)ln comparison to simple throttling, one-sided

paradigms may be ineffectual. Ra ccess behavior exhibits a fascinating performance
inversion phenomenon: Kd k communication and congestion avoidance solution
outperforms a hand- izad” for communication overlap approach. The technique that

maximizes overlap\while<avoiding congestion produces the greatest outcomes. They recommend

lowering th@er of cores used and the rate at which cores send messages, which will result
in a_2% vement in shared processes, a 60% development in fine-grained application
s, and a 17% improvement in the NAS Parallel Benchmarks3®.
2.3.8 Routing
The purpose of this dissertation is to find a solution to the congestion hitches that rise in

simple switched networks with full bisection capacity. As a network's design becomes more
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intricate, issues with how to appropriately use many routes will surely arise. To increase network
utilization, admission control, for instance, will need to be paired with a routing algorithm. B4 is
a worldwide software-defined Network from Google. Each site is reduced to a single node on a
network, with a single edge linking it to each distant site. Using a specific version of ECMP

hashing, all links from a site to a remote site are processed as if they were one. The to@s

simplified for scalability considerations. B4 functions with Flow Groups souch\e ion, and

QoS tuples rather than individual applications®. In order to achieve scal& his was also
done. B4 associates Flow Groups with a series of Tunnels that rep@wﬁ:s, prioritizing the

shortest paths. A Tunnel Group is made up of that mapping %e weights that go with it. The

weight/priority is the slope of the Bandwidth Function 1 used to provide QoS. Google

attempted to use the LP algorithm, which is an ide %ing method, but it was too sluggish.

Instead, they devised a speedier algorithm th %@es equal levels of fairness and utilization. It

rotates through the Flow Groups, priotitizing preferred tunnels (min cost path with no

contention). When many Flow Gro %d more bandwidth and must use paths that shared an

edge, the method iterates t oh@ fair share value that is then passed to the Flow Groups'
X

Bandwidth Functions: fQ

demand of each Flow up is met, with slack distributed according to Bandwidth Function.

In their fair share ratios. Bandwidth is distributed in stages. The

After that, @ must be quantized to ensure that they match the hardware capabilities. B4

had %tr‘ r 2700 Flow Groups and 240 Tunnel Groups as of November 12th. The majority

D

Engineering Optimization approach reduces the time to a third of what it was before. Hedera is a

raffic Engineering Operations took less than 5 seconds to complete. The Traffic

network flow scheduling solution for data centers that uses simulated annealing to centrally

schedule long-lived flows and ECMP forwarding for short-lived flows. Natural bandwidth
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demands take precedence over QoS requirements*®’, Rather than designating a core switch to
each flow, they scale by assigning one to each host. Their algorithm can design 27K hosts and
250K large flows in 100-200 milliseconds with a demand measurement and reallocation
frequency of 5 seconds. In most circumstances, Hedera surpasses static ECMP hashing, but it
can still be improved. Because Hedera sometimes performs worse than the "ideal" n: \ ing
switch they employed, it's impossible to compare it to it. In their shuffling ex\i C%edera
achieved 86 percent of the bisection bandwidth as the control network?!. %
2.3.9 Approaches with Multiple Layers ‘\ \

Traditional traffic shaping may still cause a bottlenec&@o emerge and packets to

be lost, even when complemented by a global routing that assures pathways are not
overloaded. The bottleneck would have to be able @he worst-case situation of all flows
on that route bursting at the same time. Co &\n trees and the Parking Lot Problem affect
even lossless networks like Infiniband. Congestton control on Infiniband is disabled in practice
since it needs to be adapted to t unique traffic patterns. If traffic patterns change, it
can have a significant impact erall throughput Zintroduced pFabric, in which flows are

treated as first-class : *s,ﬂow completion time is lowered, and rate control and flow

scheduling are sep‘rat

nd-hosts use a small range of TCP methods to set packet priority and
alter rate se. Switches implement priority scheduling and dropping, and they can handle

the etlie dline first (EDF). pFabric assumes 10Gbps host rates, a fixed retransmit timeout
§

R

with heterogeneous and changing host rates, which can be expected with progressive upgrades

RTT, and a fixed chronic congestion threshold. Those advantages are unlikely to hold

and energy-proportional networks. In simulations, Fabric achieves near-optimal flow completion
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speeds, although its architecture allows for starvation, and coexisting priority schemes demand
reconfiguration®?.

By automatically setting priority and rates, you may attain end-to-end storage tail latency
QoS. Users must supply a Service Level Objective and a trace of access patterns to the global
controller, which greedily explores across a reduced search space. While Priority M \ uto
setup makes it theoretically adaptable to a variety of applications, it was only de 0<{5@ed fora
few simultaneous tasks. Its worst-case latency evaluation is limited to a sin% and ignores
the interaction of workload arrival and service curves. The cont @ st adjust rates and
priorities as workloads or service curves change. With the exc %o\ighly busy applications,

it meets 99.99 percent of latency requirements becaus \‘b&@, e network as a black box. It
manages DCTCP, distributed arbitration, and prior@ling with minimal end-host changes
and prioritization scheduling. In PASE arbitre@ﬂmning and delegation optimizations have an
overhead-accuracy trade-off. They assume'that the tree topology and traffic in both halves of the
tree are the same, and they modi ingly if this is not the case** focuses on minimizing
task completion time (i.e. sets s linked to waiting customers) with Baraat, recognizing
that Shortest Flow is Qm t efficient. First scheduling isn't significantly better than Fair
Sharing when therQr) ot of flows per task. They argue that when a task is small, FIFO order
is the best @, nd when a task is huge, restricted multiplexing is the best option. To make
cons'@2 -level scheduling decisions, switches use a unique task priority assigned by a

D

the threshold governing when a task is considered heavy. QJUMP is a traffic control system that

ntry point. The historical task size distribution of a data center is utilized to determine

combines traffic shaping, classification, and priority queues**.
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This strategy can guarantee performance, but it isn't ideal. Flows in the same class may
cause problems by filling up shared buffers, even though the number of queues is substantially
lower than the number of possible types of traffic. Furthermore, there is no guarantee that once a
flow reaches a new administrative domain, the owner will use the same traffic classification

scheme or priorities. ®E

2.4 Theoretical Framework %
2.4.1 The Congestion of Window %\

Before the World Wide Web, the biggest study of congestr pened when some
Scholars prevented the Internet from collapse. It's a terrific ex® erforming the most basic
thing in the most effective way possible. It establishe \% undation for the Internet and
established the Transmission Control Protocol (TCP ohe of the most successful protocols
ever invented. TCP, despite its success, hamj\&f flaws. The statistical multiplexing notion,
which is a fancy way of saying, is used bymogt current networks. "Let's all just go for it when
we're ready because we're proba ing to strike each other." There are smarter network
solutions out there, but simple “hardware has a lot of advantages in terms of cost. On college
campuses, a bicyclis@ﬁgh a crosswalk at rapid speed, which is a real-life example of

statistical mul:i&)

accurately % ffic speed or prevent a collision if a vehicle came into their path. The cyclist

many circumstances, it appears that the rider would be unable to

appea %taking their life on the fact that the crosswalk is generally unoccupied. When an

N

(1C

packet is transmitted through a switch with overflowing queues, the story is similar.

Consider a second analogy for how a TCP packet flow behaves. TCP flows are similar to a
delivery train with a deaf and blind engineer on board. It is entirely the engineer's responsibility.

Collisions are utilized to evaluate whether or not they should slow down or come to a complete
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stop. Because the train has a long journey ahead of it and a deadline to meet, the engineer boosts
his speed as a general rule. When the train shudders as a result of colliding with anything, the
engineer reduces the train's speed to half of what it was before. Buffers are being used in our
networks to temporarily hold packets, which is a good thing®.
2.4.2 Congestion control ®
The congestion control cam be realized in an internetwork's network 1 @ﬁﬁansport
layer, i.e. a network made up of multiple types of networks, such as intern¢t~Ehe congestion
problem was readily established in the late 1980s, and academics ing\om solutions chose a
solution on the transport layer. Because of its self-clocking r@transport layer is already
capable of dealing with heterogeneous networks, cong owfrol on this layer makes sense
because this layer guarantees that data is delivered s@nd avoiding congestion is a factor in

this. This section explains how congestion ¢ mas added to TCP (and SCTP, which uses a

congestion control technique that is very Similadr to TCP's congestion control), as well as how

this mechanism could be enhance{[l@ture.

TCP relies on Multiplicative Decrease and Additive Increase (AIMD). A TCP host must be able
to control its transmission rate in order to use AIMD. A basic approach would be to utilize timers
with their expiration times adjusted according to the AIMD rate. Unfortunately, keeping timers
for a large number of TCP connections is tricky. Instead, according to Van Jacobson, TCP
congestion can be intentionally reduced by limiting the transmission window. A TCP connection
can only transfer data at the rate of window, where window is the difference between the sending
window of the hosts and the window reported by the receiver. A congestion window is used in
TCP's congestion control technique. Each TCP connection's TCB stores the current value of the

congestion window(cwnd), and the sender's window is bound by min, which is the current
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sending window and the latest received receive window. The TCP congestion control's Additive
Increase feature increases the congestion window by MSS bytes every round-trip time. This
phase is known as the congestion avoidance phase in TCP literature. Once congestion is detected,
the Multiplicative Decrease element of the TCP congestion control divides the current value of

the congestion window*®.

When a Transmission Control Protocol connection is recognized, the sender host has no
idea whether or not the network segment it will utilize to reach the destination is crowded. It will
begin with a small congestion window to avoid producing too much congestion. He suggests
starting with the bytes window. Because the TCP congestion control scheme's additive rise
component increases the congestion window by MSS bytes per round-trip time, the TCP
connection may have to wait many round-trip times before being able to utilise the available
bandwidth efficiently. This is particularly essential in situations where the bandwidth
rttbandwidth rtt product is high. The slow-start method is included in the TCP congestion
management strategy to avoid waiting too many round-trip times before reaching a congestion
window wide enough to optimally utilize the network. The goal of the TCP slow-start phase is to
get the cwnd to an acceptable value as rapidly as possible. Every round-trip time during slow-
start, the congestion window will be doubled. A new variable in the TCB is used by the slow-
start algorithm: ssthresh (slow-start threshold). The thresh is a guess about the last value of the
cwnd that was not congested. It's set up at the sending window and refreshed after every

congestion incident.

How congestion is detected is a critical point that any congestion control solution must

address. The TCP congestion control scheme's earliest implementations had a straightforward
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and practical approach: packet losses indicate congestion. When a network is overburdened,
router buffers fill up and packets are dropped. Packet losses in wired networks are mostly driven
by congestion. Packets can be lost in wireless networks for a variety of reasons, including
transmission failures and other factors unrelated to congestion. To provide a dependable supply,
TTCP already detects segment losses. There are two forms of congestion in the TCP congestion

management scheme:

* a slight case of congestion If TCP receives three duplicate acknowledgements and
conducts a quick retransmit, it deems the network to be minimally congested. If the quick
retransmission is successful, it means that only one segment was lost. TCP conducts a
multiplicative decrease in this scenario, and the congestion window is divided by two. The

updated value of the congestion window is used to set the slow-start threshold.

* a lot of congestion When TCP's retransmission timer expires, it deems the network to be
significantly congested. TCP retransmits the initial segment in this situation, and the slow-start
threshold is set to 50% of the congestion window. TCP performs a slow-start once the congestion

window is reset to its initial value®’.

When there 18's€vere congestion, the congestion window evolves as shown in the diagram
below. Slowgstart is used by the sender until the initial sections are dropped and the transmission
timegqut tuns out at the beginning of the link. At this point, the ssthresh has been set to half of the
curtent congestion window, and the congestion window has been reset to one segment. Slow-
start is used by the sender until the congestion window exceeds the sshtresh, after which the
missing segments are resent. When sections are lost and the retransmission timeout lapses, the

congestion window widens linearly until congestion avoidance is used.
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In data centers and on the Internet, overburdened networks are a constant source of
anxiety. The long tail of changes in latency can be costly for businesses, and congestion
exacerbated by bufferbloat47 causes suffering for everyday users. In the worse scenario, such as

servers in a storage network broadcasting data to the same customer (i.e. incast), network

congestion might prevent flows from passing through a busy port on a switch, @%\m

performance collapse. In addition, as the number of consumers and storage sp e@wse, the

network would be put under increased strain. Highly Efficient Co&i PC) systems

commonly execute closely connected simulations that are highly itivetd delay variability,

because global progress is only as fast as the slowest w; %v)tching to a fine-grained

asynchronous programming approach, according to so ett€, will address their problems.

Independent jobs, on the other hand, have a limited% continue working on their own, and

regardless of programming style, congestion @ence performance.

This is due to insufficient scheduling technglogy being used on loads that are greater than it was

designed for. Despite the fact,t %C programmers expect fine-grained asynchronous
38

communication to aid48,&?\/

computing achieve f: p formance, notes that "congestion control and flow control

mechanisms are o@g)
managemer@fﬁcien‘[.

2.4.3ﬁet of Different Types
Q rrent network technology, regardless of how fast or expensive it is, fails to provide a

convincing solution to congestion and guarantees end-to-end functionality (i.e. QoS). Of course,

Program, which investigates ways to make scientific

ant concern at very large scale..." At the application level, congestion

network capabilities range from low-cost and unreliable to high-cost and reliable. One of the

most important contributions of the research is TCP Inigo, which is presented in Chapter 4 and
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can be deployed on nearly any network because its methods do not require any additional
support. Even the most complex and expensive networks, such as computing systems and
clusters used for scientific simulation, must use TCP to a certain extent, even if they use faster
protocols internally. It should be noted that this dissertation is mostly concerned with wired
networks

Although the concepts of prolongation remain valid, wireless science \r@&ﬁ a new

set of issues that are outside the scope of this study. The three basic forms ge networks
are network attached storage (NAS), storage area networks (SAN), distributed file systems.

NAS, which uses one or more servers to provide a file system % across a modern Ethernet

network, is the most common and least expensive stora Storage arrays connected to a
high-performance network like Fibre Channel ma e ¢ expensive SANs, which appear to a
host as a neighborhood system. Wide Area N. (WAN) and Local Area Network (LAN) are

the two forms of distributed file systems\(LAN). Huge-scale location systems service a large

number of consumers and use a

i% of technologies. Local region systems, on the other
hand, are intended to prov ide “performance parallel file system for a limited number of

users. In general, evei jQy ere designed from the start, all networks evolve over time.

Carriers ar%

technolog % ovide reliable, or near-lossless, transportation (e.g. Fibre Channel over

ressure from the market to combine stored products with converging

Ethernet onverged Enhanced Ethernet). Adoption of new regulations, on the other hand,
decade or more, and it is a slow and uneven process. Priority Flow Control (PFC) was
formerly commonplace in business, but it can now cause impasse. The Quantized Congestion

Notification was often used to assuage fears of PFC deadlock, however it was rarely used. Even
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while it is supported*’, the tons older Explicit Congestion Notification (ECN) standard is
generally underutilized. As a result, most Ethernet networks experience packet drops*®.
2.4.4 Mechanisms based on windows

One of the most difficult challenges posed by the Internet's massive growth in terms of
both size and number of users was how to provide a simple and efficient distributi \ ble
network resources. TCP50 is the Internet's most frequently used transport lay r% | today.
TCP is mostly utilized by applications that require dependable, in-order pac \ivery from a
source to a destination. The dynamic window glide manipulate intr(\@ky\Van Jacobson is a
key component in TCP. TCP, which uses window-based ﬂo%tro is currently used by the

majority of Internet connections. In TCP, flow contr(%\\%

window method. The sliding window's size determi%

ished by imposing a sliding-
mber of bytes (segments) in transit,
or those that have been transmitted but no ?Aicknowledged. The edges of TCP's sliding-
window mechanism can be multiplied from\botlisides, i.e., when a byte is delivered, the window
slides from the right-hand side, a ACK is received, it slides from the left-hand side*.
As a result, the win ow&%ﬁtermines the maximum number of bytes awaiting an ACK.
The window size is (@%ﬂy‘ modified based on the amount of buffer space available in the
receiving TCP bu%) e sender TCP keeps track of the current window by continuing an
announced @( (awnd) for the purpose of glide control. According to the available buffer
spac t&d prevents buffer overflow at the receiver. However, in the event of network
, this no longer addresses buffer overflow in intermediate routers. As a result, TCP's
CC mechanism uses a congestion window (cwnd) to implement its CC mechanism, which

follows an Additive Increase Multiplicative Decrease (AIMD) coverage®.
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The idea is that if a sender needs to assess the available buffer space in the bottleneck
router along the TCP path, it should be able to alter its cwnd without trouble, eliminating buffer
overflows both in the community and at the receiver. The issue, on the other hand, is that routers
no longer work at the TCP layer, therefore they can't change the window using TCP ACK
segments. Only if TCP expects community congestion each time a retransmission ti@ks
and reacts to network congestion in this way by modifying the cwnd to the changi etwork

conditions can the problem be avoided™®.

As a result, the cwnd adaption is based on the AIMD de@déﬁ comprises three
excellent phases: % )

o1

(1) Begin slowly and gradually escalate.

(i1) Additive (linear) increase to minimize ¢
(ii1) Recovering congestion using a m &tive reduction.
The AIMD coverage limits the number of packgts (or bytes) that can be sent at once. The AIMD

diagram looks like a seen tooth {2« ith the range of packets increasing (additive amplify
n

phase) until congestion ari&&,}mi/

phase)’!. Q :
2.4.5: Begin slowl& (Qnential Increase)

Slov@ is one of the algorithms used in TCP's CC. The slow-start approach is based

opping off as packets are rejected (multiplicative decrease

. i(%t the size of cwnd begins with one Maximum Segment Size (MSS) and gradually

N

space. Slow-start increases the size of the cwnd by one MSS each time a TCP segment is ACK-

when fresh ACKs arrive. This has the effect of exploring the network's available buffer

ed, as shown in Figure 2.1°2. (a). TCP sends one section first (cwnd is one MSS). It sends two

segments after getting the ACK for this segment and after a Round Trip Time (RTT), i.e., cwnd
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is incremented to two MSSscwnd is incremented to four when the two transmitted segments are
ACK-ed, and TCP sends four new segments, and so on. This method starts slowly but grows
exponentially, as the name implies. Slowstart, on the other hand, does not last endlessly. As a
result, the sender uses a variable called the slowstart threshold (ssthresh), and when the size of

cwnd hits this threshold, slow-start is turned off, and the TCP's CC mechanism mov \ the

next phase. The initialized size of thresh is bytes. It's also worth noting tl\% w-start
algorithm is critical for avoiding congestion collapse®. %

2.4.6: Avoiding Congestion (Additive Increase)

TCP incorporates the congestion avoidance algorith%hic\b imits the expansion of

cwnd to follow a linear pattern, in order to slow down ¢t ential rise of the size of cwnd
and so avoid congestion before it occurs. The sl@hase ends when the size of cwnd
exceeds ssthresh, and the additive phase begi ﬁs@n the entire window of segments is ACK-ed,
increment cwnd by one MSS to achieve the lingar rise. Each time an ACK is received, the value
of cwnd is increased by 1/cwnd. %/‘ , for each RTT, the cwnd is increased by one MSS.

2.10.3: Recovery from Co ge}hq/

When networ EQ fon occurs, cwnd must be reduced to avoid more network

congestion and, e\)%ua

it can onl @ that congestion has occurred. This circumstance can occur in one of two

ultiplicative Decrease)

, congestion collapse. If a sending TCP needs to retransmit a segment,

Retransmission Time Out (RTO) timer has elapsed, or three duplicate ACKs have been

received, and the size of the threshold variable ssthresh is set to half of the current cwnd in both

situations. The multiplicative decline algorithm is used to regulate the ssthresh variable. As a

46



result, if there are multiple RTOs in a row, this technique exponentially decreases the TCP's
transmitting rate.
2.4.7. What is the Cause of Congestion?

Congestion can be defined in a variety of ways, but in simple words, if the entire sum of
demands on a supply exceeds its available capacity for any time interval (Equati \ the
source is said to be congested for that interval. Demand > Available Resources @wally).
Equation. Congestion Issues There are numerous sources in computer \s, including
buffers, link bandwidths, processing times, servers, and so on. P. t les$ occurs when the
buffer house reachable at the destination is considerably less @ uffer house necessary for
the arriving traffic for a brief time. Similarly, if the tota h% f visitors attempting to access
the hyperlink exceeds the bandwidth available, the ction will be disabled. When the
number of packets dropped into the subnet \té\hosts surpasses the carrying capacity of the
subnet, all of them are provided, and the n@b of packets supplied is proportional to the range
communicated. V\

However, as traffic okéll&ﬁe the network's capacity, the routers become overwhelmed
and begin dropping p@& :

Due to droppe kets and retransmissions, overall performance deteriorates to the point
where almo@ ckets are delivered. Mixed links with particular bandwidths exist for wired
networks as the INTERNET. The bottleneck is the node with the lowest bandwidth along a

the source to the vacation destination. Typically, congestion occurs in the bottleneck
because it receives more information than it is capable of sending out. Packets will be queued
and occasionally dropped in this case. As a result, response time will increase, and throughput

will suffer as well.
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2.4.8. Costs of Congestion
» As the packet arrival price approaches the hyperlink capacity, there are significant
queue delays.

* Retransmissions should be performed by the sender to compensate for packets lost due

to buffer overflow. %\V\
* In the face of significant delays, an unnecessary retransmission by the \%?%ﬁy cause

a router to utilize its connection bandwidth to forward unwanted copi acket.
« When a packet is dropped along the path to its destinatiod, the tansmission capacity

utilized at each of the upstream links to advance tl@e) o the point where it is

dropped is squandered.
2.4.9. What is the definition of congestion contro@

When the load is low, the number of@{w delivered is proportional to the number of
packets transmitted, and the latency is es@y constant. When the load hits the community
capacity (the knee point), the numb ckets transmitted does not grow. Instead, packets will

be queued, and the lengthe's ri0d will be extended.
e

2.4.10 Policies to @Congestion:

The develo@Nf a congestion manipulate scheme is affected by any computer network

archi';:ctu operational parameter that impacts both sides of Equation 2-1. As a result, any

the network's overall congestion management plan. The retransmissions policy addresses how

oice that has an impact on load (request) or resource allocation can be regarded part of

quickly a sender times out and what it sends when it does. A sender who times out quickly and

uses Go-Back-N to retransmit all the packets will create a larger burden on the device than a
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slower sender who uses Selective-Repeat. The buffering policy is closely related to this. If all
out-of-order packets are discarded by receivers, these packets will have to be broadcast again

later, increasing the load. Selective-Repeat outperforms Go-Back-N when it comes to congestion

control.

« Congestion is also influenced by acknowledgement coverage. \V\
The acknowledgment packets incur extra traffic if every packet is recounted,r . More
timeouts and retransmissions might be decreased if acknowledgments are sav piggybacked

onto reverse traffic, but at the cost of a slower response in case @es\ion. A tight flow

management scheme (for example, a narrow window) minilz'i%he acts rate and so helps to

alleviate congestion, but at the expense of throughput. \ een from the examples above,

there are numerous compromises to consider when decidi n the range of policy parameters.
* A discard coverage at the community laya@\rule that specifies which packets should be
dropped when there is no house in the ue@ood policy can help with traffic control, while a
bad policy can make things worse. Qpersing traffic across all lines, a correctly designed
routing algorithm can assis av&i/cgﬁgestion. Finally, packet lifetime management refers to the
length of time a packe &wi‘ve before being deleted. If it is too long, misplaced packets may
travel for a lon riogrough the network, and if it is too short, packets may arrive at their
destination an expected, resulting in retransmissions.
* The tran layer has the same challenges as the information hyperlink layer, but determining
t period is more challenging since the transit time over the network is less predictable
than the transit time over a wire between the two routers. Extra packets will be resent
unnecessarily if the timeout interval is too short.

2.4.11: Algorithms for congestion control
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Algorithm for a Leaky Bucket
Consider a bucket with a small gap in the bottom as an example of what we're talking
about. The discharge is constant regardless of what charge water enters the bucket at. When the

bucket is full of water, any remaining water pours over the facets and is lost.

Similarly, each network interface has a leaky bucket, and the leaky bucket me%i the
following steps: \é(/

2. The bucket leaks at a steady pace, indicating that the net\@ rface sends packets

at a consistent rate. % )
3. The leaky bucket transforms sporadic traffic i tﬁ\&&rafﬁc.
%

4. In practice, the bucket is a finit with a finite rate of output.>

Algorithm for token buckets 4\&

1. When the host wishes to send a packet, it is placed in the bucket.

1. Token bucket algorithm is required:
2. Regardless of how bu t@afﬁc is, the leaky bucket technique enforces output
sampling at the average rate. \zﬁ/
3. In order to d %h\bﬁrsty traffic, we'll need a flexible algorithm that won't lose data.
N

Token bucket

The @ ing are the steps of this algorithm:

ithm is one such algorithm.

1."Lokens are thrown into the bucket at regular intervals.
QQThe bucket holds the maximum amount of material.

3. If a packet is equipped, a token from the bucket is removed, and the packet is
dispatched.

4. The packet cannot be sent if there is no token in the bucket.>.
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2.4.12 Transport Layer
1. The fourth layer from the top is the transport layer.
2. The transport layer's principal function is to provide verbal data.

Immediately interchange offerings to utility strategies running on outstanding hosts.

3. The transport layer allows software processes to communicate logically @ on

exceptional hosts \%

4. Despite the fact that software processes on distinct hosts are n er physically

connected, the application methods layer uses the logical connectivi@sﬂ‘by the transport to

communicate with one another. % >
5. In the stop structures, the transport layer p@esmcted, but not in the start

structures. %

6. On a laptop network, network appli@&can employ many protocols.

TCP and UDP, for example, are tw@bport layer protocols that provide the community

layer with a wide range of service @
8. Multiplexing/de@@ is supported by all transport layer protocols.
9. It also prﬁzQ \7ariety of services, including reliable statistics transmission,

bandwidth assuranges, delay guarantees.
10. nction in the utility layer has the ability to send a message via TCP or UDP.
1 I\Both of these protocols are used by the software for communication.
QQ. TCP and UDP will then communicate with the internet layer's net protocol.
13. The transport layer can be studied and written to by the applications.
As aresult, we can argue that verbal communication is a two-way mechanism. .

2.4.13: he Transport Layer is a service provider.

1. Services identical to those provided by data connection layer are provided by the transport layer.
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2. In an internetwork, the network layer provides services within a single network, whereas the transport
layer provides services across many networks.
3. The data link layer is in charge of the physical layer, while the transport layer is in charge of the lower

layers.

The five categories of services supplied by transport layer protocols are as follows:: \V\

1. End-to-end delivery
2. Addressing

3. Reliable delivery
4. Flow control

5. Multiplexing

Reliable
delivery

End to end 1.
delivery

Addressing Multiplexing

~

End-to-end deliver@ranspon layer sends the full message to its intended recipient. As a
result, it assur% hole message is sent from source to destination.

Reliable : The transport layer ensures that packets are not lost or damaged by
retr ittihg them.

”l% are four components to dependable delivery:

a. Error control

b. Sequence control

c. Loss control
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d. Duplication control

Error Control (2.12.5)

1. Error Control is the basic function of reliability. In truth, no transmission can be guaranteed to
be error-free.

2. Transport layer protocols are intended to ensure that data is transmitted without err: \V\
3. The data link layer also includes an error-handling system, but it only Q or-free

transport from node to node. %

4. End-to-end dependability is not guaranteed by node-to-node reliability. \

5. The data link layer examines each network for errors. % )

If an issue occurs within one of the routers, the data link l& not be able to detect it. It only

detects mistakes that occurred between the beginnin he finish of the link. The transport

layer performs end-to-end error checking to V@Q&t the packet is error-free. 3.
2.4.14: Sequence Control Q

1. Sequence control, which is don %nsport layer, is the second part of reliability.

2. The transport layer is in charge of\¢uaranteeing that the packets received from the upper layers

may be utilized by the !@y&s on the sending end.
a

3. It ensures that the v s segments of a communication may be decoded on the receiving end.

2.4.15 Loss trol
1. The third\aspect of reliability is loss control.
sport layer ensures that all of a transmission's pieces, not just portions of them, arrive at their
destination.
3. A transport layer assigns sequence numbers to all transmission pieces on the transmitting end.

4. The receiver's transport layer can use these sequence numbers to identify the missing section. °’.

2.4.16: Duplication Control

53



1. The fourth aspect of reliability is duplication control.

2. The transport layer ensures that no duplicate data reaches the target.

3. Sequence numbers are used to identify missing packets, as well as to identify and delete
duplicate segments by the receiver. 8.

2.4.17: Flow Control ®
1. Flow control prevents the transmitter from sending too much information to tx ient.

2. If the receiver becomes overloaded, it discards packets and requests retran$y .

3. As a result, network congestion occurs, lowering system performa@ \
4. Flow control is handled by the transport layer. % )
N

5. It employs the sliding window protocol, which impr

also regulating data flow to avoid overburdening th@v.

6. Rather than being frame orientated, @ding window protocol is byte based.>.

2.4.18: Multiplexing QJ
1. To boost transmission efficiency, @ layer employs multiplexing.

One of two methods for multipleﬁxic,

transmission efficiency while

e used:

3. Upward multiplexing: multiplexing refers to the usage of the same network connection by
numerous transport ctions.

4. Downward i&g: In downward multiplexing, a single transport layer link is used to handle
several nnections. The transport layer can use downward multiplexing to divide a connection
into @ous channels in order to increase throughput. When networks have limited or slow capacity,
thi of multiplexing is used®

2.4.19 Problems of Congestion Control
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When the demand exceeds the available resources, congestion arises. As a result, it is
anticipated that as resources become more economical, the congestion problem will fix itself. As
a result of the congestion, the following concerns will arise:

1. Congestion is linked to a lack of buffer space, which will be addressed once memory

is large enough to support large memories.

ii. Slow links are the source of congestion. When high-speed links be\u@‘eﬂable or
unoccupied for usage, the problem will be solved. %

ii. Slow processors are the source of congestion. When the p@‘s\speed is increased,
the problem will be fixed. %;')

Contrary to these principles, without proper protocol red aforementioned advancements
may result in increased congestion and, as a result,@indow performance. A huge buffer
space will not solve the congestion problem.)@y that is less expensive hasn't addressed the

congestion situation. Networks with inﬁn@ ory switches have been proven to be just as

prone to congestion as networks i@\emory switches®!.
NS
N

2.4.20 Congestim@ns and Solutions:

I "S}ke terms, if the entire amount of requests on a resource exceeds its available
capacity%y time interval, the resource will be congested for that interval.

of the demand is larger than or equal to the available resources (Demand > Available
Resources), then:
There are many resources in computer networks, such as buffers, link bandwidths, processing
times, servers, and so on. Packet loss happens when the buffer space available at the destination

is less than that necessary for the arriving traffic for a brief period of time. Similarly, if the total
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amount of traffic attempting to enter a link exceeds the bandwidth available, the link will become
congested. The above definition of congestion is important in distinguishing congestion
problems and solutions, despite its simplicity. Depending on the number of resources available, a
congestion problem can be described as a single resource problem or a distributed resource
problem. Users must provide all of the intelligence required to address the congestio \ if
the only resource involved is a dumb resource, such as a LAN medium. C Carrier
Sense Multiple Access with Collision Detection), token access, register inse%,\d other LAN
access methods are examples of solutions for single, dumb resour @ ton. If a resource,
such as a name server, is intelligent, it can allocate itself con&%ﬂ e resources are spread, as

in a store and forward network, the problem becomes omiplicated. When using links as

resources, for example, user demands must be regylated, so' that overall demand at each link is

less than its capacity. In this work, we're @s{ed in a group of challenges dealing with

distributed resource congestion. Q)

The above simple definition of ¢ n@ allows us to divide all congestion schemes into two

categories: those that dyn mNI/ nhance available resource and those that dynamically

decrease demand. Q& )

2.4.21 The Differ@s of Congestion Issues

(1). Schem ’\(esource Creation: Resource Creation Schemes restructure resources in real

time to inerease their capacity. * One example is dial-up connections that can only be introduced
iods of high usage.

* The bandwidth of satellite links is boosted by increasing their power.

* Path splitting, which sends increased traffic along paths that may not be appropriate in low-

stress situations. Users of the resource do not need to be rewarded under any of the above
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approaches because they may not even be aware of the network congestion. Congestion
problems are solely the responsibility of the network.

(i1). Schemes to Reduce Demand: Demand Reduction Schemes attempt to bring the request
down to the amount of resources available. Most of these methods require that the user (or other
control points) be informed of the network's load situation so that traffic can be adj N\There
are three types of schemes in this category: g(/
* Service Denial Methodologies: During congestion, these methods preven%\essions from

being started. A typical example of such a strategy is the telephone any's'busy tone. Similar

approaches are used in connection-oriented computer ne&) ere congestion at any
intermediary node prevents new sessions from starting u \*
e

Service Degradation Schemes: These schemesqre 11 users (both existing and new) to
minimize their load. Dynamic window meth &Qonstrate this strategy, in which users adjust
the number of outstanding packets in the nétwork based on traffic.

* Scheduling Schemes: These require users to arrange their demands in such a way
that the overall demand is les$\thafl the capacity. This technique is exemplified by several
contention schemes s ®lfng, priority, and reserve. All scheduling systems are a subset of
the service degrad iQtegy, it should be noted.

Becausn ing a new session on a connectionless network does not necessitate informing
all interm resources, the service denial strategy cannot be employed successfully. Service

n and scheduling strategies are commonly used in such networks.
All congestion control, resource generation, and demand reduction strategies may necessitate

the network measuring the entire load on the network before taking corrective action. The first

element is always referred to as feedback, while the second is referred to as control. A feedback
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signal is provided from the congested resource to one or more control points, which subsequently
take remedial action, depending on the load. The control point in demand reduction systems is
the traffic source node, however in resource creation schemes, the control points could be

different network intermediary nodes (or sources). Several reaction mechanisms have been

postulated, including: \

e Explicit communications are transmitted from the congested resource t(@«ol point

in the form of feedback messages. Choke packets, source quenxie , and permits
ki

are all terms used to describe these types of messages. th@

quench messages are received, the sources reduce thei %Dt if they are not received,

e « Routing Message Feedback: Each intem@source communicates its load level

(usually in terms of queue length ow"de to all nearby nodes, which then alter the

pﬁckets62 or source

they raise it.

amount of traffic routed to t t@e. This concept is exemplified by the delay
adaptive routing that was ati ARPAnet at one time. Because the rate of change of
delay across a node was\sighificantly faster than the pace at which control could be

e
modified, thi od> was discovered to generate an excessive number of routing

messages. (
eg dditional Traffic: No explicit messages are issued in this manner. Incoming
acke

o o
, on the other hand, are either lost or not acknowledged, resulting in a
&ckpressure. As a result, queues form at other nodes, putting backpressure on their
neighbors. Backpressure builds up as it moves closer to the source. This strategy is only

effective if the congestion is just temporary. Otherwise, the backpressure propagating
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throughout the network unfairly affects traffic that isn't even using the overloaded
resources.
e Probe Packets: Probe Packets require sources to send probe packets over the network and

alter their loads in response to the probe packets' delay.

e Feedback Fields in Packets: By putting feedback in a special in all packets@kion
reduces the overhead generated by feedback messages. %
] to&\h

e « Feedback could be included in packets traveling backward \‘ e source of
d

e i}ation relaying the

congested traffic) or forwards (towards the destination), wi lﬁ\
information to the source. There have also been a @a suggestions for control
location: *

e Transport Layer: End systems are in the pé{% ituation to efficiently change the load

because they produce it. Dynamic winfdew Systems are an example of such controls at the

ted between the burst and the final intermediary

transport layer. Control may b%f)&w

systems (entry-to-exit) rath between the end systems if the network and end

systems are under @ ernmental authorities, as in public networks. Access to the
n

Internet: The @
highw@ a

T t™imit technique, for example, accomplishes this by imposing suitable

e
de's network layer access controls, similar to traffic lights at

mps, allow new traffic to enter the network only if it is not congested.

Qis ictions on buffers dedicated to traffic originating at the node and transit traffic.
Q etwork Layer: If the routers become overburdened, they can take rapid action by

limiting the number of packages sent by sources that send more than their fair share. This
method is exemplified by the fair queuing system, several buffer class schemes, and the

leaky bucket algorithm. These approaches are especially beneficial for public networks
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that may not be able to guarantee that end systems will lessen the load on a congestion
feedback signal.
e Data Link Layer: Data link level flow control procedures can be used to exert control at

the data link level at each hop.52.

2.4.22 Why Is It So Difficult to Solve the Congestion Problem? %\E
Despite the fact that several congestion-control techniques have be@aed, the
a E

search for new ones continues. This area has been the subject of study for two decades.

This is due to two factors. To begin with, there are prerequisi %&)ngestion control

techniques that make finding a good solution challenging. S{g@s“ e design of a congestion

scheme can be influenced by a variety of network reg@

one network might not operate on a network with\a differént architecture. This section delves

result, a method designed for

deeper into the topic of prerequisites. Soma‘%\chers believe that feedback should only be

delivered when there is a low load, and th&éabsence of feedback indicates a high load. Even

such techniques are undesirable due act that network resources are also employed for non-

networking purposes. As a tesulty the/resources utilized to handle these extra messages may have
N

been better allocated I\QQ

can be met, fain%s) y not be crucial; nevertheless, when the available resources are

] . .« .
ther programs. When the load is minimal and everyone's needs

insufficient the demand, it is critical that the available resources be allocated equally. By

definition, heme is fair if all users receive a nonzero share of the resources. Some studies

d that even if there is no starving, a scheme might be unfair if resources are distributed
unequally. Some people wish to prioritize long-distance traffic, while others want to provide

equal throughput to all customers.
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The plan must be adaptable. The amount of capacity available on a network is continually
changing. The available capacity increases or decreases as the number of nodes and links
increases or decreases. Demand rises and falls in lockstep with the number of users. It is
necessary for the congestion control strategy to dynamically match demand to available capacity.
As a result, consumers should be asked to increase consumption when addition% ity
becomes available, and to reduce consumption when capacity is reached. The de rve and
the capacity curve should be nearly identical. When there is congestion, tr: ission failures,
out of sequence packets, deadlocks, and lost packets all increase dras@/. \

2.4.23 The Policies that disturb the Congestion Control

The connecting method is the most important b@%licy There are two different
types of networks: §

(a). Dedicated to making connections

(1). Layer of the Network: <\

* Queuing and service strategy fo@
* Packet drop strategy for K‘ﬂi\’
p

* Packet routing strate Kets

* Lifetime control % for packets
(ii). * Retrarfsniigsion strategy

* Out:of- packet caching strategy
¢ ledgement strategy

* Flow control strategy

* Buffer management approach

* Transport Layer:
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(ii1). Data Link Layer:
Retransmission strategy at the data connection level
* Service strategy and data connection level queuing

* Packet drop method at data connection level

» Acknowledgement approach for data links at the link level %\E
* Data link level control approach requires an intermediate node in the x@ used to

reserve certain resources for a specific time period. The session will &tbe in if the required

resources are unavailable. :\&
In connectionless networks, new sessions can st@ preserving resources at

intermediate nodes. This allows you to modify the p ur existing connections on the fly.
A

It is obvious that service denial tactics will wo nnection-oriented networks but not in

connectionless networks. In connection- 1e\t§}thworks, path splitting should be set up at

session start up time, while in conn%ﬂess networks, it can be dynamically launched and

canceled throughout a sessiox{(/k/ queuing and service restrictions in intermediary nodes

effect resource distrib among users. Each output connection, each input link, or a
h

combination of the@
source has its &q

not ass% nsumers from the same source traveling to different destinations are treated

ave its own queue in an intermediate node. In some networks, each

e, which ensures that all sources are treated equally. However, this does

€

* Maintaining a separate queue for each source-destination combination ensures fairness
among users from the source to many destinations. Several methods for efficiently maintaining
and servicing such queues have been proposed. One strategy is to serve customers in a round-

robin fashion. As a result, queues with large packets will receive more bandwidth than queues
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with little packets. There have also been plans presented to address this imbalance. When there is
inadequate buffer space in a queue, the packet drop policy determines which packets are dropped.
The first packet in the queue, the final packet in the queue (the incoming packet), or a randomly
selected packet are some of the options. * The option you choose is determined by the type of
application. The older the message is in real-time communications, the less importa \ sa
result, it is preferable to place packets towards the front of the line. This tra % rred to

\ecause older

as'milk,’ in contrast to file and terminal traffic, which is referred to as '%

messages are more valuable than fresh ones. Some have recomr@ ahdom dropping to

ensure justice, but others have questioned its effectiveness. %(s@u
and path splitting policies, in particular, have an impac;\‘(% C

network congestion. ¢ In today's networks, even if:

ion policies, in general,
e allocation and, as a result,
high-speed path is clogged, a low-
speed path will be completely unused. P g’{[‘ting is only done between parallel links

connecting the same nodes or between paths of the same speed (one hop).

The length of time a packe@s in the network before being dropped is affected by

lifetime control policies. L%%sﬁan is too short or too lengthy, there may be too many useless
.
retransmissions. Th@ ort protocol's round-trip delay estimate and timeout interval
computation tg€hni have a considerable impact. Indeed, developing a solid method for
predicting trip time in the presence of packet loss was the first step toward developing a
conn- ntrol solution. Using the mean and variance of the round-trip delay to reduce the
&ility of false timeout alarms enhances the efficiency of congestion control techniques that
use timeouts. Timeout-based congestion methods are affected by the amount of packets
retransmitted after a packet loss. The appropriate number may be determined by the destination's

out-of-order packet caching policy. If the receiving transport does not cache out-of-order packets,
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a single packet loss could result in the entire window being retransmitted. However, a
comparison of numerous options revealed that, regardless of the destination's caching policy, it is
better to retransmit just one packet if the packet loss is due to congestion. The packet
acknowledgment policy has an impact on the time it takes for congestion information to reach
the source. There may be too much traffic if every packet is recognized, but the & ion
feedback is quick. When some acknowledgments are withheld, the b rt% sed by
acknowledgments is reduced, but congestion feedback is delayed. The desi&\e congestion
control scheme is influenced by the control policy applied at the tra@t yer. Window-based
and rate-based flow control methods are the two most commo%glahe destination determines

the maximum number of packets that a source can deliy, 5& imdow-based scheme. This aids
in the resolution of the destination's buffer sho a%lem. In response to a congestion
feedback signal from the network, the source@{row the window even more. The destination
defines a maximum rate in terms of ac@er second or bits per second that the source is

authorized to deliver in the rate-b

The choice between windowrbased/and rate-based follow control systems is influenced by the

.
destination's bottlene urce. If the destination, on the other hand, has a limited amount of
memory, it may{wa employ a window-based flow control method to limit the number of
packets it %ewe at once. Choosing the measure for representing the rate involves similar
con(@ets per second or bits per second are the options. The rate restriction should be
s@in bits per second if the bottleneck or another device in the link has a capacity indicated in

bits per second.

2.4.24 What is the difference between web and window applications?
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Windows application:
A Windows application is the one that runs on the windows operating system. This can
be used to generate graphical user interface forms. Using the Microsoft Visual Studio IDE, we

can construct web applications. J#, C#, Visual Basic C++, and other programming languages can

be used to accomplish this. The windows applications are on the computer system. W@

based program is software that runs on a computer that runs the Microsoft Win o@wting
system. These apps are designed to be installed and run locally on a Window ter, and

they are usually cross-platform compatible. Many Windows-based p mS.ate incompatible

with Apple's macOS operating system, while the majority are @abb e with Linux-based
systems. ®

65



Most used Life at a glance

Q) Google Chrome

Tuesday

File Explorer 3 O

Word Microsoft Edge Photos

PowerPoint

Settings 6 y P ‘

Tips Weather PowerPoint

3D Viewer N i

OneNote for...

Access

(o 3

Alarms & Clock
Groove Music Movies & TV

Calculator

Calendar

Camera

£ ype here to search
A\
Figure 4: uter Window

Web a on

§web application is a program that runs on a web browser and utilizes a web server. It
takes use of the Internet Information Services (IIS) setup from Microsoft (in developing web
applications). .net may be used to create a wide range of web applications. There are a variety of

these, ranging from simple HTML pages to complex corporate systems.
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Figure 5: Web Applicati

Table 4: Differences

Google Chrome

Internet Explorer

Kvmdow applications and web applications

S/N

Windows KA% n

Web Application

It run \Wlndows operating system and

1s 1 n the Windows platform.

On the web server, the web application is

installed.

n only be accessed from the system on

ch it is installed.

It can be accessible via the internet from

anywhere in the world.

3 | This application can be run straight from the | To operate web applications, an internet
system's operating system. information services server is required.
4 | It is only compatible with the Windows It runs on a wide range of systems,

operating system.

including Mac, Linux, Solaris, and
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Android.

5 | It is unique to bit. It will not work on a 64-bit | The web application is unaffected by the

operating system if it was developed for a system type.
32-bit OS.

6 | Adobe Photoshop, Adobe ImageReady, Chrome, Internet Explorer, and Firefox
Adobe Photoshop, Microsoft Excel, are among examples. %\

Microsoft Word, and Microsoft Powerpoint @(/

are some examples. E ?
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Chapter 3
@ Research Methodology

order to meet the thesis's goals and objectives, we introduced s-PERC, a PERC
algorithm for Packet Losses and Network Overloading. We will stimulate s-strategy PERC's of
spreading bottleneck rates only when they are high enough using an algorithm dubbed n-PERC.
In the worst-case situation, simulation results show that n-PERC can take an indiscriminately
long time to converge.
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3.1 n-PERC: a Naive PERC Algorithm without Per-Flow State

At the links, the PERC approach removes the flow state. The each connection (1) includes
an estimates of flows bottlenecked at the links and somewhere else, which we will call B(l) to
differentiate them from true sets. For each connection, the flow's control packet contains
information as to whether the flow is in B(l) or not. Per-flow state does not need to b@\ by
the link.

Only two aggregate values are stored in the PERC algorithm's @mma‘uon of
E(SumE) and Summation of B(SumB) and Number of B (NumB). C&{ otes the number of
flows in B(l) that are assigned their exact limit rate, and S@ tes the total of the flow

allocations in(l), where each of the flow is assigned its a A% it rate. While these SumE and
%«

NumB numbers may not produce the correct local -minimum rate, when Equation 2.2
1s used to substitute the real SumE and Num&Q&wﬂh Number of B and Summation E:

R = C-—Summationof E .......\ Equation
Number of B

The rate(R) may be se}ég/«ssify the flow into B and, but only if the flow's most recent
limit rate is used. TEf st n is whether the rates will eventually converge to the optimal

maximum-minimut ontrol packet for each link 1 comprises three components. (Table 3.1):

the bottlene@e(s), that indicates whether the flow is in B or not, the allocation a[l], this
rate(g‘ n be used to classify a flow into B and, but only if the flow's most recent limit rate

iQ).

minimum rates. The bottleneck status(s), which shows whether the flow is in B or not, the

he question is whether rates will eventually converge into the optimal maximum-

allocation a, and the bottleneck rate b are all included in the packet control for each link 1 (Table

3.1) and the bottleneck rate b'.
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Table 3.1: n-PERC Flow fG's first control packet, The first and second rows, respectively,

provide the information for each connection.

Links The State of a Bottleneck (s) Level of
Allocation (a) bottlenecking
l30 E @ 0 o

l2 E @ 0 00 ®:
The packet control is only adjusted by the end host to signify when %& complete;

the packet control is only adjusted by the links to inform when the is C{)mplete. It merely

adjusts the data packet transmission speed to match the control @owest allocations in this

situation, then returns the control packet unchanged. <</
The link's algorithm (Algorithm 4) is as ft mE = 0 and NumB = 0 are the
beginning values for a link 1. When it obserﬁo it utilizes Equation 3.2 to calculate the

flow's bottleneck rate, assuming the flow @ bottlenecked here. This would be for a new

b = (C — Summation of Q%E

(Number of B\ \¢ ...... Equation 3.2  after NumB has been incremented.

flow f.

| )

The bound r: the flow is the slowest rate it can get from any other link. If the

connection estimates a Bottleneck rate that is strictly higher than the flow's limit rate, the flow
will be cl A; otherwise, the flow will be categorised as B. SumE and NumB are then
cha % on the new classification. The limit rate e is included in SumE for a flow;
c%lse, NumB is used to continue the flow. (5th line) The connection uses the modified SumE
and NumB values in the subsequent flow, leading to a new bottleneck rate. The link 1 adjusts the
control packet's bottleneck rate b, allocation a, and bottleneck status field s at the end of the

update. Other links (i.e., links other than 1) just look at the b[1] field of link 1's bottleneck rate, to
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appropriately update running estimations NumB and SumE, only link 1 utilizes the allocation a[l]
and bottleneck status s[1] variables. When a flow moves from E to B, the link looks up the flow's

previous allocation, for example.

0O

Table 3.2: Algorithm 4: Algorithm for Control Packet Processing

# Initialization

cwnd = MSS # window based congestion in bytes

ssthresh= swin # in bytes

# Ack arrival

79




if tcp.ack > snd.una : # new ack, no congestion
if cwnd < ssthresh
# networkoverloading : increase very quickly cwnd
# double cwnd every rtt
cwnd = cwnd + MSS
else:
# networkoverloading links : increase slowly cwnd
# increase cwnd by one mss every rtt
cwnd = cwnd+ mss* (mss/cwnd)
else: # duplicate or old ack
if tcp.ack==snd.una: # duplicate acknowledgement
dupacks++
if dupacks==3:
retransmitsegment (snd.una)
ssthresh=max (cwnd/2, 2*MSS)
cwnd=ssthresh
else: # ack for old segment, ignored
dupacks=0
Expiration of the retransmission timer:
send (snd.una) # retransmit first lost packets
sshtresh=max (cwnd/2, 2*MSS)

cwnd=MSS

N4
We @\thhat over time, the E and B sets at each link converge to true E and B sets,

¢-eonnection's bottleneck rate b converges to the correct maximum-minimum fair

for the flows of B. This algorithm is known as n-PERC (nave Proactive Explicit Rate

Control).

3.1.1 The PERC Algorithm is a method for calculating the probability of a certain event

occurring
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Let us look at an example to observe how the n-PERC algorithm's rates change over time.
The topology and workload were the same as in the algorithm example, and we have replicated
graphic below for your convenience. We'll look at the first four updates because they are
sufficient for the debate that follows.
The Flow fB appears for the first time at link 120. The link thinks the flow is \%t?d
everywhere, calculates a bottleneck rate of 20Gb/s, and assigns it to the flow. Atico 1on 130,
N

flow B is visible. The link calculates a bottleneck rate of 30 gigabits per sew% ermines that

the flow is limited to 20 gigabits per second, and assigns 20 giga@g second. So far, the
distributions have been identical to those of the F air algori %e link understands that the
entire allocation of E flows is 20Gb/s when Flow fG is \%ﬂﬂk 130 during update 3. It uses
Equation 2.2 where Number of B = 1 and Summatign =20 to determine a bottleneck rate of
b = 10Gb/s for flow fG, assuming flow {G is o@\wtrained (e =).

Figure 3.1: An example of PERC g\ag n. J =2 flows and K = 3 linkages are present.

Each flow passes through a sulzz?k the connections. At link 112, the green flow {G is

S

bottlenecked to 12Gb/s, v&; thesblue flow fB is bottlenecked to 18Gb/s. The link capacity
théflows are shown below?.

and fair rate allocatiozfQ

Period | Occurrence e b a State of the run

QQI 1 flow fs @ Link o | @ |20 |20 |B

1 2 flow f3 @ link L 20 [30 |20 |E
1 3 flow fy @ link Lso o |10 |10 |B
1 4 flow fw @ link I» 10 |12 |10 |E
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l20: Number of B=1, Summation of E=0

l30: Number of B=0, Summation of E =20

li2: Number of B =1, Summation of E =0

fs: b[120]=20, b[130]=30

fw: b[130]=10, b[112]=12

l20: Number of B =1, Summation of E =0

130: Number of B =2, Summation of E =0

li2: Number of B =1, Summation of E =0

I3

2 5 flow fw @ Link 30 12 10 10 B
2 6 flow fw @ Link li2 10 12 10
2 7 flow f» @ Link lxo 30 20 20
2 8 flow f, @ Link 130 20 15 15

0

7

-

=10, b[l12]=12

@b[m =20, b[ls0]=15

3 9 flow fy @ link 112 5\ 12 E

3 10 flow fw @ 11&%\ 12 12 B

3 11 flow fi w 20 |18 18 B

3 12 ﬂox(if ik 15 18 |20 18 E
N O\

lbo: Number of

l30: Numbe

lia:

XS,

N

T O

0, SWtion of E =18
e
%Summation of E =20

=1, Summation of E =0

fi: b[130]=15, b[112]=12

fis: b130]=18, b[l20]=20

3.2: For the packet control updates in the first three sessions of the PERC

The flow's computed limit rate e, as well as the control packet state, are displayed (the

bottleneck rate b, allocation a, and the bottleneck states after the update). When the connection

judges that the flow is bottlenecked and assigns a = b = 10Gb/s while also refreshing the control
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packet, we report the link state (NumB; SumE) at the end of each round. This differs from Fair,
which calculated a bottleneck rate of b = 15Gb/s and assigned a flow rate of a = b = 15Gb/s.
Flow fG's limit rate is e = 10Gb/s when it is next spotted at its true bottleneck link 112 during
update 4, which is the lowest bottleneck rate at any other connection. This is less than the

bottleneck rate of the link, which is b = 12Gb/s, and the link fails to recognize its bott@\ owW.

Even with challenges, detailed numerical simulations imply tha@g\ique will
eventually stabilize, however there is no known time limit. &\ \

3.2 The s-PERC algorithm is a stateless PERC with a fixed ergence speed

We sustain an additional variable named MaxE a&% ik in PERC, which is updated
every time 1 identifies a flow as. At all times, th a%n of the highest (1) flow is at least
equal to MaxE. Only when b MaxE is reach %Ke propagate a bottleneck rate b. What makes
you think this will work? The bottleneck igé\Sjbtially the leftover capacity shared evenly across
the B flows after eliminating all allo€ations C - SumE. The flow in may need to be classed as a B
flow if one of the allocations excee e bottleneck rate (as in the n-PERC example).

To put it anot &a‘bottleneck link rate of b MaxE is incompatible with the set of

S

flows we've assumgd

C — Numbex of B

ion of E might be too low to propagate®.

in; as a result, the bottleneck rate is:

3.2, Algorithm’s Variables

s Each link 1's control packet contains four fields (Table 3.2). The bottleneck state s[1], that
indicates whether the flow is in B, the allocations a[l], and the bottleneck rate b[1] in n-PERC are
similar. In order for the bottleneck rate on connection 1 to spread, the packet additionally carries

a "ignore" bit i[l], which must be cleared. The notation for s-PERC is as follows:
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Table 3.2: Initial Control Packet for Flow fG in s-PERC. The information for each link is in
the first and second rows, respectively. fG crosses two links, 130 and 112, and the information

for each link is in the first and second rows, respectively.

Link Allocation of | Rate of | Ignore this part
bottleneck state bottlenecking

130 E @ O 0 1 ®&

L1z E @ O 0 1

A

1. The value of a[l] in the f's control packet at time t is calle aNBat originally stood for
allocation of a flow fat link 1 at time t. (t). We call the bottle % of'a flow f at link I at time
t the value of s[1] sent in f's control packet at time t sl \% adopt the convention that t- and
t+ refer to the time a little before and just afterf\an ate, respectively, assuming the control
packet is changed at the link precisely at ti e\\

2. The set of flows that link I deems t or "bottlenecked else" at time t will be referred to as
(t). This information is carried ir&{]/ ow control packets in Ql, in which QI is the collection of

o

@ B(t)= {f:/€ Ox st~ E}-

3. The colk@&f flows that link 1 considers to be in B or "bottlenecked here" at the link 1 at

all flows that pass across li

time t w%e erred to as B(t). This data is carried in s in the flow control packets in QI:

QQ B(1) = {f:f€ O s'(t)=B}:

There are four variables that make up the state at the link. The first two are identical as
those in PERC: Summation of E, the total of portions of flows measured bottlenecked elsewhere

by link I, and Number of B, the number of flows considered bottlenecked at the link by link 1.
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MaxE and MaxEQO are two additional variables that are used to evaluation the maximum

allocation of a flow that is considered bottlenecked elsewhere by connection®.

We express the link state of a link 1 at any time t in terms of the information carried in the control

packets of the connection I's flows (these relations are derived from Algorithm 6): \V\
1. SumkE(t) is the sum of flow allocations that are considered in o Q%ﬂecked
elsewhere" by link 1 at time t. This data is saved in the Su iable at the

following link: ’\\ .
SumE(t) = Z al(t) (_)
F €E(t) %

2. The number of flows(NumB(t)) at tim |1 considers to be in B or
"bottlenecked here" at the link 1. At e%\lumB(t) = |B(t)|, this information is

saved in the NumB variable \&\

: NumB(f) = %Q

3. M refers to the@ allotment of an E flow at link 1 at time t. (t). We don't

track this.igctly at the link as it would require per-flow state. Instead, two
vari MaxE and MaxEIl, are kept at the connection, with MaxE
res€fiting an upper constraint on M.

§ M(f) = max a'(t)
FEE(®)
@ PERC Algorithm (s-PERC)

3.2

s The link's algorithm is called every time a control packet is received. The link algorithm
additionally repeats the procedure on a regular basis to rearrange the variables MaxE and MaxE].
With the exception of the following changes, the per-packet technique at the link is similar to n-

PERC. The rate at which the flow obtains the least propagated bottleneck rate from any other
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link is the flow's limit rate e. The limit rate is reached when all other links' ignore bits are set to 1
(i[1] = 1).After the upgrade, the link checks to determine if the bottleneck rate is still too low.
The ignore bit is set to True if b MaxE is True, indicating that the rate is too little to broadcast.
The connection requires MaxE and an extra variable, MaxEl, in order to determine a flow's
maximum allocation. When a flow is classified as, both MaxE1 and MaxE are upda \ ey
both climb each time a flow is classified as and assigned a higher value. After e , they're
also reset. Each round begins with the previous round's maximum allocati(&eas MaxE is
reset to the old value of MaxE]1 to begin with the previous round's @q allotment. MaxE is

an upper restriction to M because we described round as beingtlong safficient for every flow to

be viewed at every connection at least once® ®

3.3 In Action with s-PERC @
Let us have a look at sax&?@sewe how the rates of the s-PERC algorithm change

over time (Figure 3.4). We will\&ie/
we've duplicated beIOﬁ%\mr‘convenience.

An s-P& gement in action is shown in Figure 3.3. There are J = 2 flows and K =

e same topology and workload as n-PERC and Fair, which

3 links. f the links is traversed by each flow. The green flow fG is limited to 12 Gb/s at

co @n 2, while the blue flow B is limited to 18 Gb/s. Below are the link capacity and fair

T ocations for the flows.
Round | Period | Event MaxE | e b a state Ignore
1 1 ﬂOW fB @ link 120 0 o0 20 20 B
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1 2 flow fs @ link Is0 | O 20 |30 |20 E

1 3 flow fw @ link 130 | 20 0 10 10 B T

1 4 flow fw @ link 112 | O 0 12 12 E

l20: Number B=1,Sum E=0,Max E=0,MaxE’=0 fg: b[l20]=20, b[130]=30

130: Number B =1,SumE=20,MaxE=20,MaxE’=0 fw: b[130]=20(T), b[112]®2

li2: Number B =1,SumE=0,MaxE=0,MaxE’=0 \\
2 5 Flow fy @ Link o | 20 12 |10 & ’?:Bs‘ T
2 6 Flow fy @ Link I, |0 | o AN B
2\\\
2 7 Flow fy @ Link 1o | 0 3 J20 |B
AN
2 8 Flow fi @ Link o |20 < Tls 15 |B T
\\§
10 Number B =1,SumE=0,MaxE=0,MaxE=0\"\, fw: b[130]=10(T), b[112]=12
3o Number B =2,sumE=o,MaxE=Qoﬁ\‘\x =0 fis: b[120]=20, b[130]=15(T)
li2: Number B 1,SumE=0,M EgQMaXE’=0

L
3 9 Flo((Wnklu 0 15 |15 |12 |E
\

V.

3 10 | Flowf, @ Link lis | 0 12 (12 |12 |B
AN .
3 1 \< Flow fy @ Link 1 [12 |20 |18 |18 |B
C
3 M2 )" | Flowf, @ Link Ls | 0 18 (20 (18 |E

P
%WBU er B =0,SumE=18,MaxE=18,MaxE’=0 fw: b[l30]=15, b[l12]=12
130

Number B =1,SumE=20,MaxE=12,MaxE’=0 {B: b[120]=20, b[130]=18

Q li2: Number B =1,SumE=0,MaxE=0,MaxE’=0

The packet control changes for the first three(3) rounds of the PERC algorithm are shown
in Figure 3.4. The link state (MaxE before the update), the flow's maximum rate e, and the
control packet status are all shown (the bottleneck rate b, allocation a, bottleneck state s, and
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ignore bit after the update). We show the link state at the end of each round (SumE, NumB,
MaxE). At link 120, flow fB appears for the first time. The link makes the assumption that the
flow is unconstrained elsewhere and applies a bottleneck rate of 20 to the flow. At connection
130, flow fB is visible. The link calculates a bottleneck rate of 30 gigabits per second, determines

that the flow is limited to 20 gigabits per second, and allocates 20 gigabits per second@& the

During update 3, when flow fG is detected at link 130, t@nizes that the

complete authorization of E flows is 20Gb/s. It uses Equation 2.2 (wh umB =1 and SumE =

updates have been identical to those of the F air algorithm®.

20) to determine a bottleneck rate of b = 10Gb/s for % , assuming flow fG is not
e

constrained (e =). The link detects that the flow is bo@&

10Gb/s because the limit rate e = 1 is higher. The'conhection considers b is too low to transmit to

at the link and allocates a=b =

the next link since MaxE = 20Gb/s is gre %b and sets the ignore bit in the control packet
to True. When flow {G is next detect'ts actual bottleneck link 112 during update 4, the link
ignores the 10 Gb/s bottlenec r% link 130 and assumes flow fG is not constrained (e = ).
The link calculates a b %&)ttleneck rate. The link properly anticipates that the flow is
bottlenecked at theiiwD itee the limit rate is higher, and allocates b = 12Gb/s. As a result, link

130 prevents 1@

112 to quic ect its bottleneck flow fG. However, the allotment for flow fG on link 130 is

m propagating its problematic bottleneck rate of 10Gb/s, allowing link

still /s. The bottleneck rate at link 130 for flow fG does not increase from b = 10Gb/s to b =
15%5 until after update 8 (when both flows are B). b = 15Gb/s exceeds e = 12Gb/s at update 9,
and flow fG is correctly labelled E at link 130. Because we can see that the flow fG is always
tagged B at its bottleneck link 112, E at link 130, and allocated exactly its max-min fair rate

12Gb/s at both links, we say it has converged at this point. Next, we'll look at flow fB. Note that
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at update 8, flow fB is assigned a locally maximum fair rate based on the limit rates at link 130,
however the connection does not propagate the bottleneck rate to link 120 since MaxE > b =
15Gb/s. Because no flows at link 130 were designated E, MaxE is reset to 0 at the end of the
round. Once flow fG is tagged E after update 9, it stabilizes at MaxE = 12Gb/s. MaxE = 12Gb/s
is less than b = 18Gb/s on the following update of flow fB at link 130 (update 11), li \ not

only correctly marks flow fB as B at b = 18Gb/s, but it also propagates the bott e% to link
120. As a result, link 120 accurately records the flow fB E at its max-min fa&uring update
12. Because we can see that flow fB is always tagged B at its bottl KN30, E at link 120,
and allotted exactly its max-min fair rate 18 Gb/s at both 11% clare it has converged at
this point'?.
3.4 Simulations with PERCs Algorithms @

We employed n-PERC and s-PERC ical simulations (in Python) in a fully linked
network of K links, where each link has a standard throughput of 10Gb/s and a uniform delay of
10 us (with some random jitter on, t of a nanosecond to allow reordering of packets). For

each workload, we generat a set ofK long-lived flows at random, with each flow crossing the

same number of links @ he sake of simplicity). This is not a packet-level simulation, and

we merely use a&)
process @e als indicated by network delays and timeouts (e.g., every round). We also

emp%p onstant value rather than dynamically altering round based on the amount of flows.

queue to perform the computations required for control packet

le J; K; P combinations, such as J = K = 1000 and J = K = 100, and P 10; 40; 50; 80,
as well as different random seeds for packet sorting and flow paths, we examined thousands of
alternative network and flow configurations. We confirmed that per bottleneck link rate, s-PERC

converges in no more than six rounds. While no simulation failed to converge in n-PERC, we did
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find that the convergence time for some setups can take significantly longer than six rounds for
each bottleneck link.

The worst case convergence time for four bottleneck links (two unique bottleneck rates)
was 60 rounds (Figure 3.5). Figure 3.5a shows a time series of bottleneck rates at the connections
for the n-worst PERC situation. In this setup, K = 100 links convey J = 100 flows. \ ea
consistent capacity of 10Gb/s and a uniform delay of 10s for all links. P =80 r r% ks must
be traversed by each flow. 880s has been chosen as the round figure. It tu@hat all flows
are bottlenecked at one of four sites. The bottleneck rates are the sagfeNin three of the four links.
The n-PERC method takes over 60 rounds to converge ur_jconnections (two unique
bottleneck rates), whereas s-PERC converges in just s'@or the same scenario (Figure

(a) Time series of the fair sharing rate *{ERC bottleneck links (0) and MaxE (x).

(b) Time series of fair share rates antd MaxE (x) at bottleneck connections for the s-
PERC!, V\

Figure 3.5 shows an example (}%ﬁic convergence that takes a long time. The fair share rate
is defined as (C - Su@&u&lﬁ

max-min fair sharing r: (0).

3.5 s-PERC@vgence Proof

3.5.&6 ithms for Centralized Water Filling

Q

which are centralised algorithms that calculate max-min fair rates. A WFk algorithm (see Process

(-1 when NumB = 0). The faded disks represent the optimal

e centralised water-filling algorithm and the CPG algorithm are WFk algorithms,

7) is an iterative algorithm in which connections compute a fair share rate (which we call WF

rate to distinguish it from the max-min rate) in each iteration, and then the algorithm selects a set
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of bottlenecked links to remove from the network. A link is deleted in each iteration if it has the
lowest WF rate across all neighbors up to k degrees, where a (first-degree) neighbor of a link 1 is
defined as a link that shares a flow with | in that iteration. As a consequence, k = 1 corresponds
to the centralized water-filling algorithm, which removes links with the lowest WF rate among
all remaining links in the iteration, and k = 0 corresponds to the CPG algorithm, whi X ves
links with the lowest rate among their first-degree neighbors. When a link is te 0 om the
network, the flows carried by that link in that iteration are given the conne%\NF rate, and

the link is also removed. The algorithm stops when there are no 8 As we'll see, all

WFk algorithms compute max-min fair rates for flows, and &PE convergence behavior
may be characterized in terms of WF2. \*
Notation: Table 3.3 summarizes the notation u 1 k algorithms. The fair share rate

determined by link 1 in iteration n of some orithm is denoted as Rnk[l]. To distinguish

Rnk[I] from the max-min fair rate, we refes{\}s a WF rate rather than a "fair share rate."

Table 3.3: k = 1 for the c water-filling algorithm, k = 1 for the CPG algorithm,
and k = 2 for the algor1thm we ce to analyze s-PERC is a commonly used notation in the
context of a WFk algori for a given set of flows and links, where k = 1 for the centralized

water-filling algor&) 1 for the CPG algorithm, and k = 2 for the algorithm we introduce to
analyze s-P@ e also clarify how these new terms relate to those established in 2.1, when we
speciied ERC algorithm setup, in brackets. The first set of rows corresponds to the

of the WFk algorithm!2.

Rin[[] Fair share rate derived by link | in iteration n (WF rate)
N[ With iteration n, the number of flows transported by connection 1
Ch[10 at iteration n, link 1's remaining capacity
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4[N

Flow f has

X151 been allotted a certain amount of bandwidth.
X2%,(D) (first-degree neighbors) A group of connections in iteration n that share a flow with L.
(second-degree neighbors) A group of links that share a flow with X1kn (1) \
Wk (Note that W = W and W1 = D) total number of iterations \(/2 E
LK set of links removed in iteration i, by convention %@
and L¥w 41 is the set of links that are never removed (Not Lo% = L))
LLY,
set of links removed in iterations up to and includin (%gi Lk ... LFn
S
set of flows carried by links in LL¥, <</
FL%(D) \
subset of flows in FL%, carried by link /
LG, %
FG*, Lk n+1;:::; LkW k+1 is the coll@( links that survive in iteration n + 1.
FG ) QJ

the empty set

subset of flows in FG% ied by link | that do not cross LLkn set of flows carried by

links in LGkn tha@ ross LLkn
\ v
Q\ .

&
S
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Chapter Four

Analysis of s-PERC

4.1 Algorithm for Packet Controls

94



This chapter will go through the s-PERC and PERC algorithms and how they regulate
Network Congestion and Packet Control. The s-PERC algorithm is versatile enough to be used in
a variety of networks. According to s-simulations PERC's for network congestion, it can
converge up to 10—15 times quicker than reactive solutions.

Arrivals and departures of the Dynamic Flow: Despite the fact that the ﬂows%b{i; n

real networks varies, and the s-PERC approach is explained as though the \ flows

remains constant. Let's have a look at how s-PERC handles flows and netwo@ ey come and
depart. S[1] = E and a[l] = 0, i.e. (bottlenecked somewhere and assi b\s) for every link 1
in the control packet for a new flow, forcing the link to increa mB) throughout the update. A

terminating flow's last control packet will be identified wi so that the flow's contribution
%E).

to the link's aggregate state can be eliminated (Nu

\

1: Summation of E = 0: the sum of flow shari M this sphere. NumB = 0:
2.:number of flows in B in this round in the\nitidh kingdom at hyperlink 1

3: MaxE = 0: the majority of flow allocations were moved to in the last round.
4: MaxE1 = 0: in this round, th%ﬁr\n allocation of flows was moved to

5: SumE1 = 0: sum of fl cations in view of the previous round. When considering that
ultimate round, shado Q

6: NumB1 = 0: ngg&ws in B.

7: Round = Reset interval for mixture variables

8 If %l to E, then Previously, the flow is bottlenecked somewhere else.

9: mE Update the link kingdom to account for the fact that the flow will be slowed.

10: NumB NumB Plus 1

Algorithm for the Processing of Control Packet

4.2 Hardware s-PERC Prototype
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Using 4x10 Gb/s NetFPGA SUME platform, we constructed the s-PERC switch data
plane in hardware. The MoonGen DPDK packet processing library is used to implement the end
host. The prototype shows that s-PERC can be used with high-speed links. It is used to assess s-

performance. PERC'

N

PERC Converges Fast

0.09

4 vs 14 at Median
1|10 vs 71 at Tail (99t}

0.50

0.60

CDF

1R0RE

0.40

0.20

0.00

o 10 20 40 60 ao 100
RTTs to converge

Figure 4.1: Conv@of RTT

4.2.1 PE%w:itch on NetFPGA

e packet processing logic for the switch was written in P4 and compiled to the
NetFPGA platform by using the P4 NetFPGA workflow, which is based on the Xilinx SDNet
compiler. The NetFPGA switch can manage more than 40 Gb/s thanks to its 200 MHz core clock
and 256-bit datapath. The P4 pipeline looks like this: The switch process control and data

packets in a variety of ways, following standard L2 forwarding logic. Control packets may go
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through a number of processing stages in order to conduct the computations as listed in
Algorithm. Data packets are classed as low priority, whereas control packets proceed through a
sequence of processing steps to complete the computations stated in Algorithm.

Atomic operations are conducted on the state variables deposited in the switches in two
phases (Sum E; Num B, and Max E). Rather than being expressed in P4, they ar@@ n
Verilog and used in the processing pipeline via the P416's extern interface. %
Implementing 32-bit division at line rate is the most difficult component of%\w\ch prototype
design. We employ the lookup method mentioned in Section 4.1. W ’&%@e}ied roughly 32 Kb
of exact-match memory and also TCAM entries. These requi nts Jare easily accommodated
by an FPGA and are insignificant in comparison to the X& quirements of line-rate switch
ASICs. Our NetFPGA switch has two 128-KB que% each output port: a high-priority queue

for control packets and a low-priority queue fQA\trafﬁc.

4.2.2 End Host in MoonGen PERC Q)

The s-PERC gives up twc@?@s:

(1) it accepts and r%s- C modify packets for the each flow

| )

(i1) it imp %p'er—ﬂow rate limitations depending on the bandwidth requirements

specified in ed manage packets. Our prototype, which is based on Carousel, uses a timing
wheel t@de rates. We set allocated 1 GB/s for traffic manipulation and 9 GB/s for traffic

I, in our prototype. Data Centers: 4.3 s-PERC Evaluation

To begin, we compare the timings of s-convergence PERCs to (the reactive) RCPs in
4.3.1. Second, we compare the timings for s-PERC flow completion (FCTs). In section 4.3.2,

there are three reactive schemes: p-Fabric, and an ideal maximum-minimum fair allocator. The
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ns-2 simulator is being used to calculate convergence time and accuracy in this section. Finally,
we run micro-benchmarks to ensure that s-PERC is resilient to lost control packets and incorrect
switch hardware calculations. The numerical simulations of s-PERC in Python are used in these
micro benchmarks, which are detailed in 4.3.3. Finally, in section 4.4, we estimate our 4 x 10

Gb/s NetFPGA hardware prototype by relating s-PERC Convergence times to D@ and

&

4.3.1 Time to Converge \
\
The algorithms converges once a segment of the flows ar(%nged with new ones, a

process known as "churn," in our earliest experiments. @
Workload: At random, we start flows between pz@s, averaging 20 flows per server.
0

Transport Control Protocol(TCP).

i
When the rates have converged, we replac % the flows. To evaluate the scheme's

convergence times and resistance to une@f changes in the traffic matrix, we replace all
flows at once. Our graphics illustr %sults of 1000 convergence tests with ten changes per

run over 100 runs. The numbet&o s per server is comparable to the number of concurrently

S
O
QQ
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Figure 4.2: Flow of Links \,

4.3.2 Time to Complet we

Workload: <Wgume Poisson flow arriving timings based on flow size distributions
from two @rorkloads from data centers running search and data mining applications with

loads.of 7Q%*and 85%. The normalized flow completion times (FCTs) of various flow groups
Q igated. To normalize the actual flow completion times, the time it would take to

broadcast the flow on an unloaded network is used.

We categorize flows by their size and the percentage of total bytes they transfer. The

flows are arranged in ascending order of size. The smallest flows, accounting for 1% of the total
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bytes, are stored in the first bin. The remaining bins are filled with equal amounts of the
remaining flows (by bytes supplied). Both workloads we're looking at have a high tail, with a
few large flows carrying the majority of the data. The vast majority of flows are little, and they

all go into the first bin.

While the tests in the previous chapter absorbed on the facts middle situatio% C

technique is widely utilized and may be employed in any network. In a X%@ network,
%

preliminary simulations show that s-PERC can converge 10-15 ti% than reactive

a

\
alternatives (WAN). The convergence periods for s-PERC and l%\% topology identical to
Google's B4 inter—data-center WAN are shown in Table 5 are 18 various data-center
locations, and the linkages that connect outstanding w\%all have the same potential but

differ in propagation times. RTTs of distinct ﬂ(& a WAN, unlike in a data center, can range
on

from one to thousands of milliseconds dep@

The first version, s-PERC b %s not optimize latency for short flows since all flows
e

must wait for a rate from the cs\/

the same priority across kss In the second edition of s-PERC short, brief flows are begun at

line rate and priora 1 connections. Flows having a BDP5 of less than one are considered
short. Q\

e : Assume that the search burden is 70% full (Figure 4.2a). We begin by

he flow's path.

ckets before sending any packets, and all flows are given

C g the max-min fair systems. Because of the increased RTT required to obtain a
beginning rate, basic s-PERC and RCP both start at x = 2 for the 1 Control Packet owest flows

(bin 1). Because of lower delays, s-PERC basic is 25-50 percent better than RCP for the lowest
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flows. Both are close to the ideal max-min allocator and to each other for the remaining flows

that carry 99 percent of the bytes.

4.4 Hardware Evaluation of NetFPGA

In a test setting with three NetFPGA switches and four servers linked via 10 Gb/§lines,
we tried TCP Reno, DCTCP, and s-PERC. We executed two experiments for ea@n
control algorithm: (1) an incast trial with three senders transmitting to a singl ivers, and (2)
a dependency chain experiment with multiple bottleneck links relying on, one another. The goal

than existing reactive algorithms at 40 Gb/s using the NetF E platform (4 x 10 Gb/s)

\
of the evaluation is to see how much quicker a practical implemgg%& of s-PERC converges

and to verify that s-PERC can be implemented in @ at 40 Gb/s using the NetFPGA
SUME platform (4 x 10 Gb/s). %

The architecture utilized for both st ith 10 Gb/s links is shown in Figure 4.6. In the
incast experiment, hosts H1, H2, and ga set of flows to host H4, all of which begin at
around the same time. We establi wo-length dependency chain for the experiment: The
green and blue flows are i r%\lltially, followed by the red flows. The bottleneck before the

.
red flows begins is 1@ which switches to link B2 when the red flows are added, allowing
the green flowt0 raise.its rate.
Table 4.2 tFPGA testbed, illustrates the results of incast experiments. Based on a total

of t@s, he average and standard deviation of convergence times were calculated.

N

Co\\\)rgence Time (ms)
# flows
TCP DCTCP s-PERC
2 137+165 45+12 0.27+0.36
3 483 £496 44+14 0.23+0.55
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I Alok Kumar, Sushant Jain, Uday Naik, Anand Raghuraman, Nikhil Kasinadhuni, C. Stephen
Gunn, For wan distributed computing, Bwe is a flexible, hierarchical bandwidth distribution
system. SIGCOMM '15, New York, NY, USA, pages 1-14, in Proceedings of the 2015 ACM

Conference on Special Interest Group on Data Communication,

Chapter Five
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Conclusion, Recommendations and Future Work
5.1 Conclusion
The common of mainstream of the control of congestion algorithms are the reactive
control systems that calculate costs solely by reacting to congestion indicators on Round Trip

Time scales and then take tiny steps toward convergence over a long period of time. @n
quickly fill up before there is time to react as the networks become faster and @%rds can
fit into each RTT. As a result, we concentrated on PERC algorithms in t is% which do not
rely on congestion signals and instead compute rates for all flows @1 1§ utilizing express
world data (such as the number of flows crossing a link). Co (amtrol, we believe, should
converge in a time-limited manner, principally throug %&l

chains, which are the properties of the visitor's mab% network design. The previous efforts

ation of essential dependency

to estimate the network's share quote proactiv@{ed due to the need for per-flow data and the
algorithms' inability to converge. Q)

We developed PERC algeri Qat will be sensible (this does not comprise per-flow
state, and calculations can be co ed at line rate in some very simple hardware) and assured
to converge; simulati %Sa‘ hardware prototype show that PERC is churn-resistant and
converges several % ster than other algorithms. In a data center, we put PERC to the test to
verify that @g\o
an i@umminimum scheme than a reactive algorithm. In real-world applications, PERC

3

flows and high throughput for enormous flows. According to the simulations, fast-converging

its faster convergence, it attains flow conclusion times that are very close to

s systems that prioritize flows, such as p-Fabric, by delivering low latencies for brief

PERC algorithms like s-PERC would be ideal for long-haul networks where precise, predictable

bandwidth distribution between flows is necessary to avoid congestion. As we have seen in this
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chapter, there are still a lot of work to do in the field of PERC algorithms in high-speed networks,
so we hope this isn't the final word.

5.2 Recommendations

Additional approaches to s-PERC optimization are discussed.

1. In networks with long links, the links state in the s-PERC that modify the pa% ght
become a source of contention. For each hyperlink in the flow, the s-PEl&@y packet
(Figure 4.1) has five(5) pieces of kingdom (approximately eight(8) bytes). lear whether

the control packet state can be refactored (like SLBN did) to sim@hé\bottleneck nation

(one bit) per-link. %

2. Instead of considering software program bottlenec s\\&&ERC technique assumes that
servers would adopt network-based rates. However,d %chnical constraints, it is conceivable
that the server will not be able to send at thedllocated rate. There is one option is to model, the
bottleneck as an additional (unique to each\flow) hyperlink on the flow's path, with a capability
that varies over time to reflect the re program bottleneck rate. This optimization is no
longer done in our simulatigns oxprototypes, and it will be left to future research.

3. When RTTs are no@ as they are in the Wide Area Network, some flows may be asked

to increase their rates before other flows (with longer RTTs) using the same links have done

so. As a re@euing at shared links may occur. As soon as the manipulation packets come,
the aﬁh s PERC exchange their rates.
e end host replies instantly when asked to cut the transmitting charge, but any price

increase is delayed by a positive interval, according to a study. To completely appreciate the

benefits of this s-PERC enhancement, more research is required.
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4. Separate control and facts packets, each with its own bandwidth allocation, are included in the
PERC algorithms proposed in this thesis. Other systems, such as these, in which control statistics
are piggybacked on statistics packets, would be fascinating to investigate to see how link use

varies as convergence speed improves. Advances in networking can assist PERC algorithms in a

variety of ways. Programmable switches, as previously said, allow for a more stra@a\rd
deployment process. The addition of new abstractions to the software sta\\(@@also be

beneficial, but in a situation where many congestion management strategies % d on window,

recent work on novel abstractions for rate-limiting character flows Q\g(\q%eds, for example,

makes it easier to apply rate-based PERC algorithms. ® )

5.3 Suggestion Area for Further Research \

The s-PERC technique is widely used and r@d in any network, whereas the tests
in the earlier section concentrated on tl&&&ml middle case. Preliminary simulations
demonstrate that s-PERC can converge @*ﬁ times quicker than reactive alternatives in a
wide-area network (WAN). Table @s the convergence durations for s-PERC and RCP in a
topology equivalent to Goo le's\&erdata-center Wide Area Network.

There are V&Q%\a-‘center locations, and the linkages that connect outstanding

websites all have Q/

the RTTs nt flows across a WAN might range from one to millions of milliseconds

potential but differ in propagation times. Unlike with a data center,

base@n ¢flow's course. In addition, the BDP for a 100 ms long route on a 10Gb/s Wide Area

““\“’5

Gb/s data-center network. The following are the outcomes of our experiment. Every millisecond,

etwork is three orders of magnitude more than the BDP for a 10s long route in a 100

we launch a hundred long-lived flows from each online domain (toward a randomly chosen
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holiday destination site) and measure the expenses connected with them (as configured at the

source end-host).
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