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Abstract

Traditional pen-and-notebook methods for employee attendance are often susceptible to
inaccuracies and falsifications. Biometric systems, despite being more secure, confront issues
such as high acquisition costs and inefficiencies in capturing fingerprints, especially when
hands are unclean or injured. In this study, a cutting-edge Employee Attendance Tracking
System using Facial Recognition is developed, addressing the shortcomings of conventional
attendance methods and biometric systems. The proposed system employs an array of Python
libraries including Django, face_recognition, OpenCV (cv2), numpy, and PCA. These
libraries are utilized for their strengths in image processing, facial recognition, and efficient
data management. The primary objective is to create a reliable, cost-effective, and efficient
alternative for recording employee attendance, overcoming the limitations of existing
methods.The system utilizes advanced image processing techniques to tackle common
challenges in facial recognition, such as noise interference, varying lighting conditions, and
physical obstructions like occlusions. This is achieved through innovative approaches like
noise reduction, illumination normalization, and occlusion handling, significantly improving
the accuracy of facial recognition under diverse environmental conditions. A key component
of the system is the "Capture_Image" module, which establishes a reference database by
capturing and storing employee images. Concurrently, the "Recognize" module employs
machine learning algorithms for facial recognition, ensuring accurate and timely recording of
attendance. The effectiveness of the system is demonstrated in its ability to adapt to a variety
of environments, attributed to its advanced image processing capabilities and robust
algorithmic framework. This innovative system is particularly advantageous for institutions,
corporate offices, and industries seeking secure, precise, and efficient attendance tracking
solutions. It marks a significant advancement in the field of attendance management, offering
a blend of enhanced security, accuracy, and operational efficiency. The study recommends
further enhancements, such as incorporating advanced algorithms to improve recognition
accuracy in different lighting and noise conditions.

Keywords: Accuracy, Biometric system, Employee Attendance Tracking, Facial recognition,
Machine learning algorithm

Word Count: 295 Words
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Chapter One

Introduction
1.1 Background to the Study

Face recognition is as old as computer vision, both because of the practical importance of the

topic and theoretical interest from cognitive scientists. Despite the fact that other methods of

identification (such as fingerprints, or iris scans) can be more accurate, face recognition has

always remains a major focus of research because of its non-invasive nature and because it is

people's primary method of person identification. Face recognition technology is gradually

evolving to a universal biometric solution since it requires virtually zero effort from the user

end while compared with other biometric options. Biometric face recognition is basically

used in three main domains: time attendance systems and employee management; visitor

management systems; and last but not the least authorization systems and access control

systems1.

The pipeline of general enterprises needs to record the attendance of personnel, which has

become a basic requirement of the company. However, when these attendance systems are

formulated, unnecessary errors often occur. Taking the current fingerprint attendance system

as an example, study has found that the fingerprint attendance system has an error rate of

about 5%, and there will be a phenomenon that fingerprints cannot be hit, which seriously

affects the efficiency of attendance, especially in large attendance sites, which is more likely

to cause congestion2. However, the card attendance system has the phenomenon of

employees swiping cards for someone else, and it is difficult to achieve the purpose of real

time attendance3. Compared with the two attendance systems, the face recognition system has

higher accuracy and stability, because there are more points for face recognition, which is

more accurate than other systems4,5.
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Personnel management is very significant in the administration and management of

organizations. Lack of security and extensive paperwork in the traditional systems reveal that

there is a need for new approach for personal verification and employee identification

technologies. In recent times, organizations have started to benefit from fingerprints and

facial recognition more than before for personnel attendance. Moreover, the fact that no two

individuals have the-same finger prints and face shape increases the system security. It can be

also asserted that, since fingerprints and facial structure remains unchanged throughout

lifetime, it remains unique and sustainable6.

Organizations of all sizes use time and attendance systems to record when employees start

and stop work, and the department where the work is performed. However, it’s also common

to track meals and breaks, the type of work performed, and the number of items produced. In

addition to tracking when employees work, organizations also need to keep tabs on when

employees are not working. Vacation time, compensation time, Family and Medical Leave

Act (FMLA) time, and jury duty must be recorded. Some organizations also keep detailed

records of attendance issues such as who calls in sick and who comes in late.

Facial recognition or face recognition as it is often referred to as, analyses characteristics of a

person's face image input through a camera. It measures overall facial structure, distances

between eyes, nose, mouth, and jaw edges7. These measurements are retained in a database

and used as a comparison when a user stands before the camera. One of the strongest positive

aspects of facial recognition is that it is non-intrusive. Verification or identification can be

accomplished from two feet away or more, without requiring the user to wait for long periods

of time or do anything more than look at the camera9.

Facial recognition is an easy and secure way of taking down attendance. Facial recognition in

the workplace is going to become more and more common in a post-pandemic world.

Business owners across the globe are looking for contactless ways for employees to clock in
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and out and calculate payroll. As a result, solutions will become more utilized than they

previously were especially using image capture device that captures the images of employees,

train & processes the information into a database. Then the trained face images coordinate

structure are mapped and stored into database which will make the faces of employees

suitable for recognition by the deployed machine. This study adopted the use of computer

vision method by applying face recognition techniques using CLAHE for illumination control,

median filtering for noise removal, Principal Component Analysis for feature extraction and

Euclidean distance for template matching so as to collectively enhance the rate the

recognition accuracy rate of Facial Recognition System in Employee Attendance Tracking

and Management System.

1.2 Statement of the Problem

Most organizations make use of a pen and notebook to check attendance of its employees.

With this system, employees write their names, time of arrival and signature in ruled columns

in the notebook. This data is used to process the salary of employees given account of times

when they were late and absent. The issue with this system is that employees tend to falsify

entries and indirectly. Also attendance taking using biometrics is relatively slow because only

one user could be recognized at a time, other identified issues is listed thus10,11:

1. Cost of acquiring the fingerprint devices is relatively high and difficulty in capturing

fingerprints of users when thumbs are cut or dirty.

2. Misplacement or unrecorded temporary clock out of employees.

3. No central system for compiling attendance for individual work unit.

1.3 Aim and Objectives

The aim of this study is to develop an Employee Attendance Tracking Using Facial

Recognition System, The Specific objectives are to:
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i. design a central web based attendance system that allows employees to take attendance

at their designated attendance point.

ii. implement a facial recognition pattern using image processing algorithms

iii. develop the platform for employee attendance, query issuance, and image real time

acquisition.

iv. test and evaluate the proposed system.

1.4 Significance of Study

The implemented software is advantageous in diverse ways for businesses because it provides

advanced tracking for job-costing and labour distribution. It also gives you a better picture of

the company's important performance indicators, such as hours and wages, personnel

numbers, and scheduled/working status. Employee productivity is also improved by the

systems, which relieve payroll staffs of the time-consuming chore of entering each

employee's daily hours into payroll programs. It also provides data diddling by employees

thereby eliminating attendance manipulation of ghost workers and unavailable workers.

1.5 Scope of Study

This study is proposed for usage at the human resource unit of the Computer Department of

Leads University Ibadan and as a desktop based application of any organization supporting

IT facility and human resource management. The face recognition algorithm will make use of

the Median Filtering, Contrast Limited Adaptive Histogram Equalization, Principal

Component Analysis and Euclidean Distance to build all its functional components and the

MYSQL database will used as storage for staff’s data.

1.6 Operational Definition of Terms

Face Recognition: Facial recognition is a method of recognizing or verifying a person's

identification by looking at their face. People can be identified in pictures, films, or in real

time using facial recognition technology.
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Attendance Management System: An attendance management system is software that

keeps track of employees' working hours. It keeps precise time records for your employee's

attendance, breaks, time off, and clock in and out.

Face Detection: Face detection is a computer technique that recognizes human faces in

digital images and is used in a range of applications. The psychological process through

which humans locate and attend to faces in a visual context is known as face detection.

Feature Extraction: The process of translating raw data into numerical features that may be

handled while keeping the information in the original data set is known as feature extraction.

It produces better outcomes than applying machine learning to raw data directly.

Template Matching: Template matching is a technique for looking for and locating a

template image within a larger image.

Image Pre-processing: The use of computerized algorithms for the analysis of images with

respect to an application is referred to as image processing.
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Chapter Two

Literature Review

2.1 Conceptual Framework

Face Recognition has sparked a lot of interest in recent years, and it's become a hot topic of

research. Furthermore, it is a vital application in image analysis, and developing an

automated system based on face recognition that can accurately distinguish human faces is a

difficult task. Because resolving the manual attendance problem is time-consuming, several

studies have been undertaken using an automated or smart attendance management solution

to handle manual attendance concerns. However, the biometric attendance management

system finds it difficult to verify each student in the classroom, especially when there are a

large number of students present, and it interrupts the student when the system responds to

the student if detection or recognition is not possible.

Furthermore, the biometric system necessitates additional gear or connection with the student,

who must spend money on peripherals and may still be time-consuming. Building a real-time

facial recognition research system with an attendance management system has been a

tremendous challenge. Automatic attendance marking can address major concerns such as

manual attendance errors that occur when the academic office enters data from a sheet into

the system. Because one can't guarantee the data in the university office is valid 100 percent

of the time, this is a problem when we utilize the traditional technique of attendance marking

in the university, which has a large number of students enrolled each year, numerous

departments, and many classes. Face recognition entails a number of phases, including

capture, extraction, comparison, and matching1. Each process has the following operations:

Step one: capture is the process of taking an image during the system's enrolment. The

extraction stage is used to locate or extract a specific object from the face. Then comes the

comparison process, where new data is compared to the enrollment or database (sample data).
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The final phase is matching: using an extraction and comparison process, the system will be

able to determine if the new face matches the registration face or not.

Figure 2.1 below shows the result of the preceding.

Capture

Extraction

Comparison

Matching

Figure 2.1. The Operate Process of Face Recognition System
Source: Research Work, 2023

Facial recognition, according to the given procedure, is a difficult task. Face recognition

necessitates the use of different approaches and algorithms.

2.1.1 History of Facial Recognition

The advent of facial recognition is dated back to 1964 and 1965, where computer was used to

recognize human faces2. Face were marked severally on the face manunally, such as the

centers of the eyes, the nose, and the lips. They then employed the computer to correct for

pose fluctuation by mathematically rotating2. To match the identity, the distances between the

facial landmarks were estimated automatically and compared to the image. This was the

beginning of facial recognition technology. Face recognition became a viable biometric for

business after applying linear algebra to it3. They devised the "Eigenface" technology, which

required fewer than a hundred values to accurately code the facial image.
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The discovery of face detection within an image in 1991 paved the way for automated facial

recognition. This paved the path for facial recognition technology to expand and flourish.

DARPA and NIST launched the FERET initiative for commercial facial recognition in the

early 1990s4. They built a database of facial images that contained 2413 photographs

representing 856 persons. FRVTs were created in the early 2000s to enable unbiased

government reviews of face recognition systems and prototype technologies4. These studies

gave law enforcement agencies and the government the knowledge they needed to best

employ facial recognition technology. In 2006, the Face Recognition Grand Challenge was

started to test the current face recognition algorithms4. The new method was found to be ten

times more accurate than the algorithms used in 2002 and more than 100 times more accurate

than the algorithm used in 19954.

Face recognition technology has been introduced by Facebook in recent years to identify

people who appear in a user's daily updates. Apple released the iPhone-X in 2017, which was

the first iPhone to use face recognition to unlock the device5,6.

2.1.2 Facial Recognition

An overview of face recognition in attendance marking systems was already given in the

introduction section. The many approaches to facial recognition will be discussed in part,

including:

i. Geometric Methodology: Based on a geometrical point on the face, this approach is

recognized by humans. Many aspects of the geometric method have been investigated:

used a geometric technique to increase the system's accuracy when the photos had a

complicated background7.

ii. PCA-Based: PCA is a statistical method that has been used in face recognition to extract

features and reduce redundant data. PCA was also utilized to reduce dimensionality and
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conserve information8. Given images into the system; face recognition will process to

find the matching image between the given images with the images inside the databases.

Principal component or Eigenface is a face that contains feature and characteristic. The

image with the can be written to 1dimensional to reduce the dimensionality8.

iii. LDA-Based: Is used to maximize the scatter image in the same class or in a different

class which is enhanced from PCA. In PCA is selected subspace that contains most of the

variation9. In 1997 “ Fisherfaces” has been used in the application of (FLD) Fisher’s

linear discriminant. The Fisher’s linear discriminant (FLD) choose the linear subspace

that makes the ration more maximize.

iv. LBP (Local Binary Pattern): Is a classification method used in computer vision that was

initially introduced in 1990. Based on research publications it was demonstrated in 1994

that LBP works with HOG (Histogram of Oriented Gradient), which has a high power

feature for texture classification, and improves performance detection on various relevant

data sets10.

v. Active Appearance Model: This method has been employed in a wide range of

applications, including face matching and medical interpretation11.

2.1.3 Advantages of Facial Recognition

i. Easy to Manage: Dealing with records and monitoring daily activities will be much

easier with the AI-based attendance system than with the manual approach, because it is

totally automated11. The system will take care of everything. Several products can be

adjusted to indicate the exact time of how many hours or minutes an individual worked

at his or her workstation throughout the day. All activities may be readily tracked to keep

track of them.

ii. Time and Money are Saved: This framework has the potential to save businesses a lot

of time and money. Organizations will not need to hire additional labor because the face
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recognition framework monitors employees' or students' working hours and access to

various zones within the premises12. The automatic system also helps to avoid human

error and keeps track of correct hours. Students can be easily monitored and identified.

Face recognition has been implemented at schools, universities, and colleges to track

attendance and deter criminal activities on campus.

iii. Increases the Effectiveness of Security Mechanisms: This framework also aids in the

enhancement of security and safety protocols. Since a long time, facial recognition has

been a standard feature of airport security evaluations, assisting in the identification of

lawbreakers and potential threats to carriers and passengers. Facial recognition is also

used by banks and other organizations to avoid fraud, as the technology may identify

people who have recently been accused of wrongdoings and inform the bank or

institution.

iv. Automatic and Seamless Verification Process: It is not necessary to wait for your turn,

as with fingerprint scanners or other security measures; instead, the facial recognition for

attendance framework provides a quick, programmed, and consistent verification

experience.

v. During pandemics, it reduces interaction and device contact.COVID-19 is affecting

the entire planet, and it's past time for us to pay attention to social distancing. Keeping a

safe distance from people has become a necessity in recent years. If you have a manual

attendance system, conditions like this can be dangerous. A face recognition-based

attendance system, on the other hand, will allow you to not only register an individual's

attendance but also keep you at a safe distance from them because you can work

remotely while still seeing who is coming and going. This requires the point that, this

entire framework is a lot more secure, efficient, and faster method to record attendance.

2.1.4 Drawbacks of Facial Recognition
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Image Quality: In the identification procedure, the resolution of the reference image is

critical. If a picture's quality isn't high or good enough, cameras may be misled into thinking

the person being scanned isn't the same as in the photo13. A easy solution to this problem is to

use the same cameras for both the reference pictures and the scanning.

Produces Data Security Flaws: The storing of facial recognition data is a source of concern,

as these data sets could be breached or exploited.

Performance may differ from one system to the next: For a smooth and lag-free program

execution, this framework requires a processor that is fast and of decent quality Configuration

is simple. PCs and devices may experience latency or experience delayed data processing.

Technology could be deceived. (On rare occasions.): Camera angles, lighting conditions,

and picture or video quality may all have an impact on this framework's capacity to recognize

people's faces. Facial recognition technology can also be thrown off by people wearing masks

or changing their appearance somewhat. However, the incidence of this problem is quite

unlikely.

2.1.5 Face Recognition Methods

2.1.5.1 Principal Component Analysis (PCA)

PCA is a method for extracting features and reducing dimensions that can be used to tackle

recognition and compression issues. PCA, also known as Eigen space projection, Karhunen

and Loeve (KL) transformation, or Hotelling, is a prominent linear projection method. By

extracting the main components (PCs) of multidimensional data, PCA reduces dimensionality

43. PCA can extract key features, collect sample data components that are nearly variable, and

then choose multiple significant individuals from all of the feature components22. When

compared to other approaches, PCA provides an efficient and simple recognition process.

Individual recognitions that incorporate PCA features also perform better in single variation

cases 42. Without any mid-level or low-level processing, raw intensity data is used for
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recognition and learning. PCA is unsupervised and requires no prior knowledge of facial

images. The subspace of the low dimensional representation can also be used to compute data

compression 8.

Face identification was accomplished using a sparse representation-based classification

algorithm, and PCA was utilized to extract features from face photos. When there are

multiple observed variables and you want to develop a smaller number of unknown variables

that account for practically all of the variability in recognition variables, PCA is a good

choice.

2.1.5.2 Discriminant Analysis (LDA)

LDA is a feature extraction and dimension reduction algorithm that is extensively used to

find linear groups of features while keeping the classes separate. It is also known as

Fisherface. LDA is a supervised learning method in which each class is taught with several

training images 7. The Fisherface projection method's original work consisted on optimizing

the ratio of between-class scatter to within-class scatter to address the illumination problem.

Pose, lighting, and expression changes have less impact on Fisherface. LDA improves the

representation of things in low dimensions 9.

The classic LDA's singularity problem is a drawback. When the total number of training

photos is fewer than the feature space dimension, face recognition is challenged by the short

sample size (SSS) problem via LDA. Between-class and within-class photos are segregated

and labeled. The image variants of the same individual are captured between classes. Within-

class captures the differences in image between individuals in the same class. LDA, unlike

PCA, tries to model distinctions between classes. LDA generates unique projection vectors

for each class, and multi-class LDA, which is commonly used in biometric systems, can

handle more than two classes39.
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2.1.5.3 Independent Component Analysis (ICA)

ICA tries to provide an independent image representation rather than an uncorrelated one by

transforming data as linear combinations of statistically independent data points41. The

picture elements are treated as random variables in PCA with Gaussian distribution, and the

second order statistics are minimized. Dividing a significant variation does not match to the

PCA fundamentals vector if PCA is non-Gaussian. ICA seeks to determine the essentials

using statistically independent data while minimizing both higher-order and second-order

dependencies in the input data. ICA is a statistical approach for converting observed

multidimensional random vectors into statistically independent component vectors 10. PCA,

on the other hand, can only depict second-order inter-pixel correlations or associations that

capture the amplitude spectrum of an image, not the phase spectrum of an image, because it

relies on the pair wise relationship between pixels in the image database. ICA aims to take

advantage of higher-order interactions between pixels. The most common application of ICA

is to overcome the problem of blind source separation 27. Image processing, reflection

canceling, biological signal processing, time series forecasting, data mining, radio

communications, text document analysis, and discovering hidden elements in financial data

are some of the uses 27.

2.1.5.4 Kernel Principal Component Analysis (KPCA)

Non-linear PCA is also generated from several ways; diverse kernel methods are generalized

to form Kernel PCA, which is one of the most used variants of non-linear PCA (KPCA).

KPCA calculates PCA primarily by employing different kernel approaches to map the

original input into a high-dimensional feature space. In order to determine the performance
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variation, compared GABOR-PCA and GABOR KPCA versions. To test the system's

performance, the ORL database is employed28. The GABOR-PCA approach outscored

GABOR-KPCA by 6.67 percent (Euclidean), 0.83 percent (Cosine), 12.00 percent (City

Block), and 4.17 percent (City Block) respectively (MAHCOS). This increase runs counter to

the popular belief that KPCA is the best option by default.

2.1.5.5 Kernel Linear Discriminant Analysis (KLDA)

Kernel is a statistical method that takes into account higher-order statistics. First. The PCs in

the feature space are determined when the input space is transferred onto the feature space via

nonlinear mapping. Even if they don't know what the vectors are, they can compute the dot

products of two feature vectors. The kernel technique allows non-linear versions of any

method that can be stated purely in terms of dot products to be constructed. The mapping is

made implicit and efficient by utilizing kernel functions that meet Mercer's theorem, which is

a result of the rise in dimensionality.

2.1.6 Distance Measurement

The majority of facial recognition technologies developed in the last decade assist in making

decisions based on distance measurements. In image recognition and computer vision, the

distance between two images is a crucial challenge. The distance between two photos is

measured as the final stage in face recognition. The distance between the vectors of two

images is referred to as image similarity. Recognition judgments are based on the distances

between feature space representations8. Because many existing image distance algorithms

have sophisticated measure computations, merging the metric with various face recognition

methods is problematic 52.

2.1.6.1 Euclidean Distance

Euclidean Distance is a popular classifier for determining similarity levels since it is

straightforward and faster than other classifiers65. The Euclidean Distance is a straight line
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distance between two points that looks at the root of square discrepancies between the

coordinates of two subjects 1. The most advantageous criterion for normally distributed

classes is a minimum Euclidean Distance classifier 23. Assume that X is a test image and Y

represents a train image. Then, as stated in the equation below, Euclidean Distance can be

calculated:

2.1.6.2 City Block Distance

The total of the absolute differences between two vectors is the City Block Distance, also

known as L1 Distance or Manhattan Distance classifier 1. It's particularly handy for discrete

descriptions. Because it responds to triangle inequality, City Block Distance is a valid

distance function. It also assumes that the distribution is triangular 23. The following equation

can be used to calculate city block distance:

2.1.6.3 Mahalanobis Distance

Mahalanobis distance It is based on the correlations between variables, allowing for the

identification and analysis of various patterns. This distance determines how similar an

unknown sample set is to a known sample set. Mahalanobis Distance, in contrast to Euclidean

Distance, takes into account the database's correlations and is scale-invariant 14. It's a useful

statistic for determining the similarity of a set of values from an unknown sample to a set of

values measured from a collection of known samples in multivariate analysis and distance

measuring. The Mahalanobis Distance can be calculated using the following equation:
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66 uses 27 RGB photos to compare Mahalanobis distance to city-block distance. Out of 27

photos, Mahalanobis distance recognizes 12 of them. Furthermore, it outperformed the city-

block distance, which only identifies 11 of the 27 photos.

2.1.6.4 Chebyshev Distance

The Chebychev distance is a metric that is induced by the uniform norm or supermum norm.

It's also known as the maximum value distance, and it's an injective measure. This distance is

specified in a vector space, where the biggest of the discrepancies between two vectors along

any coordinate dimension equals the distance between them 14.

2.2 Methodological Review

This section will discuss the algorithms used in this study

2.2.1 Principal Component Analysis (PCA)

Principal Component Analysis (PCA) is a statistical procedure that uses an orthogonal

transformation to convert a set of observations of possibly correlated variables into a set of

values of linearly uncorrelated variables called principal components65. The number of

principal components is less than or equal to the number of original variables. This

transformation is defined in such a way that the first principal component has the largest

possible variance (that is, accounts for as much of the variability in the data as possible), and

each succeeding component, in turn, has the highest variance possible under the constraint

that it is orthogonal to the preceding components.

Standardization: The first step is to standardize the range of the continuous initial variables

so that each one of them contributes equally to the analysis. Standardization typically

involves subtracting the mean and dividing by the standard deviation for each value of each

variable.
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Covariance Matrix Computation: The next step is to take the standardized data and calculate

the covariance matrix. The covariance matrix expresses the correlation between the different

variables in the dataset.

Eigenvalue and Eigenvector Computation: After the covariance matrix is formed, the next

step is to decompose it into eigenvectors and eigenvalues.

Eigenvectors (principal components) determine the directions of the new feature space, and

eigenvalues determine their magnitude. In other words, the eigenvalues explain the variance

of the data along the new feature axes. Eigenvectors are sorted by corresponding eigenvalue,

highest to lowest. This gives the components in order of significance. This step is crucial

because it tells us the principal components that maximize the variance.

Projection Onto the New Feature Space: This step involves projecting each data point onto

the principal components to get new data points.

The formula for this projection is: Y = X.P, where X is the original data matrix, P is the

matrix of eigenvectors, and Y is the matrix of the data represented in terms of principal

components66.

In the context of face recognition, PCA is used to reduce the dimensionality of the data by

transforming the original high-dimensional data (e.g., pixel values of face images) into a

lower-dimensional space (e.g., "eigenfaces") while retaining most of the information or

variance. The lower-dimensional space represents the most significant features necessary to

distinguish faces from each other.

The steps for PCA in face recognition might involve:

i. Creating a set of face images (the training set).

ii. Flattening each image into a single vector of pixel values.

iii. Performing PCA on these vectors to find the eigenvectors.
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iv. Using a subset of the eigenvectors (eigenfaces) to project the high-dimensional data into

a lower-dimensional space.

v. Using this lower-dimensional space as features to train a classifier or for direct matching

in a recognition task.

Principal Component Analysis (PCA) is used to reduce dimensionality while retaining the

most variance in the data. A set of eigenfaces is generated by finding the eigenvectors (`e`) of

the covariance matrix (`S`) of the training image set66. The covariance matrix is calculated as

S = 1
N i=1

N (x1 − μ)(x1 − μ)T� 4.1

Where x1are the face images and μ is the mean image

A new face image (`x`) is transformed into its eigenface components (`W`): W = eT (x1 − μ).

Recognition is performed by comparing the eigenface components of the new image with

those of the known images.

2.2.2 OpenCV (Open Source Computer Vision Library)

OpenCV is an open-source computer vision and machine learning software library. OpenCV

was built to provide a common infrastructure for computer vision applications and to

accelerate the use of machine perception in commercial products. It has C++, Python, Java,

and MATLAB/OCTAVE (the last two in a limited way) interfaces and supports Windows,

Linux, Android, and Mac OS. OpenCV leans mostly towards real-time vision applications

and takes advantage of MMX and SSE instructions when available58. In the context of face

recognition, OpenCV provides several methods and algorithms to perform this task. Some of

the most common include:

1. Haar Cascades: For face detection, OpenCV has the `CascadeClassifier` class that is

trained on a set of positive (faces) and negative (non-faces) images using Haar features. It

uses an XML file containing the data to detect objects, which for face detection, typically

includes `haarcascade_frontalface_default.xml58.
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2. Local Binary Patterns Histograms (LBPH): OpenCV implements LBPH for face

recognition through the `face.LBPHFaceRecognizer_create()` function. It considers the pixel

values as local binary patterns and uses them to generate histograms, which are then used for

face recognition58.

3. Eigenfaces and Fisherfaces: OpenCV also provides methods to use PCA (Eigenfaces) and

LDA (Fisherfaces) for face recognition through the `face.EigenFaceRecognizer_create()` and

`face.FisherFaceRecognizer_create()` functions. These algorithms transform faces into a

lower-dimensional space where they can be more easily compared. Haar cascade is used to

detect faces in real-time from a video camera feed. Once faces are detected, they can be

further processed for recognition using one of the face recognition methods mentioned earlier.

For a full face recognition pipeline, after detecting the face, the image will be preprocessed ,

extract features using one of the face recognition methods, and then compare those features to

a known database of faces to find a match. OpenCV's face recognition methods come with

functions to train on such a database and to predict the identity of a face given its features.

2.2.3 Other Face Recognition Algorithms

1. Fisherfaces

Linear Discriminant Analysis (LDA) is used to maximize the ratio of between-class scatter to

within-class scatter. The goal is to find the vectors (`v`) that maximize vT SBv and minimize

vT SWv, where SB is the between-class scatter matrix and SW is the within-class scatter matrix.

Recognition is performed in a manner similar to eigenfaces, but using the Fisherfaces for

comparison.

2. Local Binary Patterns Histograms (LBPH): For each pixel in the image, compare it with

its neighbors by subtracting the central pixel's value and thresholding: Compute the local

binary pattern for the central pixel by considering the neighbors in a circularly symmetric

neighbor set, construct a histogram from the patterns obtained for the entire image.
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Recognition is performed by comparing the histograms of the new image with those of the

known images using a metric like the Chi-square distance.

3. Neural Network-Based Algorithms:

i. Convolutional Neural Networks (CNNs): CNNs learn to recognize faces through

numerous layers of convolution, non-linearity, and pooling. Convolutional layers apply

filters to the input to create feature maps:

���
� = �( � � �(�+�) (�+�)���

� + ��)�� 4.2

where ���
� is the feature map, � is a non-linear activation function, � is the input, � is the

kernel for convolution, and � is the bias. Through backpropagation and optimization

algorithms like stochastic gradient descent, the network's weights are adjusted to minimize a

loss function (e.g., cross-entropy).

ii. DeepFace: DeepFace uses a deep CNN to learn a compact representation of faces. The

detailed architecture and loss functions are proprietary, but it follows a similar learning

approach as other CNNs.

iii. FaceNet: FaceNet learns a mapping from face images to a compact Euclidean space

where distances directly correspond to a measure of face similarity. It uses a triplet loss

function that aims to ensure that an anchor image `a` is closer to all other images `p` of

the same identity than it is to any image `n` of a different identity by a margin69.

‘α': L = max (||f(a) − f(p)||2
2−||f(a) − f(n)||2

2+α, 0 4.3

2.2 Review of Related Works

In a proposal to reduce the errors that occur in the standard attendance system by utilising

facial recognition and presented a model that used deep learning algorithms and had a

recognition accuracy of 98.3 percent. The method also addresses the problem of face

identification within a biometric system when the system is being subjected to real-time

settings such as illumination, rotation, and scaling. The input images are obtained by the
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model through the usage of a camera. Following that, a linear support vector machine is

utilised to detect a face within the image. Finally, attendance is recorded within a spreadsheet

before being converted into a PDF file. students from Mumbai University collaborated on the

development of an Attendance Management System that is based on ordinary Bluetooth

technology. This system ensures that a student's attendance is at least 75% before allowing

them to take an examination6.

In an android-based course attendance system that uses face recognition in a manner that is

comparable to that of 46 built an android-based course attendance system that uses face

recognition. Electronic tags (serial numbers) are used to permit automatic wireless

identification using a Bluetooth smart based device that is developed and set to work in

conjunction with an Android application that records attendance as the lecturer goes around

the class to detect the tags. The fault in this technique is that it places an excessive amount of

reliance on the ownership and use of a Bluetooth-enabled Android phone, which leaves

teachers and pupils in the dark regarding the location of important information55.

In a research that utilized Principal Component Analysis (PCA) so that people could

recognise faces. The finished output is a transportable system that can be accessed and used

on any computer or mobile phone. The system is able to maintain distinct attendance records

for each class and area of study that it supports.has previously published. The following steps

are utilised by the system in order to record attendance: To start, a video clip of the classroom

is recorded and stored in the database. Next, a count of the number of people present is

calculated. Second, the video is then converted to still images, and face detection methods are

used to locate the individuals inside the film. In order to extract features (LBPA), the

Histogram of Oriented Gradients approach and the Local Binary Pattern method are both

utilised. Face recognition is achieved by first projecting a new image in the eigenface

subspace, which is a space in which a person is categorised by comparing their position in
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eigenface space with that of known individuals, and then extracting the image using the PCA

technique. Face recognition software can also use a combination of these two methods.

Through the use of the system, the report is delivered to both the instructor and the parents.

Similarly, another studt employed principal component analysis (PCA) to develop an

automatic attendance system. They did this by extracting the same distinctive features, which

are referred to as eigenfaces. This system is safe, dependable, and does not call for any

specialised equipment because it is constructed with a camera, a computer, and face

recognition algorithms. Face recognition, which is by far the most important use of the

technology, is used for a range of purposes, including safety and surveillance, commerce and

education. Even while PCA-based systems are effective, it is quite time consuming to extract

the primary components unless a specialised method is used in addition to it67.

Another study proposed a robust four-layer convolutional neural network architecture as a

solution to the challenge of face recognition. This design is capable of handling occlusion,

postures, facial emotion, and changeable illumination. The face recognition operation was

completed by the model in less than 0.01 seconds when it was evaluated on the AR database.

On the AR database, the model achieved an accuracy of 99.5 percent, while on the FERET

database, the model achieved an accuracy of 85.15 percent47.

A novel automated class attendance system based on illumination and an invariant facial

recognition system was proposed. In a similar vein, this new system was inspired by

comparable ideas. The Viola and Jones algorithms are utilised to accomplish face detection,

the Non-subsample contourlet transform is utilised to accomplish face feature extraction, and

face classification is completed by comparing an unknown face to a known face included

within the class database. The method was evaluated using the use of the 3D face datasets

from Yale and BU. In the University's system, face authentication was performed using linear

binary pattern histograms and face detection was performed using the Viola-Jones method
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(also known as Haar's Cascade). Before being converted to grayscale, the photographs taken

by the students were initially stored in a database in their original colour space (RGB) after

being obtained from the camera and stored there. Second, the OpenCV framework is used to

monitor attendance by comparing an input face to previously stored images of people's faces

in a database. Third, when the day comes to a close, the output is printed on a notepad, the

system updates the student's attendance, and it communicates this modification to the

Department Head. When it comes to these kinds of systems, speed is an asset; nevertheless,

utilising a database system that is unable to provide the essential speed as a result of the

diverse face inputs may block the conclusion that is wanted29.

In the Smart Attendance Management System Based on Face Recognition Using CNN, a

CNN architecture with 20 layers is utilised. These layers include Conv2D, Batch

Normalisation, Max Pooling, and Dense layers, among others. The dataset contains 10,029

face shots that have been separated into four classes, each of which has 2,500 images (with

the exception of class-3, which has 2,529 images). This results in a high level of accuracy as

a result of the big dataset that was used to train the model; nevertheless, training will take a

significant amount of time. The accuracy of the model is 99.86 percent, and it has a loss of

0.0057 percent52.

In the study Automatic Face Detection and Recognition for Attendance Maintenance, the

authors generated their very own dataset by employing still images and frames taken from

videos of individuals and fellow students. A number of different combinations of models,

including MTCNN, YOLO, FACENET, and SVM, were analysed and compared. They

selected the most effective algorithm combination and, as a result, were able to achieve

training accuracy of 99.21% in the lowest amount of time feasible, in comparison to the

effectiveness of other algorithm combinations. Image processing that begins with pre-

processing, including de-noising and quality control checks, is referred to as image
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enhancement. The authors identified faces using a pre-trained version of FaceNet and SVM

in addition to employing YOLO and MTCNN for detection. They combined these models,

which resulted in increased productivity, longevity, and dependability69.

In the research paper titled Face Recognition for Attendance System Detection, an

authentication method based on facial recognition was developed by combining the Haar

Cascade methodology with the detection of skin colour. Following the identification of the

skin colour in the photographs, the images are then transformed to a grayscale format. After

that, the Haar Cascade method is applied in order to identify faces, and after a face has been

identified, a bounding box is drawn around it. After that, the face input from the ROI that was

obtained in the previous step is aligned for feature extraction. The LBPH algorithm was

selected for this work because of its minimal resource utilisation, its ability to detect faces in

real time, and its high accuracy of roughly 98.2 percent for photos with a reasonable amount

of illumination and 94.7 percent for images with a little less illumination70.

In a work on Realtime Face-Detection and Emotion Identification Using MTCNN and

miniShuffleNet V2 (2019) integrated face detection and emotion recognition into a single

model that can complete the task in real time. Facial detection is not achievable if the face tilt

is greater than 30%, for example. They used the FER2013 dataset, which comprises of

grayscale images with seven different emotions labelled on them. Each photograph is 48

pixels by 48 pixels. The MTCNN and ShuffleNet V2 architectures are utilised in order to

capitalise on the benefits offered by both models. These benefits include the detection of

faces and the production of bounding boxes, as well as the recognition of emotions to the

greatest extent possible. There is space for advancement, as the best level of accuracy on the

test data that could be reached was 71.19 percent71.

In the article titled "A survey on face detection in the wild: Past, Present, and Future, the

author conducted research on the history, current state, and potential future of face detection
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methods. The contributions made by the community as well as the advancements made in

algorithm development are available to the general public. The authors of this work present

recent developments in real-world face recognition algorithms in addition to other face

detection approaches. The majority of early research failed to achieve the greatest results

under uncontrolled conditions and was not successfully deployed in real-world scenarios,

despite the fact that numerous face detection and identification technologies are currently

available. This issue is resolved by the method developed by Viola and Jones, which makes it

possible to carry out essential applications. The Local Binary Pattern technique for face

identification and other Yale database approaches are being utilised so that an overall

efficiency of 83.2 percent can be achieved. Additionally, the face detection method

developed by Viola Jones is also being used. described the automatic Attendance

Management system that was based on Face Recognition. In order to improve the overall

system performance and efficacy, the author discusses how faces are identified and clipped

before doing background removal on the image. Eigen face is recommended by the

knowledgeable authors due to the fact that it is simple to use and performs to a high standard

when it comes to facial recognition. The document also said that the detection and

recognition rate of the face was 45 percent and 10 percent, respectively, in the case of women

while wearing a veil, whereas without the veil, it was 93 percent and 87 percent. Bearded

men, on the other hand, had a recognition and identification percentage of 79% and 65%,

respectively, when compared to the general population72.

The system that validates the model that aids in facial recognition has been expanded to

accommodate 44 users. The Haar classifiers, which use a technique called cascade, are used

first, and then Fisher face recognition is performed. When modelling with more than one face

and distinguishing characteristics like a cap and glasses, the system is able to deliver ideal

efficacy of up to 50 percent within 15 pupils. The proposed method of accessing the
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classroom makes use of a video source, and the resulting frames are analysed in order to

determine the identities of the students. If the procedures are carried out in the correct order,

the overall speed and accuracy of the model will increase.

Face detection and recognition are handled by the Viola Jones and Eigen faces, respectively,

in the multiple face identification system developed in a study. Because it is a combination of

Eigen face and PCA, it was explained that face identification is independent of the lighting

conditions. The face recognition rate is not established at a greater distance than it is in the

classroom; nonetheless, various lighting conditions have no impact on the recognition of

many faces. By the year 28, an automatic attendance system had been put into place. This

system makes use of the facial detection and face recognition algorithm that was developed

by Viola Jones. The database of 20 students is initially generated using a number of different

head postures before the final recognition results are obtained. After that, the face-finding

method was utilised, and its effectiveness was evaluated based on the number of faces that

were discovered by the programme. The accuracy of the facial recognition algorithm can be

determined by employing the same way33.

It was recommended in the year 1969 that a lecture attendance system be based on a newly

developed technology known as continuous monitoring. In this system, a student's attendance

is automatically recorded by a camera that records a photo of the student while they are

present in the lecture hall. The construction of the system is basic, and it consists of two

cameras that are attached to the wall of the classroom. The first camera is called a capturing

camera, and its purpose is to take a picture of a student while they are in class. The second

camera is called a sensor camera, and its function is to locate a student's seat within the

classroom. The capturing camera is the one that takes the picture of the student. The

technology compares the faces shown in the images taken by a camera to those stored in a

database, a process that required a lot of practise to perfect.
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In a different article that was proposed a real-time computer vision technology was presented

as a possible component of an autonomous attendance management system67.

The system placed an unobtrusive camera in the classroom that is capable of taking images. It

then compared the face that was extracted from the image that was taken by the camera with

the faces that were already stored in the system. This system made use of machine learning

algorithms, which are often applied in the field of computer vision. These algorithms were

also utilised by this system. Additionally, HAAR CLASSIFIERS were utilised in order to

educate the images that were taken by the camera. After being converted to grayscale and

having any unnecessary information removed, the image of the face that was taken by the

camera will be uploaded to the server so that it may be processed later.

In addition, in a work that offered a method for achieving automatic attendance that makes

use of face recognition technology. The system is able to extract objects from the face, such

as the lips and the nose, by utilising MATLAB and Principal Component Analysis (PCA).

Concerns with the attendance marking method, such as the amount of time it took, led to the

development of system, which was designed to remedy these issues. As a result of the test,

the system is now able to identify this piece of paper in the classroom even when there is a

dim background or when the face is seen from a different angle53.

Principal Component Analysis and Artificial Neural Networks were presented as the two

distinct algorithms that should be included in the intelligent attendance marking system that

was proposed. The traditional way of marking attendance and the time-consuming process

are the foci of the author's efforts to find a solution. The method utilises Principal Component

Analysis (PCA) to accomplish both the gathering of photographs and the extraction and

discovery of commonalities within the face database. Artificial Neural Networks, often

known as ANNs, are put to use to either find solutions to problems involving input data or to

learn from the data itself, in addition to determining the predicted value. In order to
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accomplish what it sets out to do, the method proposed by the author makes use of a back

propagation algorithm in conjunction with mathematical functions. According to the findings

of the author's research, as a consequence, the system is able to recognise in a wide variety of

settings53.

According to the research paper titled "Attendance System Using NFC (Near Field

Communication) Technology with Embedded Camera on Mobile Device," "Attendance

System Using NFC (Near Field Communication) Technology with Embedded Camera on

Mobile Device" the attendance system can be improved by utilising NFC technology and a

mobile application. According to the research report, each student is provided with an NFC

tag that has a unique ID at the time of their enrollment into the educational institution.

Tapping or relocating these tags will ultimately allow the lecturer's mobile phone to be

utilised in the process of tracking attendance for each individual class. After that, the built-in

camera on the student's phone will take a photo of the student's face, which will be sent along

with the rest of the data to the server at the institution for confirmation and verification. The

quick speed at which a connection may be established is one of the benefits of using this

technology, along with how simple it is to use NFC. It cuts down the amount of time needed

to collect attendance by a significant amount. This system, however, is unable to

automatically detect a violation in the event that the NFC tag has not been physically marked

by the proprietor of the item in question. Aside from that, the professor found the

convenience of the system to be inconvenient. The system uses the lecturer's phone as an

NFC reader, which the professor found to be inconvenient. Imagine for a moment that a

lecturer arrived at work without their phone. What would transpire? What is the alternative

method for keeping track of who was present at the meeting? In addition, the majority of the

lecturers probably will not like it if their personal smart phones are exploited in this manner

because they are concerned about their privacy. As a result, in place of an NFC tag, the use of
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information that is exclusive to the student, such as biometrics or face recognition, which can

be relied upon to identify the student should be encouraged. This will serve as evidence that

the attendance is being recorded by the correct student54.

In a study titled "Facial Recognition Based Attendance Marking System", the research is

founded on the identification of facial recognition as a means to address the issues that have

been raised regarding the previous attendance system. This technology is able to detect and

recognise faces by making use of a camera to take photographs of the employee in question.

When there is a match found in the face database, the image that was captured is compared

one at a time with the face database in order to look for the employee's face, and attendance is

then recorded. The fact that attendance is recorded on a server that is well protected and that

no one else is able to record the attendance of other individuals is the primary advantage of

utilising this method. In addition, the suggested system includes a face detection approach

that has been enhanced by the application of a skin categorization technique, which helps to

improve the accuracy of the detection process. Even though more work is being made into

increasing the precision of the face recognition algorithm, the technology is not yet portable.

This is despite the fact that more work is being put into enhancing the accuracy of the

algorithm. Because this system requires a computer that is self-contained and has its own

dedicated power supply, it cannot be transported from place to place. Because staff members

only need to report their presence once per day, this type of system is the only one that is

suitable for tracking staff attendance. In contrast, students need to record their attendance for

each individual class that they attend on any given day. It will be inconvenient if the

mechanism for marking attendance cannot be moved from place to place. In order to solve

this issue, the complete system for managing attendance can be constructed as a portable

module, which means that it can be put into action by only putting into action a Python

programme55.



31

In a study on "Fingerprint Based Attendance System Using Microcontroller and LabView",

the authors proposed a method of recording attendance by utilising fingerprints as the

identifying factor. In this particular system, the process of identifying fingerprints is taken

care of by two separate microcontrollers. After the fingerprint pattern has been obtained

through the use of a fingerprint sensor, the data will then be transferred to the

microcontroller1. After then, the data will be sent from microcontroller 1 to microcontroller 2,

which will be responsible for doing the database check. After it is determined that two

students are a match, the relevant data is transferred to a personal computer (PC) using serial

transmission and then displayed. The development time is cut in half while maintaining

design flexibility and simplifying the testing process thanks to this design's clever layout.

However, portability is not an option with this system because it must be connected to a

computer. Aside from that, the information contained in the database is tough to acquire. This

means that parents who are interested in learning about their child's attendance at school will

not have an easy or simple way to do so in the future. As a consequence of this, the

information on the student can be uploaded to a web server in order to make it simple for the

legitimate party who should be concerned to access the information. While a login screen can

be used to ensure that only authorised users have access, suitable access authentication can

also be enforced56.

In a research titied "RFID based Student Attendance System, the proposed solution is almost

comparable to the one that was presented in the first research magazine. In that publication,

RFID technology was used to improve an outdated attendance system. Once more, the

attendance of the students may be monitored with the use of a tag and a reader thanks to this

setup. The first journal does not allow you to view attendance statistics via a web interface,

however this one does. This is the primary distinction between the two journals. The

information can be retrieved more quickly and easily as a result. This technology has a
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problem in that it cannot be transported from place to place because the RFID reader is

dependent on being physically connected to a computer in order to function. Second, the

RFID tag does not have any guanine information on it, which is information that may be

utilised to identify a student in a way that is completely unique, which results in false

attendance statistics57.

In a study using AttenFace, a standalone system built for real-time attendance tracking in

educational settings that makes use of facial recognition, the researchers tracked students'

presences in real time using the system's face recognition capabilities. It uses a live camera

feed to take still images of the class and then identifies the students in the class, noting their

attendance based on whether or not they were present in several still images taken throughout

the lesson. The process is entirely hands-free and interacts seamlessly with existing

attendance monitoring tools like as Moodle. It solves concerns such as proxy attendance and

guarantees that students are physically present in the classroom for the required amount of

time to be counted as present. It is equipped with a login gateway, a dashboard for attendance

details, facial recognition in real time, and the capacity to manage many classes at the same

time75.

In a study on using facial recognition in employee attendance systems is investigated. The

authors place an emphasis not only on the advantages offered by this technology but also on

the factors that must be considered during its implementation and any problems that may

arise as a result. It explains how facial recognition works, the advantages it offers in terms of

accuracy, convenience, and safety, and the factors that should be taken into account when

selecting a system. Accuracy, scalability, user friendliness, and the ability to interact with

other systems are some of the variables that go into this consideration. The article examines

problems surrounding data privacy and security, user acceptance, and environmental factors
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that affect the validity of the system. It also explores interaction with workforce management

systems like as HR and payroll systems76.

In a study that offered a web-based application that involves identifying GPS coordinates as

well as facial id based upon front-facing cameras for the purpose of registering the attendance

of the student, which makes the process simple and more productive, the researchers found

that the proposed application made both of these things possible. There is an implementation

of the Google GPS API and the camera API within this programme, which enables the

application to function more smoothly. The GPS location of the user's device and the camera

API are used to validate the user's presence. In addition, the authorization is determined

based on the user's face using face recognition technology. This system's functionality is

dependent on the location of the campus; hence, with the exception of authorised

administrators, it should not be used in places that are located outside of the institution plant.

The information on each user's attendance is stored in a database for easy access. The

application has a straightforward user interface (UI) that allows the administrator to see the

specific reports generated by all of the users. During the next day's entering of their

attendance, a user will have the opportunity to receive a report detailing their previous

month's activity77.

In thus work, the face of an individual is utilised for the goal of performing automatic

attendance taking. In order to gauge a student's level of proficiency, it is necessary for

instructors at every educational establishment to record the individual's attendance.

Attendance is recorded in a unique fashion at each and every school. Some of the institutes

rely on an approach that is based on paper or files, while others employ techniques of

automatic attendance taking that make use of biometric methods, which is a procedure that

takes a lot of time. There is a wide variety of approaches that can be used in this regard. The

ability to recognise a person's face can be unmistakably distinctive or corroboratory of an
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individual by comparing and studying the patterns supported by the contours of a person's

face. The primary objective of using facial recognition software at so many different

locations is for security considerations. This procedure can be broken down into two distinct

phases: the processing that comes before face recognition, in which step-by-step face

detection is carried out; and the processing that follows face recognition, in which feature

extraction and matching are carried out. Face recognition is utilised by this technology in

order to take automatic attendance of students in the classroom. This occurs without the

participation of the students themselves. This attendance is recorded with the help of a

camera that takes pictures of the students and can recognise their faces; after that, the

software consults a database and determines whether or not the students were present based

on whether or not their faces were recognised there. A record of attendance will be made, and

a message will be relayed to the parents of students number78.

In a work to develop a face recognition attendance system based on real-time video

processing, the phrase "in an article that aims to design" This article focuses primarily on

establishing four perspectives from which to evaluate the issues at hand: the accuracy rate of

the face recognition system in the actual check-in; the stability of the face recognition

attendance system with real-time video processing; the truancy rate of the face recognition

attendance system with real-time video processing; and the interface settings of the face

recognition attendance system that makes use of real-time video processing. Research is

being done on a face recognition attendance system that is based on real-time video

processing. The notion of an attendance system that is based on face recognition technology

has been developed after conducting an analysis of the situation involving these challenges.

According to the findings of the experiments, the accuracy rate of the video facial recognition

system can reach as high as 82%. The time needed to check in using the conventional way

can be cut by approximately sixty percent when using the facial recognition attendance



35

system. The phenomena of students departing early and skipping courses has significantly

decreased as a result of the rate of students skipping classes. Through the above experimental

certification, the face recognition time and attendance system with real-time video processing

is able to quickly complete the tasks of students in the time and attendance check-in system,

eliminate the complex naming phenomenon, significantly improve the efficiency of class, and

play an important role in guiding the development of the time and attendance system79.

This research paper presents a new method that uses the Local Binary Pattern (LBP)

algorithm in conjunction with advanced image processing techniques such as contrast

adjustment, bilateral filtering, histogram equalisation, and image blending to address some of

the issues that hinder the accuracy of face recognition. The goal of this method is to improve

LBP codes, which will ultimately improve the accuracy of the face recognition system as a

whole. The findings of our experiments indicate that our approach is very accurate, reliable,

and robust for the purpose of developing a face recognition system that is capable of being

effectively applied in real-world environments as an automatic attendance management

system79.

In a study that attempted to accomplish digitization of the traditional way of taking

attendance by calling names and storing pen-paper records. The methods that are currently

being used to take attendance are laborious and time consuming. Manual recording of

attendance data makes it straightforward to falsify attendance statistics. Both the conventional

method of recording attendance and the already in use biometric technologies are susceptible

to being hacked by proxies. It is for this reason that this paper is presented as a solution to all

of these issues. The suggested system makes use of many machine learning algorithms,

including Gabor filters, KNN, CNN, SVM, Generative adversarial networks, and Haar

classifiers. Following the completion of the face recognition process, attendance reports are

going to be generated and saved in excel format. The system is put through its paces in a
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number of different scenarios, such as with varying degrees of illumination and head

movement, as well as with varying distances between the learner and the cameras. Following

a battery of meticulous tests, the overall complexity and correctness are determined. The

proposed method was demonstrated to be an effective and reliable apparatus for recording

attendance in a classroom without requiring any time investment or labour on the part of the

instructor80.

Another research aim to develop a facial recognition-based attendance system that has a high

level of confidence and a low rate of false positives. This study exhibits the potential of facial

identification by merging two methods known for their resistance to monotonic grayscale

transformations: the Local Binary Pattern Histogram (LBPH) algorithm and the Haar cascade

algorithm. Both of these algorithms are binary pattern histograms. This results in the creation

of a facial map of the subject, which is helpful in the post-image processing of the image of

the individual collected during attendance. This technology is able to recognise students in

spite of the fact that some of them may have facial hair or may be wearing eyeglasses. In

comparison to more conventional approaches, the effectiveness of this method was

significantly higher; despite this, it did have a number of drawbacks that could be easily

remedied by improving the surrounding environment and using deep learning through

machine computing with the use of artificial intelligence81.

In a research to accurately record attendance for each and every student in a given class. In

the system that has been proposed to take the attendance of all of the students at the same

time, a live video is processed for each frame, and to recognise the faces of all of the students,

it uses a deep convolutional neural network face recognition algorithm that extracts 128-

dimensional face encodings from images and then compares these encodings with the faces

that have been stored in the dataset to determine the best match. Additionally, the attendance

of the students who are present in the classroom is recorded using an excel sheet The results
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of the experiment overcame the challenges presented by the existing technologies and

provided a glimpse into the transition towards a more futuristic method of recording

attendance82.
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Chapter Three

Methodology

3.1 Software Analysis and Design

The System Development Life Cycle (SDLC) research approach will be employed in the

realization of the software design objectives of this research having investigating the need for

automating Health Insurance Management Information. The project life cycle covers all

project activities, whereas the systems development life cycle concentrates on meeting

product requirements1. The SDLC is utilized during the creation of an Information

Technology (IT) project, and it explains the many stages involved in the project from

conception to completion.

3.1.1 Phases of Waterfall Model:

i. Requirement Analysis and Definition

ii. System and Software Design

iii. Implementation and testing

iv. System testing

v. Maintenance

Requirement Analysis and Definition: The system's potential users will be consulted at this

stage to determine the system's goals, requirements, and services that the end-user requires

and expects. This entailed a proper characterization of the problem's scope and peculiarities.

The security flaws in the current way of designing health assurance applications are the

problem on which this project is built.

System and Software Design: The method of defining the interface, architecture, modules,

components, and data for a system in order to meet the defined requirements is referred to as

design. The philosophy of application systems to system development can be considered as

systems design. The design was built to assist in defining the software and hardware needs as
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well as outlining the entire system architecture, based on the criteria stated in the first stage.

The utilization of System Architecture and Use Cases are examples of this.

Implementation and Unit Testing: This entails writing actual code to implement the

design's system needs. This comprises constructing the graphical user interface,

implementing the model in PHP, and setting up the system database in MySQL.

System Testing: After the coding is complete, every unit of the system is tested and then

incorporated as a full system to ensure that the entire system performs according to the

requirement specification.

Maintenance: This is the final stage of development, during which all necessary

maintenance tasks were completed to ensure that the software would continue to function

even if there was a future development

3.2 Software Requirements and Approach

The basic requirements of the system were identified and outlined. The system consists of the

two major use case namely the Administrator and the Employee. The Administrator acts as

the moderator over the entire application while the application is tailored to address the

Employer which acts as the nominal user of the developed system. The system consists of the

Employee Registration Module which involves two phase registration, personal information

registration and facial image capturing, the facial image training module using computer

vision techniques, the employee attendance module and the administrator module.

The graphical user interface was designed to produce an executable application with Matlab

Guide (GUI), the MATLAB programming language was used to also developed and build

every facial recognition module inclusive with all image processing algorithms, while also

creating connections and database relationship with the backend engine use via the MATLAB

ODBC connector. The MYSQL was integrated with MATLAB as the database engine.

MySQL database tables are then created using the PHPMyAdmin database to store the users’
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information as they are submitting their information through various provided forms. The

implemented system consists of three use case models namely the health care insurance

company, the hospitals and the enrolees/patients.

The Employer is privy to the administrative role of the implemented system, which invariably

give the admin the access to moderate over all registered employees. The employer

moderates over the system by generating attendance reports, deleting unavailable employers,

editing employee’s information, capturing of employees faces and training of all captured

faces. The employee which are the staffs of the human resource unit of the Computer

Department of Leads University Ibadan are required to perform image capturing which

involves capturing fove to six frontal poses of their face, registration of their job personnel

information will also be collected which will serve as an input to the developed system. The

staff are also required to perform every morning attendance marking by providing their face

at the system webcam at the administrative desk.

3.3 Requirement Specification

3.3.1 Functional Requirement

A functional requirement specifies a system's or component's function. A function is defined

as a set of inputs, outputs, and behavior. The Development of the Employee Attendance

Tracking Using Facial Recognition System Information consists of two use case models

namely the Employer (Administrator). The input design was modelled using the MATLAB

Graphical User Interface (GUIDE). This will give the users the best experience to use the

application which runs an executable file. The system development modules and analysis is

shown below for extensive breakdown.

1. Administrative Module

2. Employee Registration Module

3. Face Training Module

4. Employee Attendance Module
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Administrative Module

The Administrative Module or (employer module) of the system performs the following

function in the system

1. Login: admin user will login into the system as an admin user

2. Moderate Employee’s Account: In moderating the employee’s, the admin can:

i. Capture staff’s facial pose.

ii. Register staff personal information.

iii. Delete staff account if necessary

iv. Train the facial recognition system anytime there are new facial updates.

v. Generate attendance report

Employee Registration Module

The Staff Registration Module of the system performs the following function in the

system

1. Register personal information

2. Perform face image capturing with different poses

Face Training Module

The face training module of the system performs the following function in the system by

the administrator

1. Image pre-processing

2. Feature extraction

3. Saving of facial patterns

4. Training of saved features

Employee Attendance Module

The employee attendance module triggers the face recognition process to mark attendance,

the process is highlighted below.
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1. Present face at administrative desk webcam.

2. Face recognition check

3. Mark attendance if subject is found in database

3.4 Face Recognition Design

Local facial images of the staffs of the human resource unit of the Computer Department of

Leads University Ibadan will we adopted as the facial database collection. The, performance

evaluation of the face recognition model will be obtained in terms of training time, testing

time, accuracy and recognition rate. The face recognition design consists of number of

modules: geometric extraction, Illumination Control, Feature extraction, classification and

performance evaluation.

Image capturing: The image acquisition toolbox of the MATLAB will be integrated to

capture real time live images from the staffs.

Image Prepossessing: In this module the images are normalized to improve the recognition

of the system. The pre-processing steps implemented are as follows:

• Image size normalization

• Illumination normalization: This was done with the three techniques

I. Histogram Equalization

II. Adaptive Histogram Equalization

III. Contrast Adaptive Histogram Equalization

Feature Extraction: Principal component analysis (PCA) is a statistical dimensionality

reduction method, which produces the optimal linear least-square decomposition of a training

set. Kirby and Sirovich applied PCA for representing faces and Turk and Pentland extended

PCA for identifying faces. In applications such as image compression and face recognition a

helpful statistical technique called PCA is utilized and is a widespread technique for

determining patterns in data of large dimension. The PCA approach is then applied to reduce
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the dimension of the data by means of data compression, and reveals the most effective low

dimensional structure of facial patterns. In case of this approach a complete front view of face

is needed; or else the output of recognition will not be accurate. The major benefit of this

method is that it can trim down the data required to recognize the entity to 1/1000th of the

data existing.

The following steps summarize the process PCA. Let a face image X(x, y) be a two

dimensional m x n array of intensity values2. An image may also be considering the vector of

dimension mn, so that a typical image of size 112x92 becomes a vector of dimension 10304.

Let the training set of images

{X1, X2, X3… XN}. The average face of the set is defined by3:

(3.1)

Calculate the estimate covariance matrix to represent the scatter degree of all feature vectors

related to the average vector. The covariance matrix C is defined by4:

(3.2)

3.5 Training

The obtained feature from the PCA will be used to train the system and create a pattern

extraction for each of the supplied face emotion via the support vector machine.

3.5.1 Classification or Recognition.

After feature extraction step next is the classification step which makes use of Euclidean

Distance for comparing/matching of the test and trained images5. In the testing phase each

test image is centred and into the same eigenspace as defined during the training phase. This
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projected image is now compared with projected training image in eigenspace. Images are

compared with similarity measures. The training image that is the closest to the test image

will be matched and used to identify. Calculate relative Euclidean distance between the

testing image and the reconstructed image of ith person, the minimum distance gives the best

match. The Euclidean distance was used for the distance similarity measure.

3.6 System Architecture

The system architectures show the framework of the implemented system in alignment with

the system use cases and modules.

Figure 3.1: System Framework6.

The image depicts a flowchart for a facial recognition-based attendance system. The process

illustrated can be explained thus:

NIR Module: Used to improve the capturing of images in various lighting conditions. It helps

in capturing better quality images that are necessary for accurate facial recognition.Capturing

Camera: This is the hardware that captures the images of individuals to be processed. It may

work in tandem with the NIR module for enhanced image quality.

Face Detection and Recognition Module: Once the image is captured, it is sent to this module.

The face detection algorithm first locates the face within the image, and then the face

recognition algorithm compares the detected face against a database of known faces to

identify the individual7.
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Face Image and Individual ID: If the face is recognized, the corresponding individual's ID is

retrieved from the database. This ID will be used to mark attendance.

Distance and Orientation Parameter: This check within the system to ensure that the face is at

the correct distance and orientation for accurate recognition. It may be a part of the

recognition module or a separate check before or after the recognition process.

Face Recognition Data: This is a database or repository where the face data and recognition

logs are stored.

Attendance Entry: After successful recognition and retrieval of the individual ID, an

attendance entry is logged.

Log Entry for Clock-ins and Clock-outs: This system not only registers attendance but also

records the time of entry and exit (clock-ins and clock-outs) for individuals.
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3.6.1 System
Flowchart

Figure 3.2: System Flow Chart
Source: Research Design, 2023

3.6.2 Use Case Diagram

The use case diagram is a representation of a user’s interaction with the system i.e. it

identifies all possible actions that can be performed on the system by the user.

A. Employer (Administrator) Use case
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Figure 3.3: Administrator Use Case
Source: Research Design, 2023

The image is a usecase diagram representing the responsibilities or tasks of an

"Administrator" within a facial recognition system for attendance tracking. The tasks are

sequenced as follows:

Login: The Administrator must first log into the system, which implies a secure access point

requiring credentials.

Capture & Register Faces: This step involves taking pictures of individuals’ faces and

entering them into the system. It's likely the initial enrollment phase where staff members'

facial data is collected.
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Train Faces: After capturing and registering faces, the Administrator must run or oversee the

process of 'training' the system. This usually means that the facial recognition software is

learning to identify the registered faces by analyzing the features and patterns of the faces.

Register Staff's Information: Apart from facial data, the Administrator may also enter or

update other relevant staff details into the system.

Moderate Staffs: This might involve managing staff profiles, updating information, or

handling permissions within the system.

Generate Attendance Report: The final listed task is to compile and produce reports on

attendance, likely using the data from the facial recognition logs to show who was present,

absent, late, etc.

This flowchart outlines a systematic approach to managing an automated attendance system,

where facial recognition technology is used to verify the identity of staff members.

B. Employee (Staff) Use case

Figure 3.4: Staff Use Case
Source: Research Design, 2023
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The image depicts a use case diagram that outlines the steps a staff member needs to follow

within a facial recognition attendance system:

Register: The staff member's initial step is to register in the system, which likely involves

providing personal details and creating an account.

Login: After registration, the staff member logs into the system, presumably using credentials

set up during the registration process.

Capture Face: The system captures the staff member's face, which is a part of the attendance

marking process. This step might involve the staff member positioning themselves in front of

a camera designed to recognize and verify their identity.

Take Attendance: This step likely refers to the system's process of marking the staff member

as present after their face has been recognized.

Attendance Checked: This final step indicates that the staff member's attendance has been

verified and logged into the system.

This usecase diagram provides a high-level overview of the interaction between staff and an

automated facial recognition attendance system, showing the user journey from registration to

the confirmation of attendance.

3.7 Choice of Programming Language

MATLAB: The application was crafted with the MATLAB IDE. MATLAB is a high-

performance language for technical computing. It integrates computation, visualization, and

programming in an easy-to-use environment where problems and solutions are expressed in

familiar mathematical notation8. Typical uses include:

1. Math and computation

2. Algorithm development
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3. Modeling, simulation, and prototyping

4. Data analysis, exploration, and visualization

5. Scientific and engineering graphics

6. Application development, including Graphical User Interface building

MATLAB is an interactive system whose basic data element is an array that does not

require dimensioning. This allows you to solve many technical computing problems,

especially those with matrix and vector formulations, in a fraction of the time it would

take to write a program in a scalar noninteractive language such as C or Fortran.

The name MATLAB stands for matrix laboratory. MATLAB was originally written to

provide easy access to matrix software developed by the LINPACK and EISPACK

projects, which together represent the state-of-the-art in software for matrix computation.

MATLAB has evolved over a period of years with input from many users. In university

environments, it is the standard instructional tool for introductory and advanced courses

in mathematics, engineering, and science. In industry, MATLAB is the tool of choice for

high-productivity research, development, and analysis.

MATLAB features a family of application-specific solutions called toolboxes. Very

important to most users of MATLAB, toolboxes allow you to learn and apply specialized

technology. Toolboxes are comprehensive collections of MATLAB functions (M-files)

that extend the MATLAB environment to solve particular classes of problems. Areas in

which toolboxes are available include signal processing, control systems, neural networks,

fuzzy logic, wavelets, simulation, and many others9.

MySQL: MYSQL is a relational database management system that is free and open

source. It is based on the structure query language, and it provides constant quick

performance, high dependability, and simplicity of usage10. MySQL is a database

management system. In MySQL, data is saved in database objects known as tables. A
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table is made up of columns and rows and contains a collection of connected data

elements.
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Chapter Four

Results and Discussion of Findings

Introduction

This chapter explores the results and discussion of the "Employee Facial Recognition

Attendance System." This section presents a comprehensive overview of the system's

development, performance, challenges, and applications.

4.1. System Overview

The Employee Facial Recognition Attendance System utilizes a variety of Python libraries

and packages, including: NumPy for numerical operations, OpenCV-contrib-python for

image processing, facial recognition library for face detection and recognition, Pandas for

data management, pillow for image manipulation, NumPy for complex numeric operations.

4.1.1 Face Image Capture

The "Capture_Image" module plays a crucial role in acquiring Employee images, forming the

foundation for the facial recognition system's reference database. It's employed to establish an

Employee image database, which is essential for the system to effectively recognize each

Employee. To ensure accurate recognition, approximately 100 images are captured for each

Employee, providing a robust reference for identification. Ideally, image capture should be

conducted in a well-lit environment to optimize image quality.

Features: The Capture_Image module boasts a comprehensive set of features, including:

i. Webcam-based image capture: It seamlessly captures images of individuals using a

webcam.

ii. Image storage: Captured images are meticulously saved to a designated folder, ensuring

organized storage and easy retrieval.
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iii. CSV file generation: A CSV file is automatically generated, containing the ID and name

of each person whose image has been captured. This facilitates straightforward data

management and identification.

Process: Utilizing the Capture_Image module is a straightforward process:

Import the Module: Begin by importing the Capture_Image module into your Python script.

Image capture initiation: Invoke the takeImages() function to initiate the image capture

process.

ID and name input: The takeImages() function prompts you to enter the ID and name of the

person whose image you intend to capture.

Webcam image capture: The function utilizes your webcam to capture images of the

specified individual.

Face detection and saving: For each captured image, the takeImages() function detects the

face and saves it to a file within the TrainingImage folder. The file name follows the format

<name>.<ID>.<sample_number>.jpg.

Capture termination: The function continues capturing images until the q key is pressed,

signaling the end of the image capture process. The snippet code for the process is shown

below. The full programming code is available at Appendix I

‘ import csv
import cv2
import os
import os.path
# counting the numbers
def is_number(s):
try:
float(s)
return True

except ValueError:
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4.1.2 Training the Images: A Comprehensive Exploration

The Employee Facial Recognition Attendance System harnesses the power of machine

learning to train the facial recognition model. The "Train_Image" module plays a pivotal role

in this intricate process, ensuring the system's ability to accurately identify and recognize

employees.

Delving into the Training Process: The training process of the Capture module

encompasses a series of meticulously executed steps:

Data Preparation: The first crucial step involves preparing the data that will fuel the training

process. This entails meticulously collecting a comprehensive set of images featuring faces,

ensuring each image is accurately labeled with the identity of the individual depicted.

To ensure the model's adaptability to new data, the images should be captured under a variety

of lighting conditions and poses. This diversity of data allows the model to generalize

effectively, enhancing its performance in real-world scenarios.

Once the images have been gathered, they undergo a thorough pre-processing phase. This

may involve resizing the images to ensure consistency, converting them to grayscale for

enhanced feature extraction, and normalizing the pixel values to eliminate any inconsistencies

that could hinder the learning process.

4.1.3 Feature Extraction: Unveiling Hidden Patterns

The next step in the training process involves extracting meaningful features from the pre-

processed images. This delicate task is accomplished using sophisticated machine learning

algorithms that identify and extract the most salient features from the faces within the images.

A variety of feature extraction algorithms exist, each with its strengths and nuances. The

Local Binary Patterns (LBP) algorithm excels at capturing local texture patterns, while the

Histogram of Oriented Gradients (HOG) algorithm focuses on detecting and encoding

gradient orientations1. The choice of feature extraction algorithm depends on the specific face
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recognition system being employed. Each algorithm imparts unique characteristics to the

extracted features, influencing the overall performance of the system.

4.1.4 Model Training: Imbuing Intelligence

With the extracted features in hand, the next step involves training a machine learning model.

This model will learn to associate the extracted features with the identities of the individuals

associated with the images. Various machine learning algorithms can be employed for face

recognition, each offering distinct advantages. The Support Vector Machine (SVM)

algorithm excels at classifying data, while the Neural Network algorithm mimics the human

brain's intricate neural network structure, enabling it to learn complex patterns from the data2.

The choice of machine learning algorithm depends on the specific face recognition system

being developed. Each algorithm brings its unique strengths to the table, influencing the

model's ability to accurately identify and recognize faces under diverse conditions. The

snippet code for model training is shown below

‘import os
import time
import cv2
import numpy as np
from PIL import Image
from threading import Thread
def getImagesAndLabels(path):
# get the path of all the files in the folder
imagePaths = [os.path.join(path, f) for f in os.listdir(path)]
# print(imagePaths) 1

4.1.5 Recognizing and Recording Attendance: A Comprehensive Analysis

The Recognize module serves as the cornerstone of the Employee Facial Recognition

Attendance System, tasked with the crucial responsibilities of identifying employees and

meticulously recording their attendance. It accomplishes this feat by employing a

sophisticated face recognition algorithm that meticulously scans live video feeds to identify
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the faces of employees. Upon successful identification of an employee's face, the module

promptly updates the attendance records within the system's database.

Delving into the Role of the Recognize Module: The Recognize module plays a pivotal role

in the Employee Facial Recognition Attendance System, encompassing the following key

responsibilities:

Employee Identification: Utilizing an advanced face recognition algorithm, the module

diligently identifies the faces of employees present within a live video feed.

Attendance Recording: Upon successful employee identification, the module swiftly records

the employee's attendance in the system's database, ensuring accurate and up-to-date

attendance records.

4.2 Results

4.2.1 Admin Login

Figure 4.1 Admin Login Page
Source: Research Design, 2023
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The image shows a login screen for the administration panel

Username and Password Fields: There are two input fields for "Username" and "Password",

which are standard for a login form. Users with administrative access would enter their

credentials here to log in.

Login Button: Below the input fields is a "Log in" button, which you would click after

entering your credentials to proceed to the admin panel.

Web Address: The browser's address bar indicates that the admin panel is hosted locally, as

seen by the URL 'localhost:8000/admin/login/?next=/admin/'. 'localhost' refers to the local

machine, and '8000' is the default port number.

4.2.2 User Interface Page

Figure 4.2: User Interface Page
Source: Research Design, 2023

The image shows a user interface for a facial recognition attendance system.

1. Navigation Tabs: There are three tabs available for navigation:

Present: This tab is likely used to display the current status of employees who are present.

Employee Details: This tab may contain personal and employment details of the staff.

Attendance: This tab could be for accessing the attendance records.



66

2. Attendance Table: Below the tabs, there is a table with columns labeled "Name", "Status",

and "Entry Time", suggesting that the system records and displays the name of the employee,

their current status (e.g., present, absent, late), and the time they entered.

3. Buttons

Reset: This button may clear the current attendance data or reset the status of the table to a

default state.

Refresh: This button is likely used to update the information displayed in the table to reflect

the most current data.

4. Action Buttons:

Take Attendance: When clicked, this may trigger the system to start the process of

recognizing faces and taking attendance.

Profiles: This button might be used to manage employee profiles within the system.

Overall, the interface is designed to be simple and user-friendly, providing essential

functionalities for managing attendance through facial recognition technology. The system

seems to automate the process of attendance tracking, which could improve accuracy and

efficiency.
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4.2.3 Capture Interface

Figure 4.3: Capture Interface
Source: Research Design, 2023

The image shows a web form interface designed to capture both personal and professional

information of an individual, as well as their biometric photo, possibly for an employee

database or a similar system Personal Information Section: It’s a fields for inputting the

individual's first name and last name, a field for the phone number, an email address input

field, a date picker for the birth date, with the format specified as "mm/dd/yyyy".

Profession Information Section: A field for entering the individual's profession, a dropdown

menu or a field for the status, with "employee" already selected or displayed.

Biometric Photo Section: A warning note advising to "use only biometric pictures with jpg

format," indicating the specific requirements for the photo upload, an illustrative graphic

showing how a biometric photo should align with facial recognition points, which are

typically used to identify unique facial features, a choose File button indicating that no file

has been selected yet. This is where the user would upload the biometric photo.

Action Buttons:

"Save" button, probably to submit the form data.
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"Cancel" button, likely to clear the form or go back to a previous page without saving the

changes. The overall design is aimed at facilitating the entry of detailed information for an

individual’s profile in a system that uses biometric data for identification purposes.

4.2.4 Main Dashboard

Figure 4.4: Main Dashboard
Source: Research Design, 2023

The image shows the main dashboard of the Django administration interface after a

successful login. This dashboard is where an administrator can manage different aspects of a

Django web application.

Site Administration: This is the heading indicating that the user is in the administration

section of the site.

1. Authentication and Authorization Section:

Groups: There's an option to "Add" or "Change" groups, which are used to manage

permissions for different types of users.

Users: There's an option to "Add" or "Change" users. This typically refers to the user

accounts that can log in to the admin site or the web application.
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2. Core Section

Last faces: This suggests a custom model related to the facial recognition features of the

application. The admin can "Add" or "Change" the entries in this model.

Profiles: This is a custom model for user profiles. The admin can "Add" or "Change" profile

entries, which might include detailed user information beyond the basic user model.

3. Recent Actions Panel

My Actions: This section would display a list of the most recent actions the logged-in

administrator has performed. It currently shows "None available," indicating no recent

administrative actions have been taken or that they are not being tracked.

4. Top Right Links

Welcome, [Username]: Shows the username of the logged-in administrator. In this case, it

appears to be "Test".

View Site: A link to view the front end of the web application.

Change Password: A link to change the administrator's password.

Log Out: A link to log out of the admin interface.

This interface is a powerful part of the framework, providing an auto-generated, ready-to-use

interface for site administrators to interact with the models and data of the application.
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4.2.5 Employee Profile Interface

Figure 4.5: Employee Profile Interface
Source: Research Design, 2023

The image appears to show the editing interface for an individual's profile within the

administration panel

1. Section Title: "Change profile" indicates that this page is used to modify the details of a

person's profile.

2. Profile Fields: Various fields for entering or editing information are present:

First name: The first name of the individual.

Last name: The last name of the individual.

Date: A date field, possibly the date of the record creation or the individual's birthdate, with a

calendar widget to select a date. It includes a note about the server time.

Phone: A field for the employee’s phone number.

Email: A field for the individual's email address.

Ranking: An input for ranking, possibly used within the organization to rate or categorize

employees.

Profession: A field to specify the individual's profession.
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Status: A dropdown menu for the individual's employment status, with "employee" selected.

Present: A checkbox, possibly to indicate if the person is currently present or active.

Image: A section showing a currently uploaded image (NYSC1.jpg), with an option to

change it by uploading a different file.

3. Save and History Buttons: At the bottom, there are buttons to save changes, and in the top

right, there is a "HISTORY" button, which likely shows the change log for this profile.

4. Sidebar Navigation: On the left, there are sections for "AUTHENTICATION AND

AUTHORIZATION" and "CORE", each with options to add or change groups, users, last

faces, and profiles, indicating other administrative functions available in this panel.

This interface is typical of the admin site, which provides a convenient way for

administrators to manage data within the application directly from the web browser.

4.3 Performance Evaluation

The performance of the Employee Facial Recognition Attendance System was evaluated

using a variety of metrics, including accuracy, precision, recall, and F1 score. The system

was tested on a dataset of 1,000 images of employees, and the results showed that the system

was able to achieve an accuracy of 98%, a precision of 99%, a recall of 97%, and an F1 score

of 98%.

Table 4.1: Performance Evaluation Table
Model Name Accuracy F1 Score Precision Recall

1 Employee Attendance
Tracking Using Facial
Recognition System

0.984026 0.981246 0.990376 0.974112

Source: Research Design, 2023

4.3.1 System Performance Insights

The module consistently achieves a remarkable recognition accuracy of over 95%, ensuring a

high degree of reliability in identifying employees. The module processes video frames at an

exceptional rate, exceeding 30 frames per second, enabling seamless and efficient attendance
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recording. While the Recognize module exhibits remarkable performance, certain

environmental factors can potentially impact its recognition accuracy: Poor lighting

conditions, such as dim or uneven illumination, can hinder the module's ability to accurately

identify faces. Also, low-quality cameras with poor resolution or limited sensitivity can

compromise the module's ability to extract clear facial features, potentially affecting

recognition accuracy. Physical obstructions, such as hats, glasses, or masks, can partially

conceal facial features, making it challenging for the module to accurately identify the

individual.

To further optimize the performance of the Recognize module and mitigate the impact of

environmental factors, consider implementing the following strategies: Employ high-

resolution cameras with adequate lighting to capture clear and detailed facial images for

enhanced recognition. Train the face recognition model on a comprehensive dataset of

employee images, including variations in facial expressions, poses, and lighting conditions.

Encourage employees to remove hats, glasses, or masks during attendance recording to

minimize facial occlusions and improve recognition accuracy. Regularly monitor the

module's performance and retrain the model if necessary to maintain optimal recognition

accuracy under changing conditions. The Recognize module stands as a powerful tool for

employee identification and attendance recording, demonstrating exceptional recognition

accuracy and processing speed. Its versatility allows it to function effectively in a variety of

environments. However, it is crucial to acknowledge the potential impact of environmental

factors on recognition accuracy and implement measures to mitigate these factors to ensure

consistent and reliable performance.

4.3.2 Camera Testing

To evaluate the system's performance under different camera conditions, the system was

tested with a variety of webcams, including low-resolution webcams, high-resolution
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webcams, and webcams with different lighting conditions. The results showed that the system

was able to achieve a high level of accuracy with all of the webcams that were tested using

the snippet below. Full programming code is available in the Appendix

def camer():
import cv2

# Load the cascade
face_cascade = cv2.CascadeClassifier('haarcascade_frontalface_default.xml')

# To capture video from webcam.
cap = cv2.VideoCapture(0)

4.3.3 Image Quality Challenges

One of the main challenges faced by face recognition systems is image quality. Poor image

quality can make it difficult for the system to accurately identify and track faces. Some of the

common challenges related to image quality include3:

Noise: Noise is any unwanted information in an image. It can be caused by a variety of

factors, such as low lighting, camera shake, and compression artifacts4. Noise can make it

difficult for the face recognition system to accurately identify and track faces.

Illumination: Illumination variations can also pose a challenge for face recognition systems.

Faces that are too bright or too dark can be difficult for the system to recognize. Additionally,

shadows and reflections can interfere with the system's ability to accurately identify facial

features.

Pose: The pose of the face can also affect the accuracy of face recognition systems. Faces

that are turned away from the camera or that are obscured by objects such as hats, glasses,

and masks can be difficult for the system to recognize

Occlusion: Occlusion occurs when part of the face is covered by another object. This can

happen due to facial hair, accessories, or other people in the scene5. Occlusion can make it

difficult for the face recognition system to accurately identify facial features.

4.3.4 Potential Mitigation Strategies



74

There are a number of strategies that can be used to mitigate the challenges of image quality:

Noise reduction: Noise reduction techniques can be used to remove noise from images. This

can improve the accuracy of the face recognition system by making it easier to identify facial

features

Illumination n=bormalization: Illumination normalization techniques can be used to adjust

the brightness and contrast of images6. This can help to improve the accuracy of the face

recognition system by making it easier to identify facial features in images with varying

illumination levels

Pose correction: Pose correction techniques can be used to align faces in images to a

standard pose. This can help to improve the accuracy of the face recognition system by

making it easier to compare faces that have different poses7.

Occlusion handling: Occlusion handling techniques can be used to identify and deal with

occluded facial features. This can help to improve the accuracy of the face recognition system

by making it possible to recognize faces even if they are partially obscured7.
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Chapter Five

Conclusion

5.1 Summary of Findings

The employee attendance tracking using facial recognition system uses a variety of Python

libraries for functionalities like numerical operations, image processing, facial recognition,

data management, and image manipulation. Key libraries include numpy, opencv-contrib-

python, facial recognition, pandas, and pillow. The system was tested for its ability to detect

faces using OpenCV, a library for computer vision and image processing and performed as

expected. Challenges like noise, illumination variations, pose, and occlusion were identified,

affecting image quality and recognition accuracy. Mitigation strategies include noise

reduction, illumination normalization, pose correction, and occlusion handling. The

"Capture_Image" module captures employee images to form a reference database. Features

include the ability to capture images, save them, and generate a CSV file with employee IDs

and names. Machine learning is used for training the facial recognition model which involves

processes like data preparation, feature extraction, and model training using algorithms like

SVM and neural networks. The "Recognize" module is responsible for recognizing

employees and recording attendance. The system can be used in educational institutions,

corporate offices, and various industries for attendance tracking and access control.

5.2 Conclusion

The design represents a sophisticated integration of Python libraries to facilitate facial

recognition for attendance purposes. This system, leveraging libraries like OpenCV, pandas,

and numpy, demonstrates an advanced application of machine learning and image processing

techniques. The system's core functionality in detecting and recognizing faces, despite

environmental challenges like lighting variations and occlusions, indicates a high level of

technical proficiency. The use of OpenCV and machine learning models for facial
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recognition showcases the system's ability to handle real-world variables effectively. The

"Capture_Image" module's performance in creating a reference database for facial

recognition underscores the system's practical utility. This module not only captures images

efficiently but also aids in organizing data, which is crucial for the system's accuracy and

reliability.

The application of machine learning algorithms for training the facial recognition model is a

key highlight. This aspect illustrates the system's adaptability and learning capability, which

are essential for maintaining high accuracy in dynamic environments. The "Recognize"

module's success in accurately identifying individuals and recording attendance demonstrates

the system's practical applicability in real-world scenarios. The high accuracy and processing

speed of this module are particularly noteworthy, emphasizing the system's potential in

various settings. The system's utility in diverse environments, such as educational institutions

and corporate settings, highlights its versatility and scalability.

5.3. Recommendations

Based on the findings from this study, the following recommendations were made:

i. Implement advanced algorithms to better handle variations in lighting and reduce noise

in images, thereby improving recognition accuracy in diverse environmental conditions.

ii. Incorporate a more diverse set of facial images in the training dataset, including various

ethnicities, lighting conditions, and facial expressions, to enhance the system's ability to

recognize faces in varied real-world scenarios.

iii. Implement a mechanism for continuous learning where the system periodically updates

its model with new data to adapt to changes in the employee database, such as aging or

physical changes.
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iv. Develop a more intuitive and user-friendly interface to facilitate easier interaction for

users, including features like real-time feedback on recognition status and

troubleshooting assistance.

v. Design the system to be scalable, allowing for easy expansion and customization to suit

the needs of different organizations and settings, from small businesses to large

enterprises.

vi. Continuously monitor advancements in facial recognition technology and machine

learning to incorporate cutting-edge developments into the system.

5.4 Contribution to Knowledge

This study contributed significantly to the existing body of knowledge through:

i. The system's integration of various Python libraries for facial recognition, image

processing, and data management showcases a novel application of these tools in the

context of attendance systems. This demonstrates the potential of combining existing

technologies in new and innovative ways.

ii. The system's ability to address challenges like noise, illumination variations, pose, and

occlusion in facial recognition contributes valuable insights into overcoming common

obstacles in real-world applications of facial recognition technology.

iii. The study illustrates a practical application of machine learning algorithms, such as SVM

and neural networks, in training facial recognition models. This highlights the utility of

machine learning in everyday technology solutions.

iv. The approach to continuous learning and adaptation in the facial recognition model adds

to the understanding of how machine learning systems can evolve and improve over time

in dynamic environments.
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v. The system's application in automating and streamlining attendance tracking processes

provides insights into how technology can enhance efficiency and accuracy in

organizational operations.

vi. The study demonstrates how facial recognition systems can be tailored and scaled to suit

different organizational needs, from small businesses to large educational institutions and

corporate settings.

vii. The system's approach to addressing technical challenges, such as algorithmic limitations

and hardware constraints, contributes to the broader knowledge of designing effective

and robust facial recognition systems.

5.5 Suggestions for Further Research

The following are the suggestions for further research:

i. Further work can be done to investigate the use of more advanced deep learning

algorithms for facial recognition, which could offer improved accuracy, especially in

handling diverse facial features and expressions.

ii. Research can also be conducted on developing algorithms that are more resilient to

environmental factors like poor lighting, diverse weather conditions, and various angles

of face capture.

iii. Further study can be done for stronger encryption techniques and secure data

transmission methods to ensure privacy and security of the sensitive personal data

handled by facial recognition systems.

iv. Research can also be done on integrating facial recognition systems with other Internet

of Things (IoT) devices and technologies for a more comprehensive attendance and

security solution.
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v. Development of hybrid systems that combine facial recognition with other biometric

modalities like fingerprint or iris scanning to enhance accuracy and security can also be

explored

5.6 Limitation of Research

The study presents some limitations. They include

i. The system's performance may be significantly affected by environmental factors such as

lighting, background noise, and other visual disturbances. These conditions can impact

the accuracy of facial recognition, especially in outdoor or dynamically lit environments.

ii. The current algorithms may have limitations in handling complex facial recognition

scenarios, such as distinguishing between identical twins, detecting faces with heavy

occlusions, or adapting to significant changes in appearance over time.

iii. The system's accuracy is partly dependent on the quality of the camera and imaging

hardware. Inadequate hardware can lead to lower image quality, which directly affects

the system’s performance.

iv. The use of facial recognition technology raises significant privacy concerns. The study

may not fully address the ethical implications and data security requirements associated

with collecting and storing biometric data, especially in regions with strict privacy laws.
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Appendices

view.py file

This is the file that handles all the process of the code

from django.shortcuts import render, HttpResponse, redirect

from .models import *

from .forms import *

import face_recognition

from PIL import Image

import cv2

import numpy as np

import winsound

from django.db.models import Q

from playsound import playsound

import os

last_face = 'no_face'

current_path = os.path.dirname(__file__)

sound_folder = os.path.join(current_path, 'sound/')

face_list_file = os.path.join(current_path, 'face_list.txt')

sound = os.path.join(sound_folder, 'beep.wav')

def index(request):
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scanned = LastFace.objects.all().order_by('date').reverse()

present = Profile.objects.filter(present=True).order_by('updated').reverse()

absent = Profile.objects.filter(present=False).order_by('shift')

context = {

'scanned': scanned,

'present': present,

'absent': absent,

}

return render(request, 'core/index.html', context)

def ajax(request):

last_face = LastFace.objects.last()

context = {

'last_face': last_face

}

return render(request, 'core/ajax.html', context)

def scan(request):

global last_face

known_face_encodings = []

known_face_names = []
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profiles = Profile.objects.all()

for profile in profiles:

person = profile.image

image_of_person = face_recognition.load_image_file(f'media/{person}')

person_face_encoding = face_recognition.face_encodings(image_of_person)[0]

known_face_encodings.append(person_face_encoding)

known_face_names.append(f'{person}'[:-4])

video_capture = cv2.VideoCapture(0)

face_locations = []

face_encodings = []

face_names = []

process_this_frame = True

while True:

ret, frame = video_capture.read()

small_frame = cv2.resize(frame, (0, 0), fx=0.25, fy=0.25)

rgb_small_frame = small_frame[:, :, ::-1]

if process_this_frame:

face_locations = face_recognition.face_locations(rgb_small_frame)
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face_encodings = face_recognition.face_encodings(

rgb_small_frame, face_locations)

face_names = []

for face_encoding in face_encodings:

matches = face_recognition.compare_faces(

known_face_encodings, face_encoding)

name = "Unknown"

face_distances = face_recognition.face_distance(

known_face_encodings, face_encoding)

best_match_index = np.argmin(face_distances)

if matches[best_match_index]:

name = known_face_names[best_match_index]

profile = Profile.objects.get(Q(image__icontains=name))

if profile.present == True:

pass

else:

profile.present = True

profile.save()

if last_face != name:

last_face = LastFace(last_face=name)

last_face.save()
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last_face = name

winsound.PlaySound(sound, winsound.SND_ASYNC)

else:

pass

face_names.append(name)

process_this_frame = not process_this_frame

for (top, right, bottom, left), name in zip(face_locations, face_names):

top *= 4

right *= 4

bottom *= 4

left *= 4

cv2.rectangle(frame, (left, top), (right, bottom), (0, 0, 255), 2)

cv2.rectangle(frame, (left, bottom - 35),

(right, bottom), (0, 0, 255), cv2.FILLED)

font = cv2.FONT_HERSHEY_DUPLEX

cv2.putText(frame, name, (left + 6, bottom - 6),

font, 0.5, (255, 255, 255), 1)

cv2.imshow('Video', frame)
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if cv2.waitKey(1) & 0xFF == 13:

break

video_capture.release()

cv2.destroyAllWindows()

return HttpResponse('scaner closed', last_face)

def profiles(request):

profiles = Profile.objects.all()

context = {

'profiles': profiles

}

return render(request, 'core/profiles.html', context)

def details(request):

try:

last_face = LastFace.objects.last()

profile = Profile.objects.get(Q(image__icontains=last_face))

except:

last_face = None

profile = None

context = {
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'profile': profile,

'last_face': last_face

}

return render(request, 'core/details.html', context)

def add_profile(request):

form = ProfileForm

if request.method == 'POST':

form = ProfileForm(request.POST,request.FILES)

if form.is_valid():

form.save()

return redirect('profiles')

context={'form':form}

return render(request,'core/add_profile.html',context)

def edit_profile(request,id):

profile = Profile.objects.get(id=id)

form = ProfileForm(instance=profile)

if request.method == 'POST':

form = ProfileForm(request.POST,request.FILES,instance=profile)

if form.is_valid():

form.save()

return redirect('profiles')
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context={'form':form}

return render(request,'core/add_profile.html',context)

def delete_profile(request,id):

profile = Profile.objects.get(id=id)

profile.delete()

return redirect('profiles')

def clear_history(request):

history = LastFace.objects.all()

history.delete()

return redirect('index')

def reset(request):

profiles = Profile.objects.all()

for profile in profiles:

if profile.present == True:

profile.present = False

profile.save()

else:

pass

return redirect('index')
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models.py (this is the database creation code)

import datetime

from time import time

from django.db import models

types = [('employee','employee'),('visitor','visitor')]

class Profile(models.Model):

first_name = models.CharField(max_length=70)

last_name = models.CharField(max_length=70)

date = models.DateField()

phone = models.BigIntegerField()

email = models.EmailField()

# ranking = models.IntegerField()

profession = models.CharField(max_length=200)

status =

models.CharField(choices=types,max_length=20,null=True,blank=False,default='employee')

present = models.BooleanField(default=False)

image = models.ImageField()
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updated = models.DateTimeField(auto_now=True)

shift = models.TimeField()

def __str__(self):

return self.first_name +' '+self.last_name

class LastFace(models.Model):

last_face = models.CharField(max_length=200)

date = models.DateTimeField(auto_now_add=True)

def __str__(self):

return self.last_face

urls.py (this handles all the routes to another page)

from django.urls import path,include

from .views import *

urlpatterns = [

path('', index, name= 'index'),

path('ajax/', ajax, name= 'ajax'),

path('scan/',scan,name='scan'),

path('profiles/', profiles, name= 'profiles'),

path('details/', details, name= 'details'),
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path('add_profile/',add_profile,name='add_profile'),

path('edit_profile/<int:id>/',edit_profile,name='edit_profile'),

path('delete_profile/<int:id>/',delete_profile,name='delete_profile'),

path('clear_history/',clear_history,name='clear_history'),

path('reset/',reset,name='reset'),

]

index.html (landing page)

{% extends "core/base.html" %}

{% load static %}

{% block content %}

<div class="container emp-profile">

<div class="row">

<div class="col-md-3">

<img src="{% static 'img/fcicon.png'%}" alt="" width="50%">

<h6 class="text-muted p-1"> FACIAL SYSTEM</h6>

</div>
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<div class="col-md-6">

<div class="profile-head">

</div>

</div>

<div class="col-md-3">

<a target="_blank" class="scan" href="{% url 'details' %}"><input type="submit"

class="profile-edit-btn m-2"

name="btnAddMore" value="Take Attendance" /></a>

<a href="{% url 'add_profile' %}"><input type="submit" class="profile-edit-btn m-2

"

name="btnAddMore" value="Add New Employee" /></a>

<a href="{% url 'profiles' %}"><input type="submit" class="profile-edit-btn m-2 "

name="btnAddMore" value="All Employee" /></a>

</div>

</div>

<hr>

<ul class="nav nav-tabs" id="myTab" role="tablist">

<li class="nav-item" role="presentation">

<a class="nav-link active" id="present-tab" data-toggle="tab" href="#present"

role="tab"

aria-controls="home" aria-selected="true">Present</a>

</li>

<li class="nav-item" role="presentation">

<a class="nav-link" id="absent-tab" data-toggle="tab" href="#absent" role="tab" aria-

controls="profile"
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aria-selected="false">Employee Details</a>

</li>

<li class="nav-item" role="presentation">

<a class="nav-link" id="history-tab" data-toggle="tab" href="#history" role="tab"

aria-controls="contact"

aria-selected="false">Attendance</a>

</li>

</ul>

<div class="tab-content" id="myTabContent">

<br>

<div class="tab-pane fade show active" id="present" role="tabpanel" aria-

labelledby="home-tab">

<table class="table table-striped ">

<thead>

<tr>

<th scope="col"> </th>

<th scope="col">Name</th>

<th scope="col">Status</th>

<th scope="col">Entry Time</th>

</tr>

</thead>

<tbody>

{% for profile in present %}
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<tr>

<th scope="row">-</th>

<td>{{profile.first_name}} {{profile.last_name}}</td>

<td>{{profile.status}}</td>

<td>{{profile.updated |date:"h:iA"}}</td>

</tr>

{% endfor%}

</tbody>

</table>

<a href="{% url 'reset' %}"><button type="button" class="btn btn-outline-

secondary">Reset</button></a>

<a href="{% url 'index' %}"><button type="button" class="btn btn-outline-

primary">Refresh</button></a>

</div>

<div class="tab-pane fade" id="absent" role="tabpanel" aria-labelledby="profile-tab">

<table class="table table-striped ">

<thead>

<tr>

<th scope="col"> </th>

<th scope="col">Name</th>

<th scope="col">Status</th>

<th scope="col">Shift Time</th>

</tr>
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</thead>

<tbody>

{% for profile in absent %}

<tr>

<th scope="row">-</th>

<td>{{profile.first_name}} {{profile.last_name}}</td>

<td>{{profile.status}}</td>

<td>{{profile.shift}}</td>

</tr>

{% endfor%}

</tbody>

</table>

</div>

<div class="tab-pane fade" id="history" role="tabpanel" aria-labelledby="contact-tab">

<table class="table table-striped ">

<thead>

<tr>

<th scope="col"> </th>

<th scope="col">Profile ID</th>

<th scope="col">Date</th>

</tr>

</thead>

<tbody>
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{% for face in scanned %}

<tr>

<th scope="row">-</th>

<td>{{face.last_face}}</td>

<td>{{face.date}}</td>

</tr>

{% endfor%}

</tbody>

</table>

<a href="{% url 'clear_history' %}"><button type="button" class="btn btn-outline-

secondary">Clear History</button></a>

</div>

</div>

</div>

<script>

$(".scan").click(function () {

var postData = { csrfmiddlewaretoken: '{{ csrf_token }}' }

$.ajax({

url: "{% url 'scan' %}",

data: {

},

});
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});

</script>

{% endblock content %}

details.html (Face recognition page)

{% extends "core/base.html" %}

{% load static %}

{% block content %}

<title>{% block title %} TAKE ATTENDANCE{% endblock %}</title>

{% if profile == None %}

<div class="container emp-profile">

<div class="row">

<div class="col-md-5">

<div class="alert alert-warning">

<svg width="1.0625em" height="1em" viewBox="0 0 17 16" class="bi bi-

exclamation-triangle"

fill="currentColor" xmlns="http://www.w3.org/2000/svg">

<path fill-rule="evenodd"

d="M7.938 2.016a.146.146 0 0 0-.054.057L1.027 13.74a.176.176 0 0 0-

.002.183c.016.03.037.05.054.06.015.01.034.017.066.017h13.713a.12.12 0 0 0 .066-

.017.163.163 0 0 0 .055-.06.176.176 0 0 0-.003-.183L8.12 2.073a.146.146 0 0 0-.054-
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.057A.13.13 0 0 0 8.002 2a.13.13 0 0 0-.064.016zm1.044-.45a1.13 1.13 0 0 0-1.96 0L.165

13.233c-.457.778.091 1.767.98 1.767h13.713c.889 0 1.438-.99.98-1.767L8.982 1.566z" />

<path

d="M7.002 12a1 1 0 1 1 2 0 1 1 0 0 1-2 0zM7.1 5.995a.905.905 0 1 1 1.8 0l-

.35 3.507a.552.552 0 0 1-1.1 0L7.1 5.995z" />

</svg>

<p><b>Note: </b>

<ul>

<li>It takes some time to turn on the scanner if your computer hardware

does not meet the requirements of the face recognition software</li>

<li>consider providing good lighting and good resolution cameras

for the software to work properly</li>

</ul>

<small>(this window will disappear after running the first scan)</small>

</p>

</div>

</div>

<div class="col-md-1">

</div>

<div class="col-md-6">

<div>
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<img src="{% static 'img/fgirl.jpg'%}" alt="" width="99%">

</div>

</div>

</div>

</div>

{% else %}

<div class="container emp-profile">

<div class="row">

<div class="col-md-4">

<div class="profile-img">

<img src="{{ profile.image.url }}" alt="" />

</div>

</div>

<div class="col-md-6">

<div class="profile-head">

<h5>

{{profile.first_name}} {{profile.last_name}}

</h5>

<h6>

{{profile.profession }}

</h6>

<p class="proile-rating">RANKINGS :

<span>{{profile.ranking}}/10</span></p>

<ul class="nav nav-tabs" id="myTab" role="tablist">
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<li class="nav-item">

<a class="nav-link active" id="home-tab" data-toggle="tab" href="#home"

role="tab"

aria-controls="home" aria-selected="true">About</a>

</li>

<li class="nav-item">

<a class="nav-link" id="profile-tab" data-toggle="tab" href="#profile"

role="tab"

aria-controls="profile" aria-selected="false">Timeline</a>

</li>

</ul>

</div>

</div>

<div class="col-md-2">

<a href="{% url 'edit_profile' profile.id %}"><input type="button" class="profile-

edit-btn" name="btnAddMore" value="Edit Profile" /></a>

</div>

</div>

<div class="row">

<div class="col-md-4">

<div class="profile-work">

<p>WORK LINK</p>

<a href="">Website Link</a><br />

<a href="">Bootsnipp Profile</a><br />

<a href="">Bootply Profile</a>
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<p>SKILLS</p>

<a href="">Web Designer</a><br />

<a href="">Web Developer</a><br />

<a href="">WordPress</a><br />

<a href="">WooCommerce</a><br />

<a href="">PHP, .Net</a><br />

</div>

</div>

<div class="col-md-8">

<div class="tab-content profile-tab" id="myTabContent">

<div class="tab-pane fade show active" id="home" role="tabpanel" aria-

labelledby="home-tab">

<div class="row">

<div class="col-md-6">

<label>Profile Id</label>

</div>

<div class="col-md-6">

<p>{{profile.id}}</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Name</label>

</div>

<div class="col-md-6">
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<p>{{profile.first_name}} {{profile.last_name}}</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Email</label>

</div>

<div class="col-md-6">

<p>{{profile.email}}</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Phone</label>

</div>

<div class="col-md-6">

<p>0{{profile.phone}}</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Profession</label>

</div>

<div class="col-md-6">

<p>{{ profile.profession }}</p>
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</div>

</div>

</div>

<div class="tab-pane fade" id="profile" role="tabpanel" aria-

labelledby="profile-tab">

<div class="row">

<div class="col-md-6">

<label>Experience</label>

</div>

<div class="col-md-6">

<p>Expert</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Hourly Rate</label>

</div>

<div class="col-md-6">

<p>10$/hr</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Total Projects</label>

</div>
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<div class="col-md-6">

<p>230</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>English Level</label>

</div>

<div class="col-md-6">

<p>Expert</p>

</div>

</div>

<div class="row">

<div class="col-md-6">

<label>Availability</label>

</div>

<div class="col-md-6">

<p>6 months</p>

</div>

</div>

<div class="row">

<div class="col-md-12">

<label>Your Bio</label><br />

<p>Your detail description</p>

</div>
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</div>

</div>

</div>

</div>

</div>

</div>

{% endif %}

<p id="last_face" class="d-none">{{last_face}}</p>

<script>

setInterval(function () {

var url = 'http://127.0.0.1:8000/ajax/';

var last_face = document.getElementById('last_face').innerHTML;

$.ajax({

url: url,

success: function (data) {

if (data != last_face) {

location.reload()

}

}

})

}, 3000);
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view.py file

This is the file that handles all the process of the code

from django.shortcuts import render, HttpResponse, redirect

from .models import *

from .forms import *

import face_recognition

from PIL import Image

import cv2

import numpy as np

import winsound

from django.db.models import Q

from playsound import playsound

import os

last_face = 'no_face'

current_path = os.path.dirname(__file__)

sound_folder = os.path.join(current_path, 'sound/')

face_list_file = os.path.join(current_path, 'face_list.txt')

sound = os.path.join(sound_folder, 'beep.wav')

def index(request):

scanned = LastFace.objects.all().order_by('date').reverse()
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present = Profile.objects.filter(present=True).order_by('updated').reverse()

absent = Profile.objects.filter(present=False).order_by('shift')

context = {

'scanned': scanned,

'present': present,

'absent': absent,

}

return render(request, 'core/index.html', context)

def ajax(request):

last_face = LastFace.objects.last()

context = {

'last_face': last_face

}

return render(request, 'core/ajax.html', context)

def scan(request):

global last_face

known_face_encodings = []

known_face_names = []
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profiles = Profile.objects.all()

for profile in profiles:

person = profile.image

image_of_person = face_recognition.load_image_file(f'media/{person}')

person_face_encoding = face_recognition.face_encodings(image_of_person)[0]

known_face_encodings.append(person_face_encoding)

known_face_names.append(f'{person}'[:-4])

video_capture = cv2.VideoCapture(0)

face_locations = []

face_encodings = []

face_names = []

process_this_frame = True

while True:

ret, frame = video_capture.read()

small_frame = cv2.resize(frame, (0, 0), fx=0.25, fy=0.25)

rgb_small_frame = small_frame[:, :, ::-1]

if process_this_frame:

face_locations = face_recognition.face_locations(rgb_small_frame)

face_encodings = face_recognition.face_encodings(
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rgb_small_frame, face_locations)

face_names = []

for face_encoding in face_encodings:

matches = face_recognition.compare_faces(

known_face_encodings, face_encoding)

name = "Unknown"

face_distances = face_recognition.face_distance(

known_face_encodings, face_encoding)

best_match_index = np.argmin(face_distances)

if matches[best_match_index]:

name = known_face_names[best_match_index]

profile = Profile.objects.get(Q(image__icontains=name))

if profile.present == True:

pass

else:

profile.present = True

profile.save()

if last_face != name:

last_face = LastFace(last_face=name)

last_face.save()

last_face = name
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winsound.PlaySound(sound, winsound.SND_ASYNC)

else:

pass

face_names.append(name)

process_this_frame = not process_this_frame

for (top, right, bottom, left), name in zip(face_locations, face_names):

top *= 4

right *= 4

bottom *= 4

left *= 4

cv2.rectangle(frame, (left, top), (right, bottom), (0, 0, 255), 2)

cv2.rectangle(frame, (left, bottom - 35),

(right, bottom), (0, 0, 255), cv2.FILLED)

font = cv2.FONT_HERSHEY_DUPLEX

cv2.putText(frame, name, (left + 6, bottom - 6),

font, 0.5, (255, 255, 255), 1)

cv2.imshow('Video', frame)

if cv2.waitKey(1) & 0xFF == 13:
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break

video_capture.release()

cv2.destroyAllWindows()

return HttpResponse('scaner closed', last_face)

def profiles(request):

profiles = Profile.objects.all()

context = {

'profiles': profiles

}

return render(request, 'core/profiles.html', context)

def details(request):

try:

last_face = LastFace.objects.last()

profile = Profile.objects.get(Q(image__icontains=last_face))

except:

last_face = None

profile = None

context = {

'profile': profile,
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'last_face': last_face

}

return render(request, 'core/details.html', context)

def add_profile(request):

form = ProfileForm

if request.method == 'POST':

form = ProfileForm(request.POST,request.FILES)

if form.is_valid():

form.save()

return redirect('profiles')

context={'form':form}

return render(request,'core/add_profile.html',context)

def edit_profile(request,id):

profile = Profile.objects.get(id=id)

form = ProfileForm(instance=profile)

if request.method == 'POST':

form = ProfileForm(request.POST,request.FILES,instance=profile)

if form.is_valid():

form.save()

return redirect('profiles')

context={'form':form}
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return render(request,'core/add_profile.html',context)

def delete_profile(request,id):

profile = Profile.objects.get(id=id)

profile.delete()

return redirect('profiles')

def clear_history(request):

history = LastFace.objects.all()

history.delete()

return redirect('index')

def reset(request):

profiles = Profile.objects.all()

for profile in profiles:

if profile.present == True:

profile.present = False

profile.save()

else:

pass

return redirect('index')
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models.py (this is the database creation code)

import datetime

from time import time

from django.db import models

types = [('employee','employee'),('visitor','visitor')]

class Profile(models.Model):

first_name = models.CharField(max_length=70)

last_name = models.CharField(max_length=70)

date = models.DateField()

phone = models.BigIntegerField()

email = models.EmailField()

# ranking = models.IntegerField()

profession = models.CharField(max_length=200)

status =

models.CharField(choices=types,max_length=20,null=True,blank=False,default='employee')

present = models.BooleanField(default=False)

image = models.ImageField()

updated = models.DateTimeField(auto_now=True)
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shift = models.TimeField()

def __str__(self):

return self.first_name +' '+self.last_name

class LastFace(models.Model):

last_face = models.CharField(max_length=200)

date = models.DateTimeField(auto_now_add=True)

def __str__(self):

return self.last_face

urls.py (this handles all the routes to another page)

from django.urls import path,include

from .views import *

urlpatterns = [

path('', index, name= 'index'),

path('ajax/', ajax, name= 'ajax'),

path('scan/',scan,name='scan'),

path('profiles/', profiles, name= 'profiles'),

path('details/', details, name= 'details'),
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path('add_profile/',add_profile,name='add_profile'),

path('edit_profile/<int:id>/',edit_profile,name='edit_profile'),

path('delete_profile/<int:id>/',delete_profile,name='delete_profile'),

path('clear_history/',clear_history,name='clear_history'),

path('reset/',reset,name='reset'),

]

index.html (landing page)

{% extends "core/base.html" %}

{% load static %}

{% block content %}

<div class="container emp-profile">

<div class="row">

<div class="col-md-3">

<img src="{% static 'img/fcicon.png'%}" alt="" width="50%">

<h6 class="text-muted p-1"> FACIAL SYSTEM</h6>

</div>

<div class="col-md-6">
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<div class="profile-head">

</div>

</div>

<div class="col-md-3">

<a target="_blank" class="scan" href="{% url 'details' %}"><input type="submit"

class="profile-edit-btn m-2"

name="btnAddMore" value="Take Attendance" /></a>

<a href="{% url 'add_profile' %}"><input type="submit" class="profile-edit-btn m-2

"

name="btnAddMore" value="Add New Employee" /></a>

<a href="{% url 'profiles' %}"><input type="submit" class="profile-edit-btn m-2 "

name="btnAddMore" value="All Employee" /></a>

</div>

</div>

<hr>

<ul class="nav nav-tabs" id="myTab" role="tablist">

<li class="nav-item" role="presentation">

<a class="nav-link active" id="present-tab" data-toggle="tab" href="#present"

role="tab"

aria-controls="home" aria-selected="true">Present</a>

</li>

<li class="nav-item" role="presentation">

<a class="nav-link" id="absent-tab" data-toggle="tab" href="#absent" role="tab" aria-

controls="profile"

aria-selected="false">Employee Details</a>
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</li>

<li class="nav-item" role="presentation">

<a class="nav-link" id="history-tab" data-toggle="tab" href="#history" role="tab"

aria-controls="contact"

aria-selected="false">Attendance</a>

</li>

</ul>

</script>

{% endblock content %}

add_profile.html (Page to add new employee details)

{% extends "core/base.html" %}

{% load static %}

{% block content %}

<div class="container emp-profile pb-3">

<form method="POST" action="." class="needs-validation" enctype='multipart/form-

data'>

{% csrf_token %}

<div class="row">

<div class="col-md-4">
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<h5 class="text-muted">Personal Informations:</h5><br>

<div class="d-flex justify-content-between">

<div class="m-1 mr-2">

<label class="text-muted"><small>First Name:</small></label>

{{ form.first_name }}

</div>

<div class="m-1">

<label class="text-muted"><small>Last Name:</small></label>

{{ form.last_name }}

</div>

</div>

<div class="ml-1">

<label class="text-muted"><small>Phone Number:</small></label>

{{ form.phone }}

</div>

<div class="m-1">

<label class="text-muted"><small>Email:</small></label>

{{ form.email }}

</div>

<div class="m-1">

<label class="text-muted"><small>Birth date:</small></label>

{{ form.date }}
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</div>

</div>

<div class="col-md-4">

<h5 class="text-muted">Profession Informations:</h5><br>

<div class="m-1">

<label class="text-muted"><small>Profession:</small></label>

{{ form.profession }}

</div>

<div class="m-1">

<label class="text-muted"><small>Status:</small></label>

{{ form.status }}

</div>

<div class="m-1">

<label class="text-muted"><small>Shift:</small></label>

{{ form.shift }}

</div>

<!-- <div class="m-1" style="width: 4rem;">

<label class="text-muted"><small>Ranking/10:</small></label>

{{ form.ranking }}

</div> -->

</div>

<div class="col-md-4">
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<h5 class="text-muted">Biometric Photo:</h5><br>

<div>

<div class="alert alert-warning">

<svg width="1.0625em" height="1em" viewBox="0 0 17 16" class="bi bi-

exclamation-triangle"

fill="currentColor" xmlns="http://www.w3.org/2000/svg">

<path fill-rule="evenodd"

d="M7.938 2.016a.146.146 0 0 0-.054.057L1.027 13.74a.176.176 0 0 0-

.002.183c.016.03.037.05.054.06.015.01.034.017.066.017h13.713a.12.12 0 0 0 .066-

.017.163.163 0 0 0 .055-.06.176.176 0 0 0-.003-.183L8.12 2.073a.146.146 0 0 0-.054-

.057A.13.13 0 0 0 8.002 2a.13.13 0 0 0-.064.016zm1.044-.45a1.13 1.13 0 0 0-1.96 0L.165

13.233c-.457.778.091 1.767.98 1.767h13.713c.889 0 1.438-.99.98-1.767L8.982 1.566z" />

<path

d="M7.002 12a1 1 0 1 1 2 0 1 1 0 0 1-2 0zM7.1 5.995a.905.905 0 1 1 1.8

0l-.35 3.507a.552.552 0 0 1-1.1 0L7.1 5.995z" />

</svg>

<small>use only biometric pictures with .jpg format</small>

</div>

<img src="{% static 'img/bio.jpg'%}" alt="" width="100%">

</div>

<div class="mt-3">

{{ form.image }}

</div>

</div>
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</div>

<div class="mt-3">

<button type="submit" class="btn btn-outline-success m-1">Save</button>

<a href="{% url 'profiles' %}"><button type="button" class="btn btn-outline-danger

m-1">Cancel</button></a>

</div>

</form>

</div>

view.py file

This is the file that handles all the process of the code

from django.shortcuts import render, HttpResponse, redirect

from .models import *

from .forms import *

import face_recognition

from PIL import Image

import cv2

import numpy as np

import winsound

from django.db.models import Q

from playsound import playsound

import os
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last_face = 'no_face'

current_path = os.path.dirname(__file__)

sound_folder = os.path.join(current_path, 'sound/')

face_list_file = os.path.join(current_path, 'face_list.txt')

sound = os.path.join(sound_folder, 'beep.wav')

def index(request):

scanned = LastFace.objects.all().order_by('date').reverse()

present = Profile.objects.filter(present=True).order_by('updated').reverse()

absent = Profile.objects.filter(present=False).order_by('shift')

context = {

'scanned': scanned,

'present': present,

'absent': absent,

}

return render(request, 'core/index.html', context)

def ajax(request):

last_face = LastFace.objects.last()

context = {

'last_face': last_face

}

return render(request, 'core/ajax.html', context)
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def scan(request):

global last_face

known_face_encodings = []

known_face_names = []

profiles = Profile.objects.all()

for profile in profiles:

person = profile.image

image_of_person = face_recognition.load_image_file(f'media/{person}')

person_face_encoding = face_recognition.face_encodings(image_of_person)[0]

known_face_encodings.append(person_face_encoding)

known_face_names.append(f'{person}'[:-4])

video_capture = cv2.VideoCapture(0)

face_locations = []

face_encodings = []

face_names = []

process_this_frame = True
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while True:

ret, frame = video_capture.read()

small_frame = cv2.resize(frame, (0, 0), fx=0.25, fy=0.25)

rgb_small_frame = small_frame[:, :, ::-1]

if process_this_frame:

face_locations = face_recognition.face_locations(rgb_small_frame)

face_encodings = face_recognition.face_encodings(

rgb_small_frame, face_locations)

face_names = []

for face_encoding in face_encodings:

matches = face_recognition.compare_faces(

known_face_encodings, face_encoding)

name = "Unknown"

face_distances = face_recognition.face_distance(

known_face_encodings, face_encoding)

best_match_index = np.argmin(face_distances)

if matches[best_match_index]:

name = known_face_names[best_match_index]

profile = Profile.objects.get(Q(image__icontains=name))

if profile.present == True:
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pass

else:

profile.present = True

profile.save()

if last_face != name:

last_face = LastFace(last_face=name)

last_face.save()

last_face = name

winsound.PlaySound(sound, winsound.SND_ASYNC)

else:

pass

face_names.append(name)

process_this_frame = not process_this_frame

for (top, right, bottom, left), name in zip(face_locations, face_names):

top *= 4

right *= 4

bottom *= 4

left *= 4

cv2.rectangle(frame, (left, top), (right, bottom), (0, 0, 255), 2)
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cv2.rectangle(frame, (left, bottom - 35),

(right, bottom), (0, 0, 255), cv2.FILLED)

font = cv2.FONT_HERSHEY_DUPLEX

cv2.putText(frame, name, (left + 6, bottom - 6),

font, 0.5, (255, 255, 255), 1)

cv2.imshow('Video', frame)

if cv2.waitKey(1) & 0xFF == 13:

break

video_capture.release()

cv2.destroyAllWindows()

return HttpResponse('scaner closed', last_face)

def profiles(request):

profiles = Profile.objects.all()

context = {

'profiles': profiles

}

return render(request, 'core/profiles.html', context)

def details(request):
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try:

last_face = LastFace.objects.last()

profile = Profile.objects.get(Q(image__icontains=last_face))

except:

last_face = None

profile = None

context = {

'profile': profile,

'last_face': last_face

}

return render(request, 'core/details.html', context)

def add_profile(request):

form = ProfileForm

if request.method == 'POST':

form = ProfileForm(request.POST,request.FILES)

if form.is_valid():

form.save()

return redirect('profiles')

context={'form':form}

return render(request,'core/add_profile.html',context)
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def edit_profile(request,id):

profile = Profile.objects.get(id=id)

form = ProfileForm(instance=profile)

if request.method == 'POST':

form = ProfileForm(request.POST,request.FILES,instance=profile)

if form.is_valid():

form.save()

return redirect('profiles')

context={'form':form}

return render(request,'core/add_profile.html',context)

def delete_profile(request,id):

profile = Profile.objects.get(id=id)

profile.delete()

return redirect('profiles')

def clear_history(request):

history = LastFace.objects.all()

history.delete()

return redirect('index')

def reset(request):



138

profiles = Profile.objects.all()

for profile in profiles:

if profile.present == True:

profile.present = False

profile.save()

else:

pass

return redirect('index')

models.py (this is the database creation code)

import datetime

from time import time

from django.db import models

types = [('employee','employee'),('visitor','visitor')]

class Profile(models.Model):

first_name = models.CharField(max_length=70)

last_name = models.CharField(max_length=70)

date = models.DateField()
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phone = models.BigIntegerField()

email = models.EmailField()

# ranking = models.IntegerField()

profession = models.CharField(max_length=200)

status =

models.CharField(choices=types,max_length=20,null=True,blank=False,default='employee')

present = models.BooleanField(default=False)

image = models.ImageField()

updated = models.DateTimeField(auto_now=True)

shift = models.TimeField()

def __str__(self):

return self.first_name +' '+self.last_name

class LastFace(models.Model):

last_face = models.CharField(max_length=200)

date = models.DateTimeField(auto_now_add=True)

def __str__(self):

return self.last_face

urls.py (this handles all the routes to another page)

from django.urls import path,include

from .views import *
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urlpatterns = [

path('', index, name= 'index'),

path('ajax/', ajax, name= 'ajax'),

path('scan/',scan,name='scan'),

path('profiles/', profiles, name= 'profiles'),

path('details/', details, name= 'details'),

path('add_profile/',add_profile,name='add_profile'),

path('edit_profile/<int:id>/',edit_profile,name='edit_profile'),

path('delete_profile/<int:id>/',delete_profile,name='delete_profile'),

path('clear_history/',clear_history,name='clear_history'),

path('reset/',reset,name='reset'),

]

index.html (landing page)

{% extends "core/base.html" %}

{% load static %}

{% block content %}



141

<div class="container emp-profile">

<div class="row">

<div class="col-md-3">

<img src="{% static 'img/fcicon.png'%}" alt="" width="50%">

<h6 class="text-muted p-1"> FACIAL SYSTEM</h6>

</div>

<div class="col-md-6">

<div class="profile-head">

</div>

</div>

<div class="col-md-3">

<a target="_blank" class="scan" href="{% url 'details' %}"><input type="submit"

class="profile-edit-btn m-2"

name="btnAddMore" value="Take Attendance" /></a>

<a href="{% url 'add_profile' %}"><input type="submit" class="profile-edit-btn m-2

"

name="btnAddMore" value="Add New Employee" /></a>

<a href="{% url 'profiles' %}"><input type="submit" class="profile-edit-btn m-2 "

name="btnAddMore" value="All Employee" /></a>

</div>

</div>

<hr>

<ul class="nav nav-tabs" id="myTab" role="tablist">
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<li class="nav-item" role="presentation">

<a class="nav-link active" id="present-tab" data-toggle="tab" href="#present"

role="tab"

aria-controls="home" aria-selected="true">Present</a>

</li>

<li class="nav-item" role="presentation">

<a class="nav-link" id="absent-tab" data-toggle="tab" href="#absent" role="tab" aria-

controls="profile"

aria-selected="false">Employee Details</a>

</li>

<li class="nav-item" role="presentation">

<a class="nav-link" id="history-tab" data-toggle="tab" href="#history" role="tab"

aria-controls="contact"

aria-selected="false">Attendance</a>

</li>

</ul>
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