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Abstract

Rapid proliferation of cryptocurrency has posed significant challenges to global\ security,
particularly in developing countries with high rates of cryptocurrency-relaged “terrorism
financing, such as Nigeria and Kenya, where terrorist organisations exploit its d€cefitralised and
pseudonymous features to fund their activities, thereby complicating tfaditional counter-
terrorism financing frameworks. This study examines comparative analysis“ef/cryptocurrency
and terrorism financing in Nigeria and Kenya focusing on Policy Challenges and International
Implications. The study objectives specifically investigate terOrist) strategies, evaluate
regulatory framework effectiveness, assess financing network trafsfésmations, analyse global
financial system interconnections, and propose tailored policy, solutions with international
relevance while making use of Social Network Theory apd~Realism theory as its Theoretical
framework. A mixed-methods research design was empleyed, integrating quantitative and
qualitative approaches; the study sampled 103 participants, with 67 from Nigeria and 36 from
Kenya, using purposive sampling techniques to ¢nsute’ the selection of professionals with
expertise in cryptocurrency regulation, counter-fersorism financing and cybersecurity, whilst
data collection involved structured questionpairesan-depth interviews with 11 key informants,
and case studies, with quantitative data analyseéd using descriptive statistics, including mean,
and percentage distributions with SPSS,2A software, and qualitative data examined through
thematic analysis using NVIVO ,'software. Findings reveal that terrorists exploit
cryptocurrency’s anonymity, with_539.70% (X = 0.60) of Nigerian and 61.11% (X = 0.61) of
Kenyan respondents noting fund\a€quisition, and 62.69% (X = 0.63) and 66.67% (X = 0.67)
confirming transaction concealment; the study demonstrates that the existing counter-terrorism
financing frameworks in Wigeria and Kenya are ineffective in addressing cryptocurrency-
enabled terrorism financing/as evidenced by 67.16% (X = 0.67) in Nigeria and 72.22% (X =
0.72) in Kenya rgperting facilitation of international transactions, whilst financing shifts to
digital networksfwith*$8!121% (X = 0.58) in Nigeria and 58.33% (X = 0.58) using exchanges.
Local markets_heighten global risks, with 67.16% (X = 0.67) and 72.22% (X = 0.72) noting
financial systenhimpacts, though policy solutions remain viable, with 74.63% (X = 0.75) in
Nigeria and 83.33% (X = 0.83) in Kenya supporting security monitoring. The thematic analysis
under8coreés/ Nigeria’s P2P vulnerabilities and Kenya’s mobile money gaps, corroborated by
cases lik€ Binance and Taliban financing. In conclusion, cryptocurrency markedly enhances
terrorism financing through anonymity and local adaptations, rendering current frameworks
ineffective and escalating regional and global security threats, necessitating advanced tools and
interstate collaboration to address technological and regulatory disparities. The study
recommends establishing a Diplomatic Cryptocurrency Intelligence Consortium under the
African Union to deploy blockchain analytics, enhance multilateral intelligence sharing, and
train diplomats in countering anonymity-driven strategies, alongside a Regional Diplomatic
Technology Alliance to bridge technological gaps through forensic training and harmonised
regulations, ensuring robust responses to this evolving threat in an interconnected world.
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Chapter One

Introduction

1.1 Background to the Study

Globalization has changed the phenomenon of crime and criminality; breaking down
conventional barriers and creating new opportunities for international crime. The integration
of technology developments, notably the Internet, has played a major role in tQ*pxadigm
change, allowing criminal organizations to operate on a worldwide scale%@nparalleled
complexity and resistance against law enforcement operations'. the last decade, the
worldwide landscape has seen a paradigm change in the form% methods of terrorism,
spurred in part by the fast expansion of digital techn ne especially confounding
difficulty that has surfaced for security services globally, i$vthe use of cryptocurrency as a way
of supporting extremist operations®*. The de ized and pseudonymous structure of
cryptocurrencies, such as Bitcoin, has bro ?t\&lique obstacles in identifying and mitigating
the money flows connected with teﬁfé‘?@

The emergence of the Inteme@nabled criminal organizations to extend their operations
worldwide, taking adva@Qfo\the advantages of anonymity and the absence of supervision
that are inherent inw%se transactions. Presently, criminals engage in covert operations, using
the extensiv%gpakf the Internet to carry out illegal actions while minimizing the chances of
being d@.
Henc>ﬁe current state of terrorist financing is characterised by the combination of a
globalised and digital environment, which has brought about a new age. This has provided
extremist organisations with an unparalleled opportunity to quickly and inexpensively finance
their activities. The utilisation of cryptocurrencies, with their inherent features of anonymity

and cross-border transaction capabilities, introduces a layer of complexity that amplifies the
1



challenges faced by international relations, placing traditional frameworks at a disadvantage
in coping with the speed and adaptability of these evolving threats*.

The advent of cryptocurrencies in terrorist funding signals a paradigm change, presenting
extreme organizations with unparalleled advantages. One major component is the greater
accessibility and anonymity inherent in cryptocurrency transactions, allowing terrorists to
operate outside regular financial institutions and bypass national rules®?. 'IQ gtowing
financial flexibility offers substantial hurdles for authorities, hampering attemptS to identify
and disrupt financing flows, consequently delaying investigations an@%cutions.
Moreover, the worldwide accessibility and decentralization o c@urrencies adds to their
attraction for terrorist funding. Operating without a c thority, these digital assets
promote cross-border transactions, enabling ﬂ%%rldwide networks of terrorist
organizations®. This globalized financial §

{6‘6

international collaboration in preventit§te orism, as it brings complexity relating to

ffers a considerable impediment for

jurisdictional problems and regulat@rm

Terrorist groups, displaying'@t ic adaptation to technical breakthroughs, regularly alter

Onization.

their strategies in the wh@&:ryptocurrencies. Utilising a varied variety of strategies like as
crowdfunding, i V@nt in darknet markets, and executing peer-to-peer transactions, these
organization§1 iently raise and move cash via the anonymity offered by cryptocurrency®.
This ﬂe@’g‘ty highlights the persistence of terrorist networks in traversing the digital
environment, offering a continuous challenge for counterterrorism operations globally.

The international character of the current financial system, along with the digitalization of
transactions, has enabled extremist organizations to leverage multiple routes for speedy and

covert financing®. The ease of fundraising across borders, aided by the Internet, allows



terrorists to swiftly mobilize money without the restraints imposed by geographical
boundaries. Moreover, the digitalization of financial transactions offers a cost-effective
mechanism for terrorist groups to undertake fundraising efforts with decreased administrative
fees, allowing for a more efficient deployment of resources toward their unlawful aims.
The incorporation of cryptocurrency into the terrorist funding scene offers an extra layer of
complication. Cryptocurrencies, such as Bitcoin, provide a degree of a Q%y and
pseudonymity that conventional financial systems lack®. This greater @no ity allows
terrorist groups to shift cash across borders with decreased ch@ f discovery. The
decentralized and borderless character of these digital assets @@er-to-peer transactions,

establishing a financial ecosystem that functions outsid ach of traditional regulatory

frameworks. Q
O
The intersection of globalization, technology, a icit financing offers a multidimensional
problem for international relations. Traditi ﬁ frameworks meant to handle terrorist funding
.

were mostly built in an age before @/ldespread use of cryptocurrencies and the seamless
interconnectedness of globa@%{cial networks. The fast expansion of technology has
overtaken the capacity\@%se frameworks to adapt, exposing a regulatory vacuum that
terrorist groups @

Moreover, tﬁg{ty and endurance of extremist organizations in using technology for their
ﬁnar@ations make it difficult for international regulatory bodies and law enforcement
authorities to maintain pace. The absence of a cohesive strategy, variations in legal
frameworks across jurisdictions, and obstacles in international collaboration further
complicate the capacity to combat the dynamic character of terrorist funding in the digital

age’.



On a national level, some governments have reacted to the issues presented by
cryptocurrency-enabled terrorist funding via the introduction of rules controlling exchanges
and transactions. These regulatory actions are meant to prevent money laundering and
terrorist funding inside respective jurisdictions. Nevertheless, the efficiency of these measures
varies greatly, creating to a fragmented environment where the implementation ancﬁects of
legislation varied between countries®. The lack of standardization raises ies* about
possible vulnerabilities that might be used by terrorist groups operating i places with less
strict regulatory settings. é

Nigeria, with its huge unbanked population and rising accepta e%yptocurrencies, appears
as a territory of heightened worry, giving a fertile atmo@ for terrorist organizations to
exploit the anonymity and accessibility inherent ir@l currencies for their fundraising
operations. Notably, entities like Boko Hara P, and other militant groups operational
in the north and northwest regions have re %y shifted towards crypto adoption, prompting

.

apprehensions about potential cro<¢j§’er funding, amplified online recruitment avenues,
and an overall bolstering of\;&%nal capacities’. In response to this shifting scenario, the
Central Bank of Nigeria@%y removed its prohibition on cryptocurrency transactions while
simultaneously @ng restrictions aimed at Virtual Asset Service Providers (VASPs).
Despite thes%gétory initiatives, significant reservations continue over the efficacy of these
mea{/e@ufﬁcienﬂy limiting unlawful activities related with terrorist funding inside the
cryptocurrency domain'®,

Furthermore, Nigeria presents a particularly concerning case where terrorism financing
through cryptocurrency thrives. Boko Haram and ISWAP, active insurgent groups, reportedly

utilize Bitcoin and other altcoins to fund their operations, recruit fighters, and spread



propaganda®. Nigeria's large unbanked population and burgeoning crypto adoption create a
fertile ground for terrorist exploitation’. Despite recent regulatory efforts by the Central Bank
of Nigeria, comprehensive AML/CFT regulations specific to cryptocurrency remain absent,
further hindering effective countermeasures®!?. The lack of technological solutions and
limited investigative resources further exacerbate the challenge. The threat of crogs-border
funding via cryptocurrency further complicates the situation, potentially destabi @&gional
security and impacting international relations. This complex intersection ofifactofs, including
a substantial unbanked population, a burgeoning crypto landscape, a@%ctive engagement
of terrorist groups, sets the stage for a comprehensive ex@@of the challenges and

implications inherent in cryptocurrency-enabled terrorism ng in the Nigerian context.

Kenya, a pioneer of financial innovation in Afric @tnessed rapid growth in its fintech

sector, propelled by platforms like M-Pesa'l! progress has spurred cryptocurrency

adoption, yet it poses regulatory challe % Concerns persist that Al-Shabaab, active in
S

Somalia and influential in Kenya, r@\}

operations'?. Although direct \ %o Kenyan crypto markets remain unproven, the group’s

oit the anonymity of digital currencies to fund its

adept use of mobile mo& extortion suggests a potential shift towards cryptocurrencies as

they gain tractio ‘%\’\%
Kenya’s re gfy/ approach has been cautious yet progressive, aligning with Financial
Actign '@orce (FATF) guidelines to bolster anti-money laundering (AML) and counter-
terrorism financing (CFT) frameworks!®. In 2023, the Central Bank of Kenya mandated
cryptocurrency exchanges to register and adhere to KYC and AML/CFT rules13. However,

inconsistent enforcement leaves gaps, compounded by the lack of uniform regulations across

East Africa, hindering efforts to monitor cross-border flows!*.



In Nigeria and Kenya, cryptocurrency intersects with terrorism financing in distinct yet
parallel ways. Nigeria’s larger economy and high crypto uptake enable groups like Boko
Haram and ISWAP to use Bitcoin for fundraising, recruitment, and propaganda via platforms
like Telegram!!. In Kenya, Al-Shabaab’s proximity and reliance on informal networks signal
a latent threat to adopt digital currencies'?. Both nations grapple with weak enforcement.
Nigeria’s Central Bank reversed its 2021 crypto ban in 2023 but struggles to r. te Virtual
Asset Service Providers (VASPs) effectively, leaving vulnerabilities ripe fo@ itation!>!4,

Adding a layer of complexity to the environment, technical re@s further impede

attempts to fight cryptocurrency-enabled terrorist fundin T%ecentralized nature of
blockchain technology, the underlying structure of most rrencies, and the anonymity
it enables create obstacles for detecting and %%ing criminal transactions®. Law
enforcement authorities, in many cases, find th ves ill-equipped with both the requisite
resources and skills to properly tackle % increasingly complex financial crimes. The
outcome is a technical gap that hinc{ﬁ}&e potential success of investigations and treatments.

The present procedures for® Q&ring terrorist funding find considerable hurdles in the
context of cryptocurre velopment. The international legal system, represented by the
UNTFCT, need \@g to the digital era'®. National legislation, although varying in their
application, %k coordination, adding to possible gaps in the worldwide fight against
cryp oc@y-enabled terrorist funding. Coupled with technological limitations that impede
tracking and disruption efforts, there emerges a pressing need for collaborative, innovative

solutions that bridge these gaps and enhance the international community's capacity to address

the multifaceted challenges posed by cryptocurrency in the context of global security.



The ramifications of cryptocurrencies in terrorist funding extend beyond conventional
financial transactions, appearing in new and strong dangers that alter the landscape of
international relations. One big issue emerges from the role of bitcoin in aiding the funding of
growing terrorist threats, including lone-wolf strikes and cyberterrorism. The ease with which
money may be generated and transmitted via digital means needs a reevaluation of counter-
terrorism policies on a worldwide scale, necessitating a change in techniques t@y meet
these emerging difficulties!s.

Moreover, the properties of Bitcoin, notably its anonymity and ca for cross-border
transactions, create an atmosphere favourable to online radicalization and recruiting by
terrorist groups. The ease with which extremist organiza@ ay use these qualities boosts

their capacity to attract people worldwide, possibb: 1@& to increasing international security

concerns and the worsening of regional ¢ nﬂi’é * This situation needs a comprehensive

following influence on internationa@nty ynamics.

The consequences extend furt@ he role of state actors in cryptocurrency-enabled terrorist

assessment of the linkages between on®cmiting enabled by cryptocurrencies and the
d

funding. While the prih@?benefactors are frequently non-state actors, some nations may
utilize cryptocu fund covert operations or assist terrorist organizations, coinciding
with their ge oigéal aims'®, This provides a worrying dimension of possible state-sponsored
teﬂo@sing issues about the weakening of international standards against terrorist
funding. The convergence between state actors and cryptocurrencies in the sphere of terrorist
funding brings complexity that need a reevaluation of the global approach to these rising

dangers.



In essence, the ramifications of cryptocurrencies in terrorist funding transcend financial
transactions, altering the entire fabric of international relations'. From funding new and
unconventional threats to the facilitation of radicalization and recruiting, and even possible
cooperation by state actors, these consequences need a fundamental reassessment of global
counter-terrorism  measures. Addressing the complex difficulties presented by
cryptocurrencies demands collaborative efforts, adaptable policies, and inCreased
knowledge of the complicated links between digital money and the shifting efivironment of
international security. é

The linked structure of the global financial system has made i in@ for criminals to exploit

gaps and disparities, employing digital currencies to money laundering, dodge

ies, as they cope with the intricacies of

sanctions, and finance illegal operations®. Thi '%%nnection also causes issues for

regulatory organizations and law enforcem%{@

cross-border investigations and the juris 'ébnal limits of existing legal frameworks?. The
.

migration of criminal activities on{ﬁe}!as not only expedited the speed at which unlawful

transactions occur but has abQ%ned the scope of criminal businesses. With a worldwide

\

client base, criminal oﬁg@%ons may utilize economies of scale, reaching customers from

varied geograpl@”. This has important ramifications for the international community,

prompting c@h ated efforts to create adaptive measures that may successfully resist these
transit/@dangerszo.

However, the comparative study of Nigeria and Kenya highlights the intricate link between
cryptocurrency and terrorism financing, which is shaped by unique national vulnerabilities yet
marked by common regulatory and technological shortcomings. Nigeria’s entrenched

insurgent groups, such as Boko Haram and ISWAP, exploit widespread crypto adoption,



whilst Kenya’s fintech landscape presents potential opportunities for Al-Shabaab’s adaptation.
Weak enforcement, inconsistent frameworks, and limited cross-border coordination intensify
these threats, jeopardising regional security and international stability. This analysis
emphasises the pressing need for unified regulations, improved technical capabilities, and
strengthened international collaboration to address the growing challenge of cryptocurrency-
enabled terrorism financing in both countries. Thus, the connection between &ation,
technology, and transnational crimes, especially in the context of terrorist fundifig, highlights
the need for a holistic and multidisciplinary approach. Understan@ae nuances of this

developing ecosystem is vital for politicians, security agenciesnand academics to create

effective countermeasures that meet the difficulties pres By this new era of globalized

and digital criminal organizations. b{bQ
o

The global battle against terro@lces a significant challenge with the rise of

1.2 Statement of the Problem

cryptocurrency-based ﬁnand& groups like ISIS and Hamas exploit its anonymity and
borderless nature to fm@ations, recruitment, and propaganda using digital currencies
such as Bitcoin?!? @ressures international collaboration, exposing legislative disparities,
especially ir@g ria and Kenya, where large unbanked populations and increasing crypto
adop, io:@ride fertile ground for exploitation'>?2. In Nigeria, Boko Haram and ISWAP
utilise Bitcoin and altcoins to sustain operations and propagandal whilst Kenya’s
vulnerabilities heighten regional insecurity!!!%22, The lack of robust AML/CFT regulations
tailored to cryptocurrency and limited technological tools to track illicit flows intensify this

threat, undermining financial integrity and global stability*. Although Nigeria’s Central Bank



recently introduced regulations for Virtual Asset Service Providers (VASPs), their
effectiveness is uncertain, demanding urgent international cooperation and unified
frameworks to tackle this evolving threat'®.

Existing research underscores cryptocurrency’s growing role in terrorism financing and
proposes broad countermeasures, yet it primarily focuses on developed economies,
overlooking the distinct challenges of nations like Nigeria and Kenya67:11.12.22, ﬁretical
models often fail to integrate technology, local contexts, and interpatidfial relations
adequately'®. This study addresses significant gaps: empirically, @*limited statistical
analysis of the extent and methods of cryptocurrency-based te ri%mancing in Nigeria and
Kenya; methodologically, through inadequate thematic a\@ and comparative case studies
across Nigeria, Kenya, and global contexts to id t'yﬁéthtive strategies; and theoretically,
by the absence of frameworks integrating technigal;*network, and contextual factors relevant

NQ
to developing countries. Practically, thv@:ﬁce of bespoke countermeasures leaves these

nations’ crypto landscapes Vulne@

employing statistical analysis,{@tic exploration, and case studies spanning Nigeria, Kenya,

his research addresses these deficiencies by

and globally, providin e%nce-based insights into policy challenges and international
implications. T ’@sstudy investigated the comparative analysis of cryptocurrency and
terrorism fingncing in Nigeria and Kenya: policy challenges and international implications.
O
Q

1.3 Aim and Objectives of the Study

The study aims to comprehensively analyze the use of cryptocurrency in terrorism financing
from 2018 to 2024, assessing its implications for international relations and proposing

effective countermeasures. The specific objectives are to:

10



identify the specific methods and strategies employed by terrorist organizations to utilize
cryptocurrency for financing their activities in Nigeria and Kenya.

critically evaluate the effectiveness of existing counter-terrorism financing frameworks in
both countries, with specific focus on cryptocurrency regulations and their implementation.
examine how the adoption of cryptocurrency has transformed traditional terrorism
financing networks in both countries and assess its impact on regional securi amics.
investigate the interconnections between local cryptocurrency mar@s) nternational
financial systems, and terrorism financing networks in Nigeria an@a.

develop context-specific policy recommendations fi %gthening international

cooperation and regulatory frameworks to comba@ ocurrency-enabled terrorism

1.4 Research Questions:

financing Q
O
’bb

The Following questions were used to gui \the study:

1.

What specific methods and {%gws do terrorist organizations employ to utilize

cryptocurrency for ﬁnanci&fr activities in Nigeria and Kenya?

How effective are @Qisting counter-terrorism financing frameworks in Nigeria and

Kenya, parti n\&@? regulating and implementing cryptocurrency policies?

How ha%le adoption of cryptocurrency transformed traditional terrorism financing
etw@r&n Nigeria and Kenya, and what is its impact on regional security dynamics?

What are the interconnections between local cryptocurrency markets, international

financial systems, and terrorism financing networks in Nigeria and Kenya?

11



5. What context-specific policy recommendations can be developed to strengthen
international cooperation and regulatory frameworks to combat cryptocurrency-enabled
terrorism financing?

1.5 Significance of the Study

The study on terrorist funding and cryptocurrencies bears major consequences for&rnerous

parties, each profiting in diverse ways. The relevance of the study transcends ac ic'circles,

giving crucial advantages for policymakers, law enforcement agencies, financidl institutions,
other scholars, civil society, and the public at large. &

Policymakers and law enforcement agencies gain an in-dept I@anding of how terrorist

groups exploit cryptocurrency in Nigeria, enablin@ development of targeted

countermeasures, potential regulatory reforms, im@ed investigation techniques, and
enhanced international cooperation strategies. ionally, the study supports in resource

A\

allocation, permitting a more strategic em on critical vulnerability and prevalent tactics,
R\

leading to evidence-based dec{ﬁ%ﬁing in the continuing efforts to prevent
cryptocurrency-based terroris@%ﬂg.

For the cryptocurrency\@?ess, the report acts as a drive for responsible innovation. By
addressing issu ssible abuse of cryptocurrencies, it motivates the industry to build
technology a@po icies that emphasize security and ethical usage. The results help to building
an i du%%at corresponds with ethical practices in the constantly expanding realm of digital
banking.

In the sphere of international cooperation, the research seeks to  play a vital role in

developing joint efforts to solve global concerns linked with terrorist financing via bitcoin. It

12



aims to establish a basis for collaborative activities among states and organizations, striving
towards a more secure and robust international financial system.

Government and security agencies, in the vanguard of efforts to secure national and global
security, profit tremendously from the research. It adds to a greater understanding of the
interaction between terrorist financing and cryptocurrencies, helping these organ@ons to
design more informed and effective measures to address these changing threats. Q
Counterterrorism practitioners, heavily involved in attempts to fight changing t€chniques of
terrorism financing, stand to profit from the insights presented b @ésearch. The study
supports tactical solutions, supporting practitioners in a %and refining ways to
successfully handle the issues presented by the usag ptocurrencies in financing
criminal operations. er

Financial institutions and regulatory author stand to profit from increased risk
management methods developed from an x\ah&ness of unique hazards connected with bitcoin

°
transactions in Nigeria. The study @rts the establishment of comprehensive anti-money

laundering and counter-terr@\gi& financing (AML/CFT) policies customized to the

cryptocurrency ecosys@ticularly crucial in poor nations like Nigeria. This not only

enables the ide@l%p and prevention of cryptocurrency-based terrorist funding but also

maintains theMntegrity of the financial system, increasing public faith in these institutions.

For es@rs and academics, the study contributes to the improvement of theoretical
frameworks by combining technology issues, local context, and international connections
within the sphere of terrorist funding research. By addressing the current information vacuum

on cryptocurrency-based terrorist funding in Nigeria, the study greatly increases the

understanding of this complicated subject, providing a firm platform for future research

13



initiatives. Moreover, the results promote cooperation and information sharing among
academics, practitioners, and policymakers, enabling more effective and coordinated
responses to the worldwide problem of terrorist funding.

The study has the potential to improve public knowledge about the hazards connected with
cryptocurrency-based terrorist funding, urging vigilance and advocating responsible usage of
digital currencies. Informed individuals are better positioned to hold politi Q%ad law
enforcement authorities responsible for their part in efficiently countering terforist funding
and defending national security. Ultimately, this contribution promo@e reater purpose of
fostering peace and security by giving vital insights and 6 ents to prevent terrorist

actions, leading to a safer world. Q

2
1.6 Scope of the Study ’b

This study focuses specifically on Nige§§Kenya and draws from international seizure
statistics. The time scope goes frm&@O until 2025 as a result of the fact the emergence of
Cryptocurrency as a virtual a@% rose into into prominence in late 2019. Primary focus is
given to Boko Haram,@’ as well as Al-Shabab, with possible consideration of other

active organiza@he area and a few in the worldwide arena. The study investigates

bitcoin use preferred kinds, transaction methods, and platforms exploited by these
orga iz@ for finance, recruiting, and propaganda. The regulatory environment is explored,
comprising AML/CFT legislation for bitcoin transactions in Nigeria and important
international settings. Technological issues encompass the use of blockchain technology,

darknet markets, and peer-to-peer networks in supporting terrorist funding, along with

possible methods to trace and prevent unlawful transactions.
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In terms of international collaboration, this work assesses efforts to prevent cryptocurrency-
based terrorist funding, highlighting best practices, problems in cross-border coordination,
and analyzing prospects for better information sharing and joint investigations.

Exclusions in the research entail not thoroughly studying other financial crimes connected to
cryptocurrencies unless directly relevant to terrorist funding. While addressing worldwide
patterns, the research focuses a detailed dive into the Nigerian context rathe@ensive
global comparisons. Additionally, the research concentrates on bitco

and legal

considerations, ignoring a full analysis of the technical subtleties of b@min technology.

1.7  Limitations of the Study QQ

The researcher encountered constraints during this t@rstly, the unwillingness of some of
the respondents to participate in the study and t ay in data retrieval. Also, the researcher
found it difficult to access some crypto tr: >§ as many were skeptical about disclosing their
identities. In addition to this is @Geographical proximity most especially in respect
travelling to Kenya. Althoug@%researcher was assisted by research assistant in Kenya,
however, the process V@Qeally seamless as the researcher could not travel to Kenya
himself. ‘@

Similarly, tt@es arch could not satisfactorily sample the opinions of regulatory bodies on
currenc ’Qers such as the Central Bank of Nigeria, Security and Exchange Commission,
Office of the Comptroller of the currency and well as the Kenya Financial Institution. All

these places a limit on the findings of this study.

1.8 Operational Definition of the Terms
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Terrorism Financing: In this study, terrorism financing refers specifically to the act of
raising and transferring funds (including funds raised through cryptocurrency) with the
intention of supporting or aiding the activities of terrorist organizations, as defined by relevant
UN Security Council resolutions and Nigerian / Kenya legislation. This definition excludes
broad criminal actions unrelated to terrorism, such as money laundering or fraud, Kit may
touch upon these areas if they are employed as techniques for terrorist funding.
Cryptocurrency: In this research, cryptocurrency refers to a digital of virtdal currency
protected by cryptography, functioning independently of a central ot government. This
term incorporates Bitcoin, Ethereum, and other cryptocurren@ st often used in Nigeria/
Kenya for terrorist funding objectives. Q
AML/CFT: In this research, it refers to Ant'-h@ Laundering and Combating the
Financing of Terrorism framework, comprisin able international agreements, Nigerian/
Kenya law, and regulatory measures un: % en by financial institutions. This definition
]
emphasizes the particular legislatiq{a}d methods targeted at preventing and identifying the
unlawful flow of money, espe&fhose utilized for terrorist funding using cryptocurrencies.
Darknet Marketplace\@% research, a darknet marketplace refers to an online platform
accessible using,a izing technology (e.g., Tor) where unlawful products and services,
including togls ahd resources for supporting cryptocurrency-based terrorist funding, are
purc%/@l sold. This concept emphasizes the importance of such platforms in allowing
terrorist organizations to utilize anonymity and operate outside established financial
institutions.
Peer-to-Peer Network: In this research, a peer-to-peer network refers to a decentralized

system where users directly interact and exchange information or assets (including bitcoin)
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without depending on a central authority. This concept underlines the potential obstacles
offered by peer-to-peer networks for detecting and stopping unlawful bitcoin transactions
associated with terrorist funding.

Blockchain Technology: A decentralized and distributed digital ledger that records
transactions across several computers in a safe, transparent, and tamper-resistant way. The
phrase "blockchain technology" is used to describe the underlying technology“that permits

bitcoin transactions, including its function in securing and confirming these tran§actions
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This chapter explores the conceptu&ﬁ%oretical, and empirical dimensions of cryptocurrency
and its role in terrorism finariging, With a comparative focus on Nigeria and Kenya. It reviews
pertinent literature that\é%ns the empirical investigation of this study, highlighting the
implications of, '@Jrrency adoption within the international system, particularly its

exploitation %ﬂ icit funding of terrorist activities in these two nations.

2.1 Conceptual Review
2.1.1 Blockchain Technology
Blockchain, a fundamental component of the cryptocurrency ecosystem, serves as a digital

ledger capturing the intricate details of transactions within a computer network!. This
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innovation is characterized by a structure where digital information is organized in blocks,
forming a continuous chain stored in a public database'. Each block encapsulates crucial
details such as the transaction date, the transaction amount, and the precise timing of the
transaction. Additionally, it includes comprehensive information about the participating
parties, offering unique identifiers for both the buyer and the seller.

In essence, a blockchain operates as a comprehensive digital record, docu Q% every
transaction that transpires within the network. The term "block" signiﬁ@ presence of
discrete units of data, each containing exhaustive information about i@%«:iated transaction'.
The term "chain" emphasizes the sequential arrangement o t@ata blocks, creating a
cohesive and continuous list. This chain of blocks serv immutable and transparent
ledger, providing a comprehensive historical acco t@wactions.

One distinctive feature of the blockchain is it zation of a unique digital signature for
every participant within the network?&i?igital signature plays a pivotal role during

.

transactions, serving as a means toé\ify and authenticate the users involved. It ensures a
secure and verifiable record b&%arties engaged in a given transaction. The allocation of a
digital signature to @%ﬂicipant enhances the accountability and traceability of

transactions with@;ockchain network!.
y

It is notew: at each block within the blockchain system has a substantial storage

capai\ty@cally around 1 megabyte. This generous capacity allows each block to
accommodate a multitude of transactions, contributing to the scalability and efficiency of the
entire blockchain network. The inherent design of blockchain, with its decentralized and
distributed nature, further enhances the resilience and security of the system. Blockchain

stands as a revolutionary technology that leverages a decentralized ledger structure to record,
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authenticate, and secure transactions within a computer network. Its systematic arrangement
of data blocks in a continuous chain, coupled with unique digital signatures, ensures
transparency, traceability, and security in the realm of digital transactions®. The implications
of blockchain extend far beyond its origin in cryptocurrency, influencing various domains,
including finance, supply chain management, and, notably, the discourse on terroriTnding
within the realm of international relations. Q

Several key features that distinguish it from conventional centralized t@QOH systems
characterize Blockchain, as a transformative technology'. One pa@u t characteristic is
decentralization, a departure from the traditional model whe @ransaction necessitates
validation from a central trusted entity, such as a central ~In blockchain, the need for a
third party is eliminated, mitigating the associated O% performance bottlenecks inherent
in centralized systems®. Consensus algorith y a crucial role in maintaining data
consistency across distributed networks, a Mg transactions to be validated without reliance

.

on a central authority. Persiste‘{f%\ds another fundamental attribute of blockchain.
Transactions undergo rapid&%ation, and once verified by honest miners, invalid
transactions are categoﬁ@jected. The immutability of blockchain is evident in the near-

impossibility of ;@ or rolling back transactions once they have been incorporated into
e

the blockch discovery of blocks containing invalid transactions is prompt, reinforcing
the 1 te@nd permanence of the recorded data.

Anonymity, a notable feature of blockchain, allows users to interact with the system through
generated addresses that shield their real identities®. While this characteristic provides a level

of privacy, it is essential to acknowledge that blockchain cannot guarantee absolute privacy

preservation due to inherent constraints. The balance between anonymity and transparency is
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a critical consideration in the design and implementation of blockchain systems. Auditability
stands as a key advantage of blockchain technology. The system stores comprehensive data
regarding user balances, and any transaction necessitates reference to previous unspent
transactions. As a transaction is recorded in the blockchain, the status of the referenced
unspent transactions transitions from unspent to spent. This inherent transparenc;&acilitates
easy verification and tracking of transactions, enhancing the overall accou@ty of the
system. QJ

The key characteristics of blockchain encompass decentralization,@tence, anonymity,
and auditability. These features collectively contribute t t@iability, security, and
efficiency of blockchain systems, offering a paradigm rom centralized models. As

blockchain technology continues to evolve, its‘ v@ on various domains, including

rrorism funding, becomes increasingly

international relations and the complex isileg%

significant?. \
RO

The taxonomy of current blockchai&@%&:ms broadly classifies them into three distinct types:

public blockchain, private bl %in, and consortium blockchain®. Each category presents

unique characteristics th@ r to different use cases and organizational needs.

In the realm of, p@lockchain, all transaction records are made visible to the general

public, and gl'gis permitted to participate in the consensus process. This openness and

incl@ central tenets of public blockchain systems, ensuring a decentralized approach

to validation and verification. The consensus process involves a broad network of participants,

contributing to the distributed and transparent nature of public blockchains.

On the other end of the spectrum is the private blockchain, characterized by a fully centralized

network under the control of a single organization*. In a private blockchain, only nodes
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affiliated with a specific organization are granted access to participate in the consensus
process. This controlled environment offers heightened privacy and exclusivity, making
private blockchains suitable for situations where a high level of control and restricted access
is paramount®,

Consortium blockchain, occupying a middle ground between public and private models, is
constructed collaboratively by multiple organizations. This type of blockchai Qﬁidered
partially decentralized, as only a select subset of nodes, drawn from {the “Collaborating
organizations, engages in the consensus process. Consortium bloc@gfs strike a balance
between the openness of public systems and the exclusivit ﬁ%ate ones, making them
suitable for use cases where collaboration among multipl 18s is essential.

As the landscape of blockchain technology nr&% to evolve, new variations and
adaptations of these three primary types emer arly. The dynamic nature of blockchain
systems reflects ongoing efforts to addgess® diverse requirements and challenges across

W

industries. The choice of blockch&@pe depends on factors such as the desired level of
decentralization, the need fo@%cy, and the extent of collaboration among participating
entities. This taxonomyN\pr: %es a framework for understanding the diverse applications and
configurations @hain technology in the contemporary digital landscape. Consortium
blockchain, 6@&6 application of blockchain technology, finds practical utility across
variqus @ess applications. Notably, initiatives like Hyperledger are actively developing
consortium blockchain frameworks tailored for business consortia®. These frameworks aim to
facilitate collaborative efforts among multiple entities, offering a balanced approach that
combines elements of decentralization and controlled access, making them suitable for a

range of industry-specific use cases.
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Understanding how blockchain operates is essential for comprehending its functionality. To
add a block to the blockchain, specific criteria must be met, as outlined>S. First and foremost,
a transaction needs to occur, necessitating an agreement between users to initiate the addition
of a new block to the blockchain. Subsequently, the transaction undergoes verification, a
process executed by a vast computer network comprising over 5 million computers distributed
globally. This network collectively ensures the accuracy of transaction details, ﬂecking
elements such as transaction time, amount, involved users, and digital signatures:

Once the transaction is verified and deemed accurate, it is stored@block. This block,

equipped with a unique hash, encapsulates crucial information, including users' digital

signatures, transaction time, and transaction amount. Tho @ of such blocks are then stored
collectively in the blockchain. In the final step, a apb%ssigned to the transaction, derived
from the most recent block added to the blo&ch &nce hashed, the block becomes eligible
for addition to the blockchain. Importantl \ohce a block is integrated into the blockchain, it

becomes publicly accessible to eve@ﬁicipant within the network.

Every user in the network a copy of the blockchain, ensuring widespread access to

transaction-related inf@%ﬁ This includes details such as time, date, and amount,
providing a co %Ve and transparent record of all transactions. The decentralized and
distributed r@re of blockchain ensures that every participant has equal visibility into the
entir tr@[ion history, promoting trust and accountability within the network®. In essence,
the process of adding a block to the blockchain involves consensus, verification, storage, and
the assignment of a hash, creating a secure and transparent ledger of transactions accessible to

all network participants. This foundational understanding is crucial for exploring the
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multifaceted applications and implications of blockchain technology, especially in the context
of consortium blockchains tailored for collaborative business endeavors.
2.1.2 Cryptocurrency
Cryptocurrencies and blockchain technology have become increasingly popular in recent
years. Cryptocurrencies are digital or virtual currencies that use cryptography for security and
operate on decentralized networks known as blockchains. Blockchain tech Qy, which
underlies cryptocurrencies, is a distributed ledger that records transactiofs a¢toss multiple
computers or nodes. The key concept of cryptocurrencies is decent@on, as they do not
rely on a central authority such as a bank or government. Inste ,%actions are verified and
recorded by the network of computers participating in@ ockchain. This decentralized
nature ensures transparency, security, and i Qity of transactions. In addition,
blockchain technology allows for faster _an re efficient transactions compared to
traditional banking systems. By understa % the mechanics of cryptocurrency transactions
.
and the role of decentralized 15@, individuals can grasp the potential impact of
cryptocurrencies and blockch@ nology on various industries and economies.
A cryptocurrency is a\@%currency used to execute secure transactions between parties.
Similar to the &{% dollar, cryptocurrencies have value and are used to buy and sell
goods and s 'Qrough cyberspace, loosely defined as the environment where information
is e ch@ over computer networks’. Additionally, cryptocurrencies are ‘soft’ currencies
meaning they are not supported by a stable government or available in physical form such as
the American dollar, British pound, and Euro.
Cryptocurrencies must be defined, which requires them to be identified as a specific class of

virtual currencies and differentiated from fiat currencies and e-money. Fiat currencies are
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government backed currencies, and designated legal tender. E-money is “a digital
representation of a fiat currency,” in which is used to transfer fiat currency electronically; it is
not a separate currency, merely the mechanism by which legal tender is transferred. Virtual
Currency is defined by the Financial Action Task Force (FATF) as; “a digital representation
of value that can be digitally traded and functions as (1) a medium of exchange; and/or (2) a
unit of account; and/or (3) a store of value, but does not have legal tender sta Q& is not
issued nor guaranteed by any jurisdiction, and fulfils the above functions @Jg agreement
within the community of users of the virtual currency.” é

Cryptocurrencies are digital or virtual currencies that utilize_cryptographic technology for
secure transactions. One key concept of cryptocurrencies @; tralization, which eliminates
the need for a central authority such as a bank or V@nt to oversee transactions. Instead,
cryptocurrencies rely on a decentralized ledger known as blockchain technology. The
blockchain is a public digital ledger t t\eecords all transactions in a transparent and

8

immutable manner. Each transacti@enﬁed and added to a block and then permanently
recorded on the blockchain® I@ecentralized and transparent nature of cryptocurrencies

\

ensures security, priva@ accountability in transactions. Additionally, cryptocurrencies
often have feat @ as anonymity, which allows users to maintain their privacy while
engaging in&gztions. It is important to understand the mechanics of cryptocurrency
transit/@nd the role of decentralized ledgers to fully comprehend the potential impact and
benefits of cryptocurrencies in today's digital economy.

Emphasizing blockchain technology is crucial when understanding the key concepts,
structures, and features of cryptocurrencies. Blockchain technology is the underlying

foundation that enables cryptocurrencies to function securely and transparently. At its core,
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blockchain is a decentralized ledger system that records all transactions made within a
network. It consists of a series of blocks, each containing a list of transactions. These blocks
are linked together in chronological order, forming a chain. The decentralized nature of
blockchain ensures that no single entity has control over the network, making it highly

resistant to hacking or tampering. Additionally, the transparency of the blockchain allows for
Qu and

mechanics of cryptocurrency transactions and the role of decentraliz@rs in the world of

public verification of transactions, ensuring trust among participants.

emphasising blockchain technology, individuals can gain a deeper un

digital currencies®.

This definition could apply to both virtual world curre @ ;cluding Second Life Linden
h as

e either convertible or non-convertible,

Dollars, and stand-alone cryptocurrencies, suc S @n; but distinctions between these

currencies must be made**. Virtual currenc'&sQ
and centralised or decentralised”. \
.

The term ‘virtual assets’, used by tk{@}!x’ , 1S too broad as the term could also include virtual
currencies which are centra‘l'&e&@nd can be regulated through regulation of that central
authority. Cryptocurreﬂ@?re a specific subset of virtual currencies, which due to their
decentralised n ﬂ@quire unique AML measures. The EU uses the term ‘virtual
currencies’S@ ustralia uses the term ‘digital currency’, both of which suffer from the
sam sh@nings as the FATF term, as they do not sufficiently define cryptocurrencies. The
agencies of the US also predominantly use the term ‘virtual currencies’, but the terminology
used by the various authorities in the US is not consistent®!©,

Thus, cryptocurrency stands as a prime exemplar of digital currency, facilitating peer-to-peer

transactions within the blockchain network without the involvement of intermediaries,
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typically represented by banks in conventional financial systems. In essence, cryptocurrency
is a form of digital data stored within blockchain transactions. These transactions are
meticulously recorded on the decentralized blockchain system, which is distributed across
computers worldwide. Cryptocurrency, akin to traditional currencies, is traded on specialized
platforms known as cryptocurrency exchanges, echoing the operation of stock exchanges in
handling fiat currencies. Users employ digital wallets designed for cryptocurre Qe ing as
secure repositories for receiving, storing, and sending these digital assets. &gust security
of cryptocurrency wallets is ensured through encryption algorit@afeguarding them
against external threats.

Transactions within the cryptocurrency network are exec ough cryptocurrency wallets,
each governed by two essential keys — the Public (@and the Private Key?. To transfer
cryptocurrency from one account to another @§edge of the recipient's Private Key is
imperative. The encrypted transactions a \beoadcasted across the cryptocurrency network,

.

forming a queue of requests that a@sequently incorporated into the blockchain, a public
ledger. The process of addin&%actions to the blockchain is termed "mining," a crucial

concept discussed in db@?ter in this paper under the heading*. Mining involves creating

new coins or cr{%@sncy as a reward for validating and adding transactions to the public

ledger. 6

The decé@ization aspect of blockchain ensures that all users have access to the public
ledger, with each user possessing a copy of the blockchain on their computer. The blockchain
provides users with transaction details, including the time and date of transactions and the
transaction amounts. Importantly, one of the defining traits of cryptocurrency is its

commitment to user privacy. While traditional banks tie transactions to account identities,
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cryptocurrency transactions are linked to cryptographic keys. Ownership of these keys
signifies control over the corresponding cryptocurrency holdings, promoting a level of
anonymity in the cryptocurrency ecosystem. Transactions are organized into queues and
systematically added to the blockchain in a block-by-block fashion, forming the characteristic
chain of blocks®. Cryptocurrency operates as a decentralized digital currency within the
blockchain network, fostering secure and transparent transactions witho Qﬁawe on
traditional financial intermediaries. The cryptographic keys, blockchain techngtogy, and the
mining process collectively contribute to the unique features@ functionalities of
cryptocurrency in the evolving landscape of digital finance.

Cryptocurrency transactions operate on a decentralized ‘% ystem known as blockchain
technology. When a user initiates a transaction, i i@ﬁed by multiple computers on the
network, known as nodes, through a process mining!. This verification ensures the
transaction's authenticity and prevents d&k&:-spending. Once verified, the transaction is

.

added to a block and linked to th&ﬁ%wous block in a chronological sequence, forming a
chain. This chain is publicly &%ble, allowing anyone to view the history of transactions.
The use of cryptograplﬁ@%es the security and privacy of these transactions, with public
and private keys® used to authenticate and encrypt data. The decentralized nature of
cryptocurrer%%sactions eliminates the need for intermediaries, such as banks, and
prov'de@’grs with control over their own funds. Understanding the mechanics of
cryptocurrency transactions and the role of decentralized ledgers is crucial for comprehending
the potential benefits and challenges associated with cryptocurrencies?.

Transactions using cryptocurrencies are carried out through blockchain technology, rendering

each transaction immutable, anonymous, and secure. Each transaction is verified for
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authenticity using a series of mathematical formulas. The blockchain is functionally a series
of digital blocks, each containing information about transactions. In the case of Bitcoin, this
information would include both the sender and receiver of the transaction (made cryptic
through the use of public Bitcoin addresses), as well as the size of the transaction. Each block
also contains a ‘hash,” which refers to a unique code (similar to a fingerprint) that can be used
to identify a transaction. If the block is altered in anyway, its ‘hash’ would ¢ &%tering
the relevant accounts of a breach in their security. Finally, each block also ¢ontdifis the ‘hash’
of the previous block, linking them together in cyberspace - a conce@ ace connected by
computer networks and accessed through various forms of digitdl technology. This means
that if a single block is tampered with, it will also alert ea wing block, and these blocks
will no longer be valid as well>.When this happe ,[@nsaction in the manipulated block
will no longer have consensus from blockchai rs, and the blockchain would reject the
block, getting rid of it permanently. To ill&%e, the diagram below shows the connection of
hashes within a blockchain. \C;\\'
Decentralized ledgers play 'c\c@%al role in cryptocurrencies and blockchain technology.
Unlike traditional centsall databases, decentralized ledgers distribute the control and
maintenance of a®ng multiple participants, eliminating the need for a central authority.
This ensures tranSparency, immutability, and security in cryptocurrency transactions. Every
trans@rgrecorded on the ledger, providing a transparent and tamper-proof history of all
transactions. Additionally, decentralized ledgers employ cryptography techniques to secure
transactions, making it almost impossible for hackers to manipulate or counterfeit transactions.
These ledgers also enable peer-to-peer transactions, allowing individuals to transact directly

without the need for intermediaries.

30



Decentralized ledgers are the backbone of cryptocurrencies, ensuring trust, security, and
efficiency in the digital economy*. Cryptocurrencies and blockchain technology have
revolutionized the world of digital transactions. The key concepts, structures, and features of
cryptocurrencies, along with the decentralized ledgers provided by blockchain technology,
have created a secure and transparent system for financial exchanges. Understa&ding the
mechanics of cryptocurrency transactions is essential for anyone wishing to pa Qate in this
new form of digital currency. The role of decentralized ledgers in ensuring th¢*integrity and
immutability of transactions cannot be overstated. As we continulore the potential
applications of cryptocurrencies and blockchain technology, i 's%al to stay informed and
updated on the latest developments in this rapidly evolvin@g
Confusion exists as to the accepted terminology to % hen referring to cryptocurrencies,
with a number of different terms being_us both international and supranational
organisations, such as the FATF and the E }hd nationally by the UK, the US, and Australia’.
.
While certain states have begun to @cryptocurrencies for their own purposes - Venezuela
to combat rising inflation ra&&g‘ﬁorth Korea to evade U.S. sanctions - the technology still
operates within a deceb@ d network. Furthermore, for context, according to the Oanda
Corporation, a fi T@change company, the value of a single Bitcoin, the most prominent
cryptocurrer@n Use, is in excess of $3,500 as of February 14th, 2019.
2.1.3 T@ergence of Cryptocurrencies
What are cryptocurrencies precisely? The Financial Action Task Force (FATF) defines a
virtual currency as a digital representation of value that can be traded digitally and serves as a
medium of exchange, unit of account, or store of value, but is not considered legal tender in

any jurisdiction®. Cryptocurrencies are private digital currencies that function similarly to
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cash, with all transactions taking place online and without being owned by any government or
organization. Cryptocurrencies are decentralized and operate on a peer-to-peer network,
allowing users to maintain and influence the market. This means that individual governments
do not have the ability to regulate this new globalized economy?®.Virtual currencies gained
popularity when the gold standard declined and globalization started to become more
prominent. The abandonment of the gold standard was a significant histori Q&ent as
states recognized the interconnectedness of their economies. Some currencigs r¢covered more
quickly than others’. Q

The global preference for the dollar stems from its status as th 2@ and most liquid market
worldwide, as well as its political stability®. Most pe@ cluding several Americans,
believe that the global dominance of the dollar as m&% currency is not an ideal resolution
to the currency issues faced worldwide. Eye r option is worse. Every other option
appeared inferior until the emergence okcryptocurrency, facilitated by globalization.

°
Cryptocurrencies present a distin(@at to individual states as they challenge a state's

monopoly on its own monc@e also providing a glimpse of a genuinely global free

market. QQ

Cryptocurrenciei‘@ted as a financial experiment to test the viability of a decentralized

and digital ES‘H

enthuysi d individuals seeking an alternative banking method were the ones who had

of currency?. It not only survived but also thrived. Initially, computer

invested in this initiative. Shortly after, ordinary individuals fascinated by the money started
to join the user community. Bitcoin and other cryptocurrencies were created to be user-
friendly, making it accessible for anybody who want to participate. One does not require

computer expertise to own cryptocurrencies, making it accessible to everyone from many
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backgrounds to participate in this worldwide initiative. Currencies are currently widely used
globally due to their user-friendly design that simply necessitates Internet access®.For this
study, any research or reference to cryptocurrencies presented as factual pertains just to
bitcoins. Currently, bitcoin is the most famous and well-known cryptocurrency, leading to the
highest amount of study being undertaken on it compared to other cryptocurrenﬁ Since
2009, more than 75 virtual currencies have been established and are traded wo Qde, with a
combined market value of over $11 billion. Among these, Bitcoin is the| doiftinant player,
accounting for around $10 billion or 90% of the entire market Valhough there have
been slight changes since 2014, bitcoin remains the dominant @Hency. Nevertheless, it
is not certain that bitcoin will endure in the long run. @[echnology is an innovative
system that allows for banking transactions to t ke-&%e without the need for traditional
banks or political intervention, using cryptoc cies. Cryptocurrency, virtual currency,
digital currency, and digital cash she;ll\' e\sed interchangeably in this work to refer to
.

c,)\

&

Bitcoins function on a p%%peer network, where users are responsible for developing and

cryptocurrencies.

maintaining the s@ and transaction process. A publicly shared record of all bitcoin
transactions, similar to a ledger, is used to maintain track of all transactions. This record is
calle tl@’Qckchain. Users of bitcoin can verify each transaction made by other users at this
location. This enables the bitcoin process to operate autonomously, without any external
supervision, as elaborated in the reliability aspect of bitcoins. Anyone, including bitcoin users

and government enforcement, can access the blockchain. Due to this, the anonymity of bitcoin
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users is not complete but rather pseudo-anonymous, as will be further on in the subsequent

section’.

Bitcoins may be exchanged similarly to how the American dollar can be swapped.
Euros from Europe. Every bitcoin user receives a bitcoin wallet upon their initial purchase of
bitcoins. The wallet contains two keys for access: a public key for acceptin Qet and a
private key only for the owner for security. Transferring bitcoins is akin to Q;Qg files, with
the distinction that once a file is shared, the sender relinquishes it@e the receiver gains
ownership until they opt to transfer it. This setup ensures that the s r is unable to duplicate
their bitcoins. Once bitcoins are sent to another indiviQy are irretrievably lost and
cannot be recovered. Once a transaction is initi tqb% bitcoin community validates its
legitimacy by confirming that the sender posses fficient coins to transfer to the recipient.
Once the transaction is verified, a ne }mck is added to the blockchain, making the
X

transaction visible to all users. &CO\

There are three methods to geim ins: mining, buying with another money, or receiving in
exchange for goods ON@%@S. Mining is the fascinating process by which bitcoins are
created. It is a o@wted procedure that relies on computer power to solve challenging
algorithmic @1 ns. New bitcoins are created only through this technique. The developers
of b'tco%%o remain unidentified, designed it to function as a currency with a maximum
supply of 21 million bitcoins®>. Once the maximum is reached, the process of "mining"
bitcoins will stop, making bitcoins scarcer as all possible bitcoins will have been generated.

The developers designed bitcoin with the intention of assigning it value and addressing issues

of inflation and deflation®. A Bitcoin's value might be seen as intrinsic and intuitive due to the
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challenging production process’. As the number of bitcoins in circulation is limited, their
scarcity and value increase, similar to gold, which is why the word "mining" is used for
bitcoins. Bitcoins can be exchanged for any currency through online bitcoin exchanges. These

platforms may impose a nominal transaction cost, which is significantly lower compared to

R

Transaction costs: Cryptocurrencies has numerous characteristics that are @ng to users

the exorbitant fees charged by banks, as detailed in the subsequent section®.

2.1.4 Cryptocurrency Characteristics

but can also incur significant costs. Cryptocurrencies generally have @n&al transaction costs,

which vary based on the particular currency. Cryptocurrencigs_offer a cost-effective method

for moving money globally as transactions are not overﬁg financial entities like banks.

Banks are prohibited from charging fees for ¢ c@he legitimacy of money transfers

between customers’. "It is like Google creatin to offer free email services, eliminating
\®

the need for people to pay for email servx, those from AOL." The minimal transaction

R
fees are advantageous because tran@ns are processed almost instantly and in real-time!'?.
Using blockchain technology@%e that participate in validating transactions will confirm
that the sender possessﬁ@%cient cash to deliver to the recipient. By removing a reliable
intermediary li ‘@from the process, the need for transaction fees is also eliminated!®.
Dependabili% tocurrency technology is designed to be dependable. Reliability in
liter tur@ften debated, but cryptocurrencies are fundamentally based on a verification
system at a theoretical level. This system operates without the need for confidence in
transactions as many users verify each transaction, making it valuable for countries with

corrupt domestic banking systems. This notion is rooted in a peer-to-peer network where

people, rather than the government or companies, have authority over the currency market.
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Providers of digital money would be motivated by economic benefits to maintain the stability
of their currencies. A stable currency is more attractive as a reliable store of value and is more
likely to attract investments!'?.

Legitimacy is established by widespread use, rather than by the authority of a singular
government and its currency. As more users adopt the money, its customer base grows,
leading to an enhanced reputation. A positive reputation attracts additional u Q%ry the
currency. This leads to a snowball effect in building momentum and establishiffg a sense of
trust among the general population. Bitcoin designers have enhanc &bility by ensuring
that all transactions are transparent. An online, public ledger %ructed that is accessible
to everybody, regardless of whether they possess the curr ‘Qis prevents the possibility of
"double spending," where bitcoins are sent from one to another, as transactions cannot
be reversed. People believe in the reliability of b‘@ chain due to trust among the masses and

\®)

faith in the code. The blockchain is decent Eed and operated by the community utilizing the
.
money, rather than being controll@ a single individual or organization. Failure of the
blockchain is prevented by th: developed for it. The code is fair and transparent, which
fosters confidence. Th@s immutable. The blockchain records all transactions made
without disclosi g@tual identity of any users. Anonymity in cryptocurrencies has been a
subject of in@e controversy in recent years. Generally, cryptocurrencies do not necessitate
persn&@ﬁiﬁers for transactions. Access to the Internet and the acquisition of
cryptocurrencies are essential, but they present hurdles to law enforcement and government
policymakers.Anonymity. Anonymity, the third characteristic of cryptocurrencies, is a benefit

that is not exclusive to criminals but is enjoyed by all users. Cryptocurrencies provide

anonymity by allowing transactions to occur without the need for face-to-face interaction
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between the sender and receiver. The only identifying information for each party is their
public keys. Anonymity in cryptocurrency is often associated with criminals, yet it can benefit
everyone. Consider cash, for instance. Cash provides a level of anonymity and is universally
accepted in most regions. Individuals frequently opt for cash due to its ease or lack of faith in
financial institutions. Nevertheless, criminals also heavily rely on cash for th& illicit
activities!?, Cryptocurrency is a digital kind of currency that allows tran ns* to be
conducted electronically without the need for in-person interaction. Cryptocutfencies have
transitioned cash-only transactions to the online realm for cone and efficiency,
inadvertently providing a means for criminals to conduct illici61 itics without detection.

Anonymous: The literature emphasizes that cryptocurr@s are only pseudo-anonymous,
meaning that every transaction conducted usi f@oin is publicly available on the
blockchain for anyone to see. By meticulously t g the chain, it is evident which wallet is
transferring funds to another wallet an \how the receiving wallet utilizes the money.

.

Cryptocurrencies are not entirely a@ous, but they provide enough anonymity for users to
feel secure utilizing the cuH@%ithout facing consequences'!. The possibility of tracing
transactions back to @Vidual using their [P address, while maintaining pseudo-
anonymity!!. T ﬁ@hers discovered that they were able to track bitcoin addresses back to
a single IP a@es . Researchers discovered that by monitoring IP addresses, law enforcement
may tra@nsactions on the blockchain back to specific individuals, even if they possess
many bitcoin wallets. While not a comprehensive solution for apprehending all criminals that
utilize bitcoin, this approach could serve as an initial step towards developing efficient
strategies for mitigating the negative impacts of cryptocurrencies!?. Financial Inclusion.

Cryptocurrencies provide a distinct option for individuals who are "unbanked," referring to
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those without access to financial systems in their nation or those who opt not to create an
account with local banks due to factors like government corruption. Approximately 2.5 billion
adults, representing slightly more than half of the global adult population, do not utilize
formal financial services for saving or borrowing®. This demographic is often located in
regions where banking poses risks due to distrust in state financial institutions or issues with
inflation in state currencies. Individuals will choose to avoid utilizing tQ%ancial
institutions and currency instead of relying on the state to distribute currency. researchers
stress the importance of implementing policies that provide aff@s and dependable
financial services to unbanked populations for their invol r@n the global financial
market, however they have not identified a specific solu@ inancial inclusion, Providing
banking services to disadvantaged and low-inco p@tions at a reasonable cost'?. Clegg
also discusses how bitcoin could potentially s the issue raised!. Bitcoin's growing
popularity makes it a cost-effective and }bendable option for people without access to
.
traditional banking services. The (i(ﬁ%pt is easily comprehensible for non-experts and just
necessitates Internet connecﬁ@@l‘he necessity of expanding Internet access in developing
countries but asserts t@%in is the key to achieving financial inclusion worldwide'!. If
cryptocurrencie(a@yen to be reliable, they provide an alternative banking method that is
independent&ny political, social, or economic influences, enabling a genuinely global free
market. %’Qm technology is greatly propelled by financial inclusion. It provides individuals
in underdeveloped countries with a distinctive chance to participate in financial activities
beyond their own borders. Bitcoin gained popularity in regions like Europe and the United
States, where traditional currencies and financial services are already efficient. Originally

embraced by computer enthusiasts, Bitcoin has now developed into a potential practical
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solution for individuals in developing countries''. Multiple research papers have explored the
concept that cryptocurrencies can succeed in regions with inadequate financial
infrastructures®!!-'4, Research indicates that significant populations in these states are willing
to abandon state-backed money in favour of a new digital currency experiment, driven by
restricted banking options, the push for financial inclusion, and the acceptance of
neocapitalism'"!'*. The motivation for utilizing bitcoins due to financial incléQh been
commonly mentioned in literature.

Volatility in prices: Some scholars contend that cryptocurrencies ar@&eiable as currencies
due to their fast price fluctuations. Price fluctuation, the_sixth, characteristic, has been
problematic for some consumers. Cryptocurrencies are s@ge to dramatic fluctuations in
value. Following the collapse of Mt. Gox, a promi %%oin exchange, the value of bitcoin
plummeted. Previously valued at over $1,000 t dropped to roughly $500 USD shortly
after the incident, resulting in users logi{%h\a\gof their invested funds. Consumers began to

°
doubt the reliability of the curren&)e“j\Some governments consider cryptocurrencies to be

commodities or stocks rather @%reliable currency due to the absence of a steady exchange

rate. QQ
.
Q)
This proble%s often contested due to the conflicting views on whether it should be
cons'de%’bcommodity or a currency, as discussed in various literature and legal frameworks.
It is crucial to resolve the current discussion regarding whether cryptocurrencies qualify as
currencies. This study will adhere to the FATF's 2014 definition of cryptocurrencies as
currency, however each jurisdiction has its own perspective on these digital currencies. The

debate is around whether cryptocurrencies function more like conventional currencies, serving
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as a medium of trade, or if they behave more like commodities, considered as economic goods.
The subject has sparked significant controversy!®!>. It remains crucial to differentiate,
particularly when discussing money laundering in connection with cryptocurrencies. If
cryptocurrencies are not recognized as a legitimate form of currency, then using them for
money laundering would not be classified as such; it would simply be deemed illicit
trafficking of products. If cryptocurrencies are categorized as commodities, t %xempt
from regulation under AML regulations and the FATF?. For this study, virtual encies will
be treated as legitimate mediums of exchange, regardless of their leg®ss or uncertainty in
the financial market.

The prices of bitcoin fluctuate due to the fact that its@gls solely determined by the
collective judgment of its worth. Simply said, the rigb%itcoin is determined by supply and
demand. As more individuals embrace bitcoin cknowledge its worth, the currency will
become more stable. Negative media cov %, such as the bankruptcy of a bitcoin exchange

.
or hacking assaults on bitcoin wall‘(@ﬂl cause the price of bitcoins to decrease. Bitcoin's

value is contingent on the b@f its users and is determined by consensus. The quick

fluctuations in price ba@% perception cause some to view cryptocurrencies as akin to

commodities or Q\}&' nt stocks, rather than as stable currencies®.

Insufficient Supervision: Furthermore, there is insufficient supervision about cryptocurrency.
Cryptoc@cies are decentralized, indicating the absence of centralized ownership.
The currency poses unique challenges for regulation. Cryptocurrencies are not widely
regulated uniformly. States have opted for varying responses to these cryptocurrencies. The
reactions to virtual currencies can be categorized into five approaches: (1) no action taken by

states with no regulations in place; (2) treating virtual currencies as commodities and
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regulating them through taxes; (3) complete banning of virtual currencies, particularly in
states that only allow the use of national currency; (4) treating virtual currencies like any other
foreign currency, subject to the same regulations; and (5) adopting a "wait-and-see" strategy,
where regulations may be implemented later if the currency is perceived as a threat!. These
reactions add complexity to the situation as cryptocurrencies operate across frontiers, facing
challenges due to the lack of standardized financial regulations and jurisdictio Q%mérs. No
entity, whether individual, corporate, or government, has the ability regulate digital
currencies, leaving users vulnerable to the potential risks associated@\ eir use'’. Bitcoin
theft due to hacking or malware is frequent. Unfortunately, u s%ot seek assistance from
local authorities as they lack the jurisdiction, tools, and es for investigation'’. States
have adopted varying approaches to regulating cryp, encies, but more action is needed.
International agencies like FATF and the IQGQ@ al Monetary Fund (IMF) are exploring
the possibility of regulating cryptocurren%s\mside their domains, but more action is needed?.
.

To address the issue of oversight a{‘_}isdlction, a global, uniform response is necessary to
safeguard consumers from tlre{mgfce of oversight associated with digital currencies.

Criminal 0rganizatioﬂ®ocurrencies are frequently linked to criminal activities, which
discourages ma @ial users. This aspect has been a significant obstacle for non-experts
to embrace @) currencies because to their association with various criminal activities.
Scho, ar@ differing opinions on the extent to which cryptocurrencies are associated with
criminal activities. Cryptocurrencies have been utilized for buying illegal goods online, law
enforcement currently does not consider cryptocurrencies to be a significant danger!®. The
FBI has discovered numerous illegal schemes involving the usage of cryptocurrencies. The

FBI's 2012 report discusses many schemes they have encountered'.
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2.1.5 Uses of Cryptocurrency: Global Context

In a bid to evade United States sanctions, countries like Iran and Russia have reportedly
contemplated similar measures. The strategic implementation of a state-sponsored
cryptocurrency serves as an alternative to their respective fiat currencies, providing a means
to circumvent U.S. dollar-based economic regulations and international banking institutions'®.
Often characterized as rogue states operating outside the norms of th @tional
community, both Iran and Russia stand to benefit significantly from adopting™more covert
financing methods, affording them greater autonomy in their operatic@

The Democratic People’s Republic of Korea (North Korea) a%minently engaged with
cryptocurrencies as a deliberate strategy to navigate arc@ ited States sanctions. North
Korea has not only traded cryptocurrencies akin t Cp@dities on a stock exchange but has
also developed its own cryptocurrencies, allo the country to generate funds despite
monetary restrictions. By launching pro%%ry cryptocurrencies and establishing domestic

.
cryptocurrency wallets, North @ as adeptly infiltrated cryptocurrency systems,

presenting itself as a non-thﬁ“\zt@g{g entity employing cryptic communication. Additionally,

North Korea utilizes s%%on mixers, sophisticated tools that obscure the trace of a

transaction wit@kchain. This technique involves splitting the linear paths of a single
t1

transaction, %

Noﬂ%@employs cryptocurrency shifting services to further obfuscate the nature of

g a convoluted money trail that is challenging to decipher.

cryptocurrencies, such as Bitcoin, by converting them into alternative cryptocurrencies. This
strategic maneuver contributes to making the money trail even scarcer and less traceable.
Subsequently, North Korea can utilize the newly acquired cryptocurrency to exchange for fiat

currency on national markets or exchanges, effectively obtaining the American dollar without
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being subject to sanctions?!. This technique mirrors money laundering practices often utilized
by terrorist organizations, involving a process of moving, changing, and cleaning funds to
obscure their origin and facilitate their use?!. Employing these multifaceted tactics, the once
linear and traceable nature of the money trail is bent and obscured, rendering a coherent path
nearly indiscernible.
Cryptocurrencies have found utility beyond the realm of national strategi Q\rit both
companies and individuals utilizing them for various purposes, inclu@oint-of-sale
transactions, storing money, and investments. Major corporations s@&sMicrosoft, PayPal,
and the Subway sandwich chain now accept cryptocurrency a%s, and the adoption of
this technology is expected to grow as more companies r1 ¢ its benefits. The advantages
of cryptocurrencies lie in their cost-effectivene ,f& transactions being comparatively
inexpensive. Furthermore, the accessibility o\ftQ hnology is far-reaching, surpassing that
of traditional banking apparatuses. Crypt u\%ncies provide a viable solution for businesses
R
with risky models that may not find @ﬁrom traditional banks®.
The universality of cryptocur@l contributes to their widespread appeal, offering exciting
prospects for both ilﬁig;als and companies. As time progresses, the adoption of
cryptocurrencie ‘@h the private and public sectors is anticipated to increase. The
technology's& ity to transcend geographical boundaries, coupled with its efficiency and
acce@ positions cryptocurrencies as a promising tool for financial transactions,
investments, and various applications across diverse industries.
Despite the increasing acceptance and integration of cryptocurrency technology, the landscape
has proven to be highly volatile. In 2017, Bitcoin, the most widely recognized cryptocurrency,

experienced a staggering 15-fold increase in market capitalization compared to the previous
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year. The cryptocurrency market as a whole witnessed an extraordinary surge of 3,400%
during the same period®. Subsequently, both Bitcoin and the overall cryptocurrency market
faced significant declines, yet they still maintain substantial value, each priced at several
thousand United States dollars in the contemporary context. With an extensive array of over
one thousand cryptocurrencies currently available, making definitive statements about the
future of this diverse landscape becomes challenging. The question of which ¢ &utencies
will emerge as more popular or gain the most market share remains uncer@,} d only time

Within this diverse array of cryptocurrencies, certain notable ge%n as Bitcoin, Ethereum,

will unveil the true trajectory of the cryptocurrency market®.
and Ripple, have risen to prominence with larger mar alizations compared to their
counterparts. These premier cryptocurrencies hav, ?@shed themselves as leaders in the
market, enjoying widespread recognition % tion?®. However, predicting the future
dynamics of the cryptocurrency market hns elusive, and factors such as technological
.

developments, regulatory changes, @arket trends will inevitably influence its evolution.

Moreover, the expansion of c&ﬁrrency infrastructure has played a pivotal role in shaping
the environment for \@ read adoption. Both physical and digital infrastructures,

comprising rob s, cryptocurrency ATMs, and secure cryptocurrency wallets, have

N\

ccent years?’. Additionally, regulatory frameworks that are more

proliferated
acco r@lg to cryptocurrency activities have emerged, fostering an environment
conducive to the seamless integration of cryptocurrencies into various regions of the world.
The increasing number of cryptocurrency exchanges further contributes to the growing

ecosystem, providing platforms for trading and facilitating the exchange of digital assets.
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While the cryptocurrency landscape has experienced significant volatility, certain
cryptocurrencies have emerged as leaders in the market. The continuous expansion of
infrastructure, both physical and regulatory, suggests a growing readiness for pervasive
cryptocurrency adoption. However, the multifaceted nature of the cryptocurrency market,
coupled with the ongoing emergence of new technologies and regulatory frameworks, makes

the true potential and direction of the evolving cryptocurrency landscape ocurrencies

it challenging to make definitive predictions about its future trajectory. Only ti Qil nfold
S

can be traded for various fiat currency, is rapidly growing as morl begin to use the
technology.

Since as early as 2014, terrorist organizations, including ic State, al-Qaeda, and their
affiliates, have sporadically utilized cryptocurre cipb rticularly Bitcoin, as a means of
securing funding for their operations. While ﬂ% ent of adoption varies among different
groups, there is evidence that some, lik }&mas, have actively embraced cryptocurrency

.

technology, whereas others, like alzgaj\a, have shown less activity in this space?. Although
there is limited observed u@géryptocurrencies by terrorist organizations to date, the
potential for future utili@as prompted significant attention in policy and literature on the
subject. As tra 8@ methods of terrorism financing face increased scrutiny, and as
technology %Q more accessible, cryptocurrencies may become more appealing and
prac 'ca@ broader spectrum of terrorist organizations globally.

Nigeria has emerged as a global frontrunner in cryptocurrency adoption, driven by a
convergence of factors elucidated by various sources. The Central Bank of Nigeria (CBN)

recognized the phenomenon, acknowledging in its "Circular on Virtual Currencies" the need

for a cautious approach to cryptocurrencies?*. The circular outlines regulatory frameworks for
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financial institutions, indicating the initial apprehension and regulatory considerations
surrounding the growing use of cryptocurrencies in the country.
A crucial driver of cryptocurrency adoption in Nigeria is the prevalent issue of financial
exclusion, as highlighted by the World Bank's report, "Fintech in Nigeria: Opportunities and
Challenges®*. With a large unbanked population, many Nigerians seek alternative financial
services that can provide them with greater access and flexibility. Cryptoc (Q% have
proven to be a viable solution to address this financial exclusion, offering=avenues for
transactions, savings, and wealth management beyond the traditional @g system.
Further insight into the motivations behind cryptocurrenc @on in Nigeria, factors
contributing to the widespread adoption of cryptocurren cluding economic instability
marked by inflation and currency devaluation, t@vvy population with high mobile
phone penetration, and the convenience of -border transactions**?>. These factors
collectively create an environment condu '%0 embracing cryptocurrencies as an alternative
N
financial tool. \CO\
However, it is essential to cm&%e challenges associated with cryptocurrency adoption in
Nigeria, potential risks&@?allenges posed by cryptocurrencies, shedding light on the need
for a balanced a p@o their integration within the Nigerian financial system. Elaborately,
since as ear%;géli domestic terrorist groups within Nigeria, like Boko Haram and the
Islani\c/ West Africa Province (ISWAP), have shown sporadic interest in utilizing
cryptocurrencies to finance their activities, primarily Bitcoin. The extent of their adoption
remains limited compared to other funding methods, like extortion and resource exploitation.
However, some evidence suggests increasing sophistication, with reports of these groups

attempting to establish online fundraising platforms accepting cryptocurrency donations?.
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Unlike Boko Haram, which primarily relies on traditional channels, ISWAP has demonstrated
a more proactive approach towards cryptocurrencies. They've been linked to online
campaigns targeting supporters in the diaspora, encouraging donations through Bitcoin
wallets. This trend aligns with ISWAP's broader online presence and propaganda efforts>.
Despite the limited documented use of cryptocurrencies for terrorism financing in Nigeria, the
potential for future exploitation remains a serious concern. As counterterroris Q&t focus
on traditional financial channels, terrorist groups may increasingly find, cryptocurrencies
attractive due to their perceived anonymity and ease of cro@&er transactions?>.
Furthermore, Nigeria's rapidly growing smartphone penetrati ncreasmgly tech-savvy
population create a fertile ground for cryptocurrency ado’ otentially by both legitimate
users and illicit actors?. fb

Therefore, it's crucial to address this emergin t proactively. Strengthening regulations
and implementing KYC/AML protocols xyptocurrency exchanges operating in Nigeria

.

can be crucial steps. Additional@ising awareness among the public and financial
institutions about the risks asK' d with terrorist fundraising through cryptocurrencies can
play a vital role in pre@ﬁg future attacks. This adapted case study provides a specific
analysis of cry t@cy use in the context of Nigerian terrorism financing, drawing
parallels to % ovided global trends while highlighting the unique characteristics and
conc%@vant to the region. Remember to further flesh out this analysis with specific
examples, data, and citations from reliable sources to build a strong and insightful argument?.
Financing of terrorism. Cryptocurrencies have been linked to cases of terrorism financing. In
2015, the FATF released a report on the risks and threats associated with terrorism financing?®.

The document included a segment dedicated to virtual currencies and their link to terrorist
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financing, highlighting the various features of virtual currencies that may attract terrorists.
The report specifically states that terrorists receive funding from private donations, non-profit
organizations, criminal activities, extorting local populations, kidnappings for ransom,
commercial ventures, and state support. Each approach has unique difficulties; but, the profits
obtained from these endeavors must ultimately benefit the terrorist group. The research states
that terrorists are utilizing both physical ways, such as personal courier Qd irtual
techniques, such as cryptocurrencies, to acquire funds?®. This money {se two main
purposes: "direct operational support" for specific terrorist activities @xluire planning and

funding, and "broader organizational requirements" such as_reeguitment, paying recruits,

supporting existing infrastructure, and promoting propaga ﬂ% .
Terrorists frequently engage in additional criminal cyb%s like kidnappings, drug trafficking,
and bank robberies to finance their operations. sts have traditionally utilized the hawala

R

system for money laundering, involvin%t}physical transfer of cash among the sender,
receiver, and numerous intermedia ﬁ%‘ A

ter committing these ancillary crimes, terrorists
must find a way to launder tl@g‘{ey. However, the hawala system is recognized for being
time-consuming and ha@gs when attempting to transfer significant amounts of money

rapidly. Terrori ’@utilized cryptocurrencies to launder money obtained from illegal

N\
activities anddo réceive financial support from foreign donors, avoiding consequences from
their ho%%untry government. cash plays a crucial role in terrorist activities, highlighting
the efficiency of wusing digital currency for transferring funds inside -clandestine
organizations?®. The researchers examine how terrorists can exploit the virtual environment,

such as virtual worlds or virtual currencies, to hide their identities, illegal activities, and

sources of funding. Terrorists can outwit law enforcement to some degree by operating
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beyond conventional legal boundaries and consistently circumventing borders using the
Internet. Law enforcement has not yet found an efficient approach to collaborate and pool
resources to address criminals moving in and out of their areas®®.

Development of typologies for money laundering and terrorism financing, crimes may be
successful in virtual worlds, specifically in Second Life and World of Warcraft, where users
can utilize real money in-game?®. The shift of money laundering and terroris Qan ing to
online platforms, facilitated by the convenience and anonymity they pro@g ut it is not
directly related to cryptocurrencies?®. The initial segment of th udy details various
typologies and methods utilized by criminals to hide their illegal gains from criminal activities.
The researchers identified parallels and distinctions bet @oney launderers and terrorist
financiers in using virtual worlds to transfer funds T@sewed that money launderers tend
to be more cautious while laundering mone ugh various online transactions®. The
second portion of their study addresses th%pkctical implications for professionals. They talk

°
about the significance of the resea@

community to take a proacti\*%roach towards both online crimes. This study provides

practical guidance fm\@%nakers in developing AML and counter-terrorism finance

ow it could be utilized to urge the international

regulations®®. It ig’\inthiguing to observe the contrasting methods employed by money
launderers a%eggrism financers in virtual environments. They have two distinct objectives:
money\/ ering to hide illegal gains and terrorism financing to support terrorist activities
without much concern for anonymity?.

Critics believe that the innovation of bitcoin technology, which promotes a worldwide free
market and connects the globe financially, is worth the risk due to its potential to assist more

people than it harms, notwithstanding the advantages and disadvantages of cryptocurrencies.
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It is challenging to promote a revolutionary technology while also preventing the inevitable
associated crime. If measures could be taken to reduce the negative effects of being associated
with criminal activities, cryptocurrencies would become significantly safer for their users.
This study aimed to address a gap in the existing literature to progress in reducing the
negative impacts. This research project aims to analyze the function of cryptocurrency in
promoting transnational crimes. The literature review highlights the significa Q%arious
factors such as the type of cryptocurrencies, market for cryptocurrencies), opportunities for
exchanging large amounts of money without identification, tn@ion features, and

networking operations in understanding how cryptocurrencif faeilitate transnational crime

operations. Q
™

2.1.6 Evidence of Cryptocurrency Used b T%éist Organizations

Terrorist organizations use cryptocurren%%trade drugs, weapons, and other items on the
black market. For example, ‘Fund Ee;\}amic Struggle without Leaving a Trace’ is a dark
website used to transfer bite@% jihadis. Some extremists have even published a book,
Bitcoin wa Sadaqat al ﬂ@ which clearly teaches how to transfer valuable bitcoins from
North America ern Europe to jihadists?3. It has been reported that Bahrun Naim, the
planner of theaterrorist attacks in Jakarta in 2016, used Bitcoin for virtual payment to transfer
fund to@rmed elements and finance terrorist activities?*. In addition, Islamic law allows
the use of Bitcoin and other cryptocurrencies to fund jihadis, and cryptocurrency has become
an alternative to the mainstream financial system and legal tender. In June 2015, an American
teenager admitted that he had taught Islamic state members how to use Bitcoin. He provided

guidance on how to build bitcoin wallets for potential donors and tips on how to use the ‘dark
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wallet’ service?®. The Islamic State often kidnapped and blackmailed Europeans in Syria. By
using Bitcoin as a ransom payment tool, terrorists can raise funds and facilitate the transfer of
funds. This part of the funds was then used to fund terrorist attacks in Europe®. In addition,
there are also many anecdotes about terrorists using cryptocurrency in blackmail schemes
online. For example, terrorist analysis requires the use of 1,000 BTC in exchange for a
company’s data not to be disclosed?®. In January 2016, criminals used ransom Q%ontrol
the computers of the Lincoln Group, demanding a ransom of 500 USD wotth itcoin, but
they ultimately failed. In November 2015, three Greek banks re(@\blackmail threats,
demanding payment of hundreds of thousands of euros in Bit 'r&wcent years, the amount
of evidence of Bitcoin being used in criminal activities @e n increasing. Compared with
other countries, Indian terrorists and drug syndicatgp@ to use Bitcoin for transactions'®.
O
2.1.7 Motivation for the Use of Cryptoc ch by Terrorist Organization
.

Cryptocurrency was used by terror{(%gamzations from the perspective of cryptocurrency’s
attributes, namely, its anonyr@%ecentralization, and globalization?’. The irreversibility of
cryptocurrency transacﬁ@ d low transaction costs are why cryptocurrency is attractive to
terrorist ﬁnancig;\‘@' ontrast, cryptocurrency is not attractive to terrorist financing because
of the large flyctuation of cryptocurrency prices, the lack of trust mechanisms, the difficulty
of c nv@"g to main currencies, and the maturity of global fund tracking technology. The
supply of cryptocurrency is not flexible, the currency itself lacks internal value support and
credit guarantee, and the price of cryptocurrency can be manipulated, so terrorist

organizations have shown certain restrictions on its use?®!.
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The factors influencing the use of cryptocurrency by terrorist organizations based on the
information and communication technology development index, currency exchange
restrictions, cryptocurrency price fluctuations, and anti-Western sentiment!”. The RAND
Corporation’s research has shown that existing financial infrastructure is weak in developing
countries or areas with internal turmoil. Therefore, venture capital is attractive to terrorist
organizations. Terrorist organizations employ cryptocurrencies to create vent ®a1 and
obtain higher funds'. A key element of cyber terrorism is the use of cryptogurretiCies, such as
Bitcoin, to buy and sell prohibited goods and services on the dark w@&en the geographic
range, speed, and degree of anonymity provided by the dark web, it will attract terrorists. The

dark web is likely to be an extremely effective and se@e latform for terrorists to use

cryptocurrency?’. ber
(&

2.1.8 Terrorism Funding: Global and l\xr n Contexts
Terrorism has become a pressing gl @ssue in recent times, with countries around the world

grappling with the challengx&%ﬁses to their security and stability. One key factor that

enables terrorism to t@l the availability of funding!®22. Understanding the sources of

funding for terr{i;%'%anizations is crucial in order to develop effective counter-terrorism

strategies. 6

Terr%/@ding refers to the financial support provided to terrorist organizations or
individuals to carry out their activities. It is an essential aspect of terrorist operations, enabling
them to acquire weapons, equipment, and personnel necessary for their missions. There are
various sources and types of terrorism funding, including state-sponsored funding, illicit

activities, and private donations. State-sponsored funding occurs when governments provide
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financial support to terrorist groups either openly or covertly to further their political or
ideological agenda. Illicit activities such as drug trafficking, arms smuggling, and money
laundering also generate significant funding for terrorist organizations. Private donations,
often solicited through charities or religious organizations, play a crucial role in funding

terrorism as well?’. Understanding the definition and types of terrorism funding is @tial to

R
O

Terrorism funding, a pervasive global issue, demands a nuanced co@sion of its origins

develop effective strategies to combat this global threat.

2.1.9 Global Perspectives on Terrorism Funding

and channels. Delving into the worldwide panorama of terr 's%ancing underscores its
multifaceted nature that transcends national boundaries. Q ighted by Frederick Appiah
Afriyie, scholarly research has dissected the y@avenues through which terrorist
organizations procure funds, encompassing %Jb&onage, illicit ventures, and contributions
from sympathizers®!.
.

State patronage is often cited as a@cant source of funding for terrorist organizations.
Some states, either directly 'Qik%ectly, provide financial support to terrorist groups as a

means to advance the@cal agendas or destabilize rival nations*’. For example, the

Taliban in Afglgh(\@snas historically received funding from elements within the Pakistani
abl

govemment,&

traffickifig, s smuggling, and extortion, serve as lucrative revenue streams for terrorist

ng them to sustain their insurgency'. Illicit ventures, including drug

organizations®®. These criminal activities not only generate substantial funds but also provide
terrorists with the means to procure weapons and sustain their operations. The Islamic State of
Iraq and the Levant (ISIL), for instance, derived a significant portion of its funding from oil

smuggling, taxation, and the looting of banks™.
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Contributions from sympathizers, both individuals and organizations, also play a pivotal role
in financing terrorism. Donations may be solicited through legitimate charitable organizations
or informal networks, making it challenging to trace the flow of funds?’. Al-Qaeda, for
instance, has relied on donations from wealthy individuals in the Gulf region to finance its
operations®>. Understanding the diverse sources of terrorism funding is essential for
developing effective counterterrorism strategies. By disrupting financial ﬂowQQ tatgeting

the enablers of terrorism financing, governments can undermine the operati@lj pabilities of

terrorist organizations and mitigate the threat they pose to global sem@ .

Moreover, the interconnectivity of financial systems on a global Sealé¢ and the facilitation of
cross-border transactions have significantly streamlined t ess for terrorist entities to tap
into resources from international quarters®’. The a@f digital banking, online payment

platforms, and cryptocurrencies has revolutioni% e financial landscape, offering terrorists

unprecedented avenues for moving funds acro$s borders with speed and anonymity33.
.

The globalization of financial netw@ot only enables the swift movement of funds but also
poses a formidable challenge\% raditional regulatory mechanisms. Unlike conventional
banking transactions tb@% subject to stringent oversight and regulations, transactions
conducted throu, @ative financial channels often evade detection, making it difficult for
authorities tozrack and disrupt illicit funding'?. Furthermore, the proliferation of offshore
ﬁna@ers and shell companies complicates efforts to trace the true origins of funds,
providing terrorists with a cloak of secrecy to conceal their activities®>.

The use of emerging financial technologies further exacerbates the challenge of combating

terrorism financing. Cryptocurrencies, in particular, have emerged as a preferred medium for

transferring funds due to their decentralized nature and pseudo-anonymous features??.
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Terrorist organizations exploit the anonymity afforded by cryptocurrencies to solicit
donations, launder money, and finance their operations beyond the reach of traditional
banking regulations®!. Addressing the vulnerabilities inherent in the global financial system
requires a concerted effort to enhance regulatory frameworks, strengthen international
cooperation, and leverage technological innovations. By bolstering financial in&lligence
capabilities, improving information sharing mechanisms, and implementin st*Know
Your Customer (KYC) and Anti-Money Laundering (AML) measures,%@:ments can
enhance their ability to detect and disrupt terrorism financing @t s?%. Additionally,
collaboration between public and private sector stakeholders is.esseéatial to develop innovative
solutions and stay ahead of evolving threats posed by terr iflancing in the digital age?’.

Recognizing the globalized dimension of terrori ng underscores the imperative of
formulating robust counterterrorism strategies tﬂb anscend national jurisdictions. Effective

o

countermeasures necessitate collaborative, efforts among nations, emphasizing information
o 5\'

sharing, intelligence cooperation, ordinated regulatory frameworks (UNODC, 2020).

By fostering international so}i&and synergy, nations can fortify their defenses against the

insidious threat of terroh@ancing, thereby safeguarding global security and stability.

International oré@ns play a crucial role in facilitating cooperation among nations to

combat terrosism" financing. The United Nations Security Council, through its various
resolutic%%d sanctions regimes, provides a framework for member states to implement
measures aimed at disrupting the flow of funds to terrorist organizations®?. Additionally, the
Financial Action Task Force (FATF) sets standards and promotes best practices in combating

money laundering and terrorism financing, encouraging countries to enhance their legal and

regulatory frameworks.
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Bilateral and multilateral partnerships are instrumental in strengthening intelligence sharing
and operational collaboration among law enforcement agencies. The establishment of joint
task forces and information-sharing platforms enables countries to exchange critical
intelligence, track illicit financial flows, and apprehend individuals involved in terrorism
financing networks**. Furthermore, initiatives such as the Egmont Group (facilitate

collaboration between financial intelligence units, enhancing the analysis an mination

Q

of financial intelligence to combat terrorism financing??.
Coordinated regulatory frameworks are essential to address the Vuities in the global

financial system that terrorists exploit. Enhanced due diligehce requirements, stricter
oversight of financial institutions, and measures to detec@ srupt suspicious transactions
are integral components of effective counterte o@trategiesz“. Moreover, promoting
transparency and accountability in the ﬁnar%‘&m including the disclosure of beneficial
ownership information and the regulation %rtual asset service providers, helps mitigate the
.
risk of terrorist abuse of the ﬁna@ystem”. Addressing terrorism financing requires a
comprehensive and collaborat@%f)roach that transcends national boundaries. By leveraging

international cooperati@ing intelligence, and implementing coordinated regulatory

measures, natio@hance their capacity to detect, disrupt, and deter the flow of funds to

terrorist org
\,Q:b

ations, thereby safeguarding global security and stability.

2.1.10 Nigeria's Experience with Terrorism Funding
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Nigeria has faced significant challenges in combating terrorism funding within its borders.
The country has a long history of violent extremist groups, such as Boko Haram, which have
exploited various sources of funding to sustain their operations. One of the primary sources of
terrorism funding in Nigeria is the illicit drug trade. According to a report by the United
Nations Office on Drugs and Crime (UNODC), Nigeria serves as a major transit hub for drug
trafficking, providing an avenue for generating illicit funds for terrorist organiz ng.

Boko Haram, in particular, has been known to engage in various criminal agtivifi€s, including
drug trafficking, to finance its insurgency. The group takes adva % Nigeria's porous
borders and weak law enforcement infrastructure to smuggle r@arﬁculaﬂy cocaine and
heroin, through the country and onward to internationa Q”[s. This not only fuels drug
addiction and organized crime but also provides g@aram with a significant source of
revenue to fund its terrorist activities. Furthe “Boko Haram has also been involved in
other illicit activities such as kidnappir%f\ob ransom, extortion, and looting, all of which

.

contribute to its funding streams. @oup's ability to generate funds from diverse sources
underscores the complexity'@%(bating terrorism financing in Nigeria and the need for
comprehensive strategi@ddress both the supply and demand sides of illicit funding. In
addition to addr S@e criminal networks that facilitate terrorism financing, Nigeria also
faces challe@s in implementing effective regulatory and enforcement mechanisms to
combat @y laundering and terrorist financing. Weak financial regulations, corruption, and
a lack of coordination among law enforcement agencies have hindered efforts to disrupt the
flow of funds to terrorist organizations operating within the country.

To effectively combat terrorism financing in Nigeria, there is a need for strengthened

international cooperation, capacity-building initiatives, and targeted interventions to address
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the underlying socio-economic factors that contribute to the vulnerability of individuals and
communities to recruitment and radicalization by terrorist groups like Boko Haram.
Additionally, the kidnapping industry has emerged as a lucrative source of funding for
terrorist groups in Nigeria. Ransom payments from kidnappings have become a significant
source of revenue, with estimates suggesting that millions of dollars are paid an&ually to
secure the release of kidnapped individuals?’. Q
Terrorist organizations like Boko Haram and its splinter groups have capitalized”on Nigeria's
vulnerability to kidnappings, targeting both locals and foreigners for@&‘ion. These groups
use the ransom payments not only to finance their operations t%o recruit new members
and expand their influence. The frequency and scal anappings in Nigeria have
contributed to a climate of fear and instability, g@@meling the cycle of violence and
terrorism in the region?. ’b
The Nigerian government has taken }& to address terrorism financing, including
.
strengthening legislation and en{&}ng cooperation with international partners. The
Terrorism (Prevention) Act‘&gﬂ provides a legal framework for combating terrorism
financing and money\@%ﬂng, with provisions for the freezing of assets and the
prosecution of i ﬁsls involved in terrorist financing activities®*. Additionally, Nigeria
has enacted regulations to improve oversight of the financial sector and enhance due diligence
requ@rbfor financial institutions to detect and prevent illicit financial flows?’.
Furthermore, Nigeria has intensified its cooperation with international partners, including
neighboring countries and international organizations, to combat terrorism financing. Joint

operations and information-sharing initiatives have been established to disrupt terrorist

networks, track illicit financial transactions, and apprehend individuals involved in terrorism
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financing activities’>. Despite these efforts, challenges persist in effectively addressing
terrorism financing in Nigeria. Corruption, weak enforcement mechanisms, and a lack of
resources continue to undermine the effectiveness of counterterrorism measures. To achieve
meaningful progress, sustained political commitment, institutional reforms, and enhanced
international cooperation are essential to combat the scourge of terrorism financing and

%mplex

safeguard the security and stability of Nigeria and the broader region. Howeve Q

and evolving nature of terrorism financing continues to pose significant llenges for

O

2.1.11 Typologies of Cryptocurrency Usage in Terrori@ ding:

Nigeria's security apparatus.

Direct financing er

Direct financing represents a significant_av through which terrorist organizations

N

leverage cryptocurrencies to solicit donati r payments from sympathizers and supporters.
N

This tactic capitalizes on the anony, § accessibility afforded by digital assets, enabling
terrorists to raise funds witho& constraints imposed by traditional financial channels, the
decentralized nature of\@t?currencies facilitates direct peer-to-peer transactions, bypassing
the need for inte 3@ institutions and enhancing the privacy of donors and recipients®.

Transactions thed with direct financing typically take place through online platforms,
social n@channels, or encrypted messaging applications, allowing terrorist organizations
to reach a broad audience while maintaining a degree of anonymity. For instance, the

proliferation of crowdfunding campaigns launched by terrorist groups on popular social media

platforms, such as Facebook and Twitter, to solicit donations in cryptocurrencies®. These
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platforms serve as virtual hubs for propagating extremist ideologies and soliciting financial
support from sympathizers worldwide.
Moreover, certain terrorist groups may exploit the anonymity features inherent in specific
cryptocurrencies, to raise funds for specific operations or propaganda campaigns. These
privacy-centric digital assets offer enhanced anonymity by obscuring transactw{letails,
including the sender's address and the amount transferred®®. By lev Qng these
cryptocurrencies, terrorist organizations can conduct fundraising activ@esj ith greater
discretion and reduce the risk of detection by law enforcement agenc@
The use of cryptocurrencies for direct financing also presents challenges for authorities tasked
with monitoring and disrupting terrorist financing Qes. Traditional regulatory
frameworks designed to combat money launderi @errorist financing may struggle to
adapt to the decentralized and pseudonymo ture of cryptocurrency transactions?’.
Moreover, the global nature of cryptocurr Xnetworks and the lack of centralized oversight
.
further complicate efforts to identi’g(%ad interdict illicit fundraising activities conducted by
terrorist organizations. . \AQ
Direct financing repre%% significant typology of cryptocurrency usage in terrorism
funding, leveragi @nonymity and accessibility of digital assets to solicit donations from
supporters a@sympathizers worldwide. As terrorist organizations increasingly embrace
cryp% ies as a means of financing their operations, policymakers, law enforcement
agencies, and financial institutions must collaborate to develop robust regulatory frameworks
and technological solutions to detect, disrupt, and deter illicit fundraising activities. By

understanding the tactics employed by terrorists in utilizing cryptocurrencies for direct
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financing, stakeholders can enhance their ability to safeguard the integrity of the global

financial system and mitigate the risks associated with terrorism financing.

Money laundering

Money laundering, a pervasive criminal activity often associated with cryptocurrencies,
represents a critical aspect of terrorism funding in the digital age. This illicit pr. Q&ves as
a means to obscure the origins of illegal proceeds and the identities of thos€”involved in
financial transactions. As noted by Jacquez (2016), cryptocurrencies@&x novel avenue for
criminals to launder money, leveraging the inherent features of digital assets to cloak their
activities from law enforcement scrutiny. Further empha% e role of cryptocurrencies in
facilitating money laundering, highlighting the chall osed by the pseudonymous nature
of transactions and the decentralized infras‘u'{ctQ §lockchain technology’.

The growing trend of online money lau b«ing, driven by the increasing reliance on the

8
Internet and the reinforcement of a@lty through technological advancements?®. This shift

towards online platforms‘@ oney laundering, that the anonymity features of

cryptocurrencies make ?@%ﬂiculaﬂy attractive for criminal enterprises seeking to conceal

their illicit activifi &ghese sentiments, suggesting that the anonymity and accessibility of
cryptocurren% ontribute to their appeal as a tool for money laundering®’. The advantages
that ry@rencies offer to money launderers, including the ability to conduct transactions
across borders with minimal regulatory oversight and the potential for rapid asset conversion.
The nexus between cryptocurrencies and money laundering underscores the evolving

landscape of financial crime, particularly in the context of terrorism funding. As technology

advances and anonymity is reinforced, it is imperative for policymakers, law enforcement
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agencies, and financial institutions to remain vigilant in combating this threat’®. By
understanding the typologies of cryptocurrency usage in terrorism funding, stakeholders can
develop effective strategies to detect, disrupt, and deter illicit financial activities, thereby
safeguarding the integrity of the global financial system.
It is evident that as technology progresses, criminals adapt and capitalize on emerging
opportunities to further their illicit activities®®. The researchers aptly point o Qat oney
launderers are rational actors who strategically exploit the evolving lan@f financial
technologies to evade detection and perpetuate their unlawful operagx their exploration
of the reasons driving money launderers towards cryptocurrenci e allure of anonymity
offered by digital assets, which enables perpetrators to @ eir identities and activities
from law enforcement scrutiny*®. Furthermore, t @en‘[al impact that cryptocurrencies
can have on financial institutions when _uti for money laundering purposes. The
decentralized and pseudonymous nature ©f ¢ryptocurrencies creates a virtual environment
.
conducive to criminal activities, a{ﬁgﬁlg perpetrators to operate with impunity and evade
traditional regulatory measu1e$Q
However, while cryptoc %Cies offer money launderers a relatively seamless and
anonymous expefi Athe process of laundering illicit funds via digital assets may require
significant e&t nd meticulous planning. Setting up the necessary accounts and routing
trans ct@andestinely demands a certain level of expertise and coordination. Nevertheless,
the researchers highlight the efficiency of cryptocurrencies in facilitating larger volumes of
money laundering at a faster pace compared to traditional methods*”.
In essence, the typologies of cryptocurrency usage in terrorism funding through money

laundering underscore the multifaceted nature of financial crime in the digital era. While
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cryptocurrencies offer perpetrators unprecedented opportunities to conceal their illicit
activities, they also present challenges and complexities for law enforcement agencies and
regulatory bodies. By understanding the motivations and tactics employed by money
launderers in leveraging cryptocurrencies, stakeholders can develop proactive strategies to
mitigate the risks associated with terrorism financing and safeguard the integrity oftiglobal
financial system*. Q

Traditionally, money laundering entails the transformation of illicitly obtai@Qrty" money
into a form that allows criminals to utilize it without the risk of deteb law enforcement.
This process unfolds across three distinct stages: placeme %ing, and integration®.
Placement marks the initial phase, during which crimin@a ct their illicit funds into the

foreign currency to blur the trail between d ic and international banking systems.

legitimate financial system through various meag. @ould involve converting cash into

Alternatively, criminals might establish fi kompanies with heavy cash flows, providing a
cloak for large sums of illicit mon{gﬂ;tner tactic involves "smurfing" and "structuring,"
wherein criminals divide the'\ %:eeds into smaller amounts and distribute them across
multiple accounts held %%erent individuals. By keeping these amounts under the radar of
anti-money lau E@stems, they can later consolidate the funds into personal accounts*.

Layering co%fgf!s the subsequent stage, wherein criminals endeavor to obfuscate the illicit
origins @ir funds. Having infiltrated the legal financial system in the placement phase,
they proceed to shuffle the money across various accounts, both domestically and offshore.
This constant movement serves to further obscure the true source of the funds, complicating
efforts by law enforcement to trace their origins, particularly if smurfing and structuring

techniques were employed during the placement stage.

63



In addition, criminals may resort to falsifying documents, such as invoices for fictitious sales
or purchases, to justify the influx of large cash amounts or deposits. Corruption can also
become a factor during this stage, as criminals may exploit financial system employees or
even law enforcement officials, bribing them to facilitate their transactions. Another tactic
involves integrating the illicit cash into a legitimate, cash-intensive business,sldually
funneling the money through the business operations. Through this method, crithinals*'merge
their illegal proceeds with the legal income generated by the front \conipany they've
established*. é

The final phase of the money laundering process is integrati @re the objective is for
criminals to emerge with the same amount of cash they @ with, now unencumbered by
fears of tracing back to their illicit activities. This t;@'&en sees criminals investing in real
estate or purchasing high-end items that can be %§red with cash without raising suspicion.
Integration revolves around enabling crirx\ab to freely utilize their "cleaned" money as if it

.

were legitimately acquired?®. EV{%\Vith meticulous precautions taken to layer their
transactions and conceal the‘i@gfrigins of their funds, criminals must exercise prudence in
their spending to avoi@g unwanted attention from law enforcement. It is imperative
that they refrai ‘@onspicuous consumption or extravagant purchases that could raise
suspicion. 'IB nking system's stringent regulations and the requirement for personal
iden ﬁa@ when opening accounts make it easier for authorities to track transactions
between accounts*.

Similarly, the process of cryptolaundering mirrors traditional money laundering in its three-
step approach of concealing origins and legitimizing illicit proceeds. However, the utilization

of cryptocurrencies streamlines and expedites this process for criminals. The pseudo-
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anonymity provided by Bitcoin and other cryptocurrencies presents an opportunity for
perpetrators to exploit the system and launder their criminal proceeds without triggering red
flags within traditional banking systems. While it may be challenging to find Bitcoin
exchanges willing to facilitate large cash-to-cryptocurrency transactions, it is not impossible*.
The decentralized nature of cryptocurrency exchanges and the lack of stringent identity
verification procedures create an environment conducive to illicit activi Q%a\owing

criminals to bypass the regulatory scrutiny imposed by traditional financial insfitutions. As a

result, cryptolaundering offers a convenient and relatively low-risk @ ative for criminals

seeking to obscure the origins of their illicit funds and in@t em into the legitimate
financial system?. Q

In the realm of cryptolaundering, criminals seekin tq—@ert cash into Bitcoin and vice versa
often seek out trusted Bitcoin exchanges capabl cilitating such transactions. Historically,
this process may have necessitated face-tosfac® meetings, where cash is exchanged for Bitcoin

.

and subsequently transferred to the\ﬁ%ﬂﬁas' wallets. However, it has become increasingly
common for criminals to con@g{eir illicit activities entirely in Bitcoin, thus circumventing
the need to convert cash,i Qigital currency in the first place*'. During the placement stage
of cryptolaunde ,%{ninals have several options for depositing cash into Bitcoin. One
approach in@e utilizing local Bitcoin exchanges that are willing to accept large sums of
cash in @nge for Bitcoin. These exchanges may operate in regions with lax regulatory
oversight, providing a convenient avenue for criminals to enter the cryptocurrency market
without attracting unwanted attention. Additionally, criminals may engage in illicit business
transactions using Bitcoin from the outset, receiving payments in cryptocurrency for goods or

services rendered?'.
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This shift towards utilizing Bitcoin for illicit transactions from the outset not only simplifies
the cryptolaundering process but also minimizes the risks associated with converting cash into
digital currency. By conducting business exclusively in Bitcoin, criminals can obfuscate the
origins of their funds and evade detection by traditional financial institutions and law
enforcement agencies*”. However, this approach may also expose criminals to the, inherent
volatility and regulatory uncertainties associated with cryptocurrencies, hi Qﬁtug the
complex interplay between illicit activity and technological innovatiorQnJQe realm of
financial crime. é

In the context of cryptolaundering, drug traffickers ex %how cryptocurrencies,
particularly Bitcoin, can facilitate the entire money ing process. Initially, drug
traffickers may operate on the darknet, a hidden p rtka the internet where illegal activities
are conducted anonymously*?. Utilizing Bitcoin e primary medium of exchange on these
platforms already serves to obscure tl&h&ntities of all parties involved, fulfilling the

.

placement stage of money laundeggg;\\mis mirrors traditional money laundering practices
where criminals exchange the'\lq%lt funds for foreign currency to conceal their origins and
integrate them into the finahctal system.

Moving into the % stage, criminals exploit the anonymity inherent in Bitcoin to create
multiple acc@ts, a tactic made feasible by the platform's minimal requirement for personal
iden{/@ As Bitcoin transactions are pseudonymous rather than truly anonymous, savvy
criminals recognize the importance of layering transactions to further obfuscate the origins of
their funds. By orchestrating a complex network of interrelated accounts, criminals can
effectively disguise the flow of illicit funds, shielding themselves from detection by law

enforcement agencies*’. Despite Bitcoin's pseudonymous nature, it still leaves a digital trail
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through its transparent blockchain ledger, documenting every transaction between wallets?.
Consequently, prudent criminals understand the necessity of maintaining caution during the
layering stage to prevent detection. Employing multiple accounts to communicate and transact
with one another helps to safeguard the true origins of the laundered funds.

Finally, in the integration stage, criminals have the option to retain their illicit gains in Bitcoin
for future transactions or convert them back into fiat currency through 1 Bitcoin
exchanges. This process, commonly known as "cashing out," allows crimi a&seamlessly
reintegrate their illicit funds into the traditional financial system. Mo Bitcoin's inherent
properties enable swift and efficient laundering of "diﬂy"@% obtained from illegal

activities, reducing the time and effort required compa raditional money laundering

methods*2. b’b’Q
®%

Drug Trafficking
.

Cryptocurrencies have become d eSnrenched in the operations of darknet markets,
serving as the primary medh@gjexchange for a wide array of illicit goods and services.
Often likened to the " %)Q of the underground economy, these online marketplaces offer
a clandestine p, or the trade of contraband ranging from drugs and weapons to
assassinatio@ sexual services. Notably, that illicit drugs are the most sought-after items
ont ese@r,gll online marketplaces, with a significant portion of these drugs originating from
the United States*. English-speaking countries and Western European nations emerge as key
players in the trafficking of illicit drugs on cryptomarkets. Cannabis, stimulants such as

cocaine and amphetamines, ecstasy (MDMA), and psychedelics like NPS and LSD constitute

the primary drugs offered for sale*. This dominance underscores the global reach and impact
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of cryptomarkets in facilitating the underground drug trade, transcending geographical
boundaries and enabling anonymous transactions on an unprecedented scale.

The allure of cryptocurrencies for both buyers and sellers on darknet markets lies in their
pseudonymous nature and decentralized infrastructure, which afford participants a degree of
anonymity and security unattainable through traditional financial channels*!. As_ a result,
cryptocurrencies have emerged as the preferred medium of exchange for illicit @fms on
these platforms, fueling the proliferation of the underground econo afid presenting
formidable challenges for law enforcement and regulatory agen(@xrldwide. Darknet
marketplaces indeed heavily rely on cryptocurrencies as the_pre d mode of payment to
ensure anonymity for both buyers and sellers engaging Q‘[ transactions. The inherent
pseudonymity and decentralized nature of cry to@wies provide an added layer of
protection for participants, making it challengi law enforcement agencies to trace and
identify individuals involved in these ille }ﬂvities“o.

N

Operating on the darknet poses sig&ﬁ?nt hurdles for law enforcement, as the anonymity of
the internet makes it difficult @ te and shut down these underground marketplaces. When
combined with the use‘ef @tocurrencies, which further obfuscate transactional details, the
task becomes %'Are daunting. This dual challenge underscores the complexity of
combating c@crc ime in the digital age, where traditional investigative methods may prove
ineff@%gainst sophisticated criminal networks leveraging advanced technologies.
Moreover, the transient nature of darknet marketplaces exacerbates the issue of crime

displacement. Even if law enforcement successfully shuts down a particular marketplace, new

ones can quickly emerge to fill the void, perpetuating the cycle of illicit activities*'. This

68



phenomenon poses significant challenges for law enforcement agencies, as it requires
constant vigilance and adaptation to stay ahead of evolving criminal tactics.

In the context of drug trafficking on darknet markets, cryptocurrencies play a pivotal role in
reducing the costs associated with traditional drug trafficking operations. By concealing their
transactions through cryptocurrencies, traffickers can evade detection and mitigate the risks of
interception by law enforcement authorities. This dynamic underscores gxbiotic
relationship between technology and crime, where advancements in digitalicurfehcies enable

the proliferation of illegal activities while complicating efforts to cor@sm effectively®’.

Terrorism Financing Q :

The linkage between cryptocurrencies and terrori fa%ing has raised significant concerns
within the international community. In resp%lsge’jéese concerns, the Financial Action Task
Force (FATF) issued a comprehensive&%rt in 2015 addressing the risks and threats
.

associated with terrorism ﬁnancing&@ a dedicated section focusing on virtual currencies.
The report highlights Variouia&:ts of virtual currencies that could appeal to terrorists,
underscoring the need orQightened vigilance and regulatory measures to mitigate these
risks®. Terrorist ‘@ a diverse array of methods to finance their operations, including
private don%ls, non-profit organizations, criminal activities, extortion, kidnappings for
rans m,@’gmercial enterprises, and state sponsorship**. Each of these methods presents
unique challenges, but ultimately, the revenue generated from these activities is channeled to
support the terrorist organization's objectives.

The report emphasizes that terrorists utilize both physical and virtual means to obtain funds,

with cryptocurrencies emerging as a particularly attractive option due to their pseudonymous
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nature and decentralized infrastructure. This enables terrorists to conduct financial
transactions with a degree of anonymity, making it difficult for law enforcement agencies to
trace the flow of funds and disrupt terrorist financing networks?*.

The funds acquired through these illicit activities serve two primary purposes, as delineated
by the "direct operational support" and "broader organizational requirements," Direct
operational support refers to the financing of specific terrorist operations, whic @equire
meticulous planning and substantial financial resources®. Meanwhile, broader prganizational
requirements encompass activities such as recruiting, compensatruits, maintaining
infrastructure, and disseminating propaganda to further the te is%anization’s objectives.
Terrorists frequently engage in additional criminal ac@ , such as kidnappings, drug
trafficking, and bank heists, to raise funds for thei Op@bns. These illicit activities not only
provide a source of revenue but also enabl te@§ to diversify their funding sources and
minimize their reliance on traditional fi kﬂing channels, thereby complicating efforts to

.

combat terrorism financing®*. Tra@ , terrorists have relied on the hawala system for
money laundering, a metho&%lving the physical transfer of cash between senders,

receivers, and interme@ . However, this approach can be cumbersome and risky,

particularly whef@ with large sums of money. Although the blockchain forensics tools
, the

have develo%

to get @ with their crimes.”® With the proliferation of the Internet, terrorists have

terrorists are now using DeFi platforms, mixers and non-custodial wallets

increasingly turned to cryptocurrencies as a more efficient and discreet means of laundering
funds acquired through side crimes. Moreover, cryptocurrencies provide a convenient channel
for foreign donors to support terrorist activities without attracting scrutiny from their home

country governments®,
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Similarly, the significance of cash in terrorist operations, underscoring the value of digital
cash as a clandestine means of transferring funds within a covert group®'. Terrorists leverage
the virtual environment, including virtual worlds and virtual currencies, to conceal their
identities, illicit activities, and sources of funding. Operating beyond the reach of traditional
law enforcement, terrorists exploit the borderless nature of the Internet to evade detection and
law enforcement efforts. Typologies for money laundering and terrorism finan 'Q&loring
the feasibility of these crimes in virtual environments such as Second Iiife afid World of

Warcraft*. While not directly connected to cryptocurrencies, theiﬁ&h\gs underscore the

shift of illicit financial activities online, facilitated by the angn and ease of use offered

Q\ differences in the approaches

by virtual platforms. Their research identifies similaritie
taken by money launderers and terrorist financie '%%ual worlds, highlighting divergent
agendas and strategies. The importance of ro W€ international cooperation in combating
money laundering and terrorism ﬁnan the digital realm*. Their work serves as a
valuable resource for policymakers @}\ng o develop effective anti-money laundering (AML)
and counter-terrorism ﬁnand&"A F) policies tailored to the evolving landscape of online
crime. QQ
-\

Cross-border transactions

Cross-borde%gﬁctlons facilitated by cryptocurrencies present unique challenges in
bypa, sn@%anmal controls and sanctions imposed by regulatory authorities’*. These
transactions enable individuals and entities to circumvent traditional banking channels and
evade scrutiny, allowing for illicit activities such as money laundering, terrorism financing,
and sanctions evasion. One key aspect of cross-border transactions with cryptocurrencies is

their decentralized and pseudonymous nature, which obscures the identities of transacting
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parties and the origins and destinations of funds*?. This anonymity undermines the ability of
regulatory authorities to monitor and enforce compliance with financial regulations, including
sanctions regimes.
Furthermore, cryptocurrencies provide a borderless and frictionless means of transferring
value across international boundaries with minimal transaction costs and delays. Unlike
traditional banking systems, which may impose restrictions or delays o Q%border
transfers, cryptocurrencies enable instantaneous and unrestricted moviem of funds,
facilitating illicit activities while bypassing financial controls an@ions. The role of
cryptocurrencies in enabling individuals and entities to _gvade sanctions imposed by
governments and international bodies**. Transacting@@ryptocurrencies, sanctioned
individuals and entities can effectively bypass re tr@ on access to traditional financial
systems, enabling them to continue conducti ss and accessing international markets.
Moreover, the global nature of crypto %&cy networks and the absence of centralized
S
oversight make it difficult for @ ry

c
tory authorities to enforce sanctions effectively.

Transactions conducted on® de&gfralized exchanges and peer-to-peer platforms further

\

complicate efforts to rr@nd interdict illicit cross-border activities. In response to these

challenges, regt@thorities and international organizations have intensified efforts to
h

enhance ove and regulation of cryptocurrency transactions to combat illicit cross-border
activ@asures such as enhanced due diligence requirements, Know Your Customer
(KYC) regulations, and increased cooperation among law enforcement agencies and financial

institutions aim to mitigate the risks associated with cryptocurrencies and strengthen the

integrity of the global financial system?°.
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The proliferation of cryptocurrencies has facilitated cross-border transactions that bypass
financial controls and sanctions, posing significant challenges for regulatory authorities and
policymakers seeking to combat illicit activities in the digital realm. Addressing these
challenges requires a coordinated and proactive approach involving collaboration among
governments, regulatory bodies, and industry stakeholders to develop effective strategies and
mechanisms for mitigating the risks associated with cryptocurrencies and Q&Vﬂg the
integrity of the international financial system?. It calls for an international line §f'coordinated
response, information sharing and the enforcement of global compli@%ndards in order to

O

Investment and Resource Acquisition: Q

properly disrupt these illicit financial flows®.

Investment and resource acquisition through cryp oq@ies have emerged as a significant
concern due to their potential role in facilitatin procurement of weapons, supplies, and
propaganda tools by illicit actors sucl%s\errorist organizations and criminal groups®.
.

Cryptocurrencies offer a decentr&ﬁ%b and pseudonymous means of transferring value,
enabling individuals and enﬁt@%nance their activities with reduced risk of detection and
interference from authm@Q.One area of concern is the use of cryptocurrencies to purchase
weapons and su p@ underground marketplaces. These marketplaces operate on the dark
web and off%;(a(ge of illicit goods, including firearms, explosives, and military equipment.
The re@’gce of online forums and marketplaces where individuals can anonymously
purchase weapons using cryptocurrencies, posing a significant challenge to law enforcement
efforts to disrupt illegal arms trafficking networks?2.

Additionally, cryptocurrencies facilitate the acquisition of supplies and materials needed for

various illicit activities, such as drug manufacturing, human trafficking, and cybercrime?*®. By
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enabling anonymous transactions, cryptocurrencies enable individuals and groups to procure
equipment, chemicals, and other resources without leaving a trace, complicating efforts to
interdict and investigate illicit operations. Furthermore, cryptocurrencies are used to finance
propaganda campaigns and disseminate extremist ideologies through online channels.

Terrorist organizations and extremist groups leverage social media platforms, websites, and

messaging apps to spread their message and recruit followers®®. Cryptocurre Qpr ide a
convenient and discreet means of funding these activities, allowing support@onate funds

without revealing their identities or the source of their contributions. é

2.1.12 Consequences of Terrorism Funding QQ

Expanding on the consequences of terrorism fu 113%% impact extends far beyond mere

financial transactions. One major consequence i oss of innocent lives and the destruction

of infrastructure. Terrorist organizations ébutilize the funds they acquire through various
.

means to orchestrate attacks that re@oth immediate casualties and long-term social and

economic devastation. . \AQ

For instance, in Nigeria@ oko Haram terrorist group has perpetrated numerous bombings,

kidnappings, an h@ on schools, leading to the deaths of thousands and the displacement

of millions“ﬁhe e attacks not only claim lives but also instill fear and insecurity within

com u@ hindering development and exacerbating socio-economic disparities.

Moreover, the ripple effects of terrorism funding are profound, impacting sectors such as

healthcare, education, and infrastructure. Scarce resources that could have been allocated to

essential services are diverted towards security measures and counterterrorism efforts,

straining already fragile economies and exacerbating poverty and inequality?’. Additionally,
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the destruction of critical infrastructure further hampers socio-economic development and
impedes efforts to rebuild and recover from the devastation wrought by terrorist attacks.
Expanding on the ramifications of terrorism funding, it's evident that it fuels a vicious cycle of
violence and instability, which in turn obstructs peace-building endeavors. The proliferation
of arms and the militarization of conflict zones serve to perpetuate this cycle, re&lting in
increased loss of life and the displacement of populations®’. Q
Terrorist organizations, flush with funds from various illicit sources, @Q heavily in
acquiring weapons and ammunition to sustain their operations. Th s often find their
way into conflict zones, exacerbating existing tensions and int s@ violence. For example,
in regions like the Sahel, terrorist groups such as Al-Qa e Islamic Maghreb (AQIM)
and Boko Haram have capitalized on terrorism fi n@o procure sophisticated weaponry,
prolonging conflicts and inflicting widespre fering on civilian populations®. The
militarization of conflict zones not only es %es violence but also hampers efforts to achieve
.

peace and reconciliation. The prese@f armed groups, fueled by terrorism financing, creates
an environment of fear and i@%ﬁy, making it difficult for communities to trust in peace
processes and engage \'@%ogue. Moreover, the influx of weapons prolongs conflicts,
making resoluti{/@ and exacerbating the suffering of affected populations?.
Furthermore&e cycle of violence perpetuated by terrorism funding undermines social
cohe%@ trust within communities. The prevalence of armed conflict erodes social bonds
and fractures communities along ethnic, religious, and sectarian lines. This fragmentation
impedes efforts to foster reconciliation and build resilient societies capable of withstanding

the challenges posed by extremism*.
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One of consequence of terrorism funding is the destabilization of governments and regions.
By providing financial support to extremist groups, individuals or organizations can
manipulate power dynamics and contribute to political and social unrest. This not only
hampers governance and stability but also poses significant challenges to international peace
and security®®. The infusion of funds into extremist groups empowers them to challenge the
authority of established governments and undermine state institutions. Thes %u S may
exploit grievances within marginalized communities, exploiting them for reffuitment and
support. As a result, governments may find themselves grap lth internal strife,
insurgency, and armed conflict, further exacerbating instabili@%ndering efforts towards
democratization and development®. Q

Additionally, terrorism funding can lead to the d V@@nt of criminal networks and illicit
activities. Terrorist organizations often en%’b oney laundering, drug trafficking, and
smuggling to sustain their operations and&&fe funding?!. These activities not only harm the

.

economy but also create an enviro ﬁg}'conducive to corruption and organized crime. The
involvement of terrorist groa fllicit activities not only provides them with the financial
resources to perpetrate \@e but also undermines the rule of law and erodes public trust in
institutions. Fu @, the convergence of terrorist and criminal networks blurs the lines
between po%cg'/violence and organized crime, posing significant challenges to law
enfo cex@@nd security agencies tasked with combating both threats.

Moreover, the proliferation of illicit activities fueled by terrorism funding can have far-
reaching consequences beyond national borders. Transnational criminal networks, enabled by

globalization and technological advancements, pose a threat to global security and stability.

The trafficking of drugs, weapons, and humans, facilitated by terrorist organizations,
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undermines efforts to promote peace and prosperity and perpetuates cycles of violence and
instability in regions across the globe®*. The consequences of terrorism funding extend
beyond immediate security concerns to encompass governance, stability, and economic
development. Addressing terrorism financing requires a multifaceted approach that targets not
only the financial networks that sustain terrorist organizations but also the underlying socio-
economic and political factors that fuel extremism and enable illicit activities @ri . The

consequences of terrorism funding are far-reaching and demand 2‘& ention and

O
N

2.1.13 Regulation of Cryptocurrency Q

collaboration in order to effectively combat this threat.

Global Perspectives er

As a new fintech phenomenon, cryptocurrenc ation is still being explored in countries
around the world, and the regulators sgx rend of diversification, with some acting as
.
securities regulators and others as ¢ G%Ranks, and the introduction of regulatory policies is
relatively frequent. By summas\ia%the development of crypto-digital regulation in the U. S.,
the establishment of re@@% policies, and enforcement of regulation*®. China should take
the U. S. federa %;{1' s law as a mirror and can start with the Securities Act to refine more
precise and ropriate regulatory rules and approaches according to the characteristics of
cryp%@ies themselves*. On the other hand, summarizes two paths: one is the
interpretive path, and the other one is the legislative path. The interpretive path emphasizes
integrating cryptocurrencies into the existing AML system and formulating special AML
departmental regulations to clarify the contents of laws and regulations; the legislative path

focuses on adopting a comprehensive regulatory approach and formulating a Cryptocurrency
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Law or a Virtual Currency Law to stipulate the contents of AML*. Reference can be made to
the practice in Germany to clarify the attribution of taxable types arising from cryptocurrency
transactions through notices or guiding cases from governmental authorities and subsume
them under the existing taxation in China. This is beneficial to the stability of China's overall
tax system on the one hand, and on the other hand, it can adapt to the rapid development of
the cryptocurrency market by flexibly classifying the trading activities of ¢ &encies
such as Bitcoin into the original tax system, so that China's tax system pre% enness and
inclusiveness®’. O
Accurate targeting of regulation %
The target of tax authorities' tax regulation of cryptoc@ s should shift from users to
intermediaries and third-party reporting platform: 48(@ently, the scale of cryptocurrency
transactions is getting larger and larger, and ction intermediaries are springing up.
Because intermediaries and third-party r >ﬁng platforms are important nodes to connect
.
users of cryptocurrency transaction&ﬁ%ﬂ-functioning intermediaries and thirdparty reporting
platforms will in turn facilita&&ocurrency users to regulate their transactions, which is a
feasible strategy given ﬂ@%ent technical challenges.
Reporting Plat@%
It makes se%‘[o establish a third-party reporting platform by referring to the practices of
cou rie%rgt as the United States®*. All taxpayers registered on the platform should undergo
due diligence and fill in basic data, while the third-party reporting platform should keep basic
data records of all taxpayers. Of course, such data records are not compulsory for the platform
to report to the tax authorities. At the request of taxpayers, platform parties are obliged to

provide their transaction records to taxpayers, which can help taxpayers to calculate the
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taxable amount. Thus, the establishment of a third-party reporting platform both facilitates the
work of tax authorities and assists them in their supervisory role. Although the principle of
fairness requires that all income of taxpayers should be reported, considering the reality of
China, taxpayers reporting all data will greatly increase the pressure of examination by tax
authorities*’.

activities exceeding a preset threshold and taxable activities with suspiCiou§™patterns are

To make the reporting information manageable, tax authorities can stipulate th;@axable

reported to the tax authorities. Since transaction results and data are n different trading

platforms and third-party payment platforms, regulatory p&'c@r third-party reporting

platforms are central to platform construction. The ishment and regulation of

cryptocurrency trading platforms in the EU, the U, Canada. Cryptocurrency tradin
o st

platforms in the U. S. are required to registgr v&%

or seek exemptions; Canada requires ]@ and cryptocurrency operating companies to

e Securities and Exchange Commission
°
enforce customer identification, tr@xon record keeping, and monitoring funds to report

suspicious transactions; and apanese government includes virtual currency trading

N\

platforms, including bitcoiny in its anti-money laundering regulatory system, adopting a

registration syst &\%iew and regulate®*3448,

2.1.14 Niger, l;éspectives

In Nj e@,’ge regulation of cryptocurrency has been a topic of significant interest and debate
in recent years, reflecting the growing adoption of digital currencies and the need for
regulatory clarity in the emerging cryptocurrency market*s. The Central Bank of Nigeria

(CBN) has been at the forefront of regulating cryptocurrency activities within the country,

issuing directives and guidelines to address various concerns related to consumer protection,
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financial stability, and anti-money laundering (AML) efforts. One of the key regulatory
actions by the CBN was the issuance of a circular in 2017, which cautioned financial
institutions and the general public about the risks associated with cryptocurrencies and
warned against their use in the Nigerian financial system*®. The circular highlighted concerns
such as money laundering, terrorism financing, and the lack of regulatory overs& in the
cryptocurrency market. Q

Despite the CBN's cautionary stance, cryptocurrency adoption has con lgto grow in
Nigeria, driven by factors such as financial inclusion, remittance @s, and investment
opportunities. In response to this trend, the Securities and E @Commission (SEC) of
Nigeria announced plans to regulate digital assets and i in offerings (ICOs) in 2020,
recognizing the need for a more compreh s'ra gulatory framework to govern
cryptocurrency activities. In 2021, the SEC rel guidelines for the regulation of crypto
assets, categorizing cryptocurrencies and *k\eh offerings into various classifications based on

.

their structure and use cases**%. T@atory framework aims to provide clarity for market
participants, protect invesmS m fraud and scams, and promote the responsible

development of the l@%ﬁency industry in Nigeria®. Most of its efforts to ban

cryptocurrency Cﬁ%ns, such as the Central Bank of Nigeria’s 2021 directive forbidding
ig

them, were &

activ@ drove the market into the toughest of them all: the informal peer-to-peer

ed to limit money laundering, financing of terrorism, and speculative

networks where oversight is the weakest.!”” While the aim here is to protect the financial

system, it has also been an obstacle to innovation and widened the distance between Nigeria

and global best practices.
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However, the regulatory landscape for cryptocurrency in Nigeria remains complex and
subject to ongoing developments. Challenges such as regulatory overlaps between different
government agencies, enforcement issues, and the need for international cooperation to
address cross-border cryptocurrency activities continue to pose significant hurdles to effective
regulation. Moving forward, achieving a balance between promoting innovation and
safeguarding against potential risks will be crucial for the regulation of cry Qﬁncy in
Nigeria. Nigeria has to go beyond mere prohibition to a balanced regulat el that will
enable the growth of digital innovation while managing the inev@xerisks.101 This will
require ongoing collaboration between regulators, industw&%ders, and the broader

community to develop a regulatory framework that fO esponsible innovation while
y p g ry p

protecting the interests of investors and maintaini %Qégrity of the financial system.
2.1.14 Kenya Perspectives ’;@

The regulation of cryptocurrency in Ken \as\evolved gradually as the country grapples with
balancing innovation and risk miti@. As one of Africa's leaders in financial technology
(fintech), Kenya’s experieme&gﬂ platforms like M-Pesa has laid the groundwork for

\

exploring digital currer&@%owever, the rise of cryptocurrencies presents unique challenges
due to their de e@d nature and potential misuse in illicit activities such as money
laundering a%g%rism financing. Initially, Kenyan authorities approached cryptocurrencies
with ca@fb In 2015, the Central Bank of Kenya (CBK) issued a public warning advising
citizen\s/against using virtual currencies, citing risks related to fraud, hacking, and lack of

consumer protection!. This cautious stance was rooted in concerns about the unregulated

nature of cryptocurrencies and their potential to destabilize the formal financial system.
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Despite this early skepticism, the CBK acknowledged the need for further study into the
benefits and drawbacks of digital currencies.

In recent years, Kenya has taken significant steps toward regulating cryptocurrencies while
fostering innovation. A notable milestone came in 2023 when the CBK introduced regulations

requiring cryptocurrency exchanges to register with the central bank and comply with anti-

*. These

money laundering (AML) and counter-terrorism financing (CFT) prot
regulations aim to enhance transparency and accountability within the& sector by
mandating Know Your Customer (KYC) procedures and transaction @&ring. Additionally,
the Kenyan government established a task force in 2019 to e @ feasibility of adopting
blockchain technology and digital currencies. The task ft onrt recommended a phased
approach to integrating blockchain into pu iv&ices while ensuring regulatory
safeguards”3”~. This strategic framework re Kenya’s commitment to leveraging
emerging technologies responsibly. \

.
Despite these regulatory advan@ts, several challenges persist. The absence of
harmonized regulations acm&st Africa complicates efforts to monitor cross-border
transactions involving @rrencies, creating opportunities for malicious actors to exploit
jurisdictional di @23. Furthermore, law enforcement agencies and financial institutions
often lack t%te nical expertise required to track and investigate illicit cryptocurrency
trans ct@ublic awareness and education also remain critical issues, as many Kenyans are
unaware of the risks associated with cryptocurrencies, making them vulnerable to scams and
fraudulent schemes.

Kenya’s regulatory efforts are increasingly aligned with global standards set by organizations

such as the Financial Action Task Force (FATF). For instance, the FATF’s guidance on
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virtual assets and service providers (VASPs) has significantly influenced Kenya’s approach to
regulating cryptocurrency exchanges’. Moreover, Kenya participates in regional initiatives led
by the East African Community (EAC) to promote collaboration on fintech regulation and
cybersecurity. Academic research highlights the dual nature of cryptocurrencies in Kenya. On
one hand, they offer opportunities for financial inclusion and economic growth. A study notes
that cryptocurrencies could help reduce remittance costs for Kenyans receivi %& from

abroad. On the other hand, scholars warn of the risks posed by inadequat€ regulation,

particularly in terms of terrorism financing and money laundering’. &

2.1.1.4 Strategies to Combat Terrorism F ndi’%
Global cooperation and collaboration \
International cooperation and team@are key measures in combating terrorism funding>'.

Given the transnational nat terrorism financing, it is imperative for nations to

collaborate in order Q&antle the economic systems that sustain these operations.

Cooperation b@melligence agencies, law enforcement agencies, and financial
acl

institutions %

ﬁnar% ivities’>*>.  Moreover, the implementation of international accords and

litate the exchange of information and the detection of potentially illicit

conventions can be utilised to bolster collaboration in the fight against terrorism financing.
The Financial Action Task Force (FATF) has created a comprehensive framework of
standards and recommendations that nations can use in order to effectively address the issues

of money laundering and terrorist financing*. Countries can successfully impede the transfer
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of funding to terrorist organisations by implementing these measures and engaging in
collaboration with other governments.
Over the past few years, terrorist groups like the 'Islamic State' and the Taliban have expanded
their presence to neighbouring regions®. Consequently, the militants they have trained have
come back to their respective nations, disseminating radical ideologies and posing a security
risk to the surrounding countries. Close international collaboration is necess Q&ombat
terrorist financing due to the transnational mobility of terrorism>*. Furthermgte¢, a notable
benefit of bitcoin is its ability to facilitate swift cross-border ﬁnanc@fsactions. Hence, it
is imperative to establish a platform for sharing information in.or effectively combat the
use of cryptocurrencies for terrorist financing. By ratift ifateral or multilateral treaties,
we can facilitate the efficient advancement of courg@sm finance among nations.
O

Enhancing the Oversight of Internatio%%«ganisations and Nations

.
Cryptocurrency refers to a form of {@ currency. The Financial Action Task Force (FATF)

classifies virtual money into G@ategories: centralised virtual currency and decentralised

virtual currency. Decengrali } virtual currency refers to a distributed, open-source, and
mathematical p -peer virtual currency. Recently, the FATF has closely monitored the
progress of yi errencies. In June 2014, the FATF released a publication titled 'Virtual
Curr nc&y Definition and Potential AML/CFT Risk' in reaction to the rise of virtual
currency and its associated payment methods. This publication provides clear definitions of
words linked to virtual currency and examines the potential financial risks it poses®. In

October 2018, the Financial Action Task Force (FATF) suggested the adoption of the term

'virtual asset', which encompasses any form of digital representation of value that can be
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exchanged, transferred, or utilised for transactions. It lacks a numerical depiction of legal
currencies*. In October 2020, the revised international standards on combating money
laundering, terrorist financing, and proliferation provided clear guidelines in Article 15
regarding virtual assets®*. These guidelines emphasise that countries should actively identify,
assess, and comprehend the risks associated with money laundering and terrorist financing
that may arise from the activities or operations involving virtual assets an Qﬁ asset
service providers. Furthermore, it is recommended that all nations imiplentént effective
measures to ensure compliance with anti-money laundering and co@errorism financing
regulations, thereby mitigating the danger of illicit financial activities and funding of terrorist
activities®®. The FATF has just published a paper in Se g 2020 that outlines the risk
indicators associated with virtual assets. This re ea;@ms to assist financial institutions,
non-financial organisations, and virtual asset s@ providers in detecting and addressing
potential risks related to terrorist ﬁnanci%)d money laundering activities involving virtual
.
assets. Additionally, it offers Val{ﬁgb data for financial intelligence, law enforcement
agencies, prosecutors, and m&%‘fs to scrutinise suspicious transaction reports or oversee
adherence to AML ana\@Qstandards. The risk indicators outlined in the study encompass
the technical f @ enhancing anonymity, atypical transaction patterns, unexplained
transaction \@m s, and monies originating from criminal activities®*. The research aims to
assis&h/@ncial sector in doing customer due diligence to prevent the illicit utilisation of
virtual assets by terrorist organisations. International organisations, particularly FATF, offer
action instructions to countries for combating terrorist financing through the proposal and
evaluation of cryptocurrencies. This would effectively diminish the anonymity of bitcoin and

impede the illicit fundraising activities of terrorist organisations. Teichmann and The
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Liechtenstein Blockchain Act should serve as a standard for lawmakers to enhance the
regulation of blockchain in a more efficient manner>*. This establishes a benchmark for the

oversight of cryptocurrencies through domestic law enforcement organisations.

Sustained Progress in Conventional Methods of Finance

Due to the advancement of the global economy and technology, the metho &térrorist
financing have become increasingly diverse and intricate. Terrorist organisatidfis frequently
employ a variety of tactics to enhance the confidentiality of their ﬁ@i and mitigate the
danger of detection, adapting their approach based on th %ing conditions in the
location®®. As previously said, governmental sponsorsh es as a significant financial
resource for terrorist organisations. Hezbollah re 'e@antially on financial support from
Iran's government, along with money earn om criminal activities and charitable
contributions. Under the US sanctions i&&on Iran, Iran's national funds experienced a

decline®. \é;\\'

However, following the sus %n of sanctions after 2018, Iran's financial support to
Hezbollah rebounded5®dtionally, terrorist organisations have alternative means to
generate funds, i %g engaging in legitimate business operations, receiving donations
from indivi%ls nd non-profit organisations, obtaining contributions from charities, and
enga in@licit trafficking of cultural artefacts. Terrorist financing methods are not uniform
but varied. The continued significance of traditional financing mechanisms in maintaining
stability, coupled with their lack of major disruption, will likely result in a fall in the potential
for terrorist organisations to finance themselves through Bitcoin?®. Specifically, when the

reliability of newly developed cryptocurrencies is uncertain, terrorist organisations face
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challenges in selecting risky cryptocurrencies. For instance, as countries tighten regulations
on cryptocurrencies, numerous locations that previously facilitated cryptocurrency trading
have suffered significant setbacks, resulting in financial losses for some users. In the realm of
cryptocurrencies, the destruction of the computer system renders the capital more susceptible
to loss. During the initial stages of Bitcoin's creation, there were numerous cases of computer
N

viruses illicitly acquiring bitcoins, leaving users solely responsible for the resu@ S.

C

Enforce the Worldwide Standards set by FATF for Anti-N@Laundering and
Countering the Financing of Terrorism %

The Financial Action Task Force (FATF) has made a sig and impactful contribution to
the global efforts in combating the financin p@mrism, resulting in noteworthy
achievements®*. Under the new circumstances, t TF can promptly address the utilisation
of cryptocurrencies by terrorist groups a\ni propose a range of recommendations and
initiatives that hold significant im ﬁor security. The FATF periodically assesses the
implementation of its guideli @nd offers guidance to nations with inadequate finance
systems to effectively 0@ terrorism. Currently, the majority of countries worldwide lack
effective oversi Xﬂ%ual assets and do not fully comprehend the potential implications of
bitcoin in fagilitafing terrorist financing. In order to ensure national security and promote
stabl d@ment, it is imperative for all countries to rigorously adhere to the criteria set by
the Financial Action Task Force (FATF) and actively engage in international cooperation to
effectively combat terrorism®. The efficacy of law enforcement is noteworthy. Due to the

overall lack of comprehension among the public regarding the emerging form of

cryptocurrency crime, individuals may choose not to report incidents resembling theft or
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extortion, as they perceive the authorities to be incapable of providing assistance®.

Enhance the Efficacy of Monetary Policy and Enhance the Desirability of Legal
Currency

The primary objective of the central bank should be to optimise the efficiency of monetary
policy and increase the desirability of domestic legal currencies®’. As an i Q&n, the
central bank has the ability to create its own digital token to complement physital cash and
bank reserves based on the specific circumstances of its count@bsequently, it can

facilitate peer-to-peer transactions in a decentralised manne;\_b%rypting assets, thereby
C

enhancing the digital compatibility of the central bank's ¢ . In response to the influence

of cryptocurrency on traditional currency, the m t@ve strategy for central banks is to

consistently implement efficient monetary poli nd remain receptive to new ideas and
\¥

ogy can help enhance the development of the

demands as the economy evolves®’. This t&
central bank's monetary policy fo@ion. For instance, the central bank can enhance its
economic projection by utiﬁ@@lg data, artificial intelligence, and machine learning to
effectively address the\@'ct between cryptocurrencies and fiat money?®. Enhancing the
competitiveness b@ tenders and decreasing the market size of cryptocurrencies will
diminish the agceptance of cryptocurrency and erode the trust of terrorist organisations.
Q0

2.1.15 Terrorism Funding through Cryptocurrency and Implications for International
Relations

The utilization of cryptocurrency by terrorist organizations has emerged as a significant

challenge in the realm of global security and international relations, particularly between 2018
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and 2024. Cryptocurrency, with its decentralized nature and pseudonymous transactions, has
provided terrorist groups with a means to raise and transfer funds while evading traditional
financial surveillance measures. This phenomenon has raised concerns among governments
worldwide about the potential implications for national security, diplomatic relations, and
international stability. In this context, both global and national efforts have been, directed
towards understanding and addressing the multifaceted challenges posed by ¢ %rency-
enabled terrorism financing. This paper explores the diplomatic, regulatory,\and t€chnological
dimensions of the issue, examining occurrences and responses bot b ly and within the
Nigerian context. By delving into these complexities, we ai t@ light on the evolving

landscape of cryptocurrency-related terrorism financing a @w implications for international

relations. Q
(o)
’Z}b

O
)

Sovereignty and Jurisdictional C@ges:
The decentralization of crypte@ ncy, facilitated by blockchain technology, has indeed

\

posed significant challenges to sovereignty and jurisdiction, both globally and within Nigeria.

In the global 0@ cryptocurrency transactions operate independently of traditional
s an

financial sys@

prop@le digital currency Libra by Facebook in 2019 raised concerns among global

d national borders, challenging the sovereignty of states. For example, the

policymakers about its potential impact on monetary sovereignty. This initiative prompted

discussions on how such a currency could potentially undermine the control of national

governments over their monetary policies™.
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Moreover, the cross-border nature of -cryptocurrency transactions has complicated
jurisdictional enforcement efforts. In the 2020 Twitter hack, where Bitcoin was used in a
high-profile scam, the involvement of multiple jurisdictions made it challenging for law
enforcement agencies to coordinate investigations effectively. The lack of a centralized
authority overseeing cryptocurrency transactions exacerbates these challenges, as no single
entity can enforce regulatory measures uniformly across different jurisdictions. %\ently,
perpetrators of cryptocurrency-related crimes can exploit this decentralizéd ndttire to evade
detection and prosecution, further complicating efforts to combat ﬁn@\crimes on a global
scale®?.

To address these challenges, governments worldwide Q\ggled to develop coherent
regulatory frameworks for cryptocurrencies. For i st@he European Union introduced the
Fifth Anti-Money Laundering Directive in 2018 @uiting to regulate cryptocurrency exchanges
and wallet providers to combat money ﬁring and terrorist financing. This directive

.

marked a significant step towards‘&an\rporating cryptocurrency transactions into existing
regulatory frameworks, albeft{‘&arying degrees of success and implementation across EU

member states®!. Q

Turning to the

concerns ab%t

the %@ank of Nigeria (CBN) issued a directive prohibiting banks from servicing

ﬁfontext, the decentralized nature of cryptocurrency has raised similar

government's ability to regulate and control financial activities. In 2021,
cryptocurrency exchanges, citing concerns about money laundering and terrorism financing.

This move reflected the Nigerian government's efforts to assert control over the

cryptocurrency market and mitigate potential risks to financial stability and national security.
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However, it also sparked debates about the impact of such regulations on innovation and
financial inclusion in Nigeria's burgeoning cryptocurrency sector®’.

Furthermore, the cross-border nature of cryptocurrency transactions has made it difficult for
Nigerian law enforcement agencies to combat cybercrime and financial fraud effectively. In
2020, the Nigerian Economic and Financial Crimes Commission (EFCC) reported an increase
in cryptocurrency-related scams, highlighting the challenges of jurisdictional Q*e\ent in
the digital age®?. The anonymity and pseudonymity afforded by cryptocurtency“transactions
have enabled perpetrators to operate across borders with impunitg«ading detection and
prosecution by Nigerian authorities.

In response to these challenges, Nigerian regulators havarious measures to regulate
the cryptocurrency sector. In 2020, the Securi 'ey@Exchange Commission (SEC) of
Nigeria announced plans to regulate cryptocur s and Initial Coin Offerings (ICOs) as

\S)
securities, aiming to protect investors and %re market integrity. This regulatory framework
.
represents an attempt to strike a b ﬁﬁween fostering innovation in the cryptocurrency

sector and safeguarding the &@ﬁts of Nigerian investors and consumers. However, the

effectiveness of these@ﬁons remains to be seen, as the cryptocurrency landscape

continues to e{@idly in response to changing market dynamics and regulatory

environment%

These e@es underscore the complex interplay between cryptocurrency, sovereignty, and
jurisdiction, both globally and within Nigeria. As governments and regulators grapple with
the implications of cryptocurrency for financial stability and security, there is a pressing need

for international cooperation and coordinated regulatory responses to address these challenges
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effectively. Failure to do so risks undermining the integrity of the global financial system and
compromising efforts to combat financial crimes and terrorism financing on a global scale.
Disruption of Illicit Funding Channels:
Between 2018 and 2024, the utilization of cryptocurrency by terrorist organizations has
presented significant challenges to global security efforts. Cryptocurrency has emfd as a
convenient and relatively secure means for terrorist groups to raise and er *funds,
undermining international efforts to disrupt illicit funding channels. This tréfid has been
observed globally, with terrorist organizations leveraging the anon@rxnd pseudonymity
afforded by cryptocurrency transactions to evade detectté circumvent traditional
financial surveillance measures®’. Q
Anonymity and pseudonymity play critical role iv@itaﬁng terrorist financing through
cryptocurrency. By exploiting the decentr@hlre of blockchain technology, terrorist
groups can obscure their financial activ&% making it challenging for law enforcement
.
agencies to track the flow of fun{f%ﬂvacy-focused cryptocurrencies or mixing services
further complicate efforts to t@%nsactions, allowing terrorist organizations to operate with
increased impunity®. Q
The rise of c %ency-related terrorism financing has prompted increased global
coordination@ esponse efforts. Organizations such as the Financial Action Task Force
(FATF) %’Q issued guidance and recommendations to help member countries combat the
illicit use of cryptocurrency for terrorist financing. Emphasis has been placed on enhanced
due diligence and information sharing among governments, law enforcement agencies, and

international organizations to mitigate the risks associated with terrorist financing>*.

92



In the Nigerian context, terrorist organizations like Boko Haram have reportedly exploited
cryptocurrency to finance their operations and evade detection by security agencies. Reports
indicate that Boko Haram affiliates have used cryptocurrency platforms to solicit donations
from sympathizers and supporters, leveraging social media channels and online forums to
propagate their extremist ideology and solicit financial support®?. This has raised concerns
among Nigerian authorities about the potential for cryptocurrency to faci Q*térrorist
activities and undermine national security efforts®’. QJ

In response to the emerging threat posed by cryptocurrency-rel@%ﬂorism financing,
Nigerian regulatory authorities have taken steps to enhance gversight and regulation of the
cryptocurrency sector. The Central Bank of Nigeria ( ssued directives to financial
institutions, warning them against facilitating ¢ t@ncy transactions and emphasizing
the need for enhanced due diligence and confphidfice with anti-money laundering (AML)
regulations®. Additionally, the Nigerian '\a?«:lal Intelligence Unit (NFIU) has strengthened

.

its monitoring and surveillance ca@hes to detect and disrupt suspicious cryptocurrency
transactions linked to terrorist %ing activities®*,

\

These examples underSc%Qhe evolving threat landscape posed by cryptocurrency-related

terrorism ﬁnant@ the efforts undertaken by both global and Nigerian authorities to
h

address thes@a enges. As terrorist organizations continue to exploit cryptocurrency for
illici p@s, enhanced international cooperation, regulatory frameworks, and technological

solutions will be essential to counter these threats effectively.

Technological Innovation and Regulatory Adaptation:
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The emergence of cryptocurrency as a tool for terrorism financing has become increasingly
prominent between 2018 and 2024, highlighting the necessity for technological innovation
and regulatory adaptation within the realm of international relations. This period witnessed
numerous instances globally and within Nigeria that underscored the urgency of addressing

this issue.

and evade

Cryptocurrency Exploitation by Terrorist Organizations: Terrorist groups glob Qﬁluding
ISIS and others, have exploited cryptocurrency to finance their o ei@
traditional financial surveillance. For instance, reports have reveal@&ances where ISIS
solicited donations and facilitated financial transactions throu c%currency platforms and
encrypted messaging services, leveraging the anonymity udonymity provided by these

digital assets?. er

Governments and regulatory authorities have f: ignificant challenges in monitoring and
regulating cryptocurrency transactions e éﬁrely. The decentralized nature of blockchain

.

technology has made it difficult to @aﬁ monitor these transactions, posing challenges to
traditional regulatory framew&gﬁowever, regulatory bodies such as the Financial Action
Task Force (FATF) ha\%s ed guidance and recommendations to combat the illicit use of
cryptocurrency ist financing, emphasizing the importance of enhanced due diligence
and informa gﬂg among member countries®*.

To a dr@%e challenges posed by cryptocurrency-related terrorism financing, governments
and regulatory authorities have recognized the importance of technological innovation and

regulatory adaptation. Efforts have been made to foster innovation in blockchain technology

to enhance transparency and accountability in financial transactions. Additionally, there has
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been a push for the development of standardized frameworks for regulating cryptocurrency
exchanges and preventing their exploitation by terrorist organizations.

In Nigeria, terrorist organizations such as Boko Haram have reportedly exploited
cryptocurrency to finance their operations and evade detection by security agencies. Reports
have indicated instances where Boko Haram affiliates used cryptocurrency platforms,to solicit

donations and propagate their extremist ideology through social media chanEan online

forums®2. <

Regulatory Responses: In response to the emerging threat posed @tocurrency-related

terrorism financing, Nigerian regulatory authorities have taken.ste enhance oversight and

regulation of the cryptocurrency sector. The Central Ban eria (CBN) issued directives

to financial institutions, warning them against f: ci@g cryptocurrency transactions and

emphasizing the need for enhanced due dili%€§ compliance with anti-money laundering

regulations®. Additionally, the Nigerian '\a?«:lal Intelligence Unit (NFIU) has strengthened
.

its monitoring and surveillance ca@hes to detect and disrupt suspicious cryptocurrency

transactions linked to terrm@gﬂancing activities®?. Effective regulation, technological
innovation, and intern io?cooperation are crucial to combatting this evolving threat
effectively. :‘ @
Diplomatic Implications:
The use of cryptocurrency by terrorist organizations has indeed presented diplomatic

challenges for governments worldwide, particularly between 2018 and 2024. This period has
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seen numerous occurrences globally and within Nigeria that underscore the diplomatic
ramifications of cryptocurrency-enabled terrorism financing.

The emergence of cryptocurrency as a tool for terrorism financing has raised diplomatic
tensions among states grappling with the dual imperatives of safeguarding national security
and upholding international norms and principles. Governments have faced pressure to
balance their obligations under international law with the imperative to protec Q&ltizens
from terrorist threats facilitated by cryptocurrency. These tensions haye nifested in

diplomatic exchanges and negotiations, as states seek to coorfforts to combat

cryptocurrency-enabled terrorism financing while respectin@&ther’s sovereignty and
jurisdiction®*. Q

The proliferation of cryptocurrency-related crimes i@g terrorism financing, has strained
diplomatic relations between countries, leadin tual suspicion and mistrust. Instances of
terrorist organizations exploiting cryptoc émy platforms have heightened concerns among

.

governments about the potential mi{ﬁﬁgital assets for illicit activities. This has resulted
in increased scrutiny of cm@gﬂer cryptocurrency transactions and exchanges, further
exacerbating diplomati«.\%l ns®’.

In Nigeria, the %n‘[ has engaged in diplomatic efforts to address the challenges posed
by cryptocu@cy-enabled terrorism financing. Nigerian authorities have collaborated with
inter@artners and organizations such as the Financial Action Task Force (FATF) to
strengthen regulatory frameworks and enhance cooperation in combating illicit financial
activities, including terrorism financing. These diplomatic engagements have focused on

information sharing, capacity building, and joint enforcement actions to mitigate the risks

associated with cryptocurrency-related crimes>.
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Impact on Bilateral Relations: The proliferation of cryptocurrency-related crimes in Nigeria
has had implications for bilateral relations with other countries. Instances of terrorist
organizations exploiting cryptocurrency platforms have raised concerns among Nigeria's
international partners about the effectiveness of its regulatory measures and enforcement
actions. This has prompted diplomatic dialogues and engagements aimed at addressing gaps
in Nigeria's regulatory framework and enhancing cooperation in combating @rency-
enabled terrorism financing. QJ
2.1.16 Impact of Cryptocurrency Usage on the Global Security L@pe
The impact of cryptocurrency usage on the global security | d&is a multifaceted issue
that encompasses various dimensions of security, includi@ ncial, cyber, and geopolitical
security. As the adoption of cryptocurrencies conti %%'ise, so too do concerns about their
implications for security at the international le ~“This expansion of cryptocurrency usage
has prompted scholars and policymakersito explore its potential effects on global security
N
dynamics. &CO\
Conceptually, the utilization‘qi&ocurrencies introduces both opportunities and challenges
to the global security @pe“. On one hand, cryptocurrencies offer benefits such as
increased financi li\% ion, lower transaction costs, and greater privacy for users. However,
these same ¢ ge/ristics also make cryptocurrencies attractive to malicious actors seeking to
evad @’Qon and engage in illicit activities, including terrorism financing, money
laundering, and cybercrime. Therefore, understanding the impact of cryptocurrency usage on
global security requires a nuanced analysis that considers both its positive and negative

implications.
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In the international literature review, scholars have examined the diverse ways in which
cryptocurrency usage intersects with global security concerns. Some studies have focused on
the role of cryptocurrencies in facilitating illicit activities, highlighting their potential to
undermine financial stability and national security. For example, research has shown how
terrorist organizations exploit cryptocurrencies to raise and transfer funds anonymously,
posing challenges to counter-terrorism efforts worldwide®’. Q

In addition to its implications for financial security and terrorism ﬁnancil&)tocm‘rency
usage has also been closely linked to various cyber threats, posing@ﬁcant challenges to

cybersecurity on a global scale. Studies, such as those co@ave delved into these
0

t
linkages, highlighting how cryptocurrencies have become f choice for malicious actors
engaged in activities such as ransomware attac ,,l&ng incidents, and cryptocurrency-
related fraud. Ransomware attacks, for instan olve the use of malicious software to
encrypt data on victims' computers, with a Qers demanding payment in cryptocurrencies for
o 5\'
the decryption keys®®. @

Similarly, hacking incidents %@%g cryptocurrency exchanges and wallets have resulted in
the theft of millions o 095' worth of digital assets. Furthermore, cryptocurrency-related
fraud schemes, i t@ Ponzi schemes and initial coin offering (ICO) scams, have exploited
investors' la g‘élowledge and regulatory oversight to defraud them of their funds. These
cybe t@’gnot only undermine the integrity and security of digital assets but also have
broader implications for global cybersecurity, requiring concerted efforts from governments,

businesses, and cybersecurity experts to mitigate their impact and safeguard the digital

economy?®,

98



Furthermore, scholars have analyzed the geopolitical dimensions of cryptocurrency usage,
considering how the proliferation of cryptocurrencies may influence international relations
and strategic dynamics among states. Some studies have examined the regulatory responses of
governments and international organizations to address the security risks associated with
cryptocurrencies, highlighting the need for coordinated action and cross-border cooperation?.
Others have explored the potential implications of state-sponsored cryptocurre Q&itatives,
such as central bank digital currencies (CBDCs), on the global mongtary=“system and
geopolitical power dynamics?*.The international literature revi@o the impact of
cryptocurrency usage on the global security landscape provi es%uable insights into the
complex interplay between technology, finance, and secu@ e contemporary world.
™
2.2 Theoretical Framework ’bb
\S

In the context of "Terrorism Funding a: d\lSryptocurrency: Implications for International
Relations (2018-2024)," Social Nf\ﬁ;\\k' heory (SNT) serve as the primary theoretical
framework. SNT offers a '@hensive approach to understanding the structure and
dynamics of terrorist N@ networks, including the role of cryptocurrency transactions

within these n@. By employing SNT, researchers can analyze the relationships

between varigys actors involved in terrorist financing, map the flow of funds, and identify key
node&n@ak ties within the network.

On the other hand, Game Theory complement the study by providing insights into strategic
interactions between different actors, such as governments, financial institutions, and terrorist
organizations. Game Theory can help researchers analyze the strategic decisions made by

these actors in response to changes in the funding landscape, including the adoption of
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cryptocurrency for illicit purposes. By integrating Game Theory into the study, researchers
can explore how different actors' strategies impact the overall dynamics of terrorist financing
and inform policy recommendations for countering these threats effectively. Therefore, while
SNT serves as the primary framework for understanding the structural aspects of terrorist
funding networks and the role of cryptocurrency within them, Game Theory complements the
analysis by examining strategic interactions and decision-making processes @&levant

stakeholders. QJ
2.2.1 Social Network Theory é

Social Network Theory, founded in the mid-20th century, e %m the interdisciplinary
field of sociology and social psychology. The theory ha l-ﬁts in the works of James S.
Coleman in the 1950s, and offers a powerful lens, t ine the structure and dynamics of
relationships within terrorist organizations and t% nding networks®®. While it doesn't have
a single founder, scholars like Georg Si \efg acob Moreno, and Stanley Milgram laid the
.

groundwork for its development. \Hs\iever, it was the work of sociologists like Mark
Granovetter, Harrison White, Q&onald Burt in the late 20th and early 21st centuries that
expanded and refined th@%

Social Network examines the relationships and interactions between actors within a
network, whether they are individuals, groups, organizations, or states. It posits that these
con ect@hape individuals' behaviors, beliefs, and actions, influencing outcomes within
the network and beyond. Key concepts include nodes (individual actors), ties (connections
between nodes), and network structures (patterns of connections)’.

Social Network Theory, originating in the mid-20th century, has been shaped by the

contributions of various scholars. Mark Granovetter's seminal work, "The Strength of Weak
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Ties", introduced the concept of weak ties, highlighting how connections between individuals
from different social circles facilitate the flow of new information and resources’!. Ronald
Burt expanded on this with his work "Structural Holes: The Social Structure of Competition",
which emphasized the significance of structural holes in networks. These gaps present
opportunities for competitive advantage as they can be exploited to control the flow of
information and resources’?. Harrison White's "Identity and Control: A Struct ®ow of
Social Action" in 1992 delved into the dynamics of social networks, focusing otithe interplay
between individual identity and social structure’’. These scholars @contributed to the
development of Social Network Theory by providing conc tu@%tions and models that
enhance our understanding of how networks operate and ce individual behavior within
them. Q
O
Criticisms of Social Network Theory (SNT)% potential limitations in its application as

suggested by some critics and argue th@ may place too much emphasis on network

R\
structures, potentially overlooking&@role of individual motivations and actions. While
network connections undoub nfluence behavior, individuals within the network also
make autonomous deci&%%t shape outcomes®. Also, mapping complex terrorist networks
poses significa ‘@ges due to limited access to reliable data. Terrorist organizations
(e

often operat rtly, making it difficult to gather comprehensive information about their
network@tures and activities. This data scarcity can hinder the effectiveness of SNT
analysis and limit its utility in understanding terrorism funding dynamics.

This chapter explores Social Network Theory (SNT) as a valuable framework for analysing

cryptocurrency-enabled terrorism financing, focusing on a comparative study of Nigeria and

Kenya from 2018 to 2024. SNT provides a structured approach to map the flow of resources
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within terrorist networks, including cryptocurrency transactions, allowing analysts to trace
illicit funds and identify critical nodes such as key financiers or facilitators in the networks of
Nigeria's Boko Haram and Kenya's Al-Shabaab™. By examining these connections, the theory
highlights the role of peripheral "weak ties," individuals or entities with limited direct
involvement but crucial expertise in cryptocurrency or access to alternative funding channels,
which bolster the adaptability and resilience of these networks’!. In Nigeria a Qny , SNT
underscores the transnational scope of these financing threats, reve@ ow digital
currencies enable cross-border resource movement, thus emphasi@xte urgent need for
international cooperation to disrupt such flows’. This literat % the foundation for the
comparative analysis by elucidating key facilitators, u ce dynamics, and potential
intervention points, thereby supporting the develo targeted, evidence-based strategies
to counter terrorism financing in these two n, tioﬂb

Social Network Theory offers valuable in }QS into the networks and relationships involved

.

in terrorism financing and the uS{C%Scryptocurrency. It can help analyze how terrorist
organizations establish and x@%ﬁ financial networks, identify key nodes and facilitators
within these networks@nderstand the dynamics of information and resource flow.
Moreover, the t @9 inform counterterrorism strategies by highlighting opportunities for
intervention,Suchas disrupting key nodes, leveraging influential actors to influence behavior,
and %@ning partnerships between states and financial institutions to combat terrorism

financing.

2.2.2 Game Theory
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Game Theory, founded by John von Neumann and Oskar Morgenstern in their seminal work
"Theory of Games and Economic Behavior" published in 1944, is a mathematical framework
used to analyze strategic interactions among rational decision-makers. and was developed
extensively by many other researchers and scholars in the 1950s, such as John Nash in the
1950s, offers a framework for analyzing strategic interactions between rational actors’. In the
context of "Terrorism Funding and Cryptocurrency: Implications for Internatio Q%ﬁons,"
Game Theory provides valuable insights into the strategic interactions betu%nj rious actors
involved in cryptocurrency-enabled terrorism financing, includin@ist organizations,
governments, regulatory bodies, and financial institutions.

Game Theory conceptualizes interactions as "games" wh Qrs (decision-makers) choose
strategies to maximize their utility or payoff, taki @Ccount the choices of other players.
The fundamental components of a game includ ers, strategies, payoffs, and information.
Game Theory offers various models to analyze different types of strategic interactions, such

.

as cooperative games, non-cooper&fﬁ\games, and repeated games’. Scholars have applied
Game Theory to a wide ran@ disciplines, including economics, political science, and
international relations. %&ontext of terrorism funding and cryptocurrency, scholars have
explored how t @rganizations strategically leverage cryptocurrencies to finance their
activities while governments and regulatory authorities respond to mitigate these threats. For
exa le@’QS-Ferrer and Netzer in 2010 developed a game-theoretic model to analyze the
strategic behavior of terrorists and security agencies in a dynamic environment’®,

The nexus of terrorism financing and cryptocurrency within international relations, employing
game theory as a pivotal framework to dissect the strategic interplay among diverse actors,

with a comparative lens on Nigeria and Kenya. Game theory provides a robust tool for
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modelling the complex decision-making processes of key players ranging from terrorist
organisations such as Boko Haram in Nigeria and Al-Shabaab in Kenya to governmental
bodies and financial institutions each pursuing distinct strategies and preferences’. For
instance, terrorists may choose between traditional banking channels and cryptocurrencies to
fund operations, aiming to maximise resources whilst evading detection. In contrast
governments and banks have strategies to disrupt these flows and safe @ national
security’>. These choices fundamentally influence the landscape of terrorlerij cing and its
broader implications for regional stability and international relatlons t countries.

At the heart of game theory lies the concept of equilibrium. tate, each actor’s selected
strategy is optimal given the actions of others, establi 6balanced scenario with no
unilateral incentive to shift course. In the conte tp&ena and Kenya, this equilibrium
manifests as a delicate tension: terrorist groups %%ge the anonymity of cryptocurrencies to
enhance funding efficiency, whilst reg impose measures like Nigeria’s Virtual Asset
Service Provider (VASP) restricti %enya s Know Your Customer (KYC) protocols,
each adapting to the other? @% . This equilibrium embodies stability, reflecting a
strategic alignment wﬂ% rrorists, governments, and financial entities optimise their

outcomes, @n gains or enforcement efficacy, whilst accounting for their

counterparts nses. [lluminating these dynamics, game theory offers a comprehensive

lens {@stand the interplay of cryptocurrency-enabled terrorism financing, informing
comparative strategies to counter such threats across Nigeria and Kenya.
Within the framework of game theory, a fundamental distinction arises between zero-sum and

non-zero-sum games, each encapsulating distinct dynamics in strategic interactions. In zero-

sum games, the fortunes of involved actors are inversely correlated, where the gains of one
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party directly translate into losses for another’®. This scenario mirrors competitive dynamics,
exemplified by terrorist attacks inflicting casualties and economic harm, where one actor's
success inevitably comes at the expense of another's well-being. In contrast, non-zero-sum
games present avenues for cooperation and mutual benefit among participating actors. These
scenarios foster collaborative efforts, such as international alliances aimed at disrupting
terrorist funding networks and bolstering security measures. In non-zero-s mes, the
pursuit of shared objectives enables actors to capitalize on synergies, foste@gj tcomes that

¢\

benefit all parties involved. Q
Scholars such as Robert Axelrod, in his seminal work "The Ef:hl$0f Cooperation," delve

deep into the intricate dynamics of cooperation within t xt of repeated interactions’.

This perspective holds particular significance i @tanding the mechanisms through

which governments can incentivize financial in ons to actively disrupt terrorist funding

flows over prolonged periods. Elucidati \he complexities of cooperative behaviour in
o 5\'

scenarios marked by ongoing enga{gnts, Axelrod's insights offer invaluable guidance for

policymakers and security ex&Leveraging these principles, governments can cultivate a

collaborative environmént rein financial institutions are motivated to consistently engage

in efforts aime@rﬁng terrorist financing activities. This approach not only bolsters
e

security measures but also fosters a culture of cooperation and collective action, thereby
forti ir@ resilience of the international community against the threats posed by terrorism.
Similarly, Thomas Schelling's "The StSimilarlyrategy of Conflict" introduces the concept of

focal points — actions that emerge as natural choices due to shared expectations. In the context

of terrorism funding and cryptocurrency, efforts to disrupt traditional funding channels might
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inadvertently elevate cryptocurrencies as focal points for illicit transactions due to their
perceived anonymity and resilience to regulatory intervention.

Critics of Game Theory contend that its efficacy is undermined by its reliance on assumptions
that often diverge from real-world decision-making dynamics. Key among these criticisms are
the assumptions of perfect rationality and complete information, which may not accurately
capture the complexities inherent in human behavior and decision- makm@es es’>76,
Moreover, skeptics question the theory's predictive power when apphed to e and ever-
evolving environments characterized by uncertainty and 1ncomple@ ation. However,
proponents of Game Theory assert its enduring value as.a ©on eptual framework for
comprehending strategic interactions and anticipating Qes within specific contexts.
Despite its limitations, Game Theory offers indi 7@6 insights into strategic behavior,
enabling stakeholders to devise 1nforme st es and make calculated decisions in
competitive scenarios. By elucidating namics of strategic interactions, the theory
facilitates strategic planning and ﬁsﬁe identification of optimal strategies, thereby
enhancing decision-making @g{es and fostering more effective responses to complex
challenges. QQ

Within the Compa @Study of Nigeria and Kenya framework, game theory is a critical tool
for analysm@he strategic interactions among terrorist organisations, governments, and
related @’Qin the context of cryptocurrency-enabled terrorism financing. In Nigeria, groups
like Boko Haram, and in Kenya, Al-Shabaab strategically opt for cryptocurrencies, weighing
risks (e.g., detection by authorities) against rewards (e.g., untraceable funding), whilst

governments and regulators respond with countermeasures such as Nigeria's Virtual Asset

Service Provider (VASP) restrictions or Kenya's enhanced KYC protocols’. Game theory
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models these choices, offering insights into how each actor's decisions shape the funding
landscape and influence international relations across these nations.

The use of cryptocurrencies by terrorist groups in Nigeria and Kenya has evolved
significantly. Initially, Bitcoin dominated due to its widespread adoption, but by 2024, a shift
emerged towards anonymity-focused currencies, such as those on the TRON blockchain,
reflecting a strategic adaptation to evade detection’>. Game theory illuminat Q&hifting
terrain: For terrorists, cryptocurrencies provide anonymity and seamless cross-bgrder transfers,
enabling funding for operations in Nigeria's insurgency-hit north or @xys volatile Horn of
Africa region. Conversely, governments in both countries c ess game theory to craft

ﬁ% 0ying blockchain analytics to

counter these exploits, balancing enforcement wit tkad to maintain financial innovation.

responsive strategies such as tightening regulations or

This comparative analysis underscores the QIHQ interplay of strategies shaping terrorism
financing and regional security. \

.
Government strategies may involx@laboration with financial institutions to incentivize
them to identify and report lous cryptocurrency activity. Additionally, international
cooperation plays a c‘a@ﬁole, enabling countries to coordinate efforts in disrupting
cryptocurrency &&es used by terrorists. Moreover, governments may explore the
developmentiaf counter-cryptocurrency measures, including technologies to track and disrupt
illici{/@ons linked to terrorism.
It's essential to recognize that the analysis is not confined to a zero-sum game scenario. There

is potential for cooperation among countries with shared interests in combating terrorism, as

evidenced by collaborative efforts in disrupting funding flows. However, as governments
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implement countermeasures, terrorists may adapt their tactics, necessitating continuous
strategic adjustments and highlighting the dynamic nature of the strategic landscape.
2.3 Review of Empirical Studies

2.3.1 Cryptocurrency and Terrorism Funding

Terrorist organisations have adapted to the advancements in information and communications
technology, particularly in their endeavours to fund their activities’®. Crypt Q&y is a
recent innovation in financial technology that has the potential to \facilitate various
transactions. Furthermore, it has already been realised in certain in@&e. The objective of
this research is to analyse the underlying factors that drive terrdsist organisations to adopt
cryptocurrency as a means of financial transactions. Addi , the study intends to identify
the many kinds of recent operations involving ¢ %&ency and explore potential future
applications. This study employs a qualit{tivQ hodology by analysing a selection of
sample cases and attempting to generali e\he findings to broader phenomena. The data

.
acquired is in the form of secondar&@ namely derived from sources such as books, articles,

academic papers, journals, n@ d electronic media. This study utilises the international

crime theory to argue \%&orist organisations are unlawful entities. It also employs the

disruptive tech 1®eory to characterise cryptocurrency as a novel form of cyber-based
rgd.

financial tec@

Add%@ the diffusion of innovation theory is used to elucidate why, in the current
internet era, cryptocurrency has significant potential to attract global financial investments.
This study discovered that terrorist organisations have begun utilising cryptocurrency as a
means to fund their operations due to its anonymous and loosely regulated characteristics.

This presents a novel challenge in combating cybercrimes that extend beyond traditional
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scrutiny in the realms of finance and banking transfers, as well as efforts to combat
counterfeiting and money laundering.

This paper examines the impact of monthly terrorist attacks on the monthly returns of 1,178
cryptocurrencies’®. Specifically analyse the outcomes of these attacks, including their success,
injuries, and fatalities. This research aims to address the growing concerns about the potential
use of cryptocurrency for financing terror networks. Granger causality analy 'Qve Is that
the monthly percentage of successful terror incidents has a significant i!@ on both the
increase and decrease of monthly bitcoin returns. The level of succ@error attacks has a
negative correlation with cryptocurrency returns. Simila % number of wounded
individuals also has a negative correlation with cryptoc@ returns. However, there is a
positive correlation between the number of death aqb%)tocurrency returns. The impact of
successful terror attacks on returns is most sign t compared to the number of casualties.
Controlling for cross-sectional correlation %ﬂg key cryptocurrencies ensures that the results

.

remain constant. Additionally, it is {Gs;\b‘e that cryptocurrencies may provide a limited form
of protection against succeﬁ@gﬁorist strikes. The results are strong and reliable when
considering cryptocurr@%mked in the top 75% of market capitalization. The mediation
study demonstr; % terrorist incidents decrease returns by impacting the short-term
macroecono%cycle negatively.

A st dy@ to elucidate the utilisation of cryptocurrency as a means for financing terrorist
activities. This article focuses on the methods that terrorists use to assess the reliability of
donations and their subsequent adoption®. Approach. The study utilised scientific approaches
such as abstraction, synthesis, observation, generalisation, and the method of induction of

literature and legal documents to identify the characteristics of bitcoin that either facilitate or
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hinder its usage for terrorism financing. Outcome. The advent of the Internet and electronic
devices has profoundly transformed every aspect of human existence, including criminal
behaviour. The process of digitalization has resulted in the enhancement of conventional
criminal activities and the introduction of novel forms of crime that are inherently dependent
on specialised digital electronic instruments. Terrorists were among the early adopters of new
technologies, leveraging digitalization to enhance their revenue. Therefore, e@ have
escalated their focus on cryptocurrencies, particularly Bitcoin, as a digital{forii“of payment.
Bitcoin possesses several characteristics that have captivated the in@f wrongdoers as a
means to elude accountability for illicit activities. Decentralisﬁn iminates the requirement

for validation from a central governing body, while p onymity offers a degree of

anonymity. Furthermore, terrorists are cognizant gf,tsghct that Bitcoin's privacy is highly

vulnerable and requires improvement. The stb% xamines many methods for improving

\S)
anonymity, including software that obfu%%& traffic and inhibits IP identification, peer-to-
.
peer mixers, centralised mixing se@ (tumbler), and other strategies. A crucial aspect in
combating crime is the de\-ﬁ@%mization of Bitcoin owners/users, as it enables the
identification of crimiﬁ@?aw enforcement agencies presently employ many techniques
such as direct @ect de-anonymization, proliferation analysis, quantitative analysis,
time analysiﬁl ransactional network analysis to accomplish the aforementioned objective.
These r@s are extensively addressed in this article. Furthermore, international agencies
conducted investigations and exposed terrorist organisations and their financial enablers.
More precisely, on August 13, 2020, the United States. The Office of Public Affairs of the

Department of Justice has declared the seizure of the largest amount of cryptocurrency ever

associated with terrorism. In order to investigate the matter, legal documents pertaining to
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these investigations were thoroughly examined and analysed to gather information about the
mechanism used to raise funds for terrorist activities. The legal documents disclosed that
these investigations employed the previously indicated de-anonymization methods.

The aim of this research is to examine how 21 terrorist acts have affected the risk and return
of cryptocurrency®!. This is driven by the exponential surge in Bitcoin and other
cryptocurrency prices, coupled with the ambiguity around the basic worth of ¢ &utencies
and the process of determining this value. By utilising daily bitcoin returns and gmploying the
event study approach, we calculate abnormal returns of cryptocurren@&elation to terrorist
operations. Asset price models incorporate interaction variab %ascertain the influence of
individual attacks. ARCH models are employed to ascert éations in systematic risk. Our
research suggests that terrorist acts have a beneficial p@l on the returns of cryptocurrencies.
However, these events also lead to sho -te{'b isk shifting behaviour across various
cryptocurrencies. Since its establishment i %0 , bitcoins have been utilised to conduct illicit

N

activities globally. \CO\

Recently, different terrorist® fsations have started using this technology to different
degrees. The objective\é%ﬁ thesis, titled "Innovation in Terrorist Financing: Analysing
Different Levels,® tocurrency Adoption in al-Qaeda, Hezbollah, and the Islamic State,"
is to get %gfer understanding of the factors that drive and hinder the use of
cryp% ies by terrorist groups. Six hypotheses are suggested to address this subject?.
Terrorist organisations operating in areas with significant computational capabilities are more
inclined to utilise cryptocurrency. Furthermore, a lack of sufficient infrastructure to support
the conversion of cryptocurrencies into traditional fiat cash might deter terrorist organisations

from embracing this technology. Furthermore, in the event of cryptocurrency price
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fluctuations, the probability of terrorist organisations embracing the technology will decrease.
Furthermore, terrorist organisations with more extreme ideologies are increasingly inclined to
embrace cryptocurrencies. Furthermore, terrorist organisations with a higher degree of anti-
Western feeling in their beliefs are less inclined to embrace cryptocurrency. Lastly, the sixth
hypothesis suggests that if terrorist organisations are successfully funding their operations
through conventional methods, they are less inclined to embrace crypto &s. To
examine these assumptions, three case studies were conducted on al-Qaeda, bollah, and
the Islamic State. An examination of these cases reveals that only the®1 ypothesis yields a
positive result, which carries significant and progressive conﬁl ces for the United States'
counter-terrorism policy®2. Q

Terrorist action is an extremely perilous type of ¢ 'n@ehaviour that presents a risk to the
entire human race, in addition to environm catastrophes and wars. The issue of
NQ
combating the financing of terrorism is si*}kant both for Russia and the global community

.

in the broader framework of comba’{ﬁgorlme. The funding of terrorism has historical origins,
but currently, the means of'g%ng are predominantly facilitated through the worldwide
Internet and the advanm%%f digital economy technologies. The ongoing enhancement of
the Internet's c s%not only presents further opportunities for the advancement of the
worldwide commtihity, but also gives rise to many new global risks®3.

Terr%/&nisations are utilising modern digital technologies such as cryptocurrencies,
virtual currencies, crowdsourcing, fundraising, social networks, and Telegram channels to
transform traditional techniques of financing terrorism. In the context of a digital economy,
terrorist acts can have far-reaching consequences. They can disrupt government operations

and finances, affect the value of securities and the overall investment climate, lead to a
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significant decrease in tax revenues, contribute to an increase in military spending within the
state budget, and have a profoundly destructive impact on both the state and society®4.
Developing effective strategies to fight the financing of terrorism is a top issue in scientific
research. The article provides an evaluation of the primary methods now used to finance
terrorist actions. It also offers recommendations for combating their spread and n&mising
the emergence of new contemporary means for criminal organisations to gain w Qﬁ.

The advent of algorithmic-based currency systems, commonly referred to as cryptocurrencies,
has sparked concerns because to the potential threats related to m@undering and the
financing of terrorism. In addition to its advantages, .the\ decentralised nature of
cryptocurrency offers significant opportunities for t organisations and criminal
syndicates to store, transfer, or conceal their 'lb@yroﬁts. This is possible because
transactions lack oversight or authorization f{)Q erning or central authority, allowing for
anonymity. Nation-states have been push xenhance their Anti-Money Laundering (AML)

R

and Combating the Financing of Tq&ﬁs\m FT) systems in order to safeguard their physical,
economic, and national securi@s can be achieved through the implementation of rules or
complete prohibition. P@%has chosen to pursue the latter strategy and made it illegal to
engage in any t s involving cryptocurrencies. However, due to the lack of specific
laws, authorities are encountering challenges when it comes to prosecuting offences relating
to ¢ p\@encies. This study employed a qualitative approach to analyse how the text
discusses the functions of cryptocurrencies and how they enable crime syndicates and terrorist
financiers to launder their funds. It also explores the necessary methods to combat this form

of illicit financing®.

113



The onset of the 21st century is marked by globalisation, volatility, uncertainty, and a
resurgence of terrorism, which has emerged as a significant menace to human society and
democracy. An examination of the progression of global terrorism indicates that the activities
undertaken are becoming increasingly perilous as terrorist organisations have greater access to
financial means, which in turn allows them to procure progressively advanced weaponry,
technology, and propaganda tools. The frequency and intensity of terrorist acti Q%ctuate
based on the financial framework of the terrorist group. Consequently, th€ pursuit of
discovering and acquiring fresh financing sources, novel money-la@rl g techniques, and
innovative means of transferring funds has emerged as a cruci %errorist groups employ
several methods to acquire and move monies required @ cir operations, utilising both
contemporary technologies such as cryptocurre cy@ the darknet, as well as ancient
techniques like zakat and hawala. This study in tes the reliance of terrorists on financial
N\

resources, the techniques used to acquire gdh ove these monies, and the global community's
g

t against terrorism includes measures to halt its

endeavours to combat this problem\¢§§ﬁ

Q
N
N

2.3.2 Regulﬁl, aw, Security, and the Financing of Terrorism Via Cryptocurrency

funding®’.

The dv%%f cryptocurrencies has provided terrorist organisations and criminal syndicates
with a new means to conduct their illicit financial activities. The escalating utilisation of
cryptocurrencies in activities such as terror financing, drug trafficking, human trafficking, and
corruption has compelled legislators worldwide to take measures to regulate the processes of

selling, buying, and exchanging cryptocurrencies. While China has implemented a complete
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prohibition on cryptocurrencies, other nations have opted to embrace the possibilities of
bitcoin by integrating it into mainstream systems and implementing sensible restrictions®®. In
the midst of global initiatives to regulate and exploit the possibilities of cryptocurrency,
Pakistan has implemented a prohibition on virtual assets and tokens. The decision to ban
cryptocurrencies is based on the multitude of issues that the country would face, including tax
evasion, transnational crimes, terrorism financing, cybercrimes, corruption, a Q&pping
for ransom. Although Pakistan's current approach aligns closely with{ Chiffa, Pakistani
officials should use a hybrid approach to regulate their economic an tory environment.
Exercising caution and prioritising long-term planning are 636 al when considering the
implementation of cryptocurrencies in the country. Q

Bitcoin was developed in 2008 with the purpo e@oviding an alternative method of
payment for individuals who have limited accesfb%aditional banking services, such as those
who are under-banked or un-banked. It icularly benefits people living in areas where the

.

formal financial system is plagued éﬁ}videspread corruption and lacks effective regulation.
Nevertheless, criminals and te@g{s promptly took use of Bitcoin's distinctive characteristics,
specifically its decenta@amre and partial anonymity, to support widespread terrorist
financing and \%ndering operations®. The government's responses to protect national
security int@s ave exhibited a wide range of approaches, spanning from complete
proh%@o passive acceptance. This discrepancy arises from the challenge of accurately
categorising Bitcoin. There are two opposing viewpoints about Bitcoin's classification: some
believe that it is a currency, while others contend that it is an asset. These disparities have
caused a bureaucratic conflict between many regulatory agencies in the United States,

including the Financial Crimes Enforcement Network, the Commodity Futures Trading
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Association, the Securities and Exchange Commission, and the Internal Revenue Service.
This paper aims to surpass the current legal frameworks by advocating for the classification of
Bitcoin as a technology and suggesting that regulation should be entrusted to private sector
technology businesses. The increasing number of cyberterrorism threats, made possible by
the internet and digitalization, requires a thorough and effective reaction to combat the quick
and effortless movement of funds for terrorist across international boundari Qﬁ study
centres on the latest advancements in counterterrorism, specifically in relation fo"the funding
obtained through internet means. The objective is to establish metric@hay effectively and
sustainably tackle these changing difficulties, offering usefu@o ation for the creation of
successful strategies. Q

The work examines the regulatory framework fi q@r-terrorism financing in Indonesia
using a normative juridical method and a erdisciplinary approach that includes
criminology, international law, treaties % pertinent statutes®. The research utilises a

.

qualitative descriptive technique to @ractlcal understanding of the regulatory landscape by
examining Laws No. 9 of 201 & 0. 15 0f 2003. The findings highlight the complex aspect
of addressing terrorismfinaneing, advocating for strict financial regulations, increased global
cooperation, an T@Ay legal structures. This study highlights the significance of proactive
and adaptabl ggaches, both in theory and practice, to effectively tackle the intricate issues
prese{/@ the geographical relocation of terrorism and the utilisation of digital and
cryptocurrency channels for financing. This research enhances the worldwide comprehension

and provides valuable insights for politicians, security agencies, and scholars to develop

precise and enduring strategies to combat terrorism financing.
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The examination commences by providing a comprehensive overview of cryptocurrencies,
with a specific emphasis on elucidating how the underlying technology and applications
amplify susceptibilities. The material will establish the groundwork for analysing the
weaknesses present in the structure of bitcoin technology, as well as potential subjects for

regulatory measures. The subsequent phase of the analysis will then redirect attention towards

delineating the extent of the money laundering issue linked to cryp::Qre y. A
s

comprehensive comprehension of the situation is important to guide 'cu ised AML

legislation and regulations. The final segment of the analysis will ex@&ascent anti-money
laundering (AML) legislation that oversee cryptocurrencies @particular emphasis on
those being formulated and enforced in the United Ara ﬂﬁtes (UAE). The rules of the

UAE will be compared to those of the USA and an Union (EU) with the purpose of
d

conducting a comparative ana1y§is identifying best practices.

Discoveries®! \

The UAE possesses a strong r@ory framework designed to enhance anti-money

{@% facilitating the widespread adoption of cryptocurrency

assets in both corporata%%vemment activities. An examination of the legislative system

in the UAE h@?‘% significant concerns. Currently, the existing legislation do not

encompass d@n alised finance (DeFi) and non-fungible tokens (NFTs). The lack of explicit

laundering (AML) measures

legis ati%’gverning DeFi and NFT protocols has provided an opportunity for money
laundering and associated illicit activities. Furthermore, the legislative landscape in the UAE
exhibits a significant degree of fragmentation. The UAE lacks a comprehensive set of
nationwide laws that are applicable to all of its Emirates. Fragmentation is a prevalent issue

not only in the UAE but also in the USA and EU, impacting these regions on a worldwide
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scale. Hence, it is imperative to implement a customised strategy that ensures that the
established norms and guidelines are adaptable to the various facets of cryptocurrencies. The
method is crucial, as it would be unfeasible to devise a singular legislation or rule that
encompasses all crypto assets, including their varied applications. Additionally, the Financial
Action Task Force (FATF) ought to establish an international benchmark that promotes a
consistent and coordinated implementation of anti-money laundering (AML Q&unter-
terrorist financing (CTF) legislation and regulations pertaining to cryptocfifrencies and
blockchain technology®?. é

A study explores the complex connection between digital assets,\particularly Non-Fungible
Tokens (NFTs), and the legislative framework for anti-m undering (AML) and counter
financing of terrorism (CFT). The rapid expansion,o has brought about new difficulties
and opportunities. This calls for an exam%%% changing regulatory frameworks and
enforcement mechanisms to address the %ers of money laundering (AML) and terrorist
financing (CFT) that are linked w@gital assets. This chapter specifically examines the
distinct attributes of NFTs, tl@g{lrds of money laundering (AML) and terrorist financing
(CFT) in the NFT ind@%orldwide regulatory advancements, obstacles in compliance,
technology rem@os taken to enforce regulations, cooperative initiatives, and upcoming
trends. This %p 1 seeks to offer valuable insights to policymakers, regulators, scholars, and
indu try@lcipants in efficiently managing financial crime risks in the digital asset
landscape through a thorough analysis of these factors®3.

This mini-dissertation aims to examine and determine the potential dangers and repercussions
of virtual currencies on the existing regulatory and supervisory framework in South Africa,

specifically in relation to money laundering and terrorism financing. The South African
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financial system is highly controlled and overseen to ensure its prudence, reputation, and to
promote its safety and stability. In recent times, advancements and progress in technology
have given rise to significant challenges, particularly in terms of financial regulation and
supervision. The field of financial technology has given rise to enigmatic phenomena such as
blockchain, insuretech, crowdfunding, and virtual currencies. Currently, virtual currencies,
which will be the main subject of this study, are not included in the South A Q%ancial
regulatory or supervisory system, resulting in a regulatory loophole. The th African
context is faced with numerous risks and implications, including t@%ion, illicit flow of
funds across borders, violation of exchange control regulatigns, financial instability,
uncertainty in monetary policy, inaccurate economic st@ , failure to report balance of
payment requirements, and money laundering an ten&' financing (ML/TF). The objective
of the study is to create a precise depiction % ication of virtual currencies specifically
within the setting of South Africa. Furt ekore, the study will examine the dangers and
.
consequences that virtual currencie&ﬁﬁj\ent to the South African financial system in terms of
money laundering and terro@%(ancing. Ultimately, the study will provide a potential
remedy to address the é@%regulatory loophole caused by virtual currencies in the South
African financia 1@94.
Cryptocurre%gén emerging technology that brings up numerous challenges in terms of
regu ati@d risks related to financial crime. The diverse range of cryptocurrencies and
digital assets poses a challenge for government bodies in establishing a consensus on a
standardised classification for cryptocurrency. The objective of this study endeavour was to
examine existing rules pertaining to cryptocurrencies and evaluate their efficacy in addressing

financial illicit activities. An analysis of four important regulatory agencies in the United
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States reveals that each organisation has distinct categorization and handling of
cryptocurrencies. Despite attempts to create a unified and comprehensive description of
cryptocurrency, each government agency still regulates cryptocurrency based on its own
understanding of the term. The outcome is a distorted and unintelligible comprehension of
cryptocurrencies, resulting in inadequate laws and enforcement measures. The absence of
well-defined cryptocurrency legislation results in certain segments of the bi Q%nomy

operating without regulation. Unregulated bitcoin exchanges are susceptible€ to various

financial crime risks®>. Q

%d policies of different

This study aims to analyse and summarise the regulatory mg

laundering regulatory system for cryptocurrencies. rawing on international advanced

countries regarding cryptocurrency in order to establis d“enhance China's anti-money

practices and mature experience, the study_ see minimise financial risks and safeguard

China's financial security. The project ha: t}\&primary research objectives: 1) To improve

the systemization of China's regul@approach to cryptocurrencies. 2) Establish a robust

regulatory framework for e(@gﬁrrencies in China to effectively mitigate the dangers

associated with moneyﬂ%%ing and terrorist funding. 3) Enhance the efficacy of China's

regulatory fra or cryptocurrencies. This study employs a qualitative research
Ge

methodologyautilising comparative research, analysis, and induction analysis. The topic is
addﬁ%@ applying social interest theory, which provides theoretical help in addressing
issues related to natural monopolies, external impacts, and inadequate knowledge. This
method involves the synthesis of a substantial amount of literature and economic principles.
To meet the research objectives, it is recommended to apply the following improvements: 1)

Establish industry standards to mitigate potential hazards originating from the source. 2)
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Elucidate the implementation of regulations and incorporate cryptocurrencies into the purview
of anti-money laundering regulation. 3) Enhance global collaboration to detect and counteract
the laundering of cryptocurrencies, and 4) enhance technological advancements and establish
regulatory technical assistance that aligns with bitcoin trading®®. The nature of terrorism
financing has transformed due to the rapid growth and widespread use of the_internet.
Terrorist organisations have increasingly relied on this aspect of funding as a ¢ Qm ans of
mobilisation. The financing of terrorism by cyber means has occurred simu%gﬂly with the
significant advancements in technology that have been made in rec@e des. This chapter
offers a comprehensive overview of the evolution of fundi r@ds for cyber terrorism.
Next, it presents pertinent aspects pertaining to the cybe of terrorism financing that
are currently posing difficulties for scholars, profi s#@, and policymakers. These include
conversations on social media, cryptocurren%d% e black web.

2.3.3 Terrorism Funding Via Cryptocu eky and Its Impact on International Relations

.

The current conflict between Russi{G;\SU aine underscores the increasing involvement of
independent countries in &@n rnational cryptocurrency network, and the significant
consequences this has\@?rivate entities, including worries about sanctions and even
involvement in w@nes. In light of the fast evolving legal environment surrounding
cryptocurren%, it is imperative for the global cryptocurrency markets to establish
stan. arc@ procedures for fundraising, ensuring compliance with sanctions, and
implementing effective measures to combat financial crimes™. In reality, crypto assets are not
completely untraceable. The main vulnerability that illegal actors take advantage of is the

failure of DeFi services to comply with anti-money laundering/combating the financing of

terrorism and sanctions obligations. The international community has established the
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Financial Action Task Force (FATF), a comprehensive and global entity with the authority to
impose actions. The recent enforcement measures implemented by member nations of the
Financial Task Force on Anti-Money Laundering (FTFA) will expedite the implementation
and enforcement of the travel rule. Additionally, advanced blockchain analysis technologies
are offering robust "crypto intelligence tools for all parties involved.

An important advancement in the global economy is the emergence of cryptoc Q&, with
bitcoin being particularly significant. The modern digital economy en(Qnﬁ ses various
varieties of cryptocurrencies, with bitcoin being the most widespre@toin was officially
introduced in 2009 by an individual or group using the e@m Satoshi Nakamoto.
Bitcoin's value has surged to a staggering 19.7 billion Qrs as of January 2, 2018,
With the increasing value of bitcoin, terrorist org iy@ are utilising this digital money to
fund their heinous operations worldwide. B{def@ o, they are able to evade the monitoring
systems of the banking institutions in dif é& nations. In light of this context, the objective
of this chapter is to comprehend th{@?&tioning of cryptocurrencies in a broad sense, with a
specific focus on bitcoin. Las@%lso aims to determine the pattern of the bitcoin economy
and its influence on ill@%ities overall, with a specific focus on funding terrorists. The
study has unco e@at the cryptocurrency economy has gained widespread popularity
globally, res@g in the emergence of an independent virtual economy that operates without
rules in‘@ by any one government or group of countries. The application of the vector
error correction model (VECM) revealed a statistically significant long-term relationship
between terrorist incidents and bitcoin transaction/circulation in a panel of 12 nations from
2010 to 2016. Nevertheless, there is a significant apprehension regarding its mode of

functioning and its illicit association with the financing of terrorists®.
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In the 1980s, globalisation experienced a significant surge in momentum. Globalisation led to
the establishment of factories by firms in foreign nations, the implementation of new trade
agreements, and the promise of universal wealth. In the 1990s, the Internet accelerated the
process of globalisation, further reducing the size of the planet. Nevertheless, globalisation
has also incited a strong negative reaction in the development of extremist fundamentalist
organisations such as Al-Qaeda. Over the past three decades, Al-Qaeda has als anded its
operations worldwide?*. Currently, it has established partnerships in numerQus fiations, and it
has utilised the infrastructure developed by the impact of globalisa@ establish a global
financial network. This network utilises the global financial systenityinformal money transfers,
charitable contributions, and other means. Following t attacks, governments at the
national level and its regional allies have made efft rtv@un‘[eract the funding of terrorism®!.
However, Al-Qaeda has effectively modified it ncing approach in order to evade these
countermeasures. The lack of extensive &Bboration on an international scale has enabled
.

AlQaeda to persist in generating @\s of dollars annually. Additionally, Al-Qaeda has
taken notice of emerging tw@ies as a means to acquire extra finance, strategize, and
communicate. The inteb@%ted nature of these technologies poses a threat since it enables
Al-Qaeda and c@ps to effectively conceal their activities, while also increasing their
financial cag%ih es, while governments at national and regional levels struggle to keep up.
An @’Qon of Al-Qaeda's financial network reveals the insufficiency of national and
regional strategies in combating terrorism finance, emphasising the necessity of collaborating
with international institutions?3-2,

A study emphasises the utilisation of global performance indicators (GPIs) by international

organisations to influence policy change by exerting pressure on transnational markets. GPIs
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serve as reliable evaluators of state policy when international organisations possess credibility,
and when monitored countries engage in competition for market resources. These indices
effectively convey information regarding country risk and contribute to the stabilisation of
market expectations. In such circumstances, banks and investors may limit the availability of
funds to states that do not comply with regulations, while encouraging greater adherence to
these regulations. I illustrate this market-enforcement mechanism by examining the Fihancial
Action Task Force (FATF), an intergovernmental organisation that QfferS” nonbinding
recommendations to address the challenges of money laundering andf{th&funding of terrorism.
The publication of noncompliant jurisdictions by the FATF has compelled international banks
to reallocate resources from these nations and has escdlated the expenses associated with
ongoing noncompliance. Consequently, there has,_beema’ substantial rise in the number of
states that have enacted legislation to criminalis€/tetforist financing. This discovery indicates
a strong mechanism by which institutions shape domestic policy and emphasises the influence
of Global Policy Indexes (GPIs) in a fiaje when information holds global value.

2.4 Conceptual Model

2.4.1 Digraph Representing‘the Multi-Level Framework

Here's a diagram® réprésenting the Multi-Level Framework for analyzing terrorism funding

and cryptocussency:

Level 1: Network Level 2: Strategic > Level 3: Global Security
Operations (SNT) | === Intcractions & International
(Game Theory & : :

| _ |

Actors | Ties H Strategies | Dynamics — Impact | ImpaCt

l | !
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(Traditional | Online | Exploiting | Regulations | Faster| Online |

Cryptocurrency) | Forums | Anonymity | Collaboration | Cheaper |




Source: Author's Compilation

2.4.2 A Multi-Level Framework for Analyzing Terrorism Funding and Cr Qﬁency
This framework combines elements of Social Network Theory (SNT) d@sights from
international relations to analyze how terrorist organizations u@ ptocurrency for
financing activities and its impact on global security. It operates on‘three levels:

2.4.2 A Multi-Level Framework for Analysing Terrori ding and Cryptocurrency
This framework integrates Social Network The NT) and international relations
perspectives to examine cryptocurrency-enable rism financing in Nigeria and Kenya. It
is structured across three distinct yet inter n\\ne%ed levels of analysis.

Level 1: Network Operations &C;\\'

At the network operations le've\Q ormed by SNT, the framework explores the intricate web
of actors and ties und\r@%g terrorist financing in Nigeria and Kenya. Actors include
terrorist groups v&%s Nigeria's Boko Haram and ISWAP, ranging from centralised to
decentralise%ructures, and Kenya's Al-Shabaab alongside financiers, cryptocurrency
exch ng%,’grmpathisers, law enforcement agencies, and regulatory bodies like Nigeria's
Central Bank and Kenya's Central Bank. These entities are connected through financial
transactions, traditional banking with cryptocurrency flows, and communication channels,

such as Telegram in Nigeria or informal networks in Kenya, which also serve as pathways for

recruitment and radicalisation. The analysis traces cryptocurrency funding flows, mapping
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their movement from entry points like Nigeria's thriving crypto exchanges to exit points like
Kenya's mobile money systems. It also assesses network centrality to identify key actors,
important financiers in Nigeria, or intermediaries in Kenya. It further investigates peripheral

"weak ties," individuals with cryptocurrency expertise or access to alternative funding, whose

R

The strategic interactions level draws on game theory and the intemationa‘ S}Qﬂ to dissect

subtle roles enhance the resilience of groups like ISWAP or Al-Shabaab.

Level 2: Strategic Interactions

the dynamic choices shaping terrorism financing in Nigeria and Keorist strategies in
Nigeria exploit Bitcoin's anonymity, whilst in Kenya, groups \% fintech gaps, adapting
to countermeasures and harnessing the global rea@o cryptocurrency platforms.
Governments counter these moves with tailored, a hes—Nigeria implements Virtual
Asset Service Provider (VASP) regulations, w enya enforces KYC/AML protocols—
NS
aiming to track transactions, disrupt fundr g\nd foster international partnerships. However,
.
these efforts face challenges from @ictional disparities between the two nations and the
spectre of state-linked crypto, g{cy use in terrorism, highlighting the need for a nuanced
understanding of how Y@S and regulators strategically respond to one another in this

evolving landsc®

Level 3: Global Security Landscape

At the @ﬁl security landscape level, the framework broadens its scope to assess
cryptocurrency's broader implications for Nigeria and Kenya. It examines how rapid, cost-
effective cross-border transfers enable funding flows, bypassing traditional oversight to

support Nigeria's Sahel connections or Kenya's Horn of Africa networks. The analysis also

explores how online anonymity fuels radicalisation, with Nigerian groups using Telegram
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campaigns or Kenyan actors leveraging digital platforms to distribute propaganda via
cryptocurrency transactions. Furthermore, it probes the emerging "cryptocurrency arms race,"
where terrorists in both countries advance their digital capabilities, compelling governments

and international bodies to continually refine countermeasures to maintain security across

R

2.4.3 Applying the Framework to Objectives of the Study < Q

regional and global spheres.

This framework guides the comparative analysis of Nigeria and K@;r linking its three
levels of network Operations, Strategic Interactions, and Glial ecurity Landscape to the
study's objectives. It offers a structured approach to u afiding cryptocurrency-enabled

terrorism financing. b{bQ
>

Objective 1: Identifying Methods and Strate

To identify the methods and strategies teﬁ}sb organisations employ to utilise cryptocurrency
in Nigeria and Kenya, the frame@\begins at the Network Operations level, mapping
funding flows through netw& ke Boko Haram's Telegram channels or Al-Shabaab's
informal ties, tracing c@@%rency from Nigerian exchanges to Kenyan mobile money exit
points. At the @Interactions level, it examines how these groups exploit Bitcoin's
anonymity %@ria or fintech gaps in Kenya, adapting to regulatory pressures with
enha ce@f@acy coins like those on the TRON blockchain. The Global Security Landscape
level reveals how these strategies leverage cross-border anonymity, enabling rapid transfers
that fund operations, recruitment, and propaganda, offering a comprehensive view of terrorist

tactics in both nations.

Objective 2: Evaluating Existing Counter-Terrorism Financing Frameworks
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For critically evaluating the effectiveness of existing counter-terrorism financing frameworks
in Nigeria and Kenya, with a focus on cryptocurrency regulations, the Network Operations
level assesses the impact of Nigeria's VASP restrictions and Kenya's KYC/AML rules,
measuring their success in reducing transactions or exposing key actors like ISWAP
financiers or Al-Shabaab intermediaries. The Strategic Interactions level highlights

implementation challenges, such as tracing anonymised transactions ;Qou tering

unregulated crypto services that evade enforcement in both countries. At the al Security
Landscape level, it considers how these frameworks struggle agains@&)rderless nature of
cryptocurrency, underscoring gaps that hinder the disruption c@ ng networks and regional
security efforts. Q

Objective 3: Examining Transformation and R io@ecurity Impact

To examine how cryptocurrency transforrnitrédé\ al terrorism financing networks and its
impact on regional security dynamics, the %ork Operations level maps the shift from cash-

.
based to digital networks, identifyi ﬁigerian Telegram campaigns or Kenyan digital

platforms enhance operatim&ch for Boko Haram and Al-Shabaab. The Strategic

Interactions level analyS@%v terrorists adapt to countermeasures, using cryptocurrency to

bypass traditio t@ght, whilst governments adjust strategies in response. The Global
cape

Security La%

chea@ers amplifying Nigeria's Sahel instability or Kenya's Horn of Africa tensions,

level assesses the resultant escalation in regional threats, with faster,

reshaping security dynamics across borders.
Objective 4: Investigating Interconnections with Local and International Systems
Investigating interconnections between local cryptocurrency markets, international financial

systems, and terrorism financing networks in Nigeria and Kenya, the Network Operations
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level traces funds from Nigeria's crypto hubs or Kenya's fintech ecosystems to global
sympathisers, pinpointing key nodes like exchanges or mobile money links. The Strategic
Interactions level explores how terrorists exploit these markets' global reach whilst
governments grapple with regulatory disparities and limited tracking capabilities. The Global
Security Landscape level illuminates how these interconnections facilitate cross-border

%malia,

funding, such as Nigerian donations to Sahel bases or Kenyan suppo Q

highlighting the integration of local and international systems in sustaining terrofiSt operations.

Objective 5: Developing Policy Recommendations %

For developing context-specific policy recommend o strengthen international
cooperation and regulatory frameworks, the Netw. r@ations level identifies intervention
points, such as disrupting Nigerian financiers o an intermediaries, informed by network
mapping. The Strategic Interactions le &’;ggests strategies like harmonising Nigeria's
VASP rules with Kenya's KYC/A ’%%s and enhancing blockchain analytics to counter
terrorist adaptations. The Glo@%:urity Landscape level advocates for robust international
partnerships, potentiall)@%COWAS and EAC, to address cross-border flows and the
"cryptocurrency. @ce," proposing unified frameworks tailored to Nigeria and Kenya's
unique Vulnegj ities to bolster global security.

244 Be@ of this Framework

Benef}s/

This framework offers distinct advantages for analysing cryptocurrency-enabled terrorism

financing in Nigeria and Kenya, enhancing understanding of its complexities within

international relations. Its multi-level approach provides a comprehensive perspective by
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weaving together network operations mapping the intricate funding webs of groups like Boko
Haram and Al-Shabaab strategic interactions, where terrorist adaptations meet governmental
countermeasures and global security implications, assessing the broader impact on regional
and international stability. A key strength lies in its emphasis on international relations,
integrating the critical role of cross-border cooperation and the potential for state sponsorship.
These are particularly relevant given Nigeria’s Sahel ties and Kenya’s Q&Africa
dynamics. Furthermore, its adaptability allows for tailored analysis of specific*Case studies,
such as Nigeria’s shift to privacy-focused cryptocurrencies, Kenya@n«tbch vulnerabilities,
and emerging trends in terrorist cryptocurrency use. By equippin researchers to dissect the
multifaceted issue of terrorism funding through cryptocu’ , this framework illuminates
its operational mechanics and global security ra 'ﬁe@s. It offers a robust tool to inform
comparative strategies for Nigeria and Kenya withigthe broader international landscape.

N\
2.5 Summary of the Gap in the Literature Reviewed

XN\

The literature on cryptocurrency-enabled terrorism financing has primarily focused on

Mo ) N

industrialized economies, neglecting the unique vulnerabilities and requirements of emerging
-

e\

nations like Nigeria and Kenya. This gap limits our understanding of the specific dynamics
-\
and impacts of crygocurrency use for terrorism funding in these contexts. By concentrating
on Nigeria and Kenya this study aims to address this deficiency, offering insights into how
"N
cryptocu@ncy-enabled terrorism financing operates within the Nigerian and Kenya landscape.
Through empirical research and a nuanced analysis, the study seeks to shed light on the

challenges and implications faced by countries like Nigeria and Kenya in combating

cryptocurrency-enabled terrorism financing.
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Moreover, existing theoretical frameworks often lack depth, particularly in integrating
technological aspects, local context, and specific vulnerabilities in developing countries
within the study of terrorism financing. This theoretical deficiency hinders the development of
comprehensive solutions tailored to the complexities of cryptocurrency-enabled terrorism
financing. Incorporating insights from Network Analysis, Cybersecurity and Technology
Studies, and International Relations and Security Studies, this study aims to bridge the
theoretical gap. It seeks to provide a holistic understanding of the interplay between
technological advancements, local contextual factors, and terrorism financing dynamics,
thereby contributing to theoretical advancements in the field.

Furthermore, the absence of evidence-based and tailored countermeasures leaves countries
like Nigeria vulnerable to potential threats arising from cryptocurrency-enabled terrorism
financing. Existing approaches may not adequately address the evolving nature of this
phenomenon or the unique challenges posed by the Nigerian and Kenyan context. Through
the development of a multi-level framework and empirical research, this study intends to fill
the practical gap by providing actionable recommendations for addressing cryptocurrency-
enabled terrorism financing in Nigeria and comparable contexts. By offering insights into
effective countermeasures and policy interventions, the study seeks to enhance the capacity of
policymakers, law enforcement agencies, and other stakeholders to combat cryptocurrency-
enabled terrorism financing effectively.

This study aims to contribute to the existing literature by addressing the gaps in understanding
and tackling cryptocurrency-enabled terrorism financing, particularly within the Nigerian and
Kenyan context. By conducting empirical research, integrating theoretical frameworks, and

developing evidence-based countermeasures, the study seeks to provide a comprehensive
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analysis of the challenges and implications of cryptocurrency-enabled terrorism financing in
emerging economies. Through these efforts, the study endeavors to enhance our
understanding of this complex phenomenon and contribute to the development of effective

strategies for countering cryptocurrency-enabled terrorism financing
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3.1  Research Design . \A@
This study adopted des@% survey research design was anchored integrating Concurrent

sequential researoh)\@n wholely at the first phase to compare cryptocurrency and terrorism

financing ingi a and Kenya with reference to global practices. At the second phase,

contetnt@ysis research design was adopted.

3.2 Population of the study
The population of this study comprised professionals and experts from various sectors across
both countries who possess specialized knowledge in cryptocurrency regulation, financial

intelligence, counter-terrorism financing, cybersecurity, and related fields.
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In Nigeria, the population encompasses representatives from the Security Exchange
Commission (SEC), Economic and Financial Crimes Commission (EFCC), National Security
Adpviser's Office, Financial Intelligence Unit, registered cryptocurrency trading firms, financial
institutions, cybersecurity companies, and academics specializing in finance, blockchain
technology, and international relations. The Kenyan population includes counterparts from the

&ounter

Capital Markets Authority (CMA), Financial Reporting Centre (FRC), N Q

Terrorism Centre (NCTC), licensed cryptocurrency exchanges, financial inStitutions, and

O
Q
QO

2
Table 3.1: Distribution of Study Populati0{Q ’b

academic institutions.

Sector Institution Type  Nigeria Kenya
Regulatory Financial XQJ' Exchange Capital Markets
Regulators émmlssion (SEC) Authority (CMA)
Financial Q igerian Financial Financial Reporting
Intelligence® Intelligence Unit (NFIU) Centre (FRC)
Law Economi ®e Economic and Financial Ethics and Anti-
Enforcement 6 Crimes Commission Corruption Commission
(EFCC)
e@ Agencies Office of National Security National Counter
Adviser Terrorism Centre
Private Sect% ryptocurrency Registered Crypto Trading Licensed
rb Industry Firms Cryptocurrency
Q Exchanges
\/ Financial Commercial Banks, Fintech Commercial Banks,
Institutions Companies Fintech Companies
Academia Research University Departments, Research Institutes,
Think Tanks Universities
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The diversity of this population ensures comprehensive coverage of the multifaceted issues
surrounding cryptocurrency regulation and terrorism financing from regulatory, law

enforcement, private sector, technical, and academic perspectives across both countries.

33 Sample and Sampling Techniques

This study employs a purposive sampling technique to select respondents withdspecific

expertise and experience relevant to cryptocurrency regulation and terroris ing in both

Nigeria and Kenya. Purposive sampling was chosen due to the s E ze nature of the

research topic and the need to obtain insights from individuals epth knowledge and

practical experience in the field. The researcher deliberate ected participants based on

their professional roles, expertise, and ability to provide'@fo ed perspectives on the research

questions. 6’6

For quantitative questionnaire respondentx\(gal of 103 participants were sampled as these

are the total numbers of the particip‘a&@ﬁ

67) and Kenya (N = 36). ]@uestionnaires were distributed to financial regulators,

t tesponded to the questionnaire, with Nigeria (N =

cryptocurrency experts@y professionals, and academics to capture diverse insights on
the challenges and unities associated with cryptocurrency in terrorism financing across
both countr16 n- depth interviews, qualitative method was conducted, a total of 11 key
informa %rtmpated, with Nigeria (N = 7) and Kenya (N = 4). These interviews provided
pracU& insights into how each country manages cryptocurrency-related risks while

promoting innovation.

The selection criteria for participants included: (1) a minimum of five years of professional

experience in relevant fields; (2) current employment in institutions directly involved in
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cryptocurrency regulation, counter-terrorism financing, or related areas; (3) demonstrated
expertise through publications, policy contributions, or operational roles; and (4) willingness
to provide detailed perspectives on sensitive regulatory and security topics. This approach
ensured that the sample, though limited in size, represented high-quality information sources
capable of providing nuanced insights into the complex issues under investigation. They are

selected based on their area of specialization and expertees knowledge @‘«chain

Technology, Crytocurrency Trading, Financial Regulators and Security Studies.

O

Table 3.1: Sample Distribution for %, nnaire Respondents

@fj Nigeria Kenya Total

Sector Institution T
-A\\ (N=67) (N=36) (N=103)
Regulatory Financial"Regulators 12 6 18
Fina@elligence 8 5 13
Law Ecanoftiic Crime 9 5 14

Enforcement ° 5\'

Q&curity Agencies 7 4 11
Private Sect% ryptocurrency 11 5 16

Industry
Q Financial Institutions 9 4 13
Acacw Technology Research 6 4 10
Policy Research 5 3 8
Table 3.2: Sample Distribution for In-depth Interviews
Sector Position Nigeria Kenya Total
(N=7) (N=4) (N=11)
Regulatory Bodies Senior Officials 2 1 3
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Law Enforcement Investigators/Analysts 2 1 3
Cryptocurrency Compliance Officers 1 1 2
Industry

Financial Institutions  Risk Managers 1 0 1
Academia Professors/Researchers 1 1 2

The sample size determination was influenced by several factors, including (1) the limited
pool of experts with specialised knowledge in the intersection of cryptocurrency Q%qorism
financing in both countries; (2) access constraints, particularly within securi@@ntelligence
agencies; (3) the principle of information richness rather than statisti@}\resentation; and (4)
practical considerations regarding time and resource availability @Ia collection across two
countries. The higher number of participants from Nigewi ared to Kenya reflects the
relative sizes of the financial sectors and the more GS}SI ed nature of cryptocurrency usage
in Nigeria. 6
O

Response rates for the questionnaire.w 83:8% for Nigeria (67 out of 80 distributed) and
78.3% for Kenya (36 out of 46 di{sbl\ed), reflecting the high level of engagement among

selected experts. For interviewsyall targeted respondents participated, indicating the perceived

importance of the re\&ﬁ topic among key stakeholders in both countries. This
comprehensive C‘r@ approach ensured that the study captured diverse perspectives across

relevant sec@ while maintaining focus on individuals with substantive expertise in the

spec@earch area.

3.4 Description of Research Instruments

This study utilised three primary data collection instruments: a structured questionnaire, key
in-depth interviews, and case studies to comprehensively analyse the dynamics of

cryptocurrency and terrorism financing in Nigeria, Kenya, and on a global scale. The research
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design integrated quantitative and qualitative approaches to capture detailed insights from

experts, stakeholders, and real-world examples.
Questionnaire

The questionnaire began with demographic data to establish a baseline understanding of
respondents' backgrounds. Participants were asked to provide information about thieis,gender,
age, education level, employment status, ethnicity/race, marital status, locatglon, place
of work, and position. This ensured that the sample reflected diverse professional and
personal experiences relevant to the study. Following this, the qn@ aire was divided into

five sections, each addressing critical aspects of cryptocurrf d terrorism financing.

In Section A, respondents identified specific meth(@d strategies employed by terrorist
groups to utilise cryptocurrency for funding t perations. Questions explored whether
terrorist groups acquired cryptocurrency }1\%, converted them into usable assets, used
privacy-focused cryptocurrencies 0{ @ewices to obscure financial activities, exploited
decentralised finance (DeFi).p@s, or adopted technological innovations to enhance their

operations. This Sectio@led 10 items.

Section B evah(c@ffectiveness of existing international regulatory frameworks and law

enforcementéforts in countering cryptocurrency-based terrorism financing. Respondents
asses%o%r%fher current regulations adequately addressed these challenges, examined the
tools used by law enforcement agencies to trace transactions, and identified gaps in
enforcement strategies. This Section also included questions about notable successes in
disrupting terrorist financing activities through cryptocurrency-related investigations. It

consisted of 10 items.
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Section C analysed the impact of cryptocurrency on the dynamics of international terrorism,
including its potential to facilitate cross-border activities and radicalisation. Respondents
considered whether cryptocurrency had changed the funding sources of terrorist organisations,
facilitated propaganda, or played a role in lone-wolf attacks. The Section explored how the
pseudonymous nature of cryptocurrency transactions impacted efforts to identifT track

X

Section D assessed the broader implications of cryptocurrency usage )&t lobal security

terrorist financing. It contained 10 items.

landscape. Respondents evaluated whether the integration ptocurrency posed
vulnerabilities to traditional financial systems, played a ro@ cyber warfare, or affected
economic sanctions and financial controls. The Section @ighted emerging security risks
and opportunities for collaboration between t%’byptocurrency industry and security

stakeholders. It consisted of 9 items. @

Finally, Section E developed corﬁ@ sive recommendations for policymakers and
international organisations .to @g&gthen global counter-terrorism efforts. Respondents
suggested ways to enha @ulatory frameworks, improve coordination among agencies,
involve technolo‘g)s\ panies, and implement public awareness campaigns. The Section
emphasised the@ﬂance of standardised guidelines, enhanced AML/CTF measures, and
specialise forces dedicated to combating cryptocurrency-enabled terrorism. It contained

10 itemseIn total, the questionnaire comprised 49 items distributed across the five sections.
Key In-Depth Interviews

To complement the quantitative data collected through the questionnaire, key in-depth

interviews were conducted with stakeholders from critical sectors, including the Securities
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Exchange Commission, Economic and Financial Crime Commission, National Security
Adviser's Office, registered crypto trading firms, academia, and subject matter experts. These
interviews delved deeper into the themes explored in the questionnaire, providing richer,

qualitative insights.

Interviewees were first asked to identify specific methods and strategies employed %rrorist
organisations to utilise cryptocurrency for financing their activities. @ instance,
representatives from the Securities Exchange Commission discussed ho gdhomtored and
detected suspicious cryptocurrency transactions potentially li rrorist organisations
organisations. Members of the Economic and Financial Cri §1sswn shared common

tactics used by terrorist groups and described their collal@on with international agencies.

National Security Advisers provided insights&b regional trends and patterns in

cryptocurrency usage by terrorist organisat@

Next, interviewees evaluated the effect@ss of existing international regulatory frameworks
and law enforcement effortf 1&@ tering cryptocurrency-based terrorism financing. They
discussed whether curr @alations adequately addressed these challenges, identified
limitations or gaps in_8nforcement strategies, and highlighted opportunities for improvement.

Collaboratioa@\temational agencies and the role of financial intelligence units (FIUs)

were also ed.
QJ%

The Miews then analysed the impact of cryptocurrency on the dynamics of international
terrorism, including its potential to facilitate cross-border activities and radicalisation.
Registered crypto trading firms in Nigeria shared instances where cryptocurrency transactions

had been linked to cross-border terrorist financing. At the same time, academics and experts

147



examined the role of cryptocurrency in the radicalisation process and proposed preventative

measurcs.

Following this, interviewees assessed the impact of cryptocurrency usage on the global

security landscape.Here a rephrased version

They examined the impact of cryptocurrency integration on conventional securi tocols,
pinpointed critical security vulnerabilities, and determined the most pressin i@ o address
and prioritised. National Security Advisers elaborated on how‘% proliferation of

cryptocurrency impacted national security strategies and outli easures in place to

QQ

Finally, interviewees developed comprehensive ry&@nendations for policymakers and

mitigate associated risks.

international organisations to strengthen globtb nter-terrorism efforts. Cryptocurrency
firms suggested contributions they could hk to these efforts and recommended internal
measures to prevent misuse. Acade@ experts proposed strategies and initiatives that
policymakers and 1ntemat10na,mglnlsatlons should prioritise to address the intersection of

cryptocurrency and teﬁ@nancmg The interview guide consisted of five thematic areas,

with a total of 13 @ns distributed across these areas.
Case Studieb

In additiofi to the questionnaire and interviews, case studies were developed to provide real-
world examples of cryptocurrency-related terrorism financing in Nigeria, Kenya, and globally.
These case studies highlighted specific instances where cryptocurrency had been used to fund
terrorist activities, regional trends in cryptocurrency adoption by extremist groups, and global
implications of such practices.
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Table 3.3: Structure of Research Instruments

Instrument Structure Target Nigeria Kenya Global
Type
Questionnaire 5 sections Practitioners and 67 36 N/A
with 49 items  experts respondents respondents
In-depth 5 thematic Key stakeholders 7 4 N/A
Interviews areas with 15  and decision- informants  informants
questions makers \
Case Studies ~ Systematic Documentary 11 cases 6 cas O 6 cases
analysis evidence and f(/

framework incidents

&
Q%

In this study, ensuring the validity of the research instx@nts, namely the questionnaire, key

3.5  Validity of Research Instrument

in-depth interviews, and case studies, was a 98 step to guarantee the reliability and

credibility of the findings. @

R\
To establish content validity, thg&ﬁaj\arc instruments were carefully reviewed by the
supervisor, the researchers, t&urers from the Department of Politics and International
Relations, and three en ‘experts in the fields of cryptocurrency regulation, terrorism
financing, and s X@‘udies. These experts evaluated whether the items in the questionnaire
and intervie 1de comprehensively covered the key themes and constructs relevant to the
study's (@‘wes. Their feedback ensured that the instruments captured all essential aspects

of cryptocurrency and terrorism financing dynamics in Nigeria, Kenya, and globally.

For face validity, the instruments were assessed to ensure they appeared appropriate and
meaningful to respondents. This involved pilot testing the questionnaire and interview guide

with a small sample of experts from both Nigeria and Kenya. The pilot phase allowed the
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researchers to identify any ambiguities, unclear phrasing, or culturally inappropriate elements
within the instruments. Feedback gathered during this stage was incorporated into the final
versions of the questionnaire and interview guide to enhance their clarity and cultural

appropriateness.

After these reviews and pilot tests, necessary corrections and refinements were n%to the
instruments. For instance, questions were reworded for better comprehe@ response
options were adjusted for greater precision, and sections were reorgamﬁxgdmprove logical
flow. These modifications ensured that the instruments not only m: what they intended

but also resonated effectively with the target audience.
3.6  Reliability of Research Instrument Q :

In this study, ensuring the reliability of the re instruments, namely the questionnaire,
key in-depth interviews, and case studies essentlal for producing dependable and valid
results. To achieve this, various es@

methods were employed, including statistical

analyses such as Cronbach's for the questionnaire, along with iterative reviews and

pilot testing for all inst@

For the questi(c.&:@ronbach's Alpha was used to assess its internal consistency. This

statistical mgasure evaluates how closely related a set of items are as a group, indicating
Whet%%y measure the same underlying construct. The questionnaire contained 49 items
distributed across five sections, each addressing critical aspects of cryptocurrency and
terrorism financing dynamics. Cronbach's Alpha values were calculated for each section and
the overall questionnaire. The analysis yielded a high Cronbach's Alpha value of 0.85,

exceeding the commonly accepted threshold of 0.70. This result confirmed that the
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questionnaire items were reliable and consistent in measuring the intended constructs, thereby

strengthening the credibility of the data collected.

In addition to the questionnaire, the key in-depth interviews were designed to elicit detailed
insights from experts in relevant fields. While qualitative data does not lend itself to statistical
reliability measures like Cronbach's Alpha, the reliability of the interview guide W%nsured
through rigorous review processes. The interview questions were devel@based on
extensive literature reviews and consultations with subject matter e egsﬁnsuring their
relevance and comprehensiveness. Prior to full-scale administr: he interview guide
underwent pilot testing with a small sample of experts fro % and Kenya. Feedback
gathered during this phase helped refine question phr: g, structure, and sequencing,
enhancing the clarity and effectiveness of the ins t. These modifications ensured that

the interview guide reliably captured nua ’apectives on cryptocurrency and terrorism

financing. 5\%

Similarly, the case studies we &@ﬁstwcted to provide real-world examples and contextual
depth to the study. Their \hty was ensured by adhering to established methodologies for
developing case S}K , including triangulation of data sources and peer reviews. Each case
study was eti@ly reviewed by the researcher, supervisor and two other external experts
to verify cy and consistency in the interpretation of findings. Thus, the reliability of the
reseak‘lvinstruments was systematically addressed through a combination of statistical

analyses, expert reviews, pilot testing, and iterative refinements.

3.7 Method of Data Collection
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The research instruments were administered using digital platforms to facilitate ease of access
and efficient data collection. The structured questionnaire was administered physically to
respondents in Nigeria while it was administered electronically via Google Forms for Kenyan
respondents, ensuring that respondents could conveniently complete and submit their answers
online. This approach allowed for broader reach, enabling participants from Nigeria, Kenya,
and other regions to participate without geographical constraints. Responde Qﬁlved a

unique link to the Google Form, along with clear instructions on how to compl¢t€ and submit

the questionnaire. O

For the key in-depth interviews, a conversational foeras adopted using Physical
Conversation and Goggle meet. This method was ch due to its accessibility and
widespread use among the target populations B{@geria and Kenya. Trained research
assistants conducted the interviews via P ’amd Goggle meet, allowing for real-time
interaction while maintaining ﬂexibilits@icheduling. The interview questions, which were
open-ended and designed to elici@cza\ed insights, were shared sequentially through the chat
platform. Participants had.Qﬂ\gopportunity to respond at their convenience, ensuring

thoughtful and comprehensive answers.

As such, thi R%.e}cher adopted both Qualitative and Quantitiative analysis. Quantitative

analysis i
o

surve ponses from stakeholders in both countries, enabling numerical comparison of

s simple percentage calculations and mean decision techniques to evaluate

opinions on cryptocurrency regulation, terrorism financing risks, and policy effectiveness.
Qualitative analysis employs thematic coding of in-depth interviews with key stakeholders

using NVIVO software to identify themes, patterns, and differences in regulatory approaches
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and challenges. The case study method examines Nigeria (West Africa), Kenya (East Africa),

and global best practices as a benchmark

To ensure the reliability and validity of the data collected, both the Google Form
questionnaire and Goggle meet interviews underwent pilot testing with a small sample of
experts from Nigeria and Kenya. Feedback gathered during this phase was used t(*fme the
instruments, enhancing their clarity and cultural appropriateness. Additionally@nal letter

of introduction from Lead City University was presented to rel anﬁaﬂthorities and

organisations to gain access to key stakeholders and establish the ty of the study.

QQ

This study employed a mixed-methods analytical @ach to examine the comparative

3.8 Method of Data Analysis

dynamics of cryptocurrency and terrorism finanei Nigeria and Kenya. The data collected

through structured questionnaires, in-d@;tewiews, and case studies was rigorously
°

analysed using a combination of (g}a titative and qualitative techniques to ensure a

comprehensive exploration of Q@ﬁearch questions and hypotheses.

For the quantitative data\®med from the questionnaires, the analysis began with descriptive
statistics, mclu@encws, percentages, means, and standard deviations, to provide a
clear overvi%of response patterns across both countries. Simple percentage calculations
Were@o determine proportional distributions of opinions, while mean decision analysis
established central tendencies for each measured variable, facilitating direct comparison
between Nigerian and Kenyan contexts. These descriptive measures enabled the researcher to

identify similarities and differences in stakeholder perceptions regarding cryptocurrency
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regulation, terrorism financing risks, and policy effectiveness between the two countries. The

SPSS 27 was used to analyse the data.
The following table summarizes the analytical techniques applied to the data:

Table 3.5: Analytical Techniques for Data Analysis

Data Source Analytical Technique  Purpose OuthQ

(

Questionnaire Simple Percentage and  Determine distribution and &Mative statistical

Mean Decision central tendencies q files
Interviews Thematic Analysis Identify patterns and % mergent themes and
perspectives conceptual frameworks
Case Studies  Comparative Analysis Examine cont tors Cross-case synthesis and
and outcomes pattern matching
Q>

t}’b
For the qualitative data collected through x\\@’g’s and case studies, comparative thematic
analysis was employed to identify, ana@gnd report patterns within the data. This approach
involved a systematic process %d(?a familiarization, coding, theme development, and
interpretation. The thenﬁ. sis particularly focused on identifying cross-cutting issues,

country-specific challen and divergent perspectives between Nigerian and Kenyan

stakeholders. @ atistical software facilitated this analytical process, allowing for

systematic@g, categorization, and theme identification across all qualitative data sources.

The %%udy analysis employed a structured comparative approach to examine regulatory
frameworks, implementation challenges, enforcement actions, and outcomes across Nigerian,
Kenyan, and global contexts. This analysis utilized cross-case synthesis to identify patterns,
similarities, differences, and best practices that could inform policy recommendations and

implementation strategies in both countries. The global case studies served as benchmarks and
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provided contextual reference points for evaluating the approaches and outcomes in Nigeria

and Kenya.
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6 Chapter Four

\;b Results and Discussion of Findings
This chapter presents and analyses the findings from the comparative study of
cryptocurrency-enabled terrorism financing in Nigeria and Kenya. It employs quantitative
such as simple percentage and means decision and qualitative analysis of stakeholder survey

data, comparative thematic analysis of in-depth interviews, and case studies drawn from
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Nigeria, Kenya, and global contexts to examine terrorist financing methods, countermeasure
effectiveness, network transformations, international linkages, and policy implications. These
findings reveal the deeper relationship of digital currencies in terrorism financing across both
nations, shedding light on regional security dynamics and global implications whilst
addressing the study’s objectives.
>\
N

4.1 Demographic Data Analysis

Table 4.1: Distribution of Demographic Variable (N=103) @

Demographic  Category Frequenc Percentag F e}rc Percentag

Variable y e (Nigeria) e (Kenya)

(Nigeria)

Gender Male 40 60% A\ \ 21 58%
Female 27 40%8, Y~ 14 39%
Non-binary/Other 2 3. Y1 3%

Age Under 18 1 ) 1 3%
18-24 7 / 3 8%
25-34 N 4% 12 33%
35-44 17 \Q 25% 9 25%
45-54 3\ 19% 7 19%
55_64 %\, 6% 3 8%
65 and over (\’2‘ 3% 1 3%

Education Primary ()" 1 2% 0 0%

Level ‘&

Secondirh, > 3 5% 2 6%
Some N\ 7 10% 3 8%
.C%;Associate
(" Bachelor's Degree 23 34% 12 33%
. \Master's Degree 28 42% 14 39%
("} Doctoral Degree 5 7% 5 14%
Employmefit  Employed  Full- 47 70% 25 69%
Statils, < Time
v Employed  Part- 10 15% 5 14%
Time
Self-Employed 6 9% 4 11%
Unemployed 4 6% 2 6%

Ethnicity/Rac  Yoruba 20 30% - -

e
Hausa/Fulani 17 25% - -
Igbo 10 15% - -
Other Nigerian 8§ 12% - -
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Ethnicities

Kenyan Ethnic - - 14 39%
Groups
Other/Unspecified 12 18% 22 61%
*

Marital Status Single 20 30% 11 31%
Married 40 60% 22 61%
Divorced 5 7% 2 6%
Widowed 2 3% 1 3% 4

Location Urban 50 75% 27 7596\,
Suburban 10 15% 5 2%
Rural 7 10% 4 7 \11%

Religion Christianity 37 55% 20 \_J56%
Islam 27 40% 14,:\ 39%
Other 3 5% 20U )Y %

Source: Researcher Fieldwork, 2025

4.2 Dat@entation and Analysis

4.2.1 Analysis of Research Questions

RQ1: Identify the specific methods and strategies employed by terrorist organizations to

utilize cryptocurrency for financing their activities in Nigeria and Kenya.

Table 4.2 Specific Methods and Strategies Employed by Terrorist Organizations to

Utilize Cryptocurrency for Financing their Activities in Nigeria and Kenya

Nigeria

Kenya
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Items Response Responses Mean Response Responses Mean
Rate Rate
N % N %
Do terrorist organizations typically Yes 40 59.70 0.60  Yes 22 61.11 0.61
acquire cryptocurrency funds? No 27 4030 - No 14 38.89 -
Do terrorist groups convert Yes 38 56.72 0.57 Yes 20 55.56 0.56
cryptocurrency into usable assets or No 29 4328 - No 16 44.44 -
funds?
Do terrorist organizations Yes 35 5224 0.52  Yes 50.00 0.50
commonly use specific platforms No 32 47.76 - No ‘1\ 50.00 -
or channels to transact with Q
cryptocurrency?
Do terrorist organizations conceal Yes 42 62.69 0.63 es\J 24 66.67 0.67
their cryptocurrency transactions to  No 25 3731 - & 12 3333 -
avoid detection? . (\
Do cryptocurrency exchanges play Yes 39 58.21 O&\fes 21 5833 0.58
any role in facilitating terrorist No 28 41.79 N No 15 41.67 -
financing?
Do terrorist groups utilize privacy- Yes 37 553%) 0.55 Yes 20 55.56 0.56
focused cryptocurrencies or mixing No No 16 44.44 -
services to obscure their financial fb
activities? %
Are there specific regions or Yes . 3731 037  Yes 13 36.11 0.36
jurisdictions where terrorist No 42 62.69 - No 23 63.89 -
organizations are more active in &
utilizing cryptocurrency? ,{\'
Do terrorist organizations employ{ “Yes 36 53.73 0.54 Yes 19 52.78 0.53
tactics to launder cryptocurr )"No 31 46.27 - No 17 4722 -
funds?
Do terrorist organizat $MO1t Yes 32 47776 0.48  Yes 17 47.22 047
decentralized  finan }5 DeFi) No 35 5224 - No 19 5278 -

platforms for moge%‘ dering?

Source: Fiel rvey, 2025.

The d{t}gn Table 4.2 illustrate the methods and strategies terrorist organizations employ to

utilize cryptocurrency for financing in Nigeria (N = 67) and Kenya (N = 36), based on survey

responses. A majority reported that terrorist organizations acquire cryptocurrency funds

(Nigeria: 59.70%, X = 0.60; Kenya: 61.11%, X = 0.61) and conceal transactions to avoid

detection (Nigeria: 62.69%, X = 0.63; Kenya: 66.67%,
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conversion of cryptocurrency into usable assets (Nigeria: 56.72%, X = 0.57; Kenya: 55.56%,
X =0.56), use of specific platforms (Nigeria: 52.24%, X = 0.52; Kenya: 50.00%, X = 0.50),
reliance on exchanges (Nigeria: 58.21%, X = 0.58; Kenya: 58.33%, X = 0.58), use of privacy-
focused cryptocurrencies or mixing services (Nigeria: 55.22%, X = 0.55; Kenya: 55.56%, X =
0.56), and laundering tactics (Nigeria: 53.73%, X = 0.54; Kenya: 52.78%, X = 0.53). Fewer
than half noted exploitation of decentralized finance (DeFi) platforms (Nigeri 'Qé%, X=
0.48; Kenya: 47.22%, X = 0.47) or activity in specific regions (Nigeria: 37.31%, X = 0.37;
Kenya: 36.11%, X = 0.36). These findings suggest that terrorist grom@&ligeria and Kenya
commonly use cryptocurrency, especially to hide their transe@ ough they rely less on
specific regions or decentralized finance (DeFi) platformsQ
Q
RQ2: To critically evaluate the effectiveneﬁb§rbexisting counter-terrorism financing

frameworks in both countries, with spec'bfocus on cryptocurrency regulations and their

implementation. Q;&C.;\\'

.A
QQ\
Q)

Table 4.3 % ectiveness of Existing Counter-Terrorism Financing Frameworks in
s, with Specific Focus on Cryptocurrency Regulations and their
ion

Both Co
ﬁg@
Nigeria Kenya

Items Response Responses Mean Response Responses Mean
Rate Rate

Does cryptocurrency facilitate Yes 45 67.16 0.67 Yes 26 7222 0.72

cross-border financial transactions No 22 32.84 - No 10 27.78 -

for terrorist groups?

Have  terrorist  organizations Yes 33 4925 049  Yes 18 50.00 0.50

leveraged  cryptocurrency for No 34 50.75 - No 18 50.00 -

propaganda or recruitment
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purposes?

Does cryptocurrency play a role in  Yes 32 4776 048  Yes 17 4722 047
financing  lone-wolf  terrorist No 35 5224 - No 19 52.78 -
attacks or small-scale operations?

Do extremist groups exploit social Yes 38 56.72 0.57 Yes 20 55.56 0.56
media and online platforms to No 29 43.28 - No 16 4444 -
solicit cryptocurrency donations?

Do the pseudonymous nature of Yes 42 62.69 0.63  Yes 24 66.67 0.67
cryptocurrency transactions No 25 3731 - No 12 3333 -
impact efforts to identify and track &

terrorist financing? P

Does the global nature of Yes 39 5821 0.58 Yes »\ )21 5833 0.58
cryptocurrency exchanges impact No 28 41.79 - N \Jv 15 41.67 -
counter-terrorism efforts? A&

Have instances occurred where Yes 37 5522 0.55, ( Yes"® 20 55.56 0.56
cryptocurrency has been used to No 30 4478 - %\*1{) 16 4444 -
fund international terrorist

activities? P

Does the decentralized nature of Yes 35 5224 Y0.52  Yes 18 50.00 0.50
cryptocurrency networks affect No 32 4&66"- No 18 50.00 -
the ability to disrupt terrorist fb

financing? .

Do terrorist organizations employ Yes \,\'ﬁﬁ53.73 0.54 Yes 19 52.78 0.53
strategies to leverage No \\)3 1 4627 - No 17 4722 -
cryptocurrency for ideological or

operational goals? :\

Source: Researcher Fieldwork, 2@‘

The data in Table 4.3 evalua’ce@ effectiveness of counter-terrorism financing frameworks in
Nigeria (N = 67) and Kenya (N = 36), focusing on cryptocurrency regulations and their
implementatior(b} on survey responses. A majority reported that cryptocurrency
facilitates cr@border transactions for terrorist groups (Nigeria: 67.16%, X = 0.67; Kenya:
72.2%%% 0.72) and that its pseudonymous nature hinders tracking efforts (Nigeria:
62.69%, X = 0.63; Kenya: 66.67%, X = 0.67). Over half indicated extremist groups exploit
online platforms for cryptocurrency donations (Nigeria: 56.72%, X = 0.57; Kenya: 55.56%, X

= 0.56), the global nature of exchanges impacts counter-terrorism (Nigeria: 58.21%, X = 0.58;

Kenya: 58.33%, X = 0.58), cryptocurrency funds international terrorism (Nigeria: 55.22%, X
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= 0.55; Kenya: 55.56%, X = 0.56), its decentralized nature affects disruption efforts (Nigeria:
52.24%, X = 0.52; Kenya: 50.00%, X = 0.50), and terrorist groups leverage it for ideological
or operational goals (Nigeria: 53.73%, X = 0.54; Kenya: 52.78%, X = 0.53). However, fewer
than half noted its use for propaganda or recruitment (Nigeria: 49.25%, X = 0.49; Kenya:
50.00%, X = 0.50) or lone-wolf attacks (Nigeria: 47.76%, X = 0.48; Kenya: 47.22%, X =
0.47). These findings highlight significant challenges in both Nigeria and Ker@éulaﬂy

with cross-border transactions, tracking pseudonymized funds, and reguldting “decentralized

systems, suggesting gaps in current cryptocurrency regulatory frarne\@s&.

RQ3: To examine how the adoption of cryptocurrency l@a;sformed traditional terrorism

financing networks in both countries and assess its 'n}%%n regional security dynamics.

Table 4.4: Add "Qv of Cryptocurrency Has Transformed Traditional Terrorism
Financing Ne @ s in Both Countries and Assess Its Impact on Regional Security
Dynamics

\/Q’,b‘ Nigeria Kenya

Respons Responses Mean Respon Responses Mean
e Rate se Rate
Do terrorist groups convert Yes 38 56.72 0.57 Yes 20 55.56 0.56
cryptocurrency into usable
assets or funds?
No 29 43.28 - No 16 44.44 -
terrorist organizations Yes 35 5224 0.52 Yes 18 50.00 0.50

commonly use  specific
platforms or channels to
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transact with
cryptocurrency?

Do terrorist organizations
conceal their cryptocurrency

transactions to avoid
detection?
Do cryptocurrency
exchanges play any role in
facilitating terrorist
financing?

Do terrorist groups utilize
privacy-focused
cryptocurrencies or mixing
services to obscure their
financial activities?

Are there specific regions or
jurisdictions where terrorist
organizations are more active
in utilizing cryptocurrency?

Do terrorist organizations
employ tactics to launder
cryptocurrency funds?

Do terrorist organizations
exploit decentralized finance
(DeFi) platforms for money
laundering?

Yes

No
Yes

No
Yes

No
Yes

No
Yes®

Qﬁ\

o \' 0
Have terrorist @s es
adopted technglogical

Innovations to e their

use of crypt% ?

No

32
42

25
39

28
37

30
25

42
36

C.’
@

35
34

33

47.76
62.69

37.31
58.21

41.79
55.22

44.78
37.31

e
53.7

N

46.27
47.76

52.24
50.75

49.25

S

0.63
0.58

0.55

aﬁQ

0.54

0.48

0.51

Yes

No
Yes

No

Q

0
Yes

No
Yes

No
Yes

18
24

12
21

1

16
13

23
19

17
17

19
18

18

50.00
66.67

33.33
58.33

D

67

Yes &{0 5.56

44.44
36.11

63.89
52.78

47.22
47.22

52.78
50.00

50.00

0.67

0.58

0.56

0.36

0.53

0.47

0.50

Source:vFieldwork, 2025.

The Table 4.4 examine how cryptocurrency adoption has transformed traditional terrorism

financing networks in Nigeria (N = 67) and Kenya (N = 36) and assess its impact on regional

security dynamics, based on survey responses. A majority reported that terrorist organizations
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conceal cryptocurrency transactions to avoid detection (Nigeria: 62.69%, X = 0.63; Kenya:
66.67%, X = 0.67), rely on exchanges for financing (Nigeria: 58.21%, X = 0.58; Kenya:
58.33%, X = 0.58), convert cryptocurrency into usable assets (Nigeria: 56.72%, X = 0.57;
Kenya: 55.56%, X = 0.56), use privacy-focused cryptocurrencies or mixing services (Nigeria:
55.22%, X = 0.55; Kenya: 55.56%, X = 0.56), and employ laundering tactics (Nigeria:

53.73%, X = 0.54; Kenya: 52.78%, X = 0.53). Over half also noted use of spe Qpl forms
(Nigeria: 52.24%, X = 0.52; Kenya: 50.00%, X = 0.50) and technol@nnovaﬁons
(Nigeria: 50.75%, X = 0.51; Kenya: 50.00%, X = 0.50). Fe'@&nan half indicated
exploitation of decentralized finance (DeFi) platforms (Nigeria: 47.76%, X = 0.48; Kenya:
47.22%, X = 0.47) or activity in specific regions (Nigeria %, X =0.37; Kenya: 36.11%,
X = 0.36). These findings suggest that cryptoc rrv@ws shifted terrorism financing in
Nigeria and Kenya toward more concealed and ®ologically enabled networks, enhancing
operational secrecy and complicating reg’&\ahsecurity efforts, though without strong regional
N\

&
&
RQ4: To investigate th&in ﬁnections between local cryptocurrency markets, international

financial systeni;@rorism financing networks in Nigeria and Kenya.

Table 4.5: erconnections between Local Cryptocurrency Markets, International
Financial s, and Terrorism Financing Networks in Nigeria and Kenya

concentration.

\/v Nigeria Kenya
Items Responses Mean Responses Mean Responses Mean
Rate Rate Rate
Has the widespread Yes 45 67.16 0.67 Yes 26 7222 0.72
adoption of
cryptocurrency

influenced traditional
financial systems and
security paradigms?
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Does the integration
of cryptocurrency
pose vulnerabilities to
global security
infrastructure?

Do state actors
navigate the security
implications of
cryptocurrency
adoption?

Does cryptocurrency
play a role in cyber
warfare and state-
sponsored terrorism?

Do security agencies
monitor and respond
to threats associated
with cryptocurrency
usage?

Are there emerging
security  risks  or
threats  unique to
cryptocurrency
ecosystems?

Does the anonymity
of cryptocurren

transactions
national s cur

efforts?

& be
1mpl ed

mitigate the securlty
risks posed by
cryptocurrency
usage?

Does the proliferation
of  cryptocurrencies
affect traditional

No
Yes

No
Yes

No
Yes

No
Yes

No
Yes

\%ﬁ\

No
Yes

No
Yes

22 32.84
40 59.70

27 40.30
38 56.72

29 43.28
35 52.24

32 47.76
42 62.69

25

39&81

@

41.79
55.22

30 44.78
35 5224

32 47.76
36 53.73
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0.60
0.57

0.52

b’b

O 58
0.55

0.52

0.54

Yes

No
Yes

No
Yes

10
22

14
20

@
S

Yes

No
Yes

No
Yes

No
Yes

12
21

15
20

16
18

18
19

27.78
61.11

38.89
55.56

0.61

0.56

Q\

Q«

50.00
66.67

33.33
58.33

41.67
55.56

44.44
50.00

50.00
52.78

0.50

0.67

0.58

0.56

0.50

0.53



methods of economic
sanctions and
financial controls?
No 31 46.27 - No 17 4722 -

The data in Table 4.5 examine the interconnections between local cryptocurrency markets,
international financial systems, and terrorism financing networks in Nigeria (N = 67) and
Kenya (N = 36), based on survey responses. A majority reported t d spread
cryptocurrency adoption influences traditional financial systems and s c@ paradigms
(Nigeria: 67.16%, X = 0.67; Kenya: 72.22%, X = 0.72), security @ c s monitor related
threats (Nigeria: 62.69%, X = 0.63; Kenya: 66.67%, X = 0.67611 1t poses vulnerabilities to
global security infrastructure (Nigeria: 59.70%, X = 0. 6@nya 61.11%, X = 0.61). Over
half indicated emerging security risks unique to ¢ % ncy ecosystems (Nigeria: 58.21%,
X =0.58; Kenya: 58.33%, X = 0.58), state c rglgate its security implications (Nigeria:
56.72%, X = 0.57; Kenya: 55. 56%, ) anonymity impacts national security efforts
(Nigeria: 55.22%, X = 0.55; Ke §6%, = (.56), proliferation affects economic
sanctions and financial cont@ igeria: 53.73%, X = 0.54; Kenya: 52.78%, X = 0.53),
strategies can mltlgatek% Nigeria: 52.24%, X = 0.52; Kenya: 50.00%, X = 0.50), and it
plays a role i @arfare and state-sponsored terrorism (Nigeria: 52.24%, X = 0.52;

Kenya: 50.0 0.50). These findings suggest that cryptocurrency links local markets to

mter@ systems in Nigeria and Kenya, amplifying terrorism financing risks and

challenging security frameworks through anonymity and global integration.

RQ 5: To develop context-specific policy recommendations for strengthening international

cooperation and regulatory frameworks to combat cryptocurrency-enabled terrorism financing
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Table 4.6: Develop Context-Specific Policy Recommendations for Strengthening
International Cooperation and Regulatory Frameworks to Combat Cryptocurrency-

Enabled Terrorism Financing

Nigeria Kenya

Items Responses Mean Responses Mean Responses Mean

Rate Rate Rate
Does the integration of Yes 48 71.64 0.72 Yes 28  77.78 0.78
cryptocurrency pose
vulnerabilities to  global \\\
security infrastructure? No 19 2836 - Q 2222 -
Do state actors navigate the Yes 45  67.16 0.67 Ye(>2ﬁ 7222 0.72
security  implications  of
cryptocurrency adoption?
P yacop No 22 32.84 \0‘ 10 2778 -
Does cryptocurrency play a Yes 43  64.18 0.64 $ Yes 25 69.44 0.69
role in cyber warfare and
state-sponsored terrorism?

No 24 35.82 No 11 30.56 -
Do security agencies Yes 50 4§0 75 Yes 30 83.33 0.83
monitor and respond to
threats  associated  with o
cryptocurrency usage? No @ 2537 - No 6 16.67 -
Are there emerging security Yes .5\' 68.66 0.69 Yes 27 75.00 0.75
risks or threats unique to CO\
cryptocurrency ecosystems? {

I\Q\ 21 3134 - No 9 2500 -

I‘\‘

Does the anonymity \Yes 44  65.67 0.66 Yes 26 72.22 0.72
cryptocurrency transaétio
impact national sec
efforts? s& No 23 3433 - No 10 2778 -
Can st ate‘gLy be Yes 42 62.69 0.63 Yes 24 66.67 0.67
implemente mitigate the
security posed by
crypt% cy usage? No 25 3731 - No 12 3333 -
Does the proliferation of Yes 41 61.19 0.6l Yes 23 63.89 0.64
cryptocurrencies affect
traditional ~ methods  of
economic  sanctions and
Are there opportunities for Yes 38 56.72 0.57 Yes 22 61.11 0.61

collaboration between the
cryptocurrency industry and
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security  stakeholders to No 29 4328 - No 14 38.89
enhance global security
measures?

Source: Researcher’s Fieldwork

The Table 4.6 provide insights for context-specific policy recommendations to strengthen
international cooperation and regulatory frameworks against cryptocurrency-enabled
terrorism financing in Nigeria (N = 67) and Kenya (N = 36), based on survey respanses. A
majority reported that security agencies monitor cryptocurrency threats (Ni r@ﬁl 3%, X =
0.75; Kenya: 83.33%, X = 0.83), integration poses vulnerabilities to kﬁ(l security (Nigeria:
71.64%, X = 0.72; Kenya: 77.78%, X = 0.78), emerging risks e to cryptocurrency
ecosystems (Nigeria: 68.66%, X = 0.69; Kenya: 75.00% %0.75), state actors navigate
security implications (Nigeria: 67.16%, X = 0.67, K@@U.B%, X = 0.72), anonymity
impacts national security (Nigeria: 65.67%, X 66, Kenya: 72.22%, X = 0.72), and
cryptocurrency aids cyber warfare and statf@sored terrorism (Nigeria: 64.18%, X = 0.64;
Kenya: 69.44%, X = 0.69). Over half"indicated strategies can mitigate risks (Nigeria: 62.69%,
X = 0.63; Kenya: 66.67%, X 2@‘6 ), proliferation affects economic sanctions (Nigeria:
61.19%, X = 0.61; Ken a@@%, X = 0.64), and collaboration with the cryptocurrency
industry is possib.le %’ge%m: 56.72%, X = 0.57; Kenya: 61.11%, X = 0.61). These findings
suggest policies\in ,\'éeria and Kenya should prioritize international collaboration to address

global vu ilities, enhance monitoring, and leverage industry partnerships to counter

anonw and emerging threats in terrorism financing.

4.2.2 Thematic Analysis
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RQI: Comparative Thematic Analysis of Methods and Strategies Used by Terrorist
Organizations to Utilize Cryptocurrency for Financing in Nigeria and Kenya
Based on the interview responses from seven Nigerian and four Kenyan respondents, several

key themes and sub-themes emerge regarding the use of cryptocurrency for terrorism

financing. \
[Weak KYC AML Compliance in . Decentralized and
Crypto Exchanges _ Anonymous Transactions
\ / Peer-to-Peer
= = P2P Transactions
Theme 1: '

Exploitation of Regulatory and

Monitoring Gaps /

Theme 2:
UTILISATION OF Use of Alternative Financi.al
CRYPTOCURRENCY Channels to Bypass Detection

FOR TERRORISM

FINANCING

[ Crypto Mixers and Tumblers J

Theme 3:
Cross-Border Terrorism Financing and
International Networks

<

International Donations and

Crowdfundi
Sl Cross-Border Transactions to

Fund Operations

Source: Thematic Map of the Researcher’s Fieldwork, 2025
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Themel: Exploitation of Regulatory and Monitoring Gaps

In Nigeria, despite regulatory efforts by the Economic and Financial Crimes Commission
(EFCC) and Securities and Exchange Commission (SEC), terrorist groups continue to exploit
weaknesses in Know-Your-Customer (KYC) and Anti-Money Laundering (AML) compliance.
Weak enforcement allows individuals to create multiple anonymous cryptocurrency accounts,
making it difficult for authorities to track illicit transactions, as noted by Resp t A. This
lack of strict oversight creates an environment where terrorist ﬁnanciers@ perate with
relative ease. While Nigerian exchanges are now required to implem@cter KYC policies,

peer-to-peer (P2P) platforms remain largely unregulated, prti(@ safe avenue for illicit

activities, according to Respondent B. Similarly, in Keny entral Bank of Kenya (CBK)

has yet to enforce strict regulations on cryp oq@by exchanges. Although Kenyan
exchanges are aware of potential misuse, the’@§nce of licensing and oversight leaves
significant loopholes for terrorist ﬁnanci&hs highlighted by Respondent H. Furthermore,
most Kenyan transactions occur t{@h unregulated digital wallets, making it easier for
criminals to operate undet@@% explained by Respondent I. These gaps in regulation
highlight the urgent r@% stronger enforcement mechanisms to curb the misuse of
cryptocurrencie ()\‘&al purposes.

Terrorist grobps 1h both Nigeria and Kenya take advantage of the decentralized nature of
cryp oc@ies, which eliminates the need for intermediaries such as banks. In Nigeria,
Respondent C pointed out that the anonymity of blockchain transactions makes it extremely
challenging for authorities to trace funds back to their source. This anonymity is further
exacerbated in Kenya, where Respondent J noted that privacy-focused cryptocurrencies like

Monero and Zcash are increasingly being used due to their strong encryption features, which
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obscure financial trails even more. The decentralized and anonymous nature of these
transactions not only complicates law enforcement efforts but also demonstrates how
technological advancements can be exploited for illicit activities. As terrorist groups continue
to adapt to these technologies, addressing these challenges requires a combination of
enhanced monitoring tools, international cooperation, and stricter regulatory frameworks to
ensure transparency and accountability in the cryptocurrency ecosystem. Q

The exploitation of regulatory gaps and the use of decentralized technolog@erscore the

complexities involved in combating terrorism financing throu k@p currencies. Both
N

Nigeria and Kenya face unique challenges in regulating this e@ inancial landscape, but

the cross-border nature of these transactions highlights th ance of global collaboration.

Strengthening regulatory measures, improving nf@hent capabilities, and leveraging
technology to monitor suspicious activities, autl%§s can better mitigate the risks posed by
the misuse of cryptocurrencies for illicit YPXGGS. This concerted effort is essential to disrupt
.

terrorist networks and protect ﬁnan{ﬁgystems from abuse.

Use of Alternative Financia'lﬁ@nels to Bypass Detection

In Nigeria, peer-to-pee@ ) trading has become the most common method for terrorism
financing, as hi @d by Respondent D. Terrorists employ a technique known as
"smurfing," &r they conduct multiple small transactions across different wallets to avoid
dete tio@s strategy makes it difficult for authorities to identify and track illicit activities.
Respondent E further explained that P2P platforms allow direct transfers without involving
traditional financial institutions, which significantly complicates efforts by regulators to

freeze funds or intervene in suspicious transactions. In Kenya, the integration of

cryptocurrency with mobile money systems presents another major loophole. According to
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Respondent K, terrorist groups often convert cryptocurrency into mobile money and
subsequently withdraw cash through platforms like M-Pesa or other local payment systems.
This process enables them to bypass the scrutiny typically associated with traditional banking
systems. Unlike Nigeria, where stricter mobile money regulations limit such practices,
Kenya's less stringent oversight creates an environment conducive to these illicit operations.

Terrorist groups in Nigeria also rely on crypto mixers and tumblers to obscure Q%ancial
activities. Respondent F noted that these services combine illicit funcﬁij legitimate
transactions, making it nearly impossible to trace the origina@&uce of the funds.
Additionally, Respondent G pointed out that foreign-based mi r%requently used, adding
another layer of complexity to law enforcement efforts d Q 1sdictional challenges. While
mixing services are less prominent in Kenya, e@ent H stated that criminals there
increasingly use multiple exchange platforms ove funds across borders, achieving a
similar effect of laundering money. Th %oss-border operations highlight the need for

.
enhanced international cooperation\ﬁgsmore sophisticated monitoring tools to address the

evolving tactics employed ~bXQferrorist organizations. The decentralized nature of

N\
cryptocurrencies and th@%asing sophistication of laundering techniques underscore the
urgent requirem ‘\Qr' bust regulatory frameworks and advanced technological solutions to
combat thesethreats effectively.

Cro s-@' Terrorism Financing and International Networks

In Nigeria and Kenya, significant cross-border crypto transactions linked to terrorism pose a
growing concern. Respondent B noted that in Nigeria, funds are frequently transferred to

affiliates in the Sahel region and the Middle East, enabling continued insurgency activities.

Similarly, Respondent J reported that in Kenya, cryptocurrency is used to send funds to
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Somalia’s Al-Shabaab, effectively bypassing traditional banking restrictions. These cross-
border transactions highlight how cryptocurrencies facilitate the movement of funds across
borders with minimal oversight, complicating efforts by authorities to monitor and disrupt
these financial flows.

Terrorist groups in Kenya have also adopted social media and encrypted messaging apps as
tools for soliciting cryptocurrency donations, according to Respondent 1. U Q&igeria,
where funding tends to be more transactional, Kenyan extremist groups increaSingly rely on
international donors who contribute through Bitcoin and privacy coi@( Monero or Zcash,
as explained by Respondent K. This reliance on intemat@%vdfunding reflects the

adaptability of terrorist organizations in leveraging tec to secure financial support
while maintaining anonymity. The use of privacy;-fqﬁ% cryptocurrencies further obscures

financial trails, making it harder for law enf(b ent agencies to trace the origin and

O

Both Nigeria and Kenya face comr@hallenges in tracking cryptocurrency transactions due

destination of these funds.

to weak KYC/AML enforce@, the prevalence of P2P trading, and the exploitation of
decentralized ﬁnancial@ls. However, there are notable differences in how terrorist
groups operate ‘\@ each country. In Nigeria, despite having a more regulated
cryptocurren%enwronment, terrorist groups rely heavily on crypto-mixing services and P2P
transit/@ disguise their financial activities. On the other hand, Kenyan terrorists exploit
mobile money integrations and international crowdfunding efforts to finance their operations.
These distinct strategies reflect the varying regulatory landscapes and technological
ecosystems in both countries. Cross-border crypto transactions remain a critical issue for both

nations, underscoring the need for stronger international cooperation, enhanced regulatory
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frameworks, and advanced monitoring technologies to combat terrorism financing effectively.
Addressing these challenges requires a coordinated global response to close loopholes and

ensure greater transparency in the cryptocurrency space.

RQ2: Comparative Thematic Analysis of the Effectiveness of Counter-Tem@‘ancing
Frameworks in Nigeria and Kenya Q/

The effectiveness of counter-terrorism financing (CTF) frameworl@’\igeria and Kenya
depends on regulatory strength, enforcement mechanisms, and technological capacity. While
Nigeria has a more structured regulatory framework, en nt gaps persist, especially in
peer-to-peer (P2P) transactions. Kenya, on th %Qhand, lacks clear cryptocurrency
regulations, making illicit transactions harde{tgo'h . The following themes and sub-themes
highlight the key strengths and weakness Moth countries’ cryptocurrency regulations and

their implementation. C;\\'
S

&
¢
>
N
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Legal and Policy i £
e Institutional (_:ap_acrty and
Coordination

Theme 1:
Strength and Gaps in

Regulatory Frameworks

Monitering of Peer-to-Peer P2P and
Mobile Money Transactions

;

y,

COUNTER-TERRORISM Theme 2:
FINANCING FRAMEWORKS

- Challenges in Implementation and
Enforcement

Cross-Border Transactions and
International Cooperation

Theme 3:
Emerging Strategies to Strengthen
CTF Frameworks

Adoption of Blockchain Forensics and

Intelligence Sharing Strengthening Public-Private

Partnerships and Regulatory Coordination

N
Source: Themac.@f the Researcher’s Fieldwork, 2025

Theme 1: S%gth and Gaps in Regulatory Frameworks

Nigesia Qnr? Kenya exhibit contrasting legal and policy frameworks in addressing
cryptocurrency-based terrorism financing. Nigeria has stronger legal structures, with the
Economic and Financial Crimes Commission (EFCC) and the Securities and Exchange
Commission (SEC) enforcing Know-Your-Customer (KYC) and Anti-Money Laundering

(AML) regulations for cryptocurrency exchanges, as highlighted by Respondent A. However,
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enforcement remains inconsistent, as noted by Respondent B, with peer-to-peer (P2P) trading
continuing to operate outside regulatory oversight. In contrast, Kenya lacks formal
cryptocurrency regulations, relying only on warnings issued by the Central Bank of Kenya
(CBK) against cryptocurrency use without enacting specific counter-terrorism financing (CTF)
measures, according to Respondent H. This absence of clear regulations leayes most
cryptocurrency transactions unmonitored, providing significant loopholes Q terrorist
financiers, as explained by Respondent 1. Q}O
Institutional capacity and coordination also differ between the twi &uxtries. Nigeria has
dedicated financial intelligence units, such as the Nigerian Financial Intelligence Unit (NFIU),
which attempt to track suspicious cryptocurrency transact@@menﬁoned by Respondent C.
Despite this, Respondent D emphasized that these @ lack advanced blockchain forensic
tools and technical expertise, limiting their efft ess in monitoring and combating illicit
activities. Similarly, Kenya faces challeﬁ%in institutional capacity, where Respondent J
noted that Kenyan regulatory age@tmggle with both technical expertise and financial
constraints, further hamperin&%@ability to track illicit crypto transactions. The absence of
specialized cryptocurrek@nitoring units in both countries weakens enforcement efforts,
highlighting the@eed for enhanced technical capabilities and international cooperation
to address &s gaps effectively. These challenges underscore the importance of
stre th@ institutional frameworks and fostering collaboration between national and
global stakeholders to combat the growing threat of cryptocurrency-based terrorism financing.
Challenges in Implementation and Enforcement

In Nigeria, terrorist groups exploit peer-to-peer (P2P) trading, which remains largely

unregulated and difficult to monitor, as noted by Respondent E. Despite government bans on
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certain crypto exchanges, users easily bypass these restrictions by switching to alternative
platforms, according to Respondent F. This adaptability of P2P trading underscores the
challenges in effectively regulating and monitoring such transactions. In Kenya, the
integration of cryptocurrency with mobile money services presents a significant challenge for
regulators, making it harder to track illicit financial flows, as highlighted by Respondent K.
Unlike Nigeria, which has stricter mobile money regulations, Kenya's mobile &yystem
remains highly vulnerable to exploitation by terrorist financiers, as explaingd espondent
H. These vulnerabilities emphasize the need for enhanced reg@ frameworks and
monitoring tools to address the unique risks posed by mobile @d P2P transactions.

Both Nigeria and Kenya face cross-border cryptocurre @sactions linked to terrorism
financing, further complicating efforts to comb @sue. Respondent B noted that in
Nigeria, illicit funds are often transferred to t t networks in the Sahel region and the
Middle East. Similarly, Respondent J thghted that Al-Shabaab in Kenya receives
cryptocurrency donations from i&@(ional supporters, effectively bypassing traditional

banking restrictions. While N& has been more proactive in freezing suspicious crypto

assets, Kenya lacks codtdihated efforts to track and seize illicit cryptocurrency transactions,

as stated by Res?@. This disparity in enforcement capabilities highlights the importance
S_

of stronger @

crim@ y enhancing cooperation and adopting advanced monitoring technologies, both

order intelligence sharing and collaboration with international financial

countries can improve their capacity to disrupt and prevent terrorism financing through

cryptocurrencies.
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Emerging Strategies to Strengthen CTF Frameworks

Nigeria is making strides in strengthening public-private partnerships to enhance anti-money
laundering (AML) enforcement through increased collaboration between regulators, financial
institutions, and cryptocurrency firms, as noted by Respondent D. However, Respondent E
observed that regulatory agencies still operate in silos, which limits their a Q to share
intelligence effectively and coordinate responses to emerging threats. This %}g integration
hampers the overall effectiveness of Nigeria's efforts to combat te financing through
cryptocurrencies. In contrast, Kenya lags behind in fostering s @erships. Respondent H
pointed out that the absence of a clear regulatory framew: Qurages financial institutions
from actively monitoring crypto transactions, leadin eak public-private cooperation and
leaving significant gaps in the country's cou ter-f@ ism financing (CTF) strategy.

The adoption of blockchain forensics ar&h&l igence sharing is another critical area where

.
both countries face challenges. N@as begun exploring blockchain forensic tools for
tracking cryptocurrency tran@%fs, though progress remains slow due to technical and
financial constraints, a.\@%’gh‘[ed by Respondent C. Similarly, Kenya faces a comparable
issue, with Re@w' K emphasizing the need for international cooperation to access
SIC too

advanced fo@

anah@gnologies and expand intelligence-sharing efforts with global financial watchdogs

Is and cybersecurity expertise. Both nations must invest in blockchain

to improve their capacity to detect and disrupt illicit financial activities linked to terrorism.
A comparison of Nigeria and Kenya’s counter-terrorism financing effectiveness reveals
distinct strengths and weaknesses. Nigeria has a more structured CTF framework, but

enforcement remains weak, particularly in addressing peer-to-peer (P2P) transactions, which
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continue to operate largely outside regulatory oversight. Kenya, on the other hand, lacks
formal cryptocurrency regulations, leaving many illicit transactions undetected and
unmonitored. While Nigeria has been more proactive in freezing suspicious assets, Kenya
faces greater challenges due to the integration of cryptocurrency with mobile money services,
which creates additional vulnerabilities for terrorist financiers to exploit. Despite these
differences, both countries struggle with limited blockchain forensic ¢ Q&s and
insufficient international cooperation mechanisms, making it difficult to track*Cross-border
transactions linked to terrorist groups. Strengthening enforcemen@gies, investing in

advanced technologies, and enhancing regulatory collabo:t&re essential steps for

mitigating the risks posed by cryptocurrency-enabled terr

RQ3: Comparative Thematic Analysis of th act of Cryptocurrency on Traditional

nancing in both nations.

Terrorism Financing Networks and Regio Becurity in Nigeria and Kenya
Theme 1: Shift from Cash-Based ﬁ Fund Transfers

The adoption of cryptocurr@zfas significantly altered traditional terrorism financing
methods in Nigeria an@, affecting how funds are raised, transferred, and concealed.
This transform @ also reshaped regional security dynamics, as terrorist groups
increasingly@lo digital currencies to evade law enforcement and regulatory measures. The
followi mes and sub-themes illustrate the key ways in which cryptocurrency has
transformed traditional terrorism financing in both countries and its broader security

implications.
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Decline in Traditional Increased Use of Decentralized
Cash Smuggling Payment Networks

N\

Shift from Cash-Based to
Digital Fund Transfers

Increased Cross-Border Funding
Through Crypto Exchanges

S

Expansion of Global CRYPTOCURRENCY ON
Terrorism Financing Networks TERRORISM FINANCING &
REGIONAL SECURITY

Collaboration Between Regional and
International Terrorist Networks

Challenges for Law Enforcement and
Regional Security Implications

Increased Terrorist Autonomy and Difficulty in Tracing and
Decentralized Operations Freezing lllicit Crypto Transactions

Source: Thematic Ma @e Researcher’s Fieldwork, 2025
S

Historically, terrorist groups in both Nigeria and Kenya relied heavily on traditional methods

such as cash couriers, hawala networks, and informal remittance systems to move funds, as
noted by Respondent A in the context of Nigeria. However, the rise of cryptocurrency has

significantly altered this dynamic, with digital transactions now largely replacing cash
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smuggling as the preferred method for financing operations. Respondent B from Kenya
highlighted that cryptocurrency allows terrorist financiers to bypass border checks and
financial surveillance, making cross-border transfers more efficient and less detectable. In
Nigeria, while cash-based transactions are still utilized to some extent, cryptocurrency has
enabled quicker and more discreet movement of funds, reducing the reliance on_ physical

couriers, according to Respondent C. Similarly, in Kenya, terrorist groups h; %ted by
S

directly soliciting cryptocurrency donations, which eliminates the ri d logistical
challenges associated with carrying large sums of cash across I@} as explained by
Respondent D.

This shift toward cryptocurrency-based transactions has fi Qlabled terrorist organizations
to operate outside the formal banking sector, com i% efforts by authorities to track illicit

funds. Respondent E from Nigeria pointed out ecentralized payment networks make it

increasingly difficult for law enforceme@monitor these activities effectively. In Kenya,
a

Al-Shabaab and its affiliates have @

cryptocurrency into local e&&, thereby avoiding regulatory scrutiny, as noted by

vantage of mobile money platforms to convert

Respondent F. This inté%& of cryptocurrency with mobile money systems underscores the

evolving sophist’t@f terrorist financing strategies and highlights the need for enhanced
a

monitoring @

trans% y from traditional cash smuggling methods reflects the growing preference for

ities and stricter regulations to address these emerging threats. The

digital solutions among terrorist groups, driven by their ability to provide anonymity, speed,

and efficiency in moving funds across borders.
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Theme 2: Expansion of Global Terrorism Financing Networks

The adoption of cryptocurrency has significantly expanded the global reach of terrorist
financing networks, enabling cross-border funding through digital means. In Nigeria,
Respondent G noted that terrorist groups such as Boko Haram and ISWAP now recejve funds
from international donors via Bitcoin and other digital assets, which are %uently
distributed to operatives within the country. This shift to cryptocurrency allows*these groups
to bypass traditional financial systems and evade detection by authormilarly, in Kenya,
Respondent H highlighted that Al-Shabaab leverages cryptoc§1 facilitate international

donations, receiving financial support from sympathize d without relying on formal

banking institutions. This method provides a dis 6?6% efficient channel for fundraising,
&OWS.

further complicating efforts to disrupt their fina

R

ISWAP have been able to &&inate funding with external jihadist groups, utilizing

Moreover, the use of cryptocurrency h%s\:tngthened collaboration between regional and
nt

international terrorist networks. Re from Nigeria pointed out that Boko Haram and
cryptocurrency wallets Y@?able seamless global transactions without government oversight.
This capability %s their operational capacity, allowing for better coordination and
resource sh@g across borders. In Kenya, Respondent J explained that Al-Shabaab
oper@rgso receive financial backing from external terrorist organizations, using
cryptocurrency to bypass banking restrictions and anti-terrorism financing laws. As a result,
these groups have become more sophisticated in their operations, with increased funding
allocated toward recruitment, training, and carrying out attacks across West and East Africa.

The integration of cryptocurrency into their financial strategies underscores the evolving
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nature of terrorism and the urgent need for enhanced global cooperation to combat this
growing threat.

Theme 3: Challenges for Law Enforcement and Regional Security Implications

The anonymity and decentralization of cryptocurrencies pose significant challenges for law
enforcement agencies in both Nigeria and Kenya. Respondent K from Nigeria noted that
despite ongoing efforts to monitor cryptocurrency flows, Nigerian autho 'Q%k the
technical capacity to effectively trace blockchain transactions, leaving a ctiticalgap in their
ability to combat illicit financial activities. Similarly, in Kenya, 12@7 rcement agencies

struggle with tracking cryptocurrency transactions, especiall @nds are converted into
mobile money or sent through international crypto platfo gighlighted by Respondent L.
This difficulty has undermined the effectivenes o@tional counter-terrorism financing
(CTF) efforts, as terrorist financiers can mov ney across borders without relying on
conventional banking channels, further co p\tating attempts to disrupt their operations.
.

The shift to cryptocurrency has \Qj\ granted terrorist organizations greater financial
independence, reducing their &2{6 on centralized funding structures. Respondent M from
Nigeria explained that %Qaram cells now operate independently, with each unit raising
and managing i @mds through cryptocurrency. This decentralized approach makes it
harder for authorities to dismantle entire networks, as targeting one cell no longer disrupts the
broader @’Qcial ecosystem. In Kenya, Al-Shabaab operatives in different regions manage
their own financial transactions using cryptocurrency, as noted by Respondent N. This
localized management limits their vulnerability to law enforcement crackdowns on

centralized financial hubs, enhancing their adaptability and resilience against security forces'

interventions.
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Both Nigeria and Kenya have witnessed a transformation in terrorism financing, shifting from
traditional cash-based systems to cryptocurrency-driven models. In Nigeria, Boko Haram and
ISWAP leverage global crypto networks to expand their funding sources, while in Kenya, Al-
Shabaab exploits mobile money conversions and direct cryptocurrency donations to support
their operations. This transition has made it increasingly difficult for authorities to track and
freeze illicit funds due to weak blockchain forensic capabilities and regulat Q%&. The
enhanced financial autonomy afforded by cryptocurrency has complicated, law~enforcement
efforts, as terrorist groups are less dependent on centralized fundin . As a result, both
countries face growing threats to regional security. To a es%is evolving challenge,
strengthening cross-border intelligence sharing, investin anced blockchain forensics,
and enforcing stricter crypto regulations are e&p@‘ steps in combating the rise of

cryptocurrency-enabled terrorism financing.

\Q’b

RQ 4: To appraise the interconne@between local cryptocurrency markets, international

financial systems, and terroris@%lcing networks in Nigeria and Kenya

Interconnected Financi&@)rks in Terrorism Financing
¢
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Anonymity and
Transactional Privacy

Need for International Cooperation INTERCONNECTED Regulatory Gaps and
FINANCIAL Exploitation
NETWORKS IN
TERRORISM FINANCING

Local Market Integration with

Cross-Border Financial Flows Global Systems

Source: Thematic Map of the Researcher’s Fieldw@ 25

Respondent A observes that the anonym@ansactions on peer-to-peer platforms in
Nigeria significantly enables terrorist)&cing, offering a layer of privacy exploited by
groups like Boko Haram and I%& to move funds discreetly. Similarly, Respondent E
highlights the use o and tumblers, tools that further obscure financial trails,
demonstrating a delib ﬁtrategy to evade detection within Nigeria's crypto ecosystem. In
Kenya, Respon@/§’ tes how Al-Shabaab leverages the anonymity of cryptocurrencies by
convertin le money into digital assets, facilitating operational funding without detection.
Respb& I adds that this anonymity aids in receiving international donations, which are
then channeled into local terrorist activities.

According to Respondent B, Nigeria's regulatory environment has inadvertently pushed
crypto transactions toward less regulated avenues, creating opportunities for terrorist groups

to fund their activities. This regulatory pushback from traditional banks has led to an
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underground economy with minimal oversight. In contrast, Respondent G points out that
Kenya’s lack of a comprehensive regulatory framework allows terrorist financiers to exploit
cryptocurrency markets. Respondent H emphasizes the absence of clear licensing for crypto
service providers, highlighting a significant regulatory gap that groups like Al-Shabaab
exploit to funnel money for their operations.

Respondent C references the Binance case in Nigeria, illustrating how local ¢ %ivities
are interconnected with global financial networks, making it challenging for national efforts
alone to curb terrorism financing. The involvement of global exchan cal investigations
underscores the ease with which funds can cross borders. Simi @espondent D discusses
the government's action to freeze millions in cryptocurr %ﬂderscoring the international
implications of local financial actions. In Kenya, Re Q%nt I outlines how Al-Shabaab uses
cryptocurrencies to transfer funds from intemaﬁ@ donors to local operatives, showcasing

NS

the seamless integration of cross-border fi tal flows into terrorist financing strategies.
, &%
Nigeria's local crypto traders, as n@y espondent A, act as intermediaries linking local

markets to international terrt)'\ g{ancing networks, demonstrating how small-scale traders

can become part of a‘l@? global financial system used for illicit purposes. In Kenya,
Respondent F d @ww mobile money, a deeply ingrained local financial tool, connects
directly witk@e

trans@g internationally.

obal crypto market, providing Al-Shabaab with a pathway to convert and

Both Respondent C in Nigeria and Respondent G in Kenya stress the critical need for
international cooperation to address crypto-based terrorism financing. The challenges of
tracking and regulating transactions that span multiple countries necessitate a coordinated

global response. Respondent J highlights the role of international bodies like FATF, which
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aim to harmonize regulatory practices and facilitate information sharing to combat the misuse
of cryptocurrencies for terrorism financing across borders.

The regulatory environments in Nigeria and Kenya shape how terrorist groups finance
operations through crypto. Nigeria's more aggressive stance has led to underground markets,

while Kenya's regulatory infancy enables direct exploitation of existing financial ecosystems.

While both countries see similar exploitation of crypto for anonymity, Ni % terrorist
@the mobile

groups seem to rely more on local intermediaries, whereas Kenyan gr(;lé

O
N

money infrastructure for a direct link to cryptocurrencies.
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RQ 5: To develop context-specific policy recommendations for strengthening
international cooperation and regulatory frameworks to combat cryptocurrency-
enabled terrorism financing

Theme 1: Strengthening International Cooperation and Regulatory Frameworks

Capacity Building and f
Technical Expertise Enhancing Cross-Border
Intelligence Sharing

STRENGTHENING

INTERNATIONAL
COOPERATION AND
REGULATORY

Harmonization of FRAMEWORKS
Regulatory Standards

[ Public-Private Partnerships J

Encouraging Regional
Collaboration

O
Source: Thematic Map\ée Researcher’s Fieldwork, 2025

Respondent A 1 @ emphasizes the critical importance of aligning local cryptocurrency
regulations ‘@ international standards to prevent the country from becoming a safe haven
for t% inancing. By adopting and enforcing the Financial Action Task Force's (FATF)
recommendations on virtual assets, Nigeria can create a regulatory environment that is more
resilient against illicit activities. This alignment would involve implementing robust Know
Your Customer (KYC), Anti-Money Laundering (AML), and Counter-Terrorist Financing

(CTF) measures. Respondent B adds that harmonized regulations would facilitate better
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coordination with international law enforcement agencies, enabling more effective tracking
and freezing of illicit funds. In Kenya, Respondent F highlights the evolving nature of the
regulatory landscape as an opportunity to integrate global best practices, closing existing gaps
exploited by groups like Al-Shabaab. Respondent G further stresses the necessity of
regulatory consistency to prevent money laundering and the receipt of crypto donations by
terrorists. The policy recommendation here is clear: both countries should de Q&tional
regulatory frameworks that align with international standards while actively=tngaging in
global regulatory discussions to ensure comprehensive coverage. O

Respondent C in Nigeria addresses the complexities of investi @ like the one involving
Binance, where effective counter-terrorism financing m depend heavily on seamless
cross-border information exchange. Respondent @rates that asset freezing becomes
significantly more effective with real-t'me’@gmational support and data sharing,
underscoring the need for enhanced coll >at10n. In Kenya, Respondent I emphasizes the

.

importance of international intellig@harmg to trace cryptocurrency transactions linked to
terrorism, advocating for a sy@%ere information flows not only domestically but globally.
Respondent H suggestb%a?lishing secure communication channels to facilitate this data

exchange amo ’Q& enforcement agencies. The policy recommendations include

strengthenin%la eral and multilateral agreements focused on digital currencies, as well as
parti ip@n or creating international task forces dedicated to monitoring and disrupting
terrorist financing through cryptocurrencies. Such efforts are essential for addressing the

cross-border nature of these financial flows and ensuring coordinated action against terrorist

networks.
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In Nigeria, Respondent E highlights the importance of leveraging tools like blockchain
analytics to combat the anonymity of crypto transactions, emphasizing the need for training
law enforcement agencies in these advanced technologies. Respondent A further stresses that
capacity building within institutions such as the EFCC should include developing expertise in
digital forensics specific to cryptocurrencies. This would enable authorities to better track and
investigate illicit financial activities. In Kenya, Respondent F argues for @pi g law
enforcement and financial regulators with the technical knowledge reundJ handle the
complexities of cryptocurrencies, suggesting partnerships with tech@%ns or educational
institutions to bridge this gap. Respondent G advocates for ongoing education programs to
keep up with the rapidly evolving crypto landscape, em@ at regulatory efforts remain
effective. The policy recommendations here i Vpﬁinvesting in specialized training
programs focused on blockchain technology, forensics, and anti-money laundering
(AML) practices in digital spaces, whil&%ﬁering collaborations with academia and the
.

private sector to enhance technical @ties.

Respondent B in Nigeria u’l\ res the critical role of the private sector, particularly
cryptocurrency exchanges,\it monitoring and reporting suspicious activities. To encourage
compliance, Re @D suggests incentivizing cryptocurrency firms through mechanisms
such as tax @e s or regulatory concessions for exceeding reporting standards. In Kenya,
Respon@ emphasizes the integral role of mobile money platforms in facilitating crypto
transactions, advocating for collaboration with telecom companies and crypto businesses to
ensure effective oversight. Respondent I sees value in engaging these firms in voluntary
compliance frameworks, which could enhance cooperation and data sharing. The policy

recommendations include establishing formal public-private partnerships to facilitate
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intelligence sharing and the implementation of best practices, with incentives designed to
encourage proactive participation from crypto service providers in combating terrorism
financing.

Both Nigerian and Kenyan respondents recognize the potential of regional bodies like the
African Union (AU) or ECOWAS in coordinating anti-terrorism financing strategies. They
advocate for initiatives such as regional workshops, joint investigations, and sh Q%glatory
frameworks to address the transnational nature of cryptocurrency-based tetrorist financing.
By leveraging these organizations, countries can create unified es to regulation,
focusing on prevention and organizing regular forums for shagi @riences, strategies, and
successes. The policy recommendation is to strengthen Qﬂ collaboration by utilizing
platforms like the AU or ECOWAS to develop co pyﬁive strategies, promote knowledge
exchange, and establish standardized practice oss member states, thereby enhancing
collective resilience against terrorist ﬁnar&%\%ough cryptocurrencies.

.

The comparative analysis of the r@es from Nigeria and Kenya regarding strategies to
combat cryptocurrency-enab&d\ orism financing under Objective 5 reveals a shared
recognition of the néﬂ@ international regulatory alignment, enhanced cross-border
intelligence sha 't@eased technical expertise, public-private partnerships, and regional
collaboratio@icgéia, grappling with a more mature and exploited crypto market, shows an
urgent t@o harmonize its regulations with global standards and to bolster its technical
capabilities, as emphasized by Respondents A and E, to address the sophisticated methods
used by terrorist groups. Meanwhile, Kenya, with its emerging crypto scene, has the
opportunity to proactively shape its regulatory framework, as noted by Respondents F and G,

focusing particularly on integrating mobile money platforms with crypto oversight. Both
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nations underscore the importance of real-time data exchange, with Nigeria's experiences with
international exchanges like Binance highlighting a more pressing need for robust
international partnerships, while Kenya's strategy, articulated by Respondent H, leans towards
establishing secure communication for this purpose. The consensus on leveraging public-
private collaborations is evident, though tailored differently; Nigeria looks to existing crypto
infrastructures, and Kenya to its mobile money ecosystem. The call for regio Q&pration
through African bodies is strong in both contexts, though Nigeria might push immediate
and comprehensive strategies due to its scale of terrorist activi ile Kenya might

emphasize preventive measures. Together, these insights @at while the specific
c

contexts of each country influence their strategies, rarching goals to enhance

regulation, share intelligence, build capacity, d(bwborate regionally are universally
acknowledged. ’;5

4.2.3 Comparative Analysis: Nigeria, K&y\and Beyond (Global)

4.2.1 Terrorist Crypto-Finance N@ds and Strategies

Cryptocurrency has emerge(@ critical tool for terrorist organisations to circumvent
traditional financial systems$, and fund their operations. This analysis explores the methods and
strategies emplo ese groups, drawing on case studies from Nigeria, Afghanistan, and
global cont while emphasising the implications for law enforcement and regulatory
fram%@

The intersection of cryptocurrency and terrorism financing has become a critical concern for
regulators, law enforcement agencies, and policymakers globally. The case of Tigran
Gambaryan's arrest in Nigeria exemplifies the growing tension between cryptocurrency

exchanges and national regulators, particularly in regions with unclear or evolving regulatory
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frameworks!. As the head of financial crime compliance at Binance, Gambaryan travelled to
Nigeria in early 2024 to engage with authorities on regulatory compliance issues. However,
he was detained on allegations that Binance facilitated illegal financial activities, including
money laundering and terrorism financing. This incident highlights the risks faced by
compliance professionals operating in high-stakes environments and the broader challenges of
enforcing Anti-Money Laundering/Countering the Financing of Terroris QM /CFT)
standards in the crypto space. Furthermore, the harsh treatment of Gam r}bm Nigerian
custody raises significant human rights concerns, underscoring the n@&obalance regulatory
enforcement with respect for individual freedoms.

In addition to these challenges, Binance's regulatory Q in Nigeria reflect broader
global concerns about the role of cryptocurrenc e@ges in facilitating illicit activities.
Nigerian regulators accused Binance of enabli nsactions linked to terrorism financing,
money laundering, and other illegal acti%&leading to an investigation into its operations.

.

The investigation revealed that Bi’{&}ds peer-to-peer (P2P) trading platform was used to
move funds anonymously, by&g{g traditional financial systems. This case underscores the
difficulties of enforcing@CFT regulations in regions with weak oversight mechanisms.

Moreover, it l@ the need for clearer regulatory frameworks and international
a

cooperation ress the risks posed by cryptocurrencies. The detention of Gambaryan and
othe Bi@% executives during this period further complicates the discourse on human rights
in the context of financial regulation, as documented in a Wired article .

Blockchain analytics tools play a pivotal role in tracking and disrupting illicit financial flows

associated with terrorism financing. According to a report, while cryptocurrencies are

sometimes used for terrorism financing, their role is often exaggerated compared to traditional
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financial systems*. For instance, the U.S. Department of Justice successfully disrupted two
terrorism financing campaigns involving virtual currencies in 2020, underscoring the
effectiveness of blockchain forensics. Similarly, AD Forensics' training programs for Nigerian
law enforcement agencies demonstrate the importance of technical expertise in addressing
modern financial crimes °. These efforts highlight the necessity of integrating advanced

technologies into regulatory practices to combat crypto-related crimes efove . By
n

leveraging tools such as blockchain analytics, law enforcement agencies Q} hance their
capacity to monitor and disrupt illicit activities in the rapidly evolvin@ﬁl landscape.

Terrorist organisations have increasingly turned to cryptocurrenci raise funds, exploiting
the anonymity and cross-border capabilities offered by a currencies. The case of Al-
Qaeda and Hamas utilising cryptocurrency donatiE%%d their operations, as documented

by the U.S. Department of Justice demonstr. tes% daptability of these groups in leveraging
new financial technologies®. Similarly, IS&de eraged Bitcoin to finance attacks and purchase
.

weapons, taking advantage of the @nymous nature of cryptocurrencies ’. The Taliban's
takeover of Afghanistan in 20, led to increased Bitcoin adoption, raising concerns about
the country becoming @or illegal crypto transactions, including terrorism financing®.
These trends in %t while traditional financial systems remain the primary means of
terrorism ﬁ@l g, cryptocurrencies represent an emerging threat that requires vigilant
mon@rgd regulation.

Community involvement in combating crypto-related crimes is gaining prominence, as
evidenced by initiatives like the Google Form for reporting suspicious transactions. This tool

enables individuals and organisations to contribute to intelligence gathering and pattern

identification in the crypto space, fostering a collaborative approach to addressing financial
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crimes, Such community-driven efforts complement the work of law enforcement agencies
and private sector actors, enhancing capacity-building and knowledge-sharing. Furthermore,
partnerships between regulators, law enforcement, and private firms, such as those facilitated
by AD Forensics, strengthen the ability to develop comprehensive strategies to counter
terrorism financing and other illicit activities in the cryptocurrency ecosystem.

The implications of these findings highlight the need for stronger regulato Q%works,
international cooperation, and advanced technological tools to address the risks posed by
terrorist crypto-finance. Regulatory crackdowns, such as those see@ﬂigeria, reflect the

growing scrutiny of crypto exchanges and the need for cle rﬁmlines °. Moreover, the
European Parliament report on virtual currencies and t financing notes that while
cryptocurrencies pose a risk, traditional financi @s remain the primary means for
terrorism financing !°. Therefore, governments egulators must focus on both traditional
and digital financial systems to combat tefrorism financing effectively. By learning from the
.

experiences documented in thes&(%ses, policymakers and practitioners can develop
comprehensive strategies to t@ the risks associated with terrorist crypto-finance. While
cryptocurrencies offer S@ﬁve financial inclusion and economic development solutions,
they also pose S@ant risks when exploited for illicit purposes. Addressing these
challenges @H s a multifaceted approach, combining robust regulatory frameworks,
adva ce@nological tools, and international collaboration.

4.4.2 Effectiveness of Crypto Anti-Terrorism Financing Frameworks

The effectiveness of frameworks designed to combat terrorism financing through

cryptocurrencies is a critical area of study, given the growing sophistication of terrorist

organisations in leveraging digital currencies. Cryptocurrency exchanges have become focal
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points for regulators seeking to curb illicit financial flows. For instance, the case of Binance's
regulatory challenges in Nigeria highlights both the necessity and complexity of enforcing
anti-terrorism financing frameworks 2. Nigerian authorities accused Binance of facilitating
transactions linked to terrorism financing and money laundering, leading to an investigation
into its operations. While this action underscores the importance of regulatory oversight, it
also reveals the difficulties regulators face in regions with weak or evolving fr. orks. The
lack of clear guidelines creates opportunities for exploitation by bad actorQa& idenced by
using Binance's peer-to-peer (P2P) trading platform to anonymise fu@

Similarly, the European Parliament report on virtual currenci &Horism financing notes
that while cryptocurrencies pose risks, traditional ﬁnancia@ s remain the primary means
for terrorism financing!®. However, the traceabili @ckchain transactions provides law
enforcement agencies with valuable tools to, m and disrupt these activities. Despite this
advantage, the effectiveness of current %neworks depends heavily on the ability of

.

regulators to adapt to the rapidly ev&ﬁé}flamre of cryptocurrency ecosystems.

The role of blockchain analyt@ombating terrorism financing cannot be overstated. Tools
developed by firms sud@%ainalysis have proven instrumental in tracking and disrupting
illicit financial @ example, the U.S. Department of Justice successfully disrupted two
terrorism ﬁ@:l g campaigns involving virtual currencies in 2020, underscoring the
effectiv@ of blockchain forensics 6. These successes demonstrate the potential of
advanced technologies to enhance the capabilities of law enforcement agencies.

In another case, AD Forensics trained Nigerian law enforcement agencies in crypto crime
investigation, focusing on blockchain forensics and AML/CFT measures °. This initiative

reflects the growing recognition of the need for technical expertise in addressing modern
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financial crimes. Equipping law enforcement officers with the skills to analyse blockchain
data, such programs significantly bolster efforts to combat terrorism financing.
However, the effectiveness of blockchain analytics is contingent upon access to high-quality
data and international cooperation. The court order directing Binance to release user data to
the EFCC in Nigeria illustrates the importance of cross-border collaboration in investigations
1 Without robust data-sharing agreements, the utility of blockchain analytics %‘nited.
Community-driven initiatives play a crucial role in augmenting the effectivétiess of anti-
terrorism financing frameworks. O
Moreover, the involvement of the public in combating crypto- laﬁimes reflects a broader
trend toward decentralised governance in the digital 6@1 . As highlighted in Case 4,
community-driven efforts are essential for addres 'ng&@gaps left by insufficient regulatory
frameworks. For instance, despite Nigeria's bﬁb§ cryptocurrency transactions in 2021,
adoption continued to grow through P2P %rms 13,

.
Despite advancements in techn@ and regulation, significant challenges remain,
particularly in regions with'&ountering the Financing of Terrorism (CFT) and Anti-
Money Laundering (Ah@%gimes. Afghanistan, under Taliban control, has emerged as a
potential hub fi crypto transactions, including terrorism financing . The lack of

regulatory 06

cryp@ies to safeguard their financial assets. These examples underscore the need for

and the country's economic turmoil have driven citizens to adopt

stronger international cooperation to address the risks posed by weak regulatory regimes.
Terrorist organisations continue innovating their financing methods, taking full advantage of
the anonymity and cross-border capabilities of cryptocurrencies. For instance, Al-Qaeda and

Hamas utilised cryptocurrency donations to fund their operations, as documented by the U.S.
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Department of Justice 6. ISIS similarly leveraged Bitcoin to finance attacks and purchase
weapons, exploiting the pseudonymous nature of digital currencies 7.

These cases highlight the adaptability of terrorist groups in using new financial technologies.
To counteract this trend, anti-terrorism financing frameworks must evolve as quickly as the

threats they aim to address. This requires technological innovation and enhanced capacity-

R
O

The case of Boko Haram and ISWAP using cryptocurrency traderd their operations

building and knowledge-sharing among stakeholders.

4.2.3 Crypto's Influence on Terrorist Networks and Security

highlights the adaptability of these organisations in leveraging newMechnologies 2!. According
to the EFCC, terrorists convert crypto into local cu through peer-to-peer (P2P)
platforms, exploiting the anonymity provided by u%@tems. This method allows them to
bypass strict AML/CFT regulations imposed on ional banking channels.

Similarly, the Taliban's increasing adopti \o\gitcoin following its takeover of Afghanistan
underscores the potential for insKﬁgﬁ groups to use cryptocurrencies to sustain their
operations %. In regions with‘&egulatory frameworks, like Afghanistan and Pakistan, the
lack of oversight create&@% ground for illicit financial activities. These cases demonstrate
that cryptocurre{'@ tools for individual transactions and strategic assets for maintaining
operational c@tinulty in conflict zones.

Despite @’Qerceived anonymity of cryptocurrencies, blockchain analytics tools have proven
effective in tracking and disrupting illicit financial flows. However, challenges remain in fully
leveraging these technologies due to jurisdictional and technical limitations. The case of
Nigeria's crackdown on major crypto players, including exchanges and influencers, illustrates

14

the complexities of regulating digital currencies '¢. Authorities targeted high-profile
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individuals and platforms suspected of facilitating money laundering, terrorism financing, and
market manipulation. While these efforts reflect the growing awareness of crypto-related risks,
they also highlight the need for more robust frameworks to address these issues
comprehensively.
Moreover, the court order directing Binance to release user data to the EFCC demonstrates the
growing regulatory pressure on cryptocurrency exchanges', such actions %re the
importance of international cooperation in combating cross-border crimes. How¢Ver, concerns
about user privacy and data security persist, raising questions ab@ balance between
enforcement and individual rights.
Terrorist organisations continually innovate methods @e ploit vulnerabilities in the
cryptocurrency ecosystem. The case of Linus Wi liza EO of Blord Group, arrested for
alleged involvement in terrorism financing and ocurrency fraud, exemplifies the misuse
of businesses for illegal purposes '°. Willi h‘was accused of using his company to facilitate
.
transactions linked to terrorist gro@\emonstrating how legitimate enterprises can be co-
opted for illicit activities. Thi@gﬁighlights the need for stricter due diligence processes and
enhanced monitoring oB@%&lte entities operating in the crypto space.
Additionally, tlt‘i\ﬁ@' by the Foundation for Defense of Democracies notes that jihadist
groups, incl@lg al-Qaeda and ISIS, have solicited cryptocurrencies to raise funds and
transfer @%y across borders !’. These groups use anonymity and lack oversight in crypto to
finance their operations. Their ability to innovate financing methods underscores the urgency
of developing advanced blockchain analytics tools to track and disrupt these activities.
Afghanistan and Pakistan have emerged as potential hubs for crypto-based terrorism financing

due to their weak Countering the Financing of Terrorism (CFT) and Anti-Money Laundering
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(AML) regimes, The Taliban's control over Afghanistan raises concerns about the country
becoming a launchpad for illegal crypto transactions, including terror financing and cyber-
attacks. Furthermore, the emerging alliance between China, Pakistan, and the Taliban could
facilitate technology transfers that enhance the group's capacity to exploit digital currencies
for illicit purposes. These regional dynamics highlight the importance of international
collaboration in addressing the risks posed by weak regulatory framew Q%Vithout
coordinated efforts, terrorist organisations may continue to exploit fyuldetabilities in
underregulated jurisdictions, undermining global security. The inﬂ@f cryptocurrencies
on terrorist networks and global security is profound, requiting

Qc Community-driven initiatives

multifaceted approach to

address the associated risks. While blockchain analyti

have proven effective in tracking and disrupting illgcjf&%ities, significant challenges remain

in regulating digital currencies and ensuring int

\®)

4.2.4 Terror Finance: Crypto Market & Xbal System Links

nal cooperation.

.

Weak or evolving regulatory fra&@ks create fertile ground for bad actors to misuse

cryptocurrencies. For insta fghanistan under Taliban control exemplifies this

vulnerability 3. Followih@% aliban's takeover, Bitcoin adoption surged as citizens sought to

safeguard their & assets amidst economic turmoil. However, this same environment
ited by

could be ex@

activ'tie&th weak Countering the Financing of Terrorism (CFT) and AML regimes,

the Taliban for terrorism financing, cyber-attacks, and other illicit

Afghanistan could become a hub for illegal crypto transactions, including those tied to
terrorist organisations.
Pakistan similarly faces challenges in regulating its burgeoning crypto market, creating

opportunities for misuse by bad actors, Both countries highlight the importance of
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international cooperation in addressing the risks posed by underregulated jurisdictions.
Without coordinated efforts, terrorist organisations may continue to exploit vulnerabilities in
these regions, undermining global security.

While blockchain analytics tools have proven instrumental in tracking and disrupting illicit
financial flows, they also expose limitations in current regulatory frameworks. For example,
AD Forensics trained Nigerian law enforcement agencies in crypto crime Qﬁation,
focusing on blockchain forensics and AML/CFT measures *°. This ini%@reﬂects the
growing recognition of the need for technical expertise in addressing@u financial crimes.
By equipping officers with skills to analyse blockchain de@s programs significantly
bolster efforts to combat terrorism financing. Q

However, the traceability of blockchain transacti&y@s concerns about privacy and data

security. The court order directing Binance to réba user data to the EFCC exemplifies the

\S
growing regulatory pressure on cryptocur % exchanges !!. While such actions enhance law
.

enforcement capabilities, they als&%e questions about the balance between enforcing
regulations and respecting‘@%ﬂual rights. Terrorism financing via cryptocurrencies
transcends national bégd Qnecessitating coordinated efforts at the global level. The
European Parlia @ort on virtual currencies and terrorism financing highlights the risks
posed by digital “assets while acknowledging their limited role compared to traditional
ﬁna@ems 10 Despite this, the traceability of blockchain transactions provides law
enforcement agencies valuable opportunities to monitor and disrupt illicit activities.

4.4.5 Policy Recommendations for Strengthening Crypto Anti-Terrorism Finance

Policies
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A critical challenge in combating illicit crypto transactions lies in the absence of standardised
regulatory frameworks across jurisdictions. The case of Binance's regulatory challenges in
Nigeria highlights this issue, where weak or evolving regulatory frameworks create
opportunities for exploitation by bad actors 2. Countries should work towards internationally
harmonised Anti-Money Laundering/Countering the Financing of Terrorism (AML/CFT)
regulations that impose mandatory Know-Your-Customer (KYC) require s on all
cryptocurrency exchanges. For instance, Nigeria's Securities and Exchange Qy 1ssion (SEC)
has approved local crypto exchanges under stricter regulations, b &g innovation with
oversight'®. However, such efforts must be extended glob %nsure consistency and
prevent jurisdictional arbitrage. Additionally, cross-b inancial intelligence-sharing
mechanisms should be strengthened to facilitate r a‘@tracking of suspicious transactions
across jurisdictions, as seen in the collaboration een Nigerian authorities and blockchain
analytics firms during the freezing of $37 hﬁon linked to protest organisers'.
.
To combat terrorism financing @ cryptocurrencies, governments must invest in
advanced tools and specialisc@%nise. Enhanced law enforcement capabilities are essential
for monitoring and dis@ g illicit activities facilitated by digital currencies. The U.S.
Department of QJ\&Q disruption of two terrorism financing campaigns involving virtual
0

currencies i demonstrates the effectiveness of blockchain forensics in tracking and

dlsn@h activities °. Similarly, AD Forensics' training programs for Nigerian law

enforcement agencies highlight the importance of technical expertise in addressing modern
financial crimes .
Specialised cybercrime task forces should be established to monitor, investigate, and disrupt

terrorism financing networks operating within the digital financial ecosystem. Furthermore,
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mandatory registration and transaction monitoring for peer-to-peer (P2P) trading platforms
should be introduced to close existing regulatory loopholes that enable terrorist financiers to
launder funds undetected. This is particularly relevant given the EFCC's revelation that
terrorist groups in Nigeria use P2P platforms to convert crypto into local currency '°. By
enhancing their capacity to trace and freeze illicit funds, law enforcement ag%ciis can

significantly reduce the ability of terrorist organisations to exploit cryptocurrff% r their

operations. <

In regions like East Africa, mobile payment platforms have becor@gral to facilitating

illicit cryptocurrency transactions. Regulators must implementn&d scrutiny over crypto-

to-mobile money transactions to curb the flow of fun tremist groups such as Al-
Shabaab. Financial institutions should be requir%,& port all large-scale or suspicious
crypto-to-mobile money conversions, levera automated systems to flag abnormal
transaction patterns. This measure is §E in preventing terrorist organisations from
.
exploiting the anonymity and acé%\&iity of mobile payment systems to finance their
activities. While the focus hqs\&arily been on traditional banking systems, the growing
integration of mobile\@?ents with cryptocurrencies necessitates tailored regulatory
responses to mit;\ﬁ\e' rging risks.
Public-privateypartnerships play a pivotal role in enhancing financial intelligence efforts.
Cryptoc@cy exchanges, fintech companies, and law enforcement agencies must
collaborate more effectively to develop innovative solutions for detecting and preventing

illicit economic activities. Governments should incentivise private sector entities to adopt

security-driven blockchain innovations and develop automated risk assessment models to
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identify real-time suspicious transactions. Such collaborations can enhance the capacity of
financial intelligence units to detect and respond to threats posed by terrorist financing.
Community-based reporting mechanisms, such as the report from the Google Form for
reporting crypto-related crimes, exemplify how public participation can complement official
efforts, By enabling individuals and organisations to submit detailed information about
suspicious transactions, including wallet addresses and transaction IDs, these @& serve
as valuable tools for gathering intelligence and identifying patterns ©f ilficit activity.
Expanding and integrating such mechanisms with national ﬁnancial@ence systems can
foster greater transparency and accountability in the crypto s& e encouraging broader
societal engagement in combating financial crime. Q
Regional vulnerabilities, particularly in countries w'ytb%ak AML/CFT regimes, exacerbate
the risks associated with crypto-based terrorism cing. Afghanistan, under Taliban control,
exemplifies this concern, as economic tu \oﬂ and lack of regulatory oversight have driven
N
citizens toward cryptocurrencies 8.®env1ronment creates opportunities for misuse by bad
actors, including terrorist org®%n5. Similarly, Pakistan faces challenges in regulating its
burgeoning crypto maﬂ;@?ising concerns about potential technology transfers that could
enhance the capc@roups like the Taliban to exploit digital currencies for illicit purposes,
Addressing %e Vulnerabilities requires targeted interventions, including capacity-building
initi%@ international cooperation, to establish robust AML/CFT frameworks in high-
risk regions.
Balancing regulation with human rights is a critical consideration in enforcing anti-terrorism

finance policies within the cryptocurrency space. Regulatory actions must respect individual

rights and avoid undue targeting of compliance professionals or innocent actors, ensuring that

204



enforcement measures remain proportionate and justifiable. The case of Tigran Gambaryan's
detention in Nigeria exemplifies the importance of this balance. Gambaryan, a compliance
officer at Binance, was detained under harsh conditions, sparking an international outcry over
treating individuals involved in regulatory discussions®. His case highlights the need for
regulators to ensure that enforcement actions do not disproportionately target wliance
professionals or infringe upon fundamental human rights. Q

In addition to respecting individual rights, authorities must prioritise tran@y and data
security when requiring exchanges to release user data. This is part1®l relevant given the
increasing trend of governments demanding access to sen n orrnatlon from crypto
platforms. For instance, the court order directing Blnanc‘ ase Nigerian user data to the
EFCC underscores safeguarding user privacy w lerfaghatmg investigations into potential
illicit activities'?. As such, policymakers nd nforcement agencies must adopt clear
guidelines to ensure data-sharing proc se are transparent, secure, and aligned with
international standards for protecti{@?brsonal information. By prioritising these principles,
regulators can foster trust a@%stakeholders and mitigate concerns about overreach or
misuse of power in the %mmt terrorism financing.

gs

4.3 Discussion @

4.3.1: Meth Strategies of Cryptocurrency Use in Terrorism Financing

The \@[g that terrorist organizations in Nigeria and Kenya exploit cryptocurrency's
anonymity and decentralization, adopting methods such as peer-to-peer (P2P) trading in
Nigeria and mobile money integration in Kenya to local contexts, highlights a significant shift

in terrorism financing strategies. This adaptation poses substantial challenges for regulators
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lacking advanced tracking tools, with international parallels reinforcing the urgency for global

standards.

This study confirms that terrorist organizations in Nigeria and Kenya employ a range of
cryptocurrency-based methods and strategies, which means they prioritize anonymity and
decentralization to obscure financial trails. The data indicate widespread acq%ition of
cryptocurrency funds, frequent concealment of transactions, and regular @Q{ privacy-
focused cryptocurrencies or mixing services, reflecting a strategic focuﬁqgaﬂing detection
over less prevalent options like decentralized finance (DeFi) @15. The reliance on
exchanges and specific platforms further underscores the @ita ion of accessible digital
infrastructure, challenging regulatory oversight. This evi@ aligns with a researcher, who
argues that cryptocurrency's pseudonymous %@» facilitates terrorist financing by
complicating traceability?’. However, the 1 \u@%agement with DeFi suggests a pragmatic
reliance on established methods, potem@imited by technical sophistication or accessibility,
a nuance warranting further ex&{%n into evolving technological preferences 2!. The
absence of advanced track@ls among regulators amplifies this challenge, pointing to a

critical capacity gap??. Q

Results fro t@dy reinforce the finding's emphasis on context-specific exploitation. In
Nigeria, R;?§dent D highlights P2P trading and "smurfing" (small, multiple transactions) as
domin methods, exploiting weak Know-Your-Customer (KYC) and Anti-Money
Laundering (AML) enforcement on unregulated platforms, a vulnerability tied to inconsistent
policies from the Central Bank of Nigeria (CBN)?. Respondent F notes using crypto mixers,
which obscure financial trails, a tactic consistent with global trends®*. In Kenya, Respondent

K identifies the integration of cryptocurrency with mobile money platforms like M-Pesa,
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capitalizing on the country's robust mobile payment infrastructure and regulatory gaps
(Respondent H). This strategic adaptation contrasts Nigeria's structured yet poorly enforced
framework with Kenya's unregulated digital wallet landscape, resonating with a researcher,
who emphasize decentralization's role in bypassing oversight?°. These local variations suggest

tailored regulatory challenges, amplifying the need for advanced tools and global sta&dards%.

The finding, through international parallels, highlights a global pattern of an@ty—driven
financing. The Binance case in Nigeria, involving Tigran Gambaryan's tegddy exemplifies
how P2P platforms enable anonymous fund flows, with regulator @ing the exchange of
facilitating terrorism financing !, This mirrors the Taliban's @%doption in Afghanistan
post-2021, where weak oversight fosters a crypto hub for @ activities®. Globally, Al-Qaeda,
Hamas, and ISIS use Bitcoin and privacy coms%%%onero for donations and weapons

purchases®, paralleling Nigeria's mixer use@ya s privacy coin trends®. A Position also

supports this, noting anonymity as an e@say driver across terrorist groups?®’.

The finding reveals that terror&%&mzatlons in Nigeria and Kenya exploit cryptocurrency's
anonymity and decentrali a@n adapting P2P trading and mobile money integration to local
contexts and challenging regulators without advanced tools. The statistical focus on
.
concealment a@\with thematic evidence of localized tactics, corroborated by global
parallels, @ting a consistent anonymity-driven strategy?’. The lower DeFi use indicates
pragrﬁ@c adaptation, challenging assumptions of uniform technological adoption?!. Nigeria's
enforcement gaps contrast with Kenya's regulatory void, supporting a researcher claim on
uneven blockchain governance, while international cases amplify the urgency for global
standards?®?6, However, the European Parliament's perspective suggests a need to balance

focus between digital and traditional threats'®. The regulatory challenge lacking forensics and
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the potential for Underground shifts post-CBN bans (highlight a policy dilemma requiring
nuanced, globally coordinated responses???’. This discussion confirms that terrorist
organizations in Nigeria and Kenya leverage cryptocurrency's anonymity and decentralization,
adapting locally via P2P and mobile money and challenging regulators without advanced

tools. International parallels reinforce the need for global standards, yet the inta&y with

R
O
&QJ

4.3.2 Effectiveness of Counter-Terrorism Financing Framew%O

traditional systems suggests a complex threat landscape.

The finding that existing counter-terrorism financing (CT works in Nigeria and Kenya
are ineffective against cryptocurrency's cross-bors%Qﬂd pseudonymous nature due to
regulatory gaps (Kenya's lack of formal regulati and Nigeria's enforcement challenges)
and insufficient technological tools u &res a critical vulnerability in addressing
cryptocurrency-enabled terrorism %;QSCI . This ineffectiveness necessitates enhanced
international support and expe@b address these deficiencies. Results confirm that current
CTF frameworks in ]\%Qld Kenya struggle with cryptocurrency's inherent features,
which means they ‘S\Ql% counter its transnational reach and anonymity effectively. The data
indicate that&gdurrency facilitates cross-border financial flows for terrorist groups, with
its pseu(@%ous nature impeding efforts to track illicit funds. The decentralized structure of
these networks and the global reach of exchanges further complicate disruption efforts,
highlighting the frameworks' inability to manage international and anonymous transactions.
Extremist groups' use of online platforms for solicitation and cryptocurrency for operational
goals exposes additional weaknesses in regulatory oversight, as these activities leverage

digital anonymity beyond traditional monitoring capabilities>*. This evidence supports the
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finding's ineffectiveness claim, emphasizing the need for advanced technological tools and

international collaboration to strengthen local frameworks?2.

The specific regulatory gaps driving this ineffectiveness reinforce the finding's focus on local
deficiencies. In Nigeria, Respondent A notes that despite a structured framework involving
the Economic and Financial Crimes Commission (EFCC) and Securities and&:hange
Commission (SEC), enforcement of Know-Your-Customer (KYC) a@ti—Money
Laundering (AML) regulations is inconsistent, particularly for peer—to—%&?) transactions
(Respondent B). This enforcement gap, worsened by the Central of Nigeria's (CBN)
fluctuating policies, pushes transactions underground, wing terrorists to exploit
unregulated P2P platforms?’. In Kenya, Respondent Hthights the absence of formal
cryptocurrency regulations, with the Central Bank 6%{% (CBK) relying on warnings rather
than actionable measures, enabling unmon@féansactions via mobile money integrations
like M-Pesa (Respondent K). Respon@ emphasizes the lack of specialized monitoring
units and blockchain forensic toécla\both countries, aligning with some researchers, that
argue that technical incapac'. ermines CTF efforts?>. These findings resonate with some
Scholars, who discuss &neven governance of blockchain in Africa, with Nigeria's partial
regulation falte@forcement and Kenya's regulatory void fostering exploitation?. The

absence o%éhnological tools amplifies these gaps, supporting the finding's call for

interh\tigdl expertise?®.

Furthermore, the Binance case in Nigeria demonstrates enforcement struggles, with regulators
accusing the platform of facilitating terrorism financing through P2P trading but lacking the
tools to trace transactions effectively?. This contrasts sharply with U.S. successes in 2020,

where blockchain analytics disrupted terrorism financing campaigns®, underscoring a
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technological gap between Nigeria/Kenya and advanced jurisdictions. In Afghanistan, weak
regulatory frameworks post-Taliban takeover enable cryptocurrency misuse®, mirroring
Kenya's regulatory infancy and Nigeria's enforcement challenges. The European Parliament
report suggests that cryptocurrency's traceability offers potential while traditional systems
dominate'®. However, Nigeria and Kenya lack the forensic capacity to exploit this, as seen in
AD Forensics' limited training efforts®. These cases align with a Scholar positi Q% notes
varying global adoption levels and emphasizes that without international, support, such as

FATF standards or U.S.-style analytics, local frameworks remain @ive against Cross-

O

The finding reveals that Nigeria and Kenya's CTF frameéworks are ineffective against

border and pseudonymous threats?”-?,

cryptocurrency's cross-border and pseudonymousé’tbe due to Kenya's regulatory absence,
Nigeria's enforcement shortcomings, and &@ack of technological tools. The statistical
evidence of transnational flows and ps@ymity aligns with thematic gaps in enforcement
and technology, corroborated by, %D\al cases where advanced jurisdictions succeed with
forensics unavailable local&\®geria's enforcement issues, driven by inconsistent policy
application, allow P2 ion despite a structured framework, while Kenya's regulatory
vacuum enable@&it tion through mobile money-crypto integrations (Respondent K)'.
This suppo esearcher, who argue that decentralization challenges oversight, yet contrasts
With\{l/@European Parliament's view that traditional systems dominate, suggesting

cryptocurrency's role is contextually heightened in under-regulated regions®>!°,

The technological deficit lacking blockchain analytics, as noted by Respondent J and
Emmanuel and Michael, underpins the finding's call for international expertise, as

exemplified by U.S. successes 226, However, some Scholars posit that overregulation may
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drive illicit activity underground, as Nigeria's P2P surge post-CBN bans shows 23

International support via FATF alignment could address this, but Pavlidis a researcher warns
of unintended consequences like reduced financial inclusion, particularly relevant in Kenya's
mobile money context*®?. The global parallels amplify this, suggesting Nigeria and Kenya's
urther

challenges are part of a broader need for coordinated expertise and tools yet&Scholar
g

questions the adaptability of current global standards to emerging technologies@n

refinement3%31, < \

This discussion confirms that existing CTF frameworks in Nigeri enya are ineffective
against cryptocurrency's cross-border and pseudonymous natrl en by Kenya's regulatory
void, Nigeria's enforcement failures, and insufficient t@logical tools. Global parallels

highlight the efficacy of advanced forensicsé t locally, necessitating enhanced

international support and expertise through @s and training.

4.3.3 Transformation of Terrorism@ing Networks and Regional Security

The finding that cryptocusr eplaces cash-based systems with digital, anonymous
networks in Nigeria an@, boosting terrorist autonomy and global reach while straining
regional security dﬁ\& inadequate tracking capabilities and diffuse threat patterns, highlights
a transforma 'V&lﬁft in terrorism financing dynamics. This evolution enhances operational

ﬂexibili@"errorist groups, posing significant challenges to regional security frameworks.

Y

The study confirms that cryptocurrency has shifted terrorism financing in Nigeria and Kenya
from traditional cash-based systems to digital, anonymous networks. It fosters a transition to
concealed, tech-enabled methods that enhance autonomy and complicate oversight. The data

indicate widespread use of concealment strategies, reliance on exchanges, conversion of
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digital assets into usable forms, and adoption of technological innovations by terrorist groups,
reflecting a move away from physical cash flows. The limited emphasis on specific regional
jurisdictions suggests a diffuse threat pattern, challenging targeted security responses’2. This
evidence supports the finding's assertion that cryptocurrency boosts terrorist autonomy and
global reach, straining regional security due to the absence of advanced tracking tools to
monitor these decentralized networks??. Replacing cash-based systems with %ethods

marks a significant adaptation, undermining conventional counter-terroris@ cing (CTF)

strategies that rely on intercepting tangible transactions. O

Study. The results provide a detailed perspective on this @%mion, illustrating how
cryptocurrency enhances autonomy and strains secur@n local contexts. In Nigeria,
Respondent G explains that Boko Haram and Iw have shifted from cash couriers to
digital transfers via P2P platforms, enab l\&pendent funding and coordination with
external groups (Respondent I). Thi nomy reduces reliance on centralized funding,
complicating network disruption. é&bn\ya, Respondent H notes Al-Shabaab's use of mobile
money platforms like M&% to convert cryptocurrency, evading banking scrutiny
(Respondent F). At th & time, Respondent J highlights international donations via Bitcoin,
expanding its @

that crypto @cy’s anonymity facilitates illicit financial flows**. However, the diffuse threat

h. These adaptations align with some Schoalrs position, who argue

patte%%cking a strong regional focus—challenge localized security measures, Respondent
K in Nigeria and Respondent L in Kenya emphasize inadequate tracking capabilities, with
limited blockchain forensics leaving authorities unable to monitor these networks effectively?>.
This strains regional security, as autonomous cells operate across borders, amplifying threats

in West and East Africa.
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This shift and its security implications through global examples. In Nigeria, the EFCC
documents Boko Haram's use of P2P traders to convert cryptocurrency into local currency,
enhancing autonomy by bypassing AML/CFT regulations'!. Similarly, the Taliban's Bitcoin
adoption in Afghanistan post-2021 takeover sustains operations in a weak regulatory
environment!’, mirroring Nigeria and Kenya's inadequate tracking capabilities. Globally,
jihadist groups solicit cryptocurrencies for cross-border funding (Foundation Qe nse of
Democracies, cited in paralleling Kenya's Al-Shabaab donation networks!'”. %@esearchers
work support this, noting cryptocurrency's role in funding intematio@&orism”. However,

traditional systems may still play a significant role, a nuance ¢ @g with the evident shift

in Nigeria and Kenya's contexts. The lack of advanced bl n analytics in both countries,

unlike more equipped jurisdictions, strains regioga]fa%rity as diffuse threats enabled by

digital anonymity evade interception® 4. These%

the need for enhanced tracking capabiliti§\

els highlight a global trend, amplifying

The finding demonstrates that %Qcﬂ}urrency replaces cash-based systems with digital,
anonymous networks in N@and Kenya, boosting terrorist autonomy and global reach
while straining regio zgurity. The statistical shift to concealed, tech-enabled methods
aligns with the@

cases Wheri@nomy enhances operational resilience'®. Nigeria's Boko Haram and Kenya's

idence of P2P and mobile money adaptations, corroborated by global

Al—Sbe)gB leverage these networks to operate independently, reducing vulnerability to
centralized crackdowns (Respondent M), a trend supported by some works?2. The diffuse
threat patterns, lacking regional concentration, complicate security responses, as Respondents

N and J noted, aligning with some work on cryptocurrency's global implications.
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However, inadequate tracking capabilities lacking forensics as per Respondent K Some
Scholars exacerbate this strain, contrasting with advanced jurisdictions*®. However, some
position suggest that regulatory efforts may lag behind technological adoption, a concern
echoed in Nigeria's P2P reliance and Kenya's mobile money integration, posing a dilemma:
inadequate tools fail to curb threats, yet regulatory gaps enable exploitation®’. The global
reach, evidenced by cross-border funding, supports the need for internationa Q%dnation,
yet some researchers highlight enforcement challenges in under-resourced sgttings, suggesting
tailored solutions®®. This complexity strains regional security, nec@t g advanced tools
and global cooperation, though the balance between digital %ional threats remains a
critical research gap. This discussion affirms that cryptocc replaces cash-based systems
with digital, anonymous networks in Nigeria an. K@enhancing terrorist autonomy and
global reach and straining regional security d nadequate tracking and diffuse threats.
Global parallels underscore the need fi deanced forensics and coordination, yet the

interplay with traditional systems s@s a multifaceted threat landscape.

4.3.4: Interconnections Be % Local Markets, International Systems, and Terrorism

Financing Q

The finding th&l}al markets in Nigeria (P2P-driven) and Kenya (mobile money-linked)
integrate I@ international financial systems amplifying terrorism financing through
anony\sjvy and weak oversight, necessitating global coordination to address cross-border
flows, underscores a critical nexus between local financial ecosystems and global illicit
networks. This integration heightens the risk of terrorism financing by leveraging
cryptocurrency's features, posing significant challenges to national and regional security

frameworks.
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The study confirms that local cryptocurrency markets in Nigeria and Kenya connect with
international financial systems, which means they amplify terrorism financing by facilitating
cross-border flows and exploiting anonymity. The data indicate that cryptocurrency adoption
influences traditional financial systems, introduces vulnerabilities to global security
infrastructure, and supports cyber warfare and state-sponsored terrorism, reflecting its
integration into broader illicit networks*. The pseudonymous nature of trans Qs 1mpacts
national security efforts, while the proliferation of cryptocurrencies Qfs economic
sanctions and financial controls, highlighting weak oversight in 10c®&et5. This evidence
supports the finding's assertion that P2P-driven markets in Ni en%d mobile money-linked
systems in Kenya amplify terrorism financing through obal connectivity, requiring
international coordination to address these ano r@cross-border flows*. The lack of
robust local regulatory mechanisms exacerbates ntegration, enabling terrorists to exploit

international systems beyond national juri }&'ons.

A detailed view of how local ﬁﬂts integrate with international systems, amplifying
terrorism financing risks. @eria, Respondent A highlights that P2P platforms enable

anonymity, linking l@ders to international terrorist networks (Respondent C), such as

those in the S@%ﬂ

inconsisteulatory enforcement. In Kenya, Respondent F notes that mobile money

Middle East (Respondent B), exploiting weak oversight due to

syste%%(e M-Pesa connect to global cryptocurrency markets, allowing Al-Shabaab to
convert funds from international donors (Respondent I), leveraging the absence of formal
regulations (Respondent G). These local-international linkages align with a Scholar, who
argues that cryptocurrency's anonymity fuels terrorism financing across borders*!. However,

the specific mechanisms of P2P in Nigeria and mobile money in Kenya reflect distinct
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adaptations to local infrastructures. Respondent C in Nigeria and Respondent J in Kenya
emphasize the need for global coordination, as weak oversight and tracking limitations (e.g.,
lack of blockchain forensics) enable these cross-border flows*?. This integration amplifies
financing risks, necessitating international frameworks to address the transnational nature of

these threats.

>\
This integration and its implications through global parallels. In Nigeria, tl-@@nce case
illustrates how local P2P activities connect to international systems, wi%&ﬂors struggling
to oversee transactions linked to terrorism financing due to local controls'!. In
Afghanistan, Bitcoin adoption under Taliban control p %exempliﬁes a similar
vulnerability, integrating local markets into global illic@tworks amid regulatory gaps®,
mirroring Nigeria and Kenya's oversight challeng%@%lly, the use of cryptocurrencies for
cross-border terrorism financing is evide@ groups exploiting anonymity in under-
regulated jurisdictions like Pakistang.qu%r position support this, linking terrorist attacks to
cryptocurrency market dynamics @cs?\ggesting a broader pattern of integration that amplifies
financing risks®. The lack &%anced tracking tools in Nigeria and Kenya, unlike more
equipped contexts!?, @ores the need for global coordination, as local weak oversight

enables seamleé%g&h

challenge, e@rcing the finding's call for coordinated action.

Q

The Mg demonstrates that local markets in Nigeria (P2P-driven) and Kenya (mobile

tions to international systems*. These cases highlight a global

money-linked) integrate with international financial systems, amplifying terrorism financing
through anonymity and weak oversight. The statistical evidence of global vulnerabilities and
cross-border flows aligns with thematic insights into P2P and mobile money linkages,

corroborated by global cases where local weaknesses connect to international networks!'?.
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Nigeria's P2P markets and Kenya's mobile money systems exploit anonymity to facilitate
funding from international sources (Respondents B and I), a trend supported by*°. Weak
oversight due to inconsistent enforcement in Nigeria and regulatory absence in Kenya

exacerbates this, as Respondents G and C noted, aligning with some research on digital

S\

The need for global coordination is evident, as cross-border flows strain nati apacities

economy threats*2,

and lack forensics*'. However, a study suggests that market reacti (Q.Jerrorism may
overestimate cryptocurrency's role, urging caution in resourc atlon A Scholar
advocates for international standards to curb anonymity, bu ile*another warns that weak
local enforcement, as in Nigeria and Kenya, undermine bal efforts, suggesting a dual
challenge: local capacity and global alignment*!- 43@9tegratlon amplifies financing risks,
requiring coordinated frameworks, thou ’bbalance between local adaptation and

international oversight remains a criti¢ ﬁ&ion for policy development.

This discussion confirms that lo éﬂarkets in Nigeria and Kenya integrate with international

systems, amplifying ter@mncing through anonymity and weak oversight, necessitating

global coordination to\address cross-border flows. Global parallels highlight the urgency of
enhanced o er@and tools, yet the interplay with local enforcement gaps suggests a

complex ge.

4.3.5:\/01icy Recommendations for Countering Cryptocurrency-Enabled Terrorism

Financing

The finding that effective policies in Nigeria and Kenya require international regulatory

alignment, advanced technical training, industry collaboration tailored to local systems (P2P
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in Nigeria, mobile money in Kenya), and regional/global frameworks to counter
cryptocurrency-enabled terrorism financing while balancing enforcement with rights
highlights a multifaceted approach to addressing this evolving threat. This policy framework

seeks to mitigate the vulnerabilities exposed by cryptocurrency's use in terrorism financing,

5\

The finding underscores the need for comprehensive policy responses in Nig d Kenya,

balancing robust countermeasures with ethical considerations.

which means effective strategies must integrate international alignma&ghdical capacity,
and collaborative efforts to counter cryptocurrency-enabled financi e data indicate that
security agencies actively monitor threats, perceive signifi global security risks from
cryptocurrency integration, and recognize the feasibility @tigaﬁon strategies, suggesting a
foundation for policy enhancement*. The potentiz@:ollaboration with the cryptocurrency
industry further supports tailored approac. ile the impact of anonymity on national
security efforts highlights the necessﬁ&f advanced tools and global frameworks. This
evidence aligns with the ﬁndir%ca\ll for international regulatory alignment, technical
training to address cross—b@reats, industry collaboration to leverage local systems like
P2P and mobile mone ,g balanced enforcement to protect rights®>. The statistical insights

emphasize a p<oagq\e et adaptable policy stance, critical for tackling the diffuse and

anonymou;{ @re of cryptocurrency financing*®.

HOWM it further provides a detailed perspective on these policy needs, emphasizing
tailored and globally coordinated solutions. In Nigeria, Respondent A advocates aligning local
regulations with international standards like those of the Financial Action Task Force (FATF).
At the same time, Respondent E stresses advanced training in blockchain analytics for law

enforcement, Respondent B highlights industry collaboration with P2P-focused
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cryptocurrency exchanges, tailoring policies to Nigeria's local system. Respondent F sees the
regulatory landscape as an opportunity to integrate global best practices in Kenya. Respondent
H proposes collaboration with mobile money platforms like M-Pesa to enhance oversight,
Respondent C in Nigeria and Respondent J in Kenya emphasize regional bodies like the
African Union (AU) or ECOWAS for coordinated frameworks, aligning with some thought,
who advocate for international policy transformation to counter digital threats‘”Q%alance
with rights is implicit in calls for capacity building over punitive measures\alofi€, supporting

the finding's holistic approach to counter cryptocurrency financing eV vy,

In Nigeria, the Binance case highlights the need for intema@ﬁgulatory alignment, with
demands for user data reflecting cross-border coordina@challengesw. However, Tigran
Gambaryan's detention raises rights concerns, alig@% the finding's balance emphasis®*8.
U.S. successes in disrupting financing campai ia blockchain forensics® emplify advanced
technical training's efficacy, a modg& Nigeria and Kenya's needs. Globally, weak
AML/CFT regimes in Afghanista%éa\@akistan amplify cryptocurrency misuse, underscoring
the necessity of regional/glo b ﬁmeworks, as seen in AD Forensics' training efforts®>. Some
Scholars advocate for \Q:—private partnerships, supporting industry collaboration tailored
o

to local P2P ar{ﬁ:s%ﬁ

coordinate%éh—savvy policies balanced with rights considerations, reinforcing the finding's

money systems®. These parallels highlight a global consensus on

compsih/g&ive strategy>’.

The finding illustrates that effective policies in Nigeria and Kenya require international
regulatory alignment, advanced technical training, industry collaboration tailored to P2P and
mobile money systems, and regional/global frameworks to counter cryptocurrency-enabled

terrorism financing. The statistical evidence of monitoring and mitigation potential aligns
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with thematic calls for training and collaboration (Respondents E and H), corroborated by
global cases where technical and cooperative successes contrast with local gaps. Nigeria's P2P
and Kenya's mobile money systems necessitate tailored industry partnerships, as supported by
some scholar work while international alignment via FATF or AU frameworks addresses
cross-border flows>*#7, The balance with rights, evident in Gambaryan's case, resc&ﬂes with

X

However, some Scholars caution that overreliance on enforcemeg\ neglect local

some scholarly work who emphasize ethical enforcement!->!.

m
economic contexts, risking exclusion, while another person hig @ the need for legal
safeguards in regulatory actions*#*%. The global reach rec@s oordination, yet another
Scholar notes that national security priorities may (@ict with international efforts,
suggesting a tension between local adaptation a%@bal alignment®'. Another Researcher
proposes that industry collaboration as a b %’Q its feasibility in under-resourced settings
like Kenya remains underexplored?*S, @complexity underscores the finding's call for a
balanced, multi-pronged approac&&ca\essitating further research into scalable training and

rights-aligned frameworks. Q\A

This discussion gfgm&t at effective policies in Nigeria and Kenya require international
regulatory alig , advanced technical training, tailored industry collaboration, and
regional/ frameworks to counter cryptocurrency-enabled terrorism financing balanced
with\rWS. Global parallels highlight the efficacy of such strategies, yet local and ethical

challenges suggest a nuanced policy landscape.
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Chapter Five
%6 Conclusion
5.1 Su Qary of Findings

The findings from Objective 1 indicate that terrorist organisations in Nigeria and Kenya

exploit cryptocurrency's anonymity and decentralised features to finance their activities,

relying heavily on methods tailored to local contexts that challenge regulatory oversight.
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Statistical Analysis reveals through Table 4.2 that terrorist groups in Nigeria (N = 67) and
Kenya (N = 36) acquire cryptocurrency funds (Nigeria: 59.70%, X = 0.60; Kenya: 61.11%, X
= 0.61), conceal transactions (Nigeria: 62.69%, X = 0.63; Kenya: 66.67%, X = 0.67), use
privacy-focused cryptocurrencies or mixing services (Nigeria: 55.22%, X = 0.55; Kenya:
55.56%, X = 0.56), and employ laundering tactics (Nigeria: 53.73%, X = 0.54; Kenya:
52.78%, X = 0.53), which means they prioritise anonymity-driven strategies Qle s-used
options like DeFi platforms (Nigeria: 47.76%, X = 0.48; Kenya: 47.22%, X'Q()Jg

Thematic Analysis highlights that in Nigeria, P2P trading and ' &ng" exploit weak
KYC/AML enforcement, while in Kenya, terrorists integrate ctyptocurrency with mobile

e

money (e.g., M-Pesa) and use privacy coins like Monero; sing on regulatory gaps and

decentralised systems. er

Case Study Analysis shows global parallels, wﬁb roups like Al-Qaeda, Hamas, and ISIS
using Bitcoin and privacy coins for donat'}and weapons, and Nigeria's Binance P2P case
mirroring Taliban's Bitcoin use @(ghanistan, underscoring a consistent reliance on
anonymity across contexts. *© \AQ

The findings from Obj ek@&ndicate that current counter-terrorism financing frameworks in
Nigeria and Ke y)\ﬁg%signiﬁcantly undermined by cryptocurrency's cross-border reach and
pseudonymi%x osing critical gaps in regulation and enforcement capabilities.

Stati% alysis from Table 4.3 demonstrates that cryptocurrency facilitates cross-border
transactions (Nigeria: 67.16%, X = 0.67; Kenya: 72.22%, X = 0.72), hinders tracking due to
pseudonymity (Nigeria: 62.69%, X = 0.63; Kenya: 66.67%, X = 0.67), and affects disruption

via decentralised networks (Nigeria: 52.24%, X = 0.52; Kenya: 50.00%, X = 0.50), with over

half noting its use for international terrorism (Nigeria: 55.22%, X = 0.55; Kenya: 55.56%, X =
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0.56), which means existing systems struggle with global and anonymous financing
challenges.

Thematic Analysis reveals that Nigeria's structured framework (EFCC, SEC) is weakened by
poor P2P enforcement. At the same time, Kenya's lack of formal regulations and mobile
money vulnerabilities leave transactions unmonitored, both hampered by limited b&kchain
forensics. Q

Case Study Analysis illustrates Nigeria's Binance investigation struggling @forcemen‘[,
contrasted by U.S. successes using blockchain analytics (e.g., 20@5 ptions), showing
effectiveness depends on technical capacity and cooperation absent\in both countries.

The findings from Objective 3 indicate that crypto @ adoption has transformed
traditional terrorism financing in Nigeria and n% m cash-based to concealed, tech-
enabled networks, enhancing operational s and complicating regional security
dynamics. \

Statistical Analysis from Table 4.4 {ﬁ§>’terrorists conceal transactions (Nigeria: 62.69%, X
= 0.63; Kenya: 66.67%, X‘&%’), use exchanges (Nigeria: 58.21%, X = 0.58; Kenya:
58.33%, X = 0.58), co@%sets (Nigeria: 56.72%, X = 0.57; Kenya: 55.56%, X = 0.56),

and adopt tech i;@s (Nigeria: 50.75%, X = 0.51; Kenya: 50.00%, X = 0.50), with less

regional foc eria: 37.31%, X = 0.37; Kenya: 36.11%, X = 0.36), which means it shifts

ﬁnar@ard digital secrecy over traditional methods.
Thematic Analysis notes Nigeria's Boko Haram/ISWAP and Kenya's Al-Shabaab replacing

cash with P2P and mobile money transfers, expanding autonomy and challenging law

enforcement with decentralised funding.
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Case Study Analysis highlights Boko Haram's P2P use and Taliban's Bitcoin adoption
enhancing independence, with ~weak forensics in  Nigeria/Kenya mirroring
Afghanistan/Pakistan, amplifying regional security threats.

The findings from Objective 4 indicate that local cryptocurrency markets in Nigeria and
Kenya interconnect with international financial systems, amplifying terrorism financing risks
through anonymity and inadequate oversight, necessitating global coordination, Q{
Statistical Analysis from Table 4.5 demonstrates that adoption impacts \finafitial systems
(Nigeria: 67.16%, X = 0.67; Kenya: 72.22%, X = 0.72), poses globa@%rabilities (Nigeria:

59.70%, X = 0.60; Kenya: 61.11%, X = 0.61), affects securitis, via anonymity (Nigeria:

55.22%, X = 0.55; Kenya: 55.56%, X = 0.56), and supp er warfare (Nigeria: 52.24%,
X = 0.52; Kenya: 50.00%, X = 0.50), which riea@cal markets enable broader illicit
networks. ’b

Thematic Analysis shows Nigeria's P2P m\mixers linking to Sahel/Middle East funding.
Kenya's mobile money-crypto ties {;\éghabaab's global donors, both driven by regulatory

gaps fostering underground m& :

Case Study Analysis ci&@%ﬂa’s Binance case and Afghanistan's Bitcoin surge, illustrating

local-global ﬁn@@egration facilitating cross-border terrorism financing amid regulatory
disparities. 6

The 1n@ from Objective 5 indicate that context-specific policies in Nigeria and Kenya
must bolster international cooperation and technical capacity to effectively counter
cryptocurrency-enabled terrorism financing, addressing local and global challenges.

Statistical Analysis from Table 4.6 reveals that security agencies monitor threats (Nigeria:

74.63%, X = 0.75; Kenya: 83.33%, X = 0.83), global risks are significant (Nigeria: 71.64%, X
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=0.72; Kenya: 77.78%, X = 0.78), mitigation is feasible (Nigeria: 62.69%, X = 0.63; Kenya:
66.67%, X = 0.67), and industry collaboration is supported (Nigeria: 56.72%, X = 0.57;
Kenya: 61.11%, X = 0.61), which means robust monitoring and partnerships offer viable
solutions.
Thematic Analysis recommends FATF alignment, blockchain forensics training, public-
private partnerships (Nigeria: exchanges; Kenya: mobile money), and 6% WAS
coordination for regional strength. QJ
Case Study Analysis points to U.S. forensics success and N Binance efforts,
suggesting harmonised AML/CFT rules, task forces, and community reporting balanced with
rights as seen in Gambaryan's detention concerns. Q
>

5.2 Conclusion fbb
The study demonstrated how cryptocurren: @anced terrorism funding practises through its

ﬁdiplomaﬁc operational challenges in Nigeria and

redefinition of international connec ﬁ%ﬁ

Kenya. The Analysis of five T@gﬁj ectives revealed the conclusions and their corresponding

implications, as followQQ

This study has @d the sophisticated methods and strategies through which terrorist
i

organisation% geria and Kenya exploit cryptocurrency's anonymity and decentralisation
to a Va@’berrorism financing, revealing a critical dimension of local adaptation. The
findings demonstrate that these groups leverage peer-to-peer trading in Nigeria and mobile
money integrations in Kenya, tailoring their approaches to local financial ecosystems to
obscure financial trails and evade detection. This strategic adaptability poses significant

challenges for diplomatic efforts and regulatory authorities, strained by the absence of
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advanced tracking tools and the inherent difficulties of monitoring decentralised networks.
The evidence highlights a transformative shift in terrorism financing practices, amplifying
operational flexibility and complicating interstate cooperation, with profound implications for
regional security and global governance within an interconnected world.

This Analysis has revealed the ineffectiveness of existing counter-terrorism financing
frameworks in Nigeria and Kenya in addressing cryptocurrency-enabled terrori &ncing,
underscoring a critical challenge within International Relations and Diplomati¢=Studies. The
findings indicate that regulatory gaps undermine these frameworl@1 ria's inconsistent
enforcement, and Kenya's lack of formal regulations, coupled ith%chnological deficit that
hampers the ability to counter cryptocurrency's cross-bo pseudonymous nature. This
inefficacy strains diplomatic efforts to coordin te@nses across national boundaries,
exposing disparities in capacity and oversight inder multilateral security cooperation.
The study illuminates the critical need fgekanced diplomatic alignment and technological

.

capacity to safeguard regional anK@Bﬁal stability against evolving financial threats in an
interconnected international 3)& .

This exploration has uncoyered the transformative impact of cryptocurrency on terrorism
financing netw s%\Iigeria and Kenya, shifting from cash-based systems to digital,
anonymous %: ures, with significant implications for regional security within International
Rela io@ Diplomatic Studies. The findings reveal that this transition enhances terrorist
autonomy and global reach, straining regional security through diffuse threat patterns enabled
by local adaptations such as peer-to-peer trading and mobile money integrations. The resultant
complexity challenges diplomatic efforts to coordinate interstate responses, as the lack of

advanced tracking capabilities exacerbates vulnerabilities across borders. This conclusion
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underscores the profound diplomatic and security challenges posed by cryptocurrency's
integration into terrorism financing, necessitating a deeper understanding of regional
dynamics within the global security landscape.
This investigation has delineated the interconnections between local markets in Nigeria and
Kenya and international financial systems, amplifying terrorism financing, through
cryptocurrency's anonymity and weak oversight, with critical implications fo @tional
Relations and Diplomatic Studies. The findings demonstrate that peer-to-peer-dtiven markets
in Nigeria and mobile money-linked systems in Kenya integrat¢ with* global networks,
heightening financing risks through cross-border flows that gyade, reégulatory scrutiny. This
@es in oversight and capacity

integration poses significant diplomatic challenges, as

transnational threats. The study highlights the nt need for diplomatic coordination to

NS

navigate the tensions between local ada%o s and global governance, ensuring stability in

between advanced and under-resourced states C(l@ultﬂateral efforts to address these

an interconnected world. \C;\\'

This Analysis has illumin&he complex policy landscape required to counter
cryptocurrency-enabled\@?ism financing in Nigeria and Kenya, revealing a critical arena
for Internationa ‘l%\%w and Diplomatic Studies. The findings underscore the need for a
multifaceted ;approach to address the technological, regulatory, and diplomatic deficiencies
that in@’gfective responses to this evolving threat. The inefficacy of current frameworks,
compounded by local adaptations such as peer-to-peer trading and mobile money integrations
and the absence of advanced tools, challenge interstate cooperation and multilateral

governance. This conclusion reaffirms the key role of diplomatic strategy in navigating the
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relationship of technological innovation, security threats, and policy alignment, fostering a

robust foundation for regional and global stability in an interconnected international system.

5.3 Recommendations

1.

Establish a pioneering Diplomatic Cryptocurrency Intelligence Consortium, spearheaded
by the African Union (AU), with Nigeria and Kenya as anchor states, to d *s‘dte-of-
the-art blockchain analytics for real-time monitoring of peer-to-peer trading platforms and
mobile money integrations exploited by terrorist organisations.®onsoﬂium should

integrate a dedicated diplomatic arm to facilitate multilateral telligence sharing among

ECOWAS, IGAD, and international partners such as .‘Q fited Nations Office on Drugs

and Crime (UNODC) and the Financial Actim: 'B%Qorce (FATF) while simultaneously

launching a series of high-level diplorgati%

Kenyan diplomats and security offici 51th specialised knowledge of cryptocurrency's

ning academies to equip Nigerian and
anonymity-driven strategies. {%g\ multifaceted approach will enhance interstate
cooperation, address the o, fonal flexibility of terrorist groups, and strengthen regional
security diplomacy Q@n interconnected global framework.
Institute a tr; \@stive Regional Diplomatic Technology Alliance, convened under the
auspices OWAS and IGAD, to bridge the technological and regulatory deficits
d@ng counter-terrorism financing frameworks in Nigeria and Kenya. This alliance
should orchestrate a comprehensive programme of blockchain forensic training for
diplomats and law enforcement, procure cutting-edge analytical tools through strategic
partnerships with advanced jurisdictions like the European Union and the United States,

and negotiate a binding regional regulatory compact to harmonise anti-money laundering
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and counter-terrorism financing measures. Leveraging diplomatic channels to secure
international funding and technical expertise, this initiative will address Nigeria's
enforcement inconsistencies and Kenya's regulatory void, fostering a robust multilateral
framework to counter cryptocurrency's cross-border and pseudonymous threats.

Create an innovative Diplomatic Regional Security Observatory, anchored by the AU and
supported by the United Nations, to monitor and mitigate the transformati %rorism
financing networks in Nigeria and Kenya to digital, anonymous, pldtforms. This
observatory should deploy advanced predictive analytics @eal-time tracking
technologies to identify diffuse threat patterns, establish a“diplomatic early warning
system to preempt security risks and convene an Qional summits to enhance
interstate collaboration and intelligence a'@among ECOWAS, IGAD, and
international partners. By addressing C% ency's enhanced autonomy and global
reach, this initiative will strengthen di o\iatic coordination, fortify regional security, and

N

navigate the complex dynamics ’és\rorlsm financing within a global security landscape.
Develop a groundbreakin@%al-Local Diplomatic Convergence Framework, facilitated
by the AU in coﬂ@%on with the FATF and significant international actors, to
dismantle t @anections between Nigeria's peer-to-peer-driven markets, Kenya's
mobile @ey-linked systems, and global financial networks that amplify terrorism
fi na@ This framework should establish a tripartite diplomatic task force involving
Nigeria, Kenya, and advanced economies to monitor cross-border cryptocurrency flows,
negotiate enforceable regulatory alignments with international standards, and foster

public-private partnerships with local and international exchanges to enhance transparency

and oversight. This initiative will strengthen multilateral diplomacy, mitigate transnational
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financing risks, and ensure stability in an interconnected world by addressing disparities in
capacity and weak regulatory structures.

Establish a visionary Diplomatic Policy Innovation Institute, jointly led by ECOWAS,
IGAD, and G20 partners, to formulate and implement a forward-thinking policy
architecture for Nigeria and Kenya to counter cryptocurrency-enabled terrorism &)ncing.

specific regulatory frameworks tailored to local adaptations like peer-t trading and

This institute should integrate advanced blockchain forensic research, de Q context-
3
mobile money integrations, and convene biannual diplomatic s@&sq to align national
policies with international standards while ensurinbri ts-balanced enforcement
strategies. This initiative will address technolo regulatory, and diplomatic
deficiencies, leveraging interdisciplinary 9@ and diplomatic collaboration,
reinforcing multilateral governance and_fosfetiig a resilient foundation for regional and
\S)

global security in an interconnected @mnal system.

.

c,)\
5.4 Contribution to Knowle@é
This study enriches &@%y understanding across conceptual, theoretical, empirical,
practical, and b %{' imensions. It establishes its significance in addressing the intricate

interplay of @ daptations, international interconnections, and diplomatic challenges in an

inter@ d globally.

For conceptual contribution, the study introduces a pioneering conceptual framework that

reimagines cryptocurrency as a dynamic instrument of terrorism financing, intricately

embedded within Nigeria and Kenya's socio-economic and political contexts. It advances a

novel construct of "digital financial sovereignty," redefining financial anonymity in
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International Relations to encapsulate how terrorist organisations exploit local adaptations
such as peer-to-peer trading and mobile money integrations to navigate global financial
networks. These dynamic approaches resulted in conceptual innovation extending traditional
understandings of illicit finance, providing a sophisticated lens through which to scrutinise the
nexus of local agency and international connectivity, thereby enriching the &:eptual
repertoire of international relations. Q
Theoretically, this study extends and integrates Social Network Theory (S and Game
Theory to illuminate the complex dynamics of cryptocurrency-ena@t orism financing.
Through SNT, it intricately maps the decentralised, anonymous networks forged by terrorist
groups in Nigeria and Kenya, revealing how cryptocurr ters diffuse connections that
challenge conventional hierarchical models of st e% | and interstate cooperation. This
application underscores the emergent propertie ese networks, enhanced autonomy and
global reach, and their implications for \diplomatic strategy. Concurrently, Game Theory
.

models the strategic interactions b{ﬁﬁ\n terrorist actors, state regulators, and international
bodies as a more profound, ﬂ){&g{o-sum game with evolving payoff structures, offering a
robust analytical fram%?for anticipating diplomatic outcomes. This dual-theoretical
synthesis deepe @ly‘tical toolkit of International Relations and positions the research at
the forefront%gﬁrity diplomacy scholarship.

Emp'ric@ the study delivers a groundbreaking, context-specific analysis of
cryptocurrency's role in terrorism financing, drawing on a dynamic array of statistical data,
thematic insights from local stakeholders, and comparative case studies spanning Nigeria,
Kenya, and international contexts such as Afghanistan and advanced jurisdictions. It provides

original, rigorous evidence on the inefficacy of counter-terrorism financing frameworks, the
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transformation of financing networks, and the interconnections between local markets and
global systems, filling a critical empirical void in African security dynamics within
International Relations. This multifaceted empirical contribution enhances the evidential
foundation for diplomatic studies, offering nuanced insights that underscore the reputation of
the research as meticulous and multifaceted.

Practically, the study advances a dynamic set of actionable insights fo @tional
implication and diplomatic practice, informing the formulation of policigs, tegies, and
interventions to counter cryptocurrency-enabled terrorism ﬁna@. It identifies the

imperative for advanced technological tools, regulatory crence, and interstate

collaboration, meticulously tailored to local adaptations ‘@ peer-to-peer trading in Nigeria

and mobile money integrations in Kenya. These fi &@quip diplomats, policymakers, and

international organisations with a refined, maltifaceted understanding of the diplomatic

challenges posed by technological innovation, enabling more effective multilateral
.

governance and security diploma0{®e emphasis on balancing enforcement with human

rights considerations further s@%ﬁ’ces the practical relevance of this work, affirming its

\

dynamic impact on pol@urse in under-resourced contexts.

5.5 Sug@ns for Further Studies

Based on the findings, the following are key implications, gaps, and directions for future
research that emerge from this study:
1. The Need for Advanced Blockchain Analytics in Regional Security Frameworks: The

study highlights the critical role of blockchain analytics in monitoring peer-to-peer trading
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platforms and mobile money integrations exploited by terrorist organisations. Future

research could focus on developing scalable tools and frameworks to enhance real-time

monitoring capabilities within regional security alliances.

. Addressing Technological and Regulatory Deficits through Diplomatic Alliances: A

significant gap identified is the lack of harmonised regulatory standards and techpological
&gional

capacity across jurisdictions. Further investigation into the establishmezQ

diplomatic technology alliances could provide insights into bridging ‘thesg“deficits and

fostering multilateral cooperation. é
%atterns: Transforming

terrorism financing networks into digital, anonymou % 6tms underscores the need for

Predictive Modeling for Early Detection of Digital

predictive analytics to identify emerging t rq@?umre studies could explore the
development of advanced models to su carly warning systems and strengthen
interstate intelligence sharing. \
Understanding the Interconn{é\'ﬁetween Local Markets and Global Financial
Networks: The study m@gﬁomplex interconnections between local cryptocurrency
adaptations in Nigé@?d Kenya and global financial systems. Research could delve
deeper into b@e interconnections facilitate illicit finance and propose strategies to
dismantl%g/while preserving legitimate economic activities.

es@ Context-Specific Policy Architectures for Effective Governance: Policy
frameworks tailored to local contexts while aligning with international standards are
urgently needed. Future work could examine the formulation of such architectures,
balancing enforcement with human rights considerations and ensuring inclusivity in

financial systems.
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6. Exploring the Concept of Digital Financial Sovereignty in Multilateral Governance:
The study introduces the novel Digital Financial Sovereignty. Further research could
investigate its implications for state control, individual autonomy, and international

relations, particularly in under-resourced contexts where technological innovation

intersects security challenges.
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Section B @

Demographic Data

1. Gender: () Male () Female ( ) Non-binary/Other

2. Age: () Under 18 () 18-24 () 25-34 () 35-44 () 45-54 () 55-64 () 65 and over

3. Education Level: ( ) Primary ( ) Secondary ( ) Some College/Associate Degree ( )
Bachelor's Degree () Master's Degree ( ) Doctoral Degree

4. Employment Status: ( ) Employed full-time ( ) Employed part-time ( ) Self-employed
O

5. Ethnicity/Race: () Yoruba ( ) Hausa/ Fulani () Igbo OQ

6. Marital Status: () Single ( ) Married ( ) Divorced ( ) Widowed (J

7. Location: () Urban () Suburban () Rural O

8. Religion: () Christianity () Islam () Other %

9. Place of Work: . 1 in)

10. Position: (Fillin)

X
S/N Items \ 3 Yes No
S

A Identify the specific s and strategies employed by terrorist organizations to

utilize cryptocurreﬂ&r financing their activities.
1 Do terrorist orgw@ﬁsns typically acquire cryptocurrency funds?
2 Do terroris ps convert cryptocurrency into usable assets or funds?

N\

3 Do terrorisp organizations commonly use specific platforms or channels

to trgiisact with cryptocurrency?

9.\

4 “ferrorist organizations conceal their cryptocurrency transactions to

Navoid detection?

5 Do cryptocurrency exchanges play any role in facilitating terrorist
financing?

6 Do terrorist groups utilize privacy-focused cryptocurrencies or mixing
services to obscure their financial activities?

7 Are there specific regions or jurisdictions where terrorist organizations
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are more active in utilizing cryptocurrency?

8 Do terrorist organizations employ tactics to launder cryptocurrency
funds?

9 Do terrorist organizations exploit decentralized finance (DeFi) platforms
for fundraising or money laundering?

10 Have terrorist groups adopted technological innovations to enhance their
use of cryptocurrency? Ak

B Evaluate the effectiveness of existing international regulatory fra rks and law
enforcement efforts in countering cryptocurrency-based terrorit«r@ cing.

11 Do current regulatory frameworks address cryptocurreo%@lﬁtﬁd
terrorism financing?

AN

12 Do law enforcement agencies face challenges in irwating and

prosecuting cryptocurrency-based terrorism ﬁnancin@
N

13 Are there international collaborations or informati aring mechanisms
in place to combat cryptocurrency-related ter&@n 1nancing?

14 Do law enforcement agencies utilize too echnologies to trace and
track cryptocurrency transactions 11 %&errorlsm financing?

15 Do regulatory authorities monito c}yptocurrency exchanges and other
platforms for compliance A’m -money laundering (AML) and
counter-terrorism ﬁnancm ) regulations?

16 Have there been no successes in disrupting terrorist financing
activities througl'\@ currency-related investigations?

17 Do gaps exist in‘ewrrent regulatory frameworks or enforcement strategies
regarding, q&currency-based terrorism financing?

, N

18 Do le&/challenges, such as jurisdictional issues, impact the
effe ness of international efforts to counter cryptocurrency-related

sm financing?

19 NWhat role do financial intelligence units (FIUs) play in detecting and
preventing cryptocurrency-based terrorism financing?

20 Are there lessons to be learned from successful cases of prosecuting
cryptocurrency-related terrorism financing?

C Analyze the impact of cryptocurrency on the dynamics of international

radicalization.

terrorism, including its potential to facilitate cross-border activities and
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21 Has the adoption of cryptocurrency changed the funding sources and
financial networks of terrorist organizations?

22 Does cryptocurrency facilitate cross-border financial transactions for
terrorist groups?

23 Have terrorist organizations leveraged cryptocurrency for propaganda or
recruitment purposes?

24 Does cryptocurrency play a role in financing lone-wolf terrorist attacks or
small-scale operations? \

25 Do extremist groups exploit social media and online platforms to @\
cryptocurrency donations? (}

26 Do the pseudonymous nature of cryptocurrency transac@\mpact
efforts to identify and track terrorist financing?

27 Does the global nature of cryptocurrency exchanm?oact counter-
terrorism efforts? Q

28 Have instances occurred where cryptocurren@hasv been used to fund
international terrorist activities?

29 Does the decentralized nature of urrency networks affect the
ability to disrupt terrorist financing?

30 Do terrorist organizations em‘@xtrategies to leverage cryptocurrency
for ideological or operatio Is?

o

D Assess the Impact of \Qﬁlocurrency Usage on the Global Security Landscape

31 Has the wides%’i\}aoption of cryptocurrency influenced traditional
financial syste{1 security paradigms?

32 Does t1on of cryptocurrency pose vulnerabilities to global
sec astructure'?

33

O&J@ actors navigate the security implications of cryptocurrency
@ ion?

34 %oes cryptocurrency play a role in cyber warfare and state-sponsored
terrorism?

35 Do security agencies monitor and respond to threats associated with
cryptocurrency usage?

36 Are there emerging security risks or threats unique to cryptocurrency

ecosystems?
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37 Does the anonymity of cryptocurrency transactions impact national
security efforts?

38 Can strategies be implemented to mitigate the security risks posed by
cryptocurrency usage?

39 Does the proliferation of cryptocurrencies affect traditional methods of
economic sanctions and financial controls?

40 Are there opportunities for collaboration between the cryptocurrency
industry and security stakeholders to enhance global security measures? &

y — N

E Develop comprehensive recommendations for policymakers, an “international
organizations to strengthen global counter-terrorism e fOEJm the face of
cryptocurrency challenges.

41 Can policymakers enhance regulatory frameworks \te</ address
cryptocurrency-related terrorism financing? o

42 Should international organizations implement es to improve
coordination and information-sharing regarding{Ky currency threats?

43 Can law enforcement agencies enhance @pabilities to investigate
and disrupt cryptocurrency-based terrori ancing?

NN

44 Should technology companies play\Qde in combating cryptocurrency-

enabled terrorism activities?
°
Q

45 Can public awareness an G@cation campaigns mitigate the risks of

cryptocurrency-enabled & ism?
.

46 Should standardi \guidelines or protocols be established for

cryptocurrenc ges and platforms to combat terrorism financing?
4

47 Can strategies\be employed to enhance international cooperation in

combat‘ng currency-enabled terrorism?
\
48 Can ncial institutions strengthen their AML and CTF measures to

and prevent cryptocurrency-related terrorism financing?
V]

49

\Should specialized task forces or units be dedicated to addressing
cryptocurrency-enabled terrorism within law enforcement agencies?
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Interview Questions

1. Identify the specific methods and strategies employed by terrorist organizations to
utilize cryptocurrency for financing their activities:

a. For Security Exchange Commission: How do you monitor and detect suspicious
cryptocurrency transactions potentially linked to terrorist organizations?

b. For Financial Crime Commission: What are the most common cryptocurrency-related
tactics used by terrorist groups to finance their activities, and how do you combat them?

c. For Security Advisers Officers: Have you observed any trends or patterns inhow terrorist
organizations in our region utilize cryptocurrency for funding, and if so, how{do ‘you address
them?

2. Evaluate the effectiveness of existing international regulatdry” frameworks and law
enforcement efforts in countering cryptocurrency-basedterrorism financing:

a. For Security Exchange Commission: Do you beliéye ‘turrent international regulatory
frameworks adequately address the challenges posedsby"cryptocurrency-based terrorism
financing?

b. For Economic and Financial Crime Cdmmission: How do you collaborate with
international law enforcement agencies to sombat cryptocurrency-based terrorism financing,
and what improvements can be made?

c. For National Security Advisers Office:"In your opinion, what are the key limitations or
gaps in existing international efforts\to“counter cryptocurrency-based terrorism financing, and
how can they be addressed?

3. Analyze the impdef\of cryptocurrency on the dynamics of international terrorism,
including its pqtential to facilitate cross-border activities and radicalization:

a. For Registered\Cnypto Trading Firms: Have you noticed any instances where
cryptocurrengy ttansactions have been linked to cross-border terrorist financing, and how do
you prevent §ush activities within your firm?

b. For the“Academia and experts in terrorist financing: How does the adoption of
cryptodwrrency impact the radicalization process of individuals towards terrorism, and what
preventative measures can be taken?

4. Assess the Impact of Cryptocurrency Usage on the Global Security Landscape:

a. For Exchange Commission: How does the integration of cryptocurrency affect traditional
security measures, and what strategies are being considered to adapt to this evolving
landscape?
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b. For Financial Crime Commission: What are the key security risks posed by the
widespread usage of cryptocurrency, and how do you prioritize addressing them?

c. For National Security Advisers Office: How does the proliferation of cryptocurrency

impact our national security strategy, and what measures are in place to mitigate associated
risks?

5. Develop comprehensive recommendations for policymakers and international
organizations to strengthen global counter-terrorism efforts in the face of
cryptocurrency challenges:

a. For Registered Crypto Trading Firms: How can cryptocurrency fi tribute to
global counter-terrorism efforts, and what measures should be impl% internally?

b. For Academia and experts in terrorist financing: Based ongyo pertise, what
strategies or initiatives should policymakers and internation izations prioritize
to address the intersection of cryptocurrency and terrorism % g?
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