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Abstract

E-commerce is rapidly emerging as the favoured method for everyday business transactions,
particularly in the retail sector. This trend is primarily driven by the significant benefits the
platform offers, with convenience being the most notable, due to the fact that it eradicates
geographical boundaries and establishes an online marketplace easily accessible to consumers
worldwide. However, as more persons accept this convenient mode of business transaction,

most Nigerians are displeased with the entire process. They see it as a nightmare
characterised by problems such as, poor internet infrastructure, high rates of internet fraud,
false advertising, deceptive pricing, late or non-delivery of goods, and the unsupportive
business environment and government regulations. Hence, this study examined t al and
institutional frameworks for the protection of e-commerce consumer rights an,Nigeria. To
achieve this, the doctrinal research method was used, with much relian @ on both
primary sources, and secondary sources. E-commerce consumer rights’ e;ged
the 1999 Constitution of the Federal Republic of Nigeria (as am ’%; the Cybercrimes
(Prohibition, Prevention, Etc.) Act, 2015, the Electronic Transmiss 11, 2015, the Federal
Competition and Consumer Protection Act, 2018, the Afric ion Convention on Cyber
Security and Personal Data Protection, 2014, and the TRAL Model Law on E-
Commerce, 1996, were adequately considered in this stud e study revealed that a primary
reason for the reluctance of most Nigerians to sho ine is their distrust in the overall
process as they feel insecure about sharing their %ng and personal details with online
retailers. The study further revealed that there~issno specific legal framework addressing
consumer rights protection in e-commerce @c ion in Nigeria, as different disjointed legal
and institutional structures govern the @ e facets of consumer rights protection. The

provisions in

Y . . . . . .
study concludes that the laws on cons rotection in e-commerce transactions in Nigeria
are grossly inadequate.

Q

Keywords: E—Commerc@saction, consumer rights, protection,
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Chapter One

Introduction
1.1 Background to the Study

The emergence of Information and Communication Technology (ICT) has had a profound
effect on commercial transactions on a global scale. The advent of the Internet has facilitated
the automation of corporate processes and enhanced communication with a broa ange of
consumers, business associates, and regulatory bodies. The advent of m ﬁhnology,
including apps, devices, networks, and content management syste& has significantly
accelerated organisational transitions, alterations in customer i ns, and the rise of
client segments that can be reached irrespective of theigraphical location. These
technologies have enabled companies to establish a E@& for engaging with consumers
and providing a significant degree of personal%ﬁg, so revolutionising the way firms

function and engage with their customers. e\@roliferaﬁon of ICT and the extensive use of

mobile technology exemplify the subStantial influence of ICT on the commercial industry.

The Internet has fundamenga%%sformed business transactions, completely altering the
relationships between @\d buyers and ushering in a new age of expedited and highly
effective commqrg&xchanges.l E-commerce, often known as electronic commerce,
revolutionali es(wwentional trading practices by establishing a worldwide platform for the
exchangQ%products and services. With the advent of the Internet, the world today has
grown ¥Yeyond being a global village, to just being a click away.? Consequently, it has
become a crucial element of everyday life for many people, who use online platforms for a

wide range of purposes, including purchasing household items and engaging in online trading.

s Chopra. ‘The Significance of E-commerce in Modern Business.” Research Gate. (2024)
<https://www.researchgate.net/publication/380165926 The Significance of Ecommerce in Modern Busi
ness> _(accessed on 19th June 2024).

Adeyemi Adepetun, ‘Bridging the Gap of Standards, Consumer Protection in Nigeria’s $13bn E-Commerce’
(The Guardian, 25" June, 2018) available at <https://guardian.ng/features/focus/bridging-the-gap-of-
standards-consumer-protection-in-nigerias-13bn-ecommerce> (Accessed 17™ September, 2023)
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E-commerce refers to the process of conducting transactions including the purchase and sale
of items, services, and information via digital electronic communication utilising computer
networks, namely the internet. E-commerce often refers to the practice of doing business
electronically, using ICT equipment or gadgets instead of traditional physical methods. E-
commerce refers to the process of buying items and/or accessing services over an online
platform. It also includes related operations including delivery, payment processing, supply
chain management, and service administration.’ Q

One significant concern for both scholars and professionals is how e-co &rﬁp performs in
the business and economic sectors. The importance of e-commerc ’iasing for nations,
companies, and consumers, as it facilitates the electronic buying, selling, and advertising of
goods and services through the internet.* World ove@nsumers engage in electronic
transactions at all hours, benefiting from a rapidl g@g sector that allows them to make
online purchases of goods and services fr% omfort of their homes and offices. This
convenience also enables them to e?s’il\' OXpare products, gather information, and check
prices.® The internet grants onlin&%ﬁnesses numerous potential advantages, creating a
limitless virtual global tradé{&lronment. This environment transcends the constraints of
time and space, greatl@a ding markets, lowering costs, fostering the transformation of

traditional ind 'r%@ enhancing the efficiency and quality of business services.® It has

facilitated t%evelopment of an efficient circulation system in modern commerce, becoming

a cr@ponent of the modern service industry by reducing workforce requirements,

V Santos, T Augusto, J Vieira, L Bacalhau, B M Sousa, and D Pontes, ‘E-Commerce: Issues, Opportunities,
Challenges, and Trends’ in Promoting Organizational Performance Through 5G and Angle Marketing
Advances in Marketing, (1GI Global, 2023), 12 pp. 224-244.
V Panchal and R Shaikh, ‘Importance of E-Commerce, International Journal for Research in Applied

Science and Engineering Technology 10, no. 3 (2022): 1423-1428

P Kazmierczak ‘Trends in Digital Payments and their Impact on the E-Commerce Sector.” WebMakers
Software House. (2024) <https://webmakers.expert/en/blog/trends-in-digital-payments-and-their-impact-on-
the-e-commerce-sector> (accessed 15 August, 2024)

M R Guo, ‘A Comparative Study on E-Commerce Consumer Right to Learn the Truth: Policies of Major
Legal System’, International Conference on Business Management, Lahore, Vol. 6, 28-29 March 2011, pp.
2496-2499.
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offering secure methods for long-distance transactions, enhancing consumer communication
efficiency, and improving overall cost-effectiveness.” The wealth of information available
online empowers consumers to compare market prices and identify the best purchasing
options, allowing online merchants to segment their audiences effectively and maximize

profits.?

The productivity, efficiency, and effectiveness of e-commerce have significantl anded
access to markets worldwide, especially for enterprises in the develo @) 1d. This
expansion is notably prevalent among businesses in developed countriog{riven by extensive
internet and mobile technology adoption as well as an increasi g demographic. The
outbreak of the COVID-19 pandemic, which necessitated th@tdown of physical stores to
prevent the virus's spread has given impetus to the d'{'&ta ation processes of retail trade,
which in turn made electronic commerce a very Vi&atural way of making purchasers and
sale. ' Despite the challenges posed by theﬁ\\@:mic, Nigeria's e-commerce sector continued
to operate and expand, especially '@ business-to-consumer segment on various e-
commerce platforms.'! In 2022 éé of EU internet users had bought or ordered goods or

services through the in @Globally, in 2021, online sales amounted to about 4.9 trillion

Q)
60

TA , ‘Consumer Protection in Electronic Commerce and Online Dispute Resolution through Mediation’,
in D."Wei, J P Nehf, and C L Marques (eds) Innovation and the Transformation of Consumer Law,
(Singapore: Springer, 2020). Pp. 177 - 190.

8 E-Commerce 2023: Business, Technology, Society. (2023, May 1). <https://www.pearson.com/en-us/subject-

catalog/p/e-commerce-2023-business-technology-society/P200000009801/9780138043391> (accessed 17

September, 2023)

International Trade Centre ‘International E-commerce in Africa: The way Forward’ (2015) 4 Microsoft

Word-E-commerce 111215 (intracen.org) (accessed 12 April 2023).

Snezhana Sulova, ‘A Conceptual Framework for the Technological Advancement of E-Commerce

Application’ 2023, 3(1), (220 -230) Innovative Practices in E-Commerce and E-Management, Businesses 2.

Available at <https://doi.org/10.3390/businesses3010015> (accessed 23 September 2023)

N Okpara, ‘Communication Management’ in Frantisek Pollak, Jakub Soviar and Roman Vavrek (eds) Ethics

and the Prospects of E-commerce Platforms in Doing Business in Nigeria (2021) 2.

12 ibid

10
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US dollars forecasts for the next 4 years will reach approximately 7.4 trillion dollars in
2025.13

The impact of internet and web access can be likened to the transformative effects of the
industrial revolution on agrarian societies, simplifying and speeding up global business
operations and fostering virtual international connections. Advancements in
telecommunications, the growth of the internet, and the rise of e-commerce hxdriven
market globalization. Businesses now frequently sell products and services a ract with
suppliers and customers online. Traditional brick-and-mortar businesse a@ inking their
strategies to stay competitive in the e-commerce-driven market. E-c@gce, having moved
beyond its initial stages, is now a critical part of multi-ch elﬁ)rts to boost sales and
profits, attracting more businesses at a rapid pace. To @leverage e-commerce benefits,
companies are overhauling their processes rather a@mely adapting existing tasks. While
Nigeria is not a leader in this transforma%’b 1s actively participating as the internet
continues to globalize communities. %er, implementing successful e-commerce is

.

challenging, involving customers, éia\wlogy, and financial considerations. The cost of not
adopting e-commerce may ulti %y exceed the investment required to implement it.

As e-commerce has @1 and become a significant tool, it has encountered various
challenges. T "{&, cause e-commerce transactions possess distinct characteristics
compared tc@dltional goods trade. Research indicates that consumers using e-commerce
platf\/ e several issues. Consequently, this leads to certain negative impacts, with the
most significant being the consumer's potential vulnerability. This vulnerability arises
because sellers might misrepresent products in some online transactions, or the entire
transaction might be fraudulent, especially if the consumer is not familiar with or cannot

access the seller outside the e-commerce platform. Additionally, consumers often do not

13 J. Shepherd, ‘21 Essential E-Commerce Statistics You Need to Know in 2023’ (available at
<https://thesocialshepherd.com/blog/ecommerce-statistics™> (accessed 23 September, 2023)
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understand the range of potential uses of the information they provide, leading to
unawareness of possible violations of their rights.'* Secondly, consumers rely on
advertisements to learn about products rather than through direct observation, personal choice,
or investigation. If online retailers fail to provide complete or accurate information, it
compromises consumer interests. Thirdly, payment for items cannot be transferred
immediately. Typically, in e-commerce transactions, consumers pay online sellers i&lvance
and specify the desired products. After receiving payment, online sellers ship ms to the
consumer. Fourthly, establishing a legally binding contract is crugial, in, e-commerce
transactions. Since online business contracts are paperless, determi ’tklrir legality can be
challenging, making digital signatures vital for ensuring %s have entered into a
binding agreement. Over the past decade, consumer awa@s of their rights has increased,
particularly regarding their privacy, prompting t efﬁ% for e-commerce consumer rights
protection legislation. A consumer is defined gbe end user of a product or service, while
'consumer rights protection' refers to.sg\'}iing the consumer's interests in matters related
to the supply of goods and servig y> Consequently, "consumer protection” refers to a
collection of policies designé@ ensure fair treatment of customers and the safeguarding of
their rights in busin%%nsactions involving goods or services. The universally
acknowledged @n‘[al rights of consumers include protection from substandard goods
and services@cess to sufficient information about the price, quality, and quantity of goods
and @he availability of a variety of products and services, the right to voice concerns,
the right to seek compensation, and the right to representation, among others. Thus, the law

functions as a means to safeguard these consumer rights.

4 R Bandara, M Fernando, and S Akter, ‘Privacy Concerns in E-commerce: A Taxonomy and a Future

Research Agenda, Electronic Markets: The International Journal on Networked Business 30 (2020): 629—
647

5 M F Nwanne, 4 Critical Examination of Consumer Protection Law and Practice in Nigeria. CODESRIA
Books Publication System, June 23, 2023.



In numerous developed countries, laws have been implemented to shield vulnerable
consumers, ensuring their protection at every transaction stage. This has led to the creation of
a comprehensive regulatory framework that guarantees the smooth functioning of the system,
adequate protection for both businesses and consumers, and specifies wrongdoings and
penalties related to e-commerce. Malpractices can manifest in various forms, primarily
financial, product performance, psychological, and time/convenience losses. Howeyer, most
online purchasing barriers tend to focus on identity protection and consu isfaction,
highlighting the challenges consumers face in understanding and asse r;Qeir rights.!6
Currently, Nigeria lacks a specific or comprehensive data privacy or ion law. However,
there are a few industry-specific and targeted regulations &er some rights-related

protections. One example of such an industry-specific r@tlon is the Consumer Code of

Practice Regulations 2007 (NCC Regulations), 's@y the Nigerian Communications

Commission (NCC), which serves as the cou@b&: ecommunications regulator.!”

Another instance is the Cybercrime ition, Prevention Etc.) Act of 2015, which was

regarded as a positive developm@cﬁt\its enforcement remains a challenge. Subsequently,

the National Information T@ogy Development Agency (NITDA) released the Nigerian

Data Protection Regulati DPR) in 2019. Notably, following the publication of the NDPR
SN

by NITDA, theée%m

on Febru 2019."® With the recent implementation of the new FCCP Act and the

ompetition and Consumer Protection Act (FCCP Act) was enacted

form&(o/qlof the Federal Competition and Consumer Protection Commission, the key
question now is how effectively this new Commission will manage and ensure the protection

of e-consumers in e-commerce transactions. A vast number of consumers in Nigeria engage

16 U Udoma, and B Osagie, ‘Data Privacy Protection in Nigeria’
<https://www.uubo.org/media/1337/dataprivacy- protection-in-nigeria.pdf> (accessed 23 April 2023).

17 M Nuruddeen, ‘An Appraisal of the Legal Requirements of Electronic Commerce Transactions in Nigeria’
Bayero University Journal of Public Law (BUJPL) 3, no. 1 (2011): 164—183.

8 D J Ibegbulem, ‘The Protection of Consumers: Personal Data in the Era of E-commerce in Nigeria’.
<https://www.researchgate.net/publication/315730418 Legal Framework for Ecommerce Transactions an
d_Consumer Protection A Comparative Study> (accessed 15 December 2023).
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in various e-commerce activities.!” Despite this, there are still no clear and accessible
channels for redress, allowing suppliers to set their own company-specific terms and
conditions and use redress platforms that may be difficult for consumers to access. This is
largely due to the absence of a comprehensive legal, regulatory, and institutional framework
to protect consumer rights in e-commerce transactions in Nigeria. Consequently, numerous
legal and social challenges have arisen, significantly impacting e-commerce activit'&in the
country. These issues have led to confusion and a lack of consumer confid Q’l seeking

redress, while also discouraging enterprises from engaging in unethi&%i}ess practices.

Therefore, it is essential to protect consumer rights and properl ate the entire e-

commerce industry. The recognized lack of a primary leg sttument for comprehensive

consumer protection in Nigeria has increased concerns a@ consumer safety on various e-
commerce platforms. E (bQ
1.2 Statement of the Problem \Q(b

The breach of consumer rights in e-.c%\'% transactions is not a fictional concept, but a
concrete reality. In 2023 for examp@ azon was sued by Federal Trade Commission of the
United States of America ° %egedly using anti-competitive and unjust strategies to
preserve its monopolisﬁb&inance, thereby infringing on consumer rights. The lawsuit
alleges that A %@actions impede rivals from lowering prices, diminish shopping
experiences@ercharge vendors, impede innovation, and obstruct fair competition.?’
SimLKrl/%’Q)ctober 2024, a U.S. District Court judge gave a landmark judgment with major

implications for Big Tech and consumer choices when he ruled that Google violated antitrust

9 F N Monye, ‘Protecting Consumers of Products and Services in the Digital Age’ News Commentary to mark
the World Consumer Rights Day 2017: 15 March 2017
<http://www.consumerawarenessng.org/events/protectingconsumers-of-products-and-services-in-the-digital-
age.html> (accessed 15 April 2023).

20 Available at <https://www.ftc.gov/news-ev/ents/news/press-releases/2023/09/ftc-sues-amazon-illegally-

maintaing-monopoly-power> (accessed on 27 September, 2023)

7
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laws with an illegal monopoly over online searches.?! While we await the judgment in the
Amazon case, both cases have shown the alarming global dimension the breach of e-
commerce rights has taken.
Despite the appearance that most developed countries have implemented robust e-commerce
related consumer protection laws, many developing countries like Nigeria face significant
consumer malpractice issues.’? Nigerian consumers using e-commerce platforms often
encounter challenges like misrepresentation, fraud, false advertising, decepti cing, late
or non-delivery of goods, leaving them vulnerable and in a disadvantag d@lon. This has
become a significant challenge for consumerism, necessitating ’%stigation into the
existing legal, regulatory, and institutional frameworks for p &consumers' rights in e-
commerce transactions in Nigeria. If these legal barrie@ not promptly and effectively
addressed, consumers will be reluctant to eng ﬁf&-commerce, businesses will lack
motivation to adhere to ethical practices, rowth of e-commerce will remain slow.
Therefore, it is crucial to examine Xarious consumer rights, extant legislations,
.
institutional bodies in place, their e@eness, and the judicial processes for resolving issues
to ensure adequate protectioni %e online consumer. This will establish a fair and organized
conduct of e-commercﬁs@nsactions, encouraging consumer acceptance and fostering the
growth of e-cor@ﬁg Nigeria.
1.3 Aim@i Objectives of the Study
The %@fgaim of this study is to identify and address the unique legal challenges faced in
consumer rights protection in e-commerce transactions in Nigeria. The objectives of this

study is to:

21 Available at <https://www.techtarget.com> (Accessed )
22 D D Sasu, ‘E-commerce in Nigeria: Statistics and Facts’ (14" December, 2023). Available at
<httpss://www.facebook.com/share/3gyo.8 AqfkG-8jrv.53/?mibextid=xfxf2> (accessed 2nd May, 2024)
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1.4

ii.

iii.

Examine the adequacy of extant laws for the protection and enforcement of
consumer rights in e-commerce transactions in Nigeria, and certain developed
countries.

Evaluate the effectiveness of the institutional bodies put in place by government
for the protection of consumer rights in e-commerce transactions in Nigeria
through a comparative study of South Africa and the United Kingdom. \
Scrutinize the inherent challenges in the judicial processes for res@ disputes

surrounding consumer right protection in e-commerce transac io&i} igeria.

Research Questions

Given the identified problems above, this study has fo ed the following research

questions:

ii.

iii.

1.5

QQ

What are the extant laws for the protecti enforcement of consumer rights in e-
commerce transactions in Nigeria, a}lg'tain developed countries?

How effectives are the 1nst1tut%Q dies put in place for the protection of consumer
rights in e-commerce t@ons in Nigeria in comparison with what is obtainable in

developed coun%Q\

What are, l@herent challenges in the judicial processes for resolving disputes

surro& consumer right protection in e-commerce transactions in Nigeria?

odology

In the context of this study, the researcher adopts the doctrinal research method to enable the

researcher examine the existing legal and institutional frameworks for the protection of e-

commerce consumers’ rights in Nigeria and to make recommendations where the frameworks

are found inadequate.



However, the types of data for this study consist of primary and secondary sources. Primary
sources encompass legislative enactments, such as the 1999 Constitution of the Federal
Republic of Nigeria (as amended), the Cybercrimes (Prohibition, Prevention, Etc.) Act, 2015,
the Electronic Transmission Bill, 2015, the Federal Competition and Consumer Protection
Act, 2018, the UNCITRAL Model Law on E-Commerce, 1996, and case law. Similarly, the
secondary source for this research comprises of various forms of writing of legal scholars
describing, interpreting, analyzing, and criticizing either statutes or judicial p Qlcements,
law reviews and legal treaties such as the African Union Convention o CQe) ecurity and
Personal Data Protection, 2014, and the ECOWAS Agreement on tlation of Internet
Activities, 2010. Furthermore, for the secondary data, the r rc% will make reference to
academic journals, government publications, textbook@ctlonaries, and encyclopedias
bordering on e-commerce and consumer protectiox&(@n Nigeria. Here, references will be

made to the practice in certain Africa countr@ as well as UN and OECD Guidelines and

Principles among others which will alsq_help*in answering research question and achieving
]

N\
their corresponding objectives. \(9\
Q

1.6 Scope of the Study .Q\A

This study is limit@n examination of the Nigerian laws, regulations, policies and
. 5\'

institutions reléyanf®for the protection of consumer’s right in e-commerce transaction in

Nigeria. I investigates the various consumer’s rights, institutional bodies put in place as

wellNeir effectiveness, the judicial processes for resolving issues as well as enforcing the

consumers’ rights in e-commerce transaction processes. Furthermore, this study will also

carry out critical analysis of regional and international standards relating to international

treaties, programmes and policies to mention a few. However, this study did not cover other

aspects of ICT law in Nigeria such as cybercrimes and e-banking. except for the purpose of
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reference where necessary. In a nutshell, only the relevant laws and institutions dealing with

e-commerce and consumer protection issues in Nigeria will be examined.
1.7  Significance of the Study

The findings of the study will address the problems as well as achieve the stated objectives.
This study will be of immense benefit to government particularly the legislative arm as well
as relevant government agencies, as it will help to stimulate on providing effeetiye legal
framework /legislation on how to address consumer rights in e- comme@ action in

Nigeria through legislation.

The findings of this study will benefit the members of the lega%ession, that is, lawyers
and judges as it will assist in stimulating them to acquire wledge which will enables
them to handle e-commerce consumer disputes with«ntuch expertise and thus make them

compete in the global legal practice connected wi ommerce consumer protection.

The findings of this study will also be c&%nense benefit to students and researchers who
.

want to investigate further as it w'{t%\ve as a reference material and likely open door for

further research. Perhaps, su nt researchers may provide more recommendations for

reforms in the area of @d institutional frameworks for the protection of e-commerce

consumers in Nﬁ" ich may raise the consumer confidence to participate in e-commerce

transactions the long run, impact positively on the economy and the investment

climate %gerla
¥

Nevertheless, this study will also enlighten the general public particularly the business
community who will stands to benefit a lot if the government implements the suggestions or
recommendations proffered in this study. In a nutshell; the study will add and improve the

body of the existing literature in the area of legal and institutional frameworks for the

11



protection of e-commerce consumers in Nigeria. Hence, contribute to the corpus of

knowledge.
1.8  Limitation of the Study

The study considers lack of relevant judicial authorities, and limited time as part of its
limitations or constraints which will make the researcher to work tirelessly and assiduously to

overcome this constraint. In addition, is the problem of lack of financial resources ugh the

researcher’s use of personal savings and collecting soft loans to overcome t int.
1.9 Operational Definition of Terms Q

i.  E-commerce: this encompasses any form iness transaction in which the parties
interact electronically buying andi& via the websites of online traders or
merchants rather than by physic@fhanges or direct physical contact.

ii.  Consumer: this is the end @c?f goods and services in commercial transactions.

iii.  E-consumer: this i@&y person who engages in commercial transactions via the

internet Q

iv. E-trade@e parties that interacts electronically to sell goods and services via
th ites of on line traders or merchants

v. \I%al Framework: the body of rules, laws, policies and guidelines including case law,
which governs or regulates e-commerce transactions and consumer protection in
Nigeria.

vi.  Institutional Framework: these are agencies, bodies or institutions established by the
Nigerian government to regulate the affairs of e-commerce, consumer protection and

related issues in the country.

12



vil.  Transaction: this is the direct business communication between the trader and the

buyer that involves buying and selling of goods and services.
1.10 Chapterisation
This study will be laid out in chapters that will highlight the following.
Chapter One: Introduction

It contains the introductory chapter canvasing the background to e-comm@nd an
overview of e-commerce legislation from a global perspective to a national ore? It will also
contain an overview of the institutional issues relating to the protecté&&onsumers right in
e-commerce transaction in Nigeria. The chapter shall highlight th ement of the problem;

its purpose and objectives; the research questions; st ce, research methodology,

2
Chapter Two: Literature Review (b
O

This chapter reviews the findings frofa\' er literature. It contains definitions and broader

limitation, and operational definitions.

overview of e-commerce and liéfl?\e that address the concept of consumers’ right and
protection in compliance é@the law and policies dealing with e-commerce. It also
highlights theoretical yreview that are related to the study and which the study is to be
anchored on. <.:\\'§

Chapter T Qlegal and Institutional Frameworks for Protection and enforcement

of E%gnerce Consumer Rights in Nigeria

This chapter will provide an in-depth analysis of the legal and institutional frameworks for
the protection and enforcement of E-Commerce consumer rights in Nigeria. It will carry out a
comparative analysis of e-commerce within certain African Community, partner states; and
other jurisdictions around the world specifically focusing on South Africa, the U.K, and the

E.U that have rather developed infrastructure and systems.
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Chapter Four: Legal and Institutional Framework for E-Commerce Consumer Protection: An

Appraisal of International Best Practice

It will examine the international legal instruments relating to e-commerce and consumer’s
right protection. In this respect, the international legal instruments examined in this chapter
includes the UNITRAL Model Law, 1996, OECD guidelines for consumer protection in the

context of e-commerce 1999 and ECOWAS agreement on the regulation of internet detivities.

Chapter Five: Conclusion QQ

This chapter will summarize the findings in light of the objectives a oses the research
sought to achieve. It will also offer conclusion and suggestions @cy and legal reform in

light of the ultimate objective to make e-commerce saf and suitable for trade and

Q
O
’66

economic development in Nigeria.
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Chapter Two
O
Literature Review

2.1 Conceptual Clarifications (b\‘

There have been several attempts to profft ceptable definition for most of the legal
terms commonly used in consumer r.i%\'kection in e-commerce transactions. Efforts to
reconcile some of the definitions @ndercut the disagreement among scholars as to the
actual meaning of the term. T@ perception of term is greatly influenced by their individual
philosophical convictio@gideological inclinations, and background. It is on the basis of
these difficulti '@was posited that it is better to explain consumer rights protection

concepts tha@tempting to define them.

2.1.1\&-cept of Consumer

The term ‘consumer’ has been defined to mean a buyer (other than for the purposes of resale)
of any consumer product, any person to whom such product is transferred during the duration
of an implied or written warranty applicable to the product, and any other person who is

entitled by the terms of such warranty or under applicable State law to enforce against the
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warrantor (or service contractor) the obligations of the warranty.?? The problem with this
definition is that it only recognises purchaser and receiver as consumer but failed to recognise

the user of the product as consumer.

A consumer has also been defined as a natural person who enters into a commercial
transaction with supplier as the end user of the goods and services offered by the supplier.?*
This definition is too restrictive because by reference to natural persons alone, %led to

\J

acknowledge the fact that non-natural persons like corporate entities can als Q

d users of
goods and services. It is against this backdrop that Badaiki, defines a €@nsufifer as a person,
natural or corporate, to who goods, services or credit facilities ar Qplied or likely to be

supplied, otherwise than in the course of business and fo@mate use in the course of

business carried on by the supplier.?’ Q

Under Section 167 of the FCCP Act, consum efined as any person who purchase or
offers to purchase goods, otherwise tha{é&ge purpose of resale but does not include a
1

person who purchases any goods org(sfe for sale or to who a service is rendered. The

N\

problem with this definition of mer is that it is limited to only purchaser consumer, and

does not extend to non»@er consumers.

The term cons -&0 defined as a person who pays to consume the goods and services

produced b eller.?® This definition limits the consumer to the purchaser only, it is safe to

B LII US Code Title 15 Chapter 50 2301. Available at LII/Legal Information Institute
https://www.law.cornell.edu (Accessed 29" September, 2023)

| k Tlobinso, "Paving the Path to an Enhanced Consumer Protection for the Nigerian Online Market: Theories
and Concepts' (2017) Available at (African Journals Online) <https://www.ajol.info> (Accessed 29"
September, 2023)

A D Badaiki, ‘Effect of Privatisation and Commercialisation Policy on Consumer Protection in Nigeria,” in
Adedeji Adekunle and Shankyula Tersoo Samuel (ed.) Law and Principles of Consumer Protection, (Lagos,
Nigeria: Nigerian Institute of Advanced Legal Studies, 201 3).

Available at https://www.courses.lumenlearning.com/boundless-marketing/chapter/introduction-to
consumers/ ( Accessed on 29t September, 2023).

24

25

26
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say that a consumer is a person who purchases or received or uses any product or service and
is affected by a product or services.

By and large, one is of the view that in defining the term ‘consumer’ the emphasis should be
placed on the final end user of a product or service; if we take a cue from the dictum of Lord
Atkin in Donoghue v Stevenson 7 where his Lordship stated that we must take reasonable
care to avoid acts or omissions which you can reasonable foresee would likely to in'&e your
neighbour. In his hypothetical question, “Who then in law is my neighbour@answered
that it ‘seems to be persons who are so closely and directly affected b n&ey that I ought

reasonable to have them in contemplation as being so affected w irecting my mind

to acts or omissions which are called to question.” The @ ew was expressed by a
Nigerian court in Osemebor v. Niger Biscuits Co. Ltd. *8 @e the claimant found a decayed

tooth in the biscuit she was eating as a result of é@le became hysterical, agitated and
vomited. She also had a running stomach. \Q(b

Premised on the above analysis, a cop§umer can best be defined as the end user (whether

natural or juristic persons) of goéca?d services (whether for personal or business purpose)

in a defined contractua@ relationship.

2.1.2 The ConcepS&Commerce

Definitions % e-edmmerce vary, as scholars, governments, and international organizations

have di%’a interpretations, resulting in a range of definitional approaches.

E-commerce lacks a single universal definition and is interpreted differently across various
international legislations and by researchers. The Organization for Economic Cooperation and
Development, (OECD) used a common interpretation to defines e-commerce as the buying or

selling of goods and services over computer networks, designed specifically for order

27 (1932) AC 562
2 (1973) 7 CCHCJ 71
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placement or receipt. The payment and delivery of these goods or services don't necessarily

need to occur online.?’

On a broader approach, e-commerce is said to cover any commercial transaction that is
carried out electronically particularly with the aid of telecommunication services. This
approach describes e-commerce as a business activity conducted electronically. E-commence
is defined as the production, advertising, sale and distribution of products electronically via a
telecommunication network.’® This perspective on the definitions asserts t Qommerce
includes trading through any form of electronic communication, eggtgu& referring to
conducting commercial activities via electronic media. The speci edium used for the
transaction is irrelevant as long as it is electronic. Another, n@fo sed approach, limits the
definition to transactions conducted exclusively over the in@et. E-commerce as commercial
transactions carried out electronically on the in@ where businesses use the web to
promote and sell products and servic (bonsumers worldwide.! Additionally, it
encompasses the promotion and adve;@sg of goods and services online, often utilizing
social networking platforms f%&l%\e activities. Whenever a business transaction is
completed and paid for or@t constitutes e-commerce, which involves the distribution,
buying, selling, and &g of products and services via the Internet. This process includes
both pre-sale a(é.%Q\%

speciﬁcal@ur through the websites of e-traders. Consequently, modern e-commerce

ale activities. While the Internet facilitates these transactions, they

2 Qrganization for Economic Cooperation and Development, ‘OECD Guide to Measuring the Information

Society’ (OECD Publishing, 2011) Available at: http://www.oecd.org/sti/measuring-infoeconomy/guide
(accessed 19 August 2023)

S G Saydam and M E Civelek, ‘Problems in Cross-Border E-Commerce and Development of Cross-Border
e- Commerce Performance Scale’, Zenodo (CERN European Organization for Nuclear Research), 2022,
<https://doi.org/10.5281/zenodo.6618779>.

31 M Nuruddeen, Y Yusof, and N A Abdullah, ‘Electronic Commerce Transaction in Nigeria: A Critical Legal
Literature Review’, in Public Law Remedies in Government Procurement: Perspective from Malaysia, vol. 52,
eds. A Abdul Rahim, A A Rahman, H Abdul Wahab, N Yaacob, A Munirah Mohamad, and A Husna Mohd.
Arshad, European Proceedings of Social and Behavioural Sciences (2018), 857-872.

30
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generally utilizes the World Wide Web at some stage of the transaction, although it can also

incorporate other technologies like email.??

E-commerce involves a location-based approach, which views the internet as the primary
medium for transactions.’* This method emphasizes the use of mobile phones and other
portable devices like laptops and iPads, which connect to the internet via wireless technology
to facilitate online transactions. This concept of mobile e-commerce highlights t%nd of
using these devices to start or complete transactions, enabling e-commerce to @Qanywhere.

Consequently, commercial activities can be conducted at any time and acga! long as there

is internet connectivity and mobile devices are available. E-comimerce transactions can

involve entities like businesses, households, individuals, gm nts, and other public or

private organizations. QQ

An alternative perspective describes e-commer& commercial transactions conducted
online.** Terms like online sales, shopp&'@nd transactions are synonymous with e-
commerce. This definition focuses ort tions initiated through web platforms, excluding
those done entirely via fax, tele@&ephone, or email, as they don't allow consumers to see

the products or services. @er, it does acknowledge that follow-up communications may

involve these electr% annels. Specifically, if such is done for tracking, returning or
.

lodging any c@nt regarding the subject matter of any e-commerce transactions.®> Put

differenﬂ)r,a ar as pre-sale activities are concerned only website of the e-traders shall fall

withNe ambit of this definition. Post-sale communications or correspondences can be done

via any other means than the websites of the e-traders.

32 Ibid

3N Adetoro and O Sodipe, ‘Undergraduates' Use of Internet Capable Handheld Devices at Babcock University,

Nigeria.” Library Hi Tech News 30, no. 2 (2013): 9.

34 Charles Oppenheim and Louise Ward, ‘Evaluation of Web Sites for B2C E-Commerce’, Aslib Proceedings:

New Information Perspectives 58, no. 3 (2006): 241.

35 A O Oloveze, C Ogbonna, E Ahaiwe, and P A Ugwu, ‘From Offline Shopping to Online Shopping in
Nigeria: Evidence from African Emerging Economy,’ /IM Ranchi Journal of Management Studies 1, no. 1
(2022): 55-68.
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Another commonly accepted definition of e-commerce is the one given by World Trade
Organization (WTO).3¢ It defines e-commerce as the buying and selling of goods or services over
computer networks using systems specifically designed for order processing. It can also be
described as the process of offering, purchasing, or providing products and services through
digital means, including computer systems and telecommunications networks such as the
internet, utilizing electronic, optical, or similar media for remote information ex&ge. E-
commerce is also described as conducting trade in goods and services wi e aid of
telecommunications and digital tools. Essentially, it refers to business tran@ns involving
the ordering of products and services via internet-based platforms, a@ direct interaction
between sellers and buyers without physical meetings. Clar 3%65 that definitions like
this excludes transactions made through phone calls o@aually typed emails, aiming to
provide a clear, practical explanation focused n(&%ely recognized and significant e-
commerce methods. \Q’b

By and large, e-commerce involves va igt&h‘transactions which takes place through mobile

.

telephones and other devices such‘é—}rsonal computers and tablets either between parties
within the same jurisdiction 1es in different jurisdictions, and purchases are completed
using different applica\'@Qemd platforms.’® In an e-commerce transaction, products are
mostly market :s®e ised, sold, remunerated for, and delivered through services of a

website Via@ internet and other computer networks.* It is also characterized with the

shar%/ siness information, maintaining business relationships, and conducting business

36 World Trade Organization (WTO) ‘Work Programme on Electronic Commerce’ Available at:
<https://www.wto.org/english/thewto_e/minist_e/mcl1_e/briefing notes e/bfecom_e.htm> (accessed 17
July 2023).

Roger Clarke, ‘Electronic Commerce Definitions’, Available at <www.rogerclarke.com/EC/EDefns.html>

(accessed on 29 July 2023).

3 UNCTAD, ‘Trade and Development Board Trade and Development Commission Intergovernmental Group
of Experts on Consumer Protection Law and Policy’ < https://unctad.org/system/files/officialdocument/
cicplpd7_en.pdf> (accessed 28 July 2023).

3 Gboyega Phillip Ogundele, ‘Developing Legal Framework for Electronic Commerce in Nigeria: Some
Lessons from The UK and Singapore’
<https://papers.ssrn.com/sol3/Delivery.cfm/SSRN _1D3719431 code2992951.pdf?abstractid=3182325&miri
d=1> (accessed 29 July 2023).
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transactions by means of telecommunications networks.*’ It also involves the exchange of
data to aid the financing and payment features of business transactions because every time e-
commerce transactions are rendered, the services or products rendered are paid for on the

internet.

2.1.3 The Concept of Consumer Protection

The reasoning behind consumer protection as identified by Huffman,*! is to preven&% abuse
of superior bargaining power by the sellers and suppliers of foods and s@ , and to
regulate the inequality of bargaining power between them and the consu%rg“fhe researcher
believes that in additional to regulating inequality of bargaining onsumer protection
is needed at all stages of the transaction especially after the have concluded Consumer

protection ensures that right of the consumer at all stag@ e transaction are not denied.

O

Though some consumers continue to visit physi res, most consumers are tilting towards
e-commerce as it save the consumer fro }\\%hng to the physical store of the seller.*? E-
commerce affords consumers the (@1' y to compare prices from different vendors and
make their decision. A respa@ expressed a view which strongly disagrees with, that
consumers in Nigeria %@ss online outlets to compare prices before patronizing bricks
and mortar outlets.K%
2.2. The etﬁu}Framework

2.2.1 @rich Hayek’s Spontaneous Order Theory

N

40V Zwass, ‘Structure and macro-level impacts of electronic commerce: from technological infrastructure to
electronic marketplaces’, http://www.mhhe.com/business/mis/zwass/ecpaper.html (accessed 18 June 2023)

41 H Huffman, ‘Consumer Protection in E-commerce’ (University of Cape Town, South Africa, 2004

2R Sivanesan, ‘A Study on Problems Faced by Consumers in Online Shopping with Special Reference to
Kanyamukari District” available at https://www.gooole. Com/url?sa=http:ijrmbs.
Com/vol4issue3SPL1/sivanesan.pdf&ved=2ahUKEw@MojahrrnAhULV8 AKHaabaHIQFjAAegQIARAB&
usg=AOvVaw2h4GSLmLTqtqtckNCDtProhp, accessed on 23" August, 2023.

43 C K Ayo, et.al. ‘Business-to-Consumer E-Commerce in Nigeria: Prospects and Challenges’ Afiican Journal
of Business Management (Vol. 5 (13), 2011) pg. 5509.
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Friedrich Hayek introduced the Spontaneous Order Theory in 1988. This model explains how
language, science, technology, markets, economies, and ecosystems develop naturally
without any deliberate design or intention. When an environment with established rules,
diverse behaviours, and structures exists, a coherent order naturally arises. In all human
cultures, language developed organically without intentional design, driven by human
interactions, emerging intelligence, and community behaviors. Hayek's theories, particularly

regarding spontaneous order, have been applied to the concept of the rule (E@Qhe theory

suggests that the rule of law involves the government adhering to & stablished rules,

making the use or misuse of coercive powers in specific si
t

distinguishes between two types of order: 'cosmos,' which is @ eous and self-generating,

predictable. Hayek

and 'taxis,” which is imposed or engineered. He posits uman society predominantly

exists within a 'taxis' order. According to Hayek, VBQ of law does not emerge artificially

but is a spontaneous outcome of societies th\t@ e principles of a free market.

N

Some study suggests that the regubﬂ\& f the Internet segment of cyberspace emerged
naturally, with acceptable behaviés(p?lg governed by spontaneously developed rules. These

N

studies assert that this sp:r@ous or endogenous order is a process rather than regulation or

control. The cyberspage munity is shaped firstly by human nature and usage, driven by

]
our desire for i@tion and entertainment; secondly by laws and regulations, reflecting our
inclinatio ontrol for specific purposes; and thirdly by protocols inherent in its

archﬁb& or in forms of etiquette and netiquette. These elements coexist and blend together.

Changes in any one aspect can alter cyberspace, but the process itself creates order. Attempts
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to control cyberspace will cause structural shifts and fluctuations in order; however, complete

control over cyberspace is unattainable.**

In contrast, another study contends that there exists a systematic rivalry between cyberspace
and physical space, which sheds light on the concept of spontaneous order. This study posits
that cyberspace has a structure similar to the real world, indicating that its foundations must
be intentionally established rather than spontaneously emerging. It suggests that t&sis for
freedom in cyberspace will not naturally materialize; instead, the oppo ely The
author asserts that there is a strong reason to believe cyberspace will e <‘«0 an effective
tool for control. This control may not necessarily come from_t Qemment or serve a
malevolent purpose. The commercial forces within cyberspal e crafting a framework that
enhances regulation and control, diverging from the n ature of cyberspace's origins.*’
However, while spontaneous order provides a so%@oretlcal framework for the evolution
of cyberspace and e-commerce, it doe %%mpletely account for their emergence,
development, and expansion. Credit® @lso be given to the contributions of individual
designers and program developer%e ite the varied timing and motives of their efforts. The
growth of cyberspace is 13@ driven by spontaneous factors but is also shaped by social
norms and economi

Be that as it m. ﬁ of the view that Friedrich Hayek’s Spontaneous Order Theory that
the rule o does not emerge artificially but is a spontaneous outcome of societies that
Value\s@%rinciples of a free market, is very is limited in scope, because it represents only the
sociological perspective of thoughts and ideas as against that of positivist and the naturalist
schools.

2.3 Literature Review

4 A Morris, ‘The Wild West Meets Cyberspace, 48’: The Freeman: Ideas On Liberty, (July, 1998), 427 - 431.
World Encyclopedia of Slavery (Junius Rodriguez ed.) Available at the Bush School of Government & Public
Service at Texas A&M University. <https://bush.tamu.edu> (accessed 27 September, 2023).

4 L Lessig, ‘The Law of the Horse: What Cyber Law Might Teach?’ 113 Harvard Law Review (1999) 501.
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The laws that regulate the protection of consumer rights in e-commerce transaction in Nigeria
are very intricate. These governing laws include contract law, sales of goods law, banking
law and regulations, consumer protection law and the laws on e-commerce. Eseyin and
Chukuemeka,* posited that consumer protection is usually premised on contract, negligence
or criminal provisions of our laws, but that the scope of consumer protection under contract
and the tort of negligence is quite limited. They posited further that under contract, the
doctrine of privity of contract constitutes an impediment. They hold the view, Qun er the
tort of negligence, the scope is wider but the aggrieved consumer mus p&/ej e three key
elements of tort of negligence (duty + breach + damages) to sta &hance of success.
They contend that the absence of a legal structure of consum@%ion in terms of general
code leaves the consumer vulnerable of disjointed rules a@e discretion of the judge. They
further contend that the protection of the consum @eria, and even in international law
does not give adequate consideration to thei §he consumer, and that where it does, it
put the peg at second generation r.i@ch are usually cumbersome to redress. The
researchers concluded that there is @ssary nexus between consumer rights protection and
fundamental human rights. H@Ver, unlike Atiyah et al,*’ the researchers failed to examine
the law of sale of good?@?eof the legislative safeguard in contract of sale of goods which,
is a departure '@ommon law doctrine of caveat —emptor (buyers beware) to ensure
quality mer@lta le quality of goods and fitness for purpose for which, the consumer
requ@’g. They also failed in their study to evaluate how the provisions of section 36, 37

and 39 of the 1999 Nigerian Constitution or any other related law have fallen short of

granting consumer protection the status of a fundamental human right.

4 A M Eseyin and C W Chukuemeka ‘Articulating Consumer’s Rights as Human Rights in Nigeria’ in Journal
of Law, Policy and Globalization ISSN 2224 — 3240 (Paper) ISSN 224 — 3259 (Online) Vol. 72, 2018
(Available at <42220-45477-1-PB.pdf> (Assessed 17™ October, 2024)

47P S Atiyah, N Adams, and H MacQueen ‘Atiyah’s Sale of Goods’ (Longman Pearson: London, 2010) 55, 83
-107
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Saliu, et el, * examines how the ability of the Internet facilitates global electronic market
and how sharing of information has a beneficial impact on developing economics, such as
Nigeria and discussed the overall level of business transaction conducted via the Internet
from 1999 to 2019 was impressive and growing, aggressively. It also examines the challenges
that are negating the advancement of e-commerce in Nigeria and made suggestions on how
some of the critical challenges identified can be overcome, so that e-commerce would
become an asset for all online shoppers. However, in analysing the challenge Q%utions
to consumer rights protection under e-commerce transactions, the researchers gnly discussed
finance, capturing quality leads, skilled staff hire, retaining custo ®lding online trust,
right choice of technology and partners, generating targeted $product delivery, quality
control and inability to examine the product physically asn y challenges online shoppers
face, without proffering short term and long term cﬂ@s to overcome the challenges. The
researchers in the study also failed to consj e legal and institutional framework of
consumer rights protection under P@rce transactions in Nigeria, let alone their
effectiveness or otherwise. \\

The diverse location of peop'l@ng within the continent of Africa makes intercity, interstate,
or inter-country transa%@s difficult and that where it does happens, comes with huge
transaction cos 9~§%ards Nigeria, they state that many Nigerians still treat the issue of e-
commerce v@scepticism because of fear of security of their bank accounts while making

pay en@pough an e-payment site and the genuineness of the business and the business

partner involved in the online transaction. Their study only identified improved ICT

%8 L A Saliu, A T Otapo, and K Sodiq ‘Overview of the Challenges and Solutions of E-Commerce in Nigeria’ (A
Conference Paper presented at the School of Engineering National Conference, held at Federal Polytechnic,
Ilaro, 25™ — 28" November, 2019. (ResearchGate) Available at
<https://www.reserchgate.net/publication/358566160 OVERVIEW_OF THE CHALLENGES AND SOLU
TIONS_OF E-COMMERCE_IN NIGERIA> (Accessed 17% October, 2024)

4 E O Ibam, O Boyinbode and M O Afolabi ‘E-Commerce in Africa: The Case of Nigeria’ ResearchGateM Al

Endorsed Transactions on Game-Based Learning 4(15): 153536, DOI1:10.4108/eai.5-1-2018.153536
Auvailable at <https://www.research.gate.net/publication> (2018) (Accessed 17" October, 2024)
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infrastructure (Internet, broadband) as the main panacea for overcoming the challenges facing
e-commerce transaction in the continent of Africa and Nigeria in particular, without any
mention of the various legal and institutional framework for protecting the rights of
consumers in e-commerce transactions.

On the very important issue of improving Internet infrastructure, particularly in the area of
data security to restore consumer trust, some researchers postulate that the growin&option
of e-commerce has led to an increase in the number of persons providin Qpersonal
information in various application and that to ensure security of pr'va& during e-
commerce transactions, Internet users must prioritise data securi ’\&feguard personal
transaction from hackers.’® They further stated that safeguar@%met users’ information
and security transactions in e-commerce is of utmost i@tance. They future highlighted
some of the critical risks and attacks that info ti%Qaces to include camera and double
swipe attacks, , collusive attacks, impersonali n, pharming, smishing, snooping, unfair
evaluation and vishing. They also Stflte\' at ‘these attacks attempts to penetrate transaction
information or penetrate personal i{@lation by vishing, and stealing consumers’ personal
information in e-commerce fr&qcﬁon application. They then recommended the deployment
of encryption algorith %ely: the EIGamal algorithm and the Fernet algorithm, as the
best way to ad 's%\‘(bs security concern. However, the study failed to mention or consider
the legal anﬁlstltutional framework for ensuring the deployment and application of the
encr;(u/% lgorithms, by government and Internet providers particularly in developing
countries, like Nigeria, with very low technological advancement.

By and large, in most of the literature examined above on consumer right protection in e-

commerce transactions, there seem to be lack of proper exposition in relation to the

inadequacies of our extant laws on protection and enforcement of consumer rights in e-

50 M Al-Zubaidie, and G S Shyaa, ‘Applying Detection Leakage on Hybrid Cryptography to Secure

Transaction Information in E-Commerce Apps’ (Future Internet 2023 15, 262), (Published 15 August
2023), Available at <https://www.mdpi.com/journal/futureinternet> (Accessed 17" October, 2024)
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commerce transactions, and the lack of effectiveness of the institutional bodies put in place
by government for the protection of consumer rights in e-commerce transactions in Nigeria,

hence this present study.
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Legal and Institution@eworks for Enforcement of E-Commerce and Consumer
Right Protection i\?%eria
3.1 Legal mework for the Protection of Consumer Rights in E-Commerce

@ions in Nigeria

The legal framework for consumer protection comprises both consumer laws and
organizations dedicated to advocating for and defending consumer rights. This framework
ensures that customers receive appropriate protection from institutions and legislation. In e-
commerce transactions, consumers are typically at a disadvantage, with their interests often

overshadowed by the powerful e-commerce companies. To prevent consumers from being
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subjected to various unfair corporate practices without adequate means of defense, consumer
protection institutions are legally obligated to protect, promote, and safeguard consumer
interests. Effective enforcement is crucial for safeguarding the rights of consumers, especially

online shoppers.

Nigeria's youthful population, with an average age of 18 years, is driving exponential growth
in e-commerce. This surge is attributed to the country's high internet penetration, wikspread
use of mobile phones and gadgets, and a robust human capacity index. The d andscape
in Nigeria is evolving rapidly, creating a fertile ground for online bw%g%(to thrive and
innovate.’! In Nigeria, there are currently about 104.4 million jn users and over 170
million mobile phone customers. Despite the country's sizopulation, it also boasts a
rapidly expanding middle class with increasing purchas& er. Additionally, Nigeria hosts
more than 100 e-commerce platforms. Between 2%’Qd 2022, Nigeria's e-commerce market
experienced a total of 250.7 million online\}\@(glowcasing the significant engagement and
potential for growth in the sector.*? N()\& ess, many online retailers saw a rise in customer
numbers as a result of the COVI@Q(?andemic. By 2020, it was estimated that e-commerce
platforms in Nigeria br§;¢\m more than $6 billion in yearly revenue. In 2023, the e-

commerce market ir&
US$33 billion by ’%6

33 These elements have together speed up the acceptance of online

1a reached a volume of US$15 billion and is expected to reach

shopping nificantly boosted the growth of Nigeria's e-commerce industry.

In brie\,/the e-commerce industry in Nigeria is now valued at over USD 13 billion. Despite
this significant progress, the sector is still in its early stages and continues to expand rapidly.

For sustained growth, it is crucial to boost consumer trust in the e-commerce environment by

31 Population of Nigeria <https://www.worldometers.info/world-population/nigeria-population/.>

2 S Vanella, ‘E-commerce in Nigeria-Statistics and Facts’ Statista, (14 December 2023)
<https://www.statista.com/topics/6786/e-commerce-in-nigeria/> (accessed 24 January 2024)

53 According to PCMI research and analysis, this data, specific to B2C e-commerce sales, differs from the
figures shared by WorldPay (2024). Available at ‘Nigeria E-commerce Data 2024’
<https://paymentsci.com ... > (accessed 27 September, 2024).

28


https://www.statista.com/topics/6786/e-commerce-in-nigeria/%3e%20

implementing existing laws that protect consumer rights. At present, most legislation aimed
at regulating e-commerce and electronic data protection in Nigeria is still in draft form. It is
worth noting that the UN adopted the UNCITRAL Model Law on E-commerce globally back
in 1996.°* The main objective of the Model Law is to eliminate any barriers that impede the

use of electronic documents, especially those that impact their enforceability in legal

proceedings.>? \

The existing legal frameworks on consumer protection in Nigeria are crucial lly for e-
commerce. However, Nigeria has not enacted a comprehensive e-c egbdlaw. Instead,
various legal aspects related to cybercrimes, consumer protgc 'Qayments, and data
protection are addressed by different frameworks. Similarl e 1s no single institution or
regulator overseeing all these areas. This section e)%gthese laws, focusing on their
relevance to consumer protection in e-commerceéraltionally, it is important to note that
privacy and data protection provisions in are found in selected legislation®®. These
frameworks include the Constitut'm% the Federal Republic of Nigeria 1999, the
Cybercrimes Act of 2015, and t@‘{gl?geria Data Protection Regulation 2019. Additionally,
laws protecting e-consu @m unfair trade practices can be found in various Nigerian
legislations, such a&gigerian Electronic Transmission Bills 2015, and the Federal
.

Competition a@nsumer Protection Act 2019, which also addresses privacy and data
protectio efore, this chapter will analyze these legislations to determine the extent of
prote}({(%hey offer to e-commerce consumers in Nigeria.

3.1.1 Constitution of the Federal Republic of Nigeria 1999

3 T 1 Akomolede, Contemporary Legal Issues in Electronic Commerce in Nigeria® (2008) Potchefstroom
Electronic Law Journal (PELJ) On-line version ISSN 1727-3781. (accessed 20 November 2023).

3 M T Ladan, ‘Recent Trend in Legal Response and Judicial Attitude towards Electronically Generated

Evidence in Nigeria,” The World Jurist Association, Law/Technology 47, no. 1 (2014): 54

I S Nwankwo, ‘Information Privacy in Nigeria." In African Data Privacy Laws: Law, Governance and

Technology Series (Volume 33), edited by Alex B. Makulilo, 45-75. Cham, Switzerland, 2016.

56
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The Constitution of the Federal Republic of Nigeria 1999 is the supreme law of the land
through which all persons and authorities derive their rights and obligations.’” The supremacy
clause has been a consistent feature in all Nigerian Constitutions from independence to the
present day. Consequently, the Constitution is binding on all individuals and authorities
across Nigeria, requiring all legal statutes, including customary laws, to align with its
provisions. Any legal rule that contradicts the Constitution is invalid to the extent of the
inconsistency. Essentially, the Constitution is a fundamental principle of rian law,
binding on all authorities, institutions, and individuals nationwide. As th, s(grgne law of the
D

land, the Constitution takes precedence over all other enactr%g

provisions cannot be overridden by any other Act or legislatiGn ss explicitly stated in the

Constitution. Q

However, it should be noted from the onset tha@e the Nigerian constitution does not

tes, or laws. Its

specifically mention consumer protectio@ges related to consumer protection are
encompassed in many of its sections959®gbly, Chapter IV, Section 36 of the Constitution,

which guarantees right to fair he@é}ddresses the principle of access to justice, which is a

cardinal principle of co&(%;%otection.59

Section 37 of theg&titution guarantees the right to privacy as a fundamental right in
Nigeria, proéctggﬁtizens' privacy in their homes, correspondence, telephone conversations,
and tel@’bﬁic communications.®® Nonetheless, the provisions of Section 37 of the

ConMon revealed that the right to privacy is guaranteed to citizens only.

57 T. A. Olaiya, ‘Interrogating the Non-Justiciability or Constitutional Directive Principles and Public Policy
Failure in Nigeria,” Journal of Politics and law 8, no. 3 (2015). 24.

%8 F Monye, ‘Law of Consumer Protection Volume One: Statutory Liability 2" Ed.” (Ibadan, Nigeria: Kraft
Books Limited, 2021) p 3

% Ibid,p 5

% D Erugoh, ‘Right To Privacy And Data Protection In Nigeria: What Companies Should Know’ Forvis
Mazars, (27 September, 2023), available at <https://www.mondaq.com > (accessed 2 November 2023)
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Section 37 of the Constitution implies that the privacy of non-citizens living or conducting
business in the country is not protected. Additionally, the straightforward language of Section
37 indicates that the privacy of online consumers is not specifically addressed in the
Constitution.’! The Constitution exclusively mentions privacy in relation to telephone and
telegraphic communications. The 1979 Constitution does not address the privacy of online
communications. This is understandable, as the Constitution was drafted before t@temet
and e-commerce became prevalent in Nigeria, which occurred in the mid-199 s a result,
neither the 1979 nor the 1999 Constitutions considered the privacy needs owe consumers.
Scholars have therefore argued that Section 37 of the 1999 Const' overly simplistic
and vague, failing to account for the evolving nature of §@cieties, communication

technologies, and businesses like e-commerce.® Q

Finally, on the Constitution, Section 39 guaran@he right of every Nigerian to hold
opinions and to receive and impart ideas a\ rmation without interference. Against this
backdrop, e-commerce consumer prot%h advocates can engage in any campaign of choice

to raise consumer protection awa%&s;in the country.

Unfortunately, the Cm@' lacks definitions for these terms. This gap could prevent e-
consumers from fi joying their right to privacy online. International law and developed
countries a:,&%ge the limited exercise of the right to privacy and data protection.
Howeve%"bs argued that such limitations should be narrow and explicitly stated by law;

other>f£, the right will be meaningless. Thus, the Constitution states that a violation of an

61 Esher & Makarios, ‘The Extent of the Right to Privacy & Data Protection in Nigeria‘, (May 24, 2024)
available at <https://esherandmakarioslaw.com> as...PDF (accessed 11 August, 2024): J. A. Dada, "Human
Rights under the Nigerian Constitution: Issues and Problems." International Journal of Humanities and
Social Science 2, no. 12 (2012): 33-43.

U Akpojivi, ‘Rethinking Information Privacy in a ‘Connected” World.” Censorship, Surveillance, and
Privacy: Concepts, Methodologies, Tools, and Applications’, (IGI Global Research Books, 2019) p 18
8 F Monye (n80) p5
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individual's right to privacy allows them to seek redress in a high court.** Given the
highlighted problems, it could be argued that the protection or redress mechanism offered by

the Constitution may not be favorable to a Nigerian e-consumer.
3.1.2 The Cybercrimes (Prohibition, Prevention, Etc.) Act, 2015 (as amended 2024)

Cybercrimes are offences committed with the aid of computer technology® which involves
the use of computers, computer networks, and electronic superhighways® Q h the
internet. Against the backdrop that a secure cyberspace environment is ry for the
smooth operation of e-commerce transactions in Nigeria, the &mn Cybercrimes
(Prohibition, Prevention, Etc.) Act, No. 17, 2015 was enacted in@ by National Assembly
on 5 May 2015. The Act has just been amended in 20 Cybercrimes (Prohibition,
Prevention, Etc.) (Amendment) Act, 2024 to inse?ane consequential words that were
inadvertently omitted in the 2015, Act. Its mam ive is to provide a comprehensive legal
and regulatory framework for detectio x ention, and punishment of cybercrime in

protection of computers systems, electronic

Nigeria.®” It also seeks to ensu%{}&
communication and privacy, Azl relates to consumer protection in e-commerce, the Act

delineate the following@es as cybercrimes: hacking,® unauthorized interference with
computer systems,’&wfully obtaining details from emails, credit and debit cards under

false preten%gwfectronic fraud,”! fraudulent manipulation of payment systems,’? identity

L4
4 Sectlx 46(1)(2) of the Constitution of the Federal Republic of Nigeria, 1999 (as amended): B A Haruna,
‘An Analysis of the Fundamental Rights Enforcement Instruments in Nigeria: Past and Present,” Bayero
University Journal of Public Law (BUJPL) 2, no. 1 (2010): 1-7;
% Encyclopedia of Criminology and Criminal Justice,” Gerben Bruinsma, and David Weisburd, (eds.)
(SpringerReference, 2014). (accessed 14 April 2024)
Ukasha Ismail, ‘The Nigeria Police Force and Cyber Policing: A Synopsis’, (ResearchGate, 2020) available
at <DOI: 10.13140/RG.2.2.30325.60647>. (accessed 14 April 2024)

7 Cybercrimes (Prohibition, Prevention, Etc.) Act, 2015, Section 1(a).
%8 Ibid, Section 1(c)

% Ibid, Section 6 (1).

0 Ibid, Section 12(2).

"1 Ibid, Section 13(2).

72 1bid, Section 14 (4).

N
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4 75

theft,”® impersonation,’® child pornography,” cyber stalking,’® bullying,”” phishing,’”® and
spamming.”” The Act places a duty on financial institutions,’’ and service providers,’! to
ensure that they provide security measures for the protection of the information of customers
to prevent online breaches. The Act equally provides that the National Security Adviser will
supervise the administration and enforcement of its provisions.®? In addition, the act permits

international cooperation; the Attorney General of Nigeria is vested with the power to ask for

assistance from foreign jurisdictions for the investigation and prosecution of C@Qimes.“

Therefore, the Cybercrimes Act brings to life a legal frameworl«(gr(ﬂ(e prohibition,
prevention, detection, investigation and prosecution of cyb and other related
matters.3* The Act reflects the government's commitment pholding privacy rights in
Nigeria's cyberspace. Its primary objective is to enhanc cy@rsecurity and prevent or combat
cybercrimes in the country.®> The aim of the ‘%’bto among other things define what
constitutes cybercrimes and provide penalti@lgst the perpetrators of the crimes in Nigeria.
It was also enacted to provide a platf@r cybersecurity that will ensure the protection of

computer systems, data, and & cy rights.® The Cybercrime Act's Explanatory

Memorandum explain@e Act aims to establish a cohesive and thorough legal,
10

regulatory, and institﬁ

]
cybercrimes in @na. t also aims to safeguard critical national information infrastructure,

3 Ibid, Sec (D).

7 Ibi ,s@ﬁzz ).

5 Ibid; 1on 23 (2).

76 Ibid, Section 24 (1).

77 Tbid, Section 24(2).

78 Ibid, Section 32 (1).

7 Ibid, Section 32(2).

80 Tbid, Section 19(3).

81 Tbid, Section 38 (2).

82 Ibid, Section 41(1)(a).

8 Tbid, Section 52(1).

8 Tbid,

8 The relevant Sections of the Cybercrimes (Prohibition, Prevention, Etc.) Act 2015, (as amended, 2024)
dealing with these issues include: Sections I(c) and (3) (I), 41 (2) (a) and 43(1) (a).

I S Nwankwo, ‘Information Privacy in Nigeria.” In African Data Privacy Laws: Law, Governance and

Technology Series (Volume 33), Alex B. Makulilo, (ed) 45-75. (Cham, Switzerland, 2016).

framework to prohibit, prevent, detect, prosecute, and punish
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enhance cybersecurity, and protect computer systems, networks, electronic communications,
data, computer programs, intellectual property, and privacy rights. This description is
reiterated in Part 1 of the Act, outlining its objectives: (a) to create an effective and unified
framework for tackling cybercrimes in Nigeria; (b) to protect critical national information
infrastructure; and (c) to promote cybersecurity and the protection of various digital and
intellectual assets. Consequently, scholars believe that the Cybercrime Act indeed &ritizes

privacy protection.®” The relevant Sections of the Cybercrimes Act on data/pri rotection

,\(/

Section 38(1) focuses on the storage and safeguarding of person Qt mandates Nigerian

are Sections 1, 38 and 39 respectively.

service providers to retain subscriber data and information fo@eriod of two years. "Service
providers" encompasses both private and public telec&ﬁications companies in Nigeria
and extends to organizations utilizing their sewice@% as e-traders, banks, and cyber cafes,
as well as other entities that store or proces&}\@%er data for these companies. Additionally,
Section 38(2) outlines the conditions \@vhich personal data held by these entities may be
disclosed, specifying that such d@{gaq be released upon request by the relevant authorities,
law enforcement agencie ,@rts.gg The relevant authority referred to in this section is the
Nigeria Communic’a@

.

N\

However, Séti 8 (4) of the CA requires e-traders and other specified entities to use

mmission (NCC).

persona@solely for purposes authorized by the CA. This means that personal information
mustﬁl used exclusively for legally defined reasons and not for unauthorized purposes.
Moreover, Section 38(5) of the CA obligates service providers, including e-traders, law

enforcement agencies, and the NCC, to adhere strictly to the constitutional provisions

87 Adeyemi O. Owoade, ‘A Review of the Cybercrime Amendment Act and the CBN Cybersecurity Circular’
Jackson, (Lagos, Etti & Edu, 2024) <www.jee.aafrica>: O V Ojo, ‘An Assessment of Nigeria's Cybercrimes
(Prevention, Prohibition Etc.) Act 2015.' The Lawyers Chronicle. Jos, Nigeria, 2015.

88 Section 38 (2) and (3) of the Cybercrimes (Prohibition, Prevention, Etc.) Act 2015, (as amended, 2024).
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concerning the right to privacy.®® They are required to take all necessary steps to safeguard
the confidentiality of personal data they hold, process, or retrieve. Violating Section 38 of the
CA constitutes an offense, punishable by up to three years in prison, a fine of up to
N7,000,000.00 (Seven Million Naira Only), or both. Section 38 of the CA aligns with the
OECD's principles on data protection, which emphasize security measures to prevent data
loss, unauthorized access, destruction, misuse, modification, or disclosure. The primary goal

is to ensure proprietary information remains confidential, its integrity is pres , and it is

,\(/

The CA prescribes penalties against persons who destroy or gra Quthorized access to

accessible only to authorized individuals.*®

personal information of others. The philosophy behind is to p e the personal information

for criminal investigation and prosecution.’! Therefo& is not enacted to protect the
interest of the consumers regarding their data. Th@hcomings of the CA showed that the

CA has failed to accord privacy and/or dat \@lgon rights to e-consumers.

Therefore this Nigerian legal t‘rame%& privacy is inadequate because it lacks specific
privacy provisions.”? To addre{%se privacy issues, the National Information Technology
Development Agency (. launched the Nigerian Data Protection Regulation (NDPR) in
2019, aiming to p@personal data and prevent its misuse by unethical individuals. The
roots of the&gm( can be traced back to the government's initial efforts to regulate e-
comme ’éd similar matters in Nigeria, beginning with the introduction of the National

Infor%ﬁon Technology Policy (NITP) in 2001. The NITP outlined over thirty broad

8 Section 38 (5) of the Cybercrimes (Prohibition, Prevention, Etc.) Act 2015, (as amended, 2024)

% R A SpineHo, 'Cybercrime, Encryption, and Government Surveillance,” in Regulating Cyberspaces The
Policies and Technologies of Control (Westport, CT, USA: Greenwood Publishing Group Inc., 2002), 207.

°1' 0 O Viyon, ‘An X-Ray of Nigeria's Cybercrimes Act 2015, Vis-a-Vis the Right to Privacy.” The Lawyers
Chronicle. Jos, Nigeria, 2016.

92 U Akpojivi, ‘Rethinking Information Privacy in a Connected World.” in A M Nhamo and T Chari, (eds.)
Media Law, Ethics, and Policy in the Digital Age, 268-285. (IGI Global, 2017) 435; The Nigerian Data
Protection Regulation 2019, Paragraph 1.1 (a).
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objectives.”® The goals encompass advocating for laws that safeguard online business
dealings, privacy, and security nationwide. The NITP was established to support e-
communication, e-governance, and e-commerce in the country. Additionally, in 2001, the
National Information Technology Development Agency (NITDA) was formed under the

Federal Ministry of Science and Technology to enforce the NITP's guidelines.

In 2007, the National Information Technology Development Agency (NITDANgained
autonomy with the passage of the National Information Technology Devi;;@ Agency

Act (NITDA Act) 2007. This legislation authorizes NITDA to ensure&p acy, integrity,

accuracy, confidentiality, security, availability, and quality of perso ormation within the
country. To fulfill these responsibilities effectively, Secti@o the NITDA Act grants
NITDA the authority to create guidelines, policies, and stahdards to oversee the seamless

operation of e-commerce, e-governance, and e-@unications. Additionally, NITDA is

(o)

tasked with safeguarding the personal infom\K@l and data of Nigerian citizens. Accordingly,

under Section 6 of the NITDA Av\ DA introduced the Nigerian Data Protection

Regulation (NDPR). The NDPR Q{-?ﬁcially released in 2019, providing specific guidelines

for government entities, .t \gencies, and private organizations to follow when handling

N

citizens' data.**
Q

The NDPR % is to prescribe rules for the protection of personal data in the hand of
organiz@ﬁr persons who control, collect, store and process such data (whether within and
outsid\e4!igeria). The NDPR defines a "Data Controller"®® as any person or body that

"96

determines how data is to be processed, while a "Data subject|"” is any person who can be

93 Nigerian National Policy for information Technology (IT) 200); Muhammad Nuruddeen, ‘Analysis of the

Legal Framework for the Operations of E-Commerce: A Nigerian Perspective,” Ahmadu Bello University
Zaria Journal of Private and Comparative Law (JPCLJ 6 & 7 (2014): 268-271.

I S Nwankwo, ‘Information Privacy in Nigeria.” In African Data Privacy Laws: Law, Governance and
Technology Series (Volume 33), (ed) Alex B. Makulilo, 45-75. Cham, Switzerland, 2016.

The Nigerian Data Protection Regulation 2019, Paragraph 1.3 (x).

The Nigerian Data Protection Regulation 2019, Paragraph 1.1 (xiv).
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identified by reference to an identification number or peculiar factors such as cultural,
physiological or social characteristics. Upon all the legislation dealing with data and/or
privacy protection in Nigeria, the NDPR is said to be the most comprehensive. The NDPR is
in tandem with international standards and best practices and contains far-reaching provisions
of data protection as contained in the OECD Guidelines. It is worth noting that NDPR binds
both local and foreign companies in so far as they receive and process the data &fpeople
residing in Nigeria.”” Non-compliance with these provisions constitutes a h of the
NITDA Act. Unlike earlier laws, the NDPR takes a non-discriminato@nce on data
protection. It ensures that personal data and privacy are safeguard ly for citizens but
also for all residents in Nigeria, including those engaged in 6%&%. Section 1 (1.5) (1)
of the NDPR clearly states this intent. The NDPR guaran privacy and data protection for
everyone residing in Nigeria, regardless of their t@y, covering details such as names,

addresses, photos, email addresses, bank inf%@n, and social media posts.

Section 2 of the regulation contains &J@elines on collection, processing and accessing of
personal data. The section prescr%s,(ae operation or set of operations to be observed in the
course of collecting, reco d@}OrganiZing, storing, altering, and granting of access in respect
of personal data of i &uals in the country.”® The section also deals with the issue of
X
consultation with data subject particularly for the purpose of retrieval, use, transmission,
cross-usa%mbination, blocking, erasure or destruction of his/her personal information in
the Iﬁs@%of the data controllers. Also, it expressly prohibits the collection of personal data
which reveals racial or ethnic origin, political opinions, religious or philosophical beliefs or
trade union membership save as provided by the NDPR. It further prohibits the processing of

personal data concerning health or sex life of individuals except stipulated by the NDPR. The

97 B O Jemilohun, and T I Akomolede. ‘Regulations or Legislation for Data Protection in Nigeria? A Call for a
Clear Legislative Framework.” Global Journal of Politics and Law Research 3, no. 4 (2015): 1-16.
M L Ahmadu, ‘Background Study on Cyber-Legislation in the South Pacific,” in Principles of Cyber
Legislation for Pacific Island Countries (Auckland, New Zealand, 2007), 98.
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NDPR requires data controllers to obtain the consent” of data subjects before processing
their data. Data controllers must ensure that they use effective security!'®® measures to protect
the data belonging to data subjects. The data subject has a right to reject the data being
processed.'”! Also, the NDPR provides for penalties in the event of a breach of its
provisions.!?? The Attorney General of the Federation must supervise any data meant to be
transferred out of Nigeria.'®> The NDPR also establishes the Administrative Redress, Panel!%

responsible for investigating complaints and determining the appropriate redre@Q

Although the NDPR is said to have complied with the universally acc%&d%‘lﬁciples of data
protection, yet scholars have criticized it to be a soft law and thu, binding force!® and
thus cannot be sufficient to protect individuals from informarivacy violations in Nigeria.
It was argued further that the NDPR still does not qualify as/a specific legal document for e-
commerce and consumer protection in Nigeria @se it did not make reference to e-
commerce or consumer protection. On thia@’ge, it is of the view that e-commerce needs
to have a specific data protection \'@t will cover all angles of data protection. For
instance, the South African Ele@qi Communications and Transactions Act 2002 which
incorporated, mutatis m tc@ﬁ\e OECD privacy rules'® provides means to regulate and
protect the process of &n

3

]
matters relati@o foster security, transparency and infrastructural commercial

al data from being misused through commercial transactions and

Thus it is an explicit piece of legislation on e-commerce and consumer

% The I\\hgerian Data Protection Regulation 2019, Paragraph 2.2.

100 Tbid, Paragraph 2.6.

101 Tbid, Paragraph 2.8.

102 Ibid, Paragraph 2.10.

103 Ibid, Paragraph 2.11

104 Tbid, Paragraph 4.2

105, A Abdulrauf, ‘New Technologies and the Right to Privacy in Nigeria: Evaluating the Tension between
Traditional and Modem Conceptions.” Nnamdi Azikiwe University Journal of International Law and
Jurisprudence 7 (2016): 1 13- 124.308 25 of 2002,

106 The United Nations Commission of International Trade Law (UNCITRAL) Model Law on Electronic
Signatures (MLES).

107 J Hofman, D Johnston, S Handa & C Morgan, ‘Cyberlaw: A Guide for South Africans Doing Business
Online’, (Cape Town, South Africa: Ampersand. Dunlop (2005), 6.
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protection. In effect, the ECTA seeks to protect the personal data and information of e-
consumers. Perhaps, Nigeria needs to have a specific data protection legislation for e-
commerce just like the ECTA. Noting that the ECTA does not only protect the data of e-
consumers but also ensures that those who misuse such personal data are brought to book and
punished accordingly. Therefore, without the existence of an adequate digital data protection

legislation, personal information of e-consumers in Nigeria may continue to be misused

without their knowledge and consent. This invariably creates doubts and miStstist in the
minds of the e-consumers.'% ’\QJ
As previously noted, both offline and online commercial transacti re often marred by

unfair trade practices. These practices involve deceptive @mdulent actions by traders
towards consumers. Unfair trade practices include @false claims, whether spoken,
written, or displayed, about the standard, quali%@antity, grade, composition, style, or
model of goods. Additionally, they involv@lging false or misleading information about
the necessity or benefits of goods or se\)@;. These unethical and questionable behaviors are
detrimental to trade and comm .c?xamples include deceptive advertisements, failure to
deliver paid goods (espe iaé{h e-commerce), and withholding essential information needed
for informed purchaﬁgﬁcisions. Consumers frequently suffer at the hands of dishonest
traders, with liQe}course, particularly in e-commerce, highlighting their vulnerability and

weakness % marketplace.'?’

\/Q/

108 R Alghamdi, S Drew, and T Alhussain, ‘A Conceptual Framework for the Promotion of Trusted Online
Retailing Environment in Saudi Arabia,’ International Journal qf Business and Management 1, no. 5 (2012):
144.

109 Roshazlizawati Mohd Nor and Naemah Amin. ‘E-Consumer Protection in Delivery of Goods: A Malaysian
Perspective’ Journal of Education and Social & Sciences 3 (Feb.) (2016): 39.
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Scholars have claimed that there is no clear provision of the law which protects the e-

consumers against unfair trade practices in Nigeria!!®

the legal frameworks, including the
Nigerian Electronic Transmission Bills of 2015 and the Federal Competition and Consumer
Protection Act of 2019, appear to fall short in addressing the issue effectively. Hence, this

section will examine these laws to determine the accuracy of this assertion. The analysis will

start with the Electronic Transmission Bills of 2015. \
3.1.3 Nigerian Electronic Transactions Bills 2015 QQ

The Electronic Transactions Bill 2015 (ETB 2015), introduced durids\t&th Assembly,
marked significant advancements over the earlier draft spor@y NITDA. Besides
acknowledging electronic communication as a legitimate me@or commercial dealings, the
ETB 2015 establishes a legal framework for conduct'@@msactions through electronic or
related media, protecting e-consumer rights, and (Qoting e-commerce in Nigeria.!!! The
ETB 2015 includes provisions designed t\@guard the interests of online consumers in
their interactions with online traders. l@dates that online traders provide essential details
about the individuals behind the @ness the business location, and full contact information.
Additionally, the bil s@@mes the legitimacy of electronic records,''? electronic

13 and elec onic contracts.!'* Whilst the bill has not been passed into law, the

signatures
Evidence Act @s the existing legal framework that recognizes the validity of contracts

signed e ically.!'> Online businesses are required to provide clear and precise

\/Q/

119 A Oyewunmi and A O Sanni, ‘Challenges for the Development of Unfair Contract Terms Law in Nigeria’
University of Western Australia Law Review (UW Austl. L. Rev) 37, no. 1 (2013): 86.
<https://www.austlii.edu.au>

1 ibid

112 Section 3, ETB, 2015.

113 Section 11, ETB 2015

114 Tbid, Section 26.

115 Section 93 (2) (3) Evidence Act, 2011
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information about their products and services.!' They are also required to provide accurate

and verifiable information about the business itself.!!”

The rationale behind this is to ensure that e-consumer do not fall into the trap of fake and
fraudulent e-traders. This is because, it is very easy for one to create and operate e-commerce
website from any location in the world. It is also very easy to remove the website after
committing fraud. Thus, Section 21 of the ETB 2015 provides that e-traders mus# provide
accurate, clear and accessible information about themselves, sufficient to 1 ify, the legal
name of thee-traders together with their full addresses and other means andct including a
telephone number;''® facilitate quick and effective communicati ween the consumer
and e-traders;!"” and allow for service of court process when@n%arises.120 Section 21 of
the ETB 2015 goes further to place a similar obligation orgaders with regards to the goods
they offer for sale.'”! According to this section%’bnsumer must not be held liable for
charges where the goods or service does n(\l‘@ the description'?? displayed by the vendor
or was not delivered in good condiﬁ%The vendor must refund the consumer's money
within a reasonable time.!** The @calation with regards to online goods must be accurate
and accessible to the cons v 325 The e-consumer's decision to make purchases depends
solely on the informat'cg)vided on the e-traders’ website.!?¢ However, the major challenge
faced by the e((;r.l‘:s}n is the inability to taste, feel or inspect the goods he/she intends to

purchase. is because E-commerce is not like the traditional commerce where the

consbx&}géan examine, feel or taste the goods he/she intends to purchase. Hence, Section 21

116 Section 33, ETB 2015

17 Section 33 (3), ETB 2015

118 Section 21 (1) (a) and b of the ETB 2015

119 Section 21 (1) (b) and b of the ETB 2015

120 Section 21 (1) (c) and b of the ETB 2015

121 Section 21 (2) (a) and b of the ETB 2015

122 Electronic Transactions Bill 2015, Section 34 (4) (b.)

123 Tbid, Section 34 (d).

124 Ibid, Section 34 (5).

125 Section 21 (2) (a) of the ETB 2015

126 T K Ilobinso, ‘Consumer Protection in the Context of Electronic Commerce: A Nigerian Perspective.” In
Faculty of Law Seminar Series, 1-25. Lagos, Nigeria: Faculty of Law, University of Lagos, 2015.
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provides that e-traders must clearly, sufficiently and accurately describe the goods to the e-
consumer perhaps by using images and other product specifications. Even though this
provision is yet to become law in Nigeria, evidence of compliance with the provision is seen

on the website most of the Nigerian e-traders’ website.

In the same vein, Section 21 of the ETB 2015 provides that information relating to
terms/conditions including charges and taxes must equally be clearly and sufficiently
disclosed before the transaction is concluded.!?” The Section goes further to @te that e-
traders must give the e-consumer, at the appropriate stage, the lgh withdrawal,
termination, exchange, cancellation as well as the right to return g d get refunds. Also,
conditions relating to all these issues must be conspicuo@%ided on the e-traders'
website.!?® Consequently, Section 21 of the ETB manda@-traders in Nigeria to maintain
adequate records of all transactions conducted on B%vebsites.129 It made provision for the
protection of consumers' data; it requires ors keep the personal data of consumers
confidential and make their privacy p,p icie§ public and easily accessible to consumers.'*° The
bill also admonishes vendors to é&onsumers the option to refuse to receive unsolicited

messages.'!

Even though the ETB Ogmcludes extensive consumer protection measures, it falls short in
several areas. (Qt} point out that the ETB 2015 lacks provisions for the delivery of goods
purchase credit cards. Additionally, the ETB 2015 does not address data protection for
onliansumers, which remains a significant issue. While the ETB 2015 mandates
electronic payments, it does not ensure the security of these transactions. This oversight

means the ETB 2015 does not comply with the OECD Payment Principle standards, which

127 Section 21 (2) (b) (i) of the ETB 2015

128 Section 21 (2) (b) (ii) of the ETB 2015

129 Section 21 (2) (b) (i) of the ETB 2015.

130 A Oluchi, ‘Analyzing the Adequacy of Electronic Transactions Bill 2015 in Facilitating E-Commerce in
Nigeria.” Social Science Research Network (SSRN) (2015): 1-7.

131 Electronic Transactions Bill 2015, Section 36.
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require online merchants to offer secure and user-friendly payment options. As a result, e-

consumer data could be at risk of being lost, stolen, or misused.!*

Despite the ETB 2015 outlining the expected behaviours for e-traders in their marketing
activities, it falls short in providing penalties for non-compliance, unlike foreign jurisdictions
that impose sanctions on e-traders for unfair trade practices, misuse of consumer data, and
failure to meet information disclosure requirements. Therefore, it is crucial for the ETB 2015
to include prescribed punishments. Without effective sanctions, there is a higl@hood that
dishonest e-traders in Nigeria will disregard the law. A law becomes &&aﬂve when it is
ignored without consequence, making enforcement against ompliant e-traders
essential;'3* which is the best way to protect consumers w, ngage in e-commerce from
fraud and deceptive practices. Therefore, from the prec@ section, it is evident that this

legal framework in Nigeria tried to adopt the prov%@of the Model Law in the country.

Although this is a laudable achievement,”@rgrs have critically examined the provisions
of the ETB, pointing out significant 1 AFor instance, Section 6 of the 2015 ETB fails to
differentiate between an ordina &tronic signature and a digital signature. Given Nigeria's
high incidence of cyberc 'r@t is crucial to promote the use of digital signatures. Enhanced
cybersecurity measu§ uld bolster the trust and confidence of e-consumers. Although
there was som ali’\ﬁlent with The Model Law, it is unfortunate that the ETB 2015, which
was approta y the National Assembly, was not signed into law by the former President

Q

befor departure from office on May 29, 2015. This lack of assent might be attributed to

&

the shortcomings identified in the ETB 2015. Scholars have noted that the ETB 2015 was

among the 46 bills hurriedly passed by the 7th Assembly at the end of its term, without

132 OECD, Consumer Policy Guidance on Mobile and Online Payments, OECD Digital Economy Papers (Paris:

OECD Publishing, 2014), 12.

133V Reding. ‘Towards a More Coherent Enforcement of EU Consumer Rules,” In European Consumer Summit
2013 (Brussels: European Commission, 2013), 2. Available at <https://europa.cu.>

134 A S Abubakar, and F O Adebayo., ‘Analysis of Electronic Transactions Bill in Nigeria: Issues and
Prospects.” Mediterranean Journal of Social Sciences 5, no. 2 (2014): 215-220.
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adhering to due process. Furthermore, investigations reveal that the ETB 2015 was
reintroduced to the National Assembly as the Electronic Transaction Bill 2016, aiming to
refine and update the bill to align with global practices. The ETB 2016 was successfully
passed by the House of Representatives on June 7, 2016, and is now awaiting Senate
concurrence. Following this, it will be harmonized and sent to the President for approval.
Based on the above discussion, it is clear that Nigeria currently lacks specific laxsfor e-

commerce and consumer protection. Efforts to establish such laws are still in t@n of bills

,\(/

The Federal Competition and Consumer Protection Act (FC@\ct) serves as the main law

pending before the National Assembly.

3.1.4 The Federal Competition and Consumer Protection Act;

governing consumer protection in Nigeria. It was enacﬁ@@eplace the Consumer Protection
Act Cap. C25, Laws of the Federation of Niggri 004, and Sections 118-128 of the
Investment and Securities Act, Cap.124, @)4. This legislation is consumer-focused,
outlining the process for consumers !@ redress. It also created the Federal Competition
and Consumer Protection C.omr%&on (FCCPC) to oversee the Act's implementation and

Q

regulate economic ac%t«;@Additionally, the Competition and Consumer Protection
t

Tribunal (CCPT) v;/&s%
Act's provision(} F

including conducted by individuals, corporations, and government bodies. Its scope

lished to address disputes and ensure proper enforcement of the

CP Act applies to all business activities and enterprises in Nigeria,

alsownds to activities outside Nigeria carried out by Nigerian citizens, residents, or

businesses incorporated or operating in Nigeria.'3

However, the FCCP Act contains some provisions aimed at promoting fair, efficient and
competitive markets as well as checkmating unfair trade practices while facilitating access to

all citizens to safe products and secure the protection of rights for all consumers in Nigeria

135 FCCPA 2018, s2
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for related matters. The provisions could be found in Part XV of the FCCP Act. To start with,
Section 114 to 118 of the FCCP Act specifically seeks to protect consumers against non-
disclosure or lopsided information by business or e-traders in Nigeria./?% This provision
focuses on traders who fail to disclose all the relevant information practices in commercial
transactions. Also, the provision seeks to protect consumers and those who might discouraged
from purchasing goods to take care of themselves while making purchases. Thereforg, section

114-118 stipulates that; a consumer is entitled to be given informatio lain and

understandable language where such is required to be given by an und5<lc£§, is includes
c

a seller or supplier, prices of goods and services;!?” adequate tra.
R

disclosure of second-hand or reconditioned goods as well

ption,'*® Right to
t to be given adequate
information of every transaction). In summary, the FC@ct mandates that e-commerce
businesses in Nigeria must clearly identify the eﬂ'@ncluding their name, business or
company registration number, email, phon %er, and business address. They must also
provide key product or service detailss&}cing (inclusive of delivery and related costs),
payment options, terms and cc&@ns, and estimated delivery times. Additionally,
advertising products for sale'@ut the intention to supply them is an offense under this Act,
which is considered an@?ﬁade practice. Violating these provisions constitutes an offense
in Nigeria'®. &

Conseque%bhe FCCP Act provides that any trader found guilty of any form of deceptive
or n}%gﬁng information is liable on conviction to 5-years imprisonment or pay fine
0fN10,000, 000.00 or the combination of both. The punishment for a deceptive or wrong

information does not only apply to traders alone; the punishment is extended to any corporate

body who knows that the information provided is deceptive, but goes ahead and disseminated

1
1
1
1

[

¢ Section 114, FCCP Act 2018
7 Section 115. FCCP Act 2018
8 Section 121, FCCP Act 2018
 Section 122, FCCP Act 2018

W W W
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same. The FCCP Act provides a stiffer monetary penalty against disseminators of the wrong
commercial information.!#’ This is the limit to which the FCCP Act dwells on the issue of

false information, obnoxious and unscrupulous practices in Nigeria.

It has been noted that the Nigerian FCCP Act does not address e-commerce and fails to
protect e-consumers from deceptive information practices. A detailed examination of the
sections requiring full disclosure, as specified in the Act, indicates that they do no%end to
online commercial transactions. The FCCP Act mandates that e-traders incl ormation
disclosure requirements for consumers' benefit, as outlined in Section }Q&And (b). These
sections require the seller to provide a written record of each tr @)n to the consumer,
including the undertaking's full name or registered busine@%md the address of the
premises from which the goods or services were sold or@plied. The Act’s provisions on
information disclosure, as reviewed, are considereb uate to protect consumers' interests.
The duty to disclose material information igs/to both pre-sales and post-sales activities,
ensuring that consumers are well-in ﬂ&sd about market discrepancies.'*! Although the
section on consumers’ right of tl@ﬁ\&\ll’ outline the requirement for disclosing information
about the trader of the good ."i$ever, it did not provide comprehensive or sufficient ground
for distance transactio& h e-commerce entails. It means that the Act did not mandate e-

]
traders to proviQe &et

with the s;géxom a distance either an email or phone number. Besides, it has been argued

ional contact information that will allow e-consumers to communicate

that G%CP Act does not even contemplate e-commerce nor does it aim at protecting e-
consumers against lopsided or non-disclosure of business information practices. From careful
observation of section 188 (a) and (b) of the FCCP Act, it is clear that the sections do not

apply to e-commerce transactions which is not surprising giving the fact that the FCCP Act

140 Section 155, FCCP Act 2018

141G, Jayabalan, ‘E-Commerce and Consumer Protection: The Importance of Legislative Measures,” Journal of
the National University of Malaysia (2012) (16) 94; Y Akdeniz, C Walker, and D Wall, "The Internet, Law
and Society’ (New York: Longman, 2000), 156.
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was formulated without considering that e-commerce would be major source of transaction in
Nigeria coupled with the fact that it amended the CPC Act which also did not have such
provision in it. This is particularly crucial for e-consumers who rely totally on the

information given on the website of e-traders.!*?

The OECD mandates that e-traders must provide sufficient and accurate information about
the goods and services they sell. This principle also requires e-traders to digplay their
registered name, address, email, phone number, and other contact infor@% clearly.
Unfortunately, the FCCP Act lacks specific provisions for inform@gélclosure to e-
consumers. Despite this, Nigerian e-traders like Konga.com a ia.com.ng seem to
comply with these principles voluntarily, even though there @%plicit legal requirements
compelling them to do so. This voluntary compliance is@)mendable as it reflects a self-
regulation approach, which the OECD guidel@%s rongly recommend for consumer
protection. However, the FCCP Act does n@rbse self-regulation, instead empowering the
FCCPC or Tribunal to periodically cmg@ulations to enforce the Act’s provisions. Despite
having this power, the commissic@ﬁ{(?\ibunal has not yet established any specific regulations

[ ]
for e-commerce informati@losure, focusing instead on general trade practices. It is

hoped that future re %bs of these regulations will include comprehensive consumer
° *
protection mea:@ej

In Nigeria; re the FCCP Act was enacted, consumer protection from unfair terms was

-commerce, thereby broadening their scope.'#

largwndled by the judiciary through common law principles, which provided indirect
safeguards against unfair terms due to the lack of specific unfair contract legislation.
However, this method did not consider the local conditions and consumer interests. The

FCCP Act now includes provisions that oversee unfair contracts, granting consumers rights

192 Amin and M. Nor, (2013): n
143 T K Tlobinso, 'Paving the Path to an Enhanced Consumer Protection for the Nigerian Online Market: Theories
and Concepts' (2017) Available at (African Journals Online) <https://www.ajol.info>
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such as not being subject to conditions before purchasing, canceling advance reservations,
rejecting goods before completing transactions, ensuring goods match samples and
descriptions, rejecting defective or unsafe goods, and guaranteeing safe and quality goods and
services. Essentially, the Act mandates that businesses must not supply, agree to supply, or

offer to supply goods or services at prices or under terms that are clearly unfair, unreasonable,

»

A contractual term that require a consumer to waive any rights, assume a igation or

or unjust.'#

waive any liability of the business on terms that are unfair, unreasonab oranust or impose
any term as a condition of entering into a transaction.'® A term '@air unreasonable or
unjust if it is excessively one-sided in favour of any person @% the consumer or other
person to whom goods or services are to be supplied.'4¢ I@.\ld be regarded as unfair if it is

as adverse to the consumer as to be inequitable.mb’b

The Act clearly forbids specific agreement@m‘s that: aim to mislead, deceive, or engage
consumers in fraudulent activities; '1@ or bypass any provision of this Act; permit
businesses to engage in activ@éﬁaibited by this Act; limit or exempt businesses from

responsibility for losses§§‘by their gross negligence; or place the risk or liability of such

losses on the consumér. Non-compliance with this section will render the agreement void to

the extent it Vi@ this section's provisions. Nevertheless, it is debated whether the FCCP
Act inclu ese regulations for e-commerce or specifically protects e-consumers from
unfa%{g%e practices. It remains uncertain if these provisions apply to online commercial

148

transactions.'*® In Nigeria, the problem of privacy and data protection continues to pose a

threat to e-commerce. This is because Nigerians are always security conscious and are very

144 Section 127(1)(a) FCCP Act
145 Section 127(1)(c) FCCP Act
146 Section 127(2)(a) FCCP Act
147 Section 127(2)(b) FCCP Act
148 Section 129 FCCP Act
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careful when disclosing their personal information. Due to a lack of internet privacy,
technology, and legal institutions to assure data protection, the majority of Nigerians do not

reveal their personal information, particularly when it concerns their finances.'#

Privacy is recognized globally as a fundamental human right and is protected by various legal
frameworks at international, regional, and national levels. Article 12 of the United Nations
Declaration of Human Rights states that individuals should be free from arbitrary_ifatrusions
into their private lives, families, homes, or communications and should not Qttacks on
their honor or reputation. It guarantees everyone's right to legal pr}ﬁgai against such
violations. The United Nations Guidelines on Consumer Protecti late that businesses
must protect consumers' privacy by implementing prop %ols, security measures,
transparency, and consent mechanisms for personal dat@lection and usage. In Nigeria,
Section 37 of the 1999 Constitution ensures the p@% of citizens' homes, correspondence,
telephone conversations, and telegraphic @nications. The Nigerian Data Protection
Regulation (NDPR), developed by, @aﬁonal Information Technology Development
Agency (NITDA), aims to safe%ﬁjn\dividuals' data privacy and establish a robust legal
framework for data prot " % in line with global standards. However, the Federal
Competition and Consu Protection (FCCP) Act, which supersedes the former Consumer
Protection Couéf)@acks provisions for online consumer privacy and data protection. As
a result, tl}‘s does not include personal data privacy among the thirteen stated consumer
right&VgIs omission means that personal data protection rights are not recognized in
Nigeria's consumer protection laws. The draft Personal Data Protection Bill currently under

consideration by the National Assembly seeks to create a comprehensive regulatory

framework for personal data protection and processing, ensuring the rights and freedoms of

199 D Enadeghe, ‘Comparative Analysis of the Applicable Legal Protection for Purchasers on the Internet, in
Europe & USA- Lessons for Nigeria, (Central European University, Budapest, 2013).
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data subjects as outlined in the Nigerian Constitution. Therefore, the FCCP Act is inadequate
in addressing the basic needs of modern consumers, particularly e-consumers. To remedy
these deficiencies, the FCCP Act needs to be amended and expanded to serve the needs of
both traditional and digital consumers. The Act is long overdue for revision to address the
evolving dynamics of e-commerce in Nigeria. In summary, the FCCP Act is insufficient to

meet the basic needs of ordinary consumers and is even less equipped to cater to theneeds of

Q
&
S
S

3.2 Institutional Framework for the Protection of r Rights in E-Commerce

Transactions in Nigeria er

Consumer protection is a legal framework that@ies consumer laws and institutions that

e-consumers.!>?

uphold consumer rights. It is crucial OXconsumers to have robust protection from
.
exploitation by businesses in both @e and online transactions. Without these protective
measures, consumers wouic\“gexposed to unfair business practices. An effective
enforcement mechanis&@%senﬁal to protect consumer rights, including those of e-
consumers. Thﬁ& onsumer protection in e-commerce involves both public and private
ou

entities, eit%

Nigeria@érnment has established an institutional framework to ensure effective protection

gh specific legal provisions or their inherent responsibilities. The

and enforcement of e-commerce consumer rights:
3.2.1 The Federal Competition and Consumer Protection Commission of Nigeria

The Federal Competition and Consumer Protection Commission was established by the

FCCP decree as an apex institution for consumer protection in Nigeria. Its establishment is in

130 F Monye, Umoh, B and Chukwunta. C Research Report on the State of Consumer Protection in Nigeria: A
Review of Consumer Protection in the Telecommunications Sectors in Nigeria. (Nigeria, 2014).

50



line with the South African Consumers Protection Act (CPA) 2002 for consumer protection
in South Africa and also to repeal the Consumer Protection Council Act 1992; as an
independent body that is empowered to administer and enforce the consumer protection. The
FCCPC is composed of a Board made up of a Chairman, the Chief Executive of FCCPC
(Vice-Chairman of the Boards), two Executive Commissioners and four non-executive
Commissioners.!>! These Board members are to be appointed by the President subject to
confirmation by Senate. Likewise, the CCPT is composed of a Chairman ﬁa be a
lawyer with 10 years, post-qualification, and experienced in competjtion law, consumer

protection or commercial and industrial law; six other members wi@ ears, professional

experience in either of §

The FCCPC is established with the mandate to elimi anti-competitive agreements,
misleading, unfair, deceptive, or unconscionable B%tmg, trading, and business practices;
and giving and receiving advice from ot\ atory authorities or agencies within the
relevant industry or sector on consumg@ection and competition matters'>? and providing
consumers with access to judic&&b\dies for the protection of their legitimate interests
making it an institutional a@for aggrieved consumers to seek redress concerning unfair

trade practice in Nig@ in the spirit of this mandate backed up by Sections 17 and 18 of
FCCP Act whi ‘;\%n

tes the FCCPC to receive the consumers' complaints and enforce
legislation rning consumers protection.!>* The implication of this provision is that in
situaﬁQn/ hen consumers' rights are being harmed, the Commission has the advisory!>* and
investigative power'*> to resolve the issues, enact regulations to address the dangers that

consumers confront as well as eliminate anticompetitive agreements, misleading, unfair,

151 Federal Competition and Consumer Protection Commission, ‘Complaint Handling procedure’ Available at:

<https://www.fccpe.gov.ng/consumers/complaints-handling-procedures/> (accessed 21 September 2023)
1532, FCCPA s. 9 and s.17 sub paras (b), (¢), (1), (i), (p), (u), and (w)
133 Section 17(b) FCCP Act
154 Section 17(c), (f), (1) FCCP Act
155 Section 17(e) FCCP Act
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deceptive or unconscionable marketing, trading and business practices.!>® an go a long way to
resolve disputes or complaints, issue directives and apply sanctions where necessary.'”’ in
order to protect and promote consumer interests;'>® and were necessary advise the Federal
Government on matters relating to consumer protection, including making recommendations
to the Federal Government for the review of policies, legislation and subsidiary legislation as

considered appropriate.'>

S\

Additionally, Section 39(1) of the FCCP Act establishes the Competition@onsumer
Protection Tribunal which is entrusted with adjudicating on the Act's pgq‘bged conducts and
exercising the jurisdiction, powers, and authority conferred o @’ this or any other
statute.'® The philosophy behind the powers given to the tri@% ensure speedy redress
at the grass root in matters concerning violation of consu@rights and shall keep records of
its proceedings and have jurisdiction throughoub% state of the federation'® in which
Section 47 provides for the jurisdiction. @unal also has power to hear appeals or
review decisions of the Commissiol\ n in the course of implementing any of the
provisions of the Act!®? and anyéﬁh\on from the exercise of the powers of any sector of
specific regulatory author@a regulated industry in respect of consumer protection
matters;'%® The Tribu 2@) has power to decide and impose penalties!®* which can only be
reviewed judici@&

%efore the Tribunal and shall be registered with the Federal High Court for the

n th i
on the parpb
\/QJ

the court of Appeal.!® Therefore, any ruling by the Tribunal is binding

136 Section 17(g) FCCP Act
157 Section 17(h) FCCP Act
158 Section 17(1) FCCP Act
159 Section 17(f) FCCP Act
160 Section 39(2) FCCP Act
161 Section 39(3) FCCP Act

162 Section 47(1) (a) FCCP Act
163 Section 47(1)(b) FCCP Act
164 Section 51 FCCP Act

165 Section 55 FCCP Act

52



purpose of enforcement.!%® In any case, it could be safe to say that the FCCP Act provided a

well-structured institutional framework for the protection of consumer rights in Nigeria.

3.2.2 The FCCPC and the Rights of E-Consumers in Nigeria

E-commerce has become a crucial component of the global economy, providing various
advantages to society, businesses, individuals, industries, and governments. Its instant nature
reduces the need for paperwork, saving both time and environmental resources. E-c&merce
enables trade by allowing parties to conduct transactions without being ph present,
thereby overcoming geographical barriers. It also addresses market agQgiséues, enabling
consumers in remote areas to purchase goods online.'” Th tforms expand the
marketplace for buyers and sellers, reducing the necessit;@ extensive staff to manage
business operations, which cuts costs and enhances effieighcy. This efficiency results in
lower transaction costs, which can be transferre(%{@nsumers through reduced prices for
goods and services.'%® A key benefit of e-c@s\@’be is its support for a unified global trading
system, made possible by electronic.a@ to goods and services worldwide. The internet
and e-commerce drive technolo%éj\dvancements, lower transaction costs, and generate

more significant benefits th@@efﬁciency gains from trade liberalization. '®

The expansive re.as&the internet allows businesses to market their products and services
on a global c&)ffectively minimizing both transaction time and costs. This worldwide
accessib&ﬁb@%ables companies to tap into new markets and contend with established players.
E-co%iérce offers the benefits of speed, convenience, and broad accessibility, allowing

customers to explore a diverse array of products and services from suppliers around the globe.

166 Section 54 FCCP Act

167 S Singleton and S Halberstam, ‘Business, the Internet and the Law’, 1999, (Trolley, London 1999), p.4.

168 N. Ewelukwa. ‘Is Africa Ready for Electronic Commerce: A Critical Appraisal of the Legal Framework for
E- Commerce in Africa’ <http;//www.acicol.com/temp/Dr N.pdf.> (accessed 2 August, 2023).

19 A Panagariya, E-Commerce, WTO and Developing Countries, the United Nations Conference on Trade and
Development, Policy Issues in International Trade and Commodities Study Series 2, p.24. Available at
United Nations Digital Library System <https://digitallibrary, un.org.> (accessed 22 August, 2023).
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Additionally, it cuts down on delivery costs and times. Through social media, e-commerce
provides a cost-efficient method for businesses to connect with their target markets,
facilitating consumer engagement in dialogues akin to face-to-face customer service. This
platform also enables businesses to tailor their marketing messages, delivering relevant

product or service information to consumers.

However, while e-commerce offers numerous advantages, it also presents several drawbacks
and potential challenges. These issues largely stem from the fast-pac Qmological
advancements, as well as the legal, procedural, and traditional busine&\pgt{ces involved.
Challenges include the means of verifying e-commerce transacti @ protection concerns,
cyber-crime risks, and jurisdictional issues in case of disput@ne notable drawback is the
inability to physically inspect or touch products ,be purchase, often leading to
disappointment when the delivered items do not r@he online descriptions. Additionally,
there are often hidden costs associated wit@ shopping, such as high delivery fees, lack
of warranties, and unsatisfactory dc@terms. Network failures due to heavy internet
traffic also pose significant chall@%@(? Moreover, e-commerce might not be suitable for all
types of businesses, part'c@hose dealing in luxury items like expensive art, diamonds,
and antiques, which t &y require in-person inspection before purchase.!”® The anonymity
X
provided by thQI.l}me exposes consumers to various risks, such as unfair trade practices,
data priva@%lations, non-delivery or delayed delivery of products, and misrepresentation.
Addﬁ&y, consumers may fall victim to crimes like identity theft, credit/debit card fraud,

cyber-stalking, and phishing. Most concerning is the lack of assurance regarding the security

and privacy of transactions.!”!

170V Bobek and T Horvat, eds., ‘Business and Management Annual Volume 2023’ (IntechOpen, 2023),
<doi:10.5772/intechopen.113983>.

17l P Ishwara Bhat, ‘Comparative Method of Legal Research: Nature, Process, and Potentiality’, in Idea and
Methods of Legal Research (Delhi, 2020; online edition, Oxford Academic, 23 Jan. 2020),
<https://doi.org/10.1093/0s0/9780199493098.003.0009>, ( accessed 18 September. 2023.)

54


https://doi.org/10.1093/oso/9780199493098.003.0009

Financial and personal information shared online is vulnerable to unauthorized access or
distribution without user consent. Additionally, the internet allows virtually anyone,
regardless of intent, to start a business, leading to consumer distrust and skepticism about the
legitimacy of e-commerce transactions. Many consumers remain doubtful about the security
and success of online trades. This situation highlights the critical need for robust legal and
institutional frameworks to protect e-consumers. Without such protections, consumers risk
being exploited and subjected to unfair trade practices, similar to those fou Qra itional
commercial transactions. (J

Consumer rights, akin to civil rights, empower consumers to ma ’%hed decisions and
lodge complaints against corporations. Central to consumer p, %is the enforcement and
safeguarding of these rights, holding violators legally ac gle. This framework ensures
consumers can make educated choices and seek r r@len necessary.!”? The advent of the
internet and e-commerce has introduced vari al and economic challenges, particularly
concerning consumer vulnerability. C.on umers$ may face risks like misrepresentation or fraud
due to limited access to sellers h&@l the platform. Effective legislation is essential to
safeguard consumers throﬁ@%transactions. E-commerce has also introduced new
consumer rights, incl inQdigital data protection, privacy, and accurate information
disclosure. The ‘g%@ formation is critical in both online and offline transactions, ensuring
consumers %Protected against false advertising and other deceptive practices. Therefore,

robu@ mer protection laws are necessary across all transaction methods.!'”?

The eight universally recognized consumer rights include safety, information, choice, being

heard, seeking redress, consumer education, a healthy environment, and representation. These

172 T Ibidapo-Obe, ‘Online Consumer Protection in E-Commerce Transactions in Nigeria: An Analysis’

Available at <https://ssrn.com/abstract=2683927> (accessed 26 September 2023).

P Quirk and J A Rothchild, ‘Consumer Protection and the Internet’ in Geraint Howells, lain Ramsay,
Thomas Wilhelmsson, (eds), Handbook of Research on International Consumer Law (1st, Edward Elgar
Publishing, Cheltenham 2010) p. 333.
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rights protect consumers from unsafe products, ensure they receive accurate information,
provide options, allow for complaints and responses, facilitate dispute resolution, educate
them on rights and products, promote a healthy environment, and ensure representation in
policy-making. Enhancing consumer confidence in e-commerce necessitates rights like
complete business information disclosure, protection from unfair terms, secure payments,

personal data protection, and access to dispute resolution. These rights are uphelgglobal

legislation, with information disclosure being a key protective measure. QQ

3.2.2.1 The Right to Safety QQ

The right to safety encompasses the necessity of h@ consumers from the sale of low-

quality and hazardous products. It also involve uarding consumers from the marketing

risks, and it is essential to shield c&ﬂ%’m\'

consumers and their families d be safeguarded against unnecessary risks of physical

of goods that pose risks to life or prop%\z; Certain products inherently pose dangers or
er

from these hazardous items. Additionally, both

harm, injury, or deat@ay arise from using these products.!” In e-commerce, for

example, e-tradg@ ensure the safety of their websites against viruses that might infect
S

and damage gonstimers' PC.!7

Sect@) of the FCCP Act places an obligation on producers that they should make

available to the consumer goods that are reasonably suitable for the purpose for which they

174 K A Dhanya, ‘Consumer Protection in the E-Commerce Era’ Available at
<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3489753> (accessed 18 June 2023)

175 Consumer Protection Act, 1999 (Act No. 599) Government Gazette, 1999-09-09, Vol. 43, No. 18, 93 p.
Available at <https://www.ilo.org/dyn/natlex/natlex4.detail?p isn=54121&p_lang=en> (accessed 25 July
2021)
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are generally intended.!”” It also stipulates that the goods should be of good quality, good
working order and free of defects;!”® It further compels the producers to supply goods that
comply with the set standards according to regulation.!” Additionally, Section 2 of the FCCP
Act empowers the FCCPC to monitor the activities of producers to ensure that goods sent to

markets are safe and reasonably suitable for the purpose for which they are to be purchased in

Nigeria. \

However, the FCCP Act empowers the FCCPC to compel producers in the co@o comply
with safety and health set by industry sector regulators by meetiwgﬂy and safety
standards.'®® The FCCPC has the power to recall or ban the sale, di tion, advertisement
of products that fall short of safety and health regulations an@%s in the country.'®! The
FCCP can go to the extent of applying their constitution@thority to recall of any product
for repair, replacement or refund to consumers w%%onstitutes an imminent public health
and safety hazards.'®? In fact, any prod@ sells or offers for sale any unsafe or
substandard goods is guilty of an offt nder the FCCP Act. Also, such producers shall

upon conviction be ordered to recé‘ﬁ@ goods on any term required by the commission.'®3

3.2.2.2 The Right to b%@ed

To be informed ms&o be enlightened or empowered. Information is important to human
existence a sggwﬁty.lg“ Therefore, the rights to information is one important factor at the

heart ofééumer protection regime. It simply means a consumer should be given the facts

Y
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178 Section 131(1b) of the FCCP Act.
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needed to enable him/her to make an informed choice!®’

or must be protected against
fraudulent, deceitful, or grossly misleading information, advertising, or other unfair trade
practices.'® The right to be informed does not stop at mere giving information to the
consumer but must be clear and complete. Precise details must be provided about terms and

conditions of the transaction including disclosures of prices and condition of goods offered

for sale. Therefore, consumers must be given every information about proposed tn&action
including pre-sale and post-sale activities. QQ

It is argued that online transaction is a complicated aspect of modern C())Qgéﬁl transactions
that even the most educated consumers find it difficult to utilize. % ious to e-commerce
transactions is that consumers transact with an electronic rep tation of the seller as shown
on the electronic platform. This means that contractin%@ do not meet physically, rather
they deal with each other from a distance through %’bemet. Consequently, the fact that one
cannot evaluate the quality of a product on@%e of the greatest barriers to overcome for
the proper conduct of electronic trars&ns. This is because consumers do not get the
chance to evaluate the quality of &duct thoroughly enough since one cannot touch, feel
or smell it.'"¥” In effect, c@ers are left to arrive at a purchasing decision in an e-
commerce transaction & on the information about the goods and services as tendered by
the seller.!®8 H@nsure effective protection of consumers, the OECD came up with

guiding p@es regarding information disclosure in an online market'®® which was set out

Y
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to ensure that e-traders provide sufficient and correct information to the consumers; noting
that the major issues of consumers are the lack of information and awareness about products
and suppliers.!”® Therefore, it is essential that online consumers have access to detailed
information of the seller, the goods and transaction which promotes accountability and deters

businesses from engaging in unfair and unsafe practices.'"!

It is against this background that the FCCPC was have been empowered to man%online
sellers to disclose information which includes information disclosure require:@%rovisions
for the benefit of consumers. Section 118 (a) and (b) of the FCCP 13%) des that: The
seller shall provide a written record of each transaction to any co to whom goods or
services are sold or supplied and include in that record at lea®e undertaking’s full name or
registered business name; the address of the premises at h, or from which the goods or
services were sold or supplied. However, the req%%ents for disclosing information about
the seller of the goods to be sold or provid CCP Act also mandates the seller to give
a thorough description of the goods to @;rchased and the transaction of that purchase!*? as
well as provides that the seller %{%Vide a written record of each transaction and such
record shall contain the ne@ description of the goods, the unit price of the goods, the

quantity of the gooc@.lrtherrnore, goods and services shall not be displayed for sale

without adequa el)%tp

The Act t Ql the FCCPC also ensured that sellers label and give adequate descriptions of

ying to the consumer the price of those goods and services.!*

the M to be sold.'” It is crucial to recognize that the regulations requiring advance

information about the description of goods were initially created for consumers in traditional

1% N Amin and R M Nor, ‘Online Shopping in Malaysia: Legal Protection for E-Consumers,” European Journal
of Business and Management 5, no. 24 (2013): 85.

11, 0. Odion, ‘Reflections on Consumer Protection and Competition Policy in Nigeria,”: in Law and
Principles of Consumer Protection, (Lagos, Nigeria; Nigerian Institute of Advanced Legal Studies, 2013),
250%255
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marketplaces. Therefore, lawmakers are urged to amend the FCCP Act to obligate sellers to
provide clear descriptions of goods to consumers in online transactions before any contracts
are agreed upon. Adequate dissemination of information occurs when all parties in a
transaction fully understand the details provided. Information must be easily accessible and
written in simple, clear language for consumers. Consequently, Section 114 of the FCCP Act
specifies how information should be presented to consumers. It mandates that any notice,
document, or visual representation required by the Act or other laws must be %in the
prescribed format. If no format is specified, the information must be prowided in clear and
comprehensible language. Consumers often avoid reading the info upplied by sellers
because it is typically lengthy, complex, and uninviting, whichNeads to discouragement.
Nonetheless, this provision requires that information be g@in a clear and effective manner
so that consumers can read and comprehend the t Qd all other information before they
become legally binding on the parties. It also %ents unscrupulous and fraudulent vendors

from hiding unfair clauses in the small @the contract's terms and conditions.
3.2.2.3 The Right to Choose am@’gaosure of Prices

The right to choose and d@sure of prices entails the right to be assured of a variety of

products and service$, in~a competitive market at fair prices.!”® The ability to choose
. ’\v

empowers consumets to select from a range of goods or services in online marketplaces,

enhancin ce quality and standards. This competitive market framework is advantageous

for c}wmers, prompting traders, sellers, and suppliers to devise strategies that attract

consumer preference and sustain their market position. However, in the absence of price

alternatives, consumer choices become limited. To curb monopolies and prevent substandard

products from flooding the market, a supportive legal framework is essential. Monopoly

196 J, F. Kennedy, ‘Special Message to the Congress on Protecting the Consumer Interest," ed. John Woolley and
Gerhard Peters, The American Presidency Project, last modified 1962, (accessed 25 September, 2023),
<http://www.presidency.ucsb.edu/ws/?pid=9108.0kon>: Salaam, and Titus, ‘Consumerism and Consumer
Protection: Implication for National Development.’
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regulations are intended to stop producers from controlling the market, while competition
regulations foster rivalry among producers and suppliers. Essentially, safeguarding
consumers' right to make informed choices necessitates laws that promote healthy
competition and deter monopolistic practices.!”” Competition laws strive to enhance the
quality of goods and services, guarantee fair pricing, and oversee the interactions among all
market participants, including businesses. Nevertheless, some scholars contend that these
laws can have a dual nature, shielding consumers and businesses from t ntrol and
exploitation by large producers and suppliers. They offer protec‘uon t aller or weaker

enterprises from the risk of being dominated and exploited by n@ etful producers and

suppliers.

3.2.2.4 Rights to Privacy and Data Protection Q

Q

The openness and easy accessibility of the intern {Q:aused data and privacy protection to
become a subject of concern for internet Q E-commerce transactions necessitate that
consumers share personal details sucli @r name, address, age, gender, phone number, and
debit card information. Ensurin @%\ privacy is problematic because this information can be
easily accessed by oth ®N1gerla the absence of robust internet privacy measures,
advanced technolo upportive legal frameworks has resulted in many Nigerians being
hesitant to dls@helr personal information, particularly financial details, which poses a
significan to e-commerce'””. This situation arises due to the enormous volume of

persc}ﬁ%ta stored on computers for all internet users. This data can be instantly transmitted

1971 O Odion, ‘Competition Law as a Platform for Consumer Protection: A Nigerian Perspective,” New Media
and Mass Communication 33 (2015): 23.

198 E Okoro, and P Kigho, ‘The Problems and Prospects of E-Transaction (the Nigerian Perspective)’
(2013) 3 Journal of Research in  International  Business and  Management 10
<https://www.interesjournals.org/articles/the-problems-and-prospects-of-etransaction-the-
nigerianperspective.pdf> (accessed August 21, 2023).
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globally and accessed with just a keystroke. As a result, the right to privacy and data

protection faces significant technological challenges.

Privacy is a crucial human right, recognized by both the United Nations Declaration of
Human Rights and the United Nations Guidelines on Consumer Protection. These documents
ensure that individuals are safeguarded against unwarranted intrusions into their private lives,
families, homes, or communications, and that their dignity and reputation are E&eld. In
Nigeria, Section 37 of the 1999 Constitution upholds the privacy of citizens@%ring their
homes, correspondence, telephone calls, and telegraphic communic@g?his provision
implies that the protection of personal data can be integrated into t @erian constitution. If
a consumer feels their data has been improperly collected §

during an e-commerce

transaction, they can seek redress under Section 37 of the@ Constitution.

The Nigerian Data Protection Regulation (ND%rQreated by the National Information
Technology Development Agency (NITDAS\\@ anuary 25, 2019, protects individuals' rights
to data privacy, supports secure per ta transactions, prevents data misuse, and helps
Nigerian businesses stay co.rnpe@e globally. According to Rule 4.1, paragraph (1), data
controllers must appoint @\Protection Officer to ensure compliance with the Regulation,
data privacy tools gectives. However, the FCCP Act, which replaced the previous
Consumer Prol@ Council Act, lacks provisions for online consumer privacy and data
protectio oes not specifically address consumers' rights to personal data privacy,
high@ng the need for personal data protection within Nigeria's consumer protection
framework. However, the passing of the Nigerian Data Protection Regulation (NDPR) 2019
introduced by the National Information Technology Department Agency was instituted to

200

protect personal data’” and prevent its manipulation?! The NDPR requires data controllers to

200 The Nigerian Data Protection Regulation 2019, Paragraph 1.1 (a).
201 The Nigerian Data Protection Regulation 2019, Paragraph 1.1 (c).
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obtain the consent’*? of data subjects before processing their data. Data controllers must
ensure that they use effective security?®® measures to protect the data belonging to data
subjects. Also, the NDPR provides for penalties in the event of a breach of its provisions.?*

The NDPR also establishes the Administrative Redress Panel?® responsible for investigating

complaints and determining the appropriate redress to protect data subjects' rights and

freedoms as guaranteed by the Nigerian constitution. \

3.2.2.5 The Right to be Heard Q

The right to be heard is the assurance granted by consumer legis@g(at consumer's
complaints will receive full and sympathetic consideration onsumer protection
institutions such as the FCCPC. Also, the right to be heard s the treatment of consumer

complaints in simple and expeditious administrative &res 206 The right to be heard is
essential for consumers engaging in electronic tra@ns enabling them to file complaints,
seek remedies, and contribute to policy-@’g It is imperative for the government to
establish robust legislative, judicial, %ulatory frameworks to address consumer issues.
Given the involvement of multi rties in electronic transactions, resolving disputes is a
critical component of e % e In Nigeria, the FCCP Act offers statutory and institutional
mechanisms for con% 1 protection. Under Section 152, consumers can pursue civil action
for compensatign of*restitution in a competent court. The commission or tribunal can work
with con protection organizations to represent consumers in court and facilitate
alterM dispute resolution (ADR) through mediation or conciliation. The Act also
establishes an internal complaint management system to address issues between parties, with

the Commission receiving and investigating complaints to ensure timely resolution. Section

202 The Nigerian Data Protection Regulation 2019, Paragraph 2.2

203 The Nigerian Data Protection Regulation 2019, Paragraph 2.6.

204 The Nigerian Data Protection Regulation 2019, Paragraph 2.10

205 The Nigerian Data Protection Regulation 2019, Paragraph 4.2

206 O Ben-Shahar, C Schneider, ‘More than you wanted to know: the failure of mandated disclosure’,
(Princeton University Press: New Jersey, 2014)
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146(1)(c) permits consumers to lodge complaints directly with the Commission to enforce
rights, transactions, or resolve disputes with suppliers.?’’” The Act further states that a
consumer may file a complaint with the Commission in the manner and form prescribed by

the Commission, alleging that an undertaking has violated the Act's provisions.?%

However, applying these conflict resolution methods to electronic transactions has its own set
of challenges in Nigeria. First, Government-led online dispute resolution efforts GX%I some
jurisdictions?* but this is not the situation in Nigeria as the FCCP Act does ovide for
online consumer transactions generally. Furthermore, cross-border tran;ﬁtgnd, for example,
are those in which goods are ordered and delivered to customer%@are not in the same
geographic region as the vendor. How then can the online co@wr successfully seek redress

using these methods in a circumstance when a mgmﬁca&rﬁon of the trade contract has

been breached. b’b

3.2.3 The FCCP Act, the FCCPC an (%nforcement of E-consumer Rights in

Nigeria *

To effectively enforce and pr@e consumer rights in Nigeria, the FCCP faces a lot of
challenges. The challeq@ge from the limited powers, problems associated with lack of

consumer awarene@d reluctance of the consumers to lodge complaints to the FCCPC.

However, th%ugw\b{ems are discussed in preceding paragraphs.
3.2.3{@ation of Powers

The FCCPA, a legal framework for consumer protection, lacks specific provisions for e-
commerce. The four basic consumer rights are only embedded within the FCCP Act, which

does not address the unique challenges faced by online consumers, unlike in other

207 Federal Competition and Consumer Protection Commission, ‘Complaint Handling procedure’ Available at:

https://www.fccpe.gov.ng/consumers/complaints-handling-procedures/ (accessed 11 September 2023)

208 Section 148(1) FCCP Act

29 D. Clapperton, S. Corones, “Unfair Terms in Click wrap and Other Electronic Contracts” (2007) 35
Australian Business Law Review 152.
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jurisdictions like South Africa, where the Electronic Communications and Transactions Act,
Protection of Personal Information Act, and Consumer Protection Act provide adequate
protection for both offline and online consumers. In Nigeria, the FCCP Act does not
adequately emphasize electronic transactions, making e-consumers helpless. To address this,
the Nigerian government should repeal and reenact the CPC Act to establish the FCCP Act,

specifically regulating online transactions in e-commerce. \
3.2.3.2 Consumer Awareness Qz

Consumer rights in Nigeria frequently go unrecognized because @y people do not
understand the purpose of the laws, the FCCPC, or the tribunals protect these rights.
This lack of awareness undermines the FCCPC's ability t@hold consumer protections,
especially in the e-commerce sector. Although people@&formed about basic rights like
refunds and replacements, they often lack underst& of the complexities of e-commerce.
This issue is widespread globally, affecti@?educated and uneducated individuals. In
developed nations like the United Stdt the UK, this ignorance allows businesses to take
advantage of consumers. Res%&h indicates that greater consumer awareness can
substantially decrease v s of consumer rights in both developed and developing
countries.?!” Hence th Q to create awareness among consumers.?!'! In Nigeria, the FCCPC
has the mandath}rgamze and undertake campaigns and other forms of activities that will
lead to ’B sed consumer awareness. This recommendation is in line with the

recorN%dations of the OECD Guidelines for Consumer Protection in the Context of e-

commerce 1999.212 To this effect, the government, businesses, media and consumer

2101 D lkoni, ‘A Middle Course between Consumer Protection and Environmental Protection.” in Adedeji
Adekunle and Shankyula Tersoo Samuel, (eds) Law and Principles of Consumer Protection, 1-74. (Lagos,
Nigeria: Nigerian Institute of Advanced Legal Studies, 2013}.

21l M G Piwuna, ‘Examination of Consumer Protection under the Nigerian Communication Commission
Act, 2003.” Journal of Education & Social Policy 3, no. 4 (2016): 101-1 1 1

212 OECD, ‘E-commerce Recommendation’ Available at: <https://www.oecd.org/sti/consumer/ECommerce-
Recommendation-2016.pdf>. (accessed 14 August 2023)
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representatives should make combined effort to educate consumers about their rights in
ecommerce transaction. The burden of enlightenment cannot be borne by a single entity but

can be achieved through collective collaboration.
3.2.3.3 Consumer Apathy towards Seeking Redress

The FCCP Act in Nigeria encounters difficulties primarily due to consumer indifference
towards seeking justice. A significant number of Nigerian consumers hesita report
infringements of their rights to the FCCPC/Tribunal, which is designaté/t e Act to
uphold consumer rights. They are concerned that pursuing their #rights™ will be time-
consuming and costly, and they fear the corrupt nature of Nigeri@uions may favor the
wealthy over the average citizen. Business owners who infrin consumer rights often use
monetary inducements or threats to dissuade consumer@o@seeking redress. This reluctance
may stem from factors such as poverty, as Nige@%one of the world's poorest countries,
with a large segment of the population earn s than $1 per day. Consequently, consumers
may prioritize survival over legal a?\&%ﬂ The scarcity of resources in Nigeria due to
poverty hampers the defense of x@s and the pursuit of justice. Consumers frequently value
the price or worth of goo the1r rights, opting to waive their rights if the value is minor.
Seeking remedles 1 tedious and time-intensive endeavor, as numerous Nigerians do not

have the means\to or these expenses.?'*

The FC ribunal, although not explicitly authorized to manage e-commerce grievances,
still M‘[ and address them using their existing powers. However, due to the lack of specific
mandate for e-commerce complaints, they may not entirely resolve e-consumer rights issues.

This situation often forces e-consumers to pursue justice through legal action or consumer

213 G S Okeke, ‘Globalization, Consumerism and the Challenge of Sustainable Development in Africa,” African
Research Review 9, no. 4 (2015): 34

D J Usman, et al., ‘Towards Improving Consumer Access to Justice in Nigeria: Assessing the Role of Small
Claims Court and the Legal Aid Scheme,’ Bayero Journal of Private and Commercial law (BJPCL) 2, no. 2
(2016): 31.
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advocacy. A study noted that the FCCP Act mainly offers a framework for consumer
protection but lacks robust enforcement mechanisms, emphasizing the necessity for better
staff competence and complaint management.?’> The FCCPC does not have a specific
timeframe for addressing complaints, which makes consumers reluctant to report issues due
to the unpredictable response period. Although there are suggestions for Nigeria to enhance
consumer agency training for e-commerce complaints and upgrade infrastr&ture, no
definitive schedule for complaint resolution has been established. E-comm: mplaints
require special attention, as demonstrated by the practices in countries}'{e&oy Africa and
O

N
O

Q
N\

3.2.4 Effectiveness of FCCPC in Protecting hights of Consumers in E-Commerce

Transactions in Nigeria @

the UK.

An effective consumer protection r@ 1s One that addresses consumer concerns from every
angle be it legal, institutiorxfa\lq%frastructural.216 The FCCPC can play a pivotal role in
safeguarding e-consur@%}ts in Nigeria's online transactions by establishing necessary
infrastructure. Thi structure is vital for the expansion and progress of e-commerce in
any nation.& suring a stable electricity supply, the FCCPC can effectively protect
consum ts. E-commerce is heavily dependent on electricity, a key factor in global
economic development. However, since its inception, Nigeria has faced power supply
challenges, failing to meet consumer energy demands. To enable the FCCPC and similar

organizations to function efficiently, the government must provide consistent and reliable

25 T I Akomolede, and P O Oladele. ‘Consumer Protection in a Deregulated Economy: The Nigerian
Experience.” Research Journal of International Studies, no. 3 (2006): 13-23.
216 Alghamdi, et al., (2012): 142
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electricity access nationwide. This would empower online shoppers to fully engage in

domestic e-commerce activities.?!’

Closely connected to the issue of electricity is that of inefficient and epileptic nature of
internet services by internet service providers (ISPs). Consumers the world over need
efficient Internet access to participate in online commercial activities effectively. In Nigeria,
consumers rely on Internet Service Providers (ISPs) for Internet services. Despi%e high
cost of connectivity, the Internet services offered by the Nigerian ISPs are cient and
epileptic. Quite a significant number of Nigerians have Intemet-en%&d’ices such as

mobile phones but find it difficult to access the Internet because @tivity problem.?'8

This is because, the Internet connectivity is limited to mities and urban areas?'’ as
compared to the country's rural areas who are block o@from having access to Internet
connectivity. This bad internet services annoy o&hoppers in urban regions. Customer
payments are not worth the quality of the I@ewices.220 In Nigeria, consumers struggle to
access affordable, high-quality inteﬁ@wices crucial for e-commerce. High costs and
unreliable internet impede onlinéopping. The absence of a robust network infrastructure
prevents the business co%rs@r from fully utilizing e-commerce. Collaboration between the
Federal Communicﬁns Commission (FCCPC) and the National Communications
.
Commission (I@is necessary to provide consumers with top-notch, affordable internet
connectionb esides having affordable and accessible internet services, a dependable
deliv\elgwystem is vital for consumers to maximize e-commerce opportunities. Nigeria needs

a strong road network and efficient postal services to ensure effective product and service

delivery. Therefore, a strong delivery infrastructure requires proper numbering of both

217 Akhigbe, el al., (2015): 730.

218 O Tayo, el al ‘Impact of the Digital Divide on Computer Use and Internet Access on the Poor in Nigeria,’
Journal of Education and Learning 5, no. 1 (2016): 2
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residential and commercial structures which makes it easier for postal and courier services'

agents to quickly and precisely locate the consumers.??!

Delays in delivery of goods and services and wrong delivery locations can undermine e-
consumers' trust and confidence, resulting in frustration. Nonetheless, online shoppers still
anticipate their orders to arrive in perfect condition and on time. They expect the items to be
accurate and free of defects, even when delivered punctually and safely. E-cons%s may
become upset if their orders are not delivered promptly.??? The e-consumer re@Qa reliable
delivery system in order to be able to return the ordered items in a tim \&Mf there is any
flaw. Most online merchants' return policies do include a deadlin ich customers must
return items for a repair, replacement, or refund.??* The inef] cies in a country's delivery
system create significant hurdles for e-commerce and @e shoppers, particularly when
frustrated customers cannot return products wit%{@ given timeframe. This undermines
consumers' rights to timely delivery, Y@ repairs, replacements, and refunds.
N\
Consequently, Nigeria's delivery inf& cture needs thorough reform to uphold these
consumer rights, as overseen by&%CPC. Efficient and swift delivery boosts consumer
trust and confidence. The;&%an government, through bodies like the FCCPC, plays a

crucial role in advo@r, protecting, and enforcing delivery rights, ensuring the safety

and welfare of ( S c\’ée
3.25Th C and the Judicial Process in Enforcing the Rights of E-Consumers in
\\@%‘ia

Another institution established in Nigeria to protect and uphold the rights of aggrieved

consumers, in addition to the FCCPC, is the judiciary (court). Unlike the FCCPC, the

221 A Oluchi, ‘Analyzing the Adequacy of Electronic Transactions Bill 2015 in facilitating E-Commerce in

Nigeria,” Social Science Research Network (SSRNJ (2015): 2.

R M Nor and N Amin, ‘E-Consumer Protection in Delivery of Goods: A Malaysian Perspective,” Journal of

Education and Social Sciences 3 (Feb.) (2016): 38.

223 Akintola K G and others, ‘Appraising Nigeria Readiness for E-Commerce towards: Achieving Vision 20:20,
International Journal [Research and Reviews in Applied Sciences [2011] (9) (2). 331.
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judiciary was explicitly created by the constitution. The Nigerian Constitution grants the
judiciary the power to interpret laws and administer justice in the country. Thus, the judiciary,
through its courts and judges, has the authority to hear and adjudicate cases, rendering
binding decisions and interpreting the law in instances of disputes over actions taken or
omitted??*. This situation arises because Section 6(6) (b) of the Constitution outlines the
broad judicial powers of Nigerian courts. These powers encompass hearing and resqlving all
disputes between individuals, or between the government or an authority an person in
Nigeria, as well as all related actions and proceedings. Additionally, it ichlQeeresolving any

disputes concerning the civil rights and obligations of individuals.?* 0

Consumer rights as granted by the country's current con@tection legislation are

included in this citizen's civic right and responsibility. Fo@tance, the Constitution protects
a consumer's rights to privacy and fair heating.?? &%&gh‘[ to a fair hearing for customers is
intrinsically tied to their right to be heard, %@1 core principle of all consumer protection
systems. Moreover, Section 36(I) of ,th&‘stitution affirms that every individual is entitled
to a fair hearing within a reason@%\qe by an independent and impartial court or tribunal
established by law. This " ﬁ to any issue or decision involving any government or
authority. Furtherrnc&,\gtion 46 of the Constitution allows individuals to file a lawsuit

whenever theirclggéﬁ

existing leg‘ mework of the country.

infringed upon, including violations of consumer rights within the

227

In Nigera, consumers frequently rely on the judicial system to safeguard and assert their

rights due to frequent mistreatment by unscrupulous merchants. When entities such as the

224 J Sokefun and N C Njoku, ‘The Court System in Nigeria: Jurisdiction and Appeals,” International Journal of
Business and Applied Social Science 2, no. 3 (2016): 2-3.

225 C 1 N Emelie, ‘Legal Education and Access to Justice in Nigeria,” Research Journal of Humanities, Legal
Studies & International Development 2, no. I (2017): 139.

226 Sections 36 and 37 of the 1999 Constitution respectively.

227 E E Ekanem, °‘Institutional Framework for Consumers Protection in Nigeria.” International Journal of
Advanced Legal Studies and Governance 2, no. I (2011): 33-48.
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FCCPC are unable to resolve disputes, the courts become the ultimate recourse for consumers.
Nonetheless, pursuing legal action in Nigerian courts presents significant hurdles for both
traditional and online shoppers. Scholars contend that the country's legal framework fails to
adequately protect online consumers, posing a challenge for those seeking justice. In essence,
the judiciary stands as the ultimate recourse for consumers in their quest for justice and

redress in Nigeria.??

Consumers in Nigeria highly value access to the legal system,for their
protection. However, many encounter obstacles in seeking justice due to th@ costs of
litigation, including court and attorney fees. Section 46 of the CFRN erQ[chonsumers to
file lawsuits and seek compensation for violated rights, while secti@ )(c) ensures their
right to legal representation in court. Despite these provisi §m1y a small fraction of
Nigerians can afford legal counsel due to widespreaerty. Additionally, the justice

system in Nigeria relies on traditional, manu I@Qesses, making it challenging for

consumers to pursue justice. This situation.di ages many from seeking redress through

the FCCC or civil courts, further exace@y the high poverty rate in the country.??

AN

Information and communication Q{{alogy (ICT) is a recent development in Nigeria, but it
has led to a lack of judicie@g cy among the populace. Senior court officials, often older
men, are often una a\rbr uninterested in ICT due to its complexity. To effectively
adjudicate elec(;).ﬁ}'\m tters, judges must have a basic understanding of ICT in order to
maintain ficient justice system. The increasing demand for consumer protection
comp%g% ICT-related issues for courts. It is essential for judges, court clerks, and lawyers
to be well-versed in ICT to handle e-commerce cases effectively. The overwhelming number

of cases clogging the Nigerian court system is largely due to the reluctance and attitudes of

228 Muhammad Nuruddeen, Yuhanif Yusof and Abdullah, Nor Anita, ‘An Examination of the Judicial
Mechanism  of  Protecting the Rights of E-Consumers in  Nigeria’ Available at:
<http://repo.uum.edu.my/25902/> (accessed 14 August 2023)

229 S A Adelowo and T Halimat, Akaje, T ‘E- Path to Effective Justice Delivery: The Nigerian Courts in
Perspective’ Available at: http://eprints.covenantuniversity.edu.ng/5276/#.YSGYaYhKjIU (accessed 15
August 2023)
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judges and lawyers. To ensure fair treatment, Nigeria must develop a simpler and faster
method for addressing consumer disputes. Nigeria's legal framework for addressing consumer
disputes is hindered by excessive technicalities and delays, emphasizing procedural rules over
substance and equity. This leads to prolonged judicial processes and added complexities,
rendering it ineffective for delivering justice to clients, especially those engaging in online
transactions. Scholars contend that Nigerian consumers need a practical and simplified
system to effectively resolve their issues.?* Q

3.3. The Legal and Regulatory Framework of Consumer P otQti)n under E-

Commerce in South Africa: Lessons for Nigeria 0

The Republic of South Africa is commendable for the effort @ by the executive branch to
establish comprehensive laws for the control of electr%gnsactions and the protection of
consumers both within and outside of its bord@%he Electronic Communications and
Transactions Act (ECTA), passed by the @lb/\frican parliament on July 31, 2002, but
became effective on August 30, 20223 %{' irst of three noteworthy pieces of legislation that
have this effect.?*! The purpo@goc? Section 2 of this law is to promote electronic
communications and tra s@ns for the public good.?*? This legislation addresses internet

$ that have influenced the daily life of South Africans since the

and computer-relate %
1990s. It enco@es 1l electronic transactions and data messages. Chapter 7 of the law

focuses o uarding consumers in electronic transactions.???

\/Q/

230 J O Odigie, ‘The impact of consumers’ protection laws and the regulatory schemes in Nigeria.” Available at:
<https://www.semanticscholar.org/paper/THE-IMPACT-OF-CONSUMERS%27-PROTECTIONLAWS-
AND-THE-INOdigieOdion/8db133863b8fab8f0560edd9fadb965a49¢c14db3> (accessed 14 August2023)

No. 25 of 2002: Electronic Communications and Transactions Act, 2002, Government Gazette Republic of

South Africa Vol. 446.

232§ Suleaiman and T Mashaba ‘E-commerce under the Electronic Communications Act and Consumer
Protection Act’ (Dentons, South Africa, 2022). Available at
<https://<www.dentons.comen/insights/articles/2022/august/26/e-commerce-transactions-under-the-
electronic-communications:> (accessed 23 January, 2024)

233 Section 42(1) ECT Act

231

72



The Consumer Protection Act (CPA) is another piece of legislation that was passed in South
Africa in 2008 with the intention of advancing the social and economic welfare of consumers
by creating a legal framework for the establishment and maintenance of a consumer market
that is equitable, accessible, efficient, sustainable, and accountable for the benefit of
consumers as a whole; the act was aimed at minimizing and addressing any barriers
consumers may face in obtaining any supply of goods or services;>** encouragixﬁthical
business conduct and safeguarding consumers from unethical, unfair, unreaso unjust, or
other improper trade practices, as well as deceptive, misleading, ir, ,or fraudulent
behavior;?>* establishing a reliable, accessible, and effective nism for resolving
consumer-related issues via mutual agreement and establishing a reliable, consistent,

harmonized, effective, and efficient system of redress for@umers.236 The Act provides for

consumer rights and the protection of consumer ri@%consumer’s voice in chapter 2 and

3 respectively. (b
O

In addition, the South African goverm@ssed The Protection of Personal Information Act
2013 (POPIA) to make it easier %ﬂgalre the data of its inhabitants by establishing minimal
standards for data colle:ti@rocessing, storage, and sharing.?3” The Act guarantees the

rights of data subjectsy>**“icluding the rights to have their data processed lawfully,?° to be

]
informed when@a a is collected for processing,>*’ to object to the processing of their

242

data,”*! to lain to a regulator’?? or to take legal action®” if their rights under the Act

have\q%/iolated.

234 Section 3(b) CPA

235 Section 3 (c) and (d) CPA

236 Section 3 (g) and (h) CPA

237 Protection of Personal Information Act 2013, Section 2.
238 Ibid, Section 5.

239 Ibid, Section 5(a).

240 Tbid, Section 5 (d).

241 Ibid, Section 5 (e).

2% Ibid, Section 5 (h).

243 Tbid, Section 5 (i).
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The Act establishes the Information Registrar’** as the body responsible for implementing the
act. It is in charge of informing the public about data protection and making sure that the
Act's rules are followed.?* In addition, the Act requires the Information Registrar to create an
enforcement committee?*® tasked with resolving disputes brought about by violations of the
Act's rules. A judge and an attorney must be included on the committee. According to the Act,
the information registrar may receive complaints from data subjects over violations of their
privacy rights.?*” The Enforcement Committee will be tasked with determini Qproblems
and making suggestions in cases when the Information Regulator takes u&ymplaint. The
Information Registrar is permitted under the Act to refer complai ter agencies where
the Information Regulator feels the complaint falls under t ﬁw of another agency's

area of competence.”*® Companies must designate an in@tlon officer who will promote

251 252

Act compliance within the company.?*® A data sug%%o has the right to file a lawsuit in

court?®® and request the following relief: c%gba ory damages,~' aggravated damages,

and court costs.?>3 \
(_)
3.3.1 Information Disclosure é

The Electronic Comrr%%}ns and Transactions Act governs the issue of information
disclosure in e—ccm\&e. The Act provides that a supplier offering goods or services for sale,
hire or for clgnge by way of an electronic transaction must make available to consumers
informa@bout the seller, goods and services and the transactions itself on the website.?>*

The inférmation in Section 43(1) (a) — (r) of the ECT Act are extensively stated. The Act

244 Tbid, Section 39.

2% Tbid, Section 40 (1)(a).
246 Tbid, Section 50.

247 Tbid, Section 74.

248 Ibid, Section 78.

249 Tbid, Section 92.

250 Tbid, Section 99

251 Ibid, Section 99(a).

232 Ibid, Section 99 (b).
253 Ibid, Section 99 (c).
254 Section 43(1) ECT Act
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further provides that the supplier must provide a consumer with an opportunity to review the
entire electronic transaction, correct any mistakes, and withdraw from the transaction before
finally placing any order.?>> Failure to comply with this provision enables the consumer to
cancel the transaction within 14 days of receiving the goods or services under the

transaction.2>°

The Consumer Protection Act provides that the producer of a notice, documengkvisual
representation that is required to be produced, provided or displayed to ?mer must
produce, provide or display that notice, document or visual repres€ntatioh in the form
prescribed in terms or be in plain language, if no form has bee Qibed for that notice,
document or visual representation.?”” The Act provides tha@tailer must not display any
goods for sale without displaying to the consumer a 6& relation to those goods.>® A
consumer is however not required to pay for a pri@ any goods higher than the displayed
price or if more than one price is concurren@ ayed higher than the price so displayed.?®
The Act also provides that the supplie% give conspicuous notice of goods that have been

S

reconditioned, rebuilt or remade.”@

3.3.2 Unfair Contra@

The Consumer d‘@-\ Act provides that a supplier must not offer to supply or market any
good or ser\@ at a price or on terms that are unfair, unreasonable, and unjust.?é! A supplier
shalk@ot require a consumer to waive any rights, assume any obligation, or waive any

liability of the supplier, on terms that are unfair, unreasonable, or unjust, or impose any such

255 Section 43(2) ECT Act

236 Section 43(3) ECT Act

257 Section 22(1) CPA

258 Section 23(3) CPA

259 Section 23(6) CPA

260 Section 25(1) CPA

261 Section 48(1)(a) and (b) CPA
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terms as a condition of entering a transaction.?®®> The Act provides for instances where a
contract term will be regarded as unfair. It states that: a transaction or agreement, a term or
condition of a transaction or agreement, or a notice is unfair, unreasonable or unjust if: it is
excessively one-sided in favour of any person other than the consumer; the terms of the
transaction or agreement are so adverse to the consumer as to be inequitable; the consumer
relied upon a false, misleading or deceptive representation or a statement of opinio&mwided
by the supplier, to the detriment of the consumer; the transaction or agreemen qubject to
a term or condition, or a notice to a consumer and the term, condition ox notice is unfair,
unreasonable, unjust or unconscionable; or the fact, nature and eff et at term, condition

or notice was not drawn to the attention of the consumer.2%3 Q
3.3.3 Payment Mechanisms Q D

Section 43(J) of the ECT Act provides that a sup& offering goods or services for sale, for
hire or for exchange by way of an electr. rm\gnsaction must make available to consumers
the manner of payment on the web siéeoﬁﬁe ‘Act further provides that the supplier must utilize
a payment system that is ,s@ltly secure with reference to accepted technological
standards at the time %Q\ansaction and the type of transaction concerned.?®* The Act

imposes a liabilityi&e supplier for any damage suffered by a consumer due to a failure to

comply witl‘%igﬁ(luirement.265
3.3.4\1/%rgy and Data Security

The recognition that consumers disclose personal information in e-commerce transactions has
prompted the South African legislation to legislate on issues relating to privacy and data

security. Chapter 8 of the Electronic Communications and Transactions Act applies to the

262 Section 48(1)(c) CPA
263 Section 48(2) CPA

264 Section 43(5) ECT Act
265 Section 43(6) ECT Act
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protection of personal information that has been obtained through electronic transactions.
Section 50(3) provides that a data controller must subscribe to all the principles outlined in
section 51 on the principles for electronically collecting personal information, and not merely
to parts thereof. Section 51 requires that data controllers before taking any action towards the
collection, collation, processing or disclosure of any personal information on any data subject
must have the express written permission of that data subject unless he or she is permitted or
required to do so by law.?® The Act further restrains any data controller fro Qtronically

requesting, collecting, collating, processing or storing personal informatiomon a data subject

which is not necessary for the lawful purpose for which nal information is

O

The data controller is obligated to inform the data subj @riting about the intended use of

required.?®’

their personal information and must not repur%’blt without explicit written consent.
Additionally, the data controller is requi@%eep a record of the information and its
intended use for a minimum of one ye\ wing its utilization. The data controller must not
share the acquired information @\(t?ird parties unless mandated by law or given written
authorization by the d%&é}c‘a In cases of disclosure, a record of the third party and the

ust be maintained. If the information becomes outdated, the data

purpose of the disclc&re

controller mustfensuse it is deleted or destroyed.?6®

3.3.5 Q”bte Resolution and Redress

South{rican regime remarkably identifies Alternative Dispute Resolution in chapter 10 Part
6 of the ECT Act. It alongside provides for the litigation option in Section 90 of the ECT Act.
The ECT Act provides that the Minister, in consultation with the Minister of Trade and

Industry, must make regulations for an alternative mechanism for the resolution of

266 Section 51(1) ECTA
267 Section 51(2) ECTA
268 Section 51(5) ECTA
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disputes.’® Such regulation must be made with due regard to existing international
precedent.?’’ The regulations may prescribe processes for resolving certain sorts of disputes
or procedure and rules that must be followed for resolving disagreements, the way a decision
must be made, the costs involved, and the time frame in which it must be made as well as the
enforcement of decisions reached through the dispute resolution process.?’! furthermore,

Section 49 of the Act further recognizes an administrative mechanism in resolving disputes

e

by providing that a consumer may lodge a complaint with the Consumer Affaits\éommittee
in respect of any non-compliance with the provisions of the Chapter or&%ger protection.
With respect to remedies, the conventional remedies that exists @ e South African

jurisprudence are applicable asides criminal sanctions recogn@u er the ECT Act.

34 The Legal and Regulatory Framework @sumer Protection under E-

Commerce in the United Kingdom: Le@or Nigeria

(&

The Data Protection Act of 1998, the Dist m elling Act of 2000, the Electronic Commerce
(EC Directive) Regulations of 2002,.%@ ICO Cookie Law make up the legal framework
for e-commerce and the e—fra%%r in the UK and implement the EC Directive of 1999.
These laws establish th%&‘r\amework necessary for the success of online businesses while
fostering trust in .ﬂ& of electronic communications. The regulations governing business
contacts wit c@ers are outlined in the Electronic Commerce (EC Directive) Regulations
2002, w@came into effect in 2002. According to its definition, a communication that is
intend\e( to promote someone who is engaging in commercial, industrial, or craft activity or

who is practicing a regulated profession in any way is considered commercial

communication.?’? The Regulation mandates that anyone who conducts online business in the

269232 Section 69(1) ECT Act

270 233 Section 69(2) ECT Act

271 Section 69(3) ECT Act

272 Regulation. 2(1), Electronic Commerce (EC Directive) regulations 2002
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sale of goods or services must, among other things, post their website's "terms and
conditions," provide precise information regarding a product's cost, tax, and shipping costs,
acknowledge each order that is placed, and, as necessary, make reference to professional or
trade programs. if unsolicited emails are sent, they must be recognized as such; if emails are
sent to clients, they must clearly identify them as being of a commercial character; and

always identify the sender of any electronic communication.?”

>\
Second, is the Data Protection Act, 1998; this Act is a collection of guide it control
how enterprises, organizations, and/or the government handle the pers alg‘fﬂrmation of its
clients. Data privacy guidelines must be followed while collecti Q\al information from
clients or website visitors. The supplier of products or servic@.\st first register and comply
by paying a fee to a regulatory authority in order to condu¢¥’business, regardless of whether
they are gathering data for marketing reasons or r@ng the addresses of people who have
placed online orders.?’* After registering, a s owner is required to continue abiding by
the Act. If the Act is violated by a h@ owner, they might suffer legal repercussions.?’>
Businesses must keep records of| éfo?wr information that is relevant to their operations; all
personal information m t@held securely and made available or removed upon request
from the customer; th gs and conditions on the website must specify what will be done
"N
with personal infofmation and must not be modified; state in the terms and conditions

whether dﬁbnay be used by third party organizations outside the EU; and provide

instrﬁ& on how customers can exercise their rights.

For an organization to gather personal data on clients, workers, or potential clients, it must
register under the Data Protection Act. Sensitive information on individuals who visit or use

websites where such data is necessary, such as ethnic background, political viewpoints,

273 Regulation. 6, 7 and 8, Electronic Commerce (EC Directive) regulations 2002
274 S.10, 16, Data Protection Act, 1998
275810, (2) Data Protection Act, 1998
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religious beliefs, health, sexual health, or criminal history, is tightly protected by law.?’® The
FCCP Act in Nigeria requires data processors to implement reasonable measures to safeguard
personal data from being disclosed to third parties. Nevertheless, certain circumstances allow
for such disclosure, including crime prevention, tax assessment, protection of foreign
relations, prevention of property damage, obtaining legal advice, or participation in legal
proceedings. Despite the FCCPA recognizing 13 consumer rights, none explici& cover
‘personal data protection,’ leading to the inadequate recognition of this right v Nigeria's
basic consumer protection framework. It appears that the drafters of the nt consumer
protection law did not fully consider the 2015 United Nations (@h es for Consumer
Protection, which advocate for consumer protection in electr, c merce to be on par with
other commerce forms and emphasize consumer privacy@sequently, the FCCP Act lacks

explicit provisions for data protection, with many %@nts favoring businesses that collect
and use personal data. \Q’b

The Consumer Protection (Distance Sé@ Regulations 2000 is another regulation that the
UK parliament passed to go alon%‘&g? the Electronic Commerce (EC Directive) regulations

2002. These laws, wh%@ﬂﬂy apply to long-distance agreements between two people
0

and notably Busmess nsumer companies, aim to safeguard consumers' rights. This Act
mandates bus1@to give customers clear and concise information about their items prior
to making-&@rchase; they must also disclose shipping and handling fees as well as any
applﬁ&sales taxes; all products must have a 14-day return policy, with the exception of
perishables and digital downloads. Customers must be given the option to return items for a
full refund, excluding return shipping expenses, according to the terms and circumstances.?”’

The Regulations do not apply to lease agreements, building construction, financial services

contracts, contracts involving automated vending machines, telecommunications operators, or

276 §.16(c), (d), Data Protection Act, 1998
277 Section 7 (1)(a), The Consumer Protection (Distance Selling) Regulations 2000
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auctions, with the exception of lease agreements.?’’® The Act does not entirely apply to
contracts for the supply of accommodations, transportation, catering, or recreational activities,
as well as contracts for the supply of food, beverages, or other items meant for daily use
delivered to a person's home or place of employment by regular rounds man.?”® Every online

purchase must be accompanied by written correspondence, more especially, an email.

The ICO Cookie Law is a regulation that permits companies to gather customer% from
devices such as smartphones and PCs. This law enables businesses t customer
behaviour to improve website design and drive more sales. It specifica adif!sses the use of
tracking methods that are deceptive or unethical, rather than sta analytics tools like
Google Analytics. Nigeria does not have an equivalent law, @echnological advancements

and increasing company practices have raised concerns &)Donline data collection. Essential

elements of the cookie law should be included in r@ta protection and privacy legislation.

®%

278 Section 5 (1), The Consumer Protection (Distance Selling) Regulations 2000
279 Ibid, Section 6 (1), (Note that a roundsman is a trader’s employee who goes round delivering and taking
orders.)

81



>\
Chapter Four QJQQ

Legal and Institutional Frameworks for E-Commerce and Co@-’\e Protection: An

Appraisal of International Best Practices

4.1  Legal and Institutional Frameworks for E—Come and Consumer Protection

A significant issue that has plagued e-commer%’@% its inception is regulation. This
problem is exacerbated by the digital nat%%commerce, which effectively eliminates
physical boundaries by crossing bor.d@fortlessly. Historically, commercial transactions
occurred in person, with both parti&@ysically agreeing to terms and allowing the buyer to
inspect the goods before pu.ro@e. Traditional contract laws were used to resolve disputes,
identifying the respons@arty. Courts provided remedies if an aggrieved party could prove
a valid contrac(.v./%sh cluded an offer and acceptance agreement, consideration, intent to
create a legélationship, and the necessary capacity of the parties involved. Additionally,
there%Q;Qes requiring contracts to be documented in writing, as supported by Sections 1
and 4 of the Statute of Frauds (SOF) 1677, which stipulate that for a contract to be valid, the
minimum is the writing and signature for such contracts, otherwise, such contract will not be
enforceable in a court of law. 280 Section 1 of the SOF also specifically provides that no

action can be brought where there is no written agreement or, in the alternative, some

280 Statute of Frauds of 1677 is applicable in Nigeria as a Statute of General Application. Section 79 of the
Property and Conveyancing Law, 1958 (Western Nigeria).
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memorandum or note thereof.?®! Therefore, the rights and obligations of parties under the
SOF arise where parties can establish that the contract in question has been reduced to

writing and duly signed by them.??

However, applying these rules to e-commerce transactions will rather complicate issues

relating to ecommerce transaction and therefore it is argued that the rise of an electronic

medium for commercial transactions throws this law into disarray®* The rise of e%merce

has introduced entirely new dynamics that demand specific legal regulatio itionally,
G

the growth of online commerce has made many existing legal s&% outdated and

insufficient. As a result, there is a pressing need for a suitable 1 waork to foster the
development and widespread acceptance of e-commerce, ially given the increasing
volume of online transactions worldwide. In response,&@s institutions and organizations
have sought to address this challenge by esta%i%g regulatory frameworks for both
domestic and international e-commerce tral@(Qs. For over twenty years, the UN and other
international bodies like the OECD a@en working on implementing legal rules for e-
commerce.”® Since then, these @cyzations have been enjoining countries to revise their
existing legal rules and ﬁ. ﬁs to facilitate electronic transactions.?®> Organizations such

as UNCITRAL, th

¢

o)
2°

K Phillips, ‘Does Australia's Unfair Contracts Act Limit or Enhance Contractual Freedom? Economic

Affairs 36, no. 3 (2016): 343. <https://doi.org/10.111/ecaf.12191>

282 C J Kropka, ‘Agreements of Purchase and Sale and Leases: The Statute of Frauds and Pan Performance,’
Blaneys on Building, June 2014, 1.

283 D R Johnson and D G Post, ‘Law and Borders: The Rise of Law in Cyberspace,” Stanford law Review 48,
no. 5 (1996): 1367-1368

284 Q Jayabalan, n161

285 E Laryea, ‘Why Ghana Should Implement Certain International Legal Instruments Relating to International
Sale of Goods Transactions,” African Journal of International and Comparative law 19, no. I (2011): JI.

286 The Institute for the Unification of Private Law (UNIDROIT) is an independent intergovernmental

Organization with its seat in the Villa Aldobrandini in Rome.

The Chartered Management Institute (CMI) works with business and education to inspire people to become

skilled, confident and successful managers and leaders
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OHADA,? and the EU have significantly influenced the development of global e-commerce
legal standards. Their collaborative efforts have led to the creation of consistent legal
frameworks that govern e-commerce activities, ensuring that businesses adhere to
international laws. The EU's active participation has been crucial in advancing these global e-

commerce standard.
4.1.1 The United Nations Commission on International Trade Law (UNCIT&*)

The spontaneous growth of e-commerce has brought about bright prospec@e future of
global trade. However, there are concerns a number of issues woul me extent subdue
the growth of e-commerce. This issues are as follows: first, t%isting traditional legal
frameworks governing commercial activities did not r the peculiarities of digital

289 and secondly, the absence of harmonized law, he subject of e-commerce posed a

trade
threat of irregularities and uncertainties.?* Hov&é in 1966, UNCITRAL was created by
the United Nations General Assembly ( ws the main UN body with interest in the field
of International trade law?**! with éi;&e to formulate a harmonized set of laws that

recognized digital forms of do@ts, signatures and writing, and other issues peculiar to e-

commerce. QQ
The UNCITR@embership of over 100 countries across the globe including Nigeria

which has % a member since 1968. The objective of the UNCITRAL is to promote the

prog«@e Earmonization and unification of international trade law and is headed by a

288 OHADA means the Organization for the Harmonization of Business Law in Africa. It is a system of corporate
law and implementing institutions adopted as a Treaty by 17 West and Central African nations in October,
1993 signed in Port Louis (Mauritius), as revised on 17 October, 2008 in Quebec (Canada).

289 The United Nations Commission on International Trade Law (UNCITRAL) was established by the UNGA
Resolution 2205 (XX!) of 17 December 1966, ‘to promote the progressive harmonisation and unification of
International! Trade Law’ 4.

290 T Pistorius, ‘Contract formation: A comparative perspective on the Model law on electronic commerce’
(2002) 35 Comparative and International Law Journal of Southern Africa 131 <https://journals-co-
za.uplib.idm.oclc.org/doi/10.10520/AJA00104051 178> (accessed 30 November, 2023).

21 A Sanni and F O Adebayo, ‘Analysis of Electronic Transactions Bill in Nigeria: Issues and Prospects,’
Mediterranean Journal of Social Sciences 5, no. 2 (2014):
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Director, who also serves as its Secretary. The UNCITRAL has a Secretariat located in
Vienna, Austria,?®> from which broad range of administrative and legal services are rendered
and usually seeks assistance of outside experts among which are academics, legal
practitioners, bankers, international, regional and professional organizations when preparing
its documents. It has also developed a system of collecting court cases that were decided in
the light of its documents which is known as ‘Case Law on UNCITRAL Texts’ (C&JT). 293
The UNCITRAL's mission is to enhance global recognition, consistent int tion, and
implementation of legal documents related to e-commerce regulation. I\L{o@e encouraged
to adopt the model law as a framework for drafting their legis , adapting specific
provisions to align with their unique socio-economic contex@%ication was released to
assist in enacting the model law, offering background in@tlon and detailed explanations.
UNCITRAL's harmonizing principles also pr Qtie consistent interpretation and

application of legal texts in judicial and tri gbe tings. Compiled cases provide valuable

insights for judges, tribunals, scholars, a%e s, and other stakeholders concerning trade and
]

N\
commerce matters. \cj
Q

However, the key Intes;(q'§ instruments of interest are the harmonizing rules of

UNCITRAL on Electroni¢ Commerce. This study concentrates on these instruments on
. ’\v

account of the @at ese model laws are the key universal instruments which have been

specially ated to address e-commerce issues across the globe and form the backbone of

most\vc%merce legislations all over the world with the aims of unifying the rules to make

room for the acceptability of paper-based documents. It is in line with its mandates that the

UNCITRAL drafted the Model Law on E-commerce and electronic signature of 1996. The

292 M. Nurudeen, and Y. Yusof, ‘A Comparative analysis of the Legal Norms for E-commerce and Consumer.
Protection’ (2021) 26 Malaysian Journal of Consumers and Family Economics 22.

293 The United Nations Commission on International Trade Law (UNCITRAL) was established by the UNGA
Resolution 2205 (XX!) of 17 December 1966, "to promote the progressive harmonisation and unification of
international trade law. 4.
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Model Law established rules and norms that validate and recognize contracts formed through

electronic means.?%*

However, the major recognition and regulation of e-commerce began
with the adoption of the Model Law. The Model Law is designed to cater for outdated laws or
the inadequacy of the national laws which were enacted without e-commerce in mind.?*> The
objective of the Model Law is to authorize electronic transactions and overcome the obstacles
created by current legal standards like the necessity for writing, signatux, and
documentation. According to the UNCITRAL Working Group on E-commerc QvE), these
barriers significantly jeopardize e-commerce, necessitating prompt legal rers to eliminate

them. The Model Laws emphasize principles of non-discriminatio ,logical neutrality,
%

and functional equivalence to guarantee that consumers C@ electronic documents as

evidence in legal proceedings. Q

Some of the notable attitudes of most legal jurisd@towards electronic transaction before
the advent of model law includes; elects\\@%cuments that can be used as evidence
constantly face admissibility obstacle& re the courts due to the novelty of e-commerce
and/or inadequacies of the exi@(?egal rules of evidence since documents evidencing
electronic transactions ¢ : over the Internet are mostly in electronic form. For instance,
Section 2 of the Nigeri dence Act of 194526 defined a document as: books, maps, plans,
.
drawings, pho@ s, and also include any matter expressed or described upon any

substance ans of letters, figures or marks or by more than one of these means, intended

to bm\%or which may be used for the purpose of recording that matter.

It is important to note that even the so-called advanced countries faced the same dilemma as

Nigeria. But they were only able to find their way out through judicial activism; as seen in the

2% United Nations, ‘Model Law on E-Commerce with Guide to Enactment 1996> (New York: United Nations,
1999), 30.

295 S Jayabalan, n161

29 Section 2 of the Nigeria Evidence Act of 1945
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UK, before the enactment of clear rules on electronic evidence, courts utilized the best
evidence rule to admit computer-based or computer-generated documents based on an age-
old common law principle of evidence that permits the admission of evidence if that appears
to be the best available evidence to prove certain facts. Similarly, in the US where the court
admitted in evidence, a computer printout in a case of King v State Ex Rel Murdock
Acceptance Corp.?” The court accepted it under the exception to the hearsay mles&a bold
display of judicial activism, the court declared that the expenditure w@he entire

298

commercial world recognizes as safe shall be sanctioned and not discrsiuab) e courts of

Electronic records and documents are frequently disreé

complicating matters for consumers trying to prove their claims. Fhese files are categorized

justice. ring court cases,

as secondary evidence since they are replicas of the ori. oreover, digital documents

are prone to tampering, changes, and modiﬁcatig@ch can be challenging to identify.

This situation underscores the necessity for@ egal guidelines on their admissibility to

avoid the potential issues arising from ’e\' %’ic documents. Hence, it is essential to set forth
]

clear legal regulations to guaran:@he acceptance of electronic documents in judicial

proceedings.?” The UNCITR@%ough the instrumentality of the Model Law with country

to country modiﬁcatio@ with a solution dealing with the admissibility and evidential

weight of data 1(’:@

The admi%@ly of electronic documents in legal proceedings is a significant issue. The
UN has proposed a resolution with its Model Law, specifically through Article 9,
which addresses the admissibility and evidential weight of data messages. This article asserts
that electronic messages cannot be dismissed as evidence solely because of their format or

due to the potential for better evidence. Factors such as the reliability of the message’s

27 (1996) 22 F2d 39.
2% King v State Ex Rel Murdock Acceptance Corp. (1996) 22 F2d 39.
299 M T Ladan, n76
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creation, storage, transmission, integrity, and the identification of the sender are critical when
assessing the evidential weight of a data message. Article 9 promotes the principle of non-
discrimination against electronic evidence, instructing courts not to exclude such evidence
merely because it is in digital form. If electronic evidence is the most reliable available, it
should be given full legal consideration. Nevertheless, the judge retains the discretion to
determine the evidential weight of the electronic evidence.’® Therefore, Article 9(2)provides
the guiding principles on the issue. This is to the effect that in exercising the Qetion the
judge should have regards to inter alia the reliability and integrity of 21){&(5 of electronic

evidence so tendered.

In respect of non-discrimination, the Model Laws impart le@cogmtlon to data messages,

by ensuring that a document is not denied legal effect, v, or enforceability, solely on the
grounds of its electronic form.>°! This, in effet&wved some of the obstacles which
prevented the wide acceptability of ele@lcb messages and documents. In terms of
technological neutrality, the model 1 %dates the adoption of provisions that are neutral,
with respect to the technology us&th the aim of accommodating any future development
without further Legislativ, by the adopting country. A key impediment to the
acceptability of new tec ogies, such as electronic messages is that at the time majority of
existing legislation %ee drafted, these technologies were not pre-empted, as they were not
in existenqb§1 when they came into existence they tend to be treated with uncertainty, until

legish& are made as regards them.’?? However, against the background of this trend, the

model laws attempt at overcoming similar hurdles by this feature of technological neutrality.

300 United Nations. ‘E-Business Primer.” In Compliance with Information and Communication Technology-
Related Multilateral Frameworks: Information Technology Enabling Legal Framework for the Greater
Merong Subregion, 1-212. New York: United Nations Publication, 2004.

301 Article 5, UNCITRAL Model Law on Electronic Commerce 1996 [MLEC].

302" An Introduction to Interchange Agreements, (available at <http://www.unece.org/tradewelcome/areas-of-
work/un- centre-for-trade-facilitation-and-
ebusinessuncefact/outputs/standards/unedifact/tradeedifactrules/part-2-uniform-rules-of-conduct-for-
interchange-of-trade-data-by-teletransmission-uncid/part-2-uncid-chapter-4-annex.html> (accessed 26
November, 2023).
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Consequently, the UNCITRAL recommends the Model Law as a universal standard for the
states wishing to enact or update their laws dealing with commercial transactions which are
intended to serve as a guide for domestic legislatures to update their legislation in order to
incorporate e-commerce into their national Laws on contracts*® in a nutshell, the Model Law

aim at ensuring uniform and harmonized rules governing e-commerce across the globe.

The Model Law offers internationally acceptable rules ove the legal impediments

4.1.2. Objectives and Scope of the Model Law

affecting online transactions to create a secure @ edictable environment for e-
commerce.’® The model law is designed to % -commerce users create contractual
solutions to address legal challenges, harrﬂ@ national laws, and foster economic growth
by facilitating global market acces&@enhancing efficiency in international trade. It
includes provisions for confu&%‘&c?ection and the recognition and legalization of online
transactions. The model i structured into two parts: general e-commerce and specific
areas. It offers a predi Qand secure legal framework for businesses and consumers, based
"
on three ke inciples: the functional equivalent principle, which mandates equal legal
treatment aper-based and electronic documents, and the general principle, which
guara\!@s the equal treatment of both document types.3®> Another provision states that there

must be no discrimination against different kinds of technology; this is called the technology

neutrality principle and lastly, parties have the freedom to choose whom they contract with

303 L A Allende and M A Miglino, ‘Internet Law - International Electronic Contracting: The UN Contribution’,
Internet Business Law Services (IBLS) Internet Law - News Portal, Mar. 6, 2007,
<http://www.ibls.com/internet law_news_portal view.aspx?s=latestnews&id=1610> (accessed 26
November, 2023).

304 Guide to the UNCITRAL Model Law on E-commerce at 32.

305 T Pistorius n321
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and the terms and conditions within which they would be bound which was propounded out

of the party autonomy principles.3%

Article 2 of the model law outlines several e-commerce terms, including data messages,
electronic data interchange, and information systems, but notably does not define e-
commerce itself. Data messages are described as information created, received, sent, or stored
through electronic means, such as emails, telegrams, electronic data exchanges, aq&elexes.
This implies that the model law validates various methods for conducting o i@ sactions,
including emails, text messages, EDI, instant messages, telephone, and@iﬂing. Article 4
addresses party autonomy, allowing parties in electronic tra to modify certain
provisions of the model law, such as contract formation, rition of parties, and timing
and location of data message dispatch. The model Jawvupholds the principle of non-
discrimination, asserting that electronic informati(%‘%ot be deemed invalid solely because

it is not in paper form. Additionally, it sta@; terms and conditions referenced in a data

message must be regarded as if they w@olicitly included, even if not directly stated.3"”

The Model Law also takes noQQAhe issues of signatures and the concept of originality. It
prescribes that electror@ tures must be considered valid signatures where it meets the
following require.n'(ﬂ%og First, the method of signature used must identify the party and
secondly, s Qod must also indicate the party's approval of the electronic information
content.@the issue of originality, the model law prescribes that a data message is

309

conskl%d an original document where there is an assurance of the integrity"” and

authenticity of the information. This assurance can be provided by showing that the data is

306 C Connolly, and P Ravindra, ‘First UN Convention on E-commerce finalised’ (2006) 22 Computer Law &
Security Report at 32
<https://wwwsciencedirectcom.uplib.idm.oclc.org/science/article/pii/S026736490500186X.> (accessed 26
November, 2023).

307 UNCITRAL Model Law on E-commerce 1996, Article 5b.

308 Tbid, Article 7.

309 Tbid, Article 8.
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void of omissions and alterations.?!? In addition, the model law equally addresses the issue of

admissibility’!! and the evidential weight of data messages. It prescribes that data messages
should not be denied admissibility because it is not a paper-based document. Also, evidential
weight must be given to data messages (this depends on whether they were created,
transmitted, communicated or stored reliably).’!?> The formation and validity of contracts
under online transactions have been a topic of debate. To create some form of cegtainty, it
provides that offers and acceptance communicated through the means of dat sages are
regarded as valid contracts.’!’*> However, the model law did not definite @ constitutes a

good contract, neither did it define what amounts to an offer and accc ; this is to prevent

a conflict with the definitions given to the concept of of@ acceptance by various

jurisdictions.3* Q

The Model Law recognizes that the peculiarities %ommerce transactions might make it
difficult to determine the time and place wh@rbmformation was sent and received.’!'> Thus
it provides that the time and place of d@l is determined by the principal place of business

for both parties and not the loca®(o? computer systems.?'® The principle of neutrality can

N

be seen throughout the §®ns of the model law. It placed no form of technology above
e

the other, neither di%\ ude any form of technology.®!'” It impliedly created room for the
inclusion of fu@h ologies by not giving a conclusive definition to data messages, as
seen in Apti . Nonetheless, some notable provisions of the Model Law that offer some

level\{%‘[ection to e-commerce consumers are identified as follows.

310 Guide to the Enactment of the UNCITRAL Model law on E-commerce (1996) 42.
SIUNCITRAL Model Law on E-commerce 1996, Article 9.

312 Guide to the Enactment of the UNCITRAL Model Law on E-commerce (1996) 43
33 UNCITRAL Model Law on E-commerce 1996, Article 11.

314 Guide to the UNCITRAL Model Law on E-commerce (1996) 48.

315 Ibid (1996) 55.

316 UNICTRAL Model Law on E-commerce, Article 12.

317 M Nurudeen, and Y Yusof, n323.
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The Model Law recognizes electronic communication as a legitimate method for conducting
business transactions, ensuring consumer protection in online environments. It validates all
forms of communication, such as data messages, that are created, transmitted, received, or
stored electronically or through optical or similar means, including EDI, email, telegram,
telex, or fax. This provides legal assurance for online transactions and safeguards consumer
interests.3!® The Model Law serves as a legal structure for validating e-commerce tra&sactions,

ensuring that data messages are recognized as legally effective, valid, a Qorceable.

According to Article 2, information cannot be denied legal effect, vali or nforceablhty
simply because it is not directly included in a data message but i 1s e erenced within it.
This provision was incorporated into the 1996 Model Law to 1ze the principle of non-

discrimination and guide countries on handling issues @ to data messages. The 1998

amendment extended full legal recognition to e contractual terms and conditions,
treating them as if they were explicitly st itionally, the Model Law stipulates that
written agreements initiated by a dat age must be documented and accessible for

reference in cases of d1scr1m1nat10r@)\

The Model Law mand t@at electronic signatures on data messages must include a
person’s s1gnature e & that the method for identifying the person and indicating their
approval is reh@nd suitable for the information’s purpose. Article 8 stipulates the need
for docump&bo retain their originality, requiring information to be presented or preserved in
its ohg’% form. This condition can be satisfied by a data message if there is dependable
assurance of the information's integrity from the time it was created. The reliability standard
is evaluated based on the information's intended purpose and relevant circumstances. Article
11 of the Model Law outlines that in contract formation, an offer and acceptance can be

conveyed through data messages, and the contract's validity or enforceability cannot be

318 Guide to UNCITRAL Model Law on E-commerce 32-34
319 ibid
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challenged solely because a data message was used. These provisions collectively aim to
introduce the principle of technological neutrality in commerce. The criteria for assessing
integrity include the information remaining complete and unchanged, aside from
endorsements and changes during communication, storage, and display.*?® The Model Law
empowers parties to select any form of electronic media for their commercial dealings,
reinforcing the principle of contractual freedom. It seeks to advance non-discrimination in e-
commerce, acknowledging that the legal necessities for paper document %struct
seamless communication. By embedding the principle of non-discrimin tio@e Model Law
addresses concerns regarding the differential treatment o e and electronic

communications. This enables parties to decide on their pre@e transaction methods and

the technology they employ.3?! Q

QO

Hence, the principle facilitates e-commerce by en.@ equality of treatment between paper-
based documents and those stored or exp@% an electronic form with the sole aim of
taking care of the notions of writing, s@\re, and originality which in a long run be used to
deny electronic communications@%a(?effect. This is because writing or a signature can be
transferred to the electroni : ext.>?? Therefore, contract entered electronically is as valid as
any contract that is f %traditionally.323 In line with this, the Model Law does not only
.
uphold the con@g arties' freedom to choose the mode of concluding their contract but

also the t bt)gy to be used in doing s0.3>* Parties are at liberty to communicate offer and

acce@e freely using offline or online platforms. Equally, parties are at liberty to decide

320 ibid 23-24

321 United Nations, ‘Model Law on E-Commerce with Guide to Enactment 1996> (New York: United Nations,
1999), 20.

322 UNGA, Report of the Working Group on Electronic Commerce on Its Thirty-Eight Session (New York.
2001), 16-17.

323 S E Blythe, ‘Digital Signature Law Offline United Nations, European Union, United Kingdom and United
States; Promotion of Growth in £-Commerce with Enhanced Security,” Richmond Journal of Law &
Technology (Rich. JL & Tech.) XT, no. 2 (2005): 12.

324 C Reed and J Angel, Computer Law: ‘The Law of Regulation of information Technology’, 6th ed. (Oxford:
Oxford University Press. 2007), 301.
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the most appropriate technologies for e-commerce in terms of expense, deployment, security
and reliability.’?> This option in the model law therefore reinforces the principle of parties'
autonomy since the obligations of the contracting parties arise only out of their free will, with
the view that in an ideally desirable system of law, all obligations will arise only out of the
will of the individuals, contracting .freely (which) rest not only on the will theory of contract
but also in the political doctrine that all restraint is evil and the government is best which
governs least as contained in the heart of the contract law.??¢ The theory Qtract law
allows for all parties to determine their fates. Their relationship should beG\ey regulated by
statutes or courts. Except to protect the weak (consumers) from ex @ on." In upholding
this old principle of law, the Model Law allows parties to co nfeate offer and accept same
via SMS, IMC, EDI, e-mail, telephone and web-base@nmerce. Notwithstanding, the
principle of non-discrimination as explained ab €1§Limitations.327 This is seen in the
UETA which requires real estate transai%%.will and trust among other contractual
documents to be in written form. O‘Ehe ise, 'they cannot be enforced in a court of law. A
similar provision is also found u@he Ghanaian Electronic Transactions Act (GETA)
2008,3%® which excludes ne}g@b@e instruments and bills of lading from being electronic
records or document \@?does not truly reflect the aim of the Model Law. Thus,
maintaining su °®ions will hamper international trade and defeat the essence of

ecommerce.éwever, for e-commerce to reach its full potentials, these barriers in all its form
mus@ nged.

The Model Law is however without its own short coming. First, even though the Model Law

has a great impact on ecommerce status in many countries, the model laws only serve as

325 J D Gregory, 'Technology Neutrality and the Canadian Uniform Acts,” in 4th International Conference on
Law Via the Internet (Canada: Universite de Montreal, 2002), 3.

326 O Yerokun, ‘The Law of Contract’ (Yaba, Nigeria: Nigerian Revenue Projects Publications, 1999), 7.

327 D Enadeghe, (n 48)

328 Electronic Transactions Act 2008 (Ghana: Act 772, 2008);
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guides for countries in enacting their local laws on e-commerce; they have no force of law.>?’
Thus, the non-binding nature of these UNCITRAL model laws makes it easy for states to
pick and choose specific provisions to enact in local rules.’*® The Model Law only guide
countries on how to address legal problems posing a threat to the development of e-
commerce in their domains. This then reduces uniformity and harmonization in e-commerce
laws globally. Given the fact that many states have adopted it in their respective juri{dictions,
the provisions of the Model Law have been applied and interpreted differen Qcourts of
various jurisdictions which has emanated from states practice, ju ic&isions and
resolutions of the UNGA among other things.?*! Therefore, it is s l@:g that if the Model
Law has attained the status of customary international law a@s ed to binds all countries

in the world regardless of whether a given country has its @mnt.

Secondly, the Model Law is not a comprehensive B%merce legal document.*? The Model

Law does not adequately address numeroissues related to e-commerce, especially

those impacting e-consumers. Moderﬁ\% merce primarily operates via the World Wide

Web (web-based commerce), cas the Model Law focuses on data message

communications, such a ®lephone, and email, without specifically addressing web-

based transactions. Th'oslssion might be because web-based e-commerce was not common
S

when the Mod@

or telex. the Model Law authenticates electronic contracts and signatures, offering

s established. Today, consumers rarely purchase goods via email, fax,

some\vc%umer protection, it fails to cover many issues e-consumers face, such as unfair
trade practices, privacy concerns, fraud, and the liabilities of different parties.’** Thirdly, the

model laws equally do not provide for the institutional frameworks governing e-commerce

329 C Connolly and P Ravindra (n 321)

330 UNCTAD Information Economy Report 301.

31 Andre da Rocha Ferreira, ‘Formation and Evidence of Customary International Law.” UFRGS Model United
Nations Journal I (2013): 188.

332G, Jayabalan, (n161)

333 A M Nadal and J F Gomila ‘Comments to the UNCITRAL Model Law on Electronic Signatures’ (2002) 5th
International Conference on Information Security 241
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nor mention mechanisms for dispute settlement and remedies available to aggrieved parties.
This suggests the fact that the Model Law itself needs to be reviewed to reflect the current e-
commerce developments in order to reinforce the principle of nondiscrimination as
propounded by the Model Law. In spite of its shortcoming, the Model Law remains relevant

and vital legal instrument relating to e-commerce.

Fortunately, evidence has shown that some countries have bridged this gap way of
enacting comprehensive legislative frameworks for ecommerce transactio Q includes
the Indian Information Technology Act (JJTA), 2000 is one of thv@gdomprehensive
legislation for e-commerce. The UTA makes other elaborate prg@covering areas such
as electronic governance, attributions, e-signature, regulati certifying authorities and
cyber offences.*** Similarly, the EU as a region h§90herent legal and institutional
frameworks for ecommerce.?*> This includes the %bive on E-commerce (DoE) 2000 and
Directive on Privacy and Electronic (@(Qications (DPEC) 2002 and the Unfair
Commercial Practices Directive (. UGP@Q(U.W These legal documents regulates different

N

aspects of e-commerce more th, ’&f@t is contained in the Model Law as well as protects

N

consumers against inserti q@nfair trade terms particularly if such term gives preference to
N

the seller's rights andx

]
check-mates un@rade practices in commercial transactions®*’ coupled with the fact that

\,‘?:z}6

tions at the detriment of the consumer. In a nutshell, the UCPD

34 N Karnath, ‘Law Relating to Computers, Internet and E-commerce’, 5th ed. (India: Universal Law

Publishing Co. Pvt. Ltd., 2012), xxxi-xxxv and 665-699.
Z A Ayub, ‘Malaysian Electronic Commerce Act 2006 and EU Directives: Consumer Protection
Perspectives,” REKA YASA-Journal of Ethics. legal and Governance 3 (2007): 68
336 Directive on Privacy and Electronic Communications 2002, Official Journal of the European Communities
(European Union: L 201/37, 2002).
37 7 A Ayub, (n366) 68

335
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their approach is tilted more towards B2C which guarantees the right of a consumer to

receive from e-traders (without delay) receipt in respect of their purchases.?

4.1.3 The OECD 1999 Guidelines for Consumer Protection in the Context of E-

commerce

On December 9, 1999, the OECD Council approved a set of guidelines aimed at improving
consumer protection in the context of electronic commerce.’* The revis sumer
Protection in E-commerce Guideline by the OECD Council, dated @J@ 24, 2016,
establishes key principles for safeguarding consumers in online @tions. It aims to
address concerns about the distinct characteristics of internet- transactions, ensuring
that consumers in online environments receive comparal@gction to those in traditional
markets. The Guideline serves as a resource for ments, businesses, and consumer
advocates to enhance and apply online consu otection measures effectively. It also

allows member states the flexibility to ad&f\ﬁge rigorous standards if they choose to further
]

protect consumers in the digital ma@ /

4.1.3.1 Information Disclos.uQx

The revised Consu Protection in E-commerce Guideline by the OECD Council, dated

]

March 24, 201@blishes key principles for safeguarding consumers in online transactions.
It aims t ss concerns about the distinct characteristics of internet-based transactions,
ensu?ﬁ&at consumers in online environments receive comparable protection to those in
traditional markets. The Guideline serves as a resource for governments, businesses, and

consumer advocates to enhance and apply online consumer protection measures effectively. It

338 Unfair Commercial Practices Directive 2005, Official Journal the European Union (European Union: L 149,
2005), <http://eur-lex.europa.eu/LexUriServ/LexUriServ .do?uri=0J: 1.:2005: 149:0022 :0039:E N : >
(accessed 29 November, 2023)

339 OECD, ‘E-commerce Recommendation’ Available at: <https://www.oecd.org/sti/consumer/ECommerce-
Recommendation-2016.pdf>. (accessed 14 August 2023)

97


http://eur-lex.europa.eu/LexUriServ/LexUriServ%20.do?uri=OJ:%20L:2005:%20149:0022%20:0039:E%20N%20:

also allows member states the flexibility to adopt more rigorous standards if they choose to
further protect consumers in the digital marketplace.**° The information to be submitted must
include the business's official name and trading name, an email address, phone number, or
other electronic contact methods; appropriate domain name registration details for websites
involved in commercial transactions with consumers; and any pertinent government
registration or license information®**!. The Recommendation also mentions that businesses

affiliated with a trade association or similar organization should provide suffici etails for

,\(/

The Recommendation on disclosure of information about pro d services requires

consumers to easily contact that organization.>*?

businesses to give customers with information about the goc@r services in order for them
to make informed decisions about a transaction.’* Ce 'nQormation, such as functionality
and interoperability features; contractual requirel@ limitations, or conditions that may
affect a consumer's ability to acquire, acce@(gse the good or service; safety and health-
care information, and any age restricﬁ@?ould be provided by the business3#. In addition,
the recommendation requires %m sses that engage in e-commerce should provide

information about the wnditions, and costs associated with a transaction to enable

consumers to make aﬁl
Sa

any stage of t@ tion. The company should also publish a clear and comprehensive

summary transaction's relevant terms and conditions.**> Such information should

ed decision, and this information should be easily accessible at

inclu}g% initial price; terms, conditions, and methods of payment; terms of delivery or

340 OECD Recommendation para. 28
341 OECD Recommendation para. 29
342 OECD Recommendation para. 30
343 OECD Recommendation para. 31
34 OECD Recommendation para. 32
345 OECD Recommendation para. 34
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performance; details and conditions related to withdrawal, termination, or cancellation;

privacy policy; dispute resolution and redress options.>*6

Finally, before the consumer confirms the purchase, he or she must have the opportunity to
review summary information about the goods or services, as well as any delivery and pricing
information.>*” This will enable consumers identify and correct errors or to modify or stop the
transaction. The business is forbidden from processing the transaction unless the.%sumer
has given an express consent to it.>*8 However, the Nigerian e-commerce le i does not
include this criterion. The customer is not given the opportunity to re((v;cﬁe information
provided before making a choice on the transaction. Payme nisms: Payment of
products and services by electronic means is a key com of electronic transactions.
Consumers, on the other hand, may be exposed to @a@payment-related hazards from
which they should be protected. To prevent this@lesses must provide consumers with
simple payment options and adopt security@ es that are proportional to payment-related
risks, such as those resulting from ilt cess or use of personal data, fraud, and identity
theft.* Governments and stake%& have a responsibility to set basic levels of consumer
protection for e-commer e,@wnts, including governmental or industry-led constraints on
customer liability ft authorized or fraudulent charges, as well as chargeback

350

]
procedures. @ payment arrangements, such as escrow services, should also be

develope@rease consumer confidence in e-commerce.
4.1.3}6ispute Resolution and Redress

In the context of electronic transactions, the presence of any form of dispute is unavoidable.

For the advancement of e-commerce, dispute resolution systems must be in place. Consumers

346 OECD Recommendation para. 35
347 OECD Recommendation para. 37
348 OECD Recommendation para. 38
349 OECD Recommendation para. 40
330 OECD Recommendation para. 41
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should have meaningful access to fair, easy-to-use, transparent, and effective processes for

331 Consumers

resolving domestic and cross-border e-commerce disputes in a timely way.
should be able to obtain redress without incurring unnecessary cost or burden when harm has
been suffered as a result of the goods and services which may be defective, do not meet
advertised quality criteria or where there have been delivery problems.>>> The dispute
resolution mechanisms should not only involve court procedure but should include out of

court mechanisms such as internal complaint handling and*** alternative dis esolution

(ADR). However, the use of such out of court mechanisms should not &\ynt consumers

O
Q
QQ

As previously said, customer privacy and data protec%@s a primary concern while engaging

from pursuing other forms of dispute resolution and redress.

4.1.3.3 Privacy and Data Security

in an online transaction. Consumer data and per nformation, on the other hand, must be

safeguarded against fraud. Businesses sh%\:p%tect consumer privacy by ensuring that their

policies relating to the collection 2@8

fair, as well as providing suft@ security precautions. Businesses should manage digital

consumer data are legitimate, transparent, and

security risk and take@r measures to reduce or mitigate negative consequences of

consumer ecomme Exvolvement.354

4.1.4 The %ican Union Convention on Cyber Security and Personal Data Protection

O

Over\he last 20 years, there has been a rapid growth of internet penetration on the
continent.>> Thus, this study needs to examine the relevant frameworks covering e-

commerce at the continental level. As a result, the African Union (AU) saw the need to

351
352

OECD Recommendation para. 43

OECD Recommendation para. 46

353 OECD Recommendation para. 44

3% OECD Recommendation para. 49

355 U Orji, ‘The African Union Convention on Cyber Security: A Regional Response towards Cyber Stability’
(2018) (Masaryk University Journal of Law and Technology) 117
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establish a continental treaty on cyber security and data protection. The Convention on Cyber
Security and Personal Data Protection Convention was established in June 2014. The
Convention covers the subject of e-commerce, cyber security and personal data protection.
Unfortunately, this Convention has not come into force as it requires 15 countries to ratify its
provisions. Only eight countries (Angola, Ghana, Guinea, Mozambique, Mauritius, South
Africa, Senegal and Rwanda) have ratified this convention. Under the convention,, member
states are obligated to ensure that e-commerce activities can be freely ex % in their
territories except gambling, legal services and activities of notaries.”iglbwmber states

must ensure that businesses engaged in e-commerce within %@

consumers easy and direct access to the following informafi

tories must give
corporate name of the
business, the principal address, emails, phone numbers,ant government licenses, and
member organization.*>’ In addition, businesses s@ clearly the prices of commodities

includes taxes and delivery fees.*>®

The conye recognizes the use of electronic contracts
as a valid means of contracting betv:/ee %es?” However, the terms and conditions laid
out by businesses must be in tande&co;fh the domestic laws of member states.**° Also, under
the act, it provides that for a'&onic contract to be validly concluded, the “offeree” must
have had the opportunﬁj@?erify the order, particularly the price, on the other hand, before
confirming the or inesses must then confirm receipt of the order without unjustifiable
delay.’®! Th%ceptance of the offer and the acknowledgement of the receipt are deemed to
be r%&hen the party it was addressed to has received them.?®> Thus this provision

means that businesses are the ones who make an offer, and the consumer accepts by placing

356 African Union Convention on Cyber Security and Personal Data Protection, Article 2(1).
37 Ibid, Article (2).

358 Ibid, Article 2(2) (a) (b) (c).

399 Ibid, Article 5(1).

30 hid, Article 5(2).

! Ibid, Article 5(3).

362 Tbid, Article 5(4).
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an order. In order to ensure security in payments, the convention stipulates that businesses

must use payment methods approved by the member state. 3%

Each state must establish legislation to protect consumers' data and punish any violation of
such privacy.*** In addition, the convention mandates each state to establish an authority in
charge of protecting personal data. This authority must be independent and ensure that the
personal data is processed in line with the provisions of the convention.?®> The autbg&y must
also ensure that the use of information communication technologies mus pede the
freedom and privacy of citizens.*®® Citizens equally have rights under Qogfention when it
comes to processing their data; they have the right to know wh rocessing their data
purpose for which it is being processed and what period t@ta would be stored in their
database.*®’ Citizens also have the right to object 6@ processing of their personal
information.>*® The convention requires each stat%%velop laws and regulations on cyber
security.*®® These laws must contain the ﬁ@fq{g provisions: laws on cybercrimes,*’? the
establishment of a regulatory author'rt@ empowering pre-existing authorities to regulate
cyber security in the state,*’ ri @(Qc?citizens and the protection of sensitive sectors in the
state.’”® This conventi§®nces cyber security awareness amongst member states. It

facilitates the harmon'&t of cyber security and data protection laws in Africa. In addition,

]
it also enforces( arNrray of progressive obligations on member states to establish national

cyber securi d data protection regimes.’’*

363 Ibid, Article 7 (1).
364 Ihid, Article 8(1).
365 Ibid, Article 11(a) (b).
366 Ihid, Article 12 (1).
367 Ibid, Article 16.

368 Tbid, Article 18.

369 Tbid, Article25.

370 Ibid, Article 25(1).
1 Ibid, Article 25 (2).
2 Ibid, Article 25(3).
373 Ibid, Article 25 (4).
4 U Orji, (n422) 117.
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There are, however, challenges of implementing this treaty. First, the convention does not
fully establish a model legal framework that member states can adopt. It merely provides a
guide for African countries to establish legislation for electronic transactions, cyber security
and personal data protection.’”> The ratification of a cybersecurity convention in African
nations is progressing slowly because of insufficient awareness and institutional capacity.
Although international model laws are available, African countries might implemen&arying
versions, potentially undermining the convention's objectives. Additionally, t ernment's
hesitance to promote awareness and develop expertise in cybersecurity urther slows the

process. African countries are part of regional blocs, with Vae of technological

advancement among them. The validity of online contracts a@ s a challenge, as seen in

Nigeria, where the common law approach dictates that thsumer makes the offer and the
vendor accepts it. &Q

4.1.5 The ECOWAS Agreements on tho@rlbation of Internet Activities

The West African region has introduc@e supplementary Acts to oversee ICT activities.
These include the Supplementar}é\t(a/SAQ/Ol/ 10 concerning Electronic Transactions, the
Supplementary Act A/S @0 regarding Personal Data Protection, and the Directive
C/DIR/1/08/11 from é

West African State OWAS), adheres to the ECOWAS agreements that regulate internet

t 2011. Nigeria, as a member of the Economic Community of

activities,p’aﬁﬁng e-commerce.’’® The Act applies to all electronic transactions that make
use (ﬁ& messages. Just like the AU Convention on cyber security, this Act does not apply
to gambling, legal representation and activities of notaries public.’’”” The Act also mandates
businesses to ensure that consumers have direct and easy access to information such as the

name and physical address of the business, emails, member organisation, relevant

375 U Orji, ‘Examining Missing Cyber Security Governance Mechanisms in the African Union Convention on
Cyber Security and Personal Data Protection’ /5 Computer Law Review International (2014) 132.

376 Supplementary Act A/SA.2/01/10 on Electronic Transactions, Article 2.

377 Tbid, Article 4.
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government licenses,?”® and an indication of accurate prices for the commodity.?” In addition,

the Act prohibits businesses from sending unsolicited electronic advertisements to

consumers.3%

381

The Act also recognizes that negotiations of contracts can take place electronically’®' and

permits parties to electronically transmit all information necessary for the execution of the
contract where they agree to do 0.3 In the determination of a valid contract, thg&t takes
the same approach as the AU Convention, it refers to consumers as recipien @ ffer, and
when the consumer has reviewed the order, especially the price, the con%na n of his order
amounts to an acceptance.*®? This means that the business makes%@r through its display
of goods, while the consumer accepts the offer by conﬁ@ the order. Also, The Act
compels them to provide consumers with the terms and.conditions of the electronic contract

in a way that can be recorded and reproduced.’®* %Qerms must contain the following: the

language proposed for executing the contn@ne various steps required to conclude the

contract electronically,**¢ how the con& can identify errors made when entering data, and
how such errors can be correc%c@fore the conclusion of the contract.®®” In addition,
businesses are obligated .t owledge receipt of a consumer's order without unnecessary

delay.**® Once these f: &are met, this means that a valid contract has come into existence.
o\&
Under this Act, electronic and physical documents are granted the same legal status. The

Act per@lectronic documents to be accepted for invoicing the same way hard copies are

Y

378 Tbid, Article 3.

379 Tbid, Article 5.

380 Tbid, Article 11.

381 Tbid, Article 15.

382 Ibid, Article 16.

383 Tbid, Article 19

384 Ibid, Article 18.

35 Tbid, Article 18 (3).
36 Tbid, Article 18 (1),
7 Ibid, Article 18 (2).
388 bid, Article 19.
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accepted.’®® Electronic documents are also admissible as evidence in court.’*® The Act
equally permits the use of electronic signatures for online transactions.**! However, for an
electronic signature to be recognized, the signature must have been created by a secure device
under the exclusive control of the party making the signature.?*?> Despite its comprehensive
nature, the Act fails to cover areas such as data message dispatch, unfair trade practices,
electronic transaction regulation, dispute resolution mechanisms, and consumer &mdies.
Although individual member states might address these omissions, harmonizati essential
to prevent inconsistencies. Several nations, including Ghana, Burkin PQOJ ape Verde,
Ivory Coast, Gambia, Liberia, and Senegal, have enacted similar la xtionally, the Act's

criteria for establishing a valid contract are contentious, esp@l in countries like Nigeria

that adhere to common law principles. Q

In furtherance of the Supplementary Act on Elect@ ransactions, the ECOWAS Heads of
State and Government adopted the Suppi@gry Act A/ SA.1/01/10 on Personal Data
Protection in 2010 to serve as a region@?l framework on data protection regulation within

the ECOWAS.3” The Act aims ég%ose an obligation on member states to enact laws to

N

protect the use, colle%@%cessing and storage of personal data.’** The Act equally

395

requires member stat establish data protection authorities®> within their jurisdictions

who are indep@ 6“and enjoy immunity in the exercise of their functions.*®’ The Act

outlines tb@les of these data protection authorities; they include informing data subjects

\/Q/

389 Tbid, Article 29.

3% Tbid, Article 33.

31 Tbid, Article 34.

392 Tbid, Article 35.

393 U Orji ‘A Comparative Review of the ECOWAS Data Protection Act’ (2016) 4 Computer Law Review
International (2016) at 109.

3% Supplementary Act A/ SA.1/01/10 on Personal Data Protection, Article 2.

395 Ibid, Article 14.

96 Ibid, Article 14(2).

97 [bid, Article 17(2).
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8 receiving complaints and

and data controllers about their rights and responsibilities,*
petitions on the breach of data privacy,** imposing fines and sanctions,** informing judicial
authorities of offences where necessary*! and authorize cross border transfer of personal
data.*> The Act outlines the principles that should govern data processing such as the
principle of consent and legitimacy, the principle of legality and fairness, The principle of

purpose, relevance and preservation, the principle of accuracy, the principle of tra&rency,

the principle of confidentiality and security as well as the principle of cl@of a data

Processor.*%3 ’\Q/

In addition, the Act prohibits the use of personal data for prosp data subject without
his consent.*** The Act also provides for the rights of data cts; these rights include the
right to know the identity of the data controller, the right tovknow the purpose for which the
data is being processed,** the right to know the %%of storage of the processed data, the
right to object to his data being processed (gright to have his data rectified, updated or
destroyed as appropriate.*® Apart fr@e rights of the data subjects, the Act confers
specific duties on the Data contr@f‘?ﬁs includes the duty to ensure that the processed data
remains confidential, th clé}to ensure that the data is secure and is inaccessible to third
parties, the duty to &Q that the data is only preserved by the period prescribed by

]
regulations an@uty to ensure that the processed data is durable.*”” The shortcoming of

The ECO Supplementary Act on Electronic Transactions is that it does not provide

\/Q/

398 Ibid, Article 19 (a).
399 Ibid, Article 19 (f).
400 Thid, Article 19 (i
401 Tbid, Article 19 (g).
402 Thid, Article 19 (i).
403 Tbid, Article 29.

404 Tbid, Article 34.

405 Thid, Article 38(2)
406 Thid, Article 41.

407 Tbid, Article 45.
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judicial remedies available to data subjects against data controllers or even the supervisory

authority in the event of a breach of privacy.

In pursuit of harmonization of laws within the ECOWAS region and the need to curb
internet-related crimes,*®® the Heads of State and Government enacted the Directive
C/DIR.1/08/11 on Fighting Cybercrime within ECOWAS. The directive prescribes legal
provisions for the regulation of cybercrimes within the region. The directiwe\divides

\J

mation and

cybercrime offences into two categories: Offences specifically related to,i
communication technologies and traditional offences relating rmation and
Communication technologies. However, this study is interested g@rmer since it relates
to issues of e-commerce transactions. The directive cri\@lizes several acts such as
fraudulently accessing computer systems,*? interferi&@ the operation of a computer
system,*!? fraudulently manipulating personal d. fb fraudulently intercepting computer
data,*'> computer data forgery,*® threat *@ computer systems.*'* (Simply put, the
directive criminalizes offences such %, ing, payment scams, identity theft, web cloning
and phishing). Apart from the s@acaive laws, the directive provides for procedural laws;
the directive permits the e@ agencies to conduct searches or seize any computer system
for investigation. Fu§$
.
an offence.*! %ﬁ

tion, it places an obligation on member states to cooperate where

re, it permits the use of electronic evidence as proof to establish

necessaryp'aé area of searches and investigations*!®. The directive specifies provisions for

cybe}bgi% regulation but fails to include an enforcement framework. Such a framework

408 U. Oriji, ‘An Inquiry into the Legal Status of the ECOWAS Cybercrime Directive and the Implication of its
Obligations for Member States (2019) 35 Computer Law and Security Review 7.

409 Directive C/DIR.1/08/11 on Fighting Cybercrime within ECOWAS, Article 4

410 Tbid, Article 6.

411 Tbid, Article 7.

412 Tbid, Article 8.

413 Tbid, Article 10.

414 Tbid, Article 21.

415 Ibid, Article 32.

416 Tbid, Article 33.
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should establish or empower relevant bodies, clearly defining their roles and responsibilities.
The implementation faces challenges due to a shortage of technical experts and regional
agencies. Nonetheless, countries like Nigeria and Ghana have enacted cyber laws, either as

standalone acts or integrated into existing legislation.

N\
(/62
N
O
D

QQ

2
Ch® e
. ,&nclusion

5.1 Summary of Findings %\(—)\
The study focus on Pro% Aonsumer Rights in E-Commerce Transactions in Nigeria. The
study formulated.f esearch questions and four objectives respectively. The study utilized
both doctrinal n(@}ch methodology to achieve its targeted objectives. A qualitative review
was done%;gto elicit the practical problems associated with the legal and institutional
fram%ofks for the protection of e-commerce consumers in Nigeria. The study referred to
international legal instruments and the practices in foreign countries to unveil the inadequacy
of the legal and institutional frameworks for the protection of e-commerce consumers in

Nigeria. Hence, the summary of what has been carried out in each of the preceding chapters

is as follows:
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The first chapter is the introductory part of the study. It contained the background of the
study, statement problem, research questions and objectives, the significance of the study,
research methodology, and the limitations of the study as well as the review of the relevant

literature in this area of study.

The second chapter dealt with the conceptual discourse relating to e-commerce and consumer
right protection with reference to the global and Nigerian context. This chapter wivided
into different sections. Section one contained an introduction of the chapter. two and
three dealt with the concepts of e-commerce and consumer protection ;Q{eidely. Here, the
concepts of e-commerce were examined to relay a proper fo for the study. The
section exerted effort to examine the definition, classiﬁcatiovantages and disadvantages
of e-commerce. The second Section dwelled on the 6&5 of the concept of consumer
protection. This section described the word c@er and consumer protection means

respectively. it further gave insight on the s@; consumer, the rationale for the protection

of online consumer and challenges in%‘\o ment.

The third chapter examined, tlQ%bmational legal instruments relating to e-commerce and
consumer’s right prote@. this respect, the international legal instrument examined in
this chapter includ&e UNITRAL Model Law, 1996, OECD guidelines for consumer
protection i%hged\utext of e-commerce 1999 and ECOWAS agreement on the regulation of
intemet@’bities. The provisions of this international framework play a pivotal role in
inﬂu%g the legal rules governing e-commerce and consumer protection across the globe;
it has also provided a blueprint document containing a set of principles that will guide
countries on how to revise or enact legislation in the area of e-commerce and consumer

protection.
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The fourth chapter examined the legal and institutional framework relating to e-commerce
and consumer protection in Nigeria. The legal framework for consumer’ right protection in
Nigeria includes; the Constitution of the Federal Republic of Nigeria 1999, the Cybercrimes
Act 2015, Nigerian Electronic Transactions Bills 2015 and the Federal Competition and
Consumer Protection Act, 2018. Furthermore, the chapter utilized qualitative research to
assess the adequacy of the Nigerian legal framework for the protection of e-commezce in the
country. This qualitative research findings, was used to strengthen the vi Qdi ferent
arguments that Nigeria does not have an adequate legal framework for, t Qction of e-
commerce in the country. The legal framework analyzed was use @force the fact that
the protection of e-commerce in Nigeria is not adequatesand, as such, the Nigerian
government needs to address the e-commerce challenge@t e country. Furthermore, this
chapter analyzed the institutional framework for th@tection of e-commerce in Nigeria
with emphases on the principal institutions with the responsibility of protecting and
enforcing the rights of consumers in. ige Nhich revealed that the FCCPC and its tribunal
is not effective in resolving e-con&@concems. This chapter also analyzed Nigeria's legal
framework with the legal 'a@regulatory framework for consumer protection under e-
commerce in South Affriga and the United Kingdom whose legal and institutional framework
for e-commerc '@nsumer protection are effective in protecting their rights. It revealed
that South @ica and the United Kingdom have a robust consumer protection-driven
fra W%’QOI' online consumers. This was to serve as a lesson for Nigeria to learn to

improve its framework to increase consumer trust in e-commerce as well as enable this study

make necessary recommendations and draw conclusion.
5.2 Conclusion

The study had examined the legal and institutional frameworks for the protection of

ecommerce consumers in Nigeria. The study has established that the legal framework for the
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protection of e-commerce consumers is inadequate. Having examined the Nigerian legal and
institutional framework on the protection of consumers in e-commerce, it is quite evident that
the FCCP Act which is the major legislation on the issue of consumer protection did not
adequately provide for the protection of online consumers and as such is ineffective in
Nigeria. This is because the Act did not make mention of the words e-commerce or online
consumers. This goes to show that the Act was not enacted with the view of protecﬁ&online
consumers. Though, some provisions can be applied to e-commerce transact@ut it was
not sufficient to protect consumers in the digital world as the issues f’a(’%rs ifferent and

are constantly evolving. Furthermore, the consumer protection inst'ts hich comprise of
~

the FCCPCl/tribunals and the courts are beyond the reach @ inary consumer in the
country. Hence, Nigeria should take a lead from other co@s such as South Africa and the

United Kingdom to mention a few who have alrea%@ted laws and established institutions

protecting e-consumers in their jurisdictions\Q(b

(.)
53 Recommendations Aé
N\

Consequent to the abo\bonclusion, this study proffers a veritable solution targeted at
revamping the Q./gékn egal and institutional space as to the protection of consumers in the
context of e@merce. The recommendations on the protection of consumers in the context
of e-%‘%erce are mainly divided into two. The first part is in respect of legislative reform

while the second part is in respect of institutional reform.
Legislative Reforms:

i.  On ways to address the legislative problems facing the Consumer Protection Council
(CPC) in its efforts to protect and enforce consumer rights in e-commerce transactions

this study recommends an amendment to the FCCP Act to enlarge the powers and
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ii.

functions of the FCCPC to enable it to accept and treat complaints bordering on
breach of consumer rights in e-commerce. This is because FCCP Act is a legislation
that deals only with the regulation of traditional mode of commerce which may prove
ineffective in protecting online consumers looking at the peculiarities of e-commerce.
However, if the FCCP Act is amended to have specific legislation on e-commerce, it
will go a long way to address electronic transactions exhaustively, particularly in
relation to long distance or cross boarder e-commerce. Here, Nige@%eam a
lesson from South Africa where the Electronic Communications and\Transactions Act
and the Consumer Protection Act promulgated principally @;glate the affairs of
electronic transactions and other related matters a:@ﬁtect consumers in the
sphere of e-commerce in the country have been wered to accept and deal with
any dispute bordering on e-commerce. No %%sumers in South Africa can submit
their grievances either directly or \uélé; ine platforms. Both the South African
Electronic Communications .ar@saction Act and The Consumer Protect Act

system of settling e-com \lisputes is simple, cheap and informal. Parties can

settle their differencé.amiicably without involving a legal practitioner. Thus, saving

the consumer's %@%nd precious time.
This st@ecommends that a reform be done to the FCCP Act to rectify the

laps@ the FCCPC to protect consumer rights to information disclosure and the

\?;g they need to take to enforce the right. Though the FCCP Act has some

provisions on information disclosure by the vendor, these provisions do not suffice
regarding the peculiarities of e-commerce. It does not necessitate the seller to provide
a functional contact detail which can enable the e-consumer to communicate with the
seller conveniently from a distance or enforce the provision of the e-traders to make

prior information on the description of the goods to be sold. This is evident with the
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iii.

1v.

use of the words ‘sold” and ‘supplied’ which proposes that the sales record should be
delivered to the consumer after the transaction has been entered into and not before
the contract to afford the consumer ample time to evaluate and make informed
decision concerning the goods. This cannot be said to apply to consumers in an
electronic transaction who do not have the ability to physically examine the goods
before purchase is made and will therefore need all pre-contractual information to
make an informed decision. QQ
Notorious to e-commerce transactions is the probability of ’< umer’s personal
information being exposed to the public domain while traing on the Internet.
Against the backdrop that the FCCP Act does not ﬁuate provisions for the
protection of the personal information of c@ners engaging in electronic
transactions, and considering the borderle t@% of the Internet, this study further
recommends that the Personal Da ction Bill currently at the floor of the
National Assembly be quiclfl@ed into law to further strengthen the legal
mechanism regulating electQQ'g\ransactions in Nigeria.

An indication of preb&ness to provide a legal framework for e-commerce in any
given country b%%ith the domestication of the Model Law on Ecommerce. The
UNCIT @mmends the Model Law as a common standard for states wishing to

enac%r update their laws dealing with commercial transactions. This

V@Qmendation has been implemented in many jurisdictions who have enacted laws

based on or inspired by the Model Law. However, Nigeria has yet to adopt the Model
Law domestically, despite facing significant legal challenges in e-commerce,
particularly concerning data protection and unfair trade practices. The only legislative
initiative so far made is the Electronic Transaction Bill, 2015. Notably, this Bill has

been passed by both houses of the National Assembly (indeed, it was one of the 46
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Bills infamously passed by the Senate in 10 minutes on 3 June 2015), but is yet to
receive Presidential assent nine years after, and as a result is not, as yet, in force. This

study therefore recommends the immediate passage of the Bill into Law.

Institutional Reforms:

V.

Vi.

Against the backdrop that the FCCPC has been conferred certain powers and
functions under the FCCP Act, but the Commission has failed to adequately utilize the
olicies to

powers and functions so conferred on it, this study recommends that t@ mission
p

pays attention to emerging trends in e-commerce and make broadiba

regulate electronic transactions alongside protect onlin @u ers; taking into
S

consideration that the Commission has been empowe@ rtue of Section 17(b) of

the FCCP Act to create broad-based policies eview economic activities in
Nigeria to identify anti-consumer protecti%@:es which may adversely affect the
consumer. They are also empowered,t rules and regulations with regards to the
protection of consumers. Th.e } of this provision is that the Commission is
required to identify challe@ced by consumers and make rules and regulations
appertaining to those'c@enges. It is quite evident that this provision has not properly
utilized. There h@%n no regulation by the FCCPC on the emerging issues of e-
commer, '.@ﬁe other hand, the Commission is empowered by virtue of Section

17( the FCCP Act to advise the federal government on any matter covered by the

\)%,Qnd make recommendations to the government for the review of policies or

legislation for the eradication of anti-consumer behaviour.

With regard to the issue of enlightenment of the consumers by the FCCPC, about their
rights and the steps they need to take to enforce the rights. this study recommends
intensified efforts on the part of the Commission to create awareness among Nigerian

consumers about how to protect themselves when engaging in e-commerce
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Vii.

transactions. The enlightenment should be carried out through TV and radio
programmes. Also, the enlightenment could be through organizing workshops for e-
consumers in the country. The e-traders and consumer organisation in the country
should also join hands with government in this enlightenment campaign. Additionally,
this study recommends that the commission should sponsor its staff to undergo, on a
regular basis, IT related training at home and abroad. This will be done with a view to
strengthening the capacity of the staff on how to deal with the emergi Qommerce
and consumer protection issues. The study further recommends\that the Federal
Government should increase the budgetary allocation of t @ C to enable it to
sponsor its staff for the purposes of the said training.

Concerning the FCCPC’s failure to address e-c@ners’ complaints and disputes
with dispatch, this study recommends tha th@mmission should ensure that all e-
consumers' complaint are treated withi ﬁéoeciﬁc period by providing a specific time
frame within which complainEs ’r@ disposed of. It should mandate all e-traders to
create a redress mechanism@the aim of resolving e-consumer grievances within a
specific period, failif@%lch the e-consumer can lodge a direct complaint to the
FCCPC for apﬁf@gte action. To achieve the FCCP Act's objective of consumer
protecti ',@ompetition and Consumer Protection Tribunal was established to

arbit@on disputes that arise between parties to a commercial transaction. However,

\% o the relatively bureaucratic nature of the dispute settlement process, this has not

been accomplished. The CCPT's adjudicating procedure is an inefficient and time-
consuming process that delays and denies customers' rights. This research
recommends that the CCPT's adjudicating system should be changed to be less time-

consuming so that their rights can be adequately protected.
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Viii.

iX.

5.4

On the judiciary, this study recommends regular training and workshop for members
of the bar and the bench judges to improve on their knowledge on e-consumers’ rights
protection. To effectively adjudicate electronic matters, judges must have a basic
understanding of ICT in order to maintain an efficient justice system. The increasing
demand for consumer protection complicates ICT-related issues for courts. The
training should focus on the legal aspects of ICT such e-commerce law, cybercrimes
and electronic evidence. Other stakeholders such as the court staff an ers need
to undergo such kind of training too. The study further recomms%@reation of E-
commerce Disputes Resolution Division (EDRD) in ever Court in Nigeria.
This arrangement is to be reflected at the Court of Ap@%Supreme Courts. Thus,
the Court of Appeal and the Supreme Court shou@ve something like E-commerce
Disputes' Appeal Division (EDAD). Follo ﬂ@ practice in South Africa, this study
recommends that in recruiting judg ill man the court's e-commerce division,
the government should give .p@ persons who have requisite ICT knowledge
and legal practice/ experient;&.cj\

Regarding the issue ayed justice dispensation due to over-clogging our courts,
this study recontmends an adequate dispute resolution process. It is recommended that

all e-copan Ayansactions should have online dispute resolution procedures (ODR)

inse@in the terms and conditions of each contract. This is particularly significant

\i&w-value e-commerce transactions, where the option of litigation is prohibitively

prohibitive.

Contribution to Knowledge

This study has made conceptual, and doctrinal contribution to knowledge. The conceptual

contribution of the study can be seen in the meticulous review of literature which has been

able to contextualize concepts such as e-commerce and consumer protection as it applies to

116



online or electronic transactions. The literature review itself can serve as a source material for

existing modus-operands in protecting the right of consumers in e-commerce transactions.

In addition, the study has provided qualitative evidences to support the need for adequate
legal and institutional framework for Protecting Consumer Rights in E-Commerce
Transactions in Nigeria.
5.4 Suggested Areas for Further Research
This study suggests that further studies can focus on areas such as the legal fi @%rk for the
protection of consumers of mobile money services in Nigeria. Fuﬂher@;can also focus
on how to address the challenges of cybercrimes vis-a-vis protecti rights e-consumers
in online transactions using mobile money services in Nigeri@e study further suggests that
future researchers in Nigeria should embrace the use 65 10-legal research methodology.
Socio-legal research adds to the originality of a@’@ch and helps in providing practical
solutions to the emerging legal problems. ®%
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