Chapter One
Introduction

1.1 Background to the Study

Fraud is ostensibly a growing problem in Nigeria, holding back the country’s growth,
breaking trust, and damaging society. It is affecting both government offices and businesses,

leading to lost chances and less confidence. This issue is getting worse, W;' amounts
1

of money being lost to fraud and it seems to be leaving many in desp‘K le technology
and globalization offer new opportunities, they also make it easi Qiudsters to use more
complex methods that may destabilize people and instit. Fraud is basically when
someone uses trickery or lies to get someone else to gi\@&)mething valuable or their legal
rights. It often happens through dishonest busine%(atices, with the intention to break the
law or damage trust. This can include hidi@ rue purpose of an action, lying to mislead

the victim, or covering up the fraud }Asappens.

&

In Nigeria, fraudsters are '@ tly finding new ways to take advantage of people's
weaknesses. While t%%ems have its flaws, different agencies approach fraud
investigations 1 t@t ways. Each agency has its own role and methods based on what it
is responsibléxfor. Some focus on ensuring people follow regulations, pay taxes, or adhere to
spec'ﬁc@ In these cases, those involved in fraud might avoid criminal charges by paying
fines or settling through other administrative measures. For example, a tax agency might
drop criminal charges if the person agrees to pay their overdue taxes with interest and
penalties. This situation appears to highlights the need for thorough research to understand

the growing and changing patterns of fraud.



Agencies involved in fraud investigations have a wide range of powers, but these powers
vary significantly between organizations and when multiple agencies work together, deciding
which one should take the lead can be difficult, especially if their powers don’t align well.
Research showed that there were 26,182 reported attempts of fraud and forgery in 2017, an
increase from the 16,751 cases in 2016, that year, fraud led to an actual financial loss of
about N2.4 billion and the Nigeria Deposit Insurance Corporation records a Q%l that
technology-based financial platforms are particularly vulnerable, accounting for*@ large share

of the fraud cases and related losses!. Q

To effectively combat financial crime and corruption, Nige tablished the Economic and
Financial Crime Commission and Independent Corrupt actices and Other Related Offences
Commission with distinct roles. The EFCC is res@yle for investigating financial crimes
like money laundering and fraud, whil ’QPC primarily focuses on public sector
corruption, addressing issues like br a&aft and misuse of office. However, the ICPC’s
role is limited by its mandate @p focuses more on advising public officers on anti-
corruption practices tha c@nductmg deep investigations or prosecutions. The EFCC, on
the other hand, has br det powers under its founding law, allowing it to investigate, prevent,
and prosecute @e range of financial crimes. Its mandate includes enforcing all laws

related to% mic and financial crimes and using advanced methods for investigation and

preve\@%

This extensive scope makes the EFCC a key player in Nigeria’s anti-corruption efforts,
allowing it to address crimes beyond corruption, including terrorism financing. Although the

EFCC can pursue assets gained through terrorism or economic crimes, a separate law assigns



the primary responsibility for counterterrorism to the police. Despite the EFCC and police

both having significant powers, their effectiveness relies on close collaboration.

To help fight financial crime and corruption, Chapter 38 of the Nigerian Criminal Code
addresses obtaining property through false pretences and cheating and Section 418 of the
Code defines "false pretences" as any claim—through words, writing, or action bout a
past or present fact that is knowingly false or misleading, Section 419 we @% to focus
specifically on fraudsters, stating that anyone who, with the intent 0, deffaud, uses false
pretences to obtain something that can be stolen, or persuades Qe to hand over such
property, commits a felony and could face up to three yea@ prison. This is why fraud,
especially scams involving deceit, is commonly referr & "419," though it doesn't mean

these crimes are unique to Nigeria or only involve&%ansz.

§’b

Nigeria's Cybercrimes Prohibition andsl)<§h ion Act of 2015 sets penalties for cyber fraud,
where section 14(2) stipulates that @e W

defraud by misrepresenting f: ausing the recipient or another person harm or financial

o sends an electronic message with the intent to

loss—commits a crime\@% convicted, the person could face at least five years in prison
with a fine of at:lé@o million, or both?.

This study@ed towards fraud investigations carried out by the Nigeria Security and Civil
Defeﬁ@%orps (NSCDC), an agency that has not received substantial intellectual and
academic attention in the area of fraud investigation and its outcomes. While other agencies
such as the Nigerian Police Force (NPF), the Economic and Financial Crimes Commission
(EFCC), the National Financial Intelligence Unit (NFIU), and the Independent Corrupt

Practices and Other Related Offences Commission (ICPC) have been the subject of



numerous studies, the NSCDC'’s role in fraud detection and prosecution has largely been
overlooked. According to Section 3 (1) (f) (iii) of the Nigeria Security and Civil Defence
Corps (Amendment) Act, 2007, fraud investigation is one of its critical mandates.
Understanding how the agency executes this responsibility is essential, especially

considering the evolving nature of fraud and its impact on Nigeria’s security and eco&omy“.

The NSCDC has the authority to arrest, detain, and prosecute indivi @olved in
fraudulent activities, making it a key player in safeguarding public tn@tﬁcuring public
assets. Despite its important role, the challenges and obstacles t C faces in carrying
out its fraud investigation mandate remain underexplored ar@s study aims to fill this gap

by critically examining the methods, successes, and difficulties encountered by the NSCDC

in addressing fraud, and by understanding its ove&)ntﬁbution to Nigeria’s broader anti-

fraud efforts*. ®%

The Nigeria Security and Civil D{@esorps (NSCDC) was originally founded in 1967
during the Nigerian-Biafran’(Q& ar as the Lagos Civil Defence Committee. It operated in
Lagos, the then Federa@% Territory, with a mission to protect and educate civilians. The
Corps ran pro %%raise awareness about possible attacks from the Biafran army and

advised resi@s on staying safe, as most people in Lagos lacked knowledge about wartime
dang@rb

In 1984, the NSCDC evolved into a national security agency, and by 1988, it expanded
further by setting up Commands across Nigeria, including in Abuja, now the Federal Capital
Territory. This expansion broadened the Corps' role, and in 2003, it gained formal legal

status through an Act signed by President Olusegun Obasanjo. An amendment to this Act in



2007 strengthened the NSCDC’s mandate to protect public infrastructure, manage crises, and
address security concerns. The 2007 changes also gave the Corps authority to conduct
surveillance, search properties, seize materials linked to vandalism, and prosecute suspects.
Today, the NSCDC plays a crucial role in internal security, infrastructure protection,
emergency response, and overseeing private security firms. It is also empowered Xombat
fraud—a significant addition to its duties. The Corps has proven effective i ny‘areas,

including surveillance, patrol, arrests, investigations, detaining vandals, aan\B prosecuting

offenders>. 6\

On July 27, 2010, the Anti-Fraud Unit of the Nigerian Se@r and Civil Defence Corps
(NSCDC) made a significant breakthrough in the &&gainst fraud by arresting 69
individuals who were falsely posing as memb% the National Youth Service Corps
(NYSC). These suspects were found at an\ orized orientation camp, where they were
involved in a well-organized scheme ‘i@d to deceive both authorities and the public. This
operation highlighted the N.SCIQ&commitment to fighting fraud nationwide, showcasing
the vigilance and effec%e@of its Anti-Fraud Unit. The successful raid also served as a

strong warning aga&&m ersonation and fraudulent schemes in Nigeria®.
It is worthy &f mention that the formation and training of the Anti-Fraud Unit were initially
sup ort& the EFCC, whose personnel trained NSCDC officers in key investigative skills
and this early support helped the NSCDC establish a capable anti-fraud team that can operate
independently. Despite its lower profile, the NSCDC Anti-Fraud Unit, Oyo State, have been

handling many fraud investigations and prosecutions effectively, working as a

complementary force to the EFCC, even though the EFCC seems to be facing a heavy



caseload, further empowering the NSCDC’s Anti-Fraud Unit could ease this burden and

create a more balanced approach to fighting financial crime in Nigeria.

This study highlights the often-overlooked role of the Anti-Fraud Unit of the Nigerian
Security and Civil Defence Corps (NSCDC) in fighting fraud in Nigeria and highlight the
valuable contributions of the NSCDC’s Anti-Fraud Unit, filling a gap in exisﬁ&search

and advocating for more support to unlock its full potential as a crucial p Nigeria's

fight against fraud. /\
1.2 Statement of the Problem : %

Fraud has become a major and ongoing threat in Nige@@ecting many sectors of society.
As fraud become more complex, investigating a@osecuting this menace seems to has
become more challenging. This requires nox\@’?aditional methods but also innovative and
persistent efforts. While much of th@s in Nigeria’s fight against fraud has been on
agencies, such as EFCC, ICPC, @T F, the role and effort of the Nigeria Security and Civil

Defence Corps (NSCD% \ﬁcally its Anti-Fraud Unit, has remained largely understudied

and overlooked.

The pilot p@(o'{this study shows that the NSCDC Anti-Fraud Unit has the capacity to
ma a@ﬁcant impact, but its work remains largely unrecognized and underappreciated.
Understanding how the unit operates, the obstacles it faces, and the effectiveness of its
strategies is crucial to ensuring it can fulfil its potential in Nigeria’s broader anti-fraud
framework. Also, pilot studies reveal that this unit has quietly grown into a competent force

that investigates and prosecutes fraud, particularly with a focus on administrative efficiency.



However, despite its capacity and mandate, it operates with limited resources and little public
visibility and its efforts are hindered by insufficient resources, limited public awareness, and
a lack of institutional support. This lack of recognition has resulted in the unit being
underutilized and underfunded, preventing it from reaching its full potential in Nigeria's fight
against fraud and the over-reliance on larger agencies, has resulted in strained resources, case
backlogs, and delays in prosecuting fraud cases, leaving a gap in Nigeria’s ov @-fraud
efforts. Despite facing these challenges, the NSCDC Anti-Fraud Unit contiquesto contribute

to tackling fraud, demonstrating its ability to alleviate some of® essure on larger

N

agencies.
1.3  Aim and Objectives of the Study (bQ
The study aims to interrogate how fraud is i gated and prosecuted by the Nigerian

Security and Civil Defence Corps, Oyo&% Command. Specifically, the study objectives

were to: \Eo\\'

1. investigate the d s@%of fraud prosecuted by NSCDC in Ibadan;
il. examine ths\@Qf fraud prosecution and how it affects investigation strategies
and 3@;;
iil. i@ro ate the tactics and strategies utilized in perpetrating fraud;
iv. %rgaracterizes fraud perpetrators investigated by NSCDC Oyo State Command;
A\
v. examine fraud patterns and time of occurrence.

14 Research Questions

To guide the research, the study seeks answers to the following questions:



1. What are the dynamics of fraud occurrence within the NSCDC dataset in Ibadan,
Nigeria?
2. How does the cost of prosecuting fraud cases affect the strategies and outcomes of

investigations conducted by the NSCDC?

3. What tactics and strategies are commonly used in perpetrating fraud?
4. Who are the individuals or entities typically involved in committ'@%, and
what are their characteristics? < \

5. Are there specific timeframes or patterns in the occurrenc@SNudulent activities

1.5  Significance of the Study QQ

within the NSCDC dataset?

The significance of this study lies in its Eot idl’ to make both practical and academic

contributions to the field of fraud inves%ga ion within Nigeria’s criminal justice system.

N

role in tackling fraud and fin %rimes, the Anti-Fraud Unit of the Nigerian Security and

While the Economic and Financial ommission (EFCC) is widely recognized for its

Civil Defence Corps G@ remains relatively unknown, especially at the state level. By
focusing on the ’s Anti-Fraud Unit in Ibadan, this study fills an important knowledge

gap on the rgle, effectiveness, and challenges faced by this crucial but often overlooked part
of Njg(j&nti-fraud efforts.

Beyond its practical and academic value, this study offers a unique perspective on the
dynamics of fraud investigated and prosecuted in the Ibadan Command of NSCDC. While
much of the research on fraud in Nigeria has focused on high-profile cases handled by the

EFCC, this study highlights another important aspect of low-profile cases perpetrated by



ordinary Nigerians. This approach deepens our understanding of how fraud operates at
different levels in the society. The findings will inform policymakers about the critical need
for better resource allocation and support for the unit, offering practical insights into how

limited resources affect case outcomes and can undermine anti-fraud efforts.

As fraud tactics evolve rapidly, often outpacing the regulations designed to comb&them,
understanding these strategies is crucial for developing effective cou %res and
training NSCDC Anti-Fraud personnel to anticipate and respond to e ing forms of fraud.
This study contributes to the broader field of criminal methodo Qrticularly within the
Nigerian context, where regional differences in fraud tamay reflect unique socio-

economic and cultural factors. Q 3

This study also provides valuable insights il%;e profiles of individuals and entities
involved in fraud, drawing from the N }E dataset. By analysing the characteristics of
fraud perpetrators, such as their \ﬁey\viour patterns, socio-economic backgrounds, and

motivations, the research heﬁ@{tify key trends that can inform risk assessment and fraud

prevention efforts. QQ

[ ]
Understanding@ the fraudsters are can lead to targeted interventions, educational
campaigns; preventive measures that address the underlying causes of fraud. This aspect
of tlk\q}udy is crucial not only for improving investigations but also for empowering the

public to recognize and avoid fraudulent activities.

Academically, the study enriches the understanding of fraud investigation within Nigeria’s

criminal justice system. By focusing on the NSCDC’s Anti-Fraud Unit, it challenges the



common focus on the EFCC, and highlights the importance of inter-agency collaboration in
combating fraud. The study emphasizes the need for a multi-layered approach that leverages

the strengths of all relevant agencies to fight fraud effectively.

The research underscores the potential for the NSCDC’s Anti-Fraud Unit to play a bigger
role in Nigeria’s anti-fraud efforts, particularly if it receives more support and rec&nition.

With the EFCC burdened by a large caseload, empowering the NSCDC’ @c’buld help

distribute the workload, leading to more efficient fraud detection and prosectition across the

country. %Q

This study advocates for a broader vision of anti-fraud igeria, proposing that with
additional resources, strategic collaboration, and ea\@blic awareness, the NSCDC could
become a central player in the national fight a &aud. The study not only offers practical
recommendations for strengthening the&&@s Anti-Fraud Unit but also contributes
academically by exploring fraud d@cs within a multi-agency framework. By addressing
both theoretical and practi%&wts, this research has the potential to influence policy,

improve resource alloc\@%nd ultimately contribute to a more effective criminal justice
system in Nigeri @

1.6 Scﬂbbf the Study

This study focuses on the prosecution of fraud cases by Oyo State Command of the NSCDC,
Ibadan, as a major urban centre with a high incidence of diverse fraud activities, provides an
ideal setting for exploring local fraud dynamics. The study covers essential aspects of fraud

investigation and prosecution as managed by the NSCDC’s Anti-Fraud Unit, analysing fraud

10



patterns within the NSCDC dataset, including the types of cases handled, the profiles of
offenders and victims, and the tactics employed by fraudsters. It further investigates the
administrative methods used for prosecutions and the financial and resource limitations that
impact the Unit's effectiveness. This study covers the investigation of fraud by the Nigerian
Security and Civil Defence Corps (NSCDC) Anti-Fraud Unit, focusing on the most qoccurring
cases handled from 2021 to 2024. It explores the contributions of seven (7) Q%s who
were actively involved in these investigations in the Anti-Fraud Unif, agalysing their

strategies, challenges, and the outcomes of the fraud cases they pros@\iuring this period.

1.7  Limitation of the Study 0

Q

This study has several limitations that affect its o% depth. First, it focuses solely on
the operations of the Nigerian Security and_CivilNDefence Corps (NSCDC) Anti-Fraud Unit
in Oyo State. While this allows for a d&kﬂ analysis of their strategies and challenges, it
limits the ability to apply the ﬁ@ to other states in Nigeria, where fraud patterns,
available resources, and insti@ practices might differ. One significant challenge was the
lack of existing literatu@%e NSCDC Anti-Fraud Unit. Unlike other prominent anti-fraud
agencies in Ni %ﬁ as the EFCC, ICPC and NFIU, the NSCDC’s Anti-Fraud Unit has
received littB?ca{emic attention. This lack of prior research made it difficult to build on
exis@%ledge and required the study to establish foundational insights. Similarly, there
was a scarcity of recent and comprehensive information about the unit's activities, making it
challenging to analyse current trends or outcomes in fraud investigation and prosecution.

Despite these limitations, the study offers valuable insights into the NSCDC Anti-Fraud

Unit's work. Future research should address these gaps by covering more geographic areas

11



and this would provide a more comprehensive understanding of the fight against fraud in

Nigeria.
1.8 Operational Definition of Terms

Anti-Fraud Unit: This refers to a specialized division within the NSCDC Oyo State
Command focused on identifying, investigating, and prosecuting fraud-related Q&
Fraud: This refers to the deliberate act of deception or misrepresentatio ai@ at gaining
financial or material benefits without authorization. It includes @) forms, such as
financial scams, identity theft, forgery, embezzlement, and (@ es of fraud documented
in the Oyo State Command’s investigations. Q
Investigation: This refers to the organized step td@y the NSCDC Anti-Fraud Unit in
Oyo State to uncover, collect, and evaluate ¢vi é@gnked to suspected fraud cases.
Prosecution: This refers to the legal pro Qhe NSCDC Anti-Fraud Unit in Oyo State uses
to officially charge individuals or ({szations involved in fraud. This may include applying
administrative penalties or pn& court action to ensure offenders are held accountable.
N
Q)
C

x@b
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Chapter Two
Literature Review
2.1 Conceptual Review Q\
This chapter provides an overview of existing knowledge on fraud @gaﬁon and
prosecution, summarizing previous research to identify key pers e@s, ongoing debates,
A

and gaps in the field. Reviewing relevant literature is a crucia in any research, as it
helps establish a foundation for new insights and position@ dy within broader academic
discussions. For this study, the literature review fi c% on the role of the Nigerian Security
and Civil Defence Corps (NSCDC), part% he Anti-Fraud Unit in Oyo State, in
combating fraud. It examines prior research on fraud investigation and prosecution, as well
.

as the contributions of agencies h’ifge CDC, to understand the challenges, successes,
and strategies involved in haﬁd\lm%raud cases in Nigeria. Additionally, the review looks into
the administrative, leg@ d operational frameworks that guide the Anti-Fraud Unit,
showing how t '@C contributes to the broader fight against fraud in the country.

Criminologi%an fraud investigators have long debated the best methods for detecting and
prosQ/Qraud, with some supporting comprehensive criminal procedures and others
favouring quicker administrative sanctions. This literature review explores key themes
relevant to the NSCDC’s Anti-Fraud Unit, such as the evolution of fraud, the importance of

inter-agency collaboration, the socio-economic factors that shape fraud patterns, and the

theoretical frameworks guiding current investigative practices. Organized thematically, this

14



review covers the nature of fraud in Nigeria, institutional responses, the operational roles and
challenges faced by the NSCDC’s Anti-Fraud Unit, and relevant criminological theories.
Together, these themes provide a foundation for understanding fraud investigation and

prosecution within the NSCDC’s Oyo State Command.

2.1.1 Concept of Fraud
Fraud is a widespread and complex issue affecting institutions globally, Qg across
cultural, economic, and geographical divides. Both public and privat apizations face

significant challenges in identifying and addressing these fo @ aud. It involves
é

intentional deception aimed at securing financial or personal @ includes activities like
embezzlement, identity theft, bribery, forgery, cybercrim other illegal acts that disrupt

the integrity of financial and operational systems!. (bQ

Fraud has far-reaching impacts, causing si t financial losses, eroding public trust in
institutions, weakening ethical standat\@qd hindering socio-economic progress. Globally,
fraud takes on various forms, sh@@c?\y the socio-economic and technological landscape of
each region. In the Global @—mainly the U.S., Canada, and Western Europe—fraud is
heavily influenced b ganced digital infrastructure, complex financial networks, and
globalization. @

securities @ and corporate fraud. The scale and intricacy of fraud cases in these regions

tors have led to sophisticated schemes, especially in cybercrime,

highﬁ&h%ﬁe weaknesses in interconnected financial systems and the role of technology in

enabling cross-border crime?.

In Western countries, the widespread use of digital transactions, online banking, and
automated financial systems has increased the risk of cyber-enabled fraud®. This type of

fraud, often executed by individuals or organized criminal networks, includes tactics like

15



phishing, malware attacks, and ransomware. As technology advances, so do these crimes,
which now employ highly sophisticated methods to evade detection and target large
corporations, small businesses, and individuals alike. The dependence on technology in these
economies has thus created both opportunities and challenges in fraud prevention, making it

essential for cybersecurity measures to continually adapt to stay one step ahead of Tster.

Corporate Fraud is seen as an unlawful any actions by people within a cor@aimed at
deceiving stakeholders or gaining financial benefits. This can include p;ﬁtigﬂdike falsifying
accounts, insider trading, and embezzlement. Recent studies su hat corporate fraud
often arises from internal problems within companies, @ s weak governance or
ineffective internal controls. Major corporate collapsesgsed by fraudulent accounting

practices not only lead to huge financial losses bl@ erode public confidence in financial

markets®*. @%

Securities fraud, such as Ponzi scherﬁ%g insider trading, has been particularly common in
the West, largely due to the (.:0 ity of financial markets. In the U.S. and Western Europe,
fraud cases have often i @high-proﬁle schemes that mislead investors with promises of
large returns. The. 2008 financial crisis highlighted the far-reaching impact of securities fraud
and spurred th@oduction of stricter regulations, like the Dodd-Frank Act in the U.S.,

which ai urb deceptive practices in financial markets®.

Cybeh(aud is especially common in the West due to widespread digital engagement. One of
the most frequent forms is identity theft, where criminals steal personal information to access
financial accounts or make unauthorized purchases. Identity theft is one of the fastest-
growing types of fraud in the U.S., fuelled by digital advancements that make personal data

more accessible and vulnerable to exploitation®. Healthcare and insurance fraud are also a
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major concern in Western economies, involving practices like billing for services that were
not provided, inflating medical costs, and making fraudulent insurance claims. In the U.S.
alone, healthcare fraud is estimated by the FBI to cost the nation tens of billions of dollars
each year and this type of fraud not only raises expenses for patients and insurers but also
harms the quality of care, as funds are siphoned away from genuine medical&eeds to

X

In the Global West, fraud schemes are often highly sophisticated,’ﬂk advantage of

fraudulent activities’.

advanced technology, social manipulation, and Vulnerabilities%@'n systems and the

common tactics used by fraudsters include phishing, spoo%an ransomware attacks to
gain unauthorized access to financial information. For@nce, in a ransomware attack,
hackers lock a victim’s data through encryption@%n demand a ransom to unlock it,
which makes this approach to have &&reasingly directed at businesses, local
governments, and healthcare facilitiqs,,@{ng victims in a difficult position: either pay the

large ransom or risk losing criticz@ﬁé@altogetherg.

Social engineering is a t @ed by fraudsters to trick individuals into disclosing personal
or sensitive infOI;ma i §stead of relying on technical vulnerabilities, this approach takes
advantage of Qn}ﬁ behaviour, making it harder to detect or stop and in the Western
countries, ¢ people's digital knowledge can differ greatly, these scams are particularly
succ&@ and that makes fraudsters to often pretend to be trusted figures like government

agents or bank representatives to build trust and gain access to private information?.

The main factors driving fraud in the West often include economic pressures, technological
opportunities, and weaknesses within organizations. Financial struggles like recessions,

unemployment, or personal debt can push people to commit fraud. Weaknesses within
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organizations, such as poor internal controls and a lack of transparency, also make it easier
for fraud to take hold'. Gaps in regulations and weak governance structures give fraudsters

further opportunities to take advantage of vulnerabilities in financial systems>.

Fraud has significant and wide-ranging effects on Western economies, impacting individuals,

businesses, and governments alike and the financial losses from fraud are estimat% be in

the billions, undermining consumer confidence, reducing business profits, a@abﬂizing

the economy. For instance, in the U.S., the Association of Certified Frayﬁgnﬁners (ACFE)

reported in 2022 that occupational fraud costs organizations % % of their annual
d

revenue and this highlights the urgent need for strong ffab evention strategies and

effective regulatory systems®. QQ
Fraud also has a significant impact on society ding public trust. When major fraud

O

cases, like corporate embezzlement or heé\\%e scams, come to light, they can diminish
people's confidence in institutions,'a&h is loss of trust can have far-reaching effects,
including reduced investor.co&@tce in financial markets and a decline in consumers'
willingness to engage in i@transactions. Studies show that high-profile fraud cases in the

West often prompg&%

Act in the U@States, which are designed to improve corporate accountability and

transpare b
e

Fraud in Nigeria typically involves more opportunistic and grassroots-level scams, whereas

ry changes, such as the Sarbanes-Oxley Act and the Dodd-Frank

in the West, it is often more organized and technologically advanced, taking advantage of
systemic weaknesses. Despite these differences, both contexts share common drivers, such as
economic pressures and the exploitation of regulatory gaps. The heavy reliance on advanced

technology and complex financial systems in the West has created unique challenges,
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requiring specialized fraud prevention techniques, such as advanced cybersecurity and Al-
driven fraud detection. On the other hand, Nigeria's approach tends to focus more on human-

centred strategies, such as awareness campaigns and direct interventions by agencies like the

NSCDC.

3

2.1.2 Historical Context: A Brief History of Fraud Issues in Nigeria’s tl@ ector

Fraud in Nigeria's public sector has a long and complicated hist@kaped by both the

country's past and its political environment. The word "fraud"%s from the Latin term

% #fraud refers to the deliberate

fraus, which means deceit or trickery. In Nigeria’s publi
act of deceiving others to gain financial or personal }8@& often harming the public in the
process. Over the years, Nigeria's diverse poht ndscape has struggled with fraud, with
numerous scandals exposing the depth Ofﬁ) tion and its negative effects on government

operations, the economy, and pubhc

The origins of fraudulent .ﬁb&es in Nigeria’s public sector can be traced back to the
colonial era. During B\b rule, the Nigerian administration was highly centralized, with
colonial office %&Ank almost complete control over financial and administrative matters.
The lack of@nsparency and accountability at that time opened the door for small-scale
corn&ti/%and the misappropriation of public resources. While large-scale fraud wasn’t as
prevalent during this period, the groundwork for systemic fraud within government structures
was set, as the colonial administration often operated with little regard for the needs or
interests of the local population. Colonial policies were primarily focused on resource

extraction and maintaining control, rather than ensuring fair distribution of resources, which
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makes this approach inadvertently encouraged a culture of corruption among local
administrators, who were expected to prioritize the interests of the colonial powers over those
of the local population and as a result, the foundation for corrupt practices was established, as

officials sought to exploit their positions for personal gain'’.

After Nigeria gained independence in 1960, the public sector saw significant expa%n. The
new government took over many public enterprises, and the bureaucrati@em grew
quickly to meet the rising demands for public services. However, this ()anlﬁo marked the
beginning of widespread fraud. Many public officials, without st vernance structures
in place, began exploiting their positions for personal ben@A government institutions
grew, the lack of effective oversight allowed embezzlement, bribery, and other fraudulent
activities to flourish. The 1960s and 1970s in N%%were marked by political instability,
particularly due to military coups in 19 6,@, and 1983. These disruptions not only
undermined the democratic process h\l‘& created an environment conducive to corruption
in the public sector. The military&cla\es, often lacking institutional accountability, allowed
public officials to engage ﬁ&&%dulent activities with little fear of consequences. Frequent
changes in leadership Qled with the absence of democratic checks and balances, made
public instituti@e usceptible to manipulation. A prime example of this corruption was
the Nigeri r@tional Petroleum Corporation (NNPC), a state-owned entity responsible for
man&@he country's oil resources. During this period, billions of dollars were embezzled
through fraudulent schemes, highlighting the systemic corruption within key state-owned

enterprises'!.

The 1970s and 1980s were marked by an increase in fraud within Nigeria's public sector,

particularly under the military leadership of General Yakubu Gowon and General Sani
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Abacha. During these years, large-scale financial mismanagement became widespread, with
public officials embezzling funds that were meant for national development. One of the most
glaring examples of this was the mismanagement of oil revenues. Instead of being used to
fuel the country’s economic growth, these funds were siphoned off through fraudulent
schemes, benefiting a few individuals while deepening the economic disparities across the

nation. This period solidified the perception of widespread corruption witEfQ\e ublic

sector and further eroded trust in government institutions!?. ’\<
Nigeria’s return to civilian rule in 1999 under President Olus basanjo marked a
hopeful turning point in the country’s struggle against corru it the public sector. A key

step in this new phase was the establishment of the%nomic and Financial Crimes
Commission (EFCC) in 2003, a government age@esigned to investigate and prosecute
financial crimes, including fraud. The cre e EFCC was seen as a significant move
towards curbing public sector corrug@ However, despite this initiative, fraud within
Nigeria’s public institutions pers@Kga\t quickly became clear that the country’s institutions
were still hindered by w@versigh‘[, poor governance, and deeply rooted systemic
corruption, which ma e\ée challenges to underscored the difficulty of enacting real change,

as public 0fﬁci<!s gg\ﬂ ed to exploit their positions for personal gain.

In the ear@Os, procurement fraud became a major issue within Nigeria's public sector.
PubWﬁcials often awarded government contracts to their friends, family members, and
allies, bypassing proper bidding processes. This led to inflated contract prices and the
delivery of substandard work. One of the most notorious cases of procurement fraud occurred
during the Obasanjo administration, where billions of naira were embezzled through

fraudulent contracts in the power sector. The corrupt practices not only drained public funds
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but also delayed the development of critical services like electricity and infrastructure, which

were essential for Nigeria's economic growth and progress!>.

In the 2000s, another major form of fraud in Nigeria’s public sector was the abuse of office
for personal gain. Politicians and public servants often engaged in “gatekeeping” or
“kickback™ schemes, where they used their positions to demand bribes or paymehts from
contractors or businesses seeking government contracts. This practice becam@%despread
that it became deeply ingrained in many regions of the country. The | &Mﬂnsparency in
public procurement processes and the absence of a solid regu framework made it

difficult to detect and stop such corrupt practices. 0

In the past decade, there have been some positive s@gen to fight fraud in Nigeria's
public sector. The government introduced measur@(Qe the Treasury Single Account (TSA)
to consolidate government revenues and ﬁ@ze the risk of embezzlement. Additionally,
the creation of the Nigerian Extracf@ustries Transparency Initiative (NEITI) helped
improve transparency in the oil&@as sector, ensuring that more of Nigeria’s oil wealth was
used for national devel 1@ However, despite these efforts, fraud remains a persistent
problem. The increasifig use of digital platforms and financial technologies in Nigeria has led

to a rise ili c@fraud, which presents new challenges in the ongoing fight against

corrupti&f.b

Cybercrime, especially online banking fraud, is becoming an increasingly serious issue in
Nigeria’s public sector. With the growing use of digital financial platforms, fraudsters are
exploiting these technologies to scam government employees and public sector organizations.
The widespread use of mobile phones and the internet for financial transactions has made it

easier for criminals to take advantage of vulnerabilities in cybersecurity, leading to a rise in
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fraudulent activities within the public sector'®. A major challenge in fighting fraud in
Nigeria's public sector is the lack of coordination and resources among the agencies
responsible for tackling corruption. While organizations like the EFCC and the ICPC have
made progress, their efforts are often hindered by limited funding, political interference, and
inefficiencies within the bureaucracy. Additionally, without a unified strategy to combat
fraud, these agencies often operate independently of one another, which redu Qﬁverall
impact of anti-fraud measures. In recent years, Nigeria has received port from
international organizations like the United Nations and the World its fight against
fraud. These partnerships have helped improve anti-corrupti %eworks and strengthen
institutional capacity. However, significant challenges p .Despite these collaborations,
Nigeria still faces a need for comprehensive refor: @ackle the root causes of fraud and
there is a pressing need to enhance accounta , increase transparency in public sector
operations, and address systemic issues th. h}ow fraud to thrive, which will require not only
.
boosting the capabilities of anti-c@ion agencies but also raising public awareness and

cultivating a culture of respm@g{r and integrity within all levels of government.

2.1.3 Prosecution o }Ad

N
Prosecuting fr@ a complex process that aims to hold individuals or organizations
accountab%ér fraudulent activities through the legal system. In the retributive and
deterM parlance, successful prosecution serves a dual purpose: it provides justice for
victims and discourages others from engaging in similar crimes. However, prosecuting fraud
presents unique challenges due to the intricate nature of the evidence involved, the need to

coordinate across different jurisdictions, and the sophisticated methods often used in
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fraudulent schemes. Fraud cases may require extensive investigation and expert testimony to

clarify complex financial or digital evidence, adding layers of difficulty for prosecutors'.

Successful fraud prosecution relies on a well-coordinated approach that combines thorough
investigations, adequate legal resources, specialized expertise, and often collaboration
between different agencies. Recent research highlights the importance of %mcing
prosecutorial methods and creating more efficient processes to handle fraud@that may
span multiple jurisdictions and this involves training prosecutors in ¢ gﬁ#fraud tactics,
developing stronger investigative tools, and fostering communic etween agencies to
build solid cases against offenders'é. A major hurdle in ecuting fraud cases is the
complexity of the evidence involved, because, in cont@)rary times, fraud cases often
include a web of financial transactions, digital co@wations, and various documents that

require careful analysis to prove intent and@a guilt.

Given the detailed nature of ﬁnanmal‘@p er fraud, gathering and presenting evidence that
meets the legal requirements f&@secutlon can be both resource-intensive and technically
challenging. This com er calls for specialized expertise and significant time and
resources to builfi a.compelling case that stands up in court!’. In cyber fraud cases, digital
forensics pl @al role in connecting suspects to specific fraudulent activities. However,
these inv ions face obstacles like encrypted messages, anonymous transactions, and
comgfevinternational financial systems. These challenges make it difficult to trace fraudsters
and gather the concrete evidence needed for prosecution, often requiring advanced forensic

techniques and international cooperation to overcome such sophisticated evasion tactics.

Jurisdictional issues add major complications to prosecuting fraud, especially in cases of

cross-border or cyber fraud, because, fraudsters frequently take advantage of differences in
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laws and regulations across countries to avoid prosecution, using offshore accounts and
international networks to hide the trail of illegal funds. This exploitation of varying legal
systems makes it challenging to hold offenders accountable, often requiring international
cooperation and agreements to bridge these legal gaps and pursue justice effectively. In fraud
cases that span multiple countries, cooperation between prosecuting agencies is ¢ssential.
However, this collaboration is often complicated by differences in legal sy tQ&aﬁd the
absence of uniform procedures, especially when Extraction Treaty iQanay. These
disparities can slow down investigations and make it harder to @’r\vidence, as each
country may have its own standards and protocols. This lack of alignment highlights the need
for more standardized international frameworks to f@a efficient and coordinated
responses to cross-border fraud'®. Initiatives like t e@ean Union’s Eurojust and the U.S.
Department of Justice’s international task forc e made significant strides in improving
cross-border collaboration in fraud &bs. These organizations help streamline
.
communication and coordination b@\n countries, making it easier to tackle complex cases
that cross multiple jurisdicﬁ@%owever, challenges still persist, as differences in laws,

investigative methods, %%urce availability can limit the effectiveness of these efforts!'®.

Studies have s@ different approaches can be used to prosecute fraud, and these often
vary base%@he legal framework, available resources, and the type of fraud. For example,
ﬁnaﬁ%%aud cases may require specialized financial experts to analyse complex accounting
records, while cyber fraud cases rely heavily on digital forensics to trace online transactions.
In some countries, dedicated anti-fraud courts or specialized fraud divisions within the
prosecution service focus exclusively on handling these cases, allowing for more streamlined

processes and quicker resolutions. Additionally, plea bargaining is sometimes used to
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encourage suspects to cooperate with investigations, leading to reduced sentences in

exchange for valuable information or recovery of stolen assets.

For Criminal Prosecution, it is the conventional method for addressing fraud, involving the
trial of the accused in a criminal court where, upon a guilty verdict, they may face
imprisonment, fines, or both. This approach is rigorous because it requires the prowion to
establish the defendant’s guilt “beyond a reasonable doubt”—a high standa@roof that
demands thorough evidence collection and a convincing presentat (.10 urt?®. While
criminal prosecution serves as a strong deterrent against fraud, places considerable

demands on prosecutorial resources and requires extenswe

(\

Research shows that Civil prosecution provides @ ernative in situations where criminal

to meet the necessary

legal threshold.

charges are challenging to prove, often bﬁ\\@: the evidence does not meet the stringent
“beyond a reasonable doubt” standa’r%@; ired in criminal cases. In civil cases, victims—
typically seeking financial resti&@kmust only meet the lower standard of “preponderance
of the evidence,” meani @\rﬂore likely than not that the fraud occurred?!. This approach
enables victims t(;\' over their losses without needing to prove criminal intent. Civil
.
prosecution js egzc}mlly valuable in corporate and investment fraud cases, where the primary
goal is to n financial damages rather than impose criminal penalties on the offenders.
Also,\Mministrative prosecution has become a popular approach for handling fraud,

especially within regulatory systems.

Regulatory bodies like the U.S. Securities and Exchange Commission (SEC) use
administrative actions—such as fines, license suspensions, and mandatory corrective

actions—to respond to fraudulent activities??. This method offers a faster and more resource-
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efficient alternative to criminal trials, particularly useful for smaller cases or regulatory
violations that don’t demand full court proceedings. Administrative prosecution is often
preferred for corporate misconduct or regulatory breaches, where timely penalties can help

prevent further issues and deter future violations.

To enhance the effectiveness and efficiency of prosecuting fraud, many cour% have
established specialized units dedicated to these cases. In the U.S., the F@s'al Fraud
Enforcement Task Force combines resources from multiple agencis\to(aﬂdress various

forms of financial fraud, including mortgage, securities, and heaud. Likewise, the
ica

United Kingdom's Serious Fraud Office (SFO) is a d agency focused on
investigating and prosecuting serious or complex fraud. @SF O has extensive authority to
handle high-profile cases of corporate and ﬁnanci@%nduct, enabling it to address some

of the most challenging fraud cases?* 24, \Q’b

In Nigeria, the Economic and Finaﬁ@imes Commission (EFCC) is the main agency

responsible for prosecuting la@e fraud, while the Nigerian Security and Civil Defence

Corps (NSCDC) Anti-F§ nit targets smaller-scale, community-level fraud cases and
en

these specialized ugl&

[ ]
financial sy; te@orensic accounting, and regulatory compliance, which increases the

ance fraud prosecution efforts by providing expertise in areas like

likelihoo ccessful outcomes.

Conte\m60rary technological studies in digitalization show that Advancements in technology
have greatly impacted the way fraud is prosecuted, particularly in terms of evidence
collection, forensic analysis, and presenting cases in court. Digital forensics has become
crucial in fraud investigations, enabling prosecutors to gather evidence from devices,

networks, and cloud-based systems to reconstruct fraudulent activities. In cyber fraud cases,
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digital forensics helps investigators trace IP addresses, recover deleted files, and decrypt
communications to build a solid chain of evidence?. In recent years, Artificial Intelligence
(Al) and Machine Learning (ML) tools have been introduced to detect unusual patterns in
financial transactions and enhance the accuracy of fraud investigations. Al-driven tools, like
predictive analytics, can analyse past data to predict potentially fraudulent activities, which is
especially useful in corporate and financial fraud cases®®. For example, Al Q%ed by
banks and financial institutions can identify red flags, offering actionable leads {6"prosecutors

and enabling them to take pre-emptive action against potential fraudQ

Regulatory frameworks are essential for supporting frau@ﬁtion by setting clear
guidelines, penalties, and enforcement standards. In th@)ited States, agencies like the
Securities and Exchange Commission (SEC) a%@ Federal Trade Commission (FTC)
establish rules for corporate governance a@se penalties for violations. Following the
2008 financial crisis, legislative chang@:h as the Dodd-Frank Act have strengthened the
SEC's ability to pursue fraud case@&éaa\icularly in areas like securities and investment fraud?®.
In Nigeria, the Economic » ancial Crimes Commission (EFCC) Act and the Nigerian

Security and Civil @e Corps (NSCDC) Act grant these agencies the authority to

[ ]
prosecute Vari<uss\%y‘p

framewor further strengthening, especially to tackle emerging forms of fraud such as

of fraud. However, experts argue that Nigeria’s regulatory

cybe}qu”. Strengthening these regulations could improve the effectiveness of agencies
like the NSCDC's Anti-Fraud Unit, which often faces challenges such as jurisdictional issues
and limited resources in prosecuting local fraud cases, even a more determined and
streamlined regulatory frameworks would enable faster prosecutions, reduce case backlogs,

and foster better collaboration between agencies™.
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Plea bargaining and out-of-court settlements are increasingly used in fraud cases to resolve
matters more efficiently. In countries like the U.S. and the UK, plea bargains allow
defendants to plead guilty in exchange for reduced charges or lighter sentences, helping to
save time and resources in the judicial process®!. While this approach can expedite trials and
ensure some level of accountability, it seems to have been leading to lighter punishments,
especially in high-profile corporate fraud cases where defendants may seem Q&ff too
easily, meanwhile, fraud prosecution is a complex and ever-evolving field within criminal
justice that requires specialized expertise, resources, and collaborati\@’\om The challenges
involved, such as gathering evidence, dealing with jurisdictio 1%5, and keeping up with
rapid technological changes, make it a particularly den@ area of law. Despite these
hurdles, significant progress has been made in im o@aud prosecution through advances
in forensic technology, the establishment cialized prosecutorial units, and the
development of stronger regulatory fra§r§5. In Nigeria, plea bargaining has become
more common in recent years, paﬂ@l in cases involving public officials or high-profile
individuals accused of embe@ nt or bribery. This approach can be a practical way to
resolve cases that migh@%ise drag on for years. However, its use has sparked debates

about fairness, d@ncems that wealthier defendants may be able to negotiate more

favourable d@s, Which could undermine the justice process’? 33

2.1. &rgl Investigation

Fraud investigation is one of the trickiest and important aspects of the criminal justice system.
It goes beyond merely identifying wrongdoing—it involves methodically sorting out layers
of deceit to document and prove fraudulent activities. The ultimate goal is to hold

perpetrators accountable, secure justice for victims, and restore trust in affected systems.
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Given the complexities of fraud and its ever-evolving nature, the investigative process serves
as a vital pillar in global efforts to combat financial crimes and corruption. Over the years,
the range of fraud investigations has stretched out significantly. The traditional focus on
straightforward embezzlement or check fraud has shifted to include sophisticated schemes
like cyber fraud, financial statement manipulation, procurement fraud, and complex money
laundering operations. This evolution has been fuelled by several fact éﬁuding
technological advancements, the globalization of financial systems, and gtowifig awareness

of how deeply fraud impacts economies, institutions, and individualsé\

In the Global West, fraud investigations often leverage cutt@d technology and benefit
from well-established legal frameworks. Investigators @rﬁﬁcial intelligence (AI) and
machine learning tools to detect anomalies in@%ﬂ transactions, while blockchain
technology aids in tracking and verifying digi sets. For instance, it seems agencies like
the Federal Bureau of Investigation LF& the United States and the Serious Fraud Office
(SFO) in the United Kingdom e@) highly specialized teams trained in digital forensics
and financial analysis. T .§$eams collaborate with other governmental and private

organizations, creatin glti—pronged approach to investigating fraud.

Nigeria, on he@and seems to be facing unique challenges in fraud investigation due to
systemic tion, resource constraints, and gaps in regulatory enforcement. However,
signNt strides have been made in recent years. Agencies like the Economic and Financial
Crimes Commission (EFCC) and the Nigerian Security and Civil Defence Corps (NSCDC)
Anti-Fraud Unit play a central role in tackling various forms of fraud, from public sector

embezzlement to community-level scams. The introduction of technologies such as biometric
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verification in banking and government transactions seems to have also enhanced

investigative capacities.

Fraud investigation in Nigeria requires a delicate balance of technical expertise and local
knowledge and our Investigators tends to often encounter resistance from well-connected
individuals and organizations that use their influence to barricade investigations. As\a result,
agencies have adopted innovative strategies to uncover hidden assets, th@%m to be
following complex money trails, and securing critical evidence. Inter@&y}collaboration,
both locally and internationally, is increasingly important. instance, Nigerian
investigators frequently work with global bodies like Inte@an the United Nations to
address cross-border fraud schemes. What seems to m@raud investigation particularly
challenging is the sophistication of modern frau%%%hemes. Today’s fraudsters are not
just individuals but tends to often oper@aﬁ of organized networks that exploit
loopholes in financial systems and.rg&fory frameworks. In cyber fraud, for example,
perpetrators tend to often usezkcca\rption, anonymous transactions, and decentralized
platforms to mask their a@s. This seems to necessitate the use of advanced digital
forensic tools and h&;ﬁ(ﬂled personnel to decode encrypted communications, trace IP

addresses, and (nc%bt

idden digital footprints.

Fraud inv tions in Nigeria come with a unique blend of challenges and opportunities,
shapékby the nation’s socio-economic realities, institutional capabilities, and legal systems.
The country’s fraud landscape is diverse, encompassing both traditional scams, such as
identity theft and embezzlement, and more sophisticated, modern forms of fraud like
cybercrime and international financial fraud and the key agency spearhead fraud

investigations in Nigeria: The Economic and Financial Crimes Commission (EFCC). The
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EFCC is primarily tasked with addressing large-scale and high-profile financial crimes,
including corruption, money laundering, and fraud involving public officials or corporate

entities.

The challenges in Nigeria’s fraud investigations are many-sided. Institutional constraints,
such as limited funding, inadequate training, and outdated technology, often %er the
effectiveness of investigative efforts. In addition, systemic corruptior@Q obstruct
investigations, particularly when powerful individuals or entities arnggLVated. Modern

fraud schemes, especially cybercrime, pose additional difﬁcultls fraudsters leverage

advanced technologies, decentralized financial systems, and@s— order networks to evade

detection. QQ

Despite these obstacles, Nigeria’s fraud investi efforts have also created significant
opportunities for reform and innovation. Fb\\@mple, advancements in digital forensics and
financial intelligence have bolstered«inygStigators’ ability to track money trails, recover
stolen assets, and uncover hi.dd l@xorks. Collaborative efforts between local agencies and

international organizati aQ}th as Interpol and the United Nations, have strengthened

Nigeria’s capacity to%lress transnational fraud schemes.
[ ]

N

The SOCiO-&&l ic context of fraud in Nigeria also shapes investigative priorities.
Widesp@rbpoverty and unemployment contribute to the prevalence of “yahoo-yahoo”
scam}(here individuals engage in internet fraud to make quick money and addressing these
underlying issues requires a holistic approach that goes beyond enforcement to include

economic empowerment, education, and public awareness campaigns.
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The Economic and Financial Crimes Commission (EFCC) and the Nigerian Security and
Civil Defence Corps (NSCDC) Anti-Fraud Unit work in tandem to combat fraud, each with
distinct but complementary roles. The EFCC is primarily tasked with tackling large-scale and
high-profile cases, such as money laundering, corruption, and corporate fraud. In contrast,
the NSCDC Anti-Fraud Unit focuses on slighter, sophisticated community-level fraud cases
that, while less prominent, have a direct and often significant impact on local munities.
This division of responsibilities ensures that no case is overlooked duefto scale. The
NSCDC'’s focus on localized fraud allows it to handle cases that m@meet the EFCC’s
threshold but are still crucial to maintaining trust and fairn s%n communities**. This

specialization creates a more inclusive approach to fr@u estigation, ensuring broader

coverage across different levels of society. ; (bQ

Collaboration between Nigeria’s anti-fr @ncies is essential for effective fraud
investigations, especially since their, @;\Sibilities often overlap and fraud cases can be
highly complex. Agencies like th@ﬁ\g&)mic and Financial Crimes Commission (EFCC) and
the Nigerian Security and %V&efence Corps (NSCDC) frequently work together, sharing
resources such as f@abs and digital investigation tools to strengthen their efforts.

[ ]
However, rese&i\\h

bottleneckg‘iédequate funding, and disputes over jurisdiction often create barriers that slow

s that this collaboration is not always seamless. Bureaucratic

dow?\in/%tigations and reduce their overall impact®®. Fraud investigations in Nigeria face
significant hurdles, including limited budgets, insufficient training, and a lack of modern
technology. Fraudsters take advantage of these gaps by using advanced methods to hide their
actions and avoid being caught. Additionally, cultural issues like the acceptance of corruption

and distrust in law enforcement make it even harder to tackle fraud effectively. To overcome
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these obstacles, Nigeria needs better funding and training, alongside major reforms to boost

institutional accountability and rebuild public trust®’.
2.1.5 Nigerian Security and Civil Defence Corps (NSCDC)

The Nigerian Security and Civil Defence Corps (NSCDC) is a vital paramilitary organization
dedicated to ensuring public safety, protecting critical infrastructure, and pro g civil
stability across Nigeria. Established in 1967 and formally recognized by a @1 003, the
NSCDC has grown to play a multidimensional role in Nigeria’s &thy corridor. Its
responsibilities include safeguarding lives, preventing crime, ecting key national
assets such as oil pipelines, power installations, and teleco ications infrastructure. Over
the years, the NSCDC’s mandate has expanded QQ\ﬁclude fraud investigation, the
enforcement of private security regulations, an&%rgency management services. This
evolution has positioned the NSCDC as h\\@gral part of Nigeria’s security framework.
Working closely with other law enfo’r@p t and regulatory bodies, the NSCDC contributes

significantly to maintaining pe@d order while addressing emerging security challenges’®.

The Nigerian Securit@ivil Defence Corps (NSCDC) was also established to fill
security gaps ands&ort the efforts of the Nigeria Police Force and the military in
maintaining&@nd order. Its responsibilities span a wide range of activities, including
disaster nse, riot control, and intelligence gathering, and prosecuting specific crimes
such aspipeline vandalism. Empowered by the NSCDC Act, the Corps collaborates with
agencies like the Department of Petroleum Resources (DPR) and the Nigeria Maritime
Administration and Safety Agency (NIMASA) to investigate and prosecute cases,
particularly those related to critical national infrastructure. The NSCDC'’s origins trace back

to the Nigerian Civil War in 1967, when it was formed as the Lagos Civil Defence
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Committee. Initially, its primary role was to educate civilians on safety measures and provide
emergency services during the war. As the nation’s security needs evolved, the Corps
expanded its focus beyond emergency management to address a broader spectrum of security
challenges. In 1984, the NSCDC was restructured and given a national mandate, establishing
its presence in states across Nigeria. The turning point came in 2003 when the Corps was
officially established as a statutory body under the NSCDC Act. This le Qén, later
amended in 2007, expanded its mandate and enhanced its operational capacity to address

emerging security threats more effectively?°. 6\

The Nigerian Security and Civil Defence Corps (NSCD %ating under the Federal
Ministry of Interior, serves as a cornerstone of public saf@ud national stability in Nigeria.
Its responsibilities, as defined by the NSCDC %@ 2007, encompass a wide range of
critical functions aimed at safeguarding li\@cting vital infrastructure, and responding
to emergencies. At the heart of its pg@ons is the mission to ensure civilian protection
during crises. The NSCDC is eq%g%to provide emergency response and rescue services,

playing a pivotal role in di management efforts across the nation. In addition to this
humanitarian role, @ps is tasked with regulating and supervising private security

companies. B@

standards, E oting professionalism and accountability within the private security sector.

ing these firms, the NSCDC ensures compliance with national

The p{)/z&ion of critical infrastructure is another essential function of the NSCDC. With a
mandate to maintain round-the-clock surveillance over vital national assets such as oil
pipelines, power stations, and telecommunications facilities, the Corps helps to safeguard
resources fundamental to Nigeria’s economy and security. Collaboration is also a key aspect

of the NSCDC'’s operations. The Corps works in cycle with other security and law
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enforcement agencies to tackle complex threats, including terrorism, vandalism, and other
crimes that jeopardize national stability. Through these partnerships, the NSCDC enhances

its ability to address multifaceted security challenges effectively.

Moreover, the Corps plays an instrumental role in the fight against economic crimes. Its
authority extends to investigating and prosecuting offences such as fraud, Vandalis%nd the
theft of public assets. By addressing these issues, the NSCDC contributes @der anti-
corruption and crime prevention initiatives, bolstering trust in Nigeria’s'&stgﬁ%ystem“o. This
agency also plays an important role in keeping the country safe an ing fraud. However,
it faces several difficulties that make its work harder, esp@ly in fraud prevention and
investigation. One major challenge is a lack of resourcesgw NSCDC often doesn’t have
enough money or modern tools to do its job well. %@mle, the Anti-Fraud Unit struggles

to investigate cybercrimes because it doesr@dvanced equipment or technology needed

to track digital activities*!. .
g O

Another problem is overlap;.)iri@ks with other agencies, like the EFCC and the Nigerian
Police. These overlaps ¢ @b confusion about who should handle certain cases, leading to
delays and waste.d e@s. Clearer roles and better teamwork between these agencies could
solve this i su@ny people in Nigeria don’t fully understand what the NSCDC does,
especiall §ud prevention. This lack of awareness means that people don’t always report

frau(%e]es to the agency. Without enough reports, it’s hard for the NSCDC to act effectively.

Building trust and informing the public about the agency’s work could help*.

2.1.6 Fraud Prevalence and Contributing Factors
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As a major problem worldwide, shaped by social, economic, and technological factors. In
Nigeria, it is a significant issue that continues to grow in complexity, affecting individuals,
businesses, and government institutions alike. Research shows that fraud often flourishes in
places where laws are weak, enforcement is poor, and people face financial hardships®.
Globally, the rise of digital technology has added to the problem, opening doors to
cybercrimes like identity theft, phishing, and online financial scams. Thes Qme take

advantage of the fast-paced digital world, making fraud a more urgent challenge™to tackle**.

Economic challenges like instability, unemployment, and pove % major reasons why
fraud occurs. In Nigeria, widespread poverty and joblessne@:%ome people to commit
fraud as a way to survive or earn money*®. These toug@momic conditions often make
fraud seem like an easy way out for those struggl%%make ends meet. The growing use of
technology in financial and administrative as opened up new opportunities for fraud.

In Nigeria, the rise of digital paymenj@ems and online banking has made cyber fraud

more common. Many of thes@a’ﬂorms lack strong security features, making them

vulnerable to advanced atta@ fraudsters*®.

Weaknesses with.in rganizations, like poor leadership, weak internal controls, and a lack of
transparenc @e fertile ground for fraud. These gaps allow fraudsters to tamper with
records, s nds, or access confidential information without authorization*’. In Nigeria’s
publMtor, problems such as "ghost workers" on payrolls and inflated contract costs are
clear examples of how systemic flaws can enable fraudulent activities. Cultural attitudes that
downplay unethical behaviour or minimize the seriousness of fraud also play a role in its
widespread nature. Scholars point out that in Nigeria, certain forms of corruption are

accepted by society, which weakens efforts to tackle fraud. Offenders often justify their
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actions by blaming perceived flaws in the system or by feeling pressure from society to go
along with corrupt practices*®. As financial systems become more connected globally,
fraudsters are able to operate across borders, making it harder to detect and prosecute their
activities. In Nigeria, many fraudulent schemes involve international networks, so it's crucial

for local and global agencies to work together to prevent and address fraud effectivx“g.

2.1.7 Patterns of Fraud OQ

Fraud cases often rise at certain times, such as during the end of fé{ years or election
periods, when economic activity and financial transactions arg.tigh? These times create
opportunities for fraudsters to exploit the system. For , records show that fraud
targeting government funds is especially common du § budget implementation phase,
when oversight may be less strict®. Fraud patter&\hgerla seems to also differ between
urban and rural areas. Cities seems to see@ cases of cyber fraud and financial scams,
while rural communities often fack %&s like land disputes, forged documents, and
embezzlement of communal. fu&%\' e growth of digital technology has made fraud more
complex and harder to ¢ \and the shift to digital financial transactions has opened new
doors for fraudsters ile making their schemes more advanced. Common methods now
include phish @authorlzed money transfers, online impersonation, and identity theft.
These tac §ems to take advantage of weaknesses in digital systems, making it harder for

tradl\u%lnvestlgatlon methods to catch and stop fraud and this change has pushed agencies

to use more advanced tools and techniques to fight back.

2.1.8 Demographic Trends
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Research shows that fraud cases involve people from various socio-economic backgrounds,
but young adults make up a large number of offenders. This trend highlights how
unemployment and financial struggles can drive youth toward fraudulent activities,
additionally, many cases involve insiders—employees within organizations who use their
roles to commit or assist in fraud®!. Fraudsters are increasingly using advanced digijtal tools
to make their schemes more sophisticated. There seems to be a rise in ¢ Q%}lving
encryption technologies and anonymous online transactions, which {see to make
investigations more challenging. This seems to highlights the im e of the security
agencies adopting modern digital forensics and data analysis teehniques to stay ahead of
these evolving fraud methods. As a serious problem wor , causing harm to individuals,
businesses, and institutions. It can also involve tv@shonesty done on purpose to gain
unfair benefits as it can take many forms such ncial scams, identity theft, forgery, and
embezzlement. These crimes weaken publ'\tﬁst and hurt the country’s economy.

R

2.1.9 Types of Fraud %’\C)\

Fraud can generally be 'v@into two main types: opportunistic fraud and systemic fraud.
Opportunistic freiud %pens when individuals or small groups take advantage of specific
weaknesses ,in @ganization’s processes, like poor oversight or weak financial controls.
For examp&mis could involve unauthorized withdrawals or manipulating accounts for
persNgain. Systemic fraud, on the other hand, is more organized and involves larger-scale
efforts to exploit significant weaknesses in institutions. This type often includes activities
like large-scale embezzlement or coordinated cyber fraud attacks that span multiple
departments or organizations and while opportunistic fraud tends to be smaller in scale,

systemic fraud has far-reaching consequences due to its organized and widespread nature>2.
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Research shows that social networks and insider access play a big role in enabling fraud.
Insiders, such as employees or contractors with special access to an organization’s data or
financial systems, often use their positions to commit fraud or help others do so and many
fraud cases in Nigeria involved insiders, emphasizing the importance of strict background
checks and strong internal controls in organizations®. These cases show how fraud can be
complex, as insiders often combine their knowledge of the system with tech on hide

their actions and avoid detection. < \

2.1.10 Drivers of Fraud &

To understand why persons commit fraud, it’s importan sﬁ' k at the psychological and
social factors that drive their actions. Research shows@t nancial stress, opportunity, and
the ability to justify their actions are key reason@@%nd fraudulent behaviour. In Nigeria,
economic hardship often pushes people to\\&@nit fraud as a way to make ends meet and
cultural influences also play a rolei@ certain corrupt practices are seen as normal or
acceptable, it becomes easier f&@ividuals to justify their actions®*. In some cases, societal
pressure to achieve a c te@?festyle or status can encourage people to view fraud as an
acceptable shortc.ut uccess. These factors combine to create an environment where fraud
thrives. Opportunitics play a major role in enabling fraud and people who might not typically
engage in nal activity often exploit weak organizational controls®®. In many fraud cases,
a lack\eﬂproper monitoring and enforcement creates a sense of low risk, making it easier for
individuals to take the chance without fear of being caught and the absence of strong
consequences, like swift and effective prosecution, further encourages fraudulent behaviour.
Without the fear of serious repercussions, individuals are more likely to take advantage of

these gaps, increasing the occurrence of fraud.
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2.1.11 Technological Advancements and the Evolution of Fraud Tactics

Technology has significantly changed how fraud is carried out. While advancements like
digital payment systems, mobile banking, and online transactions have boosted economic
growth, they have also opened new doors for fraud. The widespread use of internet-
connected devices has made it easier for fraudsters to operate from anywhere&geting
people and businesses with ease and the common tactics now include phishiv@s, where
fraudsters trick people into sharing sensitive information, identity theftvﬂd iig malware to
gain unauthorized access to systems>®. By exploiting technologys criminals not only
evade detection but also expand their reach, making arder for individuals and
organizations to protect themselves. A growing trend in f%is the use of social engineering
tactics, where fraudsters trick people into sharin@ﬂive information for financial gain.
Scammers often pose as representatives @%d institutions like banks or government
agencies to deceive their victims in,tg{%aling personal details. This approach has been
especially effective in Nigeria, w%éa\gital literacy levels vary greatly across the population

and these tactics rely on ex@g trust, making them difficult to combat®’.

S
N

2.2 Theoxet Framework

The @’Qﬁaﬂgle Theory (FT) and Routine Activity Theory (RAT) are useful tools for
understanding how fraud occurs and the role of the Nigerian Security and Civil Defence
Corps (NSCDC) Anti-Fraud Unit in tackling it. These theories provide complementary
insights, helping to explore fraud as both an act driven by personal motives and a problem

shaped by external circumstances. The Fraud Triangle focuses on three key elements that
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lead to fraud: pressure, opportunity, and rationalization. It explains why individuals commit
fraud, highlighting personal and environmental factors. Meanwhile, Routine Activity Theory
emphasizes the situational conditions that make fraud possible, such as the presence of
motivated offenders, suitable targets, and a lack of effective security or guardianship.
Together, these theories help build a clearer picture of fraud, shedding light on how it
operates on both a personal and systemic level and guiding the NSCD(Q%%“S in

investigation and prosecution. < \

2.2.1 Fraud Triangle Theory (FT) &

The Fraud Triangle Theory, introduced by Donald Cressey,.i 1950s, provides a powerful
lens for understanding why individuals commit fr@ articularly in workplaces and
financial systems. This theory suggests that frau n’t occur randomly; instead, it arises
when three critical factors align: Pressﬁ\sKQ’)bpportunity, and Rationalization. Pressure
discusses the personal or financial bt %that push individuals toward fraudulent actions.
These pressures can take many @s—mounting debts, family responsibilities, or even the
fear of professional fai UQ\ or instance, an employee struggling with overwhelming
financial obligatiog&& feel compelled to manipulate financial records to meet those
needs and p&t}ﬂity is the enabler of fraud, arising from weaknesses or gaps in an
organizati% ontrols or systems. When internal checks are lax or accountability measures
are fhd%implemented, individuals may perceive a low risk of detection, making fraud seem
like a viable option. For example, a lack of oversight in financial reporting can provide the
perfect chance for an employee to embezzle funds unnoticed while Rationalization is the

psychological process that allows the fraudster to justify their actions. This could involve

convincing themselves that their behaviour is not truly harmful or that they are entitled to the
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resources they are taking. Phrases like “I’ll pay it back later” or “The Company owes me

this” are common rationalizations that enable individuals to cross ethical boundaries.

Furthermore, Pressure refers to the external or internal forces that drive an individual to
commit fraud. These forces may include financial difficulties, unrealistic organizational
expectations, or personal challenges such as debt or addiction. In Nigeria, socio&nomic
conditions such as high unemployment rates and poverty aggravate these pra@% pushing
individuals toward fraudulent behaviors®®. Opportunity arises from w kngués in systems,
such as poor internal controls, lack of oversight, or systemic lo . Fraudsters exploit
these vulnerabilities to commit their acts without fi %mmediate detection®.
Rationalization involves the cognitive process by Whi@faudsters justify their actions.
Common rationalizations include beliefs that th@tlons cause no harm, that they are
entitled to compensation due to perceived injustices, or that "everyone else is doing it." In the
Nigerian context, cultural normalizat@;f corrupt practices often provides an enabling
environment for such rationali@g%, making it critical to address societal attitudes

alongside systemic Vulnera®6o.

The Fraud Triang.gle eory is particularly useful for understanding the types of fraud cases
handled by th&I\BEDC Anti-Fraud Unit. By focusing on the three key elements of the
theory—Rf&Qe, Opportunity, and Rationalization—the Unit can develop targeted strategies
to tac\&aud more effectively. For instance, reducing financial and social pressures through
broader socio-economic reforms, such as creating jobs and improving access to resources,
can help address the root causes that drive people to commit fraud. Similarly, limiting

opportunities by tightening internal controls, improving oversight, and addressing systemic

weaknesses in organizations can make it harder for fraudsters to exploit vulnerabilities. Also,
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addressing rationalizations through public awareness campaigns can challenge the mindset
that justifies fraudulent behaviour. Research highlights the versatility of the Fraud Triangle
Theory in explaining and addressing fraud across various settings. For example,
implementing strong internal controls and providing focused anti-fraud training can greatly
reduce the chances of fraud occurring in Nigerian public institutions by minimizing
opportunities and efforts to change cultural attitudes toward corruption have pr Q&e‘ective
in addressing rationalization—the justifications people use to excuse fraudulefit’ behavior®!.
Also, promoting ethical narratives and discouraging the normali@\ f corruption can

significantly weaken the mindset that makes fraud seem acce%bl

2.2.2 Routine Activity Theory (RAT) Q

\

The Routine Activity Theory, introduced by Co@ d Felson in 1979, offers a practical
way to understand how crimes occur. Thﬁ{@w focuses on the circumstances that make
criminal activity possible, highlightiﬁ@ key factors: a motivated offender who is ready
to commit a crime, a suitabl@ that is vulnerable or appealing, and the absence of a
capable guardian to pr @he crime. When these three elements come together, the
likelihood of a crime_increases. This approach shifts attention from the criminal alone to the
[ ]
environmen a@;ational factors that create opportunities for wrongdoing, making it a

valuable t r understanding and preventing crimes like fraud.

A motivated offender is someone who has both the intention and the capability to commit
fraud. Various factors can drive a person to act, including economic hardship, societal
pressures, or access to insider knowledge. In Nigeria, high youth unemployment rates and the

influence of peers are major reasons why some individuals turn to fraud®?. These challenges

44



often push people to exploit weaknesses in systems as a way to achieve financial stability or

gain social acceptance.

A suitable target is anything or anyone that can be easily exploited, such as financial
accounts, public resources, or digital systems. Fraudsters often look for weakly protected
assets, like unmonitored payroll systems or insecure digital platforms, because theweasier
to manipulate. To address this, the NSCDC works to safeguard these Vulne@Qargets by

using surveillance, enforcing regulations, and strengthening security melﬂurgs)

6
A capable guardian is someone or something that prevents crin@erseeing, regulating,
or enforcing rules. When there's no strong guardian, suc ak enforcement or limited
resources, fraud becomes easier to commit. The NSC@@yS a key role as a guardian by
monitoring vital infrastructure, investigating frau&, and offering security solutions that
focus on community protection®. Routine\@ity Theory is helpful in understanding how
fraud happens in situations where\é@ SCDC operates. By improving enforcement,
increasing public involvement @\working more with other agencies, the NSCDC can

prevent the three factors t¢hdt‘allow fraud from coming together. This approach can help stop

fraud before it occg&

The Fraud Triangle Theory looks at why individuals commit fraud by focusing on their
motivat'@rand thought processes, while the Routine Activity Theory looks at the situation
and Mnesses in the system that allow fraud to happen. By combining these two theories,
we get a fuller picture of fraud, considering both the actions of the offender and the
conditions around them that make fraud possible. The application of both the Fraud Triangle
Theory and Routine Activity Theory in the context of the Nigerian Security and Civil

Defence Corps (NSCDC) offers a comprehensive approach to tackling fraud and the Fraud
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Triangle Theory informs the NSCDC'’s strategies by addressing internal and external
pressures, closing systemic gaps, and countering rationalizations that may justify fraudulent
behaviour. Meanwhile, the Routine Activity Theory guides the NSCDC's operational
measures, focusing on enhancing guardianship, reducing target vulnerability, and addressing
offender motivations. This combined theoretical framework bridges individual motivations
and situational factors, emphasizing the need to address both psychologlcal * temic

elements for effective fraud prevention and investigation. <

Applying these theories to the NSCDC’s Anti-Fraud Unit esta the importance of
localized, community-centred strategies in complementl %der national anti-fraud
initiatives, which also makes the integration of the Fra@ Triangle Theory and Routine
Activity Theory provides a robust foundation for B@ndmg the dynamics of fraud. This
also highlights the significance of analy; Yﬂébhd as both an individual act driven by

motivation and rationalization, and a.sy@ic issue influenced by situational vulnerabilities.

The dual application of these th%{(e?not only deepens the analytical perspective but also

offers practical insights to a@e anti-fraud efforts in Nigeria.

2.3  Review o.f E@rlcal Studies

A study wa% >ed to examine e-banking fraud and the influence of trust governance on
custom@%cisions to adopt or avoid electronic banking in Nigeria®. Using qualitative
methods, including in-depth and key informant interviews, 30 participants were carefully
selected, with some identified through snowball and referral techniques and the findings
revealed three dimensions of e-fraud: internal (fraud involving bank staff), external (fraud

perpetrated by outsiders), and collaborative (fraud involving both internal and external

actors) which made these fraudulent experiences deterred many bank customers from
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migrating to e-banking platforms. Although governance mechanisms in the banking sector
were found to be weak, banks are taking steps to rebuild customer trust and these measures
include sending scam alert messages, publicly shaming and dismissing compromised staff,

and implementing security protocols to protect the integrity of the evolving financial

3

Available evidence suggests that insider’s participation in the nature of fr: Nigeria's

ecosystem®,

banking sector is pertinent, with a particular focus on insider }Qﬁaﬂent and the
vulnerabilities of payment platforms following the introduction of hless policy in 2014.
A study analyses fraud and forgery data from the 2 %eria Deposit Insurance
Corporation (NDIC) annual report to understand the com&dynamics of banking fraud and
the findings reveal a consistent increase in fraud@(s on deposit money banks over the
years, though the actual monetary losses @ in 2019 compared to 2018. Transactions
mediated by technology, such as ATM e and internet banking, were the most targeted by
fraudsters. Regarding insider inv%ca\nt, employees at all levels participated in fraudulent
activities, but the majorit@ temporary staff and based on these insights, the study
recommends that bank hance their security systems and governance structures. It is
worthy to men@&

vigilance— online and offline—are also critical measures, which makes the research to

iscontinuing the employment of temporary staff and strengthening

conth@%co existing knowledge by highlighting the types of fraud, the role of insiders, and

the factors that make casual staff particularly susceptible to engaging in fraud®.

While previous studies have explored the causes, participants, and impacts of cybercrimes in
Nigeria, little is known about how cybercriminals adapted their activities during the COVID-

19 pandemic. Using the Fraud Triangle Theory and an exploratory research design, the

47



research analysed data from the Economic and Financial Crimes Commission (EFCC),
Nigerian Police, Nigerian Communications Commission (NCC), and Central Bank of Nigeria
(CBN). Also, it was noted that the partial and total lockdowns imposed by federal and state
governments to contain the spread of COVID-19 disrupted government palliative
interventions, weakened social support systems, and heightened the wvulnerability of
Nigerians to cyber scams and fraudsters, known as "COVID-419ners," e ed" these
vulnerabilities through schemes like fake relief packages, food and data fra@ fraudulent
cash support and loan offers. These schemes mimicked governme@’%}ative programs to
deceive and defraud the public. The study recommends time livery of government
interventions and clear public education on eligible iClaries to protect vulnerable
Nigerians, also, anti-cybercrime agencies must op@active measures to prevent fraud,

dismantle fraudulent schemes, and apprehend ¢ iminals to curb such activities in future

)

Research to date indicates that In (@fraud is one of the fastest-growing forms of computer
crime globally, and in Nig@ence, it has taken on a unique form with the emergence of
the "yahoo-boys" su (}be among students in tertiary institutions. While many studies
focus on the riﬁ@subculture, they often overlook the structural systems that sustain it.
Using a s @all sampling technique, interviews were conducted with 20 self-identified
yahow/g& and the findings reveal that internet fraud in tertiary institutions is highly
organized and supported by informal networks. These networks include other fraudsters and
even bank staff who provide critical support. Bank employees were reported to leak
confidential customer information to yahoo-boys and facilitate payments without raising

security alarms. Fellow fraudsters help each other navigate legal troubles, including
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arranging bail when necessary. Payments are processed through various channels, such as
domiciliary accounts, cheques, credit cards, MoneyGram, and Western Union. Participants
indicated that cybercrime offers tangible benefits, such as covering tuition fees, acquiring
properties like cars and land, and maintaining their lifestyles, and that made this deeply
rooted informal network undermines efforts to combat cybercrime in Nigeria, meanwhile, in
that study, it was noted that to address the issue of fraud, the government %le the
underlying drivers, such as unemployment and systemic corruption, while,profffoting moral

values and ethical behaviour within society®®. Q

Previous research has largely overlooked the unintended ﬁuences of ATM usage,
particularly the factors that make individuals vulnerable @ud and this address the gap by
investigating victims of ATM fraud in southwest @?69. In that study, data were gathered
through in-depth interviews with 20 vic '}Q%Lagos and Oyo states and the findings
revealed that victims came from .dﬁ demographics, including young and elderly
individuals of both genders. Inte@é&ﬁ%ly, fraudsters were often people within the victims'
social circles, such as rom@aﬁners, friends, relatives, and even their own children. In
that study, it was reveal at the common tactics used by fraudsters included card cloning,
card swappin{i\%’ ysical attacks at ATM locations and factors contributing to
vulnerabili luded low literacy levels, poor health, specific routines, and the timing of
cash\{i/%rawals. To combat these issues, banks implemented various measures, such as
improving staff welfare, enforcing strict penalties for employees involved in fraud, and

raising customer awareness through targeted alerts. The study highlights the limitations of

trust within the cashless economy and underscores the importance of robust trust governance.
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It also raises critical policy questions about victim compensation and the need for

strengthened measures to build confidence in electronic banking systems®.

Prior research has demonstrated that a significant drawback of the cashless policy introduced
by the Central Bank of Nigeria in 2014 has been the rise of widespread ATM fraud. While
fraudsters benefit financially, victims face significant disruptions to their lives. D%e this,
previous research in Nigeria has largely overlooked how ATM fraud impa@tims’ life
chances. Using in-depth interviews with victims of ATM fraud, the empi icg.el'idence of the

study revealed that many victims experienced post-fraud traum relying on friends,

family, and relatives for emotional and financial support to C@O.

As support by the literature, banks’ responses to cus@&dctimization were found to be
inadequate, offering little to no support in comper& for the financial losses incurred and
this study recommends that banks streng heir internal controls and implement trust
governance mechanisms to better pro't@itomers and prevent victimization while ensuring

that customer security and p&@&n of appropriate support post-fraud are critical steps

toward restoring trust ir%o@hless policy”.

A survey of an e@literamre sheds light on the prevalence of fraud within Nigeria’s
cashless financial*System and explores efforts to build trust as a means of curbing this
growin@lenge”. The article addresses two key questions: Does the fear of fraud hinder
ﬁnam inclusion? And how do risk governance mechanisms influence the relationship
between electronic fraud and financial inclusion? Using qualitative methods to engage
participants from southwestern Nigeria, the scholars in that study revealed that fear of fraud,

indirect experiences with fraudulent activities, and the presence (or absence) of effective

fraud governance significantly impact how individuals adopt and interact with the banking
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system and these factors shape both behaviour and trust, highlighting the importance of

robust risk management in fostering greater financial inclusion’".

Consistent with prior findings, Tade and Adeniyi investigated ATM fraud in southwest
Nigeria, focusing on the unintended consequences of ATM usage, particularly the role of
fraudsters' identities and the methods they use to commit fraud. While previous re&ch has
largely overlooked these aspects, the study employs a sequential exploratory@—method

approach, gathering data from both ATM users and victims of ATM gé&hmugh a multi-

stage sampling process’?. Lagos and Oyo states were purposivel for the research. In

that finding fraudsters were often individuals within the s"social circles, including

lovers, friends, relatives, and, in some cases, their own @ren. Common tactics included
card cloning, card swapping, and physical attack@%M locations. However, due to the
study's small sample size, the results may h@ad generalizability, emphasizing the need
for more extensive research across Nig&The paper highlights critical policy implications
for the deployment and use of }@(Ql\t systems like ATMs in Nigeria. It underscores the
limits of trust within the ca .}$policy framework and raises important questions about the
governance of trust t Qurage broader adoption. By characterizing fraudsters and their
defrauding str@

enhance p}@\t system security and public confidence’.

e study provides valuable insights for policymakers aiming to

In liNIth recent findings, another article delves into Nigeria’s Whistle-Blowing Policy
(WBP) and its role in the country’s anti-corruption efforts between 2016 and 2017, the article
explores how individuals involved in corruption have adapted their methods to conceal stolen
funds in response to the policy and examines the broader implications of looting on

governance and national security. This analysis is especially important given Nigeria’s poor
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global ranking in corruption perception over the past five years, while corruption not only
hinders development but also poses a significant threat to security, as public funds meant for
collective progress are siphoned into private accounts. Using data from newspaper reports on
corruption, the study argues that the WBP, by incentivizing patriotism, has encouraged
greater citizen involvement in the fight against corruption and facilitated the recovery of
stolen funds’®. However, it has also driven looters to resort to unconvention Q&ds of
hiding money, such as storing it in private safes, septic tanks, and warehouses gtr“abandoning

it in places like airports and market stalls. The article concludes by ting the potential

impact that the recovered funds could have had on improving.go ance and development.

It underscores how the diversion of public funds sf‘u% fines security and weakens

democratic governance in Nigeria, emphasizing;thp& for sustained efforts to combat

®%

A plethora of studies have focused on @fraud in southwest Nigeria, but a scholarly study

corruption.

explored ATM from the Victim’hﬁéapoint, addressing a gap in research by exploring the

unintended consequences M use from the victims' perspective. As support by the
literature, a mixed—m%hg approach was used, combining interviews and surveys to gather
a

data from AT@

through a %@.stage sampling process, with victims primarily identified using the snowball

d fraud victims in Lagos and Oyo states. Participants were selected

met d%e research included in-depth interviews with fraud victims, as well as key
informant interviews with police officers and bank officials responsible for ATM security,
also, questionnaires were distributed to students, business owners, civil servants, artisans, and
lecturers across the two states and the findings revealed that fraudsters were often people

close to the victims, such as their children, friends, relatives, or romantic partners and the
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consequences of ATM fraud for victims included business failures, delays in meeting
housing needs, psychological distress, and financial instability, which made the study to
recommend policies that take into account the unique socio-demographic characteristics of

customers to promote financial inclusion and reduce the risks associated with ATM use’.

Research on fraud in Nigeria revealed that cybercrime is predominantly carried ou%young
people and students in tertiary institutions, commonly referred to as "yahoo @%nd these
individuals use their computer skills to deceive unsuspecting Vict&gullhe. A recent
development in this trend is the incorporation of spiritual practices, known as "cyber
spiritualism," to enhance the success of their cybercrime acti@%that study explores the
factors driving the integration of spiritual elements ir@ybercrime and highlights the
strategies employed by yahoo boys and those B@%i in "yahoo plus" (a variant that
incorporates spiritual rituals)’>. Using t e\@ Transition Theory of cybercrime, the
research examines how factors like s&iowns by the Economic and Financial Crimes
Commission (EFCC), conflicts &%ﬁl\ yahoo boy groups over social status, delays in
achieving financial success@%ncreased public awareness have contributed to the adoption
of spiritual practices. IQ! paper, the methods used by fraudsters include the use of ase (a
command beli@ mpel obedience), enchanted rings (oruka-ere), and incisions made
around the \é‘, which are said to aid internet navigation and other practices involve using a
tortoﬁ%%apa) to access profitable websites and that revealed how victims are often

influenced through phone conversations where spiritual commands render them powerless to

resist the fraudster's demands”’>.

Cyber-enabled mass-marketing frauds, such as romance scams, investment schemes, and

"419" fraud, are often associated with West Africa, particularly Nigeria and there has been
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significant research and debate on why this region appears to be a hotspot for such
cybercrimes. A critically review of existing literature examine the extent to which cultural
factors contribute to and enable these crimes, with a particular focus on the pathways
Nigerians take into cyber-fraud and the findings suggest that cultural elements, such as
historical and social influences, social identity, and attitudes toward these crimes, play a role
in fostering cyberfraud’®. However, the paper cautions against overly Qﬁg the
prevalence of these activities solely to "West African culture,”" as this ris (@implifying
the issue. Building on previous studies, the paper proposes a theore@%?ﬁmework to better
understand the pathways leading to cyber-fraud and outlines, strategies for effective
disruption and prevention. This approach aims to pro alanced perspective while
contributing to the development of targeted sogjﬁQ{or reducing cyber-enabled mass-

®%

Current research on fraud disclosed th: ine fraud is largely shaped by perspectives from

marketing fraud’®.

the Global North, leaving Nige@‘?cholarship on the issue marginalized in academic
discussions, hence, the stu@iresses this gap by analysing studies that focus on online

fraud within the Nig%m ntext. The study emphasizes unique aspects of Nigerian society

and culture, pa(wéﬂ

narratives T@hese cultural dimensions significantly influence both the discourse on online

the role of spirituality, which are often overlooked in Global North

frauN/glthe strategies used to combat it’”’. The research argues that incorporating the
insights of Nigerian scholars is essential for developing a more comprehensive and effective

global approach to tackling online fraud, both within Nigeria and beyond.

The available evidence suggests that the widespread use of internet technologies has

transformed modern interactions, but it also brings negative consequences, such as internet
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fraud, as a study explored the perception among young adults in Nigeria that internet fraud is
an innovative response to economic survival rather than a criminal activity. In that study,
Robert Merton’s Anomie/Strain Theory (AST) was used to provide the theoretical foundation
for the research using qualitative methods, data were collected through in-depth interviews
with 15 participants selected through purposive and snowball sampling techniques in various
locations across the Ibadan metropolis. The findings revealed that many yo Q%ge in
internet fraud as a means of financial survival in response to harsh ecohomic” conditions,
framing it as a deviant but innovative strategy and also found out t@kmet fraudsters in
Nigeria are socially organized by specialization, with wealth @tion and the number of
“clients” serving as the primary markers of hierarc@ Ithough, Nigeria has laws
prohibiting and prosecuting internet crimes, @ants claimed that the state’s
compromised security apparatus is often man ed to protect those involved in fraud.
Successful fraudsters reportedly avoid prosectition by leveraging connections and using their
.
illicit gains to invest in legitimate @sses, while only those without such advantages face

legal consequences’®. The su{g\&ﬂcluded with a call for youth value reorientation and the

creation of job oppoﬂu@ address the underlying economic drivers of internet fraud.

The rise of th@ and the widespread use of e-payment platforms as a convenient
payment z@d have significantly increased the prevalence of e-fraud and cyber-attacks in
Nig%%anks, and an extant study examined the reasons behind and methods used in
perpetrating e-fraud by employees in Nigeria’s Deposit Money Banks, using a survey
research design, the study collected primary data from 120 fraud investigation officers
through structured questionnaires. In that study, the data analysis that was conducted using

the simple percentages revealed that e-fraud was often committed by employees whose job
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security was threatened due to their inability to meet deposit targets, and these employees,
leveraging their expertise or legitimate authority, collaborated with others to defraud the
banks. The findings also showed that disruptive technologies and economic challenges led to
job losses and created insecurity among employees and the fear of disengagement without
adequate compensation drove some employees to commit e-fraud through met&ds like

o)

The study recommended discouraging unrealistic deposit and sales tar anks through

phishing, pharming, and bypassing internal controls™.

strengthened labour laws and It also highlighted the need for hum % rces departments to
implement whistleblowing policies, allowing employees to upervisors who pressure

them into fraudulent activities. Finally, it emphasized th portance of raising awareness

about e-fraud among e-payment users and sensitiz@mk employees to the consequences of

fraudulent behaviour through regular educ@ training programs.

Another study examined how fraud a't@ncial crimes affect the growth and development
of Nigeria's economy and the d t@c the research were obtained exclusively from secondary
sources, including the C ank of Nigeria (CBN) Statistical Bulletin (2022) and various
editions of CBN A %eports The analysis employed the Ordinary Least Squares (OLS)
method, along @ series of pre-estimation and post-estimation tests. Pre-estimation tests,
such as u ot and normality tests, were used to ensure the reliability of the time-series
data.\bet estimation tests, including heteroscedasticity and serial correlation checks, were
conducted to validate the results. The findings revealed that fraud and financial crimes
significantly impact Nigeria’s economic growth rate but do not appear to affect inflation and

based on these findings, the study recommended several measures to address the challenges

posed by financial crimes, and these include strengthening institutional frameworks and
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enhancing the capacity, independence, and effectiveness of anti-fraud and financial crime
organizations, such as the Economic and Financial Crimes Commission (EFCC)®.
Additionally, the study highlighted the importance of increasing transparency and
accountability in both public and private sectors and measures such as the publication of
financial reports, disclosure of beneficial ownership, and implementation of whistle-blower
protection policies were suggested as critical steps toward mitigating the impéQﬁ ancial

crimes on the economy?®°,

Consistent with prior findings, a review of an extant researc @ained that cashless
financial transactions rely on information technology to@% funds for payments,
expenditures, and local government revenues. By adoptin&hless systems, the potential for
fraud and corruption is significantly reduced, as th@%ansactions offer greater transparency.
As supported by literature, that study exﬁ@@ategies for preventing fraud through the
implementation of a cashless policy a \% research was conducted systematically using an
article search engine, with the @%S "Cashless" and "Fraud" entered into the Scopus
journal database. Seconda . %from the Publish or Perish application were also reviewed
and journals and artic &ere carefully selected based on their relevance to the theme and

the quality of @0 tent. The findings indicate that innovations in local government

payment s;:%is have prompted a shift toward safer, more effective, and efficient non-cash

tran%g&.

A critical review of that literature highlights that cashless payments help prevent corrupt
practices such as money laundering, bribery, and the misuse of funds through commissions
for services or procurement and the adoption of non-cash transactions is particularly effective

when local governments enforce policies that mandate their use, supported by reliable
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internet access and modern technology in both urban and rural areas®'. The study
recommends that local governments not only adopt but also report on non-cash payment
practices and policies should prioritize digital payment methods for initiatives like social

assistance programs and the collection of fees and levies. These measures can increase local

3

Despite the implementation of the Nigerian Cybercrime Act in 2015, cybe@ remains

revenues while promoting transparency and efficiency in financial transactions.

widespread among youths, particularly undergraduate students and empifical evidence
from the study explored the pathways leading to and the ons behind female
undergraduates’ involvement in cyber fraud in selected unive@%oss southwest Nigeria.
That research adopted an exploratory, cross-sectional d@\ and utilized Social Learning
Theory as its conceptual framework. Data col%@ were exclusively through in-depth
interviews with 17 female undergraduates, using the snowball sampling method and
the findings in that study revealed that@students were often introduced to cyber fraud by
male relatives and associates®?. &gq\)rimary motivations for their involvement included
financial gain and peer pres Y *Vhich makes many viewed cyber fraud as a viable means to
support their persona }bs and those of their families. The study recommends a multi-
dimensional ap@t effectively address this issue, combining preventive strategies with

education, %@eness, and stricter enforcement of anti-cybercrime measures.

\/QJ
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24 Conceptual Model
Pressure:

Extreme hardship and Poverty
Peer Pressure and Society’s Obsession
Financial Pressure and Unemployment

Motivated Fraudster:

3
X

Opportunity: ionalization:

Economic Hardship ’\
Unemployment %O

Societal Pressures \>

Absence of Capable Guardian:
Lack of strong control systems to
deter fraud.

(NSCDC)

Inexperienced Victims
Weak Law Enforcement
Desperation to Travel Abroad

Blaming Economic Struggles
Entitlement Mentality

Justifying Fraud as Victimless

Suitable Target:
A vulnerable individual, or system
that is easy to exploit.
(Victim/Complainant)

Figure 2.1: Conceptual model showing the relationship between Fraud Triangle and Routine
Activity Theory.
Source: Researcher’s Computation, 2025
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The Fraud Triangle and Routine Activity Theories, while distinct, work together to explain
how and why Obtaining by False Pretence (OBT) and Visa Racketeering (VISA) happen.
Both highlight the factors that drive people to commit OBT and Visa, the opportunities that
make them possible, and the systemic weaknesses that allow these crimes to thrive. Together,
they offer a complete framework to understand the interactions between offenders,, victims,
S

The Fraud Triangle provides an internal perspective, focusing on th&so al motivations

and the systems that create an environment for OBT and Visa.

that lead individuals to commit fraud. It highlights three elements: re, opportunity, and
rationalization. Pressure refers to the stresses that push indils toward committing OBT
and VISA and these pressures include Extreme hardshi d Poverty, Peer Pressure and
Society’s Obsession, Financial Pressure and U@oymem‘. For many fraudsters, these
pressures feel overwhelming, and they see‘@ as their only option to meet these demands.
Opportunity for OBT and VISA to ha@ rises when there is Inexperienced Victims, Weak
Law Enforcement and Despera@f?o Travel. For example, inadequate enforcement by
institutions like the N @uneducated or inexperienced victims, or gaps in identity
verification systems ptovide fraudsters with the chance to act and without proper safeguards,
N
individuals areQn}e likely to exploit these opportunities. Rationalization is the mental
process t which fraudsters justify their actions of OBT and VISA as Victimless crime
While\{bey keep Blaming the Economic Struggles in the country and wallowing in their
Entitlement Mentality. Many convince themselves that their crimes are “harmless” or that
they are entitled to the money due to their difficult circumstances. By rationalizing their

actions, they reduce feelings of guilt and make it easier to proceed with fraudulent activities.
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The Routine Activity Theory, on the other hand, offers an external perspective on how OBT
and VISA occur. It explains that these fraud types happen when three elements converge. a
motivated offender, a suitable target, and the absence of capable guardianship. A motivated
offender is someone willing to commit OBT and VISA, often driven by pressures similar to
those outlined in the Fraud Triangle. In this study, a motivated offender is influgnced by
Economic Hardship, Unemployment and Societal Pressures, such as through Q%ent visa
applications or cybercrime schemes. A suitable target are the individuals or syStems that are
vulnerable to exploitation. For instance, those desperate to migrate @’S\)r unfamiliar with
digital platforms are particularly easy targets for fraudsters_a e absence of capable
guardianship highlights the role of weak law enforcem or institutional oversight, or
inadequate control systems in enabling OBT and I&b%‘hen regulatory oversight is lacking
in-between a motivated fraudster and a suitabl et or institutions like the NSCDC have
limited resources, a motivated frauds ﬁls emboldened to act without fear of
consequences. \(—;\\'
R\

When these two theor%@grmed, they provide a powerful explanation of how OBT

and VISA occurs.s&

fraud, while t@utme Activity Theory identifies the external conditions that create

ud Triangle explains why individuals are motivated to commit

opportuniti r fraud to happen. For example: When Pressure Meets Opportunity: Someone
facir%\&eme hardship and Poverty, Peer Pressure and Society’s Obsession and Financial
Pressure and Unemployment (Fraud Triangle) will exploit weak systems or inexperienced
victims (Routine Activity Theory), particularly during high-risk periods like festive seasons

or migration waves.
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When Rationalization Aligns with Absence of Guardianship: Fraudsters justify their actions
by blaming economic hardship or systemic failures (Fraud Triangle) and this justification is
strengthened when law enforcement is ineffective or institutional safeguards are weak
(Routine Activity Theory), making fraud appear low-risk and acceptable. When Motivated
Fraudster Target Vulnerable Individuals: The Routine Activity Theory’s concept of
motivated offenders aligns with the Fraud Triangle’s focus on pressure and r. Qﬁaﬁon.
Similarly, the identification of suitable targets ties into the Fraud Tria@/@

concept of

opportunity, demonstrating how external vulnerabilities intersect Wit@&l motivations.

The practical implications of these interconnected theories igniﬁcant. OBT and VISA
are not just about personal motivations or system failu@g is a combination of both. This
framework also explains that effective law enfo@nt efforts will address the personal
pressures and rationalizations that drive @ls to commit fraud and fixing systemic
weaknesses will not create opportm@for fraud to happen. For instance, addressing
unemployment and poverty can @ce the internal pressures that push people toward fraud.
At the same time, streng @ institutional frameworks, such as improving enforcement by
the NSCDC and educ ﬁ)otential victims, can close gaps that fraudsters exploit. Together,
.

these actions @ a comprehensive approach to preventing and reducing fraudulent

activities W T and VISA.

\/Q

2.5  Summary of Gaps in Literature Reviewed

Existing research on fraud in Nigeria appears to have mainly focused on the roles of well-
known agencies such as the Nigerian Police Force (NPF), the Economic and Financial

Crimes Commission (EFCC), the National Financial Intelligence Unit (NFIU), and the
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Independent Corrupt Practices and Other Related Offences Commission (ICPC). These
studies have explored how these agencies operate, their strategies, and the challenges they
face in tackling financial crimes. Similarly, considerable research appears to have been
devoted to understanding the dynamics of fraud, its impact on society, and the prevalence of
cyber-related scams such as "419." While these studies provide important insights, they seem
to have overlook the roles of other key players in Nigeria’s anti-fraud efforts. Q-la r gap
in the literature is the lack of attention to the Nigerian Security and Ciwvil é

ence Corps

(NSCDC), particularly its Anti-Fraud Unit. Q

Despite having the legal mandate to arrest with or without@ﬁ,detain, investigate and
institute legal proceedings by or in the name of the At@y General of the federation in
accordance with the provisions of the constitution&b; Federal Republic of Nigeria against
any person who is reasonably suspected @committed any criminal activity such as
fraud and despite showing all the,sq\' mises in their administrative efficiency, their
contributions, especially the Anti&cla\Unit of the NSCDC are rarely discussed in academic
or policy circles. This lack Y %gnition has left a limited understanding of how the Unit fits
into Nigeria’s overall angaud framework and the potential it has to complement the work
of larger agen{.s/%i much research seems to have analysed the complexities of fraud,
the enforc 1@ challenges, and the socio-economic factors driving financial crimes, little

attem%gﬁs been given to how less prominent agencies like the NSCDC handle these issues.

There is almost no research on the strategies the NSCDC Anti-Fraud Unit uses to investigate
fraud, the specific challenges it faces, or the methods it employs to navigate institutional and
resource constraints. Additionally, the challenges of the NSCDC Anti-Fraud Unit—such as

limited funding, low public visibility, and insufficient institutional support—have not been
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adequately explored. The implications of these challenges, including how they limit the
Unit’s effectiveness and prevent it from easing the burden on more prominent agencies like
the EFCC, remain largely unexplored. Although over-reliance on major agencies like the
EFCC has been identified as a weakness in Nigeria’s anti-fraud framework, the potential of
the NSCDC to share this responsibility has been ignored. This study addresses these gaps by
bringing the NSCDC Anti-Fraud Unit into the spotlight by highlighting the ®le, its
challenges, and its contributions to fraud investigation and prosecutio@ﬁigeria. By
examining how the Unit operates and the obstacles it faces, the stu@ides new insights

into Nigeria’s anti-fraud efforts. it argues for more diversifi roach to tackling fraud,

where all available institutions, including the NSCDC, ar upported and utilized.
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Chapter Three 6\

Q

This chapter outlines the methodology and approach m this study. It explains the

Methodology

research design, detailing the framework for gat e@@)d analysing data. It identifies the
study population and describes the sampli chniques used to select participants.
Additionally, it highlights the instrumen kd for data collection, such as interviews and
observation tools, and discusses théSS'ures taken to ensure the validity and reliability of
these instruments. The chap, Q%o addresses the ethical considerations involved in the

research, including hov%@% approval was obtained before the study commenced.

3.1 Resear@ﬁg

This stud ts an exploratory research design, using a case study approach to investigate
the (bbamics of fraud investigation within the Anti-Fraud Unit of the Nigerian Security and
Civil Defence Corps (NSCDC) in Oyo State. The case study design is appropriate for this
research because it allows for a detailed and contextual examination of the NSCDC's
processes, practices, and challenges when handling fraud cases'. This approach is particularly

valuable when studying an institution within its natural setting, providing insights into real-
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world operations and organizational structures. By using this method, the study gathered rich,
qualitative data through detective interviews and an analysis of case files, offering a
comprehensive understanding of the operational framework of the Anti-Fraud Unit and its

role in tackling fraud within the region. This design helped to illuminate the complexities of

3.2 Population of the Study 6\

fraud investigation in the specific context of the NSCDC.

The population for this study includes all the seven (7) detecti ﬁin the Anti-Fraud Unit
of the Nigerian Security and Civil Defence Corps (N Oyo State Command. This
group provided insights into the operational pro s%%allenges, and effectiveness of the
Unit in handling fraud cases. Additionally, th y examined case files of fraud cases that
have been investigated and closed lzy }hit. The inclusion of both personnel and case
documentation offers a well-roun@proach, allowing for a thorough understanding of
both human and operatioﬂass%ects of fraud investigation within the NSCDC. This

combination of qualitative gata from officer interviews and the analysis of case files enabled

a comprehensivc'a@-lent of the Unit's performance and approach to combating fraud?.

33 Sa@znd Sampling Techniques

This\sﬁdy employed a total enumeration sampling technique, meaning that all the seven (7)
detectives within the Anti-Fraud Unit of the Oyo State Command of the NSCDC was
included in the sample. This ensures that diverse perspectives from the officers was captured.
Given the qualitative nature of the research, the focus was on detectives who have direct

experience in investigating fraud cases. These officers are considered the most
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knowledgeable sources for understanding the practices, challenges, and operational
frameworks of the Unit. In addition, purposive sampling was used to select twenty-seven (27)
case files, particularly focusing on the most frequently occurring types of fraud cases handled
by the Unit. This targeted approach is crucial for identifying patterns, examining common

strategies, and gaining a deeper understanding of how fraud is managed within the U&it?

For this study, two primary research instruments were used: a we@ctured interview guide

3.4  Description of the Research Instruments

and a case file analysis framework. The interview gui designed to gather detailed
responses from the officers within the Anti-Fraud ;@f the Nigerian Security and Civil
Defence Corps (NSCDC), and it consisted of 2 -ended questions that were aligned with
the research objectives. The guide was g}\&nto five sections, each targeting a different

aspect of fraud investigation and p@o

Section A explored the dyﬁ@s of fraud occurrence, delving into how fraud manifests
within the NSCDC's o %&

[ ]
Section B foc‘se&\on the costs associated with fraud prosecution, considering both the

financial @@:ource challenges the unit faces.

Section”C investigated the tactics and strategies used by perpetrators to commit fraud,

revealing common methods and approaches.

Section D analysed the characteristics of individuals who commit fraud, identifying patterns

or profiles of offenders.
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Section E explored the time frames of fraud occurrences, investigating the duration and

frequency of fraud cases.

In addition to the interview guide, the study employed a case file analysis framework, which
involved a structured template to examine key elements of fraud cases handled by the
NSCDC. The framework focused on critical case characteristics such as the type of ftaud, file
number, complainants' and suspects' statements, time frame of the case, i@tion and
prosecution procedures, and case outcomes and fact. This structured aBQghANas to ensure

consistency in the examination of case files and facilitate sys% data extraction and

comparison. 0

By combining both the interview guide and case file Q framework, this study aims to
provide a comprehensive understanding of the 0@ onal dynamics within the NSCDC's
Anti-Fraud Unit and the strategies used fcﬁ\\Q:sUgatmg and prosecuting fraud cases. This
dual approach also helped to cap't%, sights from officers and from case records,

contributing to a more holisti @lyms of fraud prevention and prosecution within the
organization®. QQ
3.5  Validity o@arch Instrument

To ensure t%validity of the interview guide, content validity was established through a
thors%%cpert review process. Criminology and fraud investigation scholars were asked to
evaluate the guide for its relevance, clarity, and alignment with the study's objectives and
their feedback helped make necessary adjustments to ensure the questions were appropriate
and comprehensive. After incorporating the required revisions, the interview guide was

submitted to the project promoter for final review and approval. This process confirmed that
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the interview questions effectively addressed the research objectives and were suitable for

eliciting insightful responses from the Anti-Fraud Unit officers®.
3.6  Reliability of the Research Instrument

To enhance the reliability of the study, the recorded responses from the interviews, along
with the field notes, undergone a thorough evaluation. The audio tapes and q& taken
during the interviews were transcribed using TurboScribe and translated i (@t n forms.
These were done to ensure that no information was lost during the pro(&iﬁfe transcription
was carefully compared with the field notes to ensure consiste accuracy in the data
collected. To organize the data, responses with similar or patterns were grouped
together. When the data was transcribed using TurboSetibe; it was analysed by listening to
the audio recordings, then transforming and com &he verbal responses into written text.
These responses were studied in detail, N\K@ying key points and organizing them into
categories. The analysis focuses on id@g patterns and common contents within the data.
Once patterns emerged, the d@erwent criminological interpretation, which provided a
deeper understanding of onses in the context of the study's objectives. Additionally,
consensus ViGWS,. g&nmonly reported perspectives, were highlighted and harmonized in
the findings C@t analysis was the primary method used for interpreting the qualitative
data. Thi!@i)rehensive approach, combining in-depth interviews and case file analysis,
ensuhl/he validity of the data and its relevance to the study's goals, allowing for a well-

rounded understanding of fraud investigation within the NSCDC Anti-Fraud Unit Oyo State

Command.

3.7 Method of Data Collection
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Data collection for this study was based on in-depth interviews with detectives of the Anti-

Fraud and Case Files that have been investigate and closed.

In-Depth Interviews and Case Study: The researcher conducted interviews with all the
seven (7) detectives within the Anti-Fraud Unit at the NSCDC Oyo State Command. These
interviews explored their direct experiences with fraud investigations and pros&ltions,
available resources, and any operational challenges they face. The intervi @gre audio-
recorded with prior consent from the participants and transcribed g@ TurboScribe
Software for detailed analysis. The goal was to capture diverse Qres from respondent
to better understand how fraud dynamics are handled withiUnit, providing an in-depth
view of both successes and challenges in their operati 950, the data collected from case
files includes information on case characteri ¢ investigative methods, and fraud

O

investigation outcomes, enabling the identiﬁ{@n of patterns and trends.
3.8  Method of Data Analysis: \(—)\
This study used conten‘%@or both the interview transcripts and the case files reviewed.

1. Conten is for Interviews: The interview data was analysed through content
anal%by coding the transcripts to identify recurring contents and patterns. The data
@’Qategorized based on the research objectives, such as the common challenges
faced by the officers, the investigative strategies they use, and their personal
experiences in fraud investigation and prosecution. This method allowed for an in-
depth exploration of the officers' insights, providing a nuanced understanding of both

individual experiences and shared patterns that emerge across the interviews.
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2. Content Analysis for Case Files: A similar approach was applied to the case files.
The analysis focused on identifying patterns in case characteristics, investigative
methods, and the outcomes of fraud investigations. A coding framework aligned with
specific fraud types and case outcomes was used to extract relevant data from the case
files. This structured approach summarizes trends in fraud cases, highlighting

2N

investigative practices and offering insights into how fraud cases are Eer y the

Anti-Fraud Unit. ’\< \

The combination of content analysis from the interview Q content analysis of
case files provides a comprehensive view of both trrative perspectives of the
officers and the structured data from the case ﬁ@ i;s holistic approach deepens the

study's understanding of fraud investiga@nd prosecution practices within the

NSCDC's Anti-Fraud Unit. ®%
Q)

3.9 Ethical Considerations (—)\

&

Ethical considerations @@ed on the principles of respect for persons, beneficence, and
justice, as outlined b&he merican Psychological Association (APA). In practice, informed
S \'
consent was o@ verbally and in writing, and participants were assured that no personal
identifiab rmation would be disclosed. During case file reviews, data was accessed
under\eypervision, and names, addresses, and any other personal identifiers of suspects,
victims, or personnel mentioned in the records were excluded from the data analysis to
maintain confidentiality. Digital and physical data storage adhered to strict security protocols,

with sensitive files stored in encrypted formats and accessed only by the researcher.
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An official letter was submitted to the Commandant of the NSCDC Oyo State Command,
outlining the study's objectives and requesting permission to conduct interviews and review
relevant records. Following approval, informed consent was obtained from all the seven (7)
detectives, before their involvement in interviews and the provision of access to documents.
The detectives were informed about the purpose of the research, how the data would, be used,
and their right to withdraw at any point. Confidentiality was strictly maintair@suring

that no names or photographs of participants appeared in the research. <

For the review of case files, access was granted following appro e Commandant, and
the records were reviewed physically under the supervisio@authorized personnel. Data
extraction focused solely on non-identifiable detaﬂt&&ant to the study's objectives,
ensuring anonymity. The files reviewed were pu\-é(bely selected based on their relevance
to the types of fraud being investigated.@was recorded securely without taking any
original files out of the NSCDC pra@Additionally, physical and digital copies of the

records were handled securely, a@&ccess was limited strictly to the researcher.
Challenges During Dﬂ‘@?lection

Several challen@ose during the research process. First, navigating bureaucratic protocols
to secure val for accessing NSCDC records caused initial delays. These delays were
miti&«& by submitting the researcher’s personal details for background checks and
presenting an oral proposal of what the research is all about and also maintaining regular

communication with the Commandant’s office.
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Additionally, some case files were heavily restricted due to their sensitive nature and to
address this, physical supervision and alternative data sources, such as detective interviews,
were used to gather relevant insights. Participant hesitation was another challenge, as some
detectives were initially reluctant to share information due to concerns about confidentiality.
This was addressed by reiterating assurances of confidentiality, providing clear explanations
of the study's objectives, and emphasizing the academic nature of the res Q{.astly,
logistical constraints, such as restrictions on using digital devices of abs@or writing
materials within the NSCDC office, required careful planning @xre accurate data
recording. Secure storage systems were employed to mana;@al 1gital and physical data,

and encrypted files ensured data security. Q
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Chapter Four

Results and Discussion of Findings

4.1 Demographic Data Analysis

This chapter presents the findings from the data collected during the study, which involved
both interviews and case file analysis. The study drew insights from two main&urces:
interviews with all the seven (7) detectives from the Anti-Fraud Unit of the N@ Security
and Civil Defence Corps (NSCDC) and a detailed review of twentys Vg..@7) case files
handled by the Unit. The seven (7) detectives who participated 1 @ study are currently
serving in the NSCDC Anti-Fraud Unit in Oyo State Cor@n * They were purposively
selected based on their direct involvement in investigati@aud cases and their experience

>

handling complex investigations. b
Collectively, the seven (7) detectives in ths\\@raud Unit have served an average of 8 to
10 years, demonstrating extensive equ&w in investigating fraud-related cases. Their ranks
within the Unit highlight a well—d@%\hierarchy, ensuring effective distribution of roles and
responsibilities. Among th@\%e detective holds the rank of Assistant Commandant of
Corps (ACC), while &) serves as a Superintendent of Corps. The team also includes a

Deputy Superi@r

an Assist% perintendent of Corps II (ASC II), and an Inspector of Corps (IC). This

f Corps (DSC), two Assistant Superintendents of Corps I (ASC I),

divet%%ﬂge of ranks underscores the Unit’s organizational structure, which combines
strategic leadership with operational expertise to combat fraud effectively. This diversity in
ranks reflects a hierarchical structure within the Unit, where roles and responsibilities are
distributed based on rank and expertise. The combination of senior officers and mid-level

detectives ensures that the Unit benefits from both strategic oversight and operational
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capabilities. Additionally, the seven detectives of the Unit comprise of two (2) females and
five (5) males, further contributing to its diversity, balance. This composition enhances
collaboration by integrating different perspectives and experiences, strengthening the Unit’s
ability to tackle fraud investigations effectively.
A total of twenty-seven (27) case files were thoroughly reviewed during the study, with a
focus on the two most prevalent types of fraud handled by the Anti-Fraud Unit Q%ng by
False Pretence (OBT) emerged as the most common type of fraud, accou@Qr 16 cases,
which represents 80% of the reviewed files. Visa Racketeering (V x the second most
frequent, comprising 11 cases, representing 55% of the total. The‘case files provided crucial
insights into the strategies employed by fraudsters and th antive practices of the Unit.
The review focused on patterns such as the natur&q@fraud, the profiles of perpetrators,
and the outcomes of investigations. fb
The interview guide was carefully crafte kalign with the study’s research questions and
.
objectives. It explored several criti@_j\pects of fraud investigation, including the dynamics
of fraud occurrence within ‘t&CDC dataset in Ibadan, Nigeria, the cost of prosecuting
fraud cases and how ?@ences investigation strategies and outcomes, the tactics and
strategies com o@s\ployed by fraud perpetrators, the characteristics of individuals or
entities typi%y volved in fraudulent activities, and specific timeframes or patterns in the
occu@r@ fraudulent cases.
The data collected were analysed using content analysis, which provided a systematic

understanding of the findings. This method allowed for a comprehensive examination of the

NSCDC Anti-Fraud Unit’s investigative practices, shedding light on the nature of the cases
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handled, the strategies employed in fraud detection and prosecution, and the challenges
encountered in executing their mandate.
4.2 Presentation of Data
4.2.1 Research Questions
Research Question One:
Dynamics of Fraud Occurrence in Oyo State Q*
In the data collected, the detectives were asked to provide detailed insig@d on their
experience in the Antifraud Unit into the types of fraud commonl@%igated within the
Anti-Fraud Unit in Ibadan. The most frequently mentione@t pe was Obtaining by
False Pretences (OBT) and Visa Racketeering, where v@s are deceived into paying for
fake visas or false promises of job opportunities. F&letance, OBT was described as a
dominant issue within the Unit’s caseload duefb s prevalence in the region, which also
involves the use of digital platforms to de ﬁgindividuals or organizations. The respondents
who are detectives in the Unit higl{@%ﬁBT activities such as phishing, fake alert, email
scams, and ATM-relate fraud %cting the increasing reliance on technology by criminals.
In addition, responde&{b% discussed cases of economic sabotage and this includes
fraudulent land %here one piece of land is sold to multiple buyers, and cases where
individuals @to deliver goods or refund payments as promised. These cases were seen as
affe tin@ only individual victims but also contributing to broader economic instability. A
senior detective disclosed:

The most prominent ones I have investigated are known as

OBT and VR, that is Obtaining under False Pretences and

Visa Racketeering. Those are the major ones we have in

this office. 29/07/24. IDI. ANTIFRAUD. NSCDC. Male.
ASSISTANT COMMANDANT OF CORPS
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Furthermore, another respondent who has investigated cases of obtaining money, assets, or
property under false pretences explained that the most common offences encountered by the
NSCDC Anti-Fraud Unit include Obtaining by False Pretences (OBT) (Cybercrime), and
Visa Racketeering. He gives examples which include but not limited to misusing funds meant
for a specific purpose, absconding with entrusted assets like vehicles or land, anc&ing to
fulfil agreed obligations. He explains: Q
The common offences we see here in Antifraud include Q/O
OBT, which stands for Obtaining by False Pretence, w

can be a cybercrime, as well as visa racketeering.
involves situations where someone collects money.o S

promise to buy something or provide a
deliver, or they may abscond with ent
vehicles or land. Essentially, it’s aho taining money or
assets through deceit. 29/07/24 . ANTIFRAUD.

Building on the discussion of commo %es of fraud, the detectives emphasized the
prevalence of Obtaining by Falsi@}btences (OBT) in Ibadan, Oyo State. A detective
highlighted that OBT cases i@%ﬁg visa-related fraud are becoming increasingly common

in the city of Ibadan. H@ ed thus:

is very rampant in Ibadan. When it comes to traveling,
veryone wants to 'JAPA' (travel abroad). We have many
&g nts in town, both legitimate and fraudulent, and
rb veryone is trying to find a way to leave the country. The
Q number of fraudulent agents is increasing. Most of them are
not genuine. We’ve investigated cases where people lost
their money to these agents. We’ve also investigated fake
visas being issued. So, in Ibadan, OBT remains the major
type of fraud, and its occurrence is on the rise. 29/07/24.
IDI. ANTIFRAUD. NSCDC. Male. ASSISTANT
COMMANDANT OF CORPS
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Apart from the Assistant Commandant, an Assistant Superintendent highlighted that fraud in
Ibadan takes various forms, with Obtaining by False Pretences (OBT) being the most
prevalent. In particular, it often involves phone theft, where fraudsters exploit stolen SIM
cards to access victims’ bank accounts, siphon money, or borrow funds in their name and

these incidents are especially common in areas like Bodija and Mokola, Gate and&gbowo

So, the trend that is very common in Ibadan involves e QJ

than one type of fraud. The first one is OBT, which i

prevalent and easy to notice and which is often t
stolen

typically during late hours. He explains:

through the theft of victims' phones. Fraudsters u
SIM cards to siphon money from accounts, b money,
or gain unauthorized access to bank acco e victim

is not careful. This type of fraud is especially common in
areas like Bodija, Mokola, Gate a d@wo, particularly
during closing hours when ph% eft incidents are
frequent. For instance, fraudst ay use the victim’s

phone to borrow mone perform unauthorized
transactions in the V1ct1 e This type of fraud has
become increasingly 1n these areas. 29/07/24. IDI.
ANTIFRAUD. Male. ASSISTANT
SUPERINTEND F CORPS I

When asked about t gors contributing to the occurrence of fraud in cases they have
investigated t@ctlves explained that it is influenced by several interconnected factors,
including related to the victims. They highlighted the role of internet acquaintances,
Whichvn be shaped by issues such as illiteracy and the economic situation of the country,
leading to desperation and a desire to leave the system. Each of these factors contributes
uniquely to the prevalence of fraud, with some working in combination to create an
environment where fraud thrives. One of the most significant factors contributing to fraud is

the limited knowledge of ICT and cybersecurity practices, particularly among older
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generations and many victims fall prey to scams involving One-Time Passwords (OTPs) or
other digital exploits because they are not familiar with how to secure their banking and
personal information. Fraudsters exploit this lack of awareness by deceiving victims into
compromising their accounts. This gap in knowledge creates a vulnerability that is easily
exploited, especially as digital platforms become more central to financial transe&ns. As

one detective noted:

You see, one of the key factors is that people have limited Q/O

knowledge of the ICT world. For instance, the “Gen#4”
generation is very proficient when it comes to gadgats,
whereas people of my generation are not as knowledgcab
For example, when they send OTP code people,
fraudsters trick them into sending those codé
you know it, their accounts are wiped ou 9/07/24, IDI,
ANTIFRAUD. Male, ASSISTANT CO, 'DANT OF

CORPS) b(b

Furthermore, another female detective e&@ t:ow financial destitution has created an

environment where individuals, parﬁ(& youths, see fraud as a means of survival. She
emphasized that many people r%& o fraudulent activities as a way to escape financial
struggles, economic har h@meet societal expectations for wealth. She remarked:

Povert employment. Poverty is the major thing

ere is no job, there is no money. In Nigeria today,

are very difficult, and many people want to be rich

dvl out working. (29/07/24, IDI, ANTIFRAUD, Female,

rb SSISTANT SUPERINTENDENT OF CORPS 1)
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Desperation, particularly the desire to migrate abroad for better opportunities (popularly
referred to as the "Japa syndrome"), is a key driver of fraud. Fraudsters exploit this
desperation by making enticing promises of cheap visas or travel arrangements, preying on
individuals who are eager to leave the country but lack sufficient funds or knowledge. A
senior detective shared:

Many victims of fraud fall prey because they are desperate Q*
to travel abroad. These fraudsters take advantage of this
desperation by making enticing promises. For example,(
they might tell someone, 'If you have ¥100,000 den’t
worry, we’ll help you do American Visa.' In the e e
fraudsters collect money from multiple victims bu T

follow through. (29/07/24, IDI, ANTIF N Male,
DEPUTY SUPERINTENDENT OF CORPS

Fraud has undergone significant changes over tk@?s, evolving from basic scheme like

Obtaining by False Pretences (OBT) to hig@%isticated digital and cybercrime methods.

Detectives of the NSCDC Anti—Fraﬂ@t emphasized that technological advancements,

particularly in artificial intelligen%{si?) and digital banking systems, have contributed to this

transformation and thes @opments have not only expanded the scope of fraudulent
N

activities but have als&
° \'

particularly AI,h@introduced new tools for fraudsters to exploit unsuspecting victims and

e them harder to detect and prevent. The advent of technology,

there wereﬁa s where fraudsters used Al to manipulate voice and video, creating a false
sense rust among their targets. This level of sophistication marks a departure from
traditional fraud methods and underscores the importance of enhancing technological literacy

among the general public. A detective explained:
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Fraud is evolving with the rise of technology, especially
with this Al thing. We recently handled a case where Al
was used to manipulate both voice and video, making it
hard for people to detect the fraud. Technology is only
making things worse, and many people fall victim to these
types of scams (29/07/24, IDI, ANTIFRAUD, Male,
SUPERINTENDENT OF CORPS)

The shift from physical transactions to cashless systems has simplified fraudulenh&ti/ities.
Cyber fraud, such as account hacking and unauthorized transfers, has become Qpr alent
but fraudsters now bypass traditional theft methods by exploiting digital bankingSystems and

cashless policies. For instance, money is often transferred to Point@a (POS) machines

and converted to cash within minutes, leaving little trace for i’nfes%ors to follow. A junior

detective avers: Q

Fraud has evolved significantly b c@’s much easier

now. Once money is transferre% one account to

another, fraudsters can take_it OS, exchange it for

cash, and it's done. Thi&@ od is far easier than
¢

physically breaking into s ne’s home to steal money.
(29/07/24, IDI, ANH@D, Male, INSPECTOR OF
CORPS) \c_,

Furthermore, fraud has not o %olved in complexity but has also increased in frequency

and this rise is attrih@% the growing accessibility of technology and the lack of

productive engt@or many youths. Despite efforts to combat fraud, societal issues such
n

as unemplo@

indi@@ward fraudulent practices. As one detective puts it:

and the normalization of a "get-rich-quick" mentality continue to drive

The efforts we've made here to combat crime, especially
fraud, should have led to a significant reduction. But
instead, the problem is growing daily. The lack of positive
and productive engagement for the youth is a major issue
we're facing. (29/07/24, IDI, ANTIFRAUD, Male,
ASSISTANT SUPERINTENDENT OF CORPS 1)
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ICT advancements, artificial intelligence, and socio-economic factors are interconnected in
the evolvement of fraud as technologies has not only made fraud easier and faster but has
also created new vulnerabilities for victims who lack the necessary knowledge to protect
themselves. At the same time, societal pressures, such as unemployment and the glorification
of wealth, drive individuals to exploit these vulnerabilities and there is a need fori&zyeased

public awareness and enhanced technological literacy to mitigate the risks pos@e lving

fraud tactics. <

Case Review on Dynamics of Fraud Occurrence 6\

Fraudulent activities investigated by the NSCDC Antifraud Uait itnIbadan reflect a dynamic
interplay of socio-economic pressures, technological @ and systemic vulnerabilities.
Among the most prevalent forms of fraud are Ob i@y False Pretences (OBT) and Visa
Racketeering (VR), both of which exploit desperation. For instance, File No. 492
(2021) highlights how trust can be.w ao&ed in OBT cases. In this case, the suspect
diverted ¥1,050,000 entrusted fot\g%mancial transfer to family members abroad. Weak
accountability systems, comb@%d by socio-economic pressures, provided the opportunity
and rationalization for\@?audulent act. This aligns with the Fraud Triangle, where the
"opportunity" ¢ 'a@ poor monitoring systems enabled the crime.

Similarly, cégs such as File No. 729 (2022) emphasize how migration desperation is
expl%e%lfg/ isa Racketeering. Fraudsters often lure victims through false promises of visas,
leveraging deceptive advertisements to target those eager to migrate. As described in this
case, the victim lost N500,000 to a fraudulent agent offering a Canadian visa, only

discovering the fraud at the airport. The Routine Activity Theory underscores this
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vulnerability, where a motivated offender exploits suitable targets in the absence of capable

guardianship.

The following table summarizes key cases from the NSCDC dataset, illustrating the types of

fraud, their contributing factors, and theoretical underpinnings.

Table 4.1: Dynamics of Fraud Occurrence within the NSCDC Dataset

Q%}cution

Case  File. Key Fact of Contributing Theoretical Link Outco
Type No. the Case Factors Detai %
& </
Year
F.N. Suspect -Weak Fraud Triangle: qaﬁect confessed and
(OBT) 492 diverted accountability ~ Opportunity due yment schedule
(2021) 1,050,000 systems low monitorin created after ADR and
entrusted for - Socio- Routine Acti@ money was recovered
transfer to economic Theory: Absence of
family pressure capable guardianship
members in the (financial in ent %fund
USA for strain) ma@em
personal use. \Q’b
(VR) F.NN. Victim paid - Economic \Fraud Triangle: Suspect confessed;
729 N500,000 for a  hardship g\\,\ Pressure from restitution of
(2022)  Canadian Visa (migragfg financial/economic N500,000 via legal
based on a i desperation and undertaking and
fraudulent i Opportunity due to money was recovered

radio ad. Vis
was reveale

vulnerable

individuals

lack of oversight in
Visa service
providers

through a payment
schedule

to be fa
the it}
\/\
Source: Re%:her’s Computation, 2025

4.2.2 Research Question Two:

Cost of Prosecuting Fraud Case and Investigation Strategies and Outcomes

The cost of prosecuting fraud poses significant challenges for the Anti-Fraud Unit, directly

influencing their strategies and the outcomes of investigations. Although, fraud investigation
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is one of the core mandates of the NSCDC, financial constraints significantly hinder their
operations and these constraints affect logistics, inter-agency collaborations, and the ability
to pursue cases beyond local jurisdictions. Furthermore, the burden of prosecution costs is
often shifted to complainants, who may abandon cases due to financial and emotional strain.
Detectives highlighted that the government does not cover the expenses for essential
processes such as obtaining court orders, conducting tracking operations, or Q% inter-
state logistics. As a result, complainants are often required to bear these{costs; which can
discourage them from pursuing their cases to resolution. A female d explains:

When the complainant brings a case to us, we tell them
the cost. For instance, visa racketeering @ iffer from
ot¢o

OBT phone tracking. The government 1 vering most
of the costs for us, so complainant w@y for things like
court orders and other expenses. | t use my salary to

pay for them. For some compl ts, they say, ‘Please
help us!” But we cannot us\ salaries to finance them.
bu

Some people pay willingly; others simply cannot afford
it, leaving us with 1 ’%ce but to abandon the case
(29/07/24, DI, UD Female, ASSISTANT
SUPERINTEND F CORPS 1)

While some wealthier ¢ ants are willing and able to fund their cases, lower-income
individuals often abandon™their claims due to financial constraints. This creates inequality in
.

access to justi@ere only those who can afford the associated costs can pursue cases to
their con . The financial burden of investigations significantly affects case outcomes,
With}Wy promising cases abandoned due to lack of funds. For instance, tracking a suspect
to another state or securing advanced documentation (e.g., KYC information from banks)
often becomes financially prohibitive when there is no finance.

Furthermore, a senior detective lamented on how financial constraints have forced the Unit to

adapt its strategies, prioritizing cases that are feasible within their budget or referring cases to
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other NSCDC offices in the relevant jurisdictions. For example, investigations that require
travel to other states often depend on the financial capability of the complainant to cover
transportation and logistics costs. Without such support, cases may be shelved or delayed
indefinitely and in cases where complainants cannot afford these costs, investigations are
either delayed, referred to another jurisdiction, or abandoned altogether and these has created
a disparity in outcomes, with wealthier complainants having better chances @& their
cases pursued. The detective shared an illustrative example: <

I handled a case involving a church with over 100 x

naira at stake. The church could afford to e

expenses for us to travel to Ilorin and Lagos to uc the

case. However, in another instance, a compl couldn't

foot the bill for inter-state logistics, and %\ o refer the

case to our colleagues in that other sta 29/07/24, IDI,
ANTIFRAUD, Male, ASSISTANZ' G@IANDANT OF

CORPS)
Another significant issue is the abando@ of cases when the cost of investigation
outweighs the value of the fraud in% nd the logistical costs of apprehending suspects

across multiple locations exceed @&mount of money lost by the complainant. In such cases,

investigations are often e@mted prematurely. More often than not, complainants often
e

abandon cases due sto\&

process. Delays, in gbtaining results, coupled with the high costs of pursuing cases, frustrate

olonged financial and emotional strain associated with the justice

complain d lead to disinterest over time. One detective explained:

\9 I’ve seen cases where complainants initially pursued fraud
cases but eventually dropped them due to delays in the
justice system. They lose interest, feeling the financial and
emotional burden isn’t worth it anymore. (29/07/24, IDI,
ANTIFRAUD, Male, DEPUTY SUPERINTENDENT OF
CORPS)
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A Justice that is delayed can be said to be a justice that might be denied because of finance.

Financial limitations are compounded by inefficiencies in the justice system, such as delays

in court processes and the limited availability of judges. These delays discourage

complainants, who often withdraw their cases after prolonged periods of waiting. A detective

avers:

You see, if funds are released as appropriate, it will send
you to pursue cases to the letter. There have been financing
issue, I will not lie to you, but I will still go back to the
delay in our justice system. We still have cases from thfee
years ago stuck in court because of delays and a

cases, we don’t have much judges to even deci f

them. Complainants often lose interest and st owing
up because the process is too slow and costl e federal
high court now, the whole of Oyo State, t ¢ only two

a¥ine, and two
that is what they

judges in federal high court, you can
judges that look at all the federal.c
have, their complaint is that they h numerous cases in
front of them, so it delays the ution of those cases,
even after we have ﬁ\} igated (29/07/24, 1DI,
ANTIFRAUD, Male, DEPUTY SUPERINTENDENT

OF CORPS) 5\\.

Due to inflation and resource @caﬁon challenges, budgetary provisions often fail to

account for inflation, r%c@bh

e real value of funds available for investigations. This leads

to logistical inefficiengies; such as the unavailability of patrol vehicles or fuel, which further

[ ]
hinder operati@ a lack of immediate resources can delay responses to fraud cases,

making it to apprehend suspects in real-time. A junior detective emphasized:

\/Q

If resources are allocated to us, inflation over time will
reduce their value. I think this needs to be considered, and
allocations should be substantial. Additionally, comparing
last year’s expenses to this year’s needs is important. Since
budgets are planned in advance, they are not adjusted
afterward. By the time the allocated funds become
available, inflation may have increased costs, affecting the
resources budgeted for fighting fraud. If logistics and
resources are provided immediately, investigations would
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be faster and more efficient. (29/07/24, IDI, ANTIFRAUD,
Male, INSPECTOR OF CORPS)

Case Review on the Cost of Prosecuting Fraud Case and Investigation Strategies and
Outcomes Q*

Investigating and prosecuting fraud cases within the NSCDC often i ODsubstantial
financial and logistical challenges. These constraints directly impacés%;outcomes and the
strategies employed by investigators. The cost of fraud investig@ is often transferred to
complainants, many of whom lack the financial capacity extensive processes such as
interstate tracking or obtaining court orders. File N0’§\(2022) highlights a case where the
complainant, defrauded of %1,380,000 through financial platform, could not afford the
logistics for investigators to track the s @o Lagos. As a result, the investigation was
stalled, and the case was abandoneél_)%ﬁn arly, File No. 731 (2023) involved an elderly
woman who fell victim to a.Vj&ém, losing ¥ 2,546,258 ($3991). The cost of tracking the
fraudster across multip%Q\exceeded her capacity, leaving the suspect untraceable. These
cases highlight s h%: inequities, as victims with limited financial resources are more
likely to ex&&le delays or case abandonment, resulting in unequal access to justice.
Additioé@ the financial and logistical challenges faced by the NSCDC Anti-Fraud Unit
expcb{ystemic gaps that hinder the effectiveness of fraud investigations and prosecutions.

These challenges align with the Routine Activity Theory, where the absence of capable

guardianship (due to resource constraints) creates opportunities for offenders to exploit.
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The following table summarizes specific cases that illustrate the financial and logistical

challenges faced by the NSCDC in investigating and prosecuting fraud cases.

Table 4.2: Challenges in the Cost of Fraud Investigations and Prosecutions

Q\

Case File. No Key Fact of the Contributing Theoretical Link me/Prosecution
Type & Case Factors ails
Year
(OBT) F.N. 851 The suspectused Complainant Routine ity Investigation stalled,
(2022) a fake financial couldn’t fund Theor b nce and case eventually
platform to interstate travel ~ of ca abandoned.
defraud the expenses for gu c aship (due
complainant of investigators to esolirce
1,380,000, then  track the @tramts)
relocated to fraudster to 6
Lagos, leaving Lagos. )
the complainant
unable to recover
funds. ’\%
(VR) F.N. 731 Victim paid e delayed for Routine Activity  Investigation stalled,
(2023) N 2,546,258 °© several months Theory: Absence  and case eventually
($3991) fo Q\ because funds of capable abandoned.
admlssts for bank tracking guardianship (due
was d not readily to resource
'a%ﬁspect available. constraints)
to Suspect
% sburse the transferred
3991) to the money to
school account. cryptocurrency
\/ wallet.

Source: Researcher’s Computation, 2025

4.2.3 Research Question Three:

Tactics and Strategies Commonly used in Perpetrating Fraud
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Fraudsters frequently capitalize on victims’ limited knowledge of digital security and
financial systems. Many individuals remain unaware of basic cybersecurity protocols, such
as safeguarding OTP codes, PINs, or passwords. This lack of awareness creates an entry
point for fraudsters, enabling them to exploit victims with minimal effort. For instance,
fraudsters often send deceptive messages posing as financial institutions or service Qﬂders
These messages trick victims into revealing sensitive information, such as EQ banking
credentials, under the guise of resolving account issues or offermg re detective
emphasized:

Fraudsters capitalize on people's ignorance.

they send OTP codes or fake alerts to 1nd1 . Many

people unknowingly share these details, a fraudsters

to gain unauthorized access to their a u . Wlth new

technologies like Al they can evgn c the voices of

familiar individuals to deceive theigwi s. (29/07/24, 1D1,

ANTIFRAUD, NSCDC e,  ASSISTANT
COMMANDANT OF COR@

When asked, he further provided a cas@r involving a fraudulent app that mimicked a
popular financial service:

almost i 1 to the real ones. When users unknowingly
log in, theif”credentials are captured, enabling fraudsters to

nd wipe their accounts. In one case, we

prehended a suspect who falsified apps and targeted

customers of a fintech company. (29/07/24, 1DI,

rb NTIFRAUD, NSCDC, Male, ASSISTANT
Q

Fraudsterz fake versions of banking apps that are

COMMANDANT OF CORPS)
Fraudsters also use impersonation and psychological manipulation to exploit victims' trust as
it remains one of the oldest yet most effective fraud strategies. Fraudsters pose as friends,
family members, or even trusted officials to manipulate victims into transferring money or

sharing sensitive information. In some cases, they target victims at ATMs or public spaces,
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posing as security personnel offering assistance. By exploiting interpersonal relationships
and psychological vulnerabilities, they manipulate victims into providing sensitive

information or transferring funds. A detective explained:

The thing is that hackers often create deceptive emails or

messages that they send to devices, such as computers or *
phones. If you are not very careful, you might think the Q
email originated from a trusted site. Once you respond or

click on the link, they gain access to your device, making it QJ

easy for them to steal all your information. For exampléja

woman was working on her computer and saw a lin@

her husband. She thought it was from a reliable s d

clicked on it. After that, her Facebook accotnt
hijacked. The hacker then sent messages to al
demanding money from them. A similar thif
happens with WhatsApp. (29/07/24, 1 ANTIFRAUD,
NSCDC, Male, DEPUTY SU@ENDENT OF

was
contacts,

CORPS)
Fraudsters often rely on intermediaries® as POS operators or individuals who
unknowingly facilitate their schemes. & ing accounts and devices not directly linked to

them, fraudsters create layers oéonymlty, complicating investigations. Also, the use of

cryptocurrency wallets §d@cards is a growing trend among fraudsters, as these methods

provide anonymity are difficult to trace. Fraudsters convert stolen funds into

cryptocurrencanMen use untraceable platforms to exchange them for gift cards, bypassing
traditiona ing systems. A detective shared:

\/ Fraudsters have moved away from using traditional
banking systems and now rely on methods like
cryptocurrency and gift cards to avoid being caught. In one
case, a fraudster stole 1.2 million Naira, converted it into
cryptocurrency, and then into gift cards tied to foreign
countries like in Mexico and New Zealand. This made it
nearly impossible to track the funds. (29/07/24, IDI,
ANTIFRAUD, NSCDC, Male, ASSISTANT
SUPERINTENDENT OF CORPSI)
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Fraudsters often prey on individuals who are desperate or in unfamiliar situations. Schemes
like visa racketeering take advantage of victims’ eagerness to migrate abroad, promising fake
visas or work permits in exchange for money. Similarly, lost or stolen phones provide

opportunities for fraudsters to access linked accounts and steal funds. A detective explains:

is linked to a bank account. Once a phone is lost, quick

action is critical—such as reporting the loss to us or the

police, blocking the SIM, and notifying the bank to secure QJ

linked accounts. If not promptly addressed, fraudsters&{

bypass also, many people desperate to travel abro@e

lured into scams where fraudsters promise them % a
0

Fraudsters capitalize on lost phones, especially if the device Q«

fee. These victims often lose significant amou; ney
without receiving any assistance. (29 4, 1IDI,
ANTIFRAUD, NSCDC, Male, IN OR OF

CORPS)
fbﬂ\

Case Review on Tactics and Strategies conqm sed in perpetrating fraud
The NSCDC Anti-Fraud Unit has ide@ a wide range of sophisticated tactics and

strategies used by fraudsters 1&@0

advancements, psychologica\l@nipulation, and systemic vulnerabilities to exploit

tate. These methods leverage technological

unsuspecting victims. Fgaudsters frequently use advanced technology, such as fake apps and
artificial intelli &%I), to deceive their victims. File No. 837 (2022) involved a case
where a victim logged into a fake banking app that mirrored a legitimate one, unknowingly
sharing @ credentials. The fraudster used these details to access and empty the victim’s
account. Similarly, File No. 792 (2023) highlights how Al-powered voice manipulation was
employed to mimic a trusted relative's voice, convincing the victim to transfer ¥5.5 million.
These cases emphasize the increasing sophistication of fraud schemes, which challenge

investigators to keep pace with technological developments. Similarly, File No. 731 (2023)
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highlights the use of cryptocurrency to launder stolen funds, a tactic that exploits the
anonymity of digital currencies and the lack of regulatory oversight.

Fraudsters rely heavily on psychological manipulation to exploit their victims’ trust. File No.
837 (2022) also involved ATM card swapping, where the suspect used distraction techniques
to replace the victim’s card with a similar-looking one. These strategies prey on victims’ lack

of awareness and urgency in public spaces. These findings align with the Ro QA tivity

Theory, which emphasizes how motivated offenders exploit suitable ta;< absence of
capable guardianship. The table below summarizes specific case@s ating the diverse

tactics and strategies employed by fraudsters in Oyo State, as f vestigated by the NSCDC.
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Table 4.3: Fraud Tactics and Strategies Identified in NSCDC Cases Q*

Case File. No Key Fact of the Contributing Theoretical Ojpitcome/Prosecution
Type & Case Factors/ Link /\ etails
Year Tactics/Strategies \Q
(OBT) F.N.837 Fraudster Creation of fake Routin@vity Suspect apprehended
(2022) developed a fake banking apps to The @ and charged to court.
app resemblinga  collect victims’ piotivated
legitimate credentials. offenders exploit
financial app. itable targets in
Victim logged in, the absence when
unknowingly (b guardianship is
sharing \Q low.
credentials, which \
were used to . &
empty the account. (_;\\'
(OBT) F.N.792 Victim fell prey to ée of Al-powered Routine Activity Investigation delayed
(2023) voice manipulatioQ ice manipulation  Theory: due to lack of
scam and Q\ to mimic trusted motivated advanced tracking
transferre individuals and offenders exploit  tools; suspect remains
million. Suspect demand funds. suitable targets in  at large.
pose@amﬂy the absence when
mﬁn.bj . guardianship is
é low
(OBT) F.N.83 ctim lost Suspect swapped Routine Activity Suspect apprehended;
(2@ 300,000 via the victim’s card at  Theory: funds partially
ATM card an ATM using motivated recovered.
swapping and the  sleight of hand offenders exploit
suspect Denied during a staged suitable targets in
involvement, "helpful gesture." the absence when
claiming the card guardianship is
was sold to them low.
by someone else.
(VR) F.N. 731 Victim lost ¥ Use of Routine Activity Case stalled as funds
(2023) 2,546,258 (83991)  cryptocurrency to Theory: were converted into
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admission scam. launder stolen motivated

cryptocurrency and

and suspect used funds; conversion offenders exploit  gift cards, making
anonymous wallets of fiat currency to suitable targets in  tracking difficult due
to launder money.  crypto for the absence when  to a lack of advanced
untraceable guardianship is tools.
transactions. low

Source: Researcher’s Computation, 2025

QA
R
4.2.4 Research Question Four: Q/O
Characteristics of Individuals typically involved in committing f@’&
Fraud perpetrators exhibit diverse characteristics influenced their socio-economic
circumstances, motivations, and operational strategies. C@non traits, behavioural patterns,
and environmental factors were associated with ra@ﬂ activities. This underscores the
complex interplay between individual, systemic! societal factors in facilitating fraudulent
behaviour. Also, recurring patterns in thei %aviour, appearance, and methods of operation,
.
reveal distinct profiles that aid la\& rcement in identifying and addressing them. Many
fraudsters rationalize their a@@as a response to systemic inequities, seeing fraud as a
survival strategy rather\@ crime.
Fraud perpetrat @share a common desire for financial gain, driven by socio-economic
hardships, p@rty, and unemployment. Many are young individuals, predominantly in their
late tee@i early adulthood, who resort to fraudulent activities as a means of attaining
quick wealth and social validation. A senior detective noted that these individuals are
typically driven by societal pressures to achieve financial success, which is glorified within
their communities. He described the obsession with "fast money":

Fraudsters don’t want to work but they want quick money;
they are driven by greed and the hunger for wealth. They
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want to chill with the big boys, drive big cars, and wear
flashy clothes without working for it. Poverty and
unemployment also play a significant role. People feel
frustrated because there are no opportunities, so they justify
fraud as a way to survive. People say, ‘I’'m a graduate
without a job; how do I survive? (29/07/24, IDI,
ANTIFRAUD, NSCDC, Male, ASSISTANT
COMMANDANT OF CORPS)

Fraudsters are often identifiable by their ostentatious lifestyles and distinc Qﬁances,
which serve as red flags for law enforcement. A detective described, th¢th as flashy
individuals who prefer luxurious cars, designer clothing, and high- xcial engagements.
This behaviour aligns with the Fraud Triangle Theory’s co ep% rationalization, where
perpetrators justify their actions by blaming systemQ uality or societal neglect.
Additionally, they tend to cluster in shared apartrg@d form social groups that amplify

their operations. He described these charact ristfcb

We’ve noticed that many }dsters prefer living in quiet,
less conspicuous areas’% as around new development

sites. In Ibadan, we em—young men living together
in flats, sharing ents where rent is unusually high.
They dress antly, with extravagant hairdos and

outfits, and money lavishly on clubbing and big
hotels. S@ sy to identify them; they stand out like
goldfish in“an aquarium. (29/07/24, IDI, ANTIFRAUD,

%SISTANT SUPERINTENDENT OF CORPSI)

He further sﬁgi the age range. He continued:

be Most of them are youths, often aged 18 to 30, including

\/ university students and even secondary school pupils. They

cluster in places where they can blend into the environment

and avoid scrutiny. These areas are hotspots for fraud, and

accessing them requires strategic measures. Their outfits,

their hairdos, their lifestyle—it’s all excessive. They live in

expensive apartments and frequent clubs. They’re easy to

profile,  (29/07/24, IDI, ANTIFRAUD, Male,
ASSISTANT SUPERINTENDENT OF CORPS I)
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Most fraud cases are facilitated by bank staff or employees within organizations, particularly
in financial institutions. Employees in sensitive roles, such as cash handling or account
management, are sometimes manipulated by fraudsters who offer financial incentives or
exploit weak internal controls. Most banks manipulate their internal controls and regular
audits which often lead to risk of compromise. A detective explains:

Insiders in financial institutions especially those occupying Q*
the roles at the Forex table. They are very philanthropic— 0
they give out money easily, creating a bond. In banks, some QJ
insiders assist fraudsters by providing account detail
facilitating unauthorized transactions, they’re 11
collaborators. Without their aid, all these thrn%

ey are.

talking about wouldn't really be as widespre @‘
rs

For instance, a bank manager was involved aining a

customer’s account through fraudulent Junior
staff often find it hard to challenge their rs allowing
such schemes to persist. (29/07/24, R ANTIFRAUD

NSCDC, Male, INSPECTOR OF S)

Case Review on Characteristics of Indivi\\K@’gpically involved in committing fraud
Fraudsters are predominantly yourﬂg@is aged 18 to 35, often driven by economic
hardships and societal pressures @ey are typically unemployed or underemployed, seeking
quick financial success. 49 (2022) highlights a suspect who displayed a flamboyant
lifestyle, includin §Vehrcles and high-end fashion, without a verifiable source of
income. These @ uals often rationalize their actions, citing systemic inequities or lack of
job oppor% s, aligning with the Fraud Triangle Theory's pressure element.
Insi&\'yxvolvement in financial institutions remains a significant enabler of fraud. File No.
1052 (2024) and File No. 969 (2023) illustrate cases where technology savvy individuals
through social media and bank employees provided fraudsters with unauthorized access to

customer accounts, highlighting systemic vulnerabilities. High-ranking officials and junior

staff alike exploit their positions, often collaborating with external fraud networks to execute
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sophisticated schemes. The findings reveal that fraudsters are opportunistic, resourceful, and

driven by socio-economic pressures.

The table below provides a summary of specific cases highlighting the characteristic&f

fraud perpetrators, as investigated by the NSCDC in Oyo State.

Table 4.4: Characteristics of Fraud Perpetrators Identified by NSCDC< 0

Case File. Key Fact of Contributing Theoretical ()ne/Prosecution
Type No the Case Factors/Perpetrator [,ink ils
& Characteristics
Year A(.\
(VR) F.N. Suspect was Young males (aged  Fraud \™  Suspect claimed to be
749 living a 18-35), flashy Tria a visa agent and was
(2022) flamboyant lifestyle (luxury cars, hﬁ apprehended in a
lifestyle with  designer clothes). He ionality of luxury apartment and
no clear purchased high-end ir actions, his assets were
source of vehicles and hVi% ) citing lack of  confiscated.
income and in luxury apa job
denied % opportunities.
allegations of
fraud. gﬁ
(OBT) File Fraudster Hi illed in Fraud Suspect apprehended;
No. gained access young, Triangle victims educated on
1052 to victims’ hnologically Theory's digital security.
(2024) banking savvy individuals rationality of
details. Vi exploiting weak their actions,
SIM eard security measures. citing lack of
clohing and job
L§ ed SIM opportunities.
(Zcatd
\/ manipulation
was
unintentional.
(OBT) File Senior bank Involvement of high- Fraud Investigation stalled
No. officer ranking officials; Triangle due to lack of
969 exploited their insider fraud Theory's of cooperation from the
(2023) access to exploiting trust in the bank.
customer institutional opportunistic
accounts, frameworks. nature of
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transferring fraudster
funds without
detection.

Source: Researcher’s Computation, 2025

4.2.5 Research Question Five:
Specific timeframes or patterns in the occurrence of fraudulent activities Q\
Fraudulent activities often exhibit clear temporal patterns, with peaks duri@ve periods
and high-demand seasons. The EMBER months (September to er) stand out as
particularly active periods for fraud, influenced by increa nomic activity, societal
expectations, and financial pressures. Festive seasons, chrlzed by heightened consumer
spending and financial transactions, create oppo r\é@or fraudsters to exploit vulnerable
individuals and systems, which makes the\%{l‘iériangle and Routine Activity Theories
offer insightful frameworks for understan % these patterns. The "pressure" element of the
Fraud Triangle aligns with ﬁnanci&@%ﬁuring festive periods, driving both offenders and
victims into situations of 1\‘&@% risk. Similarly, the Routine Activity Theory highlights
how the absence of caph@ ardianship (e.g., reduced banking hours during weekends) and
the availability @ble targets amplify the likelihood of fraud during these periods.
Detectives @is ently reported that fraudulent activities peak during festive seasons like
Chr@ d “Ileya”. These periods are associated with societal pressures to showcase
success, financial strain from holiday spending, and increased financial transactions. A senior
detective avers:

Of course, fraudulent activities tend to spike during the

EMBER Months, from September to December. This is

when everyone wants to cash out and take stock of what
they’ve achieved. During this time, fraudsters are all out,
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Another female detective noted the connection between festive demands

particularly in rural areas where theft and scams are rampant during reli

She stated:

reaching people through deceptive SMS messages. If you
click on these messages, they can infiltrate your phone.
This end-of-year urgency underscores the need for
heightened vigilance to avoid being scammed. (29/07/24,
IDI, ANTIFRAUD, NSCDC, Male, ASSISTANT
COMMANDANT OF CORPS)

December, festival time during Christmas and er
example, during Ileya just few months ago, we'sa

increased rate of people running fake alert to y
and cow. It’s that period where people ‘are\d€sperate to
meet their demands, and they turn to th ot of crimes

happen during that period becaus iv’b ime when these
t%

activities  increase signiﬁcan (29/07/24, 1IDI,
ANTIFRAUD al ASSISTANT
SUPERINTENDENT OF %’ I

fraud

gcjggbratlons

Festive periods also heighten sometal‘@es with individuals engaging in fraud to "keep

up" with perceived social standar@md people want to leave big because of the celebration

that comes with it. A d%@shared

&

Festlve effods are a time when crimes tend to increase
tly, driven by people’s desire to 'live large' and

du e in the celebrations. During these times, individuals
ar¢ often motivated by greed or peer pressure. For example,
omeone might think, 'My friend is already driving a Benz,
so why am I still walking?' These societal pressures,

coupled with the heightened expectations of festive seasons,

create an environment where fraudulent activities thrive.
(29/07/24, 1IDI, ANTIFRAUD, NSCDC, Male,
INSPECTOR OF CORPS)
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Additionally, fraudsters seek to outshine returning diaspora members during festive
celebrations like Christmas when they come home for visit their families. A detective
explains:

During Christmas, people from the diaspora often return to

Nigeria to celebrate with their families and friends. Those

in Nigeria, especially those involved in fraudulent acts,

don’t want to feel overshadowed or oppressed by their *

returning counterparts. They go to great lengths to Q

perpetrate fraud, finding any means possible to secure O

money and project an image of success. (29/07/24, IDI,<

ANTIFRAUD, Male, ASSIST

SUPERINTENDENT OF CORPS I) O
Just like how the biblical analogy of “when men sleep, the_gne came and sowed tares
among the wheat” explains how the devil works, fraudstc‘c so deliberate in timing their
activities to exploit gaps in institutional operatio s@urlty and integrity, often striking
when vigilance is very low and defence are dovﬁb ey sow seeds of deception, hiding their
malicious activities among the legitima@sactions and processes. For example, internet

fraud often occurs over weekends uring late-night hours, because fraudsters want to

exploit better internet connects&md reduced alertness among victims and their protector.

A detective hlghhghtede

E usually strike on Friday evenings, knowing that

start draining your bank account, you won’t be able

& esolve it until Monday since banks are closed over the

rb eekend. This deliberate timing allows fraudsters to

maximize their window of opportunity, often emptying

\/ victims’ accounts before any action can be taken. (29/07/24,

IDI, ANTIFRAUD, NSCDC, Male, DEPUTY
SUPERINTENDENT OF CORPS)

Like a winter storm that brings unexpected challenges, temporal patterns also significantly
influence the Anti-Fraud Unit’s approach to investigations. During peak periods like

Christmas, Easter and Ileya, the unit anticipates a surge in fraud cases, which requires
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proactive planning but resource constraints often hinder effective responses. One detective
asserts:

During peak periods like Christmas, temporal patterns play
a significant role in shaping investigations, as many people
fall victim to fraudulent travel schemes. Fraudsters take
advantage of the increased demand for travel services to
Mecca or Median for Hajj by posing as legitimate agents,

advertising fake businesses, while given out ram, *
groundnut oil, rice and issuing false documents. (29/07/24, Q

IDI,  ANTIFRAUD  Female,  ASSISTANT 0
SUPERINTENDENT OF CORPSI) <
Furthermore, another detective explained the challenge that har@ud investigation,
particularly during high-risk periods such as the festive ti %{plained how outdated

tools severely impede the ability to effectively detect, i@l ate and prosecute fraudulent

activities. The lack of modern investigative ‘[ools;j s@ drones and real-time surveillance

systems, further complicates efforts during % eriods. He avers:

N\

We don’t have enough ts for proper investigation and

when we go out for ration during Christmas, we rely

solely on our minéand the passion we have for the job.

Even sometht Q asic as a drone isn’t available to us.

Ordinary aQ\ mmunication? We don’t have that either.

Instead, depend on our mobile phones for

telecommufiication support. (29/07/24, IDI, ANTIFRAUD

%SISTANT SUPERINTENDENT OF CORPS 1)
The Fraud Triangle and Routine Activity Theories collectively illuminate the dynamics of
tem OI'Z%CQGI‘HS in fraud. The "pressure" element of the Fraud Triangle is evident during
festive periods when financial and social demands increase, motivating offenders to act.
Simultaneously, the Routine Activity Theory explains how the absence of capable

guardianship (e.g., limited banking operations during weekends) and the availability of

suitable targets (e.g., individuals distracted by holiday activities) facilitate fraud. Meanwhile,
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temporal patterns in fraudulent activities reflect the interplay of societal pressures, financial
strain, and systemic vulnerabilities. Festive periods, particularly the EMBER months, emerge

as high-risk times for fraud, requiring targeted interventions and resource optimization.

Case Review on Specific timeframes or patterns in the occurrence of fraudulent
activities *

Festive seasons, particularly during the September—December months @religious
celebrations like Ileya, Christmas and Easter are characterized byJ{g ed economic
activity and financial transactions. These periods create opportuniti fraudsters to exploit
societal pressures and financial desperation. File No. 722 @) and File No. 797 (2022)
highlights a livestock scam during Ileya celebrations, whete/fraudsters issued fake payment
alerts to purchase rams, reselling them for profit %’Qurchase of 13 bags of rice which the
suspect refused to deliver or refund the @ Similarly, fraudsters often target victims
during weekends (Fridays) and late-ni% urs, when institutional oversight is reduced. File
No. 859 (2022) illustrates a casQ’&dﬂ?re fraudulent withdrawals were conducted late on a
Friday evening, taking @e of banking closures over the weekend. This delay in
institutional response allowed the fraudster to withdraw substantial amounts before detection.
These cases r@ ¢’ Routine Activity Theory’s emphasis on the absence of capable
guardians@educed oversight during weekends and at night creates vulnerabilities that

frau&&&xploit, emphasizing the need for round-the-clock institutional monitoring.
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fraudulent activities within Oyo State, as investigate

Table 4.5: Temporal Patterns in Fraudulen

3
N}
(O

&

The table below summarizes specific cases highlighting@ emporal patterns observed in

e NSCDC.

ities Identified by NSCDC

N\
Case File. No Key Fact of the Contributij N Theoretical Link Outcome/Prosecution
Type & Case Factors$ ’& Details
Year Tim /Period
(OBT) F.N. Fraudsterused R é\:g Festive Routine Activity Suspect apprehended;
722 fake payment '@0 s (Ileya) Theory’s emphasis victims recovered
(2022)  alerts to Q on the absence of partial funds.
purchase capable guardianship.
livestock during
the festi
period and resell
t for profit.
(OBT) File No. ster Festive Shopping Routine Activity Suspect apprehended,
797 ploited Season (December)  Theory’s emphasis and funds were
(2022 victims’ on the absence of recovered.
negligence capable guardianship.
during
Christmas with
a purchase of 13
bags of rice.
(OBT) File No. Fraudster Friday late Nights Routine Activity Suspect arrested after
859 swapped and Weekends Theory’s emphasis tracing transactions to
(2022)  victim’s ATM on the absence of a secondary account.
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card late on a capable guardianship.
Friday night and

conducted

multiple

transactions

over the

weekend to

avoid immediate

detection.

Source: Researcher’s Computation, 2025 :®

The review of case files from the NSCDC Anti-Fr. u@@ provides valuable insights into the

4.2.6 Investigation and Prosecution Process

dynamics of fraud cases and their resolutior\ib% tate. Investigations typically begin with
the complainant writing a detailed state hnd this statement introduces the complainant,
.
provides their professional backg&@} and recounts the events that led to the fraudulent
activity. It includes informa@ggout how the complainant encountered the suspect, the
amount of money tran&%?,the purpose of the transfer, and supporting evidence such as
bank transaction.t @ Detectives also require key details like the suspect’s phone number
to track and@m or their location. Once the suspect is located, detectives proceed by either
send'n%@%fﬁcial invitation or obtaining a warrant of arrest if necessary. Suspects who
cooperate are treated respectfully, with their rights fully upheld. Upon arrival at the Anti-
Fraud Unit, detectives conduct a calm and non-threatening interrogation, ensuring a

comfortable environment to encourage honest communication. During this process, suspects
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are asked to explain their version of events, which is then compared to the allegations made

by the complainant.

If the suspect admits guilt, detectives explain the charges—most commonly obtaining by
false pretence (OBT) or Visa Racketeering (VR)—and provide two options: refund the
defrauded money or face court proceedings. In cases where the suspect denies the %ations,
detectives rely on collected evidence such as bank statements to c@%rate the
complainant's claims. If the evidence reveals misuse of funds, detectivw&@ﬂ the suspect
with the findings. When suspects are willing to resolve the amicably, the unit
facilitates mediation between both parties. A Memoran@o Understanding (MOU)
accompanied with a Payment Schedule, is signed to esta@ repayment terms. However, if
the suspect remains uncooperative or attempts furtﬁfb%ption, the case is escalated to court.
At this stage, the legal department of &&CDC Oyo State Command takes over
prosecution responsibilities with the QS@CG of the detailed evidence provided by the Anti-

Fraud Unit, leaving the judiciary toée?ver the final verdict.

After a victim reports a fra@t case to the NSCDC Anti-Fraud Unit and details of proof

have been supplied, %Qer’s Order is first obtained from the court by the detective. This
allows detectiv€s fo,;

yse transactions in the suspect’s bank statement. Simultaneously, a
Court Ord, ecured and taken to the telecommunications provider to access the suspect’s
call %&nabling detectives to gather evidence, including details of the suspect’s contacts
and movements. An invitation is then sent to the suspect. If the suspect honours the invitation,
a statement of witness and an accused statement are recorded. However, if the suspect fails to
respond, a warrant of arrest, also referred to as Criminal Form 5 & 6, is obtained from the

court. Alongside this, an Armed Squad Request Form is submitted by the unit and approved
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by the Commandant. At the point of arrest, Miranda Warnings will be said by the senior
detective and once arrested, the suspect is brought to the command for interrogation, and
their statement is recorded using the NSCDC Form (003). If the suspect is unable to write in

English, an Illiterate Jurat form is used to document their statement.

Following the statement, detectives begin interrogating the suspect based on the infgrmation
provided. Suspects can be held in custody for a maximum of 48 hours bu@%y fail to
cooperate or do not provide sufficient evidence to support further inves@gm/a Motion Ex-
Parte is requested from the court to extend custody for an addition @o ays. However, if the
suspect shows signs of cooperation, they may be granted baf™ander an Acknowledgment of
Bail Conditions (Bail Bond), with the understanding th@ey can be recalled for further
interrogation if necessary. If it is determined that 6 ect has defrauded the complainant,
the unit may explore the possibility of an O, %urt Settlement. In such cases, both parties

are issued a Consent of Parties (ADR) E& and an undertaking is documented.

The unit mediates between tl&@sect and the complainant, arranging for the suspect to
compensate the victim fe Q&\iamages or funds defrauded. A payment schedule is agreed
upon and recorde.d. '§y, a Preliminary Report detailing the case records, processes, and
outcomes is r@ and sent to the Commandant’s Office for proper documentation. This
report is ined in the Office of the Commandant, which is accountable to the President

for c%%?handled by the Anti-Fraud Unit. This thorough approach ensures that investigations

are handled professionally while respecting the rights of both complainants and suspects.

4.3. Discussion of Findings
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This study explores the prosecution of fraud cases by the Nigerian Security and Civil
Defence Corps (NSCDC) in Oyo State Command, with a focus on the dynamics of fraud
occurrence in Ibadan. In research question one, findings reveal that the most prevalent types
of fraud within the NSCDC dataset are Obtaining by False Pretence (OBT) and Visa
Racketeering (VR). These fraud typologies share key characteristics, including strategic
deception, manipulation of victims' trust, and a primary focus on financial gai Q%P cases
typically involve fraudsters making false promises or misrepresentations to,extfaCt money or
assets from their victims, while VR schemes often prey on indivi@esperate to travel
abroad, offering them fake documents or fraudulent opportu 'tie%oth types highlight the
opportunistic and calculated nature of fraudsters, who Qsocietal vulnerabilities and
personal aspirations for financial advantage. This yn ding of the patterns and dynamics
of fraud in Oyo State provides a foundation for@ed interventions, emphasizing the need
for increased vigilance, public awareness, antd enhanced investigative strategies within the
NSCDC Anti-Fraud Unit. The domi \o OBT in the fraud landscape aligns with previous
research, where OBT remain&gf)f the most persistent forms of fraud in Nigeria and it is
characterized by the m%&f funds or assets under false claims!. These cases involve
individuals bei g@;d into transferring money or assets to fraudsters who present
themselves 6ggfrimate. Common examples include fraudulent land sales, fake contracts,
and un ized financial transactions. In one instance, a suspect disappeared with over
¥1,050,000 that a victim had entrusted to them for transferring to a family member. Instead
of completing the transaction, the suspect diverted the funds for personal use. These

examples highlight how fraudsters exploit trust-based relationships, leaving victims

financially and emotionally devastated. Similarly, the rise in cybercrime reflects global
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trends, as the growing use of the internet across Africa, combined with weak regulatory

systems, has made digital fraud more widespread?.

Visa racketeering, highlighted in this study, also shows how fraudsters take advantage of
people’s economic struggles and desire to migrate abroad. Cases like File Nos. 729, 731 and
749 reveal how fraudulent agents deceive victims’ eager to relocate under the "Japa"\trend—
a term describing the growing number of Nigerians leaving the cou@%r better

opportunities. This type of fraud has become common, preying o ndgﬂ'dxals who are
desperate to improve their lives by moving abroad. %Q

Extant literature has recorded that Visa fraud is also a gr: ssue in Sub-Saharan Africa
whereby fraudsters will promise victims job placemen@a emic admissions, or travel visas,
charging exorbitant fees for services that are ne\% ivered and these schemes capitalize on
the desperation of individuals eager to es@hﬁgeria’s economic challenges®. The Fraud
Triangle theory helps explain why fréol%u ens by looking at three key factors: opportunity,
pressure, and rationalization.. E&@ﬂic pressures like poverty, unemployment, and society's
obsession with wealth RQ}aud more likely. Opportunities come from weak systems in
areas like law enfg&ent, banking, telecommunications, and real estate, which fraudsters
take advantg@,ﬁ}ationalization happens when offenders justify their actions, saying they

had to déf@ urvive or because of the pressure to meet societal expectations.

v

This work show that economic hardship and unemployment play a significant role in driving
fraud in Oyo State. Several respondents pointed out that fraudsters often justify their actions
as a way to cope with poverty and a lack of opportunities. This aligns with the Fraud Triangle

Theory, which highlights financial pressure as a major cause of fraudulent behaviour. In a
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society where wealth is celebrated without concern for how it is acquired, people feel
pressured to engage in fraud to gain social acceptance. The obsession with material success
further encourages this behaviour. Several respondents also highlighted the role of societal
pressures, where individuals feel compelled to display wealth to gain social standing. This
dynamic encourages youth to abandon traditional employment or skill acquisitior&favour
of quick money-making schemes such as OBT or visa racketeering and 6 as® made

societal glorification of wealth often rationalizes fraudulent behaviours P@ﬁ arly among

young people*. The Routine Activity Theory helps explain why frat@pxens, showing that
it occurs when offenders take advantage of situations where there 1S no one to stop them,
targeting people who are vulnerable. This is clear in the s case files, which highlight
fraud types like Obtaining by False Pretence ( B%Q‘isa Racketeering, and ATM card
swapping. By recognizing these patterns, th% has been able to anticipate and prepare
for increases in fraud during periods whegi\sks are higher.

For the second research question, @1 looks at how the cost of prosecuting fraud cases
affects the NSCDC’s invesﬁ& , findings from interviews and case analyses show that
limited funds have a\gsignificant impact on both strategies and outcomes. Detectives
explained that i V@‘ions are often delayed because there isn’t enough money to gather
evidence quiekly."For example, obtaining a Banker’s Order, Court Order or a Motion Ex-
part to@ a suspect in custody for longer requires court fees and other logistical expenses,
which often exceed the unit’s budget. As reported in literature, many anti-corruption and
fraud-related agencies in Nigeria face chronic underfunding, limiting their capacity to

effectively pursue cases and without adequate financial backing, investigations are prone to

delays and incomplete evidence gathering, which can compromise case outcomes?.

117



Interviews and case files reveal that financial constraints frequently delay or disrupt
investigations. Acquiring court orders, accessing telecommunications records, and carrying
out surveillance require significant funding, which is often unavailable. For instance, in Case
Nos. 851, 731 and 969, investigations were stalled due to limited resources, forcing the
complainant to withdraw the case prematurely. The Routine Activity Theory sheds, light on

this issue by highlighting the importance of capable guardianship in p % and
addressing fraud. When resources are scarce, the NSCDC's ability to %}Q a capable
guardian weakens, giving offenders more room to operate without prosecution. This
lack of sufficient resources undermines the agency’s efforts ‘w@t aud and hold offenders
accountable effectively. Q

The reliance on traditional methods, like manua t@ and basic communication tools,
makes investigations even more challenging fo SCDC. Detectives highlighted that the
lack of advanced tools, such as digital fi &cs equipment, real-time surveillance systems,
and secure communication devi@igmﬁcantly hampers their work. Much of their
investigations rely on outdag%cesses and basic technology, like mobile phones, which
are often unreliable. Fok@%ce, tracking suspects using GPS data is frequently disrupted by
network issues, }\@snvestigators to rely on less effective methods. This inability to invest
in modern jayesfigative technology puts the NSCDC at a disadvantage, especially in
cybe@%ases where fraudsters use advanced and sophisticated techniques. The gap
between the agency’s resources and the evolving tactics of fraudsters exacerbates the
challenges faced by investigators, making it harder to keep pace with the criminals. Extant

studies revealed that the increasing complexity of fraud schemes necessitates investment in

digital forensics and data analytics to enhance the capacity of investigative agencies and the
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lack of such tools within the NSCDC not only slows down investigations but also reduces the

likelihood of successfully prosecuting fraudsters®.

Existing literature highlights inadequate funding as a critical barrier to effective crime
prevention in Nigeria and the financial cost of fraud prosecution significantly impacts
investigative strategies and outcomes, because resource constraints, including\limited
funding and logistical challenges, hinder the Unit’s ability to s grolonged
investigations’. This work found that complainants often bear the tg{nvestigations,
which introduces inequities in access to justice. Additiona lengthy process of
obtaining court orders delays investigations and gives sts time to evade justice.
Findings revealed that in cases where the complain@&not provide financial support,
investigations are either delayed or abandoned an@eﬂects findings by a literature which
argue that the cost of accessing critical eﬁ@ often becomes a barrier to justice in low-
resource settings and this resulting{ﬁ s can erode public trust in the NSCDC and
discourage victims from reportinéu(a in the future®.

The findings in this wor @ht the urgent need for faster legal processes to help deter
fraud. According to t $

effective preve@strategy. However, the financial challenges faced by the NSCDC often

aud Triangle Theory, reducing opportunities for fraud can be an

result in % s in resolving fraud cases. Respondents pointed out that investigations
freqlw exceed the standard 48-hour custody limit because of delays in securing court
orders or gathering necessary evidence. These setbacks not only slow down the process but
also make it harder to achieve timely justice.

Literature explains that delays in prosecution often result in the loss of evidence or witness

cooperation, reducing the likelihood of securing convictions and fraudsters may use the
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extended timelines to abscond or tamper with evidence, undermining the integrity of the
investigative process’.

Research question three explores the tactics and strategies commonly used by fraudsters, and
investigations reveal a variety of evolving methods designed to exploit victims through
technology and personal vulnerabilities. Fraudsters frequently use online platforms to pose as
legitimate vendors or service providers. For example, in File No. 969, a co naht was
defrauded by a fraudulent social media vendor which was also aided by a@p/ nk official.
Another strategy involves forging documents, such as fake admissi@rs or employment
offers, to gain victims' trust. This was evident in File No. 7 %e victims were tricked
into parting with their money based on false promises. F@ s also capitalize on personal
or professional relationships to access funds or ay@nder false pretences. In cases of
Obtaining by False Pretence (OBT), fraudsters ade victims to transfer money or hand
over valuable assets for fabricated pu %s. Interviews revealed several cases where

.

fraudsters posed as real estate agen{gj ering land or property sales, only to disappear with
the victims' funds. These findi anphasize the adaptive nature of fraud and the importance

of robust investigative x@%s to counter these evolving tactics.

Interpersonal r<!at®ps play a big role in fraud, as trust exploitation is a common strategy

in ﬁnanc% imes, especially in places with weak regulations where fraudsters take
adva\é‘bf their victims' lack of knowledge and their willingness to trust, making it one of

the easiest and most effective ways to steal from someone close to them.'”.

Social
engineering is also key tactic employed by fraudsters, as they manipulate victims into sharing

sensitive information or transferring funds. The Routine Activity Theory highlights how

motivated offenders exploit vulnerable individuals, especially those unaware of new fraud
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schemes. The lack of strong detection and enforcement mechanisms, like the underutilized
NSCDC Anti-Fraud Unit in Oyo State Command, makes it easier for these fraudsters to

succeed.

This study also found that inadequate public awareness and the absence of advanced
surveillance technologies further facilitate fraudulent activities. This underscores;&urgent
need for continuous education and technological improvements to counthe ever-
evolving tactics used by fraudsters. Among these tactics are phishing& rd swapping,
SIM card manipulation, and identity theft, all of which target ecting victims and
capitalize on systemic gaps. Fraudsters take advantage of @ological advancements and
societal trust to carry out their schemes. They use 6@1&6 artificial intelligence and
untraceable platforms, such as cryptocurrency a@ t cards, to avoid being traced. To
counter these tactics, the NSCDC emplods like monitoring bank transactions and
analysing call logs, showing their comrﬁ\& nt to adapting to these challenges.

The work also reveal that frauds%fo?ten work in clusters or networks, sharing information
and resources to strengt e@ operations. These networks give them an edge, providing
access to insider inft §on, logistical support, and a broader pool of potential victims.
Some respond®1g ighted that fraudsters even collaborate with bank employees or
telecommp&@on agents to bypass security systems, making unauthorized transactions
easie}\{o/@xecute. This collaboration adds another layer of complexity to the fight against
fraud. The Routine Activity Theory emphasizes the role of offender networks in creating a
conducive environment for crime and previous studies highlight that these collaborations

often involve a division of labour, with different members specializing in tasks such as

phishing, document forgery, or fund diversion and disrupting these networks requires
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targeted surveillance and intelligence-sharing between law enforcement agencies and

financial institutions'?.

To discuss the findings on research question four on identifying individuals or entities
involved in committing fraud, this study highlights distinct demographic and behavioural
traits among perpetrators. Most fraudsters are young, male, and technologically sk'e% often

operating within tightly organized networks. These groups thrive in urban Molete,
Mokola, Agbowo, and Bodija in Ibadan, where they benefit from theéfanonymity and easy
access to digital tools that these environments provide. Frau ely act alone; they
collaborate in hierarchical networks with clearly defined rLeaders typically plan and
oversee schemes, while lower-ranking members carry &s cific tasks. The involvement of
institutional insiders, such as bank employees or t@nmunications agents, further exposes
systemic vulnerabilities that facilitate frau@se findings emphasize the need for targeted
interventions to address both individu\$)systemic factors enabling fraudulent activities. A
detective highlighted that br&@f?wse fraud networks requires focused surveillance,

intelligence-sharing, a@nated enforcement efforts. Most fraudsters are young, tech-
fr

savvy males, typicall

Generation Z. Respondents noted that a large number of these
perpetrators fall within the 18 to 35 age range, mirroring national patterns in cybercrime and

financial

Q
This&ographic is often drawn to fraudulent activities due to unemployment, economic
hardship, and societal pressure to achieve quick financial success. These findings align with
the Fraud Triangle Theory, which emphasizes financial pressure as a major factor driving
fraudulent behaviour. In the context of Nigeria, where youth unemployment was estimated at

42.5% which buttresses the fact that economic hardship will create a fertile ground for young
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people to rationalize fraudulent activities as a means of survival or social mobility'2.
Interviews with NSCDC officials in the Anti-Fraud Unit show that fraudsters often live
flashy lifestyles, which act as warning signs for investigators. The NSCDC data also reveals
that fraudsters range from opportunistic individuals to well-organized groups. These groups
often have members who specialize in specific tasks like document forgery, phishing, or
social engineering. Detectives pointed out that these fraudsters’ displays of Q%sually
don’t match their actual income, making it easier to spot them as @Ql suspects.
Fraudsters also tend to operate discreetly in their day-to-day interactasking their illicit

activities to avoid suspicion and this duality in behaviour also“aligns with findings of a

literature which observed that fraudsters use their wealth a status symbol and a cover
for their activities'?. ] (bQ

This study found that fraudsters often ’Qeople who are not very familiar with
technology, taking advantage of them& of knowledge about how to protect personal
information. However, for a Victi%&(r?\omplainant to hold a fraudster accountable, they need
to prove that the fraudster&@ngly lied about something, understood that the victim was
likely to trust them, g\b the victim relied on this false information and suffered harm as a

result. Intervie@

clever tac}'b manipulate them. Additionally, many fraudsters justify their actions by

revealed that fraudsters exploit the desperation of their victims, using

blam\q&conomic struggles or societal issues, which aligns with the concept of

rationalization from the Fraud Triangle Theory.

The findings also suggest that certain institutional roles, such as banking staff or
telecommunication agents, act as enablers in fraud schemes. For example, insider

involvement in facilitating unauthorized transactions or document falsification was
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highlighted in multiple interviews and case files. This study found that fraudsters come from
a wide range of socio-economic and educational backgrounds. Some have little formal
education and commit small-scale fraud, while others are highly educated and use their
technical skills to carry out more advanced crimes like cyber fraud or money laundering.
Respondents pointed out that these highly skilled fraudsters often justify their actions by
claiming they are simply using their expertise in a system that doesn’t %nough
legitimate opportunities. The range of educational levels among fraudsters™Shows how
adaptable they can be. Those with technical knowledge are increasin@:s g advanced tools
like blockchain and artificial intelligence to hide their activi 'es%s highlights the urgent
need for specialized training and advanced digital foren@ s in the NSCDC Anti-Fraud

Unit to effectively tackle these more complex scheng

For research question five, which examine@attems and timing, the findings show that
fraudulent activities tend to peak dur.ilK cific periods. These include the end of the fiscal
year, when there’s an increase in ﬁ{%ial transactions, and admission seasons, when visa-
related fraud cases rise. Fo .e&ple, in File Nos. 722, 749,797 and 859 clearly aligns with
these seasonal trends. T}btudy revealed that fraudsters carefully plan their activities to take
advantage of h@ times, such as academic admissions and festive shopping periods.
This shows @opportunistic nature of fraud and highlights the need for proactive measures
duriﬁ&t/%e high-risk times. The Fraud Triangle supports this idea by showing how external
pressures, like increased spending during the holidays or migration demands, create more
opportunities for fraud. Additionally, the study found that fraudsters also take advantage of

societal and economic challenges during certain seasons. For instance, during economic
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downturns or currency devaluation, fraudsters exploit people’s financial desperation by

offering fake investment opportunities or schemes promising high returns.

Participates shared cases where fraudsters lured victims with promises of high returns from
foreign exchange trading or cryptocurrency investments but then disappeared with their
money'®. Victims, often desperate to regain financial stability, become more vulngrable to
these risky and fraudulent offers, making them easy targets. In some cases, t Qdividuals
are re-victimized, as their desperation leads them to fall for similar scawg'ﬂl Cyber fraud,
on the other hand, follows a specific pattern, often happening | @night when internet
traffic is lower. During these hours, fraudsters can take advaetwork vulnerabilities,
making it harder for their activities to be detected. Detect&n the NSCDC Anti-Fraud Unit
observed that many cyber fraudsters work ovem%%ﬂsing time zone differences to target
international victims. Phishing scams and %ne store transactions often happen during
these late hours to avoid immediat ~d&ection. Cybercriminals strategically plan their
activities to exploit gaps in di%{%nitoring and take advantage of people’s reduced

alertness. They also use a(@i tools like automated phishing bots, which allow them to

Additionally, tl<15 gs}fy

cases peaki uring academic admissions and migration waves. One respondent explained

run their scams for 1(@0& and target multiple victims at once.

ound that visa racketeering tends to follow a seasonal pattern, with

how‘{e}%%ters prey on people’s aspirations for foreign education, jobs, or residency by
offering fake visas, admission letters, or work permits, often charging large sums for these
fraudulent services. These schemes are especially common between June and September,

which aligns with university application deadlines and the migration season. During this time,
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when migration demand is high, visa racketeering becomes more widespread, particularly

given the current economic challenges in the country.

Fraudsters take advantage of individuals who are unfamiliar with legitimate application
processes, preying on their desperation and charging them extremely high fees for fake
services. The timing of fraud presents significant challenges for law enforcemewencies
like the NSCDC Anti-Fraud Unit. Respondents explained that during peak ;@&, such as
the end-of-year festive season, the surge in fraud cases often ovembqn&lsources. This
leads to delays in investigations and prosecutions, as manpower @ancial resources are
stretched thin. For example, financial fraud cases spike (@%he festive season when

consumer spending increases, making it difficult for %tigators to keep up with the

\
demand. ’b
O

Understanding the timing of fraud is cmcia@e Anti-Fraud Unit to optimize its resources.
By identifying periods when fraud.as@ is likely to increase, the NSCDC can better
allocate personnel and tool.s &@Siage these surges. This approach is supported by the
Routine Activity The%@ch highlights the importance of capable guardianship in
preventing crime, @thening guardianship—such as increasing surveillance and proactive
measures d ing_ly\gh-risk times—can disrupt fraudsters’ operations and protect potential
victims. %&eory also explains how fraud is more likely to occur when motivated
offerhbvg, vulnerable victims, and a lack of protective measures converge. By understanding
these patterns, the NSCDC can focus its efforts during critical periods, improving its ability

to prevent and respond to fraudulent activities effectively.
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Chapter Five
Conclusion
5.1 Summary of Findings
This study investigated the understudied role and effort of the Nigerian Security and Civil
Defence Corps (NSCDC) in fraud investigation and prosecution within Oyo State in the
academic and policy circle. It focused on the dynamics of fraud occurrence lertges in
investigative processes, and strategies employed to combat fraudulent acti@@Because of
the underrated role and effort of the Anti-Fraud Unit of the NSC@ findings provide
critical insights into the nature of fraud in the region, highli ti%ocio-economic drivers,
technological advancements, and institutional challenge @ell as the need for enhanced
prevention and prosecution measures. These findi g@based on interview data, case file
reviews, and theoretical frameworks such as th d Triangle Theory and Routine Activity
Theory. This study was introduced by highlighting the increasing prevalence of fraud in Oyo
State and its socio-economic impli ﬁ§}s' t underscored the critical role of the NSCDC in
addressing this challenge m@%the stage for exploring fraud dynamics, investigative

strategies, and systemi@ints.

The chapter twit;@sd a detailed review of relevant literature and theoretical frameworks
S

which serve%

enable @ the next chapter outlined the research methodology, emphasizing the use of

nses for understanding fraud’s underlying drivers and the conditions that

interviews, case file reviews, and content analysis to collect and analyse data. This approach
ensured a robust examination of fraud patterns, investigative processes, and institutional
challenges. Afterwards, the findings were presented, offering insights into the types of fraud

prevalent in Oyo State, the socio-economic and systemic factors influencing these crimes,
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and the strategies employed by the NSCDC to combat them. The study revealed that fraud in
Oyo State takes various forms, with the most prevalent being Obtaining by False Pretence
(OBT) and Visa Racketeering (VR). These crimes share common characteristics, such as
deception, exploitation of trust, and financial motives. Fraudsters often leverage socio-
economic desperation, technological tools, and systemic vulnerabilities to perpetrate their
schemes. For example, OBT cases frequently involve trust exploitation, whe Qctl s are
deceived into transferring money for fake contracts, land sales, or fabricat@@ness deals.
Similarly, Visa Racketeering thrives during periods of high r@xten activity, with
fraudsters targeting individuals seeking opportunities abroebby ering fraudulent travel
documents. Q

These findings align with the Fraud Triangle h@@vhich highlights the interplay of
pressure, opportunity, and rationalization in ing fraudulent behaviour. The study
highlighted that financial constraints significantly hinder the NSCDC's ability to investigate
and prosecute fraud cases effecti\@b\Detectives often face delays in obtaining essential
court orders, accessing bank&'@%telecommunication records, and conducting surveillance
due to insufficient fundi%.Qhese delays not only prolong investigations but also lead to the
premature with @f cases by complainants who cannot bear the financial burden of
pursuing justice. During high-demand periods, such as the festive season, the surge in fraud
case o®elms the NSCDC's limited resources, stretching manpower and investigative
tools thin. This aligns with the Routine Activity Theory, which emphasizes the importance of
capable guardianship in preventing crime. Without adequate funding, the NSCDC struggles

to act as an effective guardian, allowing fraudsters to exploit systemic gaps. These findings
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underscore the need for improved resource allocation and funding to enhance the
investigative and prosecutorial capacity of the Anti-Fraud Unit.

This study explained that fraudsters employ a wide range of sophisticated tactics to execute
their schemes. These include phishing emails, ATM card swapping, SIM card manipulation,
document forgery, and social engineering. Fraudsters leverage advanced technologijes, such
as artificial intelligence and cryptocurrency, to conceal their activities and ev éﬁction.
For instance, untraceable platforms like cryptocurrency and gift cards are@gﬁingly used
to launder stolen funds. Organized fraud networks, often hierarchiCalNin“structure, provide
operational support and insider information, making it difﬁmbfo investigators to dismantle
their operations. Q

Fraudsters also strategically time their activities ?8 de with high-risk periods, such as
academic admissions and festive seasonsg, ting societal pressures and financial
vulnerabilities. These findings highlight the adaptability and sophistication of fraud schemes,

.

emphasizing the need for continu@hc awareness campaigns and specialized training
for investigators. The study'id\ek%ed distinct characteristics of fraud perpetrators, who are
predominantly young,@ ologically skilled males aged between 18 and 35. Many
perpetrators are &L%ed by economic hardship, unemployment, and societal pressures to
achieve fina 'g:cess. They often operate in urban centres such as Bodija, Mokola, and
Agb wéﬁere anonymity and access to digital tools enable their fraudulent activities.
Respondents noted that fraudsters frequently display outward signs of wealth
disproportionate to their legitimate income, such as luxury vehicles and extravagant lifestyles,
which serve as red flags for investigators and this demographic trend reflects broader

national patterns in cybercrime and financial fraud, where young people, often referred to as
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"Yahoo Boys," dominate the landscape. Insider complicity within institutions, including
banks and telecommunications companies, was also highlighted as a significant enabler of
fraud. Employees in these sectors provide fraudsters with access to sensitive information,
facilitating unauthorized transactions. These findings underscore the need for stricter internal
controls, regular audits, and enhanced whistle-blower protections to address insider
involvement. Q

Fraud activities in Oyo State exhibit clear temporal patterns, peaking durin@isk periods
such as the end of the fiscal year, festive seasons, and migration v@ or example, visa

racketeering surges during academic admissions, while cybe ud spikes during festive

@‘ ers exploit these periods to

shopping periods when consumer spending increases.
target individuals under financial pressure or thos ea%% meet year-end obligations.

The opportunistic nature of fraud aligns with outine Activity Theory, which explains
how motivated offenders exploit suitabl&%gets in the absence of capable guardianship.

.

Understanding these temporal pa{ﬁs\ enables the NSCDC to allocate resources more
effectively, prioritizing high!@iods for heightened surveillance and proactive measures.
The findings undersc&@% need for strategic interventions to enhance the NSCDC'’s
capacity to co )\@d. Addressing socio-economic drivers, such as unemployment and
poverty, is chycial to reducing the pressures that lead individuals into fraudulent activities.
Stre gtl& regulatory frameworks and investing in advanced investigative technology,
such as digital forensics and predictive analytics, can significantly improve the NSCDC'’s
efficiency. Public awareness campaigns are also crucial for educating citizens about common

fraud tactics and how to protect themselves. Collaboration with financial institutions,

telecommunications providers, and international anti-fraud organizations is vital for
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intelligence-sharing and operational efficiency. Additionally, fostering community
engagement and promoting ethical values can help address the cultural normalization of
fraud. These measures are necessary to empower the NSCDC to effectively combat fraud and
deliver justice to victims.

5.2 Conclusion

This study has provided valuable insights into the role of the Nigerian Sec i@ Civil
Defence Corps (NSCDC) in combating fraud within Oyo State. It has revéaled*the complex
nature of fraud, driven by socio-economic pressures, technolo&vancements, and
systemic weaknesses. The findings highlight the diverse formg.of fsaud, such as Obtaining by
False Pretence (OBT), cybercrime, and visa racketee ich exploit victims’ trust,
desperation, and lack of awareness. Fraudsters W@Ophisticated tactics and leverage
digital tools to carry out their schemes, often d periods of heightened financial activity,

..5\'

such as festive seasons and academic admi %ﬂ&

One of the key challenges identiﬁ@ﬂimited resources available to the NSCDC Anti-
Fraud Unit. Financial const@ Y lack of advanced investigative tools, and insufficient
manpower hinder the@? and effective prosecution of fraud cases. These resource
limitations not h@y investigations but also allow fraudsters to operate with reduced
risk of detec@(ﬂ'espite these challenges, the NSCDC has shown commitment in addressing
frau th@’g strategic interventions, public education, and inter-agency collaboration.

The study also underscored the importance of understanding the characteristics of fraudsters,
who often come from diverse backgrounds but share common motivations such as economic

hardship and societal pressure. By identifying these patterns, the NSCDC can better

anticipate and disrupt fraudulent activities and the need for a holistic approach to combating
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fraud in Oyo State should be emphasized. Addressing the root causes of fraud, such as
poverty and unemployment, while strengthening institutional capacity, regulatory
frameworks, and public awareness efforts, is essential. By investing in advanced technology
and fostering collaboration with stakeholders, the NSCDC can enhance its ability to prevent
fraud, protect victims, and bring offenders to justice. Ultimately, these efforts will &ntribute

to building a more secure and trustworthy environment for the people of Oyo Sfo

C

5.3  Recommendations /\
Based on the findings of this work anchored on the objectives of the research, this
work recommends the following: 0

1. The NSCDC Anti-Fraud Unit requires adequa%&cial and material resources to
carry out its mandate effectively in acco@e with Section 3 (1) (f) (iii) of the
Nigeria Security and Civil Defence@ (Amendment) Act, 2007. The government
should prioritize increased ‘l@ ry allocation to the unit to support critical
activities such as obtaini \ourt orders, accessing banking and telecommunication

U.A

data, conducting @ance, advanced investigative tools, and logistics. These funds
should also xge recruitment of additional personnel to reduce the strain on
.
existing@ower during peak periods and a dedicated budget for the Anti-Fraud
Unib 1 reduce delays, improve operational efficiency, and encourage victims to
\B%rsue justice without the fear of financial burden.
2. The NSCDC should intensify efforts to educate the public about common fraud
tactics, such as phishing scams, visa racketeering, and fake investment schemes.

Public awareness campaigns should be conducted through television, radio, social

media, and community outreach programs to equip citizens with the knowledge to
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identify and avoid fraudulent activities. These campaigns should educate citizens on
common fraud tactics, preventive measures, and the importance of reporting fraud
and special focus should be placed on digital literacy to help individuals protect
themselves in an increasingly online world because a well-informed public is less
likely to fall victim to fraud. should collaborate with media outlets, community
organizations, and educational institutions to conduct regular awareness me ns.
3. Effective fraud prosecution requires seamless collaboration betwee@QSCDC and
other stakeholders, such as financial institutions, telecomm@ns providers, and
international anti-fraud organizations. Establishing r@orks for intelligence-
sharing and joint operations will enhance the abili ck and apprehend fraudsters
with investigative tools such as digital for sj@hnology, blockchain analysis, and
artificial intelligence. These tools will %Elhance the ability to track and analyse
digital transactions, detect pattern % gather evidence effectively. Additionally, the
introduction of GPS trackin{@ces and real-time surveillance systems will improve
operational efﬁciencys\%%these partnerships will enable better intelligence-sharing,
faster access tb@%ﬂ data, and joint operations to dismantle fraud networks.
Memor@f Understanding (MoUs) should be established to streamline these

colla@a ons and ensure timely support.

z\/@ is often fuelled by unemployment, poverty, and societal pressures. The
government should intensify their efforts in implementing targeted socio-economic
interventions, such as job creation programs, entrepreneurship training, and financial
literacy initiatives, to address the root causes of fraud and reduce the number of

individuals turning to criminal activities. Empowering the youth through education
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and economic opportunities will reduce their vulnerability to engaging in fraudulent
activities.

5. To address the societal normalization of fraud, cultural reorientation programs should
be introduced to promote ethical values and integrity. Schools, religious institutions,
and community organizations can play a critical role in reshaping societal attitudes
toward wealth acquisition and emphasizing the importance of hard wor Q%nesty.
Community leaders and local organizations can play a vital role in fraiid prevention
by promoting ethical values and reporting suspicious activie NSCDC should
engage communities in its anti-fraud initiatives to.create a collective sense of

O

responsibility in combating fraud. Q

5.4 Contribution to Knowledge b(b
O

This study has made important contribuﬁ@o understanding how fraud occurs and is

tackled within Oyo State, Nigeria, pa@ ly focusing on the role of the Nigerian Security

and Civil Defence Corps (NSC!@; t provides a detailed look at the nature of fraud, the

challenges faced in in e@ting and prosecuting it, and practical ways to improve
N\

prevention and enfc&
. \'

created a bett@erstanding of fraud and how it affects individuals, institutions, and

t efforts. By addressing gaps in knowledge, this research has

society as le.

One}ﬂtye key contributions is the detailed exploration of the types of fraud prevalent in Oyo
State. This includes Obtaining by False Pretence (OBT), cybercrime, visa racketeering, and
ATM card swapping. By outlining how fraudsters operate, such as through phishing scams,

fake documents, or social engineering, the study helps identify the tactics that need to be
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addressed. This knowledge is essential for law enforcement and policymakers to develop
targeted strategies to combat these crimes.

The research also uncovered patterns in when fraud is most likely to occur. For instance,
fraud peaks during festive seasons, academic admission cycles, and migration periods. By
identifying these high-risk times, this study equips the NSCDC and other stakeholders with
the ability to anticipate fraud trends and prepare their resources accordingl Q%nsight
supports a more proactive approach to preventing fraud. le
Additionally, this study has applied established theories, such as @aud Triangle and
Routine Activity Theory, to the Nigerian context. It demonstrates how pressures like poverty
and unemployment, combined with opportunities creathak regulations and insider
complicity, drive fraudulent behaviour. This ad taf&ﬁelps deepen the understanding of
fraud in developing economies and provides a b% or future research.

The findings also highlight the role of in k\tgs,such as bank staff and telecom employees,
who often help facilitate fraud. Ii(%posmg these vulnerabilities, the study stresses the
importance of internal contr&LiQégular audits, and whistle-blower protections to reduce

\

insider involvement. T‘h@%ect is particularly valuable for institutions aiming to tighten
their security. '@

Another ke o(nfr{bution is the emphasis on public awareness and education. The study
shows t@%any victims fall for scams because of a lack of knowledge or technological
literacy. This insight highlights the importance of running awareness campaigns and offering
digital literacy programs to help individuals recognize and avoid fraud.

The research further sheds light on the challenges faced by the NSCDC, particularly in terms

of limited funding and outdated tools. It calls attention to the need for more resources, such
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as digital forensic tools and better-trained personnel, to enhance the agency’s ability to

investigate and prosecute fraud effectively. These recommendations serve as a call to action

for government and institutional support.

Lastly, the study provides practical solutions, including the need for a centralized fraud

database, stronger collaboration between agencies and institutions. These recommendations
X

offer clear steps that can be taken to improve how fraud is handled, both in the f@ long

term. Q/

5.5 Suggested Areas of Further Studies 6\
One important area for further study is how fraud trends an 'n&aﬁve challenges differ
across states in Nigeria. A comparative analysis could Qa broader understanding of
how factors such as socio-economic conditi gb@tural differences, and levels of
institutional support affect fraud patterns, an orcement strategies. This would help
identify regional best practices that ca \b adopted nationwide. Another area worth
exploring is the role of advanced s\ogy in fraud prevention and investigation. Future
research could assess how tt)\ g(e blockchain analytics, artificial intelligence, and digital
forensics can improve @iency and success of fraud detection efforts. This would guide
law enforcemetﬁ@ss on which technologies to prioritize and invest in.
The effectiv@ss of public awareness campaigns and digital literacy programs is another
area th&\ires further study. Research could focus on how different types of education
impact people's ability to identify and avoid fraud, helping to design more targeted and
impactful outreach initiatives. The role of insider complicity in fraud also warrants deeper
exploration. While this study highlights how insiders such as bank employees and telecom

staff enable fraud, further research could investigate the specific motivations and
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organizational weaknesses that allow this to happen. Understanding this would help develop
stronger internal controls and accountability mechanisms.

Additionally, future research could examine the long-term socio-economic impacts of fraud
on individuals, families, and communities. This would provide policymakers with a clearer
picture of how fraud undermines financial stability and trust in institutions, reinforcing the
urgency of combating it. As fraud tactics evolve, there is also a need to st Q&rging
schemes such as cryptocurrency scams, deep fake technology, and artificial*intelligence-

powered fraud. Research in this area would ensure that law enforce@encies stay ahead
of these trends and remain effective in preventing new forms f$

Cross-border fraud and international collaboration presen @m avenue for future research.
Many fraud cases, especially cybercrime and vi @teering, involve perpetrators and
victims in different countries. Examining how Nig€ria can strengthen its partnerships with

R\

international organizations and improve%& frameworks for handling cross-border fraud
would be highly beneficial. Behavi& tudies on fraudsters could also provide new insights.

Understanding the psycholog'i&gﬁd social factors that drive individuals to commit fraud

could help develop targ&@?‘[ewentions and improve profiling techniques.

Lastly, future @could focus on improving Nigeria’s judicial processes and legal

frameworks@

and el@g justice to victims would provide actionable recommendations for streamlining

ndling fraud cases. Examining the bottlenecks in prosecuting fraud cases

the system and making it more effective. Additionally, victim-centred approaches, such as

strategies to reduce re-victimization and provide better psychological support, could further

enhance the fight against fraud. In summary, these areas of further study would provide a
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deeper understanding of fraud dynamics and help strengthen the strategies used to combat

fraudulent activities, both in Nigeria and beyond.
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Appendix 1

Interview Questions Q\

Objective One: Dynamics of fraud prosecuted by NSCDC in Ibadan: Pxob :or;

IDI for Detectives %Q

1. Based on your experience, what are the common to fraud you have encountered
within the NSCDC dataset? be

2. Can you describe any specific incide@ nds of fraud that you have observed in

Ibadan? \

3. What factors do you believ@ibute to the occurrence of fraud within the NSCDC
dataset? N @

4. How has the na e%raud evolved over the time you have been working in this
field? z ’\\%

Objectivf@‘: Cost of fraud prosecution and how it affects investigation strategies and

outco : Probe for;
IDI for Detectives

1. How does the financial cost of prosecuting fraud cases impact the strategies you

employ in investigations?
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2. Can you provide examples where the cost of prosecution has influenced the decision
to pursue or drop a case?

3. In what ways do budget constraints affect the resources allocated for fraud
investigations?

4. How do financial considerations impact the overall effectiveness & fraud

S

Objective Three: Tactics and strategies utilized in perpetrating fran&l’r e for;

IDI for Detectives 0 s

1. What are the most common tactics and strategi@ave identified that fraudsters

use to perpetrate fraud? bfb

2. Can you provide specific examples h\\%e studies of successful fraud tactics?

investigations and prosecutions?

3. How do fraudsters adapt their‘s@es in response to new security measures or

Q»}")

4. What emerging tr@»@c new methods of fraud have you observed recently?

investigations?

Objective Fou@cterizes fraud perpetrators investigated by NSCDC Oyo State
0

Command:@
O
IDI %g%tectives

1. Based on your investigations, what are the typical characteristics of individuals who

)
e for;

commit fraud within the NSCDC?
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2. Are there particular demographic or socio-economic profiles that are more commonly
associated with fraud perpetrators?

3. What organisational roles or positions are most frequently involved in fraudulent
activities?

4. Can you discuss any common motives or incentives that drive individuals &ntities
to commit fraud?

Objective Five: Fraud patterns and time of occurrence: Probe for; < Q

IDI for Detectives %Q

1. Have you noticed any specific timeframes or pe@ when fraudulent activities are

more prevalent? beQ

2. Are there particular seasons, montlgs, % nts that coincide with spikes in fraud

occurrences?

[ ]
3. How do temporal patterns @\ud affect your investigation strategies and resource
allocation? . @

4. Can you prov %mples of how understanding these patterns has helped in

preventi g@igating fraud?
\‘,?:b
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