Introduction

1.1 Background to the Study
An Electronic Medical Record (EMR) is a computer system that includes hardware and software
technologies for capturing paper-based documents as scanned images. Metadata is then assigned

to these captured images and taxonomies that are created for indexing them. Elect“{éi@i-cal

Record software functions include capture, storage, classification, indexihg, ioning,

maintenance, use, security, and retention of health care documents'. %
& \
An FElectronic Medical Record also includes technologies for GGBQI g and storing digital

documents such as computer output laser disk (COLD) @ including lab results and
transcribed reports for electrocardiograms (EKGs) @6@

Health Information Management Professional fnig nfuse an Electronic Medical Record

by other computers. At times,

software with an imaging or scanning ma 1&&” while the latter only allows for the retrieval

of the digitally captured document ctronic Medical Record software offer work-flow

functionalities, sophisticated @work queuing and the ability to manage health care
documentation based on Wt‘e ined logical scheme?.

Formerly, preventi@) peutic and rehabilitative care were based on traditionally paper-based
documentat@&linical data looked into or utilized for clinical, investigative or research and

educitio ) inistrative and monetary purposes. It was extremely constrained in terms of multi-

to recency resulting in delays in  completing records. Most clinically

sible to as it were one client at a time. The paper-based records are manually updated

generated record offices were domiciled in institutions’ ground floors and basements as the
weight of the paper excluded it from occupying any other decked or suspended floor areas. These

shortcomings necessitated operational changes for better practice and birthed technological
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approach which promises to increase access to health care, improve the quality of care and health,
and decrease costs. Patients rarely viewed their health information until most recently when
electronic medical records came on board solving the numerous aforementioned challenges and
also introducing its accompanying negative sides especially with regards to breach of medical

ethics such as confidentiality/privacy in the provision of medical or clinical s%\s{ An

electronic medical record (EMR), is a digital version of a person’s overall medi istory.
EMRs are maintained by one provider, but can be shared to specialists ther medical
caregivers when needed to maintain accurate information. All key clififcal datd that is relevant to
the development of a treatment plan is maintained in this on{S(. This work briefly highlights

two measures of EMR usage namely Frequency of Use ¢ of Use of EMR2.

Frequency of Use of EMR in adopting an infom@t m, must be of a level of importance to

elicit and justify regular usage in the provisi';@e thcare services. This is necessary to validate

its need and subsequent utilization wi%

rate of utilization of electronic m i%ords in Healthcare practice measures the value or worth

icating function or creating waste. The evidenced

attached to the deployme t&ﬁtware to improve on the pre-existing system. This rate-of use
.

measure, reflects the@[ate of events whether EMR practically accomplishes the tasks for
which it was opgd._a if it is deficient. Increased usage traffic is an indicator of viability and
versatili while decreased usage indicates that the software is not performing and is a
misiQ

Q

Purpose of Use of EMR must indicate a demonstrated gap or problem which requires EMR-
specific solution or intervention to justify facility resource investment and adoption. EMR usage

must showcase sterling improvements over previous system to provide conviction to migrate to it.

EMR promises improved safety, improved quality, standardization, timeliness, cost-effectiveness
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among others. On attainment of the landmark of facilitating premium safety and quality at
affordable cost, EMR adoption rate will hit the roof based on technology-task fitness. The reason
for utilizing the facilities of electronic medical records which is also the justification and

objectivity of intention to use electronic medical records is a major determinant of EMR usa%e.

AN

Electronic Medical Records (EMR) are tremendously valuable in retaining and exchanging
patient data. The Health Insurance Portability and Accountability Act (HIPAA), Health
Information Technology for Economic and Clinical Health Act (HITECH), Nigerian
Information Technology Development Agency NITDA and The Nigerian Data Protection
Regulations (NDPR) impose strict requirements for ethical practices such as data confidentiality/
privacy and security which are very important due to the sensitive contents of electronic medical
records and its multi-user capabilities®. Ethical Practices refer to moral principles that govern a
person's behavior in conducting an activity. It is the branch of knowledge that deals with moral
principles. Ethics refers to the concepts of right and wrong conduct. Furthermore, ethics is
basically a branch of philosophy dealing with the issue of morality. Moreover, ethics consist of
the rules of behavior. It certainly defines how a person should behave in specific situations. With
respect to healthcare management, the issue of confidentiality/privacy are the ethical problems

associated with the adoption of technology in health care practices?.

N\

Confidentiality/privacy is the right of an individual to not have personally deniable information

to others without that individual been expressly informed. In a health care delivery
system, confidentiality of patient’s records involves protecting patients’ information from
unauthorized individual, being concealed and secretive about patients’ information and the act of

ensuring that the patients’ records are not given to non-clinical personnel including the patients


https://www.cdc.gov/phlp/publications/topic/hipaa.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/hitech-act-enforcement-interim-final-rule
https://www.hhs.gov/hipaa/for-professionals/special-topics/hitech-act-enforcement-interim-final-rule

themselves®. Justices Warren and Brandeis define privacy as the right “to be let alone™®. It is “the
right of individuals to keep information about themselves from being disclosed to others; the
claim of individuals to be let alone, from surveillance or interference from other individuals,
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organizations or the government The sensitive data that's shared as a result of a

clinical/medical relationship is considered confidential necessitating that it must b% d .
The data can of different types and categories (including personal patient i e@y details,
investigative requests and reports and therapeutic and outcome notes) n be saved
in different media (e.g., manual paper or digital/electronic records){s&h hsitive data should
be handled in a way that the patient’s identity is protected $ ot be easily ascertained.
For illustration, the sum of patients suffering from a pa 1\ cadcer within a health facility are
not inclusive this category. With regard to electroni%'c records, when, privacy refers to the
right patients have to control who can storefretrigve and share their health information. This
means the patient's right to have control and k&ep his or her health information private. It also
entails the circumstances in whi ent’s protected health information may be used or

disclosed. Right to privacy'& ental right recognized by the Nigerian Constitution.
e

Security alludes Lticular shields or controls that are put in put to guarantee the
conﬁdentialit&a of patient information. For example, security measures will incorporate
a speciali nse mechanism that requires all people working within clinical care settings to

lo computerized platform (system) employing a unique account that has customized
N

a itations that are strictly personal not shared with others, in this way giving an instrument
through which enforcement of the confidentiality/privacy of the data can be achieved as every

user and their activities are personally verifiable. Security of both computerized and traditional

paper-based clinical documentations is a basic string in healthcare texture. Security involves the



safety assurances of both manual and digital systems wherein patient medical data are stored.
Violation or breach of privacy negatively affects patients, Health Information Officers and all
other stakeholders. Security breach in the healthcare sector exposes providers to innumerable

risk that can cause disruption of services, economic loss, reputational damage, reduced patient’s

confidence, and penalty under regulation. ®E

The increment in computerization of patient medical records in the hea@industry has

exposed the sector to experience increased computer hacks and cg@ cks. Protecting the
security of data in health research is important because healt@@requires and involves the
collection, storage, and use of large amounts of persor@ able health information, much

of which may be sensitive and potentially embarrassing\Privacy/confidentiality and security are
basic rights in our society. Safeguarding th %&ts, with respect to an individual’s personal
health information, is an ethical and legal\obligation for all health care providers. Doing so in
today’s health care environmen 1 @asingly challenging. Every health care practitioner
understands and respects the heedvWfor patient confidentiality/privacy. As professionals, the
connection to the pati %\calleagues depends on it. But, the truth is, advanced technology,
new demands in agre, and developments in the world-at-large, make it more and more
difficult to ﬁdentialityz. Patients must be assured that the health information they share
with _hea formation management professionals will remain confidential. Without such

@ , patients may withhold critical information that could affect the quality and outcome of

care?.

In Nigerian health care facilities, ethical challenges associated with the use of IT have made the

practice of confidentiality/privacy in the management of patient to become poor and this can be



traced to the fact that EMR which is a major component of ICT in a health care delivery system
has somehow become porous and easily accessible by unauthorized personnel. Observation
shows that some medical and health workers consciously and unconsciously release information

about patients to non-medical personnel (for example. ICT support personnel) in the process of
seeking for assistance from the ICT support staff. These usually occur when they a@t}e
information system. Also, some of these ICT support staff who are not medica, 1@ abuse
their privilege of having access to patient information by exposin tl%n ormation to
unauthorized persons. \'\& \

Perceived usefulness is what causes people to accept or r (%hnology? Among the many
variables that may influence system use, previous res@ ests a determinant which is very
important. People tend to use or not use an applic t@t e extent they believe it will help them
perform their job better. Hence the need b&o cus on perceived usefulness of electronic
medical records. Perceived usefulnesﬂe d here as the degree to which a person believes
that using a particular system w: lkmnce his or her job performance. This follows from the
definition of the word usefuk "c&pﬁle of being used advantageously. A system high in perceived
.

usefulness, in turn for which a user believes in the existence of a positive user-
performance r tioisn'm. Perceived usefulness as explained by Davis, is the personal conviction

of indivi here they accept that utilizing technological advancements can positively
enh@he xecution of their work. In expansion to the assumed ease, based on the Technology
&'ance Model (TAM) presented by Davis, perceived usefulness is additionally the foremost

predictor in users acknowledgment of a system. The perceived usefulness of the technological

application is related to the efficiency and viability of the system and its cumulative advantages

to enhance user accomplishments. Is it useful? This is the most important question for



technology. First and foremost, a technology or application should solve a problem, fill a need or
offer something people find useful. In fact, people are willing to trade usability for a technology
of great perceived value. It doesn’t matter how easy it is to use a technology, it might not be so

relevant if people don’t find it useful. Usefulness is the holy-grail of everything, it’s often even

more important than ease of use. Perceived usefulness has been measured using fiv OrS.
These indicators are timeliness, (quick or time saving), effort saving, improved guali safety,
cost reducing, and overall usefulness. These indicators will be adopted as m of perceived

usefulness in the study. Hence, the researcher finds it necessary to @be\ethical challenges

in EMR (such as confidentiality/privacy and security) and t@)@d usefulness of EMR in

N\
N

Electronic medical records are digit godof a person’s overall medical history including

health care delivery system.

1.2 Statement of the Problem

complaints, investigations, thera e%utcomes. EMRs have the sole purpose of ensuring and

improving quality and safe o\f1|€althcare services. Previously, medical care were based on

traditionally paper-bzocumentation of clinical data utilized for clinical, investigative or

research and w' administrative and monetary purposes. It was extremely constrained in
terms of , accessible to as it were one client at a time®. These shortcomings necessitated
open@al hanges for better practice and birthed a technological approach which promises to
i%e access to health care, improve the quality of care and health, and decrease costs. In
essence EMR usage promises to remedy the deficiencies of traditional paper based medical
records practice. EMR usage is largely dependent on perception of its usefulness and adequacy

in healthcare services delivery as it provides certain advantages like Timeliness, effort saving,



improved quality and safety, cost reducing, and overall usefulness in addition to its compatibility
with medical ethical practices which seems to have confidentiality/privacy and security
challenges in terms of patient data protection and management with the deployment of electronic
medical records different from those encountered in traditional paper records settings. The

employment of electronic medical records due to its perceived usefulness advanta %%\to
ics of

have negatively affected the confidentiality/privacy and security component

medical practice’. §

\
The justification of EMR usefulness and adequacy as well as \npliance with medical

ethical practices calls for an evaluation of the effect thieal practices and perceived
usefulness of EMR on the actual EMR usage. Wi \ngoing technological trend, health
facilities are migrating or switching from tr&i@?a er-based practice to EMR in other to
retain relevance and practice within indus Nl rds. In spite of the desired potentials of EMR

usage, there are reservations rega Qe effects of Perceived Usefulness of EMR and the

Ethical Practices compliance tal adoption. It must be noted that properly addressing

Perceived Usefulness R,and the Ethical Practices compliance effects on EMR will
strengthen and en @ eficial adoption of EMR. Over the years, research conducted have
largely advo 1g‘ﬁaborated on the benefits of implementing technology to all works of life,
there is investigate how Perceived Usefulness of EMR and the Ethical Practices

e associated with medical practice contribute to the actual adoption and usage of EMR

cPerceived Usefulness of EMR and the Ethical Practices compliance of EMR on its usage in
National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric Hospital, Yaba,

Lagos.



1.3

Aim and Objectives of the Study

The study’s broad aim is to investigate the impact of Ethical Practices and Perceived Usefulness

on Usage of Electronic Medical Record by Health Information Management Professionals in

Federal Hospitals in Lagos State, Nigeria. The specific objectives are stated as follow®\

1.

ii.

iii.

1v.

s and Federal

determine the use of Electronic Medical Record (EMR) by rmation
Management Professionals in National Orthopaedic Hospital, Ig g

Neuro-Psychiatric Hospital, Yaba, Lagos. c\

identify the ethical issues (confidentiality/privacy an S&) associated with the usage

of Electronic Medical Record (EMR) by He%‘\mation Management Professional in
National Orthopaedic Hospital, Igbok&)
Yaba, Lagos. <\

identify the perceived us@} and benefits of Electronic Medical Record (EMR) by

d Federal Neuro-Psychiatric Hospital,

Health Informauo%anag ment Professional in National Orthopaedic Hospital, Igbobi,
Lagos and Fi % euro-Psychiatric Hospital, Yaba, Lagos.

de \e influence of ethical practices (confidentiality/privacy and security) on

age of Electronic Medical Records by Health Information Management Professional in

Q National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric Hospital,

Yaba, Lagos.



vi.

14

N

ascertain the influence of perceived usefulness of Electronic Medical Records (timeliness,
effort saving, improved quality and safety, cost reducing, and overall usefulness) on
usage of Electronic Medical Records by Health Information Management Professional in

National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric Hospital,

3
S

examine the combined influence of ethical practices and perc@ssefulness of
Electronic Medical Records on the usage of Electronic Mﬂé&l‘pcords by Health
Information Management Professional in National Oﬂl@Hospital, Igbobi, Lagos

and Federal Neuro-Psychiatric Hospital, Yaba, La <</

N

Research Questions ’§
. What are the usages of Electro A‘? ical Record (EMR) by Health Information

Management Professional i al Orthopaedic Hospital, Igbobi, Lagos and Federal

Neuro-Psychiatric Hosﬁ(il,, a, Lagos?

P .
. What are t@ issues associated with Electronic Medical Record (EMR) usage by

Healﬁf&mation Management Professional in National Orthopaedic Hospital, Igbobi,

Federal Neuro-Psychiatric Hospital, Yaba, Lagos?

What are the perceived usefulness of Electronic Medical Record (EMR) among Health
Information Management Professional in National Orthopaedic Hospital, Igbobi, Lagos

and Federal Neuro-Psychiatric Hospital, Yaba, Lagos?
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1.5  Hypotheses

Ho1: There is no significant influence of ethical practices (confidentiality/privacy and security)
on Electronic Medical Records usage by Health Information Management Professional in
National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric Hospltal aba,

Lagos.

Ho2: There is no significant influence of perceived usefulness of Electrom ical Records

(timeliness, effort saving, improved quality and safety, cost reducmg,@/&{all usefulness) on

Electronic Medical records usage by Health Information Man \Professmnal in National

Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro- P Hosp1ta1 Yaba, Lagos

Ho3: There is no combined influence of et &\%dentlahty/prlvacy and security) and
perceived usefulness Electronic Medical RecQr: (t1 eliness, effort saving, improved quality and

safety, cost reducing, and overall u % on Electronic Medical records usage by Health

Information Management ProfeQY National Orthopaedic Hospital, Igbobi, Lagos and
Federal Neuro-Psychiatric spit aba, Lagos

Q& .
1.6 Signiﬁ&{Qthe Study

The re@m study will be of importance to Healthcare Regulatory Bodies, Health

Indary ‘o Management Professional, Healthcare Stakeholders (Patients, 3" Party Payers etc),

Othef Researchers and Global community. The study is designed to investigate and identify the
different challenges in the usage of EMR as mediated by ethical practices and the perceived

usefulness of the EMR software.
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This research will highlight to the regulating bodies of healthcare in Nigeria, the areas of
conflict of the singular and combined impact of ethical practices and perceived usefulness on
EMR usage and proffer informed solutions in future regulations, legislature and laws to guide
healthcare practice. The research will update Health Information Management Professional on

peer experiences and practices, skill demands and approved best practices to enable {%@e\ss

navigation of the challenges in the utilization of EMR in healthcare % address

consequences of breach of patient confidentiality/privacy, and recomme tions to the

security and confidentiality/privacy challenges of the migrati@x mplementation of

information technology in health facilities. This work will fur@}te patients and third party

stakeholders on their responsibilities and corresponding atiéns as regards EMR usage and

modifying their negative perception and attitude @kctronic Medical Record adoption

and usage as it will make them see the pcﬁﬁ\&{ of its adoption and usage The study will

validate the theory and conceptual model tiged ,and will contribute to the body of knowledge by

serving as resource literature/ma%@ending researchers.
1.7 Scope of the Stn%\ N

This study investi@ical Practices, Perceived Usefulness and Usage of Electronic Medical

Igbobi, ate. The scope of this work will be limited to the aforementioned variables. The

Records@ Information Management Professional in National Orthopaedic Hospital

t variable, Usage of Electronic Medical Records, will be measured by (frequency and
purpose of use of electronic medical records). The independent variables Medical Ethical
Practices which will be measured by (confidentiality/privacy and security) and Perceived

Usefulness of Electronic Medical Records which will be measured by (timeliness, effort saving,

improved quality and safety, cost reducing, and overall usefulness). This study will focus on
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Health Information Management Professionals working in National Orthopaedic Hospital, Igbobi,
Lagos and Federal Neuro-Psychiatric Hospital, Yaba, Lagos. These professionals are selected for

this research because of paucity of government tertiary health facilities with consistently

1.8 Limitation of the Study (%t

The limitations encountered in this study are scarcity of funds, paucity o fe&ealth facilities
\
\K essionals and a very
bureaucratic research ethical clearance/approval practices at t‘((/’ ity

1.9 Operational Definition of Terms @

Electronic Medical Record is a digital c@ information about a person health that is
di

functioning Electronic Medical Records practice.

utilizing EMR, relatively few health information manageme

s visited

stored on a computer. An electroni% record includes information about a patient’s
health history, such as diagno@icines, tests, allergies, immunizations, and treatment
plans. Q’

e

Electronic Medic@d Usage: This is the collective utility of electronic medical record
application e delivery of healthcare services by health information management

profefiio ]t is the utilization of the sum total of the functionalities of the software in

‘@)

information management professionals

re, education and research, administration and planning among others by health

Frequency of Use of EMR: The evidenced rate of utilization of electronic medical records in

Healthcare practice by health information management professionals.

13



Purpose of Use of EMR: The evidenced reason for utilizing the facilities of electronic medical
records. The justification and objectivity of intention to use electronic medical records by health

information management professionals

Ethical Practices: refers to the standards that govern the conduct of a person, especially \rw{mr

§

Confidentiality/Privacy: refers to “the right of individuals to keep ation about

of a profession such as health information management professionals.

themselves from being disclosed to others; the claim of indivi@@s% let alone, from

surveillance or interference from other individuals, or tiols or the government”.
Confidentiality/Privacy depicts the mechanisms a healt ion management professional
utilizes to secure the patient’s confidentiality rights, Ya\eldtion to allowing and ensuring only

certain authorized people get to a patient’s req@controlling access as it were.

Security: Particular shields, strategie@sures, checks and balances that are incorporated by

health information managemen@ ionals to guarantee security of patients medical data

information managem

Perceived Usefulnes %ﬂr‘onic Medical Record: defined as the degree to which a health
e

rofessionals believes that using a particular system would enhance his
or her job ce. Perceived usefulness of EMR is defined here as the degree to which it is

belieyed

MR is capable of being used by a health information management professionals
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Timeliness: The fact or quality of being done happening or occurring at a favourable, right,
useful or best possible time. It is the favourable promptness of action by a health information

management professionals.

Effort saving: Reduces or minimizes the amount of physical energy required b\Vl\th
wities

information management professionals to facilitate the complexity of serie Q%h-v
organized to achieve a goal %\ho

Improved quality and safety: The combined and continuous efforts@ﬁ healthcare delivery

better thereby systematically eliminating or reducing wastcm&clo_s}s by health information

Cost reducing: The act of producing or pro 'c&ervices with minimal cost by health

management professionals

information management professionals. \ eting all desired or expected specifications

without compromising quality at com%/e cost .

Overall usefulness: The c@ attribute or quality of having practical utilization worth or

applicability to health j ation management professionals

C
O
QQ
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2.1 Conceptual Review

2.1.1 Concept of Electronic Medical Record

An FElectronic Medical Record, more commonly called as EMR in the healthcare world, refers to

the storage of a patient’s information in a digital format!. These patient-centered re%e

available anytime for authorized users, thus easing the clinical workflow. The ﬂt%@

eam
has real-time access to the entire medical history of the patients including theéndi is details,
the treatment plans and aftercare, allergies to medications, lab test re , and*more. Owing to

the numerous benefits it offers, EMR has become an inevitable(tg\s& r hospitals as well as
private health practitioners across the world. It fosters be th outcomes while reducing
costs for both the healthcare provider and the pati \\negates medical error leading to
improved diagnostics and patient safety. Moreover, ntributes to higher patient engagement
and facilitates enhanced care coordinati \ particular, the increased flow of electronic

information raises a significant c%n regarding the confidentiality/privacy of health
information?. \<§3
Patient records, oni’h on singular paper documents in locked file cabinets, would instead

be stored on computer servers of remotely-connected organizations. This shift to

electroni ission of patient data creates an environment of healthcare data exchange that

ma prone to security vulnerabilities as well as human error. Efforts were made to review

works from textbooks, journals, internet and other materials which correlate with the topic of

study?.
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Electronic Medical Records Software refers to any system that captures, stores, manages or
transmits information related to the health of individuals or the activities of organizations that
work within the health sector through electronic or computerized medium!. It also refers to the
combination of vital and health statistical data from multiple sources, used to derive information
about the health needs, health resources, use of health services, and outcomes of the

people in a defined region or jurisdiction through a software or an elet\% edium?®.

Electronic Medical Record is expected to collect data from the health sectc% ther relevant
sectors, analyze the data and ensure their overall quality, relevance timeliness, and converts

data into information for health-related decision-making®. ffadlditidn to being essential for

monitoring and evaluation, the information system also, bfoader ends, providing an alert

and early warning capability, supporting patient, a Ith facility management, enabling

planning, supporting and stimulating researd@qﬂtting health situation and trends analysis,

supporting global reporting, and undesi ing,‘communication of health challenges to diverse

users. @\

Although some Health In Managers utilize the acronyms EHR and EMR as if they are

differences. Aﬂ lectronic medical record) is a computerized form of patient treatment

exactly same (interc bly), the composition and functionality they offer have enormous

docume% miciled within a single facility and an EHR (electronic health record) is
erize

a CO@

ap tion that safely retains healthcare data from multiple collaborative networked facilities on

d repository of health information beyond clinical practice. EHR is technological

external jointly owned servers which are accessed by internet through gadgets that have online or
intranet association, though server-based EHR frameworks store information on either a

individual server or in a information center®.
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Differentiating between EMR and EHR, EMR or electronic medical record contains everything
you’d find in a paper chart, such as medical history, diagnoses, medications, immunization dates,
and allergies. While EMRs work well within a practice, they’re limited because they don’t easily
travel outside the practice. IC fact, the patient’s medical record might even have to be printed out
and mailed for another provider to see it. Meanwhile an EHR or electronic healt \ are
computerized files of more than just medical data. It contains all the data youid di erin a

medical paper chart and much more. An EHR may incorporate past thera@tistory, vital

signs, therapy outcome notes, clinical assessments (diagnoses), dm@ﬁa\les, immunization
dates, sensitivities, investigative and imaging requests a %o)ts. It also can contain

other pertinent data, such as third-party payers (ins QN\Q ta, demographic information

and indeed information imported from individual gets.

Q
EHR is a system that permits interoperability®and the safe dissemination of medical data. It
promotes the expansion of the ¢ i accessible to medical organizations in establishing
more efficient methods of rendering services and also possibly introduce novel services to
patients. The strength @KK‘ lies not only within the information it contains, but also on the
dissemination mo@

across healt%e cilities, thereby increasing the efficiency and effectiveness of coordinated

health data is made readily/immediately to authorized care-givers

patiﬁ ¢*»An electronic health record (EHR) is the methodical procedure of acquiring

D

shared over a network of collaborating health facilities. Information is shared through network-

1 and group electronically saved health data in a digital format®. Such data are to be

linked, facility-wide data frameworks or other data systems and data sharing. EHR may

incorporate information including socioeconomics, therapeutic history, pharmaceutical and
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sensitivities, immunization status, investigative test results, radio-diagnostic imaging, vital

signs, individual measurements including age and weight, and cost of care data’.

For some considerable number of years now, electronic health records (EHRs) have been

marketed as pivotal to enhancing the quality of healthcare services. Electronic healt \wkds

ﬁ%‘&ming

their care

are utilized for different reasons than just patientcare, nowadays, caregiver

information from patient records to promote and enhance quality result

administration programs. EHR collates all patients’ socioeconomics\ (demtographics) into
\

a expansive pool, and employs this data to help with the crea on\q introduction of “new

treatments or innovation in healthcare delivery” which overallNmproves the goals in healthcare?®.

N\

Combining different sorts of clinical information fr ystem’s health records has made a
positive difference that assisted Health Infog 1 anagers recognize and categorize sick

patients with long-term care needs. E@ enhance outcome of care by utilizing the

information and analytics to avoid izations in highly susceptible patients. EHR systems

are configured to save mfor\?!\l, recisely and to capture the condition of an individual
over time. It completely?ﬁc% the need to track down a patient's past paper therapeutic records

and helps in gua@) g information is current, precise and readable. It permits open
communicgti etween the patient and the care-giver, while maintaining “privacy and
security%an decrease hazard of information duplication as there is just one updateable
I hich suggests the record is more likely current and diminishes hazard of misplaced
lost paper documentation and is economical resource-wise. Due to the computerized data
being searchable and in a single record, EMRs (electronic medical records) are more

successful when mining medical information for the investigation of likely patterns and long-

term variations in a patient. Public-based epidemiological studies on medical records can be
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encouraged by the far-reaching adoption and implementation of EHRs and EMRs.’ Healthcare
regulations and processes continue to change. Tools that have been adopted and adapted
throughout the evolution of healthcare technology include the EHR (electronic health record) and
the EMR (electronic medical record). The EHR and EMR are complementary technologies,

providing more benefit together than on their own. While many healthcare emplcz{%\o&me

EHR and EMR daily, we seldom understand the rich history of the technolog& n. The

following is a brief historical overview of electronic medical records which i ttal repository
that contains standard medical and clinical data gathered in a medic % ¥he EMR began as
an idea of recording patient information in electronic form, in % paper, in the late 1960’s,
Larry Weed presented the EMR concept to generate an l&g ecord to allow a third party to

independently verify the diagnosis. Weed’s ViSiOH% n clinical data management. These

systems were also known as hospital informaﬁ@qtemsm.

The first EMR was developed in 9@!6 Regenstreif Institute and was welcomed as a major
1

advancement in healthcare/me actice!!. Due to the high costs, this EMR wasn’t as widely
used as anticipated, & f)rimarily utilized by government hospitals. Into the 1990’s,
computers were b Q more affordable and became more common as the internet emerged
and the Inst ’\o&l\/ledicine projected that beyond the year 2000, every health facility would be

computer and fully utilize technology to improve patient care. Different countries and

a¢nts have since adopted and adapted this idea and engaged customized, sustainable and

affordable versions globally to aid improved health care delivery through providing additional
funding and incentives to Health Information Management Professional who adopt EMR

systems. Medical Record is a single complete record, which documents the entire treatment plan
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developed for, and medical services received by, the Member including inpatient, outpatient,
referral services and emergency medical services whether provided by Network Providers or

Out-of-network Providers.

Electronic health records are computer programs that health information mana ent
professionals employ to initiate/form, save, modify, and manage patients’ h@rds
electronically. These portray the essential component that encourages the much-waatcd seamless
interoperability of health data such that partners can consistently s re%portant patient

\
information. Electronic health record system is characterized as a(%{ in electronic form that

is hypothetically able to be disseminated over diverse hxl%nttings. Data contained in

electronic health record systems include patient de ics, outcome notes, vital signs,

clinical histories, laboratory test results, diagnos u% ents, medicines, sensitivities, radio-

diagnostic imaging, immunization informa 'bﬂ\&@gu atory and billing information. Data saved in
electronic health record systems q;’tg d by wellbeing care providers, and in some
cases patients, amid a patient@‘ﬂ

alization, over time, and over care settings. EMR

frameworks have gotten to\ be ery vital component that represents an essential tool for

QL.
enhancing the safet @ﬂit}’ of modern healthcare delivery'?.

V¢

An electronic medical record (EMR) is a digital medical record that either originates from an
electronic format or is converted from paper or hard copy to an online version. An EMR includes
information about a specific patient, including: Patient contact information, including emergency
contact(s), Vitals, such as height, weight, body mass index (BMI) and body temperature, Past
and future medical facility appointments, Physician orders, Prescriptions, Medical progress and
surgical notes, Consent to release information forms, Allergies, Past medical history, Billing

information, such as insurance, Discharge summaries and treatment plans as well as therapy
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outcomes.'? An electronic medical record (EMR) is a digital version of the traditional paper-
based medical record for an individual. The EMR represents medical records within a single
facility, such as a hospital or a clinic!*. EMRs are necessary in the dynamic and multidisciplinary
healthcare practice to support data processing, informed decisive actions and documentation
storage. Themes of EMRs were outlined summarily as: ((1) increased patient
care service delivery in strict compliance to rules and standards (2) improved or
upgraded capability to perform monitoring and surveillance for morbid conditions and
healthcare delivery (3) decrease in rates of pharmaceutical mistakes (4) decrease utilization of
care, and (5) blended impact on time utilization, three of which specifically related to

quality whereas two address proficiency!'>.

Partners within the healthcare industry consi xcl\s@l decision support and Computerized
Provider Order Entry to be basic to t ¢ healthcare sector!®. The utilization of

technology such as EMRs in hea%e administration has provided an instrument for

advancing more prominent %(l/ in healthcare quality!”. There are proof of EMRs
hea

influence/effect on qualit care 822, EMRs have the ability to enhance the quality of

healthcare service
to

approximated percent of therapeutic blunders, including misunderstood orders and

. With EMRs the issue of unreadable penmanship accounts for an
prescripti Ql cease to be an issue 2!. Research on assessment of safety of surgical

pr cs in connection to EMRs usage indicate a 7-26% improved safety change in seven out

of eight safety metrics used within health facilities studied?.
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There is reported decrease in unfavorable drug reactions by 33% as a result of EMRs utilization.
When health facilities get comprehensive and precise patient data, patients get enhanced quality
care 24. EMRs have the ability to reduce pharmaceutical mistakes by giving enhanced access to
needed fundamental information, superior communication and integration of care between

distinctive care-givers and consultation sessions, and more proficient and obser: \ nd

documentations > The rate of unfavorable patient safety occasions in a study di ed that
health care centers that had implemented a comprehensive EMR encounter o reduction in
patient safety unfavorable events, 30% decrease in pharmaceutical eSand 25% decrease in

surgery-related blunders 2°. A later study detailed that 94% o{%/i’al ts show that EMR makes
records promptly accessible at point of care, 88% detai t MR produces clinical benefits

for their facilities whereas 75% indicated that EM hem to provide much better patient

care service delivery 7. ;\\
)

EMRs are moreover valuabje gducing medication mistakes with the help
of alarms and updates made a¥aila¥le by the CDS system?®. No ponder, nowadays a great
number of healthca %&5 the world over are embracing and utilizing EMRs with
functionalities such asM&Mnical Decision Support (CDS), Computerized Physician Order Entry
(CPOE)and@ Information Exchange (HIE) that have irrefutable possibilities to enhance
quality o thcare services delivery. Some nations have really gone past incentivizing the

t utilization of EMRs by experts and healthcare facilities to instituting punitive
measures to curb non-compliance. On the other hand, a few schools of thought opine that
computerization made a slight contrast in quality?’. Additionally, other surveys discovered that

EMRs utilization was not related with quality outpatient care *°.
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They contend that simply adopting and utilizing EMRs is not solely adequate for the delivery of
quality healthcare services, but that the application should be coupled with other frameworks
such as clinical decision support, registry capacities and care delivery changes such as group or
team-oriented approaches. A comparable study detailed that there is a decline in health

information management professionals human empathy and sympathy consid \ to
patients amid clinical sessions due to electronic health records use?®'. The schd\@ r insist

that medical care-givers some of the time tend to disregard or come up short% ond suitably

to alerts from potential threat alarms due to the large volume of notifidations they receive daily.

This according to their research results in increased patient %E

(EMR) systems, defined as "an electronic record of heal information on an individual

ectronic medical record

that can be created, gathered, managed, and cqn by authorized Health Information
Managers and staff within one health care orp@&on have the potential to provide substantial
benefits to Health Information Managers, @ractlces and health care organizations®?. These
systems can facilitate workflow a ove the quality of patient care and patient safety.
Despite these benefits, wide pr&i&ﬁ

ption of EMRSs are low; a recent survey indicated that only

4 percent of health i:% ported having an extensive, fully functional electronic records

system and 13 perc%)
O

EMR being the acronym for electronic medical record, which is a digital version of the paper

rted having a basic system!>.

medical record that has been used for years. The EMR replaces the older and bulkier record with
a much more efficient and easily accessed records that is conveniently stored online or in the
cloud. An EMR contains a great deal of information about each patient, and this information can

be accessed by all providers within the healthcare team. It will contain the patient’s medical and
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surgical history, allergy information, treatment history, current, and past prescriptions, and other
pertinent information that can be used in making future medical decisions **. EMR which are the
digital equivalent of paper records at a health facility, contain general information such as

treatment and medical history about a patient as it is collected by the individual medical facility>*.

An electronic medical record (EMR) is a digital version of all the information typically found in
a healthcare facility: medical history, diagnoses, medications, immunization dates, allergies, lab
results and doctor’s notes. EMRs are online medical records of the standard medical and clinical
data from one hospital, mostly used by providers for diagnosis and treatment. Comprehensive
and accurate documentation of a patient’s medical history, tests, diagnosis and treatment in
EMRs ensures appropriate care within and outside the healthcare facility especially with
referred cases. EMRs are more than just a replacement for paper records. They effectively allow
communication and coordination among members of a healthcare team for optimal patient care.
Its natural evolution began in the 1960s when we began to see “problem-oriented” medical
records (like we understand them today) instead of just the diagnosis and treatment a Health
Information Manager provided. This was the first time that third party facilities were able to
independently verify the diagnosis. EMR systems provide a wide range of functionality and user
interfaces, and become the hub of all clinical activity in the hospital. The EMR system is used
daily for processing payment and insurance claims, scheduling patients appointment for
consultations, sharing information with other staff within the clinic, adding new patients, as
well as updating and recording patient information. EMR software systems also enable clinics
to seamlessly integrate the regulatory and reimbursement changes of Meaningful Use attestation,
ICD-10 and HIPAA 5010 requirements®>. Electronic Medical Records (EMRs) are one of a

range of digital health solutions that are key enablers of the data revolution transforming the
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health sector. They offer a wide range of benefits to health professionals, patients, researchers
and other key stakeholders. However, effective implementation has proved challenging®®. The
electronic medical record (EMR) is an enabling technology that allows physician practices to
pursue more powerful quality improvement programs than is possible with paper-based records.
However, achieving quality improvement through EMR use is neither low-cost nor easy but by
seriously ensuring utilization *7. Electronic Medical Record or “EMR” means the collection of

health information relating to a Patient and stored in an electronic format.

Electronic Medical Record or “EMR” means an electronic syste \a\to enter, maintain and
store Patient clinical information, including such informat ired under applicable state
law and federal regulations, and maintained by %re facility. Electronic Medical
Record means a digital record from whic { s, conditions, diagnosis, treatments,
prognosis, and the identity of the patient t@ hese things relate can be readily discerned and

verified with reasonable certainty. E%)mc Medical Record means an electronic record of

health-related information co%n/ a person that can be created, gathered, managed, and
Ith

consulted by authorized H& X

organization. Ele{w edical Record means an electronic record of health—related

formation Managers and staff within a single health care
information t es patient demographic and clinical health information and has the
capacityyto de clinical decision support; to support physician order entry; to capture and
quer@rmation relevant to health care quality; and to exchange and integrate electronic health
i&ation with and from other sources 3. Electronic Medical Record. (EMR) means the
collection of health information relating to a patient of a health facility, electronically stored and
managed by the hospital. EMR may also refer to the licensed system that contains a patient’s

medical information. Electronic Medical Record means a record of a person's medical treatment
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created by a licensed health care provider and stored in an interoperable and accessible digital
format; it is a computerized medical record used by the Institution that provides medical care to
individuals. The US Department of Health and Human Services explains an electronic medical
record (EMR) as a computerized form of a paper chart that has all of a patient’s hospital
treatment history from one health facility *°. It additionally describes the main o \ of
EMRs as utilizing computerized formats of records to track and observe patient, ifaft ton over
time, recognizing patients who are due for care, and enhancing collective q% patient care.
EMRs apart from increasing the quality of patient care, also en significant proficiency
savings for health facilities individually and the healthcare ork)collectively. A study 40
notes that the savings can be as a result of reduced hospi joh¢managerial time of care teams,

and the innovative utilization of medicine and radi saves estimated enormous funds in

billion per year for both ambulatory and inpa@e. Ultimately, EMRs improve the exactness

and productivity of repayment components(‘”. \

Challenges pointed out by son@ in Nigeria on health data and healthcare quality include
poor quality of data, i ‘ok{le.te data, inconsistencies in data reporting and untimely data

submission*?4344, factors fueling this problem is the dependance on manual method of
(Y

data capture gards to this, the need for a useful well driven computerized health information
adminis% been clamored to fortify the healthcare system*’. Meeting the challenges of data

the Healthcare industry is often daunting due to inadequate human resources,
substindard infrastructure, lacking financing component, insufficient political will and poor ICT
knowledge and skill for health documenting. In organizations where EHR was grasped, there

was the deployment was partial so full potentials could not be achieved*® 4.
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There's a noteworthy potential for EMR to provide cost-effective, quality health care, and
investing on EMR frameworks by governments and healthcare systems is expanding around the
world. In any case, there remains a pressure between the utilization of EMR in this way and

implementation. Moreover, the expansive body of audits within the e-health execution field,

regularly based on one specific technological innovation, setting or medical condit%{ e it
hard to arrive at a complete and understandable summary of accessible proof @

option

and implementation *% Innovation is utilized broadly to administer health ca nd the world

49,50 e-Health (the application of data, computer or communication @S@ﬁ to certain aspects
of health or health care) is seen as fundamental for tack@lbs confronting healthcare

frameworks of expanding request, due to an agei g\\& ce, better medications, and

constrainedresources’!. §

However, in spite of the fact that there's @rtion about the significance and potential
1t

benefits of EMR, realization of these s often been slower than expected, mostly due to

challenges with implementation €. ample, a health service survey stated the need to make

better use of available h techiologies and acknowledges that health facilities previously
.

failed to make best ese because of difficulties in understanding how best to adopt and

implement th& plementation failures continue to be reported, leading to reduced

performant &@ oralized staff and wasted scarce resources 4. This points out the solid need for

thos@e aking the usage of EMR to be knowledgeable in variables that impact execution and
&1 prepared to plan techniques and interventions to enhance the far-reaching compelling
usage of e-health and deal with challenges to implementation. One issue with the current
EMR usage manual is that it is divided over numerous subspecialty areas °>. With numerous

surveys on the execution of diverse innovations available, it may be hard for Health Information
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Managers, managers or policymakers to find and apply an adequate body of proof for

their particular circumstances

Usage of EMR refers to the healthcare delivery need satisfying power of EMR. It is a quality
possessed by EMR service to satisfy healthcare needs. Characteristics of Usage entails being
subjective, relative and useful. Utility and Usefulness from the perspective that anything having
utility does not mean that it is also useful. If a service possesses want satisfying power, it has
utility. But the consumption of that service may have benefits and risks thereby being both
‘useful” or ‘harmful’. Thus utility is not usefulness. Usefulness is a subjective and psychological
concept. It means utility of a commodity differs from person to person. Services are useful to
those who accustomed to it, but it has no utility or usefulness for those who do not need it, utility
of different commodities differs from person to person. Therefore, utility is subjective.
Usefulness is a relative concept. A commodity may possess different utility at different times or

at different places or for different persons®.

Endeavors are being ma as.segs EMR utilization, to survey the degree to which the use of
particular capacitj % the EMR was being measured, and to evaluate how utilization
information tfat gdlected is regularly utilized. Endeavors to monitor EMR utilization
changedyco gy from hospital to hospital, relying partly on the availability and accessibility of
IT a organizational size and presence of canned reports inside the EMR framework and

s& facility. Generally, smaller clinics don't collect or survey utilization information. Most of
the time, the review logs are a source of data to evaluate which healthcare worker accessed
distinctive or particular feature of the EHR. This was to a great extent done to guarantee the

security of patient records.
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Many different Electronic Medical Records Software exist. Each provides various functions
tailored to specific and unique needs, but all Electronic Medical Records Software should
include basic functions namely Security Control which is a feature is crucial to control access to
information. An EMR software should have a mechanism to safeguard documents that are
exempt from disclosure and allow access to those records which should be ma \ cly
available, Addition, Designation, and Version Control that ensures the Elgctr edical

\ument as an

Records Software allows users to add documents to the system and deﬁi

original record. It should also automatically assign the correct ver$t lgnation, Metadata

Capture and Use that facilitates the user to capture and use the opriate metadata according to
an a health facility’s needs®? With the known signifi Rs, effective execution is
basic so that the application can achieve its full pgte . Be that as it may, “there is a strong

learning curve with the EMR, and most hospi j&ve their own system which usually requires

some kind of intensive indoctrination in thé\forg» of mandatory instruction” 3°.

EMRs are for the most pxj imple to actualize both technically and organizationally since

EMRs need to gather :Q’l

correspondence S)%J hich dwell on numerous non-connected ICT islands with varying

structures, @\ levels of granularity, and diverse code systems®’. For example, errors and

ion from “laboratory systems, pharmacy frameworks, and doctor

irreg@ EMR information have been famous on genetic phenotype and intracranial

R

major impact on therapeutic care delivery®® >°. Later studies moreover note the need for well-

(ICP) monitoring, and those information quality challenges alone have

coordinated organizational planning, care-giver training, and training support by IT staff . In

this sense, their execution takes after that of enterprise resource planning (ERP) systems that
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are broadly utilized by numerous firms and non-profit organizations to cover non-medical
managerial functions like human assets, book-keeping and productions. Similar to ERP systems,
EMR frameworks can offer operational, managerial/regulatory and organizational benefits
to different partners %192, Every Electronic Medical Records Software must be equipped with

records management capabilities. Software with a records management com% are

sometimes referred to as an Electronic Document and Records Management Sys MS).

An Electronic Medical Records Software may provide storage within the so or the ability

to work with an adjunct storage system. An Electronic Medical Re@fﬁvare should allow

users to search every word in an entire document while ot@s only provide metadata

searching capabilities. Automatic Conversion capability, \%

automatic conversion of a document from one file @nother (e.g. from a Word document

to a PDF) after the file has been designated a\& rds2.

Nigeria is witnessing continuing@ and increase in number of individuals yearning for

he user the ability to execute

computerization of healt@ and healthcare processes. However, little is known or
sought about the opi 'OQ
implementation a@)bningful use of health information technology in the country .

Challenges ted with the implementation of EMRs in Hospitals in Nigeria include

¢ diverse healthcare providers who would ensure the successful

infragtruc issues like power supply and inadequate ICT equipment; human factors issues like
i e computer skill among non-medical and non-clinical staff; as well as political issues
such as poor administration, corruption and financial constraints. While the participants believed
that willingness of the Health Information Officers to adopt the EMR system and good

knowledge of computer use among the Health Information Managers were prospects to

33



implementing the EMR, the participants agreed that benefits such as improved access to and
enhanced confidentiality and safety of patient data as well as enhanced service delivery will be
derived from implementing the EMR at the hospitals where they work . These potentials of
EMR are laudable but the opinions and perspectives of the Health Information Management
Professional who would drive both implementation and meaningful use of EMR % ral
parts to a successful deployment and usage The metrics adapted for usage of K iggmedical

records are purpose of use and frequency of use of EMR®%. The usage (% onic medical

records is greatly reflected in its purpose and frequency of use. \’\ \

The purpose of use of EMR systems are to automate t eg&operations of Healthcare
providers and ultimately improve quality, nd efficiency ¢7- 6% ¢ They

empower computerized storage of pati& icluding charts, with hospitals for
following patient demographics, clinic ﬁ?s{o ies, drugs, test outcomes and other sorts of

patient-specific clinical data, as e%the costs attached to the services rendered. It can

precisely capture the condition o patient at distinctive stages and encourage access to the

complete patient histo ithin @ moment. The framework normally entails a single modifiable
record that is @ updated as actions are documented on it and this
subseque &ggcreases the possibility of information replication.
It enc productive extraction of therapeutic data for examination and

c%@:dit and eliminates the logistical challenges related with paper-based medical records.
M

E systems have essentially become a regular feature of the healthcare industry in developed
nations, and their adoption in numerous developing nations is on the increase since they help

promote qualitative healthcare. They also create a platform for an assortment or array of

computer program applications that offer advantages to patients and HCPs. A complete EMR
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application may incorporate clinical and pharmaceutical regulatory features with decision-
support for healthcare professionals and administration. EMRs additionally encourage
increased proficiency, advancements within the exactness of clinical records, drug store
stock administration and bookkeeping 7% 71 72. 73. 7475 The potential abilities of electronic
medical record systems is that an efficient EMR application would be adequate & tile
for accommodating fitting computer program applications which can help ¢ ity in its
activities and empower it to be able to address numerous of the operati@llenges. An
EMR application can incorporate pertinent monetary bookkeeping raw bundles, including
those with features for observing money related exercise % e application program.
These incorporate particularly created applications fo z‘ﬁ transactions and mitigating
the chance of asset misappropriation. These mighd i ate arrangements for audit trailing
to monitor transactions exercises within th@@@zation and minimize the dangers of fraud
and untrue claims. Within the region of enltancement of quality of care, It is a standard
necessity of EMR programs to e access to patient hospital records by endorsed
healthcare staff 76 77 78, 79, 80, \%/
™
Such applications QJ ionally encourage data sharing between the different authorized users,
which can m% ified to different care settings, including all endorsed internal and external
Stakeho ¥! Suitable computerized decision support systems with highlights for enhancing
ecision-making can be included. These incorporate giving timely access to patient's

current medications, therapies and interventions amid treatments to avoid adverse drug—drug

interactions and to facilitate compliance with standards of best practice. The system

35



canmoreover accommodate suitabledisease management tools, including health facilities for publ
ic health advancement. With respect to Operational administration, The EMR application can be
as valuable as it is planned to serve, inside the limits of current electronic technology.
For illustration, it can contain an appropriate project portfolio administration instrument which
can encourage centralized administration of the processes included 8>, The tool can \ e
to track asset levels, screen utilization of services and oversee staff-related uch as
workload, stock levels, estimate required human need levels and tr%\M There are
commercial program bundleswith reasonable interfacing for conso@m and access to such
information can be confined to properly assigned staff by the of secured (password based)
facility 8. An EMR application with an stock checkin ent can enable all partners to
function inside commonly concurred ter% e least standard of delivery
required of the services by the way o rmance targets, which each stakeholder
can screen autonomously. The hospital c@ utilize the EMR application to plan standard
working methods and train thej v\ el on such methods for successful adoption and

maybe, also incorporate a ang for incentivizing usage compliance and combating non-

S

Functionali@tlmely identification and addressing of challenges can also be consolidated

compliance®’.

into 6 tion to guarantee smooth running and maintenance of the EMR application itself.
a

D

delivery levels by all stakeholders and not only for care-givers and regulators, recognize the

cking and auditing system can also encourage assessment of beneficial service

challenges and start necessary actions for improvement. A strong EMR application can be

configured to incorporate bio-metric readers like fingerprint recognizable component. Such an
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arrangement can encourage validation of bona fide enrollees at service delivery points and
additionally serve as a means of increasing the credibility of authentication for the statutory
authorization process. Without a doubt, a template for electronic photograph recognition tool can
be added. It is basic that service providers are paid timely, to empower them to oversee their cash

flows viably and be able to continue to provide their services uninterruptedly. Platf@%i\ch
5

work on paper-based records and paper-based charging frameworks are related X cted to

bills riddled with a variety of expenditures , most of which are avoidable wit% nic billing®®
87, Computerized billing moreover offers advantages such as time‘@: sing and payments.
For example, the normal turnaround time for claims ranges fi fey weeks to months within
the NHIS paper-based billing platform, which ca igfificantly reduced under an
efficient electronic billingsystem®. From practice és% and literature, the advantages from

EMR systems significantly exceed the cost with its selection and usage®®- °% °1-92, The

computerized billing system can enc@e an proficient transmission of claims to

the assigned clearing house for hangh the push of a button — guaranteeing that the claims
are delivered on a precis&i 1 basis, quick validations are gotten and real-time status
checks can be condu 1 ﬁmely information on the stage of each claim being prepared.

EMR is a maj & Gni nd administrative tool but require funds to initiate and sustain it”2.

e%‘ering increment in the adoption of electronic medical records (EMR) over the past

MR usefulness has advanced from fundamental to more nuanced usefulness
including computerized provider order entry, investigative result administration and decision

support. As EMR gets to be progressively commonplace and institutions and health care
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providers ended up progressively acclimated in utilizing and customizing tools to document
clinical experiences, there's a developing new capacity to save discrete clinical information
components that can later be mined for clinical data. Particularly, the efficient utilization of
EMR information will be for nonstop improvement and research purposes to improve quality,
safety, results, bills and effectiveness of care, while lessening wastage, mistakes and on.
The pace of progresses in clinical knowledge continues to accelerate thcare
providers are challenged with acclimatizing modern information while% ng what has
previously been learned. Within the health callings, quality of caz@ 1s most basic from

both a human and a trade viewpoint. The total costs attac@r quality, waste, delay,
1

and redundancy in care, as well as preventable unfav, th events are great. Health
Information Manager utilization and efficiency m@ts have centered on outcome (e.g.
number of patients seen per hour), procedur@@des (e.g. central venous catheter insertion)

and other clinical care measures (e.g. c&c} ntimicrobial medications for respiratory tract

conditions)’2. @
When connected to s @réview and feedback that delivers timely concise input, these last
eb

mentioned measurgm: can be utilized to advance more noteworthy adherence with proof-

based practi Ithcare workers who more regularly utilized the quality metric guides were

prescribe medications and procedures in compliance with industry stndards.

pfon communication technologies (ICTs) are currently being used in developed and
developing countries to improve access, effectiveness, and efficiency of health care®® 3. The
electronic medical record system (EMR) as one of the supportive systems has great potential to

address the main challenges of healthcare systems®. Incorporating EMRs into the healthcare
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system is not all about modernizing the health system, but is about saving lives by facilitating
communication and practicing evidence-based decision-making®®. Even though the EMR is an

essential tool for the healthcare sector, the adoption and utilization of EMRs remains low in

N\

While some studies generally report positive improvements in care with EHR u e@h

mixed, °% ° and some show negative effects on quality of care3% 19 10% . There are

developing countries®.

indications that when more mature, or advanced EMR use exists, 1 @1 Tor example, better
integration with workflow, increased positive effects may ;—Nlm’ 104 Therefore, it is
important to be able to assess EMR use effectively, so ¢ gﬁk between use and outcomes
can be further explored. There are signs of significagt tS*underway to evaluate the purpose of
usage of various EMR features and abilj g\t granular levels. For hospitals that are
monitoring EMR usage, one of the comanJ dicators being observed was the quantity or
frequency of electronic lab reque were ordered using the EMR application and the
quantity of lab results/outco t were obtained electronically. Additionally, Individual
hospitals have creat %ﬁ:‘nt levels of monitoring to evaluate how rapidly lab results
were viewed by c&-) rs once they are accessible within the EMR and how expeditiously
clinical not@e endorsed with signatures once completed!?. Other capabilities that were
mon@ uded quantity of electronic notes were made and validated by signing, and the

D

hospitals reported that they additionally monitored different other clinical decisions support

f prescriptions were requested utilizing the e-Prescribing feature of the EMR. Some

capacities within the setting of how many Smart Forms were being utilized, quantity of

medication alarms were fired, and care-giver reactions to these cautions. Many hospitals

39



reported that the EMR permits for health information management professionals to set their
customized limit for cautions and updates inside the limits of the facility’s settings. These

facilities reported monitoring how limits were being adjusted by care-givers at the various

Some hospitals implemented very robust capability to assess utilization of EM\%- s: at the

level of use of specific tools and daily procedures. At hospital leve$

location!®®.

monitored
features such as the number of patient visits, drugs viewed,\sum\and sorts of bills

generated, seeing and requesting of laboratory servicesﬁ@rra and the utilization of
e

structured charts by the health workers. For lawful reas % Information Managers were
required to “lock™ all clinical notes by digitally sig 'n% Utilization appraisal monitored the
number of notes left unsigned for eachgfcatésgiver at each service point. The health
facility also endeavored to see if there we@ patterns of clinical decision support overriding

hypersensitivity alarms. EMR ion appraisal inspected whether care-givers accessed the

or suppressions within the syste @ved both the recurrence and seriousness of drug and

e-Prescribing feature Q at rate. At the healthcare professional level, usage assessment
Q

was on the use o@)

laboratory @ , and examined the proportions of failure and success!?’. In common, for

tem by Health Information Managers, the use of radiological and

health fac that were presently measuring EMR utilization, there was a noteworthy level of
y in terms of the sort of information collected. All clinics reported that they are able to
track utilization both at the facility and at the healthcare professional level and survey the

utility of particular functions. Utilization information was less demanding to get to especially
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around fundamental features such as the usage of formats, completing insurance data, and
monitoring the capacities inside the EMR system which had been inactivated. However,
observing Health Information Manager usage of more advanced functionalities (e.g., CDS) was

specifically challenging. Healthcare institutions have to closely work with their clinical staff to

identify the measures of interest and decide how this data could be displayed in a wa @d
be most valuable to the hospital'®. \é/

Health facilities reported a number of distinctive issues related apturing and analyzing
utilization information which included not having any sta s oprules for choosing what
they ought to track to evaluate utilization, what were t asurements to utilize and any
standard detailing templates!?’. It was moreover woted that once the measurements had
been chosen, a reasonable quantity of ef % needed to get a clean set of utilization
information so that it might more viably\ge uftlized for reporting. Additionally, some of the

facility systems found that havii@volume of data accessible did not essentially mean

a comparable level of valuab may be abstracted. Rather, it was likely to introduce
complications or obs Q&rﬂ”ethod of analyzing the results. health facilities had to adjust
the need for gettit% by point reports with putting preference on monitoring things that
were either@ le or viable. Most EMR programs anticipate that hospitals would desire to
mea@ iled usage data hence these features are not in-built. As a result, a

D

facilitate granular levels of utilization information. In some instances, hospitals that had in-

le amount of uniqueness was required to current reporting capability to

house mastery attempted the configuration and customizations that were essentially necessary

whereas in other cases the organization worked closely with their service provider to construct
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custom reports. Numerous hospitals reported that information was being collected and put
away within the EMR framework but getting to this data in a significant way demanded notable
effort. Given that a critical level of experience was required with the vendor application as well
as with regard to creating and producing custom reports, numerous facilities noted that this
would not be an exercise that smaller hospitals would be able to embrace and sust S\ eir

own. In most cases, concentrating on EMR usage was at the center stax% us and

evaluating usage of the different functionalities within the EMR was mostly% rted after the

major adoption issues had been sorted out and the hospitals h@ fed into the EMR

maintenance mode EMR!19, <& )

N

Components within an EMR include: patient registration, appointment scheduling, patient
encounters documentation, prescriptions, document management, labs/imaging Investigative
requests and reports, Billing, clinical decision support, interoffice communications among
others'?. It is thus important to develop a comprehensive, multidimensional set of measures for
evaluating EMR use. Multifunctional EMR use is defined as “Uses of electronic medical records
and at least two electronic functions in each of the following four domains: generating patient
information, generating panel information, order entry management, and routine clinical decision
support!!!. Tt is expected that assessments of use should take into account more than just the use
of multiple EMR functions. Therefore, multidimensional assessments of electronic medical
record (EMR) use could go beyond these traditional measures to include, taking into account the
way that the EMR is used during patient encounters, exploring the way that different Health
Information Managers use the EMR, understanding how the EMR is being used by a team of
practitioners versus an individual, and evaluating degrees of function use'!!. Investigating

standard for IT use by both people who use IT often and those who do not, asserted that people
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who use IT often have a higher standard of IT use!'?

. Furthermore, surveys are commonly based
on the assumption that the frequency of technology use can be estimated. This is usually
measured as the reported frequency of use, for example, from “No time”, “1-30 minutes per
day” to more than 6 hour per day” . However, such a scale is prone to fail when measuring
infrequent but intensive phases of technology use; moreover, it does not account for the quality
of time spent with the technology. Other studies have shown that frequency of use of information
system varies between daily, weekly, monthly and occasionally®®. Current approaches to
assessing the degree to which Health Information Managers use their EMRs in day-to-day
practice focus primarily on the use/nonuse of component parts of the EMR—i.e., functions of the
EMR such as ordering laboratory tests. Therefore, unidimensional (for example, asking if the
EMR is used yes or no), and binary measures of EMR use (for example, those that simply ask if
an EMR function is used — yes or no) may be inadequate to evaluate actual use; positive
outcomes associated with EMRs may be better gauged when multiple dimensions of EMR use
are taken into account. In as much as there are tremendous merits attached to the usage of EMR,
it must be subjected to the guiding ethics of medical practice to facilitate desired outcomes as

power without control is often hazardous. As such the mediation of medical ethical practices are

discussed next.

2.1.2 %}t of Ethical Practices

esd’ medical ethics first dates back to 1803, when English author and physician Thomas

Percival published a document describing the requirements and expectations of medical
professionals within medical facilities. The Code of Ethics was then adapted in 1847, relying
heavily on Percival's words''3. Over the years in 1903, 1912, and 1947, revisions have been

made to the original document!''3. The practice of Medical Ethics is widely accepted and
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practiced throughout the world'!"*. Medical ethics describes the moral principles by which a
healthcare provider must conduct themselves. Medical or Healthcare ethics are simply a set of
moral rules, principles, beliefs and values that guide healthcare providers in making choices

about medical care. Central to healthcare ethics is our sense of right and wrong and our beliefs

about rights we possess and duties we owe others. Ethics of healthcare ensures care gi Qa}e
choices that are right, good, fair and just''4. \%

Ethical practices is being in compliance or accordance with widely @fqﬁ\of behavior, or of
written standards of conduct adopted by the members of %s ion. Its is the accepted
principles of right and wrong of an organization or profe : cs is the branch of philosophy
that deals with the distinction between right and wio %\ the moral consequences of human
actions. The study of fundamental principle \N define values and determine moral duties

and obligations. It is the branch of philosophy dealing with values pertaining to human conduct,

considering the rightness and wr actions and the goodness or badness of the motives

ematic rules or principles governing right conduct. Each

and ends of such actions.l{iit
practitioner, upon eang p‘rofession is saddled with the responsibility to adhere to the

standards of ethic&r)

that bargai itihthe qualification between right and wrong, with the morality consequences of

e and conduct set by the profession!!>. It is the aspect of philosophy

humg ies.'1® It is the study of fundamental principles which define values and

e moral duties and obligations. Moral codes of practice concerned with: behavior '!7.
Ethics is a branch of philosophy that examines rights and wrongs, what should or ought to be
done. Dictionary of medical ethics described clinical ethics as "the obligations of moral nature

which govern the practice of medicine" ''8. Clinical morals pertain to application of the science
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and understanding of morality within the medical and health sciences field. The objective of
medical morals is to increase the safety and quality of medical care. Morals are central to
medical practice for two reasons: firstly, morality contemplations cannot be dodged when health
information management professional and patients must select what need to be done from among
the numerous things that can be done for a patient in a specific clinical cir &{ ce,
and, secondly, the concept of premium clinical practice infers that both techiic moral
contemplations are taken into account'!*'?!, The most seasoned (morﬁ&ZSOO a long
time ancient) therapeutic code is Hippocratic Corpus, also known a f&l Scratic oath, which
incorporates several components that emphasize the commitm afients well-being!'?2.
N
Religion, social development, and patient and he th%ofessional conduct have all had an

impact on the medical ethics that have evoly, %ngh the years. The human rights movement

has also recently had an impact on medic&\tﬁms. The human rights movement's basic tenet is

that patients should have the autg c@hake their own informed decisions. Human rights are
a major social force that s'gnh%‘y and favorably affect medical ethics and health care!?.
Clinical ethics is base Q%id%a that practicing medicine is a moral endeavor. People who are
ill urge health informa management professionals to assist them in getting better, and these
professiona@ to be morally and technically qualified to do so. The process of healthcare
professional~patient accommodation, in which a decision is made jointly that a patient places his

re in the hands of the healthcare professional and the healthcare professional

acknowledges his or her ability to care for the patient, reveals this moral framework 2123,
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The medical community today adheres to a number of ethical standards. These include
independence, goodness, loyalty, justice, and utility. Respect for a person's right to self-
determination is referred to as autonomy and refers to a patient's preferences for their medical
care. Being beneficent implies helping sufferers. Faithfulness to a healthcare professional's
obligations and duties is emphasized by the word "fidelity." Justice requires that a@&a\re
provider decide on a patient's care in a fair and impartial manner. The idea of utility sts that
healthcare professionals' efforts should produce positive outcomes, maximig%a\ient benefits
while minimizing resource waste!2% 127, The foremost objea@o ctinical morals is
to improve the quality of patient care in terms of both the me@ sult of care. The need for
clinical morals rests within the truth that any, g‘a\& choice making includes
2 components—a specialized choice requit@application of information of
essential and clinical sciences to t& tient's present issues, and a moral
component demanding that the technicall@hpriate choice is additionally ethically faultless.
The technical component tells us Q@oe done, the ethical component, what have to be done

for the patient. The blendin&s e ¥¢Chnical and ethical measures in clinical choices focuses on
shared or combined CEQ k‘lng; that is, bordering on making choices with, as well as for,
the patient!?’. &

New t&uestions are currently emerging in a variety of fields, including the quickly

Clinical ethics' future course will be influenced by sociocultural pressures, the medical

¢ fields of palliative care, reproductive biology, gene therapy, genetic engineering, etc.

technological revolution, the expanding idea of patient autonomy, and the litigious culture of the

day. Goals, priority setting, public education about patients' rights and responsibilities, the
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development and maturation of the professional discipline, resource allocation for health policy
planning, finances, and human resources, and concepts of biomedical ethics to prevent ethical
conflicts, confusion, and misunderstanding between patients and Health Information
Management Professional and remodeling of the healthcare professional-patient relationships
with a gradual shift from traditional paternalism to a patient-centered model are \ n
which clinical ethics will play a significant role in the future. This review proyides erview

of ethics and clinical ethics. The four fundamental clinical ethical prin@ is book will

emphasize—Dbeneficence, non-malfeasance, autonomy, and justice ned and discussed..
Confidentiality/privacy is a common denominator of all t (@nents of clinical ethical

practices aforementioned. It is the main clinical ethics i ayregards EMR and will be the

focus and metric employed to measure ethical pract@s work
The notion of autonomy gives rise to the ringiples of informed consent, stating the truth, and
secrecy, each of which is exag;be ere are usually ethical dilemmas in patient care

circumstances, particularl}@k{n/ neficence and autonomy. Making judgments about patient

care in various circu<i esNis a key duty of a practicing health information manager. These

choices entail mo‘e t

backing (he% a)'?%. Since the healthcare professional has an ethical duty to (i)benefit the

just picking the best course of action. but in providing evidential

patie W avoid or limit harm, and (iii) respect the patient's views and choices, ethics is a

tal and integral component of clinical medicine '?8. Can health information
management professionals develop their ethical abilities to better fulfill this duty to uphold the
law? The study of the origins of morality and the particular moral decisions that must be made

falls under the broad umbrella of ethics. Normative ethics aims to provide an answer to the query,
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“Which general moral norms for the guidance and evaluation of conduct should we accept, and
why?” 129,
Since they cut across cultures, geographies, faiths, and other group identities, certain moral
standards for proper conduct are shared by all human beings and make up common morality (e.g.,
not to kill, or harm, or cause suffering to others, not to steal, not to punish the inn \ be
truthful, to obey the law, to nurture the young and dependent, to help the suf@ rescue
groups based
on their culture, religion, or line of work and include obligations, v@ta}&dards of conduct,

and other things. A relevant illustration of specific morali the)healthcare professional’s

those in danger). The term "particular morality" refers to rules that apply to%

“accepted role” to provide competent and trustworthy their patients. To reduce the

vagueness of “accepted role,” healthcare professi@l, state, and national organizations

have defined their norms. It should be ackno }éq, nonetheless, that following these rules may
not always uphold moral standards as thg codes have stated. “often appeared to protect the

profession’s interests more than <og‘ broad and impartial moral viewpoint or to address

issues of importance to pati nt% ciety” 130,
& .
As a result of @ heinous mistreatments of human subjects in research, medical

interventim@&ut informed consent, and experimentation in concentration camps during

Worlg »as well as positive developments in medicine and medical technology and societal

bioethics quickly expanded from being primarily concerned with professional conduct
and codes to its current status with a broad scope that includes research ethics, public health
ethics, organizational ethics, and clinical ethics. The four pillars of ethics are beneficence, non-

maleficence, autonomy, and justice, which together make up the fundamental principles of ethics.
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The first two date back to Hippocrates' "to help and do no harm" maxim, whereas the final two
developed later.. Thus, the patient's best interest is emphasized as a goal in Percival's book on
ethics from the early 1800s, but autonomy and justice are not included. However, justice and
autonomy came to be recognized as significant ethical ideals over time. The Principles of
Biomedical Ethics by Beauchamp and Childress is a modern classic because it expl@e\ 4
principles and how to put them into practice while also outlining other alternati\e\%

N

A number of moral principles are supported by the principle of & de, which requires

medical professionals to act in the patient's best interests. The@ﬁes include protecting and
at

defending others' rights, preventing harm, removing ¢ will cause harm, assisting
§1

those who are disabled, and saving those who are i% It is important to emphasize that the
language used here is one of positive congdifions rather than non-maleficence. The guiding
principle mandates that patients' welfare ang begefits be prioritized over merely preventing harm..

While Health Information Marig?%ﬁessional’ beneficence conforms to moral rules, and

is altruistic, it is also true K‘: mady instances it can be considered a payback for the debt to

society for education ETQS

themselves (learning

sidized by governments), ranks and privileges, and to the patients
research). Non-maleficence is the obligation of a healthcare
professiona@[ arm the patient. This simply stated principle supports several moral rules —
do not ki not cause pain or suffering, do not incapacitate, do not cause offense, and do not
thers of the goods of life. The practical application of non-maleficence is for the
healthcare professional to weigh the benefits against burdens of all interventions and treatments,
to eschew those that are inappropriately burdensome, and to choose the best course of action for

the patient. This is particularly important and pertinent in difficult end-of-life care decisions on
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withholding and withdrawing life-sustaining treatment, medically administered nutrition and
hydration, and in pain and other symptom control. A healthcare professional’s obligation and
intention to relieve the alleviation of a patient's pain through the use of appropriate medications,

such as opioids, outweighs any anticipated but unintended negative effects or results (doctrine of

double effect)'?!-132, ®E

The philosophical basis for autonomy, as understood by philosophers'® and \rledged as an

ethical norm, is that all people should have the ability to make | decisions and rational
decisions, and each should be given the opportunity to use t (af@i y for self-determination
133, Justice Cardozo reinforced this moral precept in a cou&n n 1914 with the epigrammatic
dictum., “Every human being of adult years and soun: nd has a right to determine what shall
be done with his own body” 34, Autonomy n&}&aalanced against conflicting moral values, as
is true for all four of the principles, and i({)\ys cases may be overruled. An apparent example
would be if a patient's autonom t results in harm to another person (s). The idea of
S

autonomy does not apply t&pe?p\,

as newborns and chi

developmental ill‘ess.

procedures @e luating ineptitude. However, a strict distinction between incompetence

o lack the ability (competence) to act on their own, such

ahd “those whose incapacity is caused by a physical, mental, or

overnments and healthcare organizations both have policies and

(detﬁ a court of law) and incapacity to make health care decisions (assessed by medical

D

a patient's lack of decision-making capacity based on a physical or mental disorder has the same

als) is not useful in practice because a Health Information Manager's determination of

practical implications as a court's finding of incompetence. '*°. Detractors of the autonomy

principle challenge the emphasis on the individual and suggest a more expansive idea of
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relational autonomy (shaped by social relationships and complex determinants such as gender,
ethnicity and culture)!*¢. Even in a developed western nation like the United States, whose
culture is heterogeneous and attitudes on the necessity for full disclosure and decisions regarding

life support differ from those of the majority white population, some minority cultures have

distinct beliefs (preferring a family-centered approach) '*7. ®E

In non-Western societies, resistance to the concept of patient autonom% its offshoots

(informed consent, confidentiality, and truth-telling) is not su

Management Professionals' use of paternalism in cultures wit{g@

a group's traditional values,

ing. alth Information
ed beliefs and traditions
primarily results from beneficence. Culture, which is
social structures, and physical characteristics, is nots or independent; rather, it evolves over
time in tandem with other developments. \uk'qlg that the patterns and responsibilities in
healthcare professional-patient relationshi&hj have been in place for more than 50 years still
apply is presumptuous. Therefore i analysis of paternalistic medical practice is required
due to factors such as eco om\lbil}@technological advancement, increased socioeconomic and
educational levels am e f)ulation, globalization, and a shift in society toward emphasizing
the patient as an i@) | rather than a member of a group. Research that incorporates well-
structured @wires on demographics, patient preferences for informed consent, honesty,
and role 1 ision-making can accomplish this necessary analysis. In order to ensure informed

nd honesty, the concept of autonomy requires that healthcare professionals provide
patients with the medical information and treatment options they need to exercise their right to
self-determination., and confidentiality'*8. The patient or subject I must be competent to

understand and decide, (ii) must receive a full disclosure, (iii) must comprehend the disclosure,
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(iv) must act voluntarily, and (v) must consent to the proposed action in order to provide
informed consent for a medical or surgical procedure, or for research. The global application of
these requirements, which are based on and evolved in western culture, has encountered
considerable opposition, and it has been suggested that another set of requirements be created to
take into account cultural norms from other nations '*°. There must be a core of huma \that
we would desire to see honored globally, despite variances in their superficial e% » Angell

%Xonsent. local

wrote in reaction and in vehement defense of the five prerequisites of info

fi
custom's influences'*’. Since competence is the primary prerequisi@{o}med consent, it is

important to be able to spot incompetence. <& )

\

The generally accepted criteria for finding incomp e% based on the patient's incapacity to
express a preference or choice, their inabild comprehend their circumstances and their
ramifications, and their inability to reason‘throygh a significant life decision. Patients who were
once autonomous but are now in togs' should nevertheless be allowed to communicate their
prior choices (or prior gutongmdds judgments)'4?. Patients who are incompetent (non-
autonomous) and pati Q%&
need a substitute @n-maker.. The surrogate may adopt either a substituted judgment

standard (i.@ the patient would want in this situation rather than what the surrogate would

e .
were once competent (autonomous) but are now incompetent

want).or interests criterion when dealing with a non-autonomous patient (i.e., what would
ighest net benefit to the patient by weighing risks and benefits). In his scholarly paper,
Schweikart offered a beneficial and practical solution for situations in which the surrogate is

unsure of the patient's preference(s) or in which the patient's preferences have not kept up with
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scientific developments. They advise the surrogate to base the choice on the patient's real values

and interests, or what they call "substituted interests" '43.

Health Information Management Professional are obligated not to disclose confidential
information given by a patient to another party without the patient’s authorization. \ ous
exception (with implied patient authorization) is the sharing of necessary medical{in tion for
the care of the patient from the primary healthcare professional to consultan other health-
care teams. In the present-day modern hospitals with multiple points@aﬂd consultants, and
the use of electronic medical records, there has been an er (o_f)onﬁdentiality. However,
individual Health Information Management Professio t\Practice restraint in refraining
from sharing patient-specifics with family membe% octal situations, or on social media'#,
Patient confidentiality has some notable excgéptiohs. Among these are the legal obligations to
report sexually transmitted illnesses, guns %\Jnds, and any unusual circumstances that could
seriously damage another persork(g?\ demics of infectious diseases, partner notification in

HIV disease, relative notiﬁcatio\% rtain genetic risks, etc.).

Justice is typicall( Qstood as the fair, equitable, and suitable treatment of individuals.
Distributive@ is the type of justice that has the most bearing on clinical ethics. The fair,
equiiile, adequate distribution of health care resources is referred to as distributive justice,

are different valid principles of distributive justice. These are distribution to each person (i) an

ecided by justifiable rules that establish the conditions of social cooperation. '4°. There

equal share, (ii) according to need, (iii) according to effort, (iv) according to contribution, (V)

according to merit, and (vi) according to free-market exchanges. Each principle is not exclusive,
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and can be, and are often combined in application. It is easy to see the difficulty in choosing,
balancing, and refining these principles to form a coherent and workable solution to distribute
medical resources.

A few examples on issues of distributive justice encountered in hospitals include allocating time

for outpatient visits (equal time for each patient? ), care for uninsured patients, an%ging
scarce resources (equipment, tests, drugs, organ transplants). based on social a@vonomic

standing, depending on complexity or necessity). Health Information Mana Professional
must accept the necessity of justice included in this principle, notwi ihg'how challenging it
may be and despite the many limitations that exist!'*®. In situ %v ere there are conflicts of
interest, the patient's fairness comes first. When a speci r\ 8¢’ of treatment is preferred over
others or a pricey medication is chosen over aith hat is similarly effective but less

expensive because it benefits the healthcare& er in some way—financially or otherwise—

this concept is flagrantly violated. ( R

Each of the four ethical pri ci}%&ﬂo be regarded as having a prima facie responsibility that
must be met, unless tE:Q&asp‘eciﬁc situation in which it clashes with another principle. When

such a conflict aﬁse

conflictin @ cie obligations based on both content and context in order to identify the

e healthcare professional must assess the relative weights of the

actual.obli n to the patient. A patient in shock treated with immediate fluid resuscitation and

on of an indwelling intravenous catheter caused pain and swelling as an illustration of
a conflict that is amenable to settlement. Here, the beneficence principle prevails over the non-
maleficence principle. However, a lot of the disputes that health information management

professionals deal with are far more intricate and challenging. Think about a competent patient
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who declines a potentially life-saving procedure (such as starting mechanical ventilation) or
requests a procedure that could result in their death (e.g., withdrawing mechanical ventilation).

Conlflict between the concepts of beneficence and autonomy is one of the most prominent in the

N

In the traditional practice of medicine, beneficence has always played a signiﬁcx ving it

field of ethical decision-making.

priority over patient autonomy, however, it amounts to paternalism and eql%

relationship
between a patient and a healthcare provider to that of a parent to a ¢ In‘acdordance with their
perception of what is best for the child, a father or mother jecha child's preferences and

exert influence over them in a number of ways, includin ab\iw sure, manipulation, deception,
and coercion. Paternalism can also be split into sft rd forms. When a patient lacks or
severely lacks autonomy, soft paternalism oc &%e healthcare provider acts out of beneficence
(and occasionally out of non-malfeasancd) (e,&., cognitive dysfunction due to severe illness,
depression, or drug addiction)'*’. difficulties in detecting whether the patient was non-
autonomous at the time of decisiorMhaking, soft paternalism is problematic, but it is ethically
acceptable as long as Q%ﬁn‘ is consistent with what the healthcare professional thinks the
patient's values to @

to help a t goes against the will of an autonomous patient who is fully educated and

paternalism is when a healthcare provider takes action that is meant

competen is morally wrong. Consumerism, a rare and extreme form of patient autonomy

the belief that the role of the healthcare professional is limited to providing all the
medical information and the options for interventions and treatments while the fully informed
patient makes a choice, is on the other end of the spectrum from hard paternalism. The role of the

healthcare practitioner is confined in this paradigm, which prevents them from using all of their
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knowledge and abilities to serve the patient. This model is also morally repugnant because it
amounts to patient desertion. Pellegrino and Thomasma contend that beneficence can be
reconciled with respect for autonomy in the face of the opposing paradigms of these two

concepts. “the best interests of the patients are intimately linked with their preferences” from

which “are derived our primary duties to them” 48, ®E

Their differing perspectives on treatment goals are one of the fundam@d frequently
occurring causes of dispute between healthcare professionals and pétientS\on treatment-related
issues. Health information managers must communicate with % plain language, without

altered circumstances as goals change over the cQu disease (e.g., a chronic neurologic

the use of medical jargon, and with the intention of defi hefgoal(s) of treatment under the
S

condition gets so bad that a ventilator is re&, or a cancer becomes resistant to treatment).

The healthcare provider should be aware &}jﬁent issues, such as worry, fear, pain, a lack of

faith in them, as well as other b?’eﬁe alues that can make it difficult for them to make an

appropriate decision'®. Th t%' al debate of ethical principles that has just been had is
&;
0 Qe

applicable in real-worl eutic settings. This approach to problem-solving in ethics is
realistic and inclu@nical evaluation is one example of how ethical concepts are used to
patient care@ ifying medical problems, treatment options, goals of care). Patient 2. (finding
and clari patient preferences on treatment options and goals of care). 3. Quality of life

@D

while taking into account personal prejudices about what is considered an acceptable QoL. 4.

ich examines how medical issues, interventions, and therapies affect patients' QoL

Setting (many factors that include family, cultural, spiritual, religious, economic and legal).
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After considering clinical ethical practices and its influence as a mediator/regulator of EMR
usage, this work focuses primarily on the confidentiality/privacy and security aspect embedded
in the principle of autonomy as its area of concentration on clinical ethical practices.
Confidentiality/Privacy as a sub-variable of ethical practices in medicine can not be discussed in
isolation to privacy and security hence the inclusions of the latter. Having itemized \ of
focus, it is necessary to have an assessment of EMRs perceived usefulness which %ectly

\r three major

alongside ethical practices impact EMR usage'®. Medical ethics generally fa
ésa

concepts which govern the situation, actions and outcomes of act@ Smuch as medical

ethics are all about morality in conduct of Health Infom{é&c@agement Professional in
ensuring the entrenched principles of autonomy, ben@
1

maintained, there are circumstances that present @% complexities. In ensuring that the

n-maleficence and justice are

principles of autonomy, beneficence, non- ﬁience and justice are upheld during such

situations, certain concepts were develoEe to fegulate and justify actions and consequences or

outcomes of such actions to ® aos. These three concepts are Consequentialism,

Utilitarianism and Deontology'

Consequentiali’sis Q a

on its cons cds. A simpler way to phrase this would be that the “ends justify the means”. If

23

ical ideology that states the morality of an action is dependent purely

your acti s an overall benefit, then it does not matter about the action itself. It supports

at result in positive outcomes even if temporal or untrue!>® Utilitarianism says the best
action is that one that brings about the best benefit. It focuses on the wider society, considering
plurality and not just the wellbeing of the singular patient in question. It’s a form of

consequentialism. Ultilitarian ethics dictates that treating more patients with the available
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resources is morally superior to treating a single patient as a greater overall benefit is achieved'*°.
Deontology is duty-based ethics. This ideology states that the correct course of action is
dependent on what your duties and obligations are. It implies that the morality of an action is
based on following the rules, rather than the consequence of following them. This is in direct
contrast with consequentialism. It is a concept of ethics that demand that it is said as i \ out

any ambiguity or recourse to consequences of such action as long as establisle\<§@h'nes are

maintained!>. Traditionally, medical professionals have a duty to maint& privacy of a

patient's personal health information, unless the patient expressly g'@ ént to disclosure or

there is another recognized legal justification. This stems g@&he ippocratic Oath, which

requires healthcare professionals to maintain patient con

The law recognizes confidentiality as a privi gwode of communication between a caregiver
and a care recipient in a professional relagion$hip and as one of the cornerstones of medical
practice. Protecting a patient's priyat¢n ation is not only an issue of moral decency; it is also
crucial to maintaining the {[ro\s%bfationship of trust between the patient and the doctor. '
Confidentiality safeguarcﬁ information that is gathered in the context of an intimate relationship.
It addresses the issue of how to keep information exchanged in that relationship from being
disclosed to third parties. Confidentiality, for example, prevents physicians from disclosing
information shared with them by a patient in the course of a physician—patient relationship.
Unauthorized or inadvertent disclosures of data gained as part of an intimate relationship are
breaches of confidentiality The key to preserving confidentiality is making sure that only
authorized individuals have access to information. The process of controlling access—Ilimiting

who can see what—begins with authorizing users. In a physician practice, for example, the
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practice administrator identifies the users, determines what level of information is needed, and
assigns usernames and passwords. Basic standards for passwords include requiring that they be
changed at set intervals, setting a minimum number of characters, and prohibiting the reuse of
passwords. Many organizations and physician practices take a two-tier biometric approach to
authentication, adding a biometrics identifier scan, such as palm, finger, retina, or face
recognition. The user’s access is based on pre-established, role-based privileges. In a physician
practice, the nurse and the receptionist, for example, have very different tasks and
responsibilities; therefore, they do not have access to the same information. Hence, designating
user privileges is a critical aspect of medical record security: all users have access to the
information they need to fulfill their roles and responsibilities, and they must know that they are

accountable for use or misuse of the information they view and change!'>'.

Confidentiality/Privacy in the context of healthcare, privacy refers to the patient's right to control
and maintain the secrecy of his or her health information. It also covers the conditions under
which protected health information about a patient may be used or shared. A fundamental right
protected by the Nigerian Constitution is the right to privacy'>?. Justices Warren and Brandeis
defined privacy as the right “to be let alone” 53 34 It is “the right of individuals to keep
information about themselves from being disclosed to others ; the claim of individuals to be let
alone, from surveillance or interference from other individuals, organizations or the government”
155,156 = A clinical connection results in the sharing of information, which is regarded as

confidential and needs to be kept private '’

. The data may include identity information,
diagnoses, treatment and progress notes, and laboratory findings. It may also be kept in a variety

of formats (e.g., paper, video, electronic files). This category does not include data that cannot be
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used to determine the patient's name, such as the quantity of men with prostate cancer treated at a

particular facility!>®

. With regard to Health Information Technology, When we discuss patient
control over who can store, retrieve, and share their health information, we are referring to the
concept of privacy. The term "confidentiality" refers to the procedures a provider uses to protect
the patient's right to privacy, such as limiting who has access to a patient's records. Only with the
patient's consent or as permitted by law should patient information be disclosed to third parties.
This does not imply, however, that doctors cannot access patient data. Without the patient's
consent, information may be disclosed for administrative, financial, or therapeutic objectives.

The patient also has legal, federal, and state-granted rights to see his or her health record, get a

copy of it, and make changes to it.

The issue of confidentiality/privacy of health 'nﬁ@ﬁon cannot be overlooked as it also
constitutes a standard for health informati &kc entation. A particular health information
system cannot be considered to be%ged quality if there is no medium to ensure the
confidentiality of the data conta(ed&ﬁ. This therefore means that privacy and confidentiality
of data in a health infom&\s}vem promotes its quality!®?. Privacy and confidentiality of a
particular health infc n sys‘tem involves the process of ensuring that unauthorized persons
does not have ceggtgt e information contained in it or the information is not disclosed to an

unautho
ar

or s@ with password or any other form of protection to restrict unwanted access to

only in exceptional cases. This can be attained by using a database system

in ation/data contained therein. It is impossible to talk about privacy/confidentiality without
addressing security which is the collection of technical approaches that address issues covering
physical, electronic and procedural protection for sensitive information collected. Security

include identification of potential threats to systems and data, and the protection of data from
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inadvertent or malicious inappropriate disclosure as well as handling matters about the non-
availability of data due to system failure and user errors. Security can be defined as the
procedural and technical measures required to prevent unauthorized access, modification, use,
and dissemination of data stored or processed in a computer system, to prevent any deliberate
denial of service, and to protect the system in its entirety from physical harm. Se \ Ips
keep health records safe from unauthorized use. When someone hacks into a system,
there is a breach of security (and also potentially, a breach of conﬁden%. No security

measure, however, can prevent invasion of privacy by those who abthdrity to access the

record. Security describes the particular precautions or proc) n place to guarantee the
For instance, a technical protection for se &{dght mandate that everyone working in a

se a&\jbcoun‘ts and passwords that are not shared with

healthcare environment sign in with
anyone else, creating a way to @e confidentiality of the data. A crucial thread in the

privacy of patient data.

fabric of healthcare is the KI: oth paper and electronic health records. Protection of the
physical and digital i rudture holding health records is a component of security, Health

Information Ofﬁcﬁ) all other stakeholders are impacted by a security breach. Security

breach in th@ care sector exposes providers to innumerable risk that can cause disruption of

serv§ mic loss, reputational damage, reduced patient’s confidence, and penalty under

D

growing record digitization.  Protecting the security of data in health research is important

. The healthcare industry is experiencing an upsurge in cyberattacks as a result of

because health research requires the collection, storage, and use of large amounts of personally

identifiable health information, much of which may be sensitive and potentially embarrassing '>°.
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There is Government reports of medical equipment cybersecurity vulnerabilities have increased
by 525 percent!>!. The estimated cost of a healthcare data breach to an organization worldwide,
shockingly skyrocketed in the last decade!®’. The rise of EMRs, increased use of mobile devices
like smartphones, medical identity theft, and the eagerly anticipated data exchange between and
among organizations, Health Information Managers, federal agencies, and pati \ all
contributing factors to the growing concern over the security of health information. Ratignts may
not be honest with the doctor if their trust has been damaged.. Records irf!&ﬁce must be
safeguarded if the patient is to have confidence in the Health Info Nager. The security

procedures required to safeguard patient information and prac@ ust be known to medical

staff. According to a recent survey, 73% of healthcare e xt each other about their jobs.

A fundamental challenge is how to make the data shardd\in these exchanges secure.
There is no mechanism to regulate wh@b is communicated, how much information is

transmitted, if communications aE vesdropped on, what photographs are exchanged, or

whether the mobile devicq d or safe. Mobile devices were not created for centralized
control by an inform tQte ﬁology (IT) department because they are primarily meant for
individual use'®!. Mo gadgets can be readily lost, broken, or stolen, whereas computer

workstation@ely taken. It is critical to encrypt data sent over mobile devices that contain

ation. Data manipulation, destruction, and hacking are additional potential

@‘ go all users must be included in security measures and ongoing training programs.
Firewalls, antivirus software, and intrusion detection software are a few security techniques that
safeguard data integrity. Regardless of the type of security mechanism employed, a complete

security program and an operational audit trail system are required to ensure the data's
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integrity!'®!

. When establishing electronic medical records systems, certain HIPAA-specific
security precautions must be followed. Administrative safeguards, physical safeguards, and
technical safeguards are the three categories into which the HIPAA Security Rule divides its
security requirements'>®. The administrative procedures used to guarantee that security standards
are met are known as administrative safeguards. These include assigning accoun% for
security management, adopting rules and procedures, and providing workers w@siyacy and
security training.. Administrative safeguards are defined as, “administrative% policies and

procedures, to manage the development, selection, implementation,@’uﬁ:nance of security

measures to protect electronic sensitive health information nage the conduct of the
hospitals workforce in relation to the protection of that i t10fl.” The majority of the HIPAA
security requirements are comprised of the safeguards ' n this category. '*°.

Health care businesses must develop E(Ol@ﬂd procedures to "prevent, detect, contain, and

correct security violations" in ac§~6 ith the first standard, Security Management Process.
Risk assessment, risk mz@ nd a penalty policy are all components of an efficient
security management s\ T a healtheare facility doesn't first properly examine what its

dangers are, ﬂ&‘%) able to decide what protections they should put in place. For instance,

it wouldn't @

might not\actwally contain any sensitive data. After thoroughly assessing your risks and the best

se to use a fantastic new pricey technology to block access to a system that

anage them, make sure the chosen safeguards are correctly put into place and adhered
to. There should be explicit sanction policies to erring staff who do not follow the facility’s risk
management plan to deal with these violations. Finally, you must actively analyze system

activity, such as audit logs, access reports, network activity logs, and security incident reports, in
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order to find these infractions and to spot attempts to get around security controls. The next
measure of protection is to confirm that a company has appointed someone to be in charge of the
security of all systems that include electronic health records. Although it may seem simple and
superfluous to add this as a formal requirement, there is frequently finger-pointing inside an
organization when a security problem involving electronic health records is disco \ ole
definitions made up front make it clear who is ultimately in charge of seguri d stop

\meone must

accusation in the case of a negative security incident. Despite the fact%

ultimately be in charge of the organization's security plan, this does Qte ulle the person from

(_)
S

Workforce Security and Information Access Manq@the third and fourth administrative

assigning particular security responsibilities to others'>!.

safeguards, require that an organization have Qlittgs and procedures in place that specify who is
allowed access to electronic health record@ho is not, as well as how to grant permissions.
These policies and procedures sh pecify not only who should have access, but also how
that access is determined ag wel asvvho has the authority to determine it. For instance, access
might be determined &ﬁ&ﬁ)ugh job description.. There should be policies in place in a
hospital to cope w@p} nnel turnover (or other type of changing roles of staff or contractors).
This will @ that access to electronic health records is discontinued when it is no longer
nece@ person to have it'*2. In other words, rather than being a "all or nothing" access, it

D

require access to a patient's list of problems or diagnoses, especially for delicate subjects like

sed. For instance, a secretarial role that schedules patient appointments is unlikely to

mental health concerns or an HIV diagnosis. A health care institution is required to "Implement a

security awareness and training program for all members of its workforce (including
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management)" in accordance with the fifth administrative safeguard, security awareness and
training. The facility's staff must cooperate with several security measures in order for them to be
effective in ensuring the safety of systems that include electronic health records'™®. As a
relatively typical security measure, the use of authentication controls (otherwise known as
usernames and passwords) enables a system to uniquely identify users and to limit a %d

on that user's function. If users disclose their passwords to other users, this xa@%sure is

entirely undermined. The training must make it crystal obvious why speciﬁc% precautions
must be observed, how to do so, and what the consequences a AQ y\are not. Security

awareness can also be achieved through log-in monitoring, su %(@rting unsuccessful log-in

attempts to the user, and password management, such @ s on how to update passwords

and prohibitions against sharing passwords. Q

Health facilities are required to have polic@d processes in place to deal with security issues

under the sixth administrative st curity Incident Procedures. An unauthorized attempt
to access, use, disclose, cha&gi, ete information in an information system or to obstruct the
normal operation of s sy em constitutes a security event, whether the attempt is successful

or not. The organi{ati ust have policies in place to respond appropriately to and report any
such instanc@l they occur'”’. All enterprises should have a contingency plan in place to be
proactive eparing for situations that could prevent access to electronic PHI, like power

atural catastrophes, system malfunctions, or any other disruption of crucial business

processes. The contingency plan ought to have policies and processes for data backup, disaster
recovery (i.e., how to bring systems and data back online following a breakdown), and plans for

emergency operation (i.e., how to carry on operations when systems are down). To make sure
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that they will function if anything awful does occur, these procedures should be routinely
checked. In order to prioritize the level of backup, disaster recovery, and emergency operation

for each of the systems, it is crucial to thoroughly assess how crucial each system is.

As regards Physical Safeguards, HIPAA Security Rule requires that health faci \iave

physical safeguards and controls in place to protect electronic medical records. \T% guards

provide a set of rules and guidelines that focus solely on the physical access %\ onic medical
records. These are the safeguards put in place to guard against haz ik&\natural disasters and
unlawful infiltration and to safeguard electronic systems, ha re, and the data stored there.
These could consist of door locks, unique rooms, and b %guarantee that the data can be
retrieved. According to the Security Rule, physical\saf¢dyatds are, “physical measures, policies,
and procedures to protect a covered entity’s aéxic information systems and related buildings
and equipment, from natural and enviro&ej 1 hazards, and unauthorized intrusion.” Each

organization’s physical safeguar% different, and should be derived based on the results

of the HIPAA risk analysis. (QI%

N

sources, Physical Controls, Physical Safeguards 2021)!°.

There are four sta@luded in the physical safeguards. These include: i. Facility Access

Controls, ii. W ioh Use, iii. Workstation Security and iv. Device and Media Controls

Facility ontrols are policies and procedures should limit physical access to all electronic
medec rds to that which is only necessary and authorized. Some common controls include
thingyg' like locked doors, signs labelling restricted areas, surveillance cameras, onsite security
guards, and alarms. Personnel controls could include ID badges and visitor badges. Workstation
use covers appropriate use of workstations, such as desktops or laptops. These policies and

procedures should specify the proper functions that should be performed on workstations, how
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they should be performed, who is authorized and physical workstation security. Workstation
security is necessary to restrict access to unauthorized users. Device and media controls are
policies and procedures that govern how hardware and electronic media that contains electronic
medical records enters or exits the facility. These controls must include disposal, media reuse,
accountability, and data backup and storage'’. Technical safeguards are the automat \ res
employed to secure and manage access to electronic health records. include

implementing encryption standards for data held in health information tech systems and

exchanged across them, as well as authentication mechanisms to cor@g Nentity of a person

accessing a system containing electronic health records. <& )

While no healthcare company can ensure that there\gwQn't ever be a data breach, taking the
required technical precautions can signiﬁca& duce the likelihood of a security incident.
Healthcare businesses must make sure that\the fechnical safeguards they have in place are up to
date and thorough as technolo y@ continues to develop. Electronic protected health
information (also known as eledtrotdC medical records) for patients must be protected from all
external and internal Q cilities should be aware of all HIPAA technical safeguards
requirements evenﬁr) t data indicates that the majority of health data breaches occur due to

1

lost equip According to the HIPAA Security Rule, technical safeguards are “the

tech% the policy and procedures for its use that protect electronic medical records and

D

reasonably and appropriately implement the necessary standards for protection. Moreover, a

cess to it.” Essentially, a health facility must use any security measures that allow it to

covered entity must determine which security measures and specific technologies are reasonable

and appropriate. Healthcare facilities must establish a balance between the identifiable risks and
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vulnerabilities to electronic medical records, the cost of various protective measures and the size,
complexity, and capabilities of the organization!’. Strong technical safeguards include a variety
of different components, including access and audit control. In order to ensure that system
activity can be linked to a specific user, a facility must ascertain the access control capability of
all information systems that contain electronic medical records. It is crucial to establi \K ed
access control policy that will direct the creation of procedures. It will also bg adv, eous to
implement a system for encrypting and decrypting electronic medical recordS=This can assist
healthcare companies in determining whether the chosen encryptio@ Ble for maintaining
electronic medical records both during storage and transmissi e ehcryption method adopted
must be affordable, practical, and effective. For prope eir newly acquired skill set,
health information management experts must receine\trdining in all facets of the chosen
encryption option'. Facilities must install &{e, software, and/or procedural mechanisms
that record and review activities in infmr@b systems that contain or use electronic medical
records in order to comply with @01 standards. A healthcare facility must also disclose
and document its audit control techiques and procedures. All employees must be aware of the
SN

frequency of audits, té:%

punishing empllgle%a iolate those policies, and the location of audit information!>!.

A healthcare institution will be significantly more prepared for all forms of data breaches if

s used to evaluate the findings, the organization's procedures for

technology precautions are appropriately implemented along with physical and administrative
safeguards, according to Comprehensive HIPAA Safeguards. Data encryption and firewalls are
only the beginning; staff members also need to have the appropriate training and be aware of the
best practices for handling electronic medical information. All things considered, healthcare

companies must make sure that a person viewing electronic medical records is genuinely
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permitted to do so. Even ensuring that access privileges to patient data are valid can help to
create robust technical safeguards. To guarantee that electronic medical records are adequately
protected, the Evaluation standard underlines the significance of routinely evaluating the
organization's security approach!>®. Providers and organizations are required to formally name a
security officer to work with a group of health IT specialists who can inventory the system's
users and technologies, identify security flaws and threats, assign a risk or likelihood of security
concerns in the organization, and address those concerns. An employee of the institution may be
tasked with maintaining privacy and security, or these duties may be outsourced. Apart from
ethical considerations and concerns attached to the use of EMR, it is important to ascertain the
usefulness of the software as it relates to meeting the expectations and demands of medical
practice to justify EMR usability in Healthcare!®!.
N

2.1.3 Concept of Perceived Useful &F&ctronic Medical Record

Davis defines perceived usefuln€Ss prospective user’s subjective probability that using a
specific application system wh@ance his or her job or life performance®. Users' subjective
perceptions of a tec 'S p;rceived utility determine whether they think it will help them
accomplish thejj\ogggare effectively. There would be five statement items used to measure this

Variable

usef@s . Perceived utility is the main element in user acceptability of a system, according

ast (or quick), time saving, effort saving, cost reducing, and overall

to is' Technology Acceptance Model (TAM) model. The efficiency, efficacy, and overall
advantages of the system in terms of enhancing user performance are all factors that influence
how useful people consider it to be. The fundamental tenet of the TAM is that people's use of

technology is mediated by their acceptance of it, which is in turn influenced by two cognitive
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criteria, perceived utility (PU) and perceived ease of use (PEOU) !9, In other words, it refers to

how much a person thinks utilizing technology would enhance the quality of their work.

Therefore, users are more likely to want to adopt a technology the more valuable it is. Perceived
Usefulness (PU) as one of the independent constructs in the Technology Acceptanw‘iel
(TAM) is “the extent or degree to which a person believes that using a particu i%mation
system would enhance his/her productivity or job performance®’. Perceive ss directly
influences both attitude toward systems use and behavioral intention to %em. Perceived
Usefulness is being a crucial variable of EMR usage, it is influenc dN ceived ease of use. It
is the level of individual conviction that utilization of a parti %Brmation technology system

would enhance his or her job performance. A system i) perceived usefulness is one that a
user believes has a positive usage to performarige ionship®®. According to some theories,

technological innovation can improve l0yee performance, which therefore improves

corporate performance as a whole. Bé % expanding accessibility and availability of healthcare

services, the healthcare indus@is technological innovation to prioritize patient safety!®.
According to Davis (198 e pe ceived usability and usefulness of technology revealed in the

Technology Accep el can be used to further explain technological advancement.

improvements is'®. People must undergo psychological adjustment, technical

N
Howew%%me in an organization has a view of how simple and helpful adopting
techica
perdgption development, and behavioral control awareness in order to successfully adapt to
technology. An individual's view of how technologies, or a specific technology, are designed to
enhance their duties or roles in terms of efficiency and effectiveness is known as perceived

usefulness. Individuals, however, differ and have various ways in which they respond to change.
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Not everyone feels comfortable switching from the way things have always been done to a new

166 when firms

approach. However, there will inevitably be a decline in employee performance
fail to effectively communicate or illustrate how the chosen technology enhances effectiveness

and efficiency in accordance with their job functions. Therefore, in order to improve employee
ti by

performance, firms must promote the adoption of innovative procedures and \
166 %

effectively explaining their advantages'®.
ﬁ( fsam's performance

ness'®’. The perceived

The subjective possibility that the technology will increase an indivi
from an organizational perspective is known as perceiy,
usefulness® of a technology is determined by the ope individual perception of whether
using that technology would boost performance. T% etved utility of a technology refers to
the extent to which a person thinks that the &ed technology may eventually serve as the
only component in achieving their aims. A\gotign known as "perceived usefulness" demonstrates
how changing people's behavior r@\ a particular aspect of prolonged usage on several
occasions!®®, Both intrinsic and“extrifisic motivations are appropriate notions that drive people's
use of technology. T @\5 motivation appears as a kind of passion that derives from the
user's conviction @\

particular iti®s. Five different size indicators—advanced productivity, beneficial for the

nology may be used to improve particular results obtained from

indivi’ ualyetficacy, quicker transactions, and effectiveness of an activity—are used to measure

to stakeholders' roles or duties has a significant impact on their adoption beliefs, particularly

e perceived utility variables'®. The perceived relevance of EMR products and services

when these products are accessible and reasonably priced '7°.
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Organizations must therefore create tactics that convey to their target market how valuable a
product or procedure is. However, studies have shown that people are more inclined to adopt
new technology when they learn about it or are convinced that it would improve their
performance'”!. The technology acceptance model is aware of the important factors affecting an
innovation's acceptability!’>. Simply put, technology adoption is the acceptance ven
information technology and information system by a person®. The sole construct rceived
usefulness, which highlights the significance and individual capacities of pe& se computer
base applications in a way that the person achieves utility at a m *ukﬁoint to effectively

carry out their work or role, is a key component of the Techn({;%?\_c}ptance model. Applying
u

the concept of perceived usefulness in the EMR software\ ss is how the effectiveness of
the EMR application is meeting the needs of He are delivery stakeholders. Perceived
Usefulness and Attitude towards Perceived &st being a condition in which an individual

believes that using a technology system cah help» improve the individual's performance and work

performance. ((?%
Perceived usefulness ii@aﬁderstood as people’s judgment on whether their decision to use

or implement a specifiestechnology is advantageous for themselves !’3 " 175 Furthermore,
Ozturk, defi @' dreeived Usefulness as people’s intention of using a new technology in which
people pu ong sense of belief that the new technology will improve their job performance!”®.
uthor defined perceived usefulness as consumers or people’s judgment in which they
believe that the technologies that they’re about to adopt will improve the quality of their job or

activities. The decision to accept an information system is influenced by the degree of “trust.” In

general, “trust” of its usefulness. Further, it has a direct and positive influence on the intent to
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use. Perceived usefulness can be defined as the degree of confidence a person has that using an
information system will improve their performance. In other words, if someone believes that an
information system is useful, they will use it, otherwise they will not!””- 178,

Perceived information system (IS) usefulness is a good predictor of extended usage and
exploratory usage. However, surprisingly IS usefulness was found to explain a gecr

variance in exploratory usage. Information quality and system integratiO\% und to

influence IS usefulness. However, information quality also has a direct affec% ended usage,
while system integration directly influenced exploratory usage. T sefulntess’ indicator is a
fundamental driver of usage intentions affecting the anticipate ctiyeness of EMR. Perceived
Usefulness indicator has been used extensively in info i %!tems and technology research
and refers to “the extent to which a person beligv at*using a particular technology will
enhance her/his job performance” It was ar&}\%ﬂ EMR system delivery process is directly

related to the usefulness of the service yielding a component of value for healthcare services.

Perceived usefulness is a Variab1{</ rmines the usefulness of the functions presented by

EMR177. x
Q\ :
Perceived usefuln@nes the determiners of a system, adoption, and behavior of the users.

A technolo@ e said to be successful if it has the value of usefulness needed by the service

provﬁ onsumer. System users will use it if the system is useful; whether the system is

3

particular system will improve its performance. Perceived usefulness has a dominant influence

e or not easy to use. Perceived usefulness is how far someone believes that using a

on EMR utilization decision. It also has a positive influence toward attitude and intention to

utilize EMR. The indicators to measure the variable of perceived usefulness are as follows: work
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more quickly, job performance, increase productivity, effectiveness, make job easier, and useful.
Since usage has been shown to be a critical element of any information system success including
EMR, great attention is given to the factors that positively influence end-users to utilize

Information Technology (IT) platforms. Perceived usefulness is identified as the principal

determinant of system utilization!”s. ®E

A technology or an information system provides value to its users. Tec@ Acceptance
Model (TAM) successfully operationalized such value as the degf€e, toNwhich a system can
improve users' job performance. The proposed construct, per usefulness, has been proved
to be the most important factor for technology adoption. fmany scholars have called for
further theoretical development to enrich this critic@ct but not much effort has been put
forward '”°. EMR as a Health information & is transforming healthcare organizations by
playing a supportive role in improvin e(@ij cy and quality of healthcare. At the moment,
healthcare is progressively bei ced by technology, and the utilization of EMRs
represents a new dawn of  teclmological possibilities. As more advanced systems to manage
patient healthcare dat %ﬁe available, there is a rising supposition that these will result in
accomplishments Q) h Information Management Professional, patients and all stakeholders.

These aften@t are therefore expected to improve the efficiency and effectiveness of

health:a%ices.

Perceived usefulness is described as an important factor of intention, in which it persuades the
users to accept a more advanced and user-friendly technology. With that, if the perceived

usefulness of EMR platforms are greater, the more effective is the intention towards its usage'®.
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Perceptions of the usefulness of EMR are significant predictors of Health Information
Management Professional intention to use the applications in service delivery. Perceived
usefulness is viewed as the degree to which Health Information Management Professional
believe that using technologies will improve Healthcare delivery. Several studies acknowledge
that perceived usefulness is a determining factor of the adoption, integration and conti age

of technologies in hospital activities'!. Basically, EMR technologies used in hxh@ﬁjacilities

provide stakeholders with opportunities to collaborate in knowledge creation aring. In this
regards, elements of collaboration, communication and participati '%qlfhcare delivery are

essential factors for the adoption and integration of EMR'#2, P (al)sefulness is the degree to
which an individual believes that a particular system wo an€e his or her job performance®.
Information system researchers have investigata@ and asserted that PU positively
influences individual’s acceptance of Variousafa\%, 183,
C

Previous studies discovered that %ively affected the users’ behavioral intention to use
systems'®3. A completely functtopaMEMR system has more features than only the fundamental
ones, like clinical not %sﬁmentation. It includes more of the provision of an elite platform
for medical practi@sses. With a fully effective EMR, healthcare is smoothly integrated
with other@ rs of the healthcare community, aiding in the improvement of care
coordinatien;¥patient engagement in care, patient care quality, increase in efficiency and cost

r healthcare services®. Other perceived benefits comprise: A digital patient record
(EMR) system, as opposed to paper records, can offer information management tools to assist

physicians in providing better treatment by more effectively arranging their medical

procedures'®. EMRs are essential to the future of healthcare because they assist all stakeholders
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in the healthcare ecosystem coordinate care by providing crucial data that guides clinical

decisions.!®*,

EMR's usefulness has been shown to have several advantages for enhancing community health.
For instance, the amount of time spent looking for the patient's records and the amou age
space needed have both dropped. Electronic searches for records can be c % at the
computer quickly, unlike manual searches for paper medical records in . Therefore,

efficiency would increase as a result of the more convenient elea@&\age of a patient's

records. Additionally, data may be updated and amended ly ising the EMR!83, More

crucially, easy data entry at the point of patient treatme &Q ¢ guaranteed by the electronic

medical records. An electronic medical record wQuld “¢ofitain standardized templates for the

healthcare provider to input data based on th a;(t's presenting condition. The doctor may use

a number of templates, such as those for@gyraphic data, medical condition sheets, orders,
otes,

prescriptions, image needs, follo etc. The Health Information Manager can

successfully save time, m&ie\‘;\er, istakes, and chart patient facts more succinctly than when
using a hard form papff%r ing

The utilizat@he EMR system is much more crucial in the trauma care department. Such a

g method by selecting and utilizing the correct template.

system co ffer the user a host of advantages, such as cutting down on recording time so that

can be spent on medical care; while also raising the standard of the care provided and
the documentation through the use of alarms, risk information, error reporting, etc. In intensive
care or trauma units, some of these traits might even save lives. Information can be transferred

both inside and outside of the hospital using EMR systems. When a provider is allocated to a
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certain patient, the provider will receive access privileges to the patient's data as a user. With
merely a username and password, the user may easily access the data about his or her patients on
any networked computer. Information can be moved among organizations. As a result, a patient
can visit nearly any hospital in the country and the hospital can quickly access the patient's
medical records. EMRs also allow for better and more secure health information tran \ug

firewalls and encryption, ensuring that patient information is kept private. The i highly
helpful in ensuring that the patient's information can be quickly retrieved in € \cy scenarios
or natural catastrophes, and backups of the data to off-site facilitieﬁ&ve Yoss of vital health
information. Today's EMRs on the market make sure (@ical professionals enter

information with fewer keystrokes. These computerize iow§ save time, money, and lives

while operating faster than the paper-based appro% s are also highly helpful for filing

insurance claims because they can better man@ patient's data. '%3,
)

The use of EMR in the healthcare, s %as proven to have a number of benefits, including the
ability to increase patient caré\quafity while lowering costs, ensure compliance with legal
requirements and acc *0\ standards, and enhance accessibility and delivery of healthcare.
Health informatio&m) gement professionals have been sluggish to adopt EMR into the
healthcare @1, nd they are taking their time to learn how the system works, appreciate its
advaptag me up with answers to its issues, and adjust the system. Adoption of EMR,

185 Perceived

y in outpatient or ambulatory settings has remained problematic
usefulness has been measured using TAM theory and also different literatures of scholars

through 5 indicators. These were- being fast (or quick), time saving, effort saving, cost reducing,

and overall usefulness !0, All these indicators contribute to the perceived usefulness of EMR in
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healthcare. This work will adopt these metrics. Time saving features of EMR which also explains
being quick, come to play where informed rapid life-saving decisions need to be made in split
seconds with zero tolerance for errors. It is Improving time- efficiency by reducing time needed to
perform a task. EMR reduces records retrieval and data communication times thereby enabling
accurate, correct and prompt responses to healthcare consumer demands in an appr \and
timely manner!®” Effort saving refers to something that minimizes the amoupf{ o ical or
mental energy needed to do it. Effort saving features of EMR come to plzu“’%xe physical or
mental energy demands on the part of both provider and consumﬁ Ithcare services are
drastically reduced to barest minimum. It is Improving effo@ cy by reducing activities

and energy needed to perform a task. EMR reduces u% nual administrative protocols,
physically and geographically demanding tasks t fe%ks on the keyboard while retaining
efficiency and quality of service'®, \;\\

Cost-effectiveness of EMR iig‘@nation and selection of the most efficient and

least expensive approach@' ing health care and preventive medicine services through

informed deci made possible through EMR utilization.
One component h@:cation , focuses on helping people to assume some responsibility for t
heir own he@n‘[enance and avoid preventable illness and disability. Accident prevention pr
o gL a , Immunization drives, andsafe-

aigns are designed to reduce the number of patients who will suffer preventable
illnesses. To control costs, health care providers and health care customers must also understand
the comparative value of procedures and medicines. EMR cost-effectiveness is producing good

results without costing a lot of money. If a therapy or procedure is cost-effective, it is
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good value for the amount of money paid: cost-effective methods or processes bring the greatest
possible advantage or profit when the amount that is spent is considered. It is the degree to which
electronic medical records is effective or productive in healthcare in relation to its cost. It is the
greatest possible advantage or profit when the amount that is spent is considered. Producing good

results for the amount of money spent or returning a benefit that justifies the initial %%.
@ l

Electronic medical records cost effectiveness is in having a good value, wherx ts and

usage are worth at least what is paid for them'8’. Overall usefulness is t$ ity of EMR
towards having utility and especially practical worth or applicabili(@ve INUsefulness means
that electronic medical records can be made or used and ¢ ate)positive results. Overall

Usefulness means that there exists evidence on E l\\% oves that it has a beneficial

contribution towards the improvement of healthcar% ¢S and delivery or that EMR improves

S

2.2 Theoretical Framewo k((j

2.2.1 Technology Acce ce_ odel (TAM)

healthcare!®°.

TAM was create@ 1980s out of worry that people weren't leveraging the available

information@ logies % !, In order to expand technology use, according to the concept's
1Y

founders%

ple whether they have any plans to utilize the technology in the future. Organization

ance of the technology must first rise. This acceptance may be measured by

management would be in a better position to influence those aspects in order to increase or
encourage acceptance and use if they could identify and isolate the factors that influence people's
intentions. Research factors that explain, predict, and maybe control acceptance are of interest to

TAM. The Theory of Reasoned Action (TRA), a basic social-psychological/behavioral theory
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that has been shown to be helpful for understanding a range of actions, was modified by the
TAM model's creators to create the TAM model'®2. A preliminary study was conducted in order
to assess what factors would be appropriate to include in order to explain technology use

behavior, as was common for applying such theories to new situations %3 194,

<N

FPerceived :
Usefulness Behavioral
] : Intention Actual
Attitude » T-[} LISE ™ US_.EL
Perceived Latonlood
Ease of Use

%‘
Fig. 2.1 Technology Acceptance Model Q
Source: Wikimedia Commons, the free medi&;{tory.

N\
The variables that were selected, an%‘ﬂe first version of TAM, (Fig. 2.1) the variables
include Perceived usefulness, P@ease of use, Attitude, Behavioral intentions and actual
use. Actual use implies fr%c‘y d purpose of use'®>. The most proximal antecedent to actual
Information Technol is behavioral intention to use it, and this is now commonly what is
meant when re o acceptance '° 196197 although another common conceptualization of
accepta@i-user satisfaction %% 1%°, Because behavioral intention is thought to reliably
pred@tu 1 use, and the latter is difficult to measure, Behavioral intention is sometimes the
onlyneasured outcome of interest in a study of TAM 2% 201 Behavioral intention is influenced
by one’s attitude toward using the technology. Attitude, in turn, has two determinants: perceived
usefulness and perceived ease of use. Furthermore, perceived usefulness influences behavioral

intentions, and Perceived ease of use affects perceived usefulness. TAM is a theory that has gone
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through a number of changes. For example, an update of TAM removed the Attitude component
from the model, which originally mediated some of the influence of PU and PEOU®. TAM
upgrades also added a variable meant to capture the social influence (e.g., from colleagues or

bosses) that compels end users to positively evaluate and accept IT, called subjective norm (SN).

In order to give a method for anticipating acceptance and discretionary usage of @ ion
systems and technologies, Davis created the Technology Acceptance Mode @V . The
theory of reasoned action (TRA), which serves as the foundation for the TAWESgOntends that a
person's attitudes toward a certain behavior are influenced by hi.@t\b\liefsl”’ 193 TAM
includes ideas about how people accept technology and extr. (te_s)hem to various computer
systems and user groups'®’. It is a commonly used %c pted method for forecasting

information system user acceptability, and over ti@ consistently delivered trustworthy

study results. The model lets researchers n gkst forecast, but also explain why a specific
191.

system may or may not be acceptable t&}&

The TAM is helpful in identifying pre-

implementation attitudes toward Jn n systems in settings where system use is optional
rather than required, it is cKia tion..
Perceived
Usefulness *
(V) ~a
Attitude Behavioral
External i Actual
: Toward Intention to
Variables g System Use
v Using (A) Use (BI)
Perceived
Ease of Use
(E)
—

Fig. 2.2 Technology Acceptance Model
Source: Wikimedia Commons, the free media repository.
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The TAM (figure 2.2) claims that the two beliefs of perceived usefulness and perceived ease of
use are the key factors influencing consumer acceptability. A person's perception of how
valuable a new information system is will determine how much they think it will enhance their
ability to accomplish their job. The degree to which someone perceives a system to be simple to
use and uncomplicated is known as perceived ease of use. Influenced by TAM,@I}}/,
Guritno, Siringoringo adapted quick, time saving, cost-effectiveness, effort savin overall
usefulness in measuring perceived usefulness. This study will adopt same n%ﬁé. The TAM
suggests that external variables indirectly determine an individual’@e Yoward technology
acceptance by influencing perceived usefulness and perceive of ise 1. External variables
may include the characteristics of a specific user or t %@iated with their work duties.
Other external factors may have an impact on how a et is developed and put into use, the

features of its design, or the availability &:ient training and user support. Perceived

usefulness and usability may also be inﬂ% by political factors and factors related to the

workplace environment 1911 193((/@

The TAM is a dominant model fo€xamining user technology acceptance and has been shown in
.
a number of studie % superior to other models in examining health care providers'
acceptance of&g@ine technology. This is because the TAM is constrained, specific to
informatio ology, includes a well-researched and validated inventory of psychometric
mea@e s, and is specific to information technology 2%2. These studies employed the TAM to
in gate the attitudes of health system executives and health information management
professionals about acceptance and use of an electronic data management solution. Prior to the
introduction of the system, other studies have also been effective in enlisting the TAM to

investigate health workers' opinions toward EDMS adoption?®®. Compared to other information
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system users, health professionals are more pragmatic and are more inclined to look for
applications that are compatible with their work. These professionals may prioritize system

utility over simplicity of use?®.

N
23 Empirical Studies @%
N

2.3.1 Ethical Practices and Usage of Electronic Medical Records &

Findings from research shows that efficient encryption scheme th{ (g\xmy be applied by both
the Health Information Management Professional and the p %?Ould be applied on the latest
EMR records. In addition Role Based Access Con'@& ) access control model in the

electronic medical record system must be imple@hﬂe the best authentication mechanisms

\%&ctlvely managing an electronic-health record

are passwords/logins and digital signaturg

requires multidisciplinary team incl%

science to enable exchange of rn\&f{agda'[a across wider geographic regions?*,

In a survey of patient and public views on confidentiality, safety and privacy of electronic

ecommunication, instrumentation and computer

medical records by a scholar, 79 % of participants reported that they would worry about the
confidentiality and security of their record if this was part of an EMR system and 71 % thought
the facility was unable to guarantee EMR safety at the time this work was carried out. Almost
half (47 %) responded that EMRs would be less secure compared with the way their health
record was held at the time of the survey. Of those who reported being worried about EMR
security, many would nevertheless support their development (55 %), while 12 % would not
support national EMRs and a sizeable proportion (33 %) were undecided. There were also

variations by age, ethnicity and education. In focus group discussions participants weighed up
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perceived benefits against potential security and privacy threats from wider sharing of
information, as well as discussing other perceived risks: commercial exploitation, lack of
accountability, data inaccuracies, prejudice and inequalities in health provision®®>. Patient and
public worries about the security risks associated with integrated EMRs highlight the need for
intensive public awareness and engagement initiatives, together with the establishment of

trustworthy security and privacy mechanisms for health information sharing.

In another work on Public and Health Information Managers expectations and ethical concerns
about electronic medical records, 46% of the public and 91% of Health Information Management
Professional were aware of EMRs. Health Information Managers and public opinions were
comparable concerning the positive impact of EMRs on better, more effective, and faster
decisions on the patients' health, on better coordination between hospitals/clinics and on quality
and reduced cost of health care. However, Health Information Management Professional were
concerned that an EMR system would be a burden for their finances, for their time concerning
training on the system, for their everyday workload and workflow. The majority of the public
generally agreed that they would worry about the possibility that a non-authorized, third party
might gain access to their personal health information (48.8%), and that they would worry about
future discriminations due to possible disclosure of their health information (48.8%). Most
Health Information Management Professional disagreed that EMRs will disrupt the doctor-
patient relationship (58.1%) but they would worry about the safety of their patients' information
(53.1%). Overall, both the public and physicians were in favor of the implementation of an EMR
system, evaluating that possible benefits are more important than possible risks. The majority of
the public believed that physicians should have full access to an EMR (90.9%), whereas nursing

staff, pharmacists, laboratory staff, and other healthcare professional should have partial access
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206 The survey illustrates that both the public and physicians acknowledge the benefits and

support EMRs on the condition that sufficient guarantees are provided about privacy and security.

In another survey on patient and public views on electronic medical records and its uses, 5331
patients and members of the public responded to the survey, with 2857 providing complete data
for the analysis presented here. There were moderately high levels of support for integrated
EMRs used simultaneously for health care provision, planning and policy, and health research
62.47%, while 27.93% of participants reported being undecided about whether or not they would
support EMR use. There were higher levels of support for specific uses of EMRs. Most
participants were in favor of EMRs for personal health care provision, 89.71%, with 66.75%
stating that they would prefer their complete, rather than limited, medical history to be included.
Of those "undecided" about integrated EMRs, 87.2% were nevertheless in favor of sharing their
full 46.7% or limited 40.5% records for health provision purposes. There were similar high
levels of support for use of EHRs in health services policy and planning 79.59% and research
81.38%, although 59.75% and 67.10% of respondents respectively would prefer their personal
identifiers to be removed. Multivariable analysis showed levels of overall support for EMRs

decreasing with age?"’.

Despite previous difficulties with National Health Service technology projects, patients and the
public generally support the development of integrated EMRs for health care provision, planning
and policy, and health research. This support, however, varies between social groups and is not
unqualified; relevant safeguards must be in place and patients should be guided in their decision-
making process, including increased awareness about the benefits of EMRs for secondary uses.

Given the widespread implementation of electronic health records, there are concerns about data
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integrity that could jeopardize healthcare quality. Addressing concerns about data integrity and
safety is critical to inform health policies and promote public trust. Participants in the research
work on Privacy, Confidentiality, Security and Patient Safety concerns about electronic medical
records expressed concern over the security of electronic health records (n = 270, 48%).
Administrative-related security, inadequate training and access by unauthorized users were the
most frequently reported concerns. The main patient safety concerns were associated with non-
technological factors, including lack of audit by staff, poor communication with technology
vendors and length of time required for documentation. The focus group results reflected similar
issues, with an additional theme being inconsistency in data integrity policies?®. Health
Information Management Professional need to integrate pragmatic policies to support
compliance with the code of Health Information Managers ethics when using online data. Health
Information Management Professional must follow workplace policies that foster reporting of
risks to online incident systems to ensure data integrity. A unified health policy based on

multidisciplinary partnership is critical to safeguard online data and promote public trust.

The use of electronic medigal Ee%rd systems raises important ethical concerns about patient

privacy/confidenti Ql ical errors, expectations of structured data entry by Health

Information % , documentation integrity, and provider-patient interaction. Health
Informati gers and health care organizations need to define best practices and policies in

the \% EMR systems to improve quality and maintain Health Information Manager efficiency
v&t compromising patient welfare, safety and privacy?®”. Hospitals are rapidly implementing
the electronic medical record (EMR) because it offers many demonstrated advantages over paper
records. Issues of misuse of the EMR previously identified include breaches in

confidentiality/privacy and inappropriate record sharing. Sets of ethical and quality problems of
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the EMR that result from its otherwise beneficial timesaving features that inadvertently enable
carelessness and harmful shortcuts are described. These problems include copying and pasting
data obtained from other health professionals , authorship ambiguities, inadvertent inclusion of

unobtained data in templated notes, misleading history and physical examinations, failure to

review pre-populated data, inadequate discharge summaries, impairments to \gare
ke

minating its

provider communication, and the transformation of the purpose of the medica illing

documentation?!?. EMRs' practical difficulties have previously been K

moral ramifications. For instance, installation mistakes in imagi tems can result in

inaccurate health status reporting with possible adverse heal%g?s}1 »212; paying insufficient

attention to the necessary behavioral change manageme MR might place an excessive

time burden on healthcare professionals and have impact on their job satisfaction®!3.

negati
Poor cyber security procedures were used in@ggloyment of EMR systems, endangering the

privacy and confidentiality of patient healt bﬁ“.

Patients' faith in healthcare professighals might be harmed by the sharing of patient data with
commercial parties®!> 2'@&;} to recognize the constraints and biases in datasets might result
in the creation of @hms that unfairly favor or target particular groups®'”-2!8, In conclusion,

although w@e introduction of EMR is intended to improve the quality, safety, and

effec;:' en f healthcare and the delivery of health services, it may potentially have unforeseen

lifecycle of the EMR system, from design through development, deployment, and continuous

ffects. Therefore, ethical issues must be identified and handled throughout the whole

evolution, in order to optimize desired EMR impacts and minimize/eliminate the incidence of

unfavorable EMR sequalae. It is difficult to assign responsibility for the safe, moral, and socially
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desirable employment of EMRs across a complicated network of players?!®. Scholars assert that
the expanded capabilities brought about by EMRs come with new or alternative risks and
dangers. One example of a negative effect is the burnout of health information managers due to
the use of EMRs?"3; improper medicine prescriptions or instructions due to software flaws 229,
risks to privacy linked to inadequate database security 2?!; taking other clinicians' f% and
pasting them without proverance of origin 2??; designing templates that produce f: s%nnation

223, 224- advocated medicines that do not follow established medical %\ws 225 and

discriminatory algorithms stemming from biased EMR datasets 22%. \’\ \

In essence, where EMR systems mediate healthcare %ﬂherence to ethical principles

227 Patient

throughout the technology's lifecycle, from dgs usage, 1s crucial.

privacy/confidentiality, Instant retrieval and i &Q‘tion exchange through EHRs improve care,

but also create the risk of unauthorized usej\accgss, and disclosure of private patient information,

raising confidentiality/privacy conc€msN\Wnauthorized access could also have implications for
3

patient family members if &m\\‘:\'}

that patient encounte ihformation are kept confidential and private, fostering trust and

rmation is involved. Respect for patient autonomy requires

228

improving commugica’ . Otherwise, patients might not disclose important information or

may avoid @ care, fearing denial of insurance, loss of employment, or stigmatization.
Whilg

thi so true of paper records, concerns are heightened with EMRs because information

eadily transmitted and system breaches are not uncommon, despite security measures.
Breaches may occur accidentally, through cyber attacks, or due to lapses in professional conduct,
such as searching for test results of a family member or celebrity. All of this is easier to

accomplish and track electronically.
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2.3.2 Perceived Usefulness and Usage of Electronic Medical Records

According to scholars, many healthcare facilities tried to implement EMR system, mainly to
improve health information recording process??% 230: 231. 232, 233 n the context of developing
countries, several technological, organizational and social issues such as electri %ﬁ
interruption, health professionals technology resistance, infrastructure and( a %aﬁve
problems have slowed the pace of implementation and adoption of EMRs?*#! ms related to

lack of planning, increased provider time, computer down time, lack@ﬂd\rds to interchange

information, user resistance and threats to confidentiality negati ibute for the successful
implementation of EMR 2°°, Even though there is a high atign and interest in EMR as great
prospect for improving quality, continuity, safety, iciency in healthcare, the overall

adoption rate is relatively low 23¢2%7, Fifty pe@ health information system failed to utilized
EMRs properly 22238239, Q
N
In a study conducted on Sa\é,a{'Wn and Perceived Usefulness with newly implemented
electronic medical reca@gﬂem, out of the 112 physicians who completed the survey, 97
(86.6%) attended @ courses before the implementation of new EMR. On average, the
participants the perceived usefulness of the new system at 64% for patient care and
S

physicia%

educe errors and improve the quality of care 82.8%; the lowest-ranking indicator was

action levels were 52%. The top indicator of EMR usefulness was the system's

the physicians’ perceived familiarity with functions and benefits 67%. The top indicator of
satisfaction with the EMR system was enhanced “individual performance” 60.9%; the lowest-
ranking perceived indicator was the limited availability of workplace computers 38.2%2%. In

another research on Checking the Potential Shift to Perceived Usefulness — The Analysis of

89



Users Response to the updated electronic medical records, the response to the initial
functionalities, perceived as easy to use, was high as expected since they kept the users in their
“comfort zone”. As regards the updated features, the ones corresponding to the perceived
usefulness, the initial overall acceptance rate was 60%, while the overall increase of their
acceptance was around 20%. The overall usage of the newly introduced features wa n

some cases throughout the four-year period, while some of them were nbt ted as

\

AN

Another study on The Patient's Care Requires Physician burnout, according to Care of the

expected?*!.

Provider, is largely caused by frustration with EMRs, notably the time needed to interact with
them 2%, In a poll of 561 Massachusetts doctors, 30% of them thought that utilizing EHRs
created more room for mistakes in patient care?*. EMR technology dissatisfaction is on the rise,
with 12 percent more doctors complaining about their EMR system in 2012 than in 201024,
Understanding healthcare providers' opinions on the benefits and difficulties of utilizing these
systems in clinical practice is the subject of another study. In order to examine many situations
that illustrate this phenomenon and to compare Health Information Manager perspectives
regarding the use of EMRs, a qualitative multiple-case study approach was used. The results
demonstrate that increased EMR adoption rates and a parallel rise in health information
management Professional unhappiness with the systems poses a problem for all parties involved
in the healthcare system and raises crucial considerations about how it will affect patient
satisfaction, care quality, healthcare costs, the effectiveness of healthcare delivery, and provider

satisfaction..
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Another study showed a lack of compatibility across various systems, which made it impossible
for medical entities to share clinical data %. 88 percent of research participants cited this worry
as a major obstacle to the effective usage of these systems. Only one practice reported
consistently exchanging clinical data with other medical entities utilizing EMRs among the 12
participants who are currently using an EMR system. Participants reported annoyan i\this
aspect of using EMRs, and the majority also voiced doubt about future solu '@@Wmvation
Management for Health Professional skepticism about interoperabili&v \ed on their

knowledge that EMRs from various vendors could not comm te With one another, a

conviction that the market's expanding number of vendo de)the problem worse, the
perception of a lack of interoperability standardizati \\%

business and government to date to develop trustwQrthyNand long-lasting technical and financial

solutions for electronic information exchang\cé\\

Health Information Managers ir@r believed that using EMRs in health facilities adds
Sl

vendors, and the failure of

significant time to the clinci orkday and that this increased workload is a major
disadvantage of the t @y.‘ 92% of adopters and partial adopters said that using EMRs
added time to theit w. ay, with the majority indicating that the use of the systems required
signiﬁcantl@ administrative time than that required for documentation in paper charts.
Seve ipants indicated that their administrative time doubled because of EMR

nts?®. The majority of participants did not believe that adopting EMRs improved the
standard of care they provided patients with, although acknowledging that doing so increased
availability and access to health data, improved readability, and increased efficiency in providing

treatment. The majority of doctors in this study did not draw the connection between greater
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access to the medical record and higher patient care quality, despite the fact that it might appear
obvious. Only 17% of health information management specialists who use EMRs think that
using the system enhances the treatment they give patients. Participants were asked if they felt
that meaningful use of EMRs increased the quality of treatment, and 63% responded that they
did not 2. These opinions are consistent with the results of a recent study, where @nﬁs
similarly expressed concerns about the return on investment vs the amount o @{@zded for
documentation and questioned the effectiveness of meaningful use criteria. se of EMRs,
according to 246 participants in a separate study, may increase the ity 6f documentation, but
they did not think that significant use of EMRs would raise %(@ of treatment. Although

the authors noted that the use of health information e&)

during the previous ten years, “the quality and ei% f patient care are only marginally

(such as EMRs) has grown

better”?*’. Other authors have also stated t}&\c;\wnt research suggests that it might be more

difficult than anticipated to meet these meaningful use norms 4,

The view among some study participants in another research is that EMRs produced clinical
information that is either inaccurate or unrelated to patient care, which runs counter to the notion
that adopting EMRs will improve the quality of care. Despite not being asked specifically about
the phenomena, 38% of participants (6 of 16) expressed this opinion. Participants mentioned
getting consultation reports on patients from doctors using EMRs that had inaccurate information
and irrelevant material that diminished the report's value and typically required extra work to

clarify or amend the information®*,

The EMR consultation reports, according to some
participants, are overly wordy in comparison to previous notes or phone conversations that

clearly summarized consultation outcomes.>*. Some participants described how they also made

errors in seemingly routine data input areas that led to inaccurate clinical information during
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interviews. This conclusion is confirmed by a study in which healthcare professionals at 11
primary care clinics entered patient information incorrectly, leading to false clinical data®®. In
addition, Makam, Lanham, Batchelor, and Samal noted that enormous notes with redundant or
superfluous data may be encouraged by the organized documentation required by EMR
templates®®. Similar issues with EMR data obstructing doctors' clinical decision-making and

care coordination were reported in another study?*!.

In a research work titled ‘Towards personal health record: current 51t ()Qstacles and trends

in implementation of electronic healthcare record the study sho@en EMRs are simple to

use, accessible, and available while providing medical ca&&}
and digitally, HIM professionals may be satisfie ® However, if patient records are

poorly integrated and prone to inaccuracy, t till be seen as being of low value and

to patients both physically

result in unfavorable experiences®>. Anotkﬁs\}\ confirms that the use of EMRs could improve

the intention to continue using the %may consider their performance to be higher or lower

than they anticipated before us . In contrast to the latter, the former is regarded as a good
confirmation experlenc osctlve user perceptions of the value of electronic medical records
frequently result i 1 t sfaction and sustained use, whereas negative confirmation results in

usage disco g ion 54 Verification of the anticipated advantages of EMR has a favorable

effect 0!%

a year experience almost little impact from perceived usefulness over time, but those

In terms of institutional EMR experience, institutions using the technology for

employed the system for a year or longer have noticed a similar impact from perceived

usefulness to that of more experienced Health Information Management Professionals.
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Recent studies echo mixed sentiment of EMR implementation?>®. The work titled effects of
implementation of EMR in small hospitals on healthcare objectives points out medical
organizations underestimate time, budget and resources for its implementation. Specifically, he
cites “lack of adaptation period, workflow disruption, slow program speed through a resource-
heavy interface, negative office culture, lack of consistency using the software, \ 1c

support services” as challenges of EMR system implementation and reahzatlon $8%%3,

S
A National Ambulatory Medical Care Survey found that from an 6@18% to 31%, health
information managers were using electronic medical reco % ut 11.2% of healthcare
professionals who utilized EMRs used them fully, wher <%?used them only partially. The
EMR usage rates among Health Information Manager nerally consistent when taking into
account age, sex, and specialty kinds. The si ?Aﬂe facility, the number of hospital specialties,
the existence of insured care contracts, et ad an impact on the EMR usage*®. The EMR
usage rate in the US was aroun the Midwest and 33.4% in the West. The Northeast
had the lowest EMR utili at10 14.4%. EMR usage was almost 24.8% in urban areas
compared to 16.9% i &d “other locations. The EMR is used by more than 21.4% of HIM
professionals to r@d display demographic information. Only 5.4% of doctors, however,
are genume@ o provide epidemiological or public health statistics. The Health Information
Manﬁ more likely to utilize the EMR to place orders, write prescriptions, order lab tests,

3

exclusively?”’. Up to 90% of healthcare facilities may genuinely have EMRs, according to

sults, take and record nursing notes, set reminders and alerts, etc. if they used it

studies done in Sweden and Norway, where the installation of the EMR systems has been more
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intensive *°. The adoption of EMR offered a healthcare facility a number of advantages. The
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business generated more money and had higher profit margins 23

. According to a research done
in Nigeria, some of the aspects of the EMR that the healthcare professional found beneficial were
entering, viewing, and editing patient health data, writing prescriptions and refills, making
appointments and referrals, ordering tests, etc. Among these, enabling the doctors to write
prescriptions electronically was one of the EMR system's most important features. A. \ to
the usefulness of the EMR system, about 82% of respondents thought that h@w d be a
positive impact on the standard of care, 92% thought that interactions a munications
would improve, 97% thought that accessing the patients' record @Q&eniem, and 86%
thought that the rate of errors would be reduced signiﬁcantly@ the EMR, according to
the health information officers, helped to avoid drug i 1 and allergies, notify crucial
laboratory values, and make sure that preventive sta@ossible.
QS
The utilization of an advanced EM%@% rated as satisfactory by around 93% of the

health information managers, whil c system was rated as satisfactory by about 88% of

them. An advanced EMR &d wa¥’more likely to make health information officers satisfied?®.
A few other obstacle Qe
investment costs, @s in selecting a system, challenges in maintaining an existing system,

etc. Due to @ cial incentives that were accessible to them, a significant number of health

‘option of the EMR by health information managers were high

informati nagers decided to use an EMR system. An EMR system, according to about 40%
% information officers, might help prevent tampering with patient medical records that
might be done during the determination of liability in medico-legal situations. Studies have also
revealed that health information officers are more likely to use medical records when they work

in a group (greater than 50) or in a hospital. Additionally, a bigger practice adoption of the EMR
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system compared to a smaller number of Health Information Managers increased the probability
of the EMR technology being upgraded and used for various purposes by four times!®*. There
was better control over service quality issues when electronic medical records were employed in
larger hospitals and were completely functional. Without doing direct clinical research, it may be
challenging to determine how much the EMR actually improved the cost effecti xand
quality of patient outcomes. Health information officers who used basic E S were
more anxious about accuracy and mistakes, which raised their level of anxie he use of the

EMR system may face obstacles or restrictions, which worried heal‘d@ flon managers.

2.3.3 Ethical Practices and Perceived Usefulness on '@Wlectromc Medical Records

Health Information Managers and healthcare consu e elfeve and agree on the positive impact
of EMRs on better, more effective, and e&{ecisions on the patients' health, on better
coordination between hospitals/clinics an% quality and reduced cost of health care. The
concept of EMR connotes traini uter usage and ethics pertaining to EMR as against
traditional settings of erstwhile“gradtice. Studies have shown that Health Information Officerss
require basic training & of computer systems as against the manual methods, also there is
need for customl@ clinical ethics as it pertains to the EMR platform. Certainly this
changes rec@ mensurate modifications in skill set and knowledge which can only be
acquired h training?*?. The overall computer use skill among doctors more than 80% of

perform all the functions required for EMR use. Among Nurses computer use skill was
66.3% can perform simple functions required for EMR use. Among other Health Information
Officerss, more than 70% can perform all the functions required for EMR use inquired®’’. The

use of electronic medical record systems raises important ethical concerns about patient
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privacy/confidentiality, medical errors, expectations of structured data entry by Health
Information Managers, documentation integrity, provider-patient interaction and general
perceived usefulness of the software. Health Information Managers and health care organizations
need to define best practices and policies in the use of EMR systems to ensure technological

adequacy, justify usefulness, improve quality and maintain Health Informatio ger

&

Hospitals are rapidly implementing the electronic medical record (E beeavse it promises and

efficiency without compromising patient welfare, safety and privacy?"”

offers many demonstrated advantages over paper records % of misuse of the EMR
previously identified include breaches in confidentiality/ <gfd inappropriate record sharing
and technological appropriateness especially as regards\inteéroperability and capabilities. These
problems include copying and pasting data &@ from other Health Information Managers,
authorship ambiguities, inadvertent inclus% misleading history and physical examinations,
failure to review pre-populated dataNi uate documentations and impairments to patient—care
giver communication?!°, combindtion of ethical practices and perceived usefulness has
potentials to positive@

there are more to QJ f EMR than the theoretical assertions as findings have also revealed

the existem@ esirable outcomes mediated by the combined influence of ethical practices

¢ healthcare services and delivery but findings have proven that

and _the ived usefulness of EMR In a survey of patient and public views on

ality/privacy and safety of electronic medical records by a scholar, 79 % of participants
reported that they would worry about the confidentiality and security of their record if this was
part of an EMR system and 71 % thought the facility was unable to guarantee EMR safety at the

time this work was carried out. This results indicate less than 30% trust and confidence in the
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use of EMR to deliver health services. This is in contrast to the assumed advantages and great
dividends that EMR is advertised and expected to deliver. Almost half (47 %) opined that EMRs
would be less secure compared with the way their health record was handled. Of those who
reported being worried about EMR security, many would nevertheless support their EMR use
(55 %) with doubts, while 12 % would not give it a try?%. The majority of the publi 1y
agreed that they would worry about the possibility that a non-authorized, third@%
access to their personal health information (48.8%), and that they would%z about future

discriminations due to possible disclosure of their health informatio@%}s This was against

the advantage of easy availability that EMR offers. It w ted )hat timely retrieval and

availability in the wrong hands will result in the @ unauthorized access and the

accompanying negative outcomes.

t gain

EMRs were created to automate or digitize the manual workflow. Findings have proven
otherwise as seen in conflicting roles, duplication of roles and professional encroachments due to
errors or extraneous software programing. Some of this conflicting roles have serious ethical
risks. Most Health Information Management Professional disagreed that EMRs will disrupt the
regular workflow or doctor-patient relationship (58.1%) whereas 42.9% believe EMRs can
actually have negative potentials in workflows and caregiver-patient relationship but collectively
they would worry about the safety of their patients' information (53.1%).. The majority of the
public suggested a stratified access levels where the physicians should have full access to an
EMR (90.9%), whereas nursing staff, pharmacists, laboratory staff, and other healthcare
professional should have partial access 2%. The survey illustrates that both the public and Health
Information Officers acknowledge the benefits and support EMRs implementation on the

condition that sufficient guarantees are provided about privacy and security?’®. There were
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similar high levels of support for use of EMRs in health services policy and planning 79.59%
and research 81.38%, although 59.75% and 67.10% of respondents respectively would prefer
their personal identifiers to be removed?”’. Given the widespread implementation of electronic
health records, there are concerns about data integrity that could jeopardize healthcare quality
and safety. Addressing concerns about data integrity and safety is critical to inform health
policies and promote public trust. Participants in the research work on Privacy, Confidentiality,
Security and Patient Safety as regards electronic medical records expressed concern over the
security of electronic medical records 48%?2%. EMRs' practical difficulties highlight their ethical
ramifications. For instance, installation mistakes in imaging IT systems can result in inaccurate

211212, which goes against clinical

health status reporting with possible adverse health effects
ethics ideals of beneficence, non-malfeasance, confidentiality, autonomy etc and negates any

perceived usefulness.

Documentation can take an excessive amount of time from health care professionals and have a
bad impact on how they feel about their jobs?!3. When EMR systems are installed with
inadequate cyber security procedures, the privacy and confidentiality of patient health data are
put at risk?!4, Lack of awareness of the constraints and biases in datasets can result in the creation

of Al algorithms that unfairly favor or target particular populations?!'”-2!8

. In conclusion, although
the introduction of EMR is intended to improve the quality, safety, and effectiveness of
healthcare and the delivery of health services, it may potentially have unforeseen negative effects.
Therefore, ethical issues must be identified and handled throughout the whole lifecycle of the
EMR system, from design through development, deployment, and continuous evolution, in order

to optimize desired EMR impacts and minimize/eliminate the incidence of unfavorable EMR

sequalae. It is difficult to assign responsibility for the safe, moral, and socially desirable
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employment of EMRs across a complicated network of players?'?. In as much as EMR promises
a whole lot of goodies of improved efficiency, enhanced safety and reduced cost, According to
academics, the additional capabilities brought about by EMRs come with new or alternative risks
and dangers. One example of a negative effect is the burnout of health information managers due
to the use of EMRs?!"3; software flaws can expose patients to risks by giving them the wrong
medicine prescriptions or instructions ?2%; risks to privacy linked to inadequate database security
221 using another Health Information Manager's findings without indicating where they came
from 2%2; designing templates that produce false information 223 22%; promoted prescriptions that

225

deviated from accepted medical standards “*; and discriminatory algorithms stemming from

biased EMR datasets 2%.

-

EMR is expected to simplify routine actioax%ectivities in healthcare service delivery and

boost performance and efficiency, it is designedtto achieve more while requiring minimal effort

but in a study conducted on Satis and Perceived Usefulness with newly implemented
electronic medical records&st‘e . average, the participants rated the perceived usefulness of

the new system at 64"?%21 ient care and Health Information Officers satisfaction levels were

52%. The top 1nd1&)

the qualit Qr 82.8%; the lowest-ranking indicator was the Health Information Managers

MR usefulness was the system's ability to reduce errors and improve

perc tliarity with functions and benefits 67%. The top indicator of satisfaction with the
Qtem was enhanced “individual performance” 60.9%; the lowest-ranking perceived

1nd1cator was the limited availability of workplace computers 38.2%4,

Although EMRs improved some aspects of healthcare delivery, particularly documentation

management, a different study on Care of the Patient Requires Care of the Provider suggests that

100



dissatisfaction with EMRs—specifically, the time needed to interface with them—is a significant
factor in health information officers' burnout ?#2. In a survey of 561 health information managers,
30% of respondents thought that utilizing EMRs increased the risk of patient care errors®*.

Understanding healthcare providers' opinions on the benefits and difficulties of employing these

systems in a healthcare facility is the subject of another study. ( \

Another study showed a lack of system interoperability, which made it impossible for medical
entities to communicate clinical data 25. 88 percent of research participants cited this worry as a
major obstacle to the effective usage of these systems. Only one practice reported consistently
exchanging clinical data with other medical entities utilizing EMRs among the 12 participants
who are currently using an EMR system. Participants reported annoyance with this aspect of
using EMRs, and the majority also voiced doubt about future solutions. The view among some
study participants in another research is that EMRs produced clinical information that is either
inaccurate or unrelated to patient care, which runs counter to the notion that adopting EMRs will
improve the quality of care. Despite not being asked specifically about the phenomena, 38% of
participants (6 of 16) expressed this opinion. Participants described obtaining consultation
reports on patients from doctors who used EMRs that contained inaccurate information and
irrelevant details that diminished the report's value and typically required extra work to clarify or
rectify the details?®. The EMR consultation reports, according to some participants, are overly
wordy in comparison to previous notes or phone conversations that clearly summarized
consultation outcomes 2%, Some participants described how they also made errors in seemingly
routine data input areas that led to inaccurate clinical information during interviews. This
conclusion is confirmed by a study in which healthcare professionals at 11 primary care clinics

entered patient information incorrectly, leading to false clinical data?*®. Additionally, Makam,
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Lanham, Batchelor, and Samal noted that organized recording demanded by EMR templates may
encourage bigger notes including redundant or superfluous data in a significant survey of

primary care clinicians®*,

EMR promises comprehensive and accurate documentation but
Health Information Managers in this study believed that using EMRs in hospitals adds
significant time to the clinician’s' workday and that this increased workload is a major
disadvantage of the technology. 92% of adopters and partial adopters said that using EMRs
added time to their workday, with the majority indicating that the use of the systems required
significantly more administrative time than that required for documentation in paper charts.
Several participants indicated that their administrative time doubled because of EMR

requirements’®.

The majority of participants did not believe t doMg EMRs improved the standard of care
they provided patients with, although ac@ ing that doing so increased availability and

access to health data, improved rea and increased efficiency in providing treatment. The

majority of doctors in this st&%i not draw the connection between greater access to the

medical record and hig ient care quality, despite the fact that it might appear obvious. Only

17% of health infgtnie anagement specialists who use EMRs think that using the system
enhances th %ent they give patients. Participants were asked if they felt that meaningful use
of EMR$y ed the quality of treatment, and 63% responded that they did not?*. According

arch done in Nigeria, some of the aspects of the EMR that the healthcare professional

found beneficial were entering, viewing, and editing patient health data, writing prescriptions
and refills, making appointments and referrals, ordering tests, etc. Among these, enabling the

doctors to write prescriptions electronically was one of the EMR system's most important

features. According to the usefulness of the EMR system, about 82% of respondents thought that
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there would be a positive impact on the standard of care, 92% thought that interactions and
communications would improve, 97% thought that accessing the patients' records was
convenient, and 86% thought that the rate of errors would be reduced significantly. The use of
the EMR, according to the health information officers, helped to avoid drug interactions and
allergies, notify crucial laboratory values, and make sure that preventive steps were pagsibie\The
utilization of an advanced EMR system was rated as satisfactory by around 93% health

information managers, while a basic system was rated as satisfactory by ab@ of them. An

advanced EMR system was more likely to make health information q@wﬁsﬁed%?

There was stronger control over service quality issues i ere electronic medical records
were completely functional. To what extent the E R%ely enhanced the cost effectiveness
and quality of patient outcomes, however, y*{ difficult to determine without conducting
direct clinical research. The Health Inform(&)\j()fﬁcers who used the basic EMR systems were

more concerned about the accuragy takes because they were using these tools'®. The use

of the EMR system may  fac® obstacles or restrictions, which worried health information

S
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Fig 2.3: %
Conceptual Framework on Ethical %&@ erceived Usefulness and Usage of EMR.

Source: Researcher 2022

The conceptual framework in ﬁ@:bove show that the model has three major dimensions
namely, usage of elect Nf}dical records as the dependent variable, ethical practices and
perceived usefuln tronic medical records as the independent variables. The Dependent
variable, U@E R will be measured by Purpose of Use and Frequency of Use electronic

medica%

Medical Records will be measured by confidentiality/privacy and security of patient

%, Ethical Practices, the first independent variable as it concerns the use of

data™°. While Perceived usefulness as a second independent variable will be measured by Time
Saving, Effort Saving, Cost Effectiveness, and Overall Usefulness '%. These variables will be
used to test the following hypotheses, influence of ethical practices on EMR usage, Influence of

Perceived usefulness on EMR Usage and the combined influence of Ethical Practices and
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Perceived Usefulness on the usage of EMR

2.5  Summary of Literature Reviewed

The degree to which people believe they can improve their performance through technology is
referred to as perceived usefulness? 260 and 261 Some scholars agreed that intention to u

positively impacted by perceived utility. Contrary to some schools of thinking, t 1% hat the
intention to use was not negatively impacted by perceived utility?®>. It ca aimed that a
technology is ready to use when users accept it well and have no probl siig 1% or hesitancy when
using it. Technology readiness was shown to positively influe (_)ztentlon to adopt EMR in
studies 26* 264, Task Technology Fit (TTF) is one of the \% approach information systems
theories that describes how tasks and informatlon a ication technology interact with one
another 226, TTF serves as the theoretical fo for information systems research that looks at

challenges with task compatibility with 1nfo ati and communication technology (ICT)*®.

Meaning that TTF highlights hckiﬁsﬁnation technology and task execution precision will promote

employee performance ; }irm. The capacity of technology to assist a task often referred to as

task-technology fit <wh

TTF model, ed by Goodhue and Thompson, expands the TAM by taking into account how a

s the matching of technology capabilities with job requirements?®’. The

task influ the use of technology?®. The most popular methodology for determining the elements
i g technology acceptance is the TAM. According to TAM theory, when consumers are
exposed to new technology, a variety of factors affect their choice of how and when to use the
technology*®. The purpose of TAM is to be able to explain user behavior across a broad range of end-

user computing technologies and user populations, as well as the factors that influence technological
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acceptance?®!. TAM made an effort to pinpoint the key factors that earlier studies had suggested. It
details the connections between perceived utility, perceived simplicity, usage mindset, and intention to
use technology?$” 16, The fundamental tenet of the TAM is that people's use of technology is
mediated by their acceptance of it, and that acceptance is in turn influenced by two cognitive factors:

perceived utility (PU) and perceived ease of use (PEOU) 2%, In other words, it refers to 1%\ ha

person thinks utilizing technology would enhance the quality of his or her work. \%

Therefore, users are more likely to want to adopt a technology the more %l{ is. Stakeholders
will use EMRs if they perceive their benefits; otherwise, if they do flot perceive these benefits, they
will not want to use the system?® . Intention to adopt EMR was § %1 by perceived utility?6!.

Poor data quality, inadequate data, inconsistent datasreponting, and late data submission are
issues raised by various research in Nigeria on ea%ata and healthcare quality. The use of
manual data entry methods is one of the thj ’%&ying this issue. To strengthen the health system,
it has been suggested that a function%&fJ
necessary. Due to a lack of in k\

ture, people, funding, political will, and computer and

run automated health data management system is

information technology e%is‘e, meeting the problems of data demands for the healthcare

business is frequeting task. Only a limited implementation was made in places where

EHR was accefted. pitals reported a variety of problems with gathering and interpreting use

data, inglud lack of standards or procedures for determining what metrics to use or what

datas to track in order to measure utilization.

Although there are studies on the influence of EMR as an Information System on healthcare
quality and performance, the number of studies on EMR usefulness in healthcare setting is

limited. Secondly, notwithstanding the fact that many researchers have looked at the direct
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impacts of EMRs on user performance, the mediating role of perceived usefulness on the
association between EMR and user performance implications have not been sufficiently explored.
Thirdly, researchers have used Technology Task Fitness, Technology Acceptance Model and
DeLone & Maclean models and theory independently to evaluate the acceptance and use of
technology and a focus on their integration has not been adequately addressed. F \ ew
researchers have studied these relationships in healthcare organizations in devgl@pi untries.
It was suggested that more research be done to determine the effects of cult%nology, self-

efficacy, user involvement and participation, past usage and experie@ eived voluntariness,

personal innovativeness, and user characteristics on adoption 2(/ es.)

The high initial price of purchasing an EMR syste %ﬂe of the major worries voiced by
healthcare providers. For each physician, thg€cost of purchasing an EMR system varied from
sixteen thousand to thirty six thousand dgllagy Some doctors had the issue of seeing fewer
patients during the EMR installati which further increased the costs. Additionally, there
were early difficulties with figuritg” out how to use the EMR system and having to spend
additional time with e &At‘to enter and access the data. This raised more questions because
it now took more timé~Professionals in health information management frequently find using
computers ite challenging. The best ways to use the advantages of the EMR system for

the i ommust be determined by each unique company. To ensure that EMRs are applicable

a€re, there is a clear need to address the significant differences in how technology and
related services are distributed between rural and urban areas. Additionally, much work needs to

be done to increase the interoperability of EMR systems within healthcare delivery networks,
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and EMR training needs to be incorporated into the curriculum of medical schools to encourage

system acculturation.
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This chapter presents the methodology that will be utilized in this study. It includes the research
strategies employed, population sample, data collection, data analyses and operation of variables.
3.1  Research Design

The research design for this study was descriptive research design. Descriptive research design

answers the question asked by the problem under investigation and the purpose i%\ lect
e

detailed information that describes existing phenomenon in order to identify th m or
justify current conditions and practices. Descriptive design accurately stematically
describes a population, situation or phenomenon. Descriptive resea\n&es mMallows for a wide
variety of research methods to investigate one or more Vari%(])fc)criptive design facilitates

appropriate identification of characteristics, frequencies \ d categories'.

The target population for this study is con@f the health information professionals working

in National Orthopaedic Hospital, Igagos and Federal Neuro-Psychiatric Hospital, Yaba,

3.2 Population of Study

Lagos. The total populatior\g,ais study was one hundred (100) health information

management professional

(Q‘

Table 3.1

Health Facilig "\ Number of Employee
N.O.H, Igb 0s. 60

F.N.P.H agos. 40

Total 100

SOudtnin Dept. of both health facilities 2022

33 Sample Size Determination and Sampling Techniques
The sample size for this study was one hundred (100) health information management

professionals in National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric
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Hospital, Yaba, Lagos “. This study employed total enumeration of health information

management professionals in both facilities.

34 Description of Research Instrument
The instrument used in data collection in this research was a structured questionnaj \R'}s

constructed to ensure that the objectives and the statement of problem stated in e were

a
explored. The study adopted the Likert scale design allowing the researcher%\@ptions which

respondents selected from. The instrument of this study was made up of&i tigns.

Section A: This section is self-designed to collect demo@&hiormation of respondents and

this contains bio-data of respondents measured thro%%actors: Age, Gender, Marital Status,

Length of Service, Profession. ’\\
Section B: This section is desig@ct data on the Usage of Electronic Medical Records.

This section is has eight items\'\t, our point scale. The four point scales are Very Often = 4,
Often = 3, Sometimes = 1y = 1,. This research instrument with Cronbach value of 0.91 was
adapted from literQJ measure frequency and purpose of use of the EMR.? examples of
questions t &Ked include any form of EMR use for Patient Care, Research and Education,
Hospital“@%mstration Resource Allocation or Medico-legal purposes as well as the frequency
es.
Section C: This section was designed to collect data on Confidentiality/Privacy and Security
aspects of Ethical Practices. This section is has seven items with a four point scale. The four point
scales are Strongly Agree = 4, Agree = 3, Strongly Disagree = 2, Strongly Disagree = 1. This
research instrument with Cronbach value of 0.89 was adapted to measure Confidentiality and
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Privacy of EMR*. This section focuses investigation on EMR having potentials of possible
privacy breach or violation due to multi-user features, presence role based accesses as a
protective measure to EMR, unethical and unauthorized sharing of patient sensitive data over

personal unsecured network among care providers, ensuring compliance with consent protocol as

well as all security measures to protect data on EMR. ®E

Section D: This section is designed to collect data on Perceived Usefulness c% onic Medical
Records. This section is has twelve items with a four point scale. The @Ut\scales are Strongly

Agree = 4, Agree = 3, Strongly Disagree = 2, Strongly Disagre{g&%(m research instrument with

Cronbach value of 0.82 was adapted from the Perceived && variable of TAM?. Questions

in this section will focus on investigating the timgli ffort-saving, cost effectiveness and

overall usefulness of EMR Q
35 Validation of Research in&t

To validate this reseach ment, its contents were obtained through related literature review
and adaptation of questionnaires utilized by other researchers on related topics. Both
construct a %nt validity were done with the input of the supervisor and other experts in the
field of on management. Corrections made will be incorporated in constructing the final
ire that will be given out to respondents of this study.

3.6 ¥ Reliability of Research Instrument

In ensuring the reliability of the data collection instrument, the questionnaires were tested by
subjecting it to the inspection of experienced authorities in the areas of interest of this work,

who gave their opinions as to whether the hypotheses used to measure the concepts were valid to
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ensure it covers all variables under study. A Cronbach’s alpha value score of > 0.7 for a
questionnaire is accepted. The researcher subjected the questionnaire to a reliability test to check
the internal consistency of all items measuring each variable in the study. The reliability of the

instrument was done through a pilot survey using 15 questionnaires were administered to Health

Information Management Professional at Lagos State University Teaching Hos eja,
Lagos., to assess the response and reliability rate of the questionnaire and tqQ just at the
study is set to attain. Data obtained were subjected to Cronbach’s alpl%bility test to
establish consistency. The result of the reliability test showing Cro h Alpha’s coefficient of

0.91, 0.89, and 0.82 for adequacy in measuring EMR usa%,ﬁM ica) practices and perceived

usefulness respectively argues that the instrument is d@

A letter of introduction and projectaflon form was obtained from the department of

the primary research..

3.7 Method of Data Collection

information management, Lea&g{g/ niversity which was used to gain permission to conduct

the survey from the mana ents f National Orthopaedic Hospital, Igbobi, and Federal Neuro-
Psychiatric Hospit oth in Lagos State. Two (2) days training session was conducted for
research assis tsidacilitate the ease of administration, retrieval and initial sorting of the
researchyin nt. In all, one hundred questionnaires were administered to health information

manen professionals in National Orthopaedic Hospital, Igbobi and Federal Neuro-

Ps atric Hospital, Yaba, both inLagos

3.8  Method of Data Analysis
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The researcher analyzed the data collected using descriptive and inferential statistics. Frequency
distribution, Mean and percentages of response were used for descriptive analysis of the research
questions. To test the hypothesis, linear regression analysis were used for hypothesis one and two
while multiple regression analysis was used for hypothesis three. Data collected for the study

was analyzed using statistical package for social sciences (SPSS) version 25. All h}@%l

be tested at 0.05 level of significance. ’.

%

Endnotes
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The aim of this chapter is to present the results of the data collected and analyzed to achieve the

Chapter Four

Results and Discussion of Findings

objectives of the study. The data was obtained to answer the research questions and test the
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hypotheses formulated for the study. This was achieved with the use of a questionnaire which
dictates that the descriptive statistics is used to answer the research questions and inferential

statistics used for the study hypotheses.

This chapter will deal with data presentation, analysis and the interpretation of the \%'}e
analysis is guided by the specific objectives and the hypothesis that were formu]ated study.
The first section shows the presentation of the descriptive analysis us&les showing
percentages and interpretation below the tables. The inferential 6&% \(using regression
analysis) and discussion of the findings comes at the latter ® apter. Results presented

were based on research questions and hypotheses which b&

et out to answer and examine.

4.1 Demographic Data Analysis of Respo@
Table 4.1 Response Rate (\’\

Response Rate Frequency Percentage (%)

Returned Filled and |Useful \) 80 80
Not Filled, Returned or Invali 3@ 20 20

No. of distributed copies of ,gu 100 100

Source: Field survey Dat $
Table 4.1 above s one hundred (100) questionnaires were distributed, out of which

eighty were iiompletely and properly filled showing 80% were found adequate and

/?‘

useful fagthi k. Data was analyzed using SPSS version 25.
T®4.Z Demographic Characteristics of Respondents
Variables Category Frequency Percentage (%)
Age <25 10 12.5
25-35 36 45.0
36-45 26 32.5
46> 8 10.0
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Total
Sex Male
Female
Total
Marital Status Single
Married
Total
Length of Service <1
1-5
6-10
11>
Total
Cader/Level Managerial
Officer
Technician
Total

Source: Field survey Data 2022

This section consists of the background and res: \mformation that describes basic

attributes or characteristics such as age, gendér, al status, length of service, cadre or

managerial level of the respondents. To thi gf{é\the results are presented in Table 4.2.

Table 4.2 overleaf, presents the democ and personal details of the respondents used for this

study. Demographic and pers@k of respondents as shown in table 4.2 by age revealed
1

that 10 respondents repr

45% were betwee

and 45 years (&{ 8 respondents representing 10% were 46 years age and above. Indicating

ing 12.5% were under 25 years of age, 36 respondents representing

5 years of age, 26 respondents representing 32.5% were between 36

that mo% espondents were aged between 25 and 35. Furthermore, the profile of gender
r hat 2

%

e 2 respondents representing 27.5% were males while 58 respondents representing
72.53% were females. Indicating that most of the respondents were females. Regarding the profile

of marital status, 22 respondents representing 27.5% were single while 58 respondents

representing 72.5% were married. Indicating that most of the respondents were married.
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Concerning length of years of service, it was observed that 10 respondents representing 12.5%
were under 1 year of service, 24 respondents representing 30% were between 1 and 5 years of
service, 20 respondents representing 25% were between 6 and 10 years of service and 26
respondents representing 32.5% were of 11 years of service and above. Indicating that most of
the respondents have been in service for upwards of 11 years. The profile of cadre or rial
level of the respondents revealed that 12 respondents representing 15% were at@ jal levels,

representing

46 respondents representing 57.5% were at officers level while 22 resp(%

27.5% were at technician levels. Indicating that most of the respond%we at officer levels.
C.)
&
Q
X\
S
©
N
N\ .
S
O
N\

4.2 Presentation and Analysis of Data of Research Question
Research Questions 1: What are the uses of Electronic Medical Record (EMR) by Health
Information Management Professional in National Orthopaedic Hospital, Igbobi, Lagos and

Federal Neuro-Psychiatric Hospital, Yaba, Lagos?
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Table 4.3 Electronic Medical Records Uses by Respondents

Levels of Response/Agreement

Purpose of use EMR VO (0] S R Mean

Use of EMR for any form of Patient Care. 52 26 2 0 3.63
85% 35.5%  2.5% 0%

Use of EMR for Research and Education. 15 25 29 11 2.55

18.8% 31.2% 363%  13.7% V\
Use of EMR for Hospital Administration 22 18 30 10 2 \
Resource Allocation 27.5% 22.5% 37.5% 12.5% <$/
Use of EMR for Medico-legal Activities 16 6 28 30 %

20%  7.5%  35% 37.0\
Weighted mean N 73

Levels of Response/Agreement \ N
Frequency of use EMR VO o S _ «B \ Mean
How Often Do You View EMR 56 15 5. 004 3.54

70% 18.8% ) 5%
How Often Do You Write On EMR 38 22 8 3.13
47.5% . 0 10%

How Often Are You Required To Use EMR 54 8 0 3.58
67.5% 10% 0%
How Often Do You Comply With 46 2 4 8 3.33
Mandatory EMR Use 57. 6&27 5% 5.0%  10%
Weighted mean C \ 3.40
Grand meap 3.06

Decision Rule is 3.50-4.00 = Very High, 2
Key: VO= Very Often= Often, S S i
Source: Field survey Data 202%
The results in Table 4.3 1

patient-related ho@
protocol) and @n i

to perft activities in attending to patients on EMR. The results indicate a higher

3.49 = High, 1.50-2.49 = Low and 1.00-1.49 = Very low.
es, R= Rarely

s a high level of necessity and demand for the use of EMR in all
ivities (3.63) and (3.58) respectively. As regards viewing (read

ing (write protocol) on EMR, the results indicate work-induced necessity

a on ability to document than on viewing based or duty schedule or role-based access

too because the facilities visited have achieved high levels of automation/digitization that

compliance becomes natural due to the accompanying benefits. Results also revealed that the
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respondents agreed with the fact that EMR is integral in the facility’s administration and resource

allocation (2.65).

The respondents indicated that EMR was used for research and education as well as medico-legal
purposes in those facilities (2.55) and (2.10) respectively. These results owe it to t that
most health facility staff are more involved in research and education than in medic matter
and the latter are rare hence the relatively low results as people respond bet&nat they have
experienced. However, the average mean score of usage of EMR i 1s w ic\indicate that there

are valid justifications for EMR utilization in healthcare ® outlined uses and the

frequencies of use.

Results of responses indicate that 52 of the r \nts (65%) used Electronic Medical Records
for patient care very often, 26 (32.5%) often,2 (2.5%) sometimes and 0 (0%) rarely as the
respondents must utilize¢ EMR %semces The responses had a mean value of 3.63 a
strong affirmation of usag by the respondents. All these were based on their work
schedule. Fifteen of t 0 ents (18.8%) used Electronic Medical Records for research and
education Very off @31 .2%) often, 29 (36.3%) sometimes and 11 (13.7%) rarely with a
mean Value@ Research and scholarly activities are relatively fewer compared to regular
dutiegTZ -two of the respondents (27.5%) used Electronic Medical Records for hospital

"

10 (12.5%) rarely with a mean value of 2.65. Hospital administration and resource allocation

tion and resource allocation very often, 18 (22.5%) often, 30 (37.5%) sometimes and

activities are reserved for managerial positions hence the response characteristics.
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According to Table 4.3, respondents (20%) used Electronic Medical Records for hospital
administration and resource allocation very often, 6 (7.5%) often, 28 (35%) sometimes and 30
(37.5%) rarely with a mean value of 2.10. Medico-legal activities are also reserved for
managerial positions and exclusively for parties directly involved hence the response rate. People

respond better to phenomenon they have knowledge and experience about that \ her

frequency of occurrence. The overall weighted mean value for the purpose of uselof. is 2.73
which according to the decision rule for mean values indicate a high EMR us oses by the
respondents. \

The frequency of usage of EMR is next to be examined. @gﬁf the respondents (70%) view
Electronic Medical Records during their work-relate %nters with patients and patient care
activities very often, 15 (18.8%) often, 5 (6. ﬂ& etimes and 4 (5%) rarely with a mean value
of 3.54 a strong affirmation of viewing of QM\Bdocumentations by the respondents. Thirty-eight
of the respondents (47.5%) wri ctronic Medical Records during their work-related
encounters with patlents tle care activities very often, 22 (27.5%) often, 12 (15%)
sometimes and 8 (10% w1th a mean value of 3.13 a strong affirmation of statutory

requirements that ondents contribute to the documentations contained in patients EMR

docume@

so indicate that 54 of the respondents (67.5%) indicated that carrying out their duties
requires using Electronic Medical Records during their work-related encounters with patients
and patient care activities very often, 18 (22.5%) often, 8 (10%) sometimes and none rarely with

a mean value of 3.58 A strong affirmation of the near impossible nature of attending to duty
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schedules without the use of EMR by the respondents. Findings revealed that, 46 of the
respondents (57.5%) indicated full compliance with the mandatory use of Electronic Medical

Records during their work-related encounters with patients and patient care activities very often,

22 (27.5%) often, 4 (5%) sometimes and 8 (10%) rarely with a mean value of 3.33. A strong
indication of almost complete automation/digitization and affirmation of complianc lity
instructions by the respondents. The overall weighted mean value for the fre @se of
EMR is 3.40 which according to the decision rule for mean values in \ high EMR

frequency of use by the respondents. Data from respondents indic 6\3 Yrand mean on the

usage of EMR. This according to the decision rule for mean Vi?%ci@ate an overall high usage

NN
N
Q@*
&A
K}
,\Q,

Rese c&tions 2: What are the ethical issues associated with Electronic Medical Record

of by the respondents.

( age by Health Information Management Professional in National Orthopaedic Hospital,
Igbobi, Lagos and Federal Neuro-Psychiatric Hospital, Yaba, Lagos?

Table 4.4 Ethical issues associated with Electronic Medical Records Usage by respondents

Levels of Response/Agreement
Confidentiality/Privacy of EMR SA A D SD Mean

Possible Privacy breach or violation 36 26 8 10 3.10
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45% 32.5% 10% 12.5%

EMR have role based access control 28 48 0 4 3.30
35% 60% 0% 5%
Transmission of EMR over personal 18 32 26 4 2.80
unsecured network 22.5%  40% 32.5% 5%
EMR compliance with Consent rule 28 32 14 6 3.03
35% 40% 17.5%  7.5%
Weighted mean 3.06 v
Levels of Response/Agreement \
Security EMR SA A D
EMR have Administrative Safeguards 27 47 6
33.8% 58.7% 7.5% %\
EMR have Physical Safeguards 30 48 0 33
37.5% 60% 0%
EMR have Technical Safeguards 46 32 2 3.55
57.5% 40%  2.5%
Weighted mean s 3.38
Grand mean \¢ 3.22

Key: SA=Strongly Agree, A= Agree, D = Disagree an ongly Disagree.
Source: Field survey Data 2022

Decision Rule is 3.50-4.00 = Very High, 2.50-3.49 = High,}% 2ow and 1.00-1.49 = Very low.
Regarding confidentiality/privacy the result \kkle 4.4 reveals a high level of concerns and
agreement that EMR use has breach/violation petentials in all patient-related hospital activities
(3.10). The respondents also affir @\clusion of statutory role-based access controls in the
EMR application (3.30). As régard€ sharing of part or whole EMR on unsecured personal
devices among colle Q “results indicate acceptance of such acts and concerns over
consequences (2.8&) esults also indicate that EMR has embedded patient consent-obtaining
protocol fm@s of patient EMR (3.03)

Res@ rity reveal that EMR has processes or safeguards in place to ensure the safety and

.

and technical safeguards. Results for administrative safeguards comprising creation/adoption of

of contents of patients EMR. These protective measures are administrative, physical

EMR security policies, health data security training and awareness as well as incident

management protocol were (3.26), data collected on physical safeguards component of security
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comprising facility access control, workstation hardware & health data security indicate
acceptance of physical security measures (3.35), lastly responses regarding technical safeguards
which involve measures such as automated user authentication and patient data encryption (3.55),

affirmed that there are embedded technical measures to protect patient EMR content.

According to Table 4.4, 36 of the respondents (45%) strongly agreed to the y of
Electronic Medical Records to possible patient violation and privacy breac Vo) agreed,
8 (10%) disagreed and 10 (12.5%) strongly disagreed with a mean Vall% 3 . The digital and
cyberspace are vulnerable to cyber-attacks and there are conce sx the consequences of

such considering the sensitive nature of the data contained % EMR Twenty-eight, 28 of

the respondents (35%) strongly agreed to the presenc ard role-based access control to

facilitate controlled access to patients Electro Cc ical Records, 48 (60%) agreed, none
disagreed and 4 (5%) strongly disagreed ean value of 3.30. This reveals that there are
different levels of access to contents 0 1en EMR on need-to-know-and—use basis in other to

control unauthorized access a\‘Q?kq\uences Eighteen of the respondents (22. 5%) strongly

agreed to have used perso unsec red devices in the course of their duties, 32 (40%) agreed, 26

(32.5%) disagreed: %) strongly disagreed with a mean value of 2.80. Personal devices

like phones t%:

EMR a e stolen or sabotaged easily.

andardized firewalls are a threat to the network and content of patient

Furtre, 28 of the respondents (35%) strongly agreed that EMR has embedded in it the

ary consent protocol for all patient care activities, 32 (40%) agreed, 14 (17.5%) disagreed
and 6 (7.5%) strongly disagreed with a mean value of 3.03. Consent procedures are embedded,
compliance is a different ball game as digitization offers too many options. The overall weighted

mean value for the ethical issues associated with EMR usage is 3.06 which according to the
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decision rule for mean values register a high potential for confidentiality/privacy breaches using

EMR by the respondents.

As regards security of electronic medical records, 27 of the respondents (33.8%) strongly agreed
that EMR has enough administrative safeguards to protect legitimate users in all hga re

related activities, 47 (58.7%) agreed, 6 (7.5%) disagreed and none strongly di &ré%ﬂth a

mean value of 3.26. administrative measures like policies, training, awarer% sciplinary

measures all abound. &\ \

Results reveal that 30 of the respondents (37.5%) strong@ hat EMR has physical
n

safeguards to protect the facility from unauthorized acc )& se of its hardware, 48 (60%)

agreed, none disagreed and 6 (7.5%) strongly di ith a mean value of 3.33. Physical
safeguards are protections easily related to a@@ne recognizes door locks, security officials
etc. Forty-six of the respondents (57.5%) @ly agreed that EMR has technical safeguards to
protect legitimate users in all he{t({ ated activities, 32 (40%) agreed, 2 (2.5%) disagreed

and none strongly disag@a@,

firewalls, automated fotl fions, encryptions etc. are all embedded. The overall weighted

mean value (

regarding t@«ity of EMR 3.38 which according to the decision rule for mean values

mean value of 3.55. Technical security measures like

indic:e aNMyigh EMR usage purposes by the respondents. Data from respondents indicate a 3.22

"

the decision rule for mean values indicate an overall high concern for EMR content protection by

n on ethical issues and challenges experienced in the usage of EMR. This according to

the respondents.
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Research Questions 3: What are the perceived usefulness of Electronic Medical Record (EMR)
among Health Information Management Professional in National Orthopaedic Hospital, Igbobi,

Lagos and Federal Neuro-Psychiatric Hospital, Yaba, Lagos?

Table 4.5
Perceived Usefulness of Electronic Medical Records by respondents N
Levels of Response/Agreement \
Time-Saving SA A D SD
Using EMR enables HIM Professional to 58 20 0 2
accomplish tasks more quickly. 72.5%  25% 0% 2. 5<y

Using EMR in service delivery will increase 38 40 3 43
productivity of HIM Professional. 475%  50% 0% é@ \
EMR timeliness in service delivery is most 38 \

adequate in emergency situations to HIM 47.5% 47 5% % )2 5%

Professional.
Weighted mean \& 3.50

¥s of Response/Agreement
Effort Saving A\ \Q SD Mean

Using EMR improves the job performance

of HIM Professional. g}\ 27.5% 0% 2.5%

28 4 2 3.50

Using EMR will reduce duplication of b

procedures or actions of HIM Professional. 7.5%  35% 5% 2.5%
»
Using EMR will reduce effort and increase 52 22 4 2 3.55
positive outcomes. v 65% 27.5% 5% 2.5%
| Weighted me‘(@& 3.58 |

Decision Rule is 3.50-4¢06 ery y High, 2.50-3.49 = High, 1.50-2.49 = Low and 1.00-1.49 = Very low.
Key: SA=Strongly, ; ‘ = Agree, D = Disagree and SD = Strongly Disagree.

Source: Field & ta 2022

N\
(\Q Levels of Response/Agreement
Cost-Effectiveness SA A D SD Mean
Usmg EMR will reduce overall cost 10 26 26 18 2.35
12.5%  32.5% 32.5% 22.5%
Using EMR will reduce wastages 30 46 2 2 3.30
37.5% 57.5% 2.5% 2.5%
Using EMR will facilitate better cost 32 30 8 10 3.05
regulations 40% 37.5% 10% 12.5%
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Weighted mean 2.90

Levels of Response/Agreement
Overall Usefulness SA A D SD Mean

Using EMR improves safety of healthcare 42 30 6 2 3.40
52.5%  37.5% 7.5% 2.5%

EMR is fit for Healthcare practice 50 28 0 2 3.6 \§\
62.5 35% 0% 2.5% %’%
3

EMR promotes availability and adequacy of 40 30 8 2 )
Healthcare service delivery 50% 37.5% 10% 2.5% \
Weighted mean . % 45
Grand mean \\ N 3.06
Decision Rule is 3.50-4.00 = Very High, 2.50-3.49 = High, 1.50-2.49 = Loy{ aud 100%1.49 = Very low.
Key: SA=Strongly Agree, A= Agree, D = Disagree and SD = Strofigly\D13agree.

Source: Field survey Data 2022

Regarding perceived usefulness of EMR, the results e 4.5 reveals that the respondents

&

D

agree that EMR enables HIM Professional to\ac ish tasks more quickly (3.68). The

respondents also affirmed that using EM \%\dce delivery will increase productivity of HIM

Professionals (3.43). As regards tin%ss, the respondents agreed that EMR timeliness in

service delivery is most adeq tg{/ ergency situations to HIM Professionals (3.40). Results
Y

on performance indicate E V

improves the job performance of HIM Professionals (3.68).
Results on the abj @ MR to enhance the job effectiveness of HIM Professional were
positive(3.50)y tzg{ected on ability of EMR to reduce effort and increase positive outcomes.
(3.55). Res on EMR wastage reduction capabilities were positive (3.30). Results on EMR
wi ltatlng better cost regulations were (3.05) as it will ensure uniformity of standards and
®ation of personal bias. Data collected on the ability of EMR to improve safety of
healthcare (3.40). As regards technology-task fitness, respondents agreed that EMR technology

is fit for Healthcare Practice (3.60), lastly responses regarding EMR promoting availability and

adequacy of healthcare service delivery (3.35), are in the affirmative. Results shows that 58 of
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the respondents (72.5.%) strongly agreed that using EMR enables HIM Professionals to
accomplish all healthcare related activities tasks faster, 20 (25%) agreed, none disagreed and 2
(2.5%) strongly disagreed with a mean value of 3.68. As regards EMR positive influence on
productivity, 38 of the respondents (47.5.%) strongly agreed that using EMR in service delivery
will increase productivity of HIM Professional, 40 (50%) agreed, none disagreed a V%)
strongly disagreed with a mean value of 3.43. Furthermore, 38 of the respond 7.5.%)
strongly agreed that the EMR timeliness in service delivery is most ade X emergency
situations to HIM Professionals, 38 (47.5%) agreed, 2 (2.5%) disagfeed and\2 (2.5%) strongly

disagreed with a mean value of 3.40. The overall weighted alug of 3.50 according to the

decision rule for mean values indicates a high regards o\%w, ed and timeliness of EMR by

the respondents. Q

Results reveal that 56 of the respondents (‘@Orongly agreed that using EMR improves the job
performance of HIM Professionals, .5%) agreed, none disagreed and 2 (2.5%) strongly
disagreed with a mean valug of 8,63¥1In item 20, 46 of the respondents (57.5.%) strongly agreed
that using EMR woul nde the job effectiveness of HIM Professionals, 28 (35%) agreed, 4
(5%) disagreed alﬁa .5%) strongly disagreed with a mean value of 3.50. According to
findings, ﬁ@ 52 of the respondents (65%) strongly agreed that using EMR will reduce
effor@ ase positive outcomes, 22 (35%) agreed, 4 (5%) disagreed and 2 (2.5%) strongly

decision rule for mean values indicates a high effort-saving, performance and efficiency

with a mean value of 3.55. The overall weighted mean value of 3.58 according to the

capabilities of EMR by the respondents. Responses indicate that 10 of the respondents (12.5.%)

strongly agreed that using EMR will reduce overall cost, 26 (32.5%) agreed, 26 (32.5%)

152



disagreed and 18 (22.5%) strongly disagreed with a mean value of 2.35. Respondents disagreed
with the assumption that EMR will reduce overall cost factoring in the cost of power generation,
technology and equipment, skill acquisition etc. Also, 30 of the respondents (37.5.%) strongly
agreed that using EMR will reduce wastages, 46 (57.5%) agreed, 2 (2.5%) disagreed and 2 (2.5%)
strongly disagreed with a mean value of 3.30. this is due to the fact that everyone is if18ally

held responsible and accountable for their various roles and actions on EMR. @/

N
Thirty-two of the respondents (40%) strongly agreed that using E wilk\facilitate better cost
regulations, 30 (37.5%) agreed, 8 (10%) disagreed and 10 % trongly disagreed with a
mean value of 3.05. It will minimize or possibly elimi e&m‘ng, revenue and expenditures
errors and bias on EMR. The overall weighted me 2.90 according to the decision rule
for mean values indicates a high cost-effectiv. &oten‘tial of EMR by the respondents. Results

also shows that 42 of the respondents 52.% rongly agreed that using EMR improves safety

%) disagreed and 2 (2.5%) strongly disagreed with a

of healthcare, 30 (37.5%) agree L
mean value of 3.40. It w&r: imi#e or possibly eliminate billing, revenue and expenditures
e

errors and bias on E@i of the respondents (62.5.%) strongly agreed that using EMR
improves safety oi%a) are, 28 (35%) agreed, none disagreed and 2 (2.5%) strongly disagreed
with a mea@of 3.60. It will ensure compliance to approved standards and raise red flags

when.stanidards are not met as well as hold professionals accountable on EMR. Findings also

at 40 of the respondents (50%) strongly agreed that using EMR promotes availability
and adequacy of healthcare service delivery, 30 (37.5%) agreed, 8 (10%) disagreed and 2 (2.5%)
strongly disagreed with a mean value of 3.35. The overall weighted mean value of 3.45

according to the decision rule for mean values indicates a high score in overall usefulness of
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EMR by the respondents. Data from respondents indicate a 3.06 grand mean on the perceived
usefulness experienced in the usage of EMR. This according to the decision rule for mean values

indicate an overall high acceptance that EMR is fit and useful in healthcare practice by the

N\
&

The following null hypothesis was tested at 0.05 level of signiﬁcanc§ \
tiali

respondents.

4.3 Presentation of Test of Hypotheses

Hyo1 There is no significant influence of ethical practices (Cceg/;' y/Privacy and Security)

on Electronic Medical Records usage by Health In @

National Orthopaedic Hospital, Igbobi, Lagos an al Neuro-Psychiatric Hospital, Yaba,

Lagos. ,\\

Table 4.6: Summary of Result of Inﬂu&c\ﬁof Ethical Practices (Confidentiality/Privacy

anagement Professional in

and Security) on Electronic Med cords Usage by Health Information Management

Professional in National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-
Psychiatric Hospitali \Q&a‘gos.

N

Model Summary

Std. Error of the
Model R R Square Adjusted R Square Estimate
1 3912 153 142 497

a. Predictors: (Constant), Ethical Practices
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ANOVA?

Sum of
Model Squares Df Mean Square F Sig.
1 Regression 3.474 1 3.474  14.055 .000P
Residual 19.276 78 247 B
Total 22.750 79

5
XA \\

a. Dependent Variable: Use_of EMR
b. Predictors: (Constant), Ethical Practices

Coefficients?
Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig.
1 (Constant) 91 074 2.578 012
ethical practices 204 .055 391 3.749 .000
AN\
a. Dependent Variable: Use of EMR
N4
Table 4.6 measures the influencg’ o ise of ethical practices (Confidentiality/Privacy and

Security) on Electronic Me cz}hgords usage by Health Information Management Professional.
The model shows %re of 0.391 with an Adjusted R? of 0.142 indicating that ethical
practices (Con entiality/Privacy and Security) accounts for 14.2% variation in the usage of
EMR. , results of ANOVA test revealed that ethical practices

%y/Prlvacy and Security) have a significant effect on EMR usage. This can be

(Co@
e by the F-value (14.055) and low p-value (0.000) which is statistically significant at

95% confidence interval.

From the data presented in the coefficient table, it can be seen that ethical practices

(Confidentiality/Privacy and Security) (3=0.204, t=3.749, p<0.05) has a significant statistical
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value which indicates that ethical practices (Confidentiality/Privacy and Security) has a positive
influence on EMR usage by Health Information Management Professionals. This means that
ethical practices (Confidentiality/Privacy and Security) are of great concern in the usage of EMR
technology due to the vulnerabilities of the internet and digital media. The undesired potential
negative incidents call for more robust measures to guarantee protection of patients a \ nts
of their medical records. The null hypothesis which states that there is no significan ence of
ethical practices (Confidentiality/Privacy and Security) on Electronic Medi&%&rds usage by

Health Information Management Professional in National Orthopa ital, Igbobi, Lagos
and Federal Neuro-Psychiatric Hospital, Yaba, Lagos, is therw@aed.

Q\‘
Ho2 There @gniﬁcant influence of perceived usefulness of Electronic Medical Records
(Timeline fort saving, improved quality and safety, cost reducing, and overall usefulness) on

Medical records usage by Health Information Management Professional in National

Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric Hospital, Yaba, Lagos

Table 4.7: Summary of Result of Influence of Perceived Usefulness of Electronic Medical

Records (Timeliness, effort saving, improved quality and safety, cost reducing, and overall

156



usefulness) on Electronic Medical records usage by Health Information Management
Professionals in National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-

Psychiatric Hospital, Yaba, Lagos

Model Summary

Adjusted R
Model R R Square Square Std. Error of the Estimate
1 3572 127 116 .505

\‘S
a. Predictors: (Constant), Perceived Usefulness § \
Q) \)

ANOVA?
Sum of
Model Squares Df Mean Square F Sig.
1 Regression 2.893 1 22893 11.363 .001°
Residual 19.857 78 255
Total 22.750 79

a. Dependent Variable: Use of EMR
b. Predictors: (Constant), Perceived Usefulness

N\

Coefficients®
Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta T Sig.
\ [Constant) 516 070 7.346 000
Perceived Usefulness -.269 .080 -357 -3.371 .001

a. Dependent Variable: Use_of EMR
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Table 4.7 measures the influence or otherwise of perceived usefulness of Electronic Medical
Records (Timeliness, effort saving, improved quality and safety, cost reducing, and overall
usefulness) on Electronic Medical records usage by Health Information Management
Professionals. The model shows a R score of 0.357 with an Adjusted R? of 0.116 indicating that
perceived usefulness of Electronic Medical Records accounts for 11.6% variation in @f
EMR. In addition, the results of ANOVA test revealed that perceived usefulri ctronic

Medical Records (Timeliness, effort saving, improved quality and safety% educing, and

overall usefulness) have a significant effect on EMR usage. This car@bﬁqed by the F-value
(11.363) and low p-value (0.001) which is statistically signiﬁc&i}o confidence interval.

From the data presented in the coefficient table, it %en that perceived usefulness of
Electronic Medical Records (3=0.269, t=-3.371 g&has a significant statistical value which

indicates that perceived usefulness of El(}s}&

EMR usage by Health Information%agement Professionals. This means that perceived

edical Records has a positive influence on

usefulness of Electronic Medical@& are of great impact on the usage of EMR technology as

perception goes a long waw o influence acceptance. Negative perception creates resistance to use
e

depends largel{hon onvictions of the fitness of the app to meet with the requirements of the

whereas positive facilitates acceptance of the application. Acceptance or rejection

healthcage % . The null hypothesis which states that there is no significant influence of
perc usefulness of EMR on Electronic Medical Records usage by Health Information
l\&ement Professional in National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-

Psychiatric Hospital, Yaba, Lagos, is therefore rejected.
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Ho3 There is no combined influence of ethics (Confidentiality/Privacy and Security) and
perceived usefulness Electronic Medical Records (Timeliness, effort saving, improved quality
and safety, cost reducing, and overall usefulness) on Electronic Medical records usage by Health

Information Management Professional in National Orthopaedic Hospital, Igbobi, Lagos and

Federal Neuro-Psychiatric Hospital, Yaba, Lagos %\E
ity/P

Table 4.8: Summary of Result of Influence of Ethical Practices (Cov%@y rivacy
e

and Security) and Perceived Usefulness Electronic Medical Re’c@]\"l liness, Effort

Saving, improved quality and safety, cost reducing, and ove ll\aﬁe Iness) on Electronic

Medical records usage by Health Information Man {&Professional in National
N

Orthopaedic Hospital, Igbobi, Lagos and Federal N@K
AN

Model Summary

chiatric Hospital, Yaba, Lagos

Std. Error of the
Model R R Square Adjusted R Square Estimate
1 5352 286 267 459

N\

a. Predictors: (Constant), Ethical Practices, Perceived Usefulness

Q\
(\,\QJ

\
ANOVA?
Sum of
Model Squares Df Mean Square F Sig.
1 V Regression 6.501 2 3.251 15.403 .000°
Residual 16.249 77 211
Total 22.750 79

a. Dependent Variable: Use of EMR
b. Predictors: (Constant), Ethical Practices, Perceived Usefulness
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Coefficients?

Unstandardized Standardized
Coefficients Coefficients
Model B Std. Error Beta t Sig.
1 (Constant) 332 .078 4260  .000
Ethical Practices 208 .050 .398 4135  .000
Perceived Usefulness -.275 .073 -.365 -3.788 .000

N\

a. Dependent Variable: Use_of EMR

Table 4.8 measures the results of the linear combinatl%c-;\% influence of ethics
(Confidentiality/Privacy and Security) and perceived us@%

(Timeliness, effort saving, improved quality and safety ducmg, and overall usefulness) on

lectronic Medical Records

Electronic Medical records usage by Health I ati0f Management Professionals. The model
shows a R score of 0.535 with an Adju@ f 0.267 indicating that ethical practices and
perceived usefulness of EMR hav %t on Electronic Medical Records usage by Health
Information Management Pro SS accounts for 26.7% variation in the usage of EMR. In
addition, the results of -test revealed that ethical practices (Confidentiality/Privacy and
Security) and per€et usefulness Electronic Medical Records (Timeliness, effort saving,
improved &safety, cost reducing, and overall usefulness) on Electronic Medical
records % Health Information Management Professionals have a significant effect on

ge. Also, from the coefficient table, it can be seen that both ethical practices and
percéived usefulness of EMR have statistical significance and impact on Electronic Medical
Records usage by Health Information Management Professional (8=0.208, t=4.135, p<0.05 is the

significant predictors of ethical practices and (3=0.275, t=5.788, p<0.05 perceived usefulness of

EMR have impact on Electronic Medical Records usage by Health Information Management
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Professionals. This means that, there is a significant joint influence of both ethical practices and
perceived usefulness on the usage of EMR by Health Information Management Professional in
National Orthopaedic Hospital, Igbobi, Lagos and Federal Neuro-Psychiatric Hospital, Yaba,

Lagos. The null hypothesis which states that there is no combined influence of ethical practices

and perceived usefulness on EMR usage is therefore rejected. ®E

4.3 Discussion of Findings %\
The analysis data in this chapter in line with the research question@byﬁotheses has led to

findings which are discussed as follows; %(_)

The first research question focus on finding out the p l@ﬁ%‘e impact of ethical practices
especially as it bothers on confidentiality/privacy @ty on the usage of EMR by Health
Information Management Professional in fedﬁ%lth facilities utilizing EMR in Lagos State .
The results show that there are resewatio@ concerns about the confidentiality/privacy and
security of contents of patients rz(ﬁ ords is 3.10 which reveals that there is an acceptance

of the presence of potential prM

the sensitive contents : X While basic and relevant measures have been incorporated into

the EMR applicati(n,

share log-i@a , cover duties for each other and use personal digital devices that are

ngers and that there are palpable fears about the safety of

uman factor remains an issue because fraternity still allow people to

protectio ient (easily hackable) and can also be stolen because of its mobile nature unlike

al permanently domiciled within the facility with adequate physical, administrative and
technical security which to an extent jeopardizes computerized authentication processes. It was
discovered that multi-stage security measures are often intrinsic parts of an EMR applications as

evidenced by the 97.5%, 92.5% and 97.5% results agreements by the respondents for physical,
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administrative and technical safeguards respectively but strict compliance and enforcement

seems to be lacking at all three levels.

Being ICT driven with palpable skill set insufficiency, sensitive health data of patients are

sometimes being handled by support staff which is a huge risk. The application sometirw

for an overlap of functions thereby exposing details that are otherwise supposed ti @ﬁneed—

to-know basis which increases the potentials of unauthorized access and br@ vacy. The

sharing of authentication details among friends or communal viewin %M terminals make
\

nonsense of the role-based-access-control RBAC protocol. Scholﬁrh{ emphasized the need

for strict security measures especially as it relates to the $ tidlity/privacy of contents of

patients medical records and to strictly limit or even e e involvement of third parties in

handling such sensitive data'. @

It is important to note that the fact that @\reduces certain functions to just clicks on the

keyboard, due consent must be o tzﬁ@d not imposed on the patient because it is just a click
it

elease of identifiable contents of the patients EMR?. This

away especially when it rch&tisc
will go a long way to :%t onfidence in the use of the application. Patients don’t want their

health data out the(e 1

Assurance (@ onfidentiality/privacy facilitates trust between care-giver and care receiver, it

afe hands and health facilities do not want privacy breach litigations.

makes_ th ient to be forthcoming in giving truthful responses to aid effective and efficient

? Researchers have found that EMR have internet and digital media technological
vulnerabilities as well as human factor security issues and have proffered numerous possible
mitigations of such activities. These include firewall and encryption protocols on the

technological aspect and policies for training and discipline on the human factor aspect*>.
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The second research question focus on the impact of perceived usefulness on the usage of EMR
by Health Information Management Professional in federal health facilities utilizing EMR in
Lagos State. The results show that there are positive perceptions about the outcome of the
utilization of EMR in patient care as seen the response mean of 3.30 which reveals th

an acceptance that the technology is adequate for medical practice and W rtam
advantages and incentives over traditional manual methods®. These advanta\ de speed
which allows caregivers to accomplish more in a timely mann afe\t which ensures

compliance to standards and restrictions to harmful outcomes, co % ive and cost-effective

care which offers a level playing field for costings and bilk ithout errors or bias while

ensuring accountability for all activities®’. §

The usefulness of EMR applications are 1 tlmehness safer and cost-effective therapy
outcomes, increased performance, produ ivity and task achievements. However, there are
schools of thoughts that opined that e issues that negatively impact the adoption of EMR.

These include the very hu e cdpitaMinvestment in a resource-constrained sector, technological

insufficiency in perso kal sets, hard/software, Power (electricity). Scholarly investigations

have revealed that%n)

different re thering on lack of adequate planning (financial, educative, administrative,

cilities had adopted and deployed EMR but failed within a year due to

technologicativetc.). EMR to reach its full potentials require multi-interoperability with divers

ith different configurations and handling different data formats, training and retraining,
periodic upgrades, a lot of financial investments among others to function. These factors pose a
major threat and concern to the adoption and deployment of EMR as it is concurrent and not a

one-off thing®°.
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The third research question focus on the combined impact of ethical practices particularly as it
affects confidentiality/privacy and perceived usefulness on the usage of EMR by Health
Information Management Professional in federal health facilities in Lagos State. The variables
have all been afore discussed and this research question focuses on the amalgamati%e
individual impacts of the variables on EMR usage. The results indicate an establi lﬁ&act of
the combined influence of ethical practices and perceived usefulness of E @ Whereas
individually, they have 11.6% and 14.2% positive variations respectiy, o&sage of EMR,
there combined influence registers a 26.7% variation showing that %increased influence on

EMR usage when both predictor variables are combin% rally means that any EMR

application that has both confidentiality/privacy and i sefulness inadequacies would be
}53

a misfit with more likelihood of rejection and { than any other EMR application that has

only one of them as an issue!®!!, (\\

No facility wants to waste scarce e Q on failed projects. The basic focus of facilities to the
adoption and subsequent &;i of EMR applications lies in the justification that it is

needed, that it is fit f didal care, it respects patients autonomy and privacy'?; improves or
ca

facilitates desired ‘ut

it is sug e@ a deficient EMR application, a poorly implemented technology or a

s, is affordable safe and timely!®>. Whenever any of these are lacking,

combinat f both. This situation is what every facility strives to avoid by engaging a
nsive analysis of the customized services they provide and the demands that the EMR
applications need to meet with extensive room for future upgrades as necessity demands bearing

sustainability and affordability in mind-'3.

164



Results from data collected in the course of this work indicate that there is significant influence
of ethical practices (Confidentiality/Privacy and Security) on Electronic Medical Records usage
by Health Information Management Professionals. The results align with previous scholarly
work where all stakeholders expressed confidentiality and security concerns about EMR usage®'*
and validate concerns about the vulnerabilities of digital/electronic and online platfq

score of 0.391 with an Adjusted R? of 0.142 indicating protection concerns of K@ﬁ/ledlcal

Records accounts for 14.2% variation in the usage of EMR, F-value (14. 0 low p-value

(0.000) which is statistically significant at 95% confidence interva w that apart from the

many benefits of usage, there are conﬁdentlahty/prlvacy a concerns on the use of
Electronic Medical Records . This is also evidently re e conﬁdentlahty/prlvacy and
security weighted means response values of 3. 06 a d spectwely Summarized by a grand

mean of 3.22.

Q

Responses indicate that there is si@nt influence of perceived usefulness of Electronic
Medical Records (Timeliness e% aving, improved quality and safety, cost reducing, and

overall usefulness) on EM{\{y Health Information Management Professionals. The results

agree with prev1®tature showing direct improvement in performance, efficiency,
effectiveness, 6&
that pexce m

13,1516 An R score of 0.357 with an Adjusted R? of 0.116 indicating

sefulness of Electronic Medical Records accounts for 11.6% variation

Electronic Medical Records has a positive influence on EMR usage. The responses authenticate

the adequacy of EMR in healthcare with weighted means response values of 3.50, 3.58, 2.90 and
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3.38 for timeliness/speed, efficiency/effectiveness, cost-effectiveness and overall usefulness

respectively. Summarized by a grand mean of 3.06.

Data collected to test the third hypothesis for combined effect of ethical practices and perceived

usefulness shows that there is combined influence of ethics (Confidentiality/Privacy andwy)

g&mved

usage by

and perceived usefulness Electronic Medical Records (Timeliness, effort savi

quality and safety, cost reducing, and overall usefulness) on Electronic Medica

\

Health Information Management Professionals yielded an R score ot&wit an Adjusted R?
ords accounts for 26.7%

of 0.267 indicating that perceived usefulness of Electronic Medic }\K

variation (improvement) in the usage of EMR, F-value (15: low p-value (0.000) which
is statistically significant at 95% confidence inte \dl ates that ethical practices and

perceived usefulness of Electronic Medical Recorigs a combined influence on EMR usage.

S
&
N
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The main objective of this study is to examine the influence of ethical practices and perceived
usefulness on the use of EMR by health information management professionals in federal

hospitals in Lagos State, Nigeria. The following are the summary of the findings:

1. The use of electronic medical records by the respondents is high. This implies th twl\th

Information Management Professionals in federal tertiary hospitals 1 tate,

Nigeria utilize Electronic Medical Record (EMR) in the execution duties to

improve the performance and efficiency of healthcare sewices&ra ertiary hospitals

\
in Lagos state, Nigeria. ( \

2. It is established that there are high ethical issu. %ﬁdentiality/privacy and security)

associated with the use of EMR by He@ tion Management Professional due to
n

human factors and the Vulnerabilit@ e/digital data in federal hospitals in Lagos

X

3. Electronic Medical ec}&)as high perceived usefulness and benefits (timeliness, effort
e

saving, impr@ahty and safety, cost reducing, and overall usefulness) to Health

Inform&M nagement Professional by improving service quality, delivery and

c@( ficacy) in federal hospitals in Lagos state, Nigeria.

ical practices (confidentiality/privacy and security) have significant influence on the

state, Nigeria.

use of electronic medical records by health information management professionals in

federal hospitals in Lagos state, Nigeria.
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5. Perceived usefulness (timeliness, effort-saving, cost-effectiveness and overall usefulness)
have significant influence on the use of electronic medical records by health information

management professionals in federal hospitals in Lagos state, Nigeria.

6. There is significant combined influence of Ethical practices and Perceived usef\%
0

the use of electronic medical records by health information management @a
federal hospitals in Lagos state, Nigeria. %\

A

In line with the literature and theories review, '<<Qfls study, ethical practices

on
s in

(confidentiality/privacy and security) and perceiv ss (time-saving, effort-saving, cost
effectiveness and overall usefulness) of E@/ital determinants of the successful use of
EMR application in the facilities investi@With the investigation of these two predictor
variables, It is believed that they en %he acceptability or rejection and ultimate outcome of
EMR use. Based on the empisicaWtindings, this study concluded that there is statistically

ﬁl‘practices and perceived usefulness on the use of electronic

significant influence

medical records by he information management professionals in federal hospitals in Lagos

state, Nigeré\

Theo compliance to ethical practices standards depend largely on confidentiality/privacy
®ion and awareness, training and re-training as the challenges have human and non-human
factors which are administrative, physical and technological. Lastly, the perception of the
capabilities of the EMR application to meet with dynamic demands of the health sector without

conflicts of interests determines its acceptance or rejection. It is therefore concluded that EMR
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applications are heavily pimped to be healthcare’s ultimate solution but any deficiency in the two

predictor variables directly results in the rejection and failure of usage of the EMR application

hence adequate evaluation must be carried out.

5.3

Based on the findings in this study, the following recommendations were made.

1.

Recommendations \V\
Health Information Management Professionals from the findings of @3 should be

encouraged to use electronic medical records to better mana inical“data to improve

\
the performance and efficiency of healthcare services in fz@%k spitals in Lagos state,

S
S

The confidentiality/privacy and securit}& nges associated with the use of EMR by

Nigeria.

Health Information Managemen \K esSional can be mitigated through strict

confidentiality policies, impr(%&vﬁical configurations to mitigate vulnerabilities of

online/digital data, regul k@ education and awareness to avoid fraternal use of log-

in credentials and gn' r%(nt of disciplinary measures as deterrent to potential violators.
.

in federal hos Lagos state, Nigeria.

Acc &\to the findings of this work, electronic medical records has perceived

%ess and these benefits or advantages which include effort saving, timeliness, cost-

gectiveness, enhanced safety and overall usefulness should be harnessed to improve or

enhance healthcare services delivery

4. From the results of the findings, perceived usefulness of EMR have significant influence

on the use of EMR by the respondents. It is very necessary that the management of these
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facilities sustain emphasis on the usefulness of EMR which positively influences the
desire to use EMR by Health Information Management Professionals in federal hospitals

in Lagos state, Nigeria.

5. Based on the results of the findings, ethical practices (confidentiality/privacy an w\ty)
have significant influence on the use of EMR by health 1nformat10
professionals in federal hospitals in Lagos state. It is important tha gement of
these facilities engage in regular comprehensive ethical practic onﬁ ntlahty/prlvacy

and security) education and awareness of the respondents t(N el ethical compliance

and enlighten them on their responsibilities and co&/ c€s of privacy breach in the
use of EMR §

6. The study deduced that there is signi omblned influence of Ethical practices and
Perceived usefulness on the use E by the respondents. It is recommended that

managements of these facj i% 1d apply commensurate caution and set up adequate

counter measures t mi consequences of privacy breach while maximizing the

harnessing of t EQ ials or advantages of EMR

4 \m ibution to knowledge

N

"l&'ork has added to local, regional, continental and global repository of knowledge in diverse
ways, namely but not limited to the following. Empirically, this work has added recency by
adding to recent literature on the interaction and influences of ethical practices and perceived

usefulness of on the usage of EMR specifically in Lagos State and Nigeria at large. Though
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studies conducted on technology and its impact in the healthcare sector of developed climes
abound, empirical studies from developing countries like Nigeria are relatively few. There are
documented facts on either confidentiality/privacy or perceived usefulness as individual
predictor variables on the use of EMR in other climes but very few local content and even fewer
addressed the combined influence of both on EMR use. This means that much is not \ ted
about the combined effect of ethical practices and perceived usefulness of on thd u f EMR

among health information management professionals in Lagos State, Nige ce this work
\Q\ |

This work has isolated ethical practices and perceived us%gﬂnong other predictor variables
and narrowed down the number of predictor fa@cting EMR use that are yet to be

investigated (stand-alone or combined). Moo the study provides findings which future

contributes to bridge the gap.

scholars can use to buttress empirical sub@s in their studies. Overall, the above mentioned
emphasizes the fact that this stud gnificant contribution to knowledge and has practical
applications or implications to ealthi/information management professionals on the management

of usage of EMR in faci %\V‘estigated and aligns with other similar studies.

5.5 nggested Areas of Further Research

&cused on the influence of ethical practices and perceived usefulness on the usage of EMR
by health information management professionals in federal hospitals in Lagos State, Nigeria.

Nevertheless to broaden the frontiers and horizon of knowledge, the following areas of studies

are suggested for further research.
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1. The present study was carried out on health information management professionals at two
federal health facilities that utilize EMR application in Lagos State, Nigeria, further
studies can as well be extended to include State and private-owned health facilities to

comparatively examine their different practice experiences.

2. Further studies can be done to expand the respondents to include all heal
and not limiting it to health information management professionals % ral health
ne

facilities that utilize EMR application or limiting it to Lagos St

3. Comparative studies involving other African countr%(@cx considered to compare

4. Other factors that affect EMR adequac uc structuring, designs and programming

experiences, challenges and solutions.

languages may be investigated in e as determinants of how EMR functionality

and performance including co tiality/privacy and perceived usefulness are measured

5. Studies in the area o%perability and the seamless harnessing of potentials of
different pro an Tormats at single and integrated sites levels for better health
facility int /ﬁollaboratlons in government or private owned primary, secondary or

terti h
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Ethical Practices, Perceived Usefulness and Usage of Electronic Medical Record by Health
Information Management Professionals in Federal Hospitals in Lagos State, Nigeria

Dear Respondent,

I am Edozie O.A, a Postgraduate degree student of the above named Department. I seek your indulgence
to help fill this questionnaire to the best of your ability. Your response is strictly confidential and will be
used only for research purpose.

Thanks %Q\

Section A: Demographic Information
Instructions: please indicate your options to the following statements by % in the
appropriate boxes provided.

L'}

a. Age: Below 25 yrs 25-35yrs 36- 45 yrs 4N 6 yrs & above
\ »
b. Sex: Male Female \
2N\ )
c. Marital Status: Single Marri% N
d. Length of Service: Below 1 yr ;—@ 6- 10 yrs 11lyrs +
e. Cader/Level: Managerial \ er Technician

@l Records

Section B: Usage Of Electroni
Instructions: please indicate your o to the following statements by ticking ( ) in the

appropriate boxes provided.
VO(Very Often), Q(%v S(Sometimes), R(Rarely)
Item | Variables . VO O |S R

No. | Purpose Of Use %%c&rﬁlic Medical Records

Use of EMBJ@ ahgNorm of Patient Care.

1
2 Use of EMR for'Ré€search and Education.
3 Use EMR’ for Hospital Administration Resource

Alloatidp

4 UJsg R for Medico-legal Activities

o\

l?xeqilency Of Use Of Electronic Medical Records

ow Often Do You View EMR

How Often Do You Write On EMR

How Often Are You Required To Use EMR

T~

How Often Do You Comply With Mandatory EMR Use

SECTION C: Ethical Practices Scale

The ethical challenges of the use of EMR by Health Information Management Professional at
NOHI Lagos
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Instructions: please indicate your options to the following statements by ticking ( ) in the
appropriate boxes provided.

SA(Strongly Agree), A(Agree), D(Disagree), SD(Strongly Disagree)
No. | Confidentiality/Privacy SA (A |[D |SD
9 Patient privacy have potentials of possible breach or

violation due to multi-user features of Electronic Medical

Records. (\\k\

10 | There are role based accesses to patient records for every [~

staff in the health facility as a protective measure to patients
Electronic Medical Records.

3
N

11 | Whole or parts of patients Electronic Medical Records are

24,
[/

communicated to the patient and fully implemented as ethic
demands

sent over personal unsecured network among care providers N\
12 | Consent for all uses of Electronic Medical Records has been \\

Security

13 | Electronic Medical Records has Administrati

14 | Electronic Medical Records has Physi
facility access control, workstation fhardware & health data
security.

15 | Electronic Medical Records has\Téghnical Safeguards such
as Automated User Authégticatfon and Patient Data
Encryption N \

N4
S
O

Q

Section D: Perceived Usefulness Of Electronic Medical Records
The perceived usefulness of the use of EMR by Health Information Management Professional at
NOHI Lagos
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Instructions: please indicate your options to the following statements by ticking ( ) in the
appropriate boxes provided.
SA(Strongly Agree), A(Agree), D(Disagree), SD(Strongly Disagree)

No. | Variables SA |A [D|SD

Time-Saving/Speed & Output

16 | Using Electronic Medical Records on the job enables Health
Information Management Professional to accomplish tasks more

quickly. w\
17 | Using Electronic Medical Records in service delivery will \{

increase productivity of Health Information Management
Professional. 9

18 Electronic Medical Records timeliness in service delivery is most %
adequate in emergency situations to Health Information

Management Professional. &\\ \
AN

S

Performance, Efficiency & Effort Saving . \
ROID)

19 | Using Electronic Medical Records improves the job performance \
of Health Information Management Professional. :
NN

20 | Using Electronic Medical Records would enhance the efficiency
and effectiveness on the job of Health Information Management
Professional.

AN\

21 Using Electronic Medical Records will reduce effort and increase
positive outcomes.
~ \J

Cost-effectiveness

PRV 4

22 | Using Electronic Medical Records \ivill reduce overall cost

23 | Using Electronic Medical Records will reduce wastages

A\ ('Y
24 | Using Electronic Medical Records will facilitate better cost
regulations
NoJd
Overall Usefulness
~\
25 | Using Electronic Medical Records improves safety of healthcare
L

26 Electr\onic Medical Records is fit for Healthcare practice

NElectronic Medical Records promotes availability and adequacy of
Healthcare service delivery
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Lead City University, Ibadan

Motto: Knowledge for Self-reliance

Beside Methodist High School, Oba Otudeko Avenue Toll Gate
PO Box 30678, Secretariat Ibadan. Tel: 08153318702

E-mail: leadcity@lcu.edu.ng www.lcw.edu.ng

5™ August, 2022

The Medical Director,

Dear Sir/Madam.

LETTER OF INTRODUCTION

[ write to introduce EDOZIE Obiorah Anthony M.Sc student of the Department of Information
Management who is currently working on his Thesis. He is in the process of gathering data for
his Master’s Degree which is “Ethical Practices. Perceived Usefulness and Usage of Electronic

Medical Record.™

We hereby appeal for your cooperation in this reg
is strictly for research purpose.

Thank you in anticipation of your kind consideration.

Yours faithfully.

\ LEAD CITY UNIVERSITY, 1380AK \
HEAD OF DEPART™ NT -
CEPARTMENT OF [Mi oR' ATIOM

ANAGENEN

= -7[%:1

i
\ -rl.E'c - ekal- nl‘n.;‘l;l

" He8#9H Department—""
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Lead City University, Ibadan
Faculty of Communication and Information Sciences
Department of Information Management

Dear Sir/Madam,
Research Project Attestation Form

The bearer is a student of the above name University and Department. He/she is conducting a
research and your establishment has been selected as one of his/her research sample. Kindly
grant him/her all necessary assistance to make the exercise a success.

Please complete the following attestation form for the student on completion of the exercise. The
completion of the form serves as evidence that the student actually carried out part of the work in
your establishment.

Thanksfor your antigipated assistance.
\ AD CITY UNIVERS|™ v e 3
o HEAD OF Defa@ e -
{CEPARTMERT OF 1Nk

R 7 Hﬁm[’“t __.\.‘i:.’{l: diveihg ‘S\')l)“‘ )
ead of Department (Signature, Date and Stamp)
..'sié,.p:.--.' mree sew-

Student’s (Researcher) Surname: EDOZIE Other Names Obiorah Anthony
Matriculation Number: LCU/PG/0002061 Programme: HIM
Project Topic: Ethical Practices. Perceived Usefulness and Usage of Electronic Medical Record.

Attestation Section

I hereby attest that the above namea student conducted a study on the above named topic in my
institution/establishment

Date(s) (Days) the Research was Conducted..‘.z—_ 2255 gt 2022

Names o[“Attcster..ﬂZﬁ‘....Aé’_.‘.’.".‘.éﬁ’é’{—...—s—.: .............. Designation. /7==C; = relfvv®

Name and Address of the lnstmnion..A[.f'!'.f-{f"."??.y ......................... '.’_‘.C.._ ...... /371“f¢// 65
Phone No. GECZ41 (7L 2 ... E-mail Address:. G"g""""“"é'é""ycw 3

F—— s
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Dear Sir/Madam,
Research Project Attestation Form

The bearer is a student of the above name University and Department. He/she is conducting a
research and your establishment has been selected as one of his/her research sample. Kindly
grant him/her all necessary assistance to make the exercise a success.

Please complete the following attestation form for the student on completion of the excicise. The
completion of the form serves as evidence that the student actually carried out part of the work in
your establishment.

Thanks for. your antigipated assistance.
ABCITY UNiVERE Ty 9er. !
HEAD OF Brkaats
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Student’s (Researcher) Surname: EDOZIE Other Names Obiorah Anthony
Matriculation Number: LCU/PG/0002061 Programme: HIM
Project Topic: Ethical Practices, Perceived Usefulness and Usage of Electronic Medical Record.

Attestation Section

I hereby attest that the above namea student conducted a study on the above named topic in my
institution/establishment
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Biodata
Personal Data

Full Name:
Address:
E-mail Address:

Obiorah Anthony EDOZIE
National Orthopaedic Hospital, Lagos.
tonero00777@gmail.com

Phone Numbers: +234-803-783-5131

Date of Birth: 9th May 1977 \V\
Place of Birth: Onitsha, Anambra ®
Nationality: Nigerian %

Marital Status: Married \

State of Origin: Anambra State

Educational Background

Educational Institutions Attended with Dates and Qualificati
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Work Experience with Dates
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Professional Affiliations:
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Compliance Certification

This is to certify that this thesis was carried out by Obiorah Anthony EDOZIE (Matric No.
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Communication and Information Sciences, Lead City University, Ibadan, Oyo State, T\gﬂ\a.
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