Chapter One

Introduction
1.1 Background to the Study
The connectivity provided by the internet has dramatically affected the world in which we
live. Due to the fact that practically all corporate transactions, academic research, and
personal communication now use and depend on this channel, it has become @%\tant to
protect oneself from attacks!. The apparent increase in computer incide ¢ 1999 as a
result of automated and targeted assaults from across the world has spawned a multibillion-
dollar industry dedicated to identifying and preventing unwa@netration attempts'. In
order to reduce the number of false positives in these &&on Detection System (IDS)
logs, a decoy technology has been created w@% purpose is to be attacked and
compromised in order to assist the system a(@strator in determining the method of both
penetration and execution for futur&@(sz. Since their introduction in the 1990s,
honeypots systems have enabled Qj(h‘rchers and businesses to collect tools and uncover
system weaknesses. Since I&(&[S are decoy devices and give no production value to the
environment, they fﬁ&) ortunity to monitor the network without the tedious analysis

inherent to monw\&rﬂi a production device?.

Q

Anal zi%a roduction device forensically requires a deep dive into the many records and
ap;@ons required to do business. On a non-production device, assaults may be
separated from network noise and their source can be immediately identified. This efficacy
and efficiency have contributed to the development of honeypot systems®*.

In information security, the most easily protected equipment is hardware: conceal it in a

room, chain it to a counter, or buy an extra. Information presents extra obstacles. It may



exist in several locations, be transferred halfway over the world in a matter of seconds, and
be taken without your knowing?.

Since network-based incursions have expanded quickly over the past several years as a
result of the proliferation and popularity of readily accessible attack tools, this trend is
expected to continue®. Due to this surge in incursions, the idea of network honeypots is
being created in order to capture and decode the attack tactics of malicious att%;e\s. This
project examines the present status of honeypot technology and provides y %dology for
evaluating and enhancing the effectiveness of Deceptive Honeypo}xsgecially in the area

of detecting fake honeypots that could be developed by the at‘@s .

.QQ)

Prior to the invention of computers, information %@ia deceit was frequently proven.
lc

bat is founded on deceit’. Deception

N

This was argued in the fifth century B.C. that "

is the dissemination of false information@l%&%pausible enough to mislead an opponent's
situational awareness and to affec@ misdirect his perceptions and decision-making
processes’. It has been sugg%%at influencing an enemy's perspective of reality via
defensive deception mig@s’sﬁbly level the cyber battlefield®. While reactive detection-
based defense tec@@es remain a core component of cyber defense, they are no longer

adequate in @ing the ever-increasing threats of evolving cyber attacks®,.

q& of deception technology is to prevent a cybercriminal from causing major
harm after infiltrating a network. The device operates by establishing traps or deception
network address shuffling that imitate real infrastructure technology assets®. These network
address shuffling techniques may operate in a virtual or actual operating system
environment and are meant to deceive cybercriminals into believing they have found a

means to elevate privileges and steal credentials®. Once a trap is sprung, alerts are sent to a
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centralized deception server that logs the impacted network address shuffling and attack
pathways’.

Humans are susceptible to cognitive limits and prejudice, which may result in poor
decision making and deviant conduct. While cyber attackers often exploit these
shortcomings (e.g., spear phishing and spam), little research has been conducted on their
use for cyber defence!®. As network administrators, defenders might utilize @&me-
field advantage to provide information to attackers in precise ways to € .TQL d amplify
fundamental human biases in order to delay, disrupt, or prevent thg,gilult. Deception for
cyber defense promotes this objective, which is to counterbal \he asymmetric character
of computer defense by raising the attacker's burda@%owering the defender's via
strategic interactions with the person behind the eﬁ%&ck“.

Honeypot is a computer system phrase th. tb;\@)to a trap established to detect, reflect, or
otherwise counteract any unlawful b Vi) carried out by an authorized or unauthorized
person or system!'2. Honeypot has%cb'wn requirements, such as a computer system, data,
and a network on which th t%ﬁ)uter system will operate, which implies that computer
system must be on %@ in order to monitor activity on a computer system across a
network'®. Hone oigan also be explained as a system containing information whose value
is conting‘e%ngthe illicit use of data'®. As network-based attacks are made by attackers,
hon@@operate online'3. The honeypot is an electrical lure. It seems to be part of the
network, but it has been installed to monitor a hacker's activity'*. Comparing honeypot and
firewall reveals a reversed operating principle for both, as honeypot allows all incoming

traffic to enter but prevents it from leaving, while firewall prevents illegal activity from

entering a system'4. Honeypot employs wary technology and is an optional method for



protecting the network and searching in order to construct a robust system in a descriptive
setting. The described how Honeypot raises an alert to the system administrator while an
attacker strikes the system and provides a wakeup call to the client to investigate the
attacker's activity'>. While the attacker is performing some activities on the system, the
honeypot will identify the attacker and collect malicious activities. Additionally, it will
monitor the attacker's behaviour and record his activities so that it is simple to é;%ate the
level of the attack and to determine what tool will be necessary to preven Q@ctlvmes in
the future'>.

Honeypot technology was elaborately discussed, citing its @ﬂy in network security
defense and the development of several honeypot- bas;{&%%rlbuted intrusion prevention
models'®. This study paper is organized into se%%and each chapter contains useful

information on honeypots!®. Using a Variei {Q%nitions, Chapter I, Introduction offers an

accurate understanding of what a h&. t is. In Chapter II, the earlier efforts on
honeypots are described in ep%cbhd the honeypot system, including its operating
principle and processmg s illuminated. In addition to discussing the Literature
review, the histo pots and the numerous varieties of honeypots, this part
explores some mgcl that are based on honeypots. Several uses, benefits, and drawbacks
of honeyﬁ%vvere also explored in this chapter. While chapter III examined the
me%ies to be used in conducting the study and detailed system design and analysis
in depth, the instrument used for data collecting, the hardware and software requirements,
and how a simulator is used to build fake accounts that are tested and run decoy deception

to determine the effectiveness of honeypot technology will be examined!”. The testing and

installation of the honeypot deception technology will be the emphasis of Chapter IV in



order to determine its degree of efficiency and efficacy. This chapter will also cover results
to determine the degree of trust in the implemented deception technique. The last chapter,
chapter V, will provide the conclusion, recommendations, and suggestions for further study
on the honeypot technology!”.

Honeypot operates as a resource that operates over a network, it is designed so that it
behaves like a host, which attracts attackers; however, its main purpose is to beéékbed by
the attacker and explored over the network; data on it may be fake but IOO.K% giving the
attacker the impression that it's a real host, causing more attackers to target it. Its function

: 4%'»

is to store and retrieve the activities performed by the attacker, @é\\cﬁ 1s possible due to the
presence of software that runs in the background and lo@%ork communication between
the attacker and honeypot host!”. Various analyti%& were used to analyze the data or
activities performed by the attacker to det m‘i@ e cause of the attack's.

Honeypot is a computer system term Qers to a trap established to detect, reflect, or
otherwise counteract any unlawfu@ﬁviour carried out by an authorized or unauthorized
person or system'8, Honey ‘[kl\yts own requirements, such as a computer system, data,
and a network on Q%t computer system will operate, which implies that computer
system must be\%getwork in order to monitor activity on a computer system across a
network”.‘%gne of the researches, honeypot was described as a system containing
inf@ whose value is contingent on the illicit use of data!®. As network-based attacks
are made by attackers, honeypots operate online'®. The honeypot is an electrical lure. It
seems to be part of the network, but it has been installed to monitor a hacker's activity’.

Comparing honeypot and firewall reveals a reversed operating principle for both, as

honeypot allows all incoming traffic to enter but prevents it from leaving, while firewall



prevents illegal activity from entering a system?°. Honeypot employs wary technology and
is an optional method for protecting the network and searching in order to construct a
robust system in a descriptive setting. The description of how honeypot raises an alert to
the system administrator while an attacker strikes the system and provides a wakeup call to
the client to investigate the attacker's activity?!. While the attacker is performing some
activities on the system, the honeypot will identify the attacker and colle@hcious
activities?!. Additionally, it will monitor the attacker's behaviour and reco ' Q@tivities SO
that it is simple to estimate the level of the attack and to determine what tool will be
; &'\
necessary to prevent such activities in the future??. %\
Additionally, Honeypot technology was in its utility i Q%%rk security defense and the

development of several honeypot-based distribé@s‘%rusion prevention models??. This

research is organized into segments, a&@chapter contains useful information on
honeypots?3. %'
Honeypot was explained by other Qj(h‘rchers as a resource that operates over a network; it
is designed so that it beh V%ﬁe a host, which attracts attackers; however, its main
purpose is to be att @e attacker and explored over the network; data on it may be
fake but looks a@ving the attacker the impression that it's a real host, causing more
attackers ﬂ%et it?*. Its function is to store and retrieve the activities performed by the
atta@ ich is possible due to the presence of software that runs in the background and
logs network communication between the attacker and honeypot host?*. Various analytical
tools were used to analyze the data or activities performed by the attacker to determine the

cause of the attack?*. However, the basic operation of a honeypot system in cyber security

can be found in Appendix L.



One of the articles explained that a simple honeypot system has three distinct modules: the
Induced Module, the Deceived Module, and the Analysis Module. Each of these three
components has its own distinct functionality and purpose?’. Induced module functions to
lure an attacker to the honeypot system?*. As it was already known, a honeypot system has
its own database; thus, fooled calls simulation over the data in the database&'oduce
bogus information that is given to the attacker?®. The actions conducte ] modules
are saved and evaluated by the Analysis module, which then modifies the activities

performed by both modules. The diagram in appendix 1 d@t ¢ processing flow of
Honeypot system. . '4\&%

In network intrusion situations, an attacker onl@% what they see®. The attacker is
typically thousands of kilometers from t}{\“%get network. This was explained that
networks typically provide attackers r%? information than defenders want**. The network

owner may communicate deceptq formation with the attacker?. Because network

0\

information is typically qu ng and incomplete, opportunity arises in chaos for
dishonesty?*. Decet;@y affect an attacker's thinking, self-confidence, and decision-
t

making more tha% itional defenses. It also allows a defense to manipulate an attacker's

knowledg‘e%gasic processing flow of Honeypot system can be found in Appendix II.

1.2&ment of the Problem

The security of vital information and infrastructure has become an issue of concern among
individual, corporate and government organizations. As more crucial and secret
information is kept digitally, safeguarding critical infrastructure will remain a top concern

in order to facilitate cyber-threat-free retrieval of information, protection of large-scale,



global infrastructures and preventing unauthorized, harmful organizations from obtaining a
foothold in the system is a primary concern. The introduction of honeypots systems has
ushered in a new era for the security of information on network domain systems, where
deception applications are meant to imitate the genuine system in order to fool attackers
who aim to hack and destroy the system. Vital information is still vulnerable and exposed
to threat and attack despite the development of this innovation of honeyp%"{@&eption
technology to confuse the attackers. This is due to the discovery that .ésg kers have
come up with another tactic of developing a fake deception sys.tem Agc.a\luse confusion and
appear like the real honeypot system designed by the develcz@\or administrators of the
system. . g\&%

Many researchers have primarily focused on dez@nd luring cyber attackers through
traps and decoy accounts into the syste '%‘(’Aye sole purpose of obtaining intelligent
information from them, without taki account the possibility that attackers could
develop a fake honeypot system t%%n operate in parallel with the real honeypot system
in order to confuse the secu 't%rﬁinistrator.

In such circumsta e@s a need to discover a solution to the issue of attackers
establishing a f%i%neypot system that appears like a genuine honeypot in order to
confuse tﬁ%‘ém administrator, In spite of different deception technology techniques that
areeployed by cyber security experts to prevent attackers from gaining access to the
cloud information, the threat increases every second as attackers continuously exploring

different means to gain unauthorize access the cyber space. Hence, the need for effective,

robust and more efficient models to mitigate threats poses by Cyber criminals. Hence the



need for this research that implements a web based low interaction Glastopf honeypot for

Accurate gathering of Attackers information and detection of fake honeypot.

1.3 Aim and Objectives of the Study
The aim of this study is to design and optimize the accuracy of the attacker information
gathering and Detect Fake Honeypot . ®
Research Objectives are to: . @'&
I.  Design a model that can enhance the performance of existing }Qf?oneypot to
accurately detect the fake honeypot introduced by the attao@iﬁ\ to the system
II.  Implement the designed model on a Web Applicatio%’&%\

II.  Test the effectiveness of the enhanced Glast p@pot system
Q(

IV.  Evaluate the performance of enhanced G

N
system C')\
Q>

in (3) against the existing honeypot

1.4 Significance of the Study
I.  This study will help 4%1%& experts to gain more knowledge about deception
technology "
I Itwill assi@l ing a robust database of the activities of cyber criminals
. It will provide adequate digital information about cyber criminals to the
i ‘(ﬁion security experts for the purpose of forensic.
IVQ will expose Cyber Criminals secret methods of deploying fake honeypot system
to deceive the Security Administrator
V. It will assist System Administration to understand behavioural pattern and source of

cyber criminals



1.5 Scope of the Study
The scope of this work is basically to simulate of virtual honeypot system that would guide
against cyber information from being maliciously attacked by the cyber criminals. The
study is expected for completion with twelve months after the gathering of necessary
information needed. The following are to tools and dependencies required for the
completion of the study. é{b‘

I.  This research obtained an open-source dataset (Hornet40-tra A ?\@)neypot-h)

.@w

II.  Glastopf honeypot was used due to its low interacti@\em and operate within a

from Mendeley Data repository.

Web application that makes it suitable in ani @mem

III. It utilized OMNET++ Simulation tool fo%\

IV.  Performance evaluation of the mnﬁlj&%b

esign of Virtual Machine.
puted and compared.
V.  Output is compared with existi%works.
6
N
Although there are some oﬁmstances like when an attacker tries to design fake honeypot
system that can v@)@ rallel with the real honeypot with the purpose of creating
confusion fi t@dministrator. Further research can be conducted on that aspect to see if
honeypot. hasythe ability to detect fake honeypot developed by the attacker and how it can
be @ted.
1.6 Limitations of the Study
Due to the fact that there is a limited number of resources needed for the execution of this
research, it would require more efforts and dedication to put in place in making sure that

the limited resources are judiciously utilized.
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Other various limitations especially to the honeypot research work are highlighted bellow.

1 The security tests of the Glatopf honeypot model are confined to a given number of
vulnerability classes due to the web-based attacks, while security testing process is
needed to be conducted through both low-level Since low-level interaction
honeypot has been used, the high-level interaction honeypot is less likel(yﬁt‘o be

o

2 The automated tests of security can last for a given number of pef .dxqg

known for the vulnerability assessment.

3 The vulnerability scanner has the potential to provide a }&e’\negaﬁve or false-

positive result. @
1.7 Operational Definition of Terms Q
1. Computational Method: This is agy technique that employs new
breakthroughs in computing, such as g&mm , models, simulations, and systems, to
comprehend intricate social, biolog@ technical, and countless other patterns and

P

2. Malicious: These az%w{ivities that are designed to compromise the confidentiality,

behaviours.

availability, or int@ omputers, information or communications systems, networks,

physical or i@hinfrastructure managed by computers or information systems, or data
'ﬁ

located t&

3. ecoy Account: An account that is established to determine whether someone is
trying to log in. When an attempt is made, security specialists may analyze the approaches
and strategies of the attackers without being caught or compromising any data.

4. Deception Technology: is a cyber-security defensive approach that tries to deceive

attackers by simulating legitimate assets using traps and decoys.
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5. Intrusion Detection System (IDS): It is a monitoring system that detects

suspicious activities and generates alerts when they are detected. On the basis of these

warnings, a Security Operations Center (SOC) analyst or incident responder may examine

the situation and implement the necessary measures to eliminate the danger.

6. Intrusion Prevention System (IPS): A network security instrument (which might

be a physical device or software) that continually monitors a network %\'}iarmful

behaviour and prevents it by reporting, blocking, or dropping it when it 0 . ﬁg@

7. Honeypot System: A security technique that constructs a &%ated trap to entice

intruders. A maliciously infiltrated computer system e@ attackers to exploit

weaknesses, allowing you to research them and enhance ecurity measures.

8. Honeynet: a network designed to lure a@% prospective attackers from your

production network. In a honeynet, attack % discover not only susceptible services or

servers, but also vulnerable routers, eiﬂ!, and other network border devices, security

apps, etc. Q)(b‘

9. Cybersecurity: Cy %)rity is the use of technology, processes, and policies to
%grams, devices, and data against cyber-attacks. It attempts to

protect systems, nei;@
0

reduce the likeli&i

technolog%

10.@%11: A network security device that monitors and filters incoming and outgoing

f cyber-attacks and prevent the illegal use of systems, networks, and

network traffic according on a company's predefined security criteria. At its most basic
level, a firewall is the barrier between a private internal network and the Internet.
11. Cloud Document: This is an open-source software as a service platform that allows

users to upload, analyze, annotate, collaborate, and publish primary source documents.
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12. Omnet++ is an extensible, modular, component-based C++ simulation toolkit and
framework that is mainly used for the development of network simulators.

13. Cloud Computing is a technology that uses the internet to store and manage data on
remote servers, and then accesses the data over the internet. This kind of apparatus permits
remote operation. Cloud computing customers do not own the real infrastructure; they rent
the service from a third party?. é{b‘

14. Computer Framework: A computer framework is often a laye ) 6$@cture that
describes the sorts of program that may or should be developed and ei.r\ interrelationships.

Some frameworks for computer systems include actual pro describe programming
interfaces, or offer programming tools for their executio@%
15.  Cyber Deceptions: This advanced cybeferi &ﬂso known as Spear-Phishing or

Social Engineering, is meant to get access to'& irm's finances by overcoming its current

protections. E Q

16.  Network Security: is a g@‘of technologies that protects the functionality and
integrity of an organization' %)structure by blocking the entry or spread of a variety of
potential threats insj k3.

17. Cyber Terr QThe term "terrorism" may refer to the illegal use of force or cruelty
against pé% to threaten an administration or its citizens and associations in order to
ace@% a political or malicious objective.

18. Hacking: is the broad term for any unauthorized network access to any "computer
system" and is assessed as "cyber murder" for any building. The bulk of these
cybercriminals use "brute force," which is the combination of every conceivable letter,

number, and image until they get the password?®.
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Chapter Two

Literature Review
2.1 Conceptual Review
2.1.1 Cyber Security
A conceptual review in cybersecurity focuses on the theoretical frameworks, models, and
concepts that inform our understanding of the field. It involves analyzing and %@tsizing
existing literature to develop a comprehensive understanding of key c. and their
applications. Here are some key conceptual areas in cybersecuri.ty: N
Threat Landscape: Understanding the threat landscape is es&@‘}i in cybersecurity. This
conceptual area involves studying the actors and organ@%ds behind cyber threats, their
motivations, capabilities, and techniques. It also@& analyzing the evolving nature of
threats, such as the emergence of ad @persistent threats (APTs), nation-state
sponsored attacks, and insider threats.%'é
Risk Management: Conceptua@' and implementing effective risk management

strategies 1is crucial for. orgdnizations. This involves identifying and assessing

includes unders

"
vulnerabilities, poii?%r ts, and the potential impact of cyber incidents. It also

risk tolerance, prioritizing resources, and applying risk mitigation
measures,‘%‘as implementing controls and security frameworks like ISO 27001 or NIST
Cy@gity Framework.

Defense-in-depth: The defense-in-depth model is a conceptual framework that emphasizes
multiple layers of defense to protect against cyber threats. It involves deploying various

security controls and measures at different levels, including network, system, application,
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and user levels. This approach aims to create redundancy and resilience, minimizing the
impact of a single security failure.

Incident response: Incident response is a critical aspect of cybersecurity, involving a
systematic approach to manage and mitigate the impact of cyber incidents. This conceptual
area encompasses developing incident response plans, defining roles and responsibilities
establishing communication channels, and conducting post-incident analys1s$\nprove
future incident response capabilities. QO

Security awareness and training: Recognizing the human eleme}%n.\cybersecurity, this
conceptual area focuses on promoting security awareness and iding training to users. It
involves educating employees on best practices, policie@%‘iarocedures to protect against
social engineering, phishing attacks, and other hu{%t tric vulnerabilities.

Secure software development: Concept al@secure software development involves
integrating security measures through t@software development lifecycle (SDLC). This

includes employing secure coding@ﬁces, conducting security testing, and implementing

secure configurations to a& common security vulnerabilities and ensure the resilience of

software applicati

Privacy and leg{iin)nmderatlons This conceptual area revolves around the legal and
ethical di%ons of cybersecurity. It includes understanding privacy regulations and
co@g requirements, such as the General Data Protection Regulation (GDPR) and
developing strategies to protect sensitive data and ensure compliance with relevant laws
and regulations. A conceptual review in cybersecurity explores these and other key areas to

develop a comprehensive understanding of the theoretical foundations that underpin the

18



field. It helps researchers, practitioners, and policymakers advance their knowledge and
develop effective strategies and solutions for addressing cyber threats and challenges.
There are two major ways that require formidable participants in security settings. The one
who attempts to destroy systems and networks and the one who attempts to defend them!.
This is formerly known as the blackhats and whitehats, and is an extreme viewpoint held
by individuals following a military structure'. In this circumstance, it is ix@f&%e to
overlook the significance of the Honeynet Project, which began in the € ‘ I 1t is, by
and large, the only legitimate honeypot research organization that 4§1s.t\s today'. And it is
mostly accurate to believe that a global perspective on securitlk \ proper one. However,
the argument may not work commercially'. At this partk}{%'? intersection, it is worthy to
examine these two opposing viewpoints. They@%ed security to secure their own
resources, but their techniques are distinct It@)o necessary to compare these concepts to
see whether the installation of honey&gg feasible for the security sector and security
research?. Q)(b‘

Due to the fact that alm&aﬂ}t{le gadgets are linked to a network in some capacity
nowadays, networ s@y has become very crucial®. Firewalls, Intrusion Detection
Systems, and Alﬂi\)uses are used to prevent any unwanted and irregular actions on the
devices, a‘s%kas the loss and abuse of data®. Honeypots are one such technology that may
be %\- to secure device and data further’. By continuously monitoring the invaders'
activity, it may either prevent attacks or provide information about the attackers>.
Honeypots use a specially configured computer to detect malicious network activities*. A

Honeypot's goal is to identify and learn from attacks in order to improve security* A

network administrator gains firsthand knowledge of the current threats to his network?.

19



Honeypots defend against vulnerabilities that have yet to be discovered®. Network
monitoring technologies have previously included passive devices such as Intrusion
Detection Systems (IDS). IDS scan network traffic for malicious connections using
patterns®. These might be particular words in packet payloads or sequences of packets.
However, false positive alerts due to mismatched patterns are possible, as are false negative
signals for legitimate attacks’. On a Honeypot, each and every package is s%@ln a
Honeypot situation, this is because the Honeypot is not registered to an on system.
Regular production systems should be unaware of the Honeypot's ¢ stgnce Additionally,
the Honeypot should not offer accurate production 1nfon@%h1s assures that no
trustworthy devices are linked to the Honeypot®.* %@quently, every device that
establishes a connection to a honeypot is elther@gured or an attack source which
makes it simple to identify honeypot assa ts

The function of a Honeypot deterrnln ivaorth it maximizes the value of a solution, its
objective must be described as @%sely as feasible. This research work presents a
conceptual framework cre ﬁdln guidelines that are implemented with a clear statement of

purpose and inten save time during analysis®. This method prohibits omitting
useful ﬁndings éé)corded data due to a lack of analysis strategy®.

2.1.2 Re ‘% eatures in Cyber Security

Th@ n explains Honeypot characteristics. The paragraphs explain what should be
done, but not how, to build a deployment's conceptual framework.

2.1.2.1 Security

Honeypots must never contact manufacturing machinery, a compromised honeypot might

allow the theft of important data and equipment and should only communicate with the
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system that infected it, reducing its value to attackers'’. Honeypots require outbound
connections to monitor and learn about new risks. A production Honeypot with little
interactivity may be set up without external access. This arrangement's hazard is
overlooked!?. Different arrangements provide different risks'!. Implementers must consider
this while creating configurations'2. It's advisable to prevent Honeypot access to production
devices and leave communication channels open to the public network!2. %Q',\(%lblic
network access must be limited. Without this limitation, the Honeypo .%e used to
launch DoS/DDoS assaults or store stolen software. Restricting ext&al\connections meets

this criterion'?. Complex systems, such as an Intrusion P@ion System, may filter

individual flows that match specific patterns, inhibith@%*n propagation and isolating

sophisticated attacks!?. ®

2.1.2.2 Honeypot Cloaking . )\\‘

Connect the monitoring device to a hub een honeypot and the network to record all

traffic. This blocks outgoing Ho@%t traffic with passive observation and no control

result'?. Honeynet creator %'nk&gat every packet must be scanned, then delete or transmit
'\

it3. A firewall is neid@

recreated during)%n ission. An expert burglar might reveal these changes and fingerprint

the Honei%,\making the Honeypot undesirable or assaulting it'.

2.1@ lyzability

Honeypot data reveals scans, intrusion attempts, and worm proliferation. After analyzing

it uses Layer 3, time-to-live, MAC address, and checksum are

the packets, the investigator confronts a mound of data. Data and traffic must be separated
in a way to Easily trace TCP, which Sequence numbers determine each packet flow!'.

Flowing packets reduces analysis that involves travel which made classification hard.
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Destination port shows flow's intent. Flow to a particular port may not include legitimate
data or be a port scan'4. Port numbers don't always classify flows’. Stateless UDP
connections have no flow option. When the IP protocol, source IP, source port, destination
IP, and destination port are the same, IDS Snort considers a flow unique. [Pv4's "Protocol"
field specifies the next-level protocol. Most analytic programmes use TCP and UDP'4,
2.1.2.4 Accessibility Q&
Well-designed systems increase data security and analysis. An operato.%es speedy
data access and events must be notified. Physical or network acc.:essgl%eded to verify data
and logs often. Installations enable direct console access @tools for speedy data
analysis'®. In a hosted environment without direct acces&%‘{e monitoring device should
offer a data interface. Accessing the monitor iv&%&trafﬁc, which might disclose the
Honeypot. The analytical interface must ‘ts;{ﬁ%cessed differently'¢. The link should also
be encrypted so that its real purpose iﬁ&r’ aled!’.

2.1.2.5 Alerting %cb‘

'\

Attacks need automated c%%) notification'®. An intrusion-detection alerting function
should deliver noti&;@ ending alerts should be flexible. A backup destination route

should be offered fordlerting messages'®. Outbound data should be utilized to trigger alerts
instead o(%und data'®. This includes stopping the Browser service on Windows and
eV browsing tools which delivers outgoing traffic without user/hacker intervention.
Outbound triggers may overflow mailboxes'®. A June 12, 2005 experiments caused 7 mail
flows per minute, flooding the mailbox'¢. This demonstrates alerting techniques must be
tuned to the environment. Outbound traffic might potentially be a cause. This details the

warning. Other than TCP and UDP, other protocols should notify. TCP contains 6(decimal)
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and UDP 17 in the IP header (decimal)?®®. Other values might indicate unknown assaults
and evade firewall rules?®. Accepted outbound traffic requires training the alarm system
with legitimate traffic patterns. When an attacker finds a new approach to exploit

unrecognized vulnerabilities, an alarm is missed. Only recognizing patterns isn't enough?’,

2.1.3 Deception Technology ¢ ®
Deception technology is a cybersecurity strategy that involves deploy eceptive
elements within a network to misdirect and confuse attackers. It aims t ct, divert, and

delay malicious actors, as well as gather intelligence about the@?ﬁiques, tactics, and
motives. Here is a conceptual review of deception technolo ybersecurity:

Purpose: The main purpose of deception techno g@to enhance the overall security
posture of an organization by deceiving attackers diverting their attention away from
critical assets. It provides an additional IQQD%d ense by actively detecting and engaging
with potential threats, reducing the r@successful attacks.

Deceptive elements: Decepti&\t%nology employs various decoys, bait, and lures to

create an illusion of vul ility or valuable assets within a network. These elements can

be in the form o@d vices, servers, files, or credentials that appear authentic to
attackers.‘%@strategically placed to draw the attention of attackers away from actual
assets. Q

Deception deployment: Deception elements can be deployed across different network
layers, such as endpoints, servers, applications, and the network infrastructure itself. They
can be either distributed or concentrated in specific areas based on the organization's risk
profile and security needs. Proper integration and configuration are necessary to ensure

seamless operation and minimal impact on legitimate users.
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Detection and alerting: Deception technology relies on the detection of unauthorized
activities within the deceptive environment to trigger alerts and initiate response actions.
Actions like accessing decoy files, attempting to exploit fake vulnerabilities, or interacting
with deceptive systems can generate alerts, indicating potential threats. These alerts are
distinct from traditional intrusion detection systems, as they specifically target interaction
with deceptive elements. é{b‘

Incident response: Deception technology plays a significant role in inc'. ?@sponse by
providing early detection and real-time insights into attacker behavior and intentions. The

; 4%%

information gathered from attacker interactions with decept}'&%&emen‘[s can be used to
develop targeted response strategies, strengthen secuﬂ@ sures, and enhance incident

handling capabilities. ®

Integration with other security solutioniz’ Tﬁaximize the effectiveness of deception
t

>

technology, it is essential to intefta with other security solutions within an

organization's cybersecurity fran@ﬂ(. Integrating with threat intelligence platforms,

security information and event”management (SIEM) systems, and forensic tools can
W

enhance the overali\)r&

Challenges and)gc: iderations: Deception technology is not without challenges. False

ction, analysis, and response capabilities.

positives,‘%xe legitimate users accidentally trigger alerts, can be a concern.
Org@%ns need to carefully configure and adapt deception elements to minimize false
positives. Regular maintenance and updating of deception assets are necessary to keep
them realistic and avoid detection by sophisticated attackers.

Ethical considerations: The deployment of deception technology raises ethical

considerations, such as potential entrapment and the risk of targeting innocent individuals
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or organizations. It is crucial to establish clear guidelines and adhere to legal and ethical
boundaries to ensure the responsible and ethical use of deception technology. In summary,
deception technology is a powerful cybersecurity approach that helps organizations
proactively defend against attackers by diverting and misleading them. Through the
deployment of deceptive elements, organizations can detect threats early, gain valuable
insights, and enhance their incident response capabilities. However, propeéa;}ir‘ling,

integration, and ethical considerations are imperative to ensure t %ssful and

A honeypot is a computer security system designed w&%ﬂact and trap intruders. The

responsible implementation of deception technology.

2.1.4 Honeypot System

trapped intruder is then interrogated to determin@ motivation and capabilities. If the
intruder is not hostile, the honeypot may be@)to gather intelligence about their tactics
and Techniques. The main purpose %;g—?nformation security policy is to ensure that

services are safe, secure, authenti@bilable, and accessible®®. Attacks rely on programs

0\

that search a network loo@vulnerabilities, so the honeypot's distinctiveness lies in
the fact that it operi;@y itself as a vulnerable system likely to attract the attention of

hackers?®. The bk{ij: jective of honeypots is to fool the attacker into thinking he can gain
control o(%auine operational computer, allowing the admin to study the methods of
ex@Q{e attackers, protect against fresh threats, and provide them additional time to
react’®. Honeypots are extremely adaptable and come in a variety of shapes and sizes. Most
works define honeypots in 2 directions: the first classifies them based on the interactions

they enable, and the second classifies them based on their utility?®.
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A honeypot is a security resource whose value is determined by its ability to be explored,
exploited, or hacked?®. This implies that whatever we identify as a honeypot, we anticipate
and intend for the system to be examined, attacked, and potentially exploited®®. Honeypot
is primarily a detection and reaction tool, with minimal utility in preventive®®. Honeypots
do not block specific intrusions or the transmission of viruses or worms. Instead, they
gather data and detect attack trends’®. After that, defenders can respond to this Q@&Ebnce by
constructing stronger defenses and countermeasures against future se .%reats”. A
honeypot is a tool used to gather evidence or information and to 1&%%5 much as possible

about attack patterns, hacker purposes and motives, and wide ized programs launched

by them?®®. More about the hacker's abilities can also be @d particularly their technical

understanding, based on the information we have@%i”
SR
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1%%.3 Honeypot for Improving Security®

Ho&)ts may capture intruders on the network and deflect them from the production
system®’. Honeypot operators need competence in security, systems, and networks.
Honeypots may be useful information-gathering tools**. Honeypots may become invading
equipment in the wrong, unskilled hands. Honeypots seldom improve network security.

Instead, they lure invaders. Figure 2.1 depicts honeypots as useless security instruments.
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Nobody should send it**. Honeypot activity or traffic might be seen as an intrusion, illegal
access, or probing effort. If the honeypot begins outbound connections, it's been hijacked.

Shapes and sizes of honeypots vary. Low-interaction and high-interaction honeypots*°.

Honeypots have grown increasingly important in Internet security*’. Hackers could quickly
tell whether a server contained honeypots. Scholars are focusing on tech\K to
automatically detect a honeypot server to mitigate this threat. Researchers enhance
honeypots' internal mechanism and outward interface*°. The comparls‘o%dy of different
methods by different authors of honeypot system can be found in\@s;éhx 1.

Purpose: The primary purpose of a honeypot system is to a@& defensive mechanism for
identifying, studying, and mitigating potential threats urmg attackers to the honeypot,
organizations can gain valuable insights into the @cs tools, and motives.

Types of honeypots: There are sever: ty ﬁf honeypots, including low-interaction
honeypots, high-interaction honeyp@nd hybrid honeypots. Low-interaction honeypots
simulate only a limited range%&s%ices and are less resource-intensive. High-interaction
honeypots provide a co “operating system and simulate real services, thus offering
more detailed anal€1s)Q

Deploymentt I@ pots can be deployed in various ways, such as on dedicated hardware,
virtual l‘@hl es, or as part of an existing network. The deployment method should protect
the&rity of the production network and ensure the honeypot remains isolated to prevent
real systems from being compromised.

Data collection: Honeypots capture information about attacker activities, including their

attack methods, tools, and exploit techniques. They record network traffic, commands
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executed, and interactions with the honeypot, providing valuable insights that can help in
improving security measures.

Risks and challenges: While honeypots offer numerous benefits, organizations need to be
aware of the risks and challenges associated with their deployment. Attackers could
potentially use the honeypot to launch attacks on other systems or gain unauthorized access
if not properly isolated. False positives, where legitimate users accidentally %&with
the honeypot, can also be a concern. . \QO

.\'\

considerations. Organizations need to ensure that they co@v relevant laws and

Q

regulations and consider the impact on privacy. Px;@\pkr consent and disclosure are

Legal and ethical considerations: The use of honeypots ra% legal and ethical
it

necessary when deploying honeypots in certain jufis %ns.

Incident response: Honeypots play a vit }\ in incident response by providing early
warning signals and helping in proactive nse. By analyzing the attacker's behavior and
tactics, organizations can develop@ effective strategies to detect, prevent, and respond

to future attacks.

'\
Integration with 0@’@ systems: Honeypots can be integrated with other security
i

systems, such a\i sion detection systems (IDS) or security information and event

manageme M) platforms. This integration helps in correlating and analyzing the
col@oneypot data with other security events, enhancing overall threat intelligence. In
conclusion, honeypot systems are an effective tool for gathering intelligence on attackers
and enhancing an organization's overall cybersecurity posture. However, careful planning,
implementation, and consideration of legal and ethical considerations are crucial to ensure

their successful deployment.
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2.1.4.1 Using A Honeypot to Identify Unknown Attacks

The Honeynet Project that was carried out by Roo explained how honeypot system can be
used to identify unknown attacks that might try to attack the sensitive information of the
system and display the identities of such an attack?!. It satisfies all of the aforementioned
criteria and detects previously undiscovered attacks. Roo monitors network traffic using the
Honeywall and one or more decoys. The Honeynet and Honeywall link the d%@evices
to a production network?. An operator must record configuration .@%es before
constructing a Honeypot?>. Changing variables, such as an I.SP'SA%ha‘{lging IP, must be
logged. This allows for setup repetition and analytic cornp@?tZ . A hacked Honeypot
threatens other network devices. These might be on t é&;%ﬁuction network or online??.
Allowing an attacker to infiltrate production @mt might disclose sensitive data.
Denial-of-service attacks conducted from 'X%%S)ot may be illegal. Before connecting the
Honeypot to public networks, test cas%' be built and run??. Test scenarios must cover
all key features and guarantee the @&pot doesn't cause greater danger?2.

2.1.4.2 Known Attacks Ve su%yknown Attacks

Roo detects suspici u@tions using multiple components. Snort is crucial to pattern
analysis and ideh&iig:{ion of attacks. Payload, non-payload, and post-detection rules define
Snort paﬂ%gon-payload rules focus on protocol headers?®. Post-detection rules take
act@@ry Honeypot connection includes protocol, IP addresses, ports, packet count, etc.
A GUI shows each flow and provides tcpdumpl downloads?. Snort lists known attacks?3.
Unknown attacks have a generic alert (e.g., "SHELLCODE x86 inc ebx NOOP"),

"unknown signature," or no warning. The shellcode notification isn't a known exploit since

it doesn't target a vulnerability. "Noop-sliding" is shellcode technique?*.
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2.1.3 Verifying New Attacks

Honeywall doesn't monitor decoy processes, making it difficult to verify attack success and
without knowing what each link did, an attack's success cannot be determined. Analyzing
decoy answers isn't enough?®*. The attacked system may provide false answers denying the
assault?®. Only replaying an assault can establish its success**. A second Honeypot
matching the original's prerequisites and variables is required to replicate an as%@i% sing
the original configuration sheet, the operating system is reinstallé 2 .Q@al system
including monitoring tools and debugger will also be conﬁgurecl%p\rovides access for
monitoring the windows?. Windows monitors the registry&é},‘ processes, and ports.
Function calls and library access are shown?. A succes@gennection produces another?’.
An attacker may use the new connection to d@o d a binary that compromises the

machine. A new Snort rule may detect tie@]& with the verification- Patch production
1

machines and make Honeypot test a b%' remedy?’.
2.2 Methodological Review Qib‘

2.2.1 Cyber Security

A mythological r@% cybersecurity refers to an exploration of common myths,

misconceptions XQ alse beliefs that exist within the field. It involves examining widely
held beliell%opular narratives related to cybersecurity practices, technologies, or threats
an@%ly evaluating their accuracy and validity. Here are some examples of areas

where mythological reviews in cybersecurity can be conducted:

Password strength: Many people believe that creating complex passwords with a
combination of uppercase, lowercase, numbers, and special characters is sufficient to

protect their accounts. A mythological review would assess the actual effectiveness of
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password complexity and explore alternative methods, such as password managers or

multi-factor authentication.

Antivirus software: There is a common belief that having antivirus software installed
guarantees protection against all types of malwares. A mythological review would analyze
the effectiveness of antivirus software in detecting and preventing sophisticaté&‘@ﬁats,

explore its limitations, and discuss additional security measures .th% ould be

implemented. ‘%
.\

Phishing awareness: It is often assumed that employees are @ducated about phishing
attacks and can easily identify suspicious emails. A m'y}{&k%cal review would assess the

level of phishing awareness within organizatior(@ ify common misconceptions, and
propose strategies to improve employee efuq@and training.

Patching and updates: Some indiv% believe that regularly updating their software or
operating systems is unneces&q)or could cause issues. A mythological review would
evaluate the importance 'ﬁiely patching, consider the risks associated with delayed

updates, and reco:-@ejgbest practices for managing software updates.
The role‘%{)ersecurity tools: Many people assume that implementing cybersecurity
to@\% as firewalls or intrusion detection systems, provides complete protection against

all threats. A mythological review would examine the capabilities and limitations of these

tools, discuss their appropriate usage, and highlight the need for a layered defense strategy.

Zero-day vulnerabilities: There is often a perception that zero-day vulnerabilities are the

most significant threats, and they cannot be mitigated effectively. A mythological review
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would explore the severity and prevalence of zero-day vulnerabilities, assess the
effectiveness of various countermeasures, and discuss risk management approaches for

handling such vulnerabilities.

Attribution in cyberattacks: The belief that accurately attributing cyberattacks to specific
individuals, groups, or nation-states is straightforward and conclusive can be misl g A
mythological review would analyze the complexities and challenges. a%ﬂ'}ed with
attribution, debunk common misconceptions, and explore different att ion techniques
and their limitations. By conducting a mythological review in t@galrity, the field can
gain a more accurate understanding of various cybersec;i@%wtices, technologies, and

threats. This helps dispel false beliefs, correct misc @e)ns, and inform decision-making
n; ?

processes, ultimately leading to more effective

practices. Cj\\‘

formed cybersecurity strategies and

The two most important securi%h;@‘ours that any company is concerned with on a daily

basis are privacy and data s cugt 6, Today's predominantly digital or cyber-specific world,
%p

ically surrounds measures. Cybercriminals exploit social

where all data is @@
networking sites&s al personal information from users?®.

Q

The cm@t d electronic information network has become an integral part of our daily
lives?*All types of organizations, such as medical, financial, and education institutions,
use this network to operate effectively?®. They utilize the network by collecting, processing,
storing, and sharing vast amounts of digital information'>. As more digital information is
gathered and shared, the protection of this information is becoming even more vital to our

national security and economic stability?S.
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Cybersecurity protects networked systems and data against abuse or harm?. You must
protect your identity, your data, and your computer equipment on a personal level. At the
corporate level, everyone is accountable for safeguarding the company's name, data, and
clients. The safety and wellbeing of the populace, as well as national security, are at risk at
the state level. Your identification might have an impact on your life as more time is spent
online?’. Your offline persona is the person who regularly engages with your@ﬁ and
family at home, school, or job. They are aware of details about you, li . %name, age,
and residence. You are who you are online, according to the internet. How you represent
&ﬂ
yourself to others online is your online identity. This online @\a ought to only provide

a certain amount of information about you?’. &
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Figure 2.2 %«Attacks Evolution’
Choose your username or alias carefully. The username shouldn't be personal. Respectful
lan is needed. This username shouldn't make folks believe you're easy prey?s.
Cyber security protects against cyber-attacks due to vulnerabilities and hazards.
Cybersecurity prioritizes data accessibility, integrity, and privacy?3. Cyber-attacks prohibit

cyber security. Cyber-attacks aim to limit services and tamper with data (modification,
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destruction, disclosure, sharing). Cyber-attacks fall into 5 categories?®. Below are

fundamental groupings and approaches.
» Service blocking attacks include DoS and DDoS
* Malicious software, including viruses, worms, Trojan horses, keyloggers, adware,
spyware, bots, and scareware (b
* Phishing '{\
Q

« Unwanted Electronic Mail: Spam 'E\QO
4%'»

* Network Traffic Monitoring: Sniffing

CD
G

1. Denial-of-Service (DoS) and Distributed Denial of- S& e (DDoS) Attacks

2.2.1.1 Types of Cyber Attack

A Denial-of-Service exploit exhausts the system‘@ 1ty, preventing it from responding

N

to service requests. A DDoS attack is launch: a host system that has been infected with
yin’ attacker®. In this type of cyber-attack, the

malicious programs and is managed%'

computer or networks resources alngfdered inaccessible to the desired user by interfering

with the services of the h(%%)are connected to the network. Various sorts of DoS and

"
DDoS attacks incl&;@

death attacks, and bottiets?’.

2. Ma;-in-the-Middle (MitM) Attack

flood attacks, teardrop attacks, smurf attacks, ping-of-

Third-party Man-in-the-Middle attacks include client-server interactions. This required
some impersonated client and server to have access to the shared data. This attack steals,

transmits, and receives data. MITM employs real-time communications, transactions, and
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info-sharing*’.

3. Phishing Attacks

False messages that appear to be from trusted sources are called Phishing. Its primary goal
is to obtain sensitive information such as personal information and credentials’®. It is a type
of social engineering or technological deception that uses emails with embedded URLs to

send malicious files to our system?°. &
Q

4. Drive-by- Download Attack ‘%\ :

Drive-by-download attacks distribute viruses and give hack nauthorized access.

Infected machines access a website®. They are indeed a pre%@type of cyber-attack used

it oo

by hackers to propagate viruses and acquire ilhciﬁ& . This type of attack happens
l16i

whenever a computer is compromised with

0 W\
website’, C')\
Q>

s programs merely by browsing a

5. Password Attack
Passwords are more commoﬁ\géd means of user authentication, and acquiring such

credentials is an effective attacking strategy. A credential hack is a process where a user's

credentials are sto@?dgmded illegally®'. Finding the password may include checking

the user's ‘%@don, assuming, collecting a login database, or monitoring the network

connecti@3 .

6. SQL Injection Attack

An attacker who wishes to do SQL injection may alter a regular SQL query to exploit
unsubstantiated weaknesses in a database. Mis-filtered characters can also be used by

attackers to change SQL statements®!. SQL injection exploits alleged database flaws by
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modifying a typical SQL query. There are various viable methods for preventing and

defending against SQLI attacks if they occur?!.

7. Cross-Site Scripting (XSS) Attack

Cross-Site Scripting is a form of injecting technique in which a malicious script injects a
malicious script into a site or application. In other word, Attackers inject XSS(@to a
website's database. The victim's browser runs the infected script inside @sponse,
transmitting the victim's cookies to the attacker's server, ‘%\

8. Eavesdropping Attack 6'\

This is known as snooping attacks or spying attacks. é& dropping breaches and
compromises digital data’?. Attackers exchange c nlcatlons over an unsecured
network and examine data sent and received. A %at?er may use a sniffer to eavesdrop on

a computer or server to grab data whlle<1f:1%§e

which is hard to identify since it 1b1ts no anomalous behaviour during network

transmitted during this type of attack,

transmission?2. Q)

0’
9. Birthday Attack »®

Birthday attacks‘\gg) type of cryptographic attack that falls into the brute force attack

category. Qsed on the birthday problem premise from probability theory®:. This

tec@ould be used to exploit the sharing of data among more than two parties.

Birthday attacks are performed out by employing hash methods to validate the message's

authenticity, program, or cryptographic signature*3.

Birthday assaults are a brute-force cryptography attack. Based on probability theory's

birthday issue*. This approach exploits data exchange between more than two parties.
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Birthday attacks authenticate a message's validity, software, or cryptographic signature

using hash algorithms?3.
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Figure 2.3: Types of Attacks™? @
10. Malware Attack . ‘\%

Malware attacks are a type of cyber'&rs: wherein a harmful program is placed on the
victim's machine even withou the@j% knowing or agreeing to it**. Viruses, malware, and
ransomware are just some 4K@é‘ms that are currently used when referring to pernicious
software. Maliciou @e propagates itself and executes by itself**. Through malware,
access to a priVXQ network can be gained, disrupted, and personal data can be taken as
shown in‘%e 2.2 or other user information can be accessed, making it possible to
ille@%m money>*. Malware now mostly targets commercial or financial data rather

than personal sensitive information. The most frequent types of malwares are:

a. Virus: a harmful program that attaches itself to any system program and replicates and
modifies instructions when run. It may spread by accessing files or by launching any

software3*.
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b. Worms: These are viruses that propagate through devices or the internet via email

attachments. This might lead to denial-of-service attacks®.

A malware called Trojan Horses is a type of malicious software that masquerades as a

helpful software and does not spread like viruses.

c. Ransomware: A malicious software that encrypts user data and threatens thg‘&ﬁ(%b'hntil

a ransom is paid. Even though the code is basic, it is quite difficult to avoid Q%(?tack“.

d. Spyware: Malware that examines user activities without thg%q‘s permission and

reports this to the hacker’*. &%\
e
2.2.1.2 Trends Changing Cyber Security Q@

The following are a few factors with a signiﬁ@mpact on cyber security:

1. Mobile Networks: This allows %etronic communication or sending information
between two or more persons@%e globe. However, security has become a troubling
issue for these mobile net%s\were attacker tries to hijack information through a medium
and make sure t @%ation is destroyed or not getting to the destination. The
deployment of %@valls and other security tools are becoming inefficient and increasingly

permeable as people use smartphones, tablets, PCs, and so on®.

2. We;servers: Web servers are vulnerable to web application hacks that can steal data or

distribute harmful code?”.

3. Cloud computing and its services: Businesses of all sizes are gradually adopting cloud-
based services these days. In other words, the entire planet is gradually moving toward the

CLOUD?.
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4. APTs and targeted attacks: There is a completely new type of cybercrime ware known as

APT (Advanced Persistent Threat)*.

5. Code encryption: Communication (or information) is encrypted so that it cannot be

interpreted by eavesdroppers or attackers?’.

6. IPv6: 'IPv6' stands for 'Internet Protocol 6'. It will replace IPv4, which has se@bﬁ the

foundation of the networks and the Internet in general®’. ;' é
2.2.1.3 Cyber Security Techniques \%'\

Cyber-attacks on the internet can expand by using newﬁ@oaches. To exploit new

technological flaws, cybercriminals would ¢ n@dy modify existing malware
N

fingerprints®’. In other cases, they look for properties of new technologies to
uncover flaws in virus insertion®’. Cybef t &s are trying to take benefit of developing

Internet technology and millions or PB@S of active users to gain easy and efficient access

to a large number of individuaﬁig)
QY

¢S
>

The fi ll%in are the major techniques been adopted in cyber security to provide safety

and privacy to the information in the cloud server.

* Access control and password security
* Data authentication

» Malware scanners

* Anti-virus software

 Firewalls
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2.2.2 Deception Technology

A methodological review in deception technology focuses on the research methodologies
and approaches used to study, analyze, and evaluate deception techniques and technologies
in cybersecurity. It involves examining the strengths, limitations, and best practices of
different research methods to guide future studies and advancements in %"&d of

deception technology. Here are some key methodological areas in decepti .t\Q@nology:

a. Experimental studies: Experimental studies involve pg&llzﬂ settings where
researchers manipulate variables to measure the effectiveness:@:eption techniques. This

method allows for evaluating the impact of different deo@ve elements, such as bait assets,

lures, or honeytokens, on attacker behavior or sy@iefenses. It may involve simulations,

virtual environments, or real-world exper'c:e;@gather data and draw conclusions.

b. Case studies: Case studies inv@in—depth investigations of specific instances or
scenarios where deception tec gy has been deployed. Researchers analyze real-world
deployments to gain i %s" into the implementation challenges, effectiveness, and
impacts of decep'@gchniques. Case studies often include qualitative data collection

methods, s %nterviews, observations, and document analysis.

c. S@and questionnaires: Surveys and questionnaires involve collecting data from a
large number of participants to understand their perceptions, experiences, or attitudes
regarding deception technology. This method provides quantitative data that can be
statistically analyzed to identify trends, preferences, or barriers related to the adoption and
use of deception techniques. Surveys may cover a range of topics, including user

acceptance, usability, or cost-effectiveness.
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d. Threat modeling and analysis: Threat modeling and analysis involve the systematic
identification, assessment, and categorization of potential threats and their associated risks.
Researchers may use threat modeling techniques to study how deception elements can be
strategically placed within a system to deceive attackers or disrupt their actions. This
method helps in understanding how deception technologies can influence an attacker's

° (b
decision-making process. \
L&

e. Simulation and modeling: Simulation and modeling method%\lve building
computational models or simulations to study the behavior and inh@ﬂ&ns of attackers and
defenders in different cyber threat scenarios. Researchers c@ these models to analyze

how deception techniques impact attacker be&x@%stem defenses, and overall

cybersecurity posture. Simulation techniques can“also be used to test and validate the

effectiveness of newly proposed deceptin{éjé}b gies.

f. Ethnographic studies: Ethnogr. studies involve observing and immersing oneself
in the real-world contexts Wher\eééception technology is deployed. Researchers may spend
time with users, defend@? attackers to understand their practices, motivations, and
experiences. This mgthod provides rich qualitative data that can help uncover unforeseen

challenge@al influences, and societal implications related to the use of deception
tec@

g. Evaluation frameworks and metrics: Methodological reviews in deception technology
often focus on evaluating the effectiveness and efficiency of deception techniques.

Researchers may develop evaluation frameworks and metrics that define criteria for

assessing various aspects, such as attacker detection rates, response times, false positive
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rates, or the impact on attacker dwell time. These frameworks and metrics help establish
standardized approaches for comparing different deception technologies and determining
their practical value. A methodological review in deception technology helps researchers
and practitioners understand the strengths and limitations of various research approaches,
enabling them to design rigorous studies and advance the field. By critically examining
existing research methodologies, gaps in knowledge can be identified and strat%%}can be

developed to address those gaps, leading to the improvement and innov mg deception

technologies in cyber defense.
. "
)
2.2.3 Honeypot Q’)&%

A methodological review in honeypots focus d&e research methodologies and
approaches used to study, analyze, and evqh@he effectiveness and usage of honeypots
in cybersecurity. It involves examin'ng%'}trengths, limitations, and best practices of
different research methods to gl% ture studies and advancements in the field of

honeypot deployment. Here aNe key methodological areas in honeypot research:
'\

a. Deployment strate oneypots can be deployed in various ways, such as network-
level, host-levelwr application-level honeypots. A methodological review looks at the

Q

different ment strategies used in previous research to assess their advantages,
lim‘@% and suitability for specific use cases. It examines topics like decoy network

design, honeypot placement, and integration with existing network infrastructure.

b. Data collection and analysis: Honeypots are primarily used to collect data about
attacker behavior and techniques. Methodological reviews analyze the data collection

techniques employed in honeypot research, including network traffic monitoring, system
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event logs, and session recordings. It also examines the various tools and methodologies
used for analyzing the collected data to gain insights into attackers' motivations, tactics,

and potential vulnerabilities in the targeted systems.

c. Attack simulation: Researchers often simulate attacks against honeypots to understand
attacker actions and intentions. Methodological reviews evaluate the different@tack
simulation techniques used, such as automated attacks, targeted at.tacégéf social

\

engineering techniques. It examines the benefits and drawbacks o approach and

assesses how well these simulations represent real-world attack scﬂ@&o’ﬁ.

d. Evaluation metrics: The effectiveness of hongyg&&%measured using various
evaluation metrics, such as time to detection, att agement, or false positive rates.
Methodological reviews examine the di.ff)eé‘% metrics employed by researchers to
determine the strengths and limitatiorﬂ ea'} metric. It also explores the development of

standardized evaluation framewc%b at enable fair comparisons between different

honeypot solutions. \)

'\
e. Longitudinal st@%neypots, when deployed for a significant duration, allow for a

longitudinal studxs) attacker behavior over time. Methodological reviews assess previous
studies tha e utilized long-term honeypots to understand trends, changes in attack

pat@%d evolving attack techniques. It examines the challenges and techniques of

maintaining honeypots over extended periods and the analysis of long-term data.

f. Ethical considerations: Honeypot research raises important ethical considerations
regarding data privacy, legal implications, and potential harm to attackers or innocent

parties. Methodological reviews analyze how researchers have addressed these ethical
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concerns and adhered to ethical guidelines in their research. It looks into methodologies
that ensure compliance with legal and ethical standards when conducting honeypot

experiments.

g. Operational considerations: Honeypots need to be carefully managed and monitored to

ensure their effectiveness and avoid misuse. Methodological reviews examine the m@tical

aspects of deploying and maintaining honeypots, including configuring sy.stegééﬁitoring,
a

o

methodologies for minimizing the risk of honeypot detection an%s’fon by attackers. A

maintaining honeypot authenticity, and handling captured data secufcly: so explores
methodological review in honeypots helps researchers a%&\titioners understand the
strengths and limitations of different research app o@enabling them to design more
effective honeypot deployments and stud'gﬂy critically examining existing
methodologies, gaps in knowledge ca@&de tified, leading to the development of
improved honeypot solutions and mor@nprehensive evaluations.
6
N
"

2.2.3.1 Review Ba @%achine Learning Algorithms

Many network )%rusmn detection system studies incorporate machine learning in their
operation t ke it effective*?. Open-source datasets have helped find and avert hazards.
M Qearning and data science combine to produce hybrid systems that employ layered
and hierarchical models, discover anomalies, and complement machine learning with
knowledge-based approaches. Most of these systems recognize fresh threats while reducing

false alarms*?. Intrusion detection uses SVMs, fuzzy logic, and neural networks.
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IDS combines J-Rip, REP trees, and Forest PA with rule-based and decision-tree methods.
Input characteristics classify the first two techniques*’. Unlike REP trees, Forest PA uses
both classifiers. CICIDS-2017 yielded 97% accuracy and 95% detection. Research uses
hybrid methods. NBC and NB-Tree enhanced recall and accuracy*’. Using constrained
feature sets and regular testing, this strategy combines accuracy and recall for small and big

threats. IDS false-positives are manageable. This approach classifies minor %@s with
99.05% accuracy*?. . \QO

It was discovered that a neural network-based IDS can identify. attaeks .?n the network. To
identify intrusions, neural network topologies are com %\}‘ LP found offline
incursions*?. Early validation improved the neural neﬂmﬁ% reasoning abilities. A two-
hidden-layer neural network effectively detecte@ with 91% accuracy*. ANNs can

detect intrusions®’. Choosing a viable neural @rk framework is difficult*.
S. )

They needed a more accurate, comput ally expensive intrusion detection approach
based on researcher’s method D%% protected by three tiers*’. Connection setup, user
identity, and destination I %gsses are first-layer packet characteristics. Availability
detects probing, U2R, @d DoS. It acquires data, views files, etc. The author created a
multi-layered teh@iiee“. The writers evaluate each tier's data integrity, permissions, and
file updaté%%ve Bayes, C5 decision tree, and MLP neural network methods were used®.
Na@@es, C5 decision trees, and MLP neural networks with gain ratios enhanced

storage and performance*. Multiple-layer model proved more accurate than MLP neural

networks and Nave Bayes, reducing false alarms. This method identifies invasions®.

2.2.3.2 Review Based on the Honeypot Techniques
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Recent attention on hostile incursions has created a bottleneck which has made network
security difficult to operate. All security measures have been agreed to be faulty in one way
or the other when comparing their techniques in terms of operation and the level of
loopholes through which attackers could penetrate. Most current research uses machine

learning to identify honeypot incursions*?,

A machine-learning honeypot is designed to improve IoT device security, éscanner
analyses the internet for potentially harmful interactions and teaches @neypot how to
optimize each response**. This attack classifies using anomaly @s&wypot data**. The

authors recommend automating spam classification using S %nd social honeypots*.

Researchers recommend a linkage-protected h@}. Protocols link honeypots to
defense system parts which depends on the @spot’s condition**. The honeypot analyses
defensive flows. If the honeypot %gn)pted, it tends to offer a cloud-based AV
installations and scans*. The @bfcher's novel strategy used retroactive software
identification. Realize Clou AX .
Another researcher @ providing virtual instance binary program to analysis
engines®. Each v%gﬂ) call is examined in real-time*. Honeypots detect bugs and viruses.
A honey@ptures, registers, and analyses attackers' activity*>. The authors classified
thi@glg cluster-based approaches®. This approach is self-taught. A researcher
employed machine learning to construct an IoT honeypot model. Honeypots improve

model management®. A machine learning model for Myspace, Facebook, and Twitter was

created and tested®.
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An author created a honeypot model from Feng's link protection mechanism. SNMP
increases communication and management in this paradigm*. Honeypots monitor defenses
to stop or enable assaults. Assault was predicted using machine learning, machine learning
and honeypot algorithms are proposed*. Machine-learning and honeypot algorithms
prevent intrusions®.

Honeypot latency®. In certain virtual networks, honeypots like honeyd cause@ection
delays of one to 10 milliseconds®. Neyman-Pearson theory increased t c ction rate.
45

Network monitoring or virtual environments may reveal honeygﬁ.S

evel activities and

n the course of

reviewing some articles on honeypot system, honeypot {@sdk

services as identified, while another author created hoﬂ&o@t detection using Linux and

virtual machine files®’. The comparative study 0?@5{ t approach by various authors can
2

Q\

In recent years, more assaults have t@d these sites. 20% of cyberattacks in 2020 will be

be found in Appendix VI.

cloud-based*. Therefore, it's ﬁs&e%gry to create a system that can pose as a decoy to the
attacker while monitorin attack and gathering actionable data to avoid repeat attempts.
Honeypots are V@&y tems meant to replicate the behaviour of actual assets*.
Honeypots @éveral flaws. The system was meant to be attacked thus assaults are
expecte% nce the honeypot is penetrated, it may launch subsequent assaults. These
ass@might target an internal or external system. Honeypots are risky. Legal culpability
results. If your honeypot attacks another firm, you might be sued. Honeypots influence
risk?’.

Cloud infrastructure is being used more and more to solve complicated challenges. No

system is invincible, therefore cyber-attacks continually threaten cloud solutions*’. As

47



known, cloud systems have built-in defensive measures, but a honeypot adds an additional
layer of protection while revealing attack vectors. To solve the issue, create a hybrid

honeynet system that combines the best of several honeypots*’.

2.2.4 Security Vulnerabilities

Security vulnerabilities are any kind of software or hardware defect. Aftér@ining

knowledge of a vulnerability, malicious users attempt to exploit it**. An exp % the term

used to describe a program written to take advantage of a known vulnerability*®. The act of

using an exploit against a vulnerability is referred to as an attacl@;;})al of the attack is
48

to gain access to a system, the data it hosts or to a specific rqé&g: e

S
2.2.4.1 Software Vulnerabilities QQ

Software vulnerabilities are usually i@ﬁ by errors in the operating system or
application code. Despite all the ef@bmpanies put into finding and patching software
vulnerabilities, it is common&%w vulnerabilities to surface*®. Microsoft, Apple, and
other operating syste dicers release patches and updates almost every day.

Application updat@rqu common. Applications such as web browsers, mobile apps and

eb serve‘r%@én updated by the companies or organizations responsible for them?,

w
Ci@has SYNful Knock vulnerability in 2015. This weakness lets attackers control
Cisco 1841, 2811, and 3825 routers. Attackers monitored all network activity and infected
new machines®. The routers' updated IOS caused this vulnerability. Verify the downloaded

I0S image's integrity and limit physical access to the device to avoid this®.
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The goal of software updates is to stay current and avoid exploitation of vulnerabilities*.
While some companies have penetration testing teams dedicated to search, find and patch
software vulnerabilities before they can get exploited, third-party security researchers also

specialize in finding vulnerabilities in software®.

Google’s Project Zero is a great example of such practice. After discovering a h r of

vulnerabilities in various software used by end-users, Google formed a, pﬁ%}nt team

dedicated to finding software vulnerabilities*. ‘@
. \ﬂ'\
Design errors generate hardware vulnerabilities. %N@mory has close-packed capacitors.

Due of proximity, constant changes to one cap%ito ight affect others. Rowhammer was

2.2.4.2 Hardware Vulnerabilities

based on this design flaw of the existi@ . The Rowhammer attack retrieves data

from neighbouring protected addres@mory cells by repeatedly rewriting memory at the

same places®’. \)Q)
\ o

Model-specific har w@ rabilities are seldom exploited randomly. Standard malware
S

protection and ph{ security are adequate for the ordinary user®.

Q
2.2.5 C@s of Security Vulnerability
The bulk of software security issues are:
a. Buffer Overflow: This happens when data exceeds a buffer's bounds, buffers are
program-assigned memory areas within a computer memory location. By altering data
beyond a buffer's limits, the application accesses other processes' memory which may

cause system failure, data leak, or privilege elevation®!.
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Programs are designed to make use of non-validated input for its execution, the data may
include malicious code to pressure the application to behave badly. Consider image-
processing software. Malicious users may produce picture files with wrong dimensions.

Malicious dimensions may lead applications to produce buffers with erroneous sizes®!.

b. Race Conditions This occurs when an event's output is ordered or timed. Whe@lems

aren't arranged or scheduled properly, a racing scenario becomes risky®'. q%

c. Weak Security Practices - Authentication, authorization, and {c&yption can protect
systems and sensitive data. Developers that build their o}@ecurity algorithms risk

creating weaknesses. Developers should utilize proven? %ed security libraries®!.
g p p 9\ y

S
d. Access-Control Problems — Access contro@tes who does what, from controlling
physical equipment access to prescribinl w\may view or alter a file. Misusing access
limitations poses security issues®!. I(%'%attacker has physical access to target equipment,
they can bypass most securit}&e;(s)ures. No matter how you set a file's permissions, the

operating system can't omeone from reading its contents from the disc. Physical

access must be limited ard encryption utilized to avoid data theft and corruption®!.

>

2.2.1;; ypes of Malwares

Malware steals data, bypasses access controls, damages, or undermines a system. Malwares:
1. Spyware tracks and spies on the user. Spyware records behaviour, keystrokes, and data.
Spyware modifies security settings to hide. Spyware integrates with legitimate software or

Trojans®?.
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2. Adware automatically delivers ads. Software contains adware. Adware is typically
bundled with spyware®.

3. Bot - Autonomous internet malware. Botnets are an increasing threat among information
system developers. It has been discovered that several computers have waitbots to contend

with®2.

4. Ransomware holds a machine or its data hostage until a payment is paid. l%émware

encrypts data using a key. Some ransomware variations lock mac f@ ia system

weaknesses. Ransomware spreads via downloads and software vulnesabilities®.

5. Scareware is a sort of virus that induces dread in the VictiK%\reware pops up OS chat

windows. These windows offer fake messages saying't@gﬁem is in danger or needs to

restart. If the user runs the program, his or her PG&@B&nfected”.

6. Rootkit modifies the OS to create a ba\&ﬂ%r. Backdoors provide remote computer

access. Rootkits use software weakﬁ&gveo modify system files and raise privileges.

Rootkits modify forensics and mo@hg program, making them hard to spot. Reinstalling

rootkit-infected systems is ¢ n%ﬁ@

7. virus - A virus i)%’% de attached to executable files, frequently genuine program.
e

Most infections er-activated and timed. Viruses might be harmless, showing images,

or danger‘o%?anging or erasing data. Mutating viruses evade detection. USB devices,
CD%Q)rk sharing, and email distribute viruses®?.

8. Trojan horse - Malware that performs destructive actions as a desirable action. It abuses
the user's privileges. Image files, music files, and games often include Trojans. Trojan

horses aren't viruses since they infect non-executable files®?.
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9. Worms - Worms proliferate by exploiting network weaknesses. It slows networks once
it has a means of penetrating the connection. Unlike viruses, worms may operate
independently®2. After the first infection, users aren't needed. After infecting a host, the
worm spreads fast over the network. Worms are alike. All have a weakness, a mechanism
to spread and a payload worms cause many Internet assaults®2.

10. Man-In-The-Middle (MitM) — MitM lets an attacker operate a device @}ut user

awareness. An attacker may intercept and steal user data with such g@ M attacks
take money. MitM malware, methods abound®?. .

11. Man-in-the-Mobile (MitMo) — MitMo is a mobile a@similar to man-in-the-

middle. Infected mobile devices may send user data to a@s. MitMo vulnerability ZeuS

steals 2-step verification. Texting®?. @
2.2.7 Vulnerability and Penetration Tesis @

System vulnerabilities must be found& ectively detect cybersecurity concerns in the
organization's network. Vulnerab@'lets a network or process intervene’!. Security or
vulnerability evaluations di c%)network flaws that might lead to a breach. Vulnerability
study shows the ¢ s&ﬁs of vulnerabilities by infiltrating network systems®2. This
distinguishes itﬁg)penetration testing®?. Internationally qualified penetration testing
professioﬁ%ncover logic mistakes and system vulnerabilities. Penetration tests detect
sys@@ﬁlerabilities without causing damage®. Types of penetration or vulnerability tests
used to analyze organization systems' cybersecurity includes®?.
* Web Application Tests

» Network Tests

* Mobile Tests
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* Client-Side Tests

* Exclusion Tests

» Wireless Network Penetration Tests

* Database Tests

* Social Engineering Tests
2.2.8 Vulnerability Exploitation @'&\
Infiltration sometimes involves exploiting weaknesses of the Vulne‘n% m which
make attackers to search computers for information for frequent.ex I itﬁ.i-
Step 1: Gather information about the target system. Port sc or social engineering
may be utilized. Learn as much as you can about the tar@%‘ﬁputer“.
Step 2: One of the key pieces of information gﬁ%&in step 1 might be the operating

system, its version, and a list of services g:m}@y it93.

Step 3: Once the target's operating sySte d version are identified, the attacker searches
for any known vulnerabilities rela@‘that version of OS or other OS services®.
Step 4: When a Vulnerabi% is”discovered, the attacker employs a previously designed

.’
exploit. If no VMH@@(

ts, the attacker may create one®.

Q

2.2.9 Symptoms of Malwares
Common malware symptoms include:

* There is an increase in CPU usage.
* There is a decrease in computer speed.
* The computer freezes often.

» Web speed slows.
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* Unexpected network troubles.

» Files are modified.

» Files are deleted.

* There is a presence of unknown files, program, or desktop icons.
* There are unknown processes running.

* Programs restart or shut off.

« Unauthorized email sending. @
2.2.10 Social Engineering ° @

Social engineering is a kind of access attack that attempts to persuade individuals®.
. \ N
People's compassion and flaws are used by social engineer%% tacker may call an

authorized employee to report an urgent network p.ro@ he attacker may use the
employee's ego, authority, or greed®. @

1. Pretexting is a kind of social enginee@@ in which an attacker calls someone and

promises to get sensitive informatio@n attacker claims to need personal or financial

information to authenticate tha@&nt's identity®.

'\
2. Tailgating is when arr@ker follows a victim into a secure location.

3. Something othing (Quid pro quo) - An attacker requests personal information in
exchange foha gift®,

2.2@'iFi Password Cracking

Wi-Fi password cracking reveals a network's password. Some password-cracking
techniques:

1. Social Engineering — It is term used for a broad range of malicious activities

accomplished through human interaction.
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2. Brute-Force Attacks — The attacker attempts several potential passwords. If the
password is 4 digits, the attacker must attempt all 10000 possibilities. Word-list files are
used in brute-force assaults. This file contains dictionary terms®. A software attempts
frequent word combinations. Complex passwords are harder to guess with brute-force

attempts. Examples are: Ophcrack, LOphtCrack, THC Hydra, RainbowCrack, and

Medusa®, . Q:&\Cbﬂ

3. Network Sniffing — By listening to and recording network packé%h attacker may

learn an unencrypted password (in plain text). Attackers can crat@y?)ted passwords®,

N

4. Phishing- A malicious actor sends a false email fro'nr\&k%gted source. The email wants

the recipient to download malware or provide ﬁ%& information. Phishing is when a

bogus email from a retailer urges a cusfo@ click a 1link®'. The link might lead to

phishing or malware®, 't

Spear phishing targets speci@uals. Spear phishing emails are personalized to a

single individual, unlike p 'sh%n emails®. Before transmitting, the attacker investigates
the target's interest %’Qa er learns the victim likes automobiles and wants a certain
model. The attaKga)ins the target's vehicle forum, forges a sale offer, and emails the
victim. Tﬁ%ﬂll included automobile photos. Malware is installed when the victim hits
thé@ﬂg

2.2.12 Advanced Persistent Threats

One way in which infiltration is achieved is through Advanced Persistent Threats (APTs).

They consist of a multi-phase, long term, stealthy and advanced operation against a specific
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target. Due to its complexity and skill level required, an APT is usually well funded. An

APT targets organizations or nations for business or political reasons®.

Usually related to network-based espionage, APT’s purpose is to deploy customized
malware on one or multiple of the target’s systems and remain undetected. With multiple
phases of operation and several customized types of malwares that affect differen\ ices

and perform specific functions, an individual attacker often lacks the skill-s %}urces or

persistence to carry out APTs®. ‘@

.\4'\

Figure 2.4 Advanced Persistent Threat%

2.2.13 DoS Attack

1. Denial-of-Service - DoS attacks are network assaults. DoS attacks affect people, devices,

and apps. Two types of DoS attacks exist:
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2. Overwhelming Quantity of Traffic - A network, host, or application is inundated with

too much data. This causes transmission delays, device or service failure®.

3. Maliciously Formed Packets - This occurs when a host or application receives a
maliciously formatted packet that it cannot process. For instance, an attacker may transfer
packets that include defects that cannot be recognized by the application, or par,@, that
have been poorly structured. This causes the receiving equipment to opera &1 reduced
speed or crash®. DoS attacks are seen as a big threat since they uickly disrupt
communication and result in huge financial losses. Thegé\\‘és;eks are generally

straightforward to execute, even for untrained attackers®’ Qé%

°
I

g | ey | ey | oy | ey

Y

Figure 2.5: DoS%
2.2.14 DDoS Attacks
Distributed Denial of Service Attacks (DDoS) is comparable to DoS but comes from

several, coordinated sources. Example DDoS Attacker creates botnet. Zombie infected
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hosts®. Zombies search and infect new victims, multiplying. Hacker instructs DDoS

handlers when ready®.

2.2.15 SEO Poisoning
Google ranks sites and returns relevant results based on user queries. Websites may appear
higher or lower in search results based on relevancy. SEO boosts a website%{ERP“.

S\

SEO poisoning drives visitors to malicious or phishing sites. Poﬁ%&earch queries

. @'\
2.2.16 Impact Reduction '@
P &

Most successful companies recognize fundament s@ity dangers and seek to prevent

Criminals may use SEO to enhance a detrimental website's rating®. .

improve a rogue site's position®.

them, but no security policy is 100% effective. ‘Farge awards must be controlled by
companies and organisations®®. When a@% isk is detected, several experts propose
these steps: ‘b"%

* Inform others: Staff shoul@formed and tasked internally. Customers should be
notified directly and fo Oommunication creates transparency®®.

* Accept the blamg\if tgco pany errs.

* Specify. d@ ? The company should cover identity theft protection.

. Identif@le ause and facilitator; Recruit forensics experts if required.

* Prevent future intrusions using forensics.

* Ensure all systems have no backdoors BECAUSE backdoors help future attacks

* Educate employees, partners, and customers on breach prevention.
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NS
Figure 2.6 Impact Reduction® Q'Q\

2.2.17 Types of Data in Cyber Security

Data is anything about individual or o@&a\i n that can be processed either through
electronic or manual means to get "\%gful information that can help an organization for
decision making. These detai@ta tend to identify where the data belong®’. This data
includes online photos Ommunications. Name, SSN, date and place of birth, and
mother's maiden @n;?ca be used to identify an individual or individuals. Online

identifiers iél@ edical, educational, financial, and job information®’.
1. %\ Records

Every time a person or individual goes to the doctor’s office, more information is added to
his / her electronic health records (EHRs)®’. The prescription from your family doctor
becomes part of your EHR. An individual EHR includes the physical health, mental health,

and other personal information that may not be medically-related. For example, if a child
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had counseling when there were major changes in the family, this will be somewhere in the
child’s medical records®’- Besides one’s medical history and personal information, the EHR

may also include information about the individual’s family®’.

Medical devices, such as fitness bands, use the cloud platform to enable wireless transfer,
storage and display of clinical data like heart rates, blood pressures and blood sugars. X hese

devices can generate an enormous amount of clinical data that could bec.or% of your

medical records®’. ‘@

. "
Fitness bands employ the cloud to wirelessly transport, stor%\p\ﬁlisplay clinical data

including heart rates, blood pressures, and blood sugars. Qgé devices can produce a lot of

clinical data®’. Q@
2. Educational Records . ‘%
O

Grades, test scores, attendance, cours mpleted, accolades, and disciplinary records are

in education record. This doc@nay include contact details, health and immunization

data, and IEPs®’. 4%'\

G
3. EmploymentQ nancial Records
Q

A perS(b’s nancial record may include information about his / her income and
experiditures. Tax records could include paycheck stubs, credit card statements, credit
rating and other banking information. Employment information can include past

employment and performance data®’.
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2.2.18 Data Location

The location of data of an individual or organization is solely depended on the people. It's
all about who have access to the privacy of the data. Every nation has various privacy and
data regulations that is being managed by people®®. Where's person’s data? the doctor
records the chat in the medical chart through electronic patient medical record. The
insurance company may get this information to guarantee proper invoicing @%ﬁty
Now, the insurance company has part of one’s medical record®. . '\QO

Store “loyalty cards” may save customers’ money%®. The shop creatﬁs%\proﬁle customer’s
purchases for its own benefit. The buyer's profile reveals t}@uy a specific toothpaste
brand and taste®. The shop utilizes the buyer's informati,m\ﬁgéend marketing partner offers.
Using a loyalty card, the retailer and marketing pd%'%ay track a customer's spending®s.

Does someone’s know who may have aicg@)online photos if it is shared them with

friends? With the devices have the & in the memory location. Friends may have
downloaded such photos®®. % may have copies of public photos and might
download or snap screensljﬁ Since the photos were put online, they're stored on servers

.\
throughout the glol&v)@

ke the photographs are everywhere®®.

1. Computi ®|ce

Com uté%’t merely store data nut also process it to become information. These
gadgety’are data gateways and they produce personal information. Unless one has selected
paper statements for all the accounts, such person utilizes computer®®. For a digital copy of
most current credit card statement, visit the issuer's website. To pay one’s credit card bill

online, visit bank's website to transfer payments. The gadgets may also create information
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about someone®. With all this information that are available online, it makes one’s
personal data has become profitable to hackers.

2.2.19 Types of Organizational Data

1. Traditional Data

Corporate data are personal, intellectual, and financial data which includes: application

forms, wages, offer letters, and employee agreements®. Patents, trademarliz'{&'new

product plans are competitive advantages®’. E\

This intellectual property can be considered a trade secret; los'iq@ information can be
disastrous for the future of the company. The financial d%@:h as income statements,
balance sheets, and cash flow statements of a co%@vres insight into the health of the

company®’.

&

2. Internet of Things and Big Data
With the emergence of the Inteme@%hmgs (IoT), there is a lot more data to manage and
secure. IoT includes sensors and’devices’. Cloud and virtualization lead to exponential
data expansion. Thi @Zreated a new area of interest in technology and business
called “Big Dats”&agg Data" is a new tech and business trend. With IoT and corporate
data's spe@me, and variety, confidentiality, integrity, and availability are crucial’®.

2. Zbeer Criminals Needs

1. They want your Money
Criminals desire anything valuable such as Valuable internet credentials. Thieves may
access accounts using these credentials that is vulnerable’!. Cybercriminals may be

interested in frequent flyer points. Reconsider that Cybercriminals bought free tickets and
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upgrades after hacking 10,000 American Airlines and United accounts. Even if airlines
refunded the miles, this shows the worth of login passwords. Criminals may also exploit
relationships’!. They might access one’s internet accounts and reputation to deceive the
into transferring money. The offender might send messages saying your relatives or friends
lost their wallets overseas and need money’!. Criminals are incredibly creative when
attempting to steal money. They take your money, identity, and life. @'&\

2. They want your Identity . '\QO
Criminals also seek long-term gain by taking one’s identity’'. \\gg\a identity theft is
increasing in tandem with medical expenses. Identity thie\@hﬂy steal one’s medical
insurance and use its advantages for themselves’!. QQ

Cybercriminals exploit yearly tax filing systems@& differ by nation. Americans must
submit taxes by April 15 each year. hecks the tax return against employer
information in July’!. A tax return m Q#Aked and the refund stolen. When IRS rejects

returns, genuine filers notice. The@r create credit card accounts and rack up bills using

your stolen identity. This w111 urt customer’s credit and make getting loans harder
%n

however, Personal ’%
2.2.21 Co@ﬁy, Integrity and Availability
Tl

The CI

ay unlock business and government data’!.

ty guides an organization's information security!!’. Data confidentiality is
ensurdg through authentication encryption. Integrity ensures reliable information.
Availability guarantees authorized access to information’?.

1. Confidentiality

Privacy is synonymous with confidentiality which allows only authorized staff should have

access to company data, according to company policy. Data may be segregated by security
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or sensitivity according tp the level of importance’. A Java programmer shouldn't have
access to employee data. Employees should be trained on how to secure sensitive
information to protect themselves and the firm’2. Data encryption, login ID and password,
two-factor authentication, and reducing sensitive information exposure’?.

2. Integrity

Integrity is data correctness, consistency, and trustworthiness throughout @cycle
Unauthorized parties must not modify data during transit’?. User authof ﬁtg@nd access
control prevent illegal access. Version control prevents author &j users' inadvertent

modifications. Checksum hashing may be used to verify data 1@1 uring transport’?.

A checksum confirms the integrity of local netw r Internet-transmitted files or
character strings. Hash function checksums’. C &ms include MDS5, SHA-1, SHA-256,
SHA-512. Hash functions convert d@-) %Xed length values using arithmetic’.
Comparing hash values. Hashed dat@t be decrypted. Hashed value can't retrieve a lost
password. Password-reset’?. %Q)downloadmg a file, compare its hash value to the

source's. Comparing has@e’é ensures the file wasn't damaged during transit’.

Q

3. Avallablllty
Maintenar‘%palrs updated OS and software, and backups ensure network and data
ava ‘%‘ 3. Prepare for disasters, natural or manmade. Firewalls protect against DoS

attacks (DoS). Overloading resources creates DoS”>.

2.2.22 Consequences of Security Breach
To protect an organization from every possible, cyberattack is not feasible, for a few

reasons. Setup and maintenance of a secure network may be costly’. Attackers will
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continue to attack networks. Advanced cyber-attacks will succeed. Security staff must react

fast to minimize data loss, downtime, and income’*.

Anything put online may exist forever, even if all copies are removed, Hacking system
servers may reveal critical employee data’. A hacker (or hacking group) may vandalize a
company's website'!®. Hackers may shut a company's website, inflicting ﬁnancizﬂ,@]“. If
the website is down for too long, the company may seem untrustworthym%&ate files,
trade secrets, and intellectual property may be disclosed if a company"s%m'\ite or network
is hacked”. Losing this information might slow company growthms”

A breach costs more than replacing lost or stolen tec@ gy, investing in current

protection, and strengthening physical security é '\ company may need to alert

customers and prepare for litigation. Upheava generate employee departures. The

company may need to choose image abo*‘e ar h

1. Security Breach Example&)
LastPass saw strange net%()r behaviour in July 2015. Email addresses, password

reminders, and au@@%

password VaultsK

hashes were obtained. Hackers couldn't access encrypted
StPass protected user accounts despite a security vulnerability, any

new logiﬁ%v a new device or IP address requires email verification or multi-factor

auﬂ%gon. The master password is required’.

It is imperative for the LastPass users to protect their accounts in order to avoid being
vulnerable to the hackers’. Master passwords should be difficult and changed often.
Phishing should be avoided’®. An attacker might phish by sending bogus LastPass emails’,

Emails invite users to update their password through a link. The email link leads to a fake
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website that steals the master password. Never click email links. Password reminders
should be used carefully. Password reminders shouldn't reveal passwords!'?’. When multi-

factor authentication is available, users should use it’*.

If both users and service providers adopt the required tools and methods to protect users'

&

In November 2015, Vtech's database was hacked”. Millions of c‘o%hers including

data, the data may be safe even if there is a security breach’.

2. Security Breach Example 2

children, might be affected. The data breach revealed client @)%malls passwords,
photos, and chat logs™. 6&%

Hackers targeted a toy tablet”. Through toy iPads rs swapped images and chatted.
The firm website did not enable secure SSL c Qn The firm was suspended from the
stock market despite not exposing credit ard pérsonal identity data’.

Vtech's hack exposed clients' peri@mformation Even though the corporation told
consumers their passwords N@ashed hackers could decrypt them’. The database
passwords were encrypt ith MD5, but the security questions and answers were not.
MD?5 is Vulnerabl omparing millions of hash values, hackers may identify original
passwords’> Q

Cybercr@n s may use the disclosed information to establish email accounts, ask for
cre&nd conduct crimes before the children started school. Parents' internet accounts
might be compromised since many individuals repeat passwords”. The security breach

jeopardized customers' privacy and tarnished the company's image, as shown by its

suspension from the stock exchange’.
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Parents should worry more about their kids' internet privacy and demand safer goods.
Manufacturers of network-connected products must secure consumer data and privacy as
cyberattacks grow’>.

3. Security Breach Example 3

Equifax is a U.S. credit reporting agency. This corporation gathers millions of consumers
and corporate records’®. Customers' credit ratings and reports are based @ered

information. This might hinder loan and job applications’®. E‘\QO

Equifax disclosed a compromise in September 2017. The atta(&ﬁsj exploited Apache

W

Struts’®. The business suspects cybercriminals obtained mi@of .S. users' personal
data between May and July 2017. Personal data inc‘h;ég{)mplete names, SSNs, birth
dates, addresses, and other facts. There's evide@ hack impacted UK and Canada

Equifax launched a webpage where @é;@can check whether they were hacked and sign up

clients’®.

for credit monitoring and ID t%rotection. Criminals may create similar websites using a
different domain name 1 Of a subdomain of equifax.com’®. Phishing sites may utilize
these sites. An Bgui employee emailed a phony link to worried consumers. This

webpage Ql mediately removed. It highlighted Equifax's response page

Vulneral@ie 6,

One may wish to investigate whether the information was compromised as a concerned
client. During a crisis, one may use unauthorized websites’. It is necessary that one should
avoid giving out personal information to avoid being victimized again. Companies must

protect its data from illegal access. Companies must patch and upgrade software to prevent
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exploits’®. Company workers should be taught on how to preserve data and respond to a
breach’®

Unfortunately, those whose data was exposed are the true victims. Equifax must preserve
consumer data when performing credit checks since clients did not utilize its services’’.
Consumers must trust the firm to protect their data. Since both parties have the identical
information, attackers may easily assume your identity”’. In these instances, @X’uch‘;ious
when disclosing personal information online'*. Regularly check credi .épg% (once per
month or once per quarter). Report any incorrect informatiosggg:h as credit card
transactions that one didn't make”’. &%‘\\d

. QQ)

2.2.23 Types of Attackers ®
Attackers exploit weaknesses for personal (@cial benefit. Credit cards, product
designs, and everything of worth are targétsi;\\‘)

Q>

1. Amateurs They're nicknamed @'{ Kids. Unskilled attackers who utilize the Internet.

Some are interested; other@ do harm. Simple tools, terrible results’s.
.’

2. Hackers hack ifito computers or networks. Attackers might be white, grey, or black caps.
White hat uncover weaknesses in networks or computers’®. Owners are notified
about break-ihs. Black-hat attackers exploit vulnerabilities for financial or political gain’®.

Betwden white and black and gray-hat attackers'”®

. Gray-hat hackers may find system
vulnerabilities. Grey-hat hackers may expose system vulnerabilities if it matches their goal.

Some grey hat hackers publish vulnerabilities publicly’. White, black, and grey hat

hackers are compared’®.
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3. Organized Hackers These hackers include organizations of cyber criminals, hacktivists,
terrorists, and state-sponsored hackers. Cyber criminals are usually groups of professional
criminals focused on control, power, and wealth. The criminals are highly sophisticated
and organized, and they may even provide cybercrime as a service to other criminals”,
Hacktivists make political statements to create awareness to issues that are important to
them. State-sponsored attackers gather intelligence or commit sabotage on be@&heir
government. These attackers are usually highly trained and well-funded, ir attacks

are focused on specific goals that are beneficial to their government’

S
2.2.24 Internal and External Threat &
q@

1 Internal Security Threats
Attacks may come from within or outside an o Qatlon as shown in the figure 2.7. An
employee or contractor may acc1dentally@ i@nally

1 Mishandle private data (b"é’

2 Threaten internal serveoxgeetwork infrastructure devices

3 Facilitate outside, ults by connecting infected USB media to company computer

system. Q)Q

4 Mali x‘nalls or websites may introduce malware to a network.
Internal @e s may do more harm than exterior threats since internal users have direct
accessyto the building's infrastructure. Employees also have knowledge of the company

network, its resources, and its secret data’.
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2 External Security Threats

External threats might exploit network or computing device vulnerabilities or utilize social

engineering.

Figure 2.7 Flow Diagram of &c%@(bﬁreat%

2.2.25 The Current Thl;@szﬁldscape

AN\
Always-on connections and technical breakthroughs increase the risk of exploitation.

Internet of things (IoT) makes every gadget vulnerable®”. In October 2016, Distributed
Denial of Service (DDoS) attacks on DNS servers brought down GitHub, Paypal, Spotify,
and Twitter®®. This was possible due to IoT vulnerabilities. Using IoT to conduct a
cyberattack is new, but its weaknesses aren't®. Sometime ago. In 2014, ESET detected
73,000 default-password cameras. IO Active found 7,000 vulnerable Linksys routers in
April 2017%°.

What's the company's connection to home device vulnerabilities?
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Chief Information Security Officer (CISO) should react when questioned. Because the
CISO should know how personal devices influence enterprise security. Remote access,
BYOD?,

The number of remote workers is growing. Gallup reports that 43% of employed
Americans work remotely using their own infrastructure®®. Many companies allow Bring
Your Own Device (BYOD)®'. Most BYOD failures are due to poor planning and network
architecture®®. What connects the technologies other than the user which is the main factor
that could lead to the compromise of the system. Majority of security threat that are so
rampant in a cyber space today are as a result of people compromise. Old risks like
phishing emails are still on the rise because they target the user's psyche®®. Once a person

performs one of them, their device is infected®.

A spear phish campaign could start with a phishing email, which will basically be the entry
point for the attacker, and from there other threats will be leveraged to exploit
vulnerabilities in the system®’. Ransomware exploits phishing emails. First-quarter 2016
ransomware payments totaled $209 million. Ransomware growth will stabilize in 2017, but

techniques and targets will vary®°.
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Figure 2.8 Highlights the Correlation Between These Attacks and The End User®®

On-premises resources

* On-premises and cloud connectivity (1) ﬁ\,\'

* Cloud connectivity for BYOD devices (2). )\%
* Interconnection of corporate-owned e\% and on-premises devices (3)

* Interconnection between persona@lces and the cloud (4)

N

End-users connect these optigns, Figure 2.8 shows how hackers exploit cloud resources.

Cloud computing @)IQ:S re a recurring issue®’. One can't disregard cloud computing, as
many com n'% 0. As their first cloud service, most will choose infrastructure as a
Service 8&1 . Some companies may use Software as a Service (SaaS). Mobile Device
Man ent (MDM), in case (2). Military and other high-security organizations may not

use the cloud. The cloud will dominate most deployments®°.

On-premise security is critical, because it is the core of the company, and that's where the
majority of the users will be accessing resources. When an organization decides to extend

their on-premise infrastructure with a cloud provider to use laaS (1), the company needs to
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evaluate the threats for this connection and the countermeasure for these threats through a

risk assessment®?.

The last scenario (4) might be intriguing for some skeptical analysts, mainly because they
might not immediately see how this scenario has any correlation with the company's
resources®!. Yes, this is a personal device with no direct connectivity with on-premise

resources®!.

However, if this device is compromised, the user could potentially compromise the

company's data in the following situations:

* Accessing business SaaS services from this device
* Opening a corporate email from this device
* If a user uses the same password for personal and work email, brute force or password

guessing may compromise the accouyat!

Having technical security controls in place could help mitigate some of these threat against
the end user. However, the main protection is continuous use of education via security

awareness training®!.

The user is going to use their credentials to interact with applications in order to either
consume data or write data to servers located in the cloud or on-premise. Everything in

system has a unique threat landscape that must be identified and treated®'.
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2.2.26 The Credentials — Authentication and Authorization

Verizon's' Data Breach Investigations Report®, threat actors' goals and methods differ by
industry. According to the research, financial incentive or organized crime prefer stolen
credentials. This data reveals that threat actors are pursuing user credentials thus firms must
concentrate on authentication, authorization, and access rights®!.

User identity is the new boundary, industry agreed. This requires securit@ts that

authenticate and authorize users depending on their job and net Q@ta needs.

2

Cybercriminals may use stolen credentials to get access to the syst 8'.\ aving a genuine

network user account will allow them to pivot and, at so @me, elevate power to a

domain administrator account®?. Applying the traditimal&;%*ciple of defense in depth to

safeguard a user's identity is still a smart method,ﬁ%%onstrated in the figure below:
A

/ Cybercriminal

Account policy enforcement

User’s Identity

MFA (Multi-Factor Authentication)

Continutous monitoring
AN

Figure 2.9 The Credentials — Authentication and Authorization®’

Here, there are many tiers of protection, starting with account security policy enforcement,

which follows industry best practices such strong password requirements®>. MFA secures

user identities. The callback feature, when the user authenticates using login and password,

is popular. Authentication is successful if both factors pass®?.
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2.2.27 Cybersecurity Challenges

To examine firms’ cyber security concerns, data and market proof are needed. Not many
industries face the same cyber security dangers®. This appears to be the best technique for
cyber security analysts who aren't specialized in various businesses but may need to deal
with them®. : (b.

Kaspersky Global IT Risk Report 2016 (14), the costliest data breaches %%}msed by

existing threats that are changing. ‘@
. %
Ay

2. Inattention and unskilled employees . QQ)

3. Phishing and social engineering @
4. Targeted attacks . ‘@

5. Crypto and ransomwares E

Cybersecurity is importa'@(ﬁta technology. Today's biggest challenge is protecting data

1. Malware, viruses, and Trojans

2.2.28 Trends of Cyber Secu

for safety from Cyberfrimes which are rising on daily basis and ensure that no attack
strikes a chofd¥™™ Various governments and organizations are fighting cybercrime.
Cyberse@‘%wasures still frighten many. Some cyber security trends include:

1. \&ervers

Web application attacks to steal data or spread malicious malware persist on internet-based
system. Cybercriminals send code via compromised web servers. Information-stealing
assaults, which often attract public attention, are also a concern. People must focus more on

safeguarding web servers and online apps®’. Cybercriminals mostly steal information from
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web servers. Thus, one should always use a secure application, especially during important
interactions, to avoid these defilements®>.

2. Mobile Networks

Web application attacks to steal data or spread malicious malware persist due to the
vulnerability of majority of the application on mobile network. Cybercriminals send code
via compromised web servers. Information-stealing assaults, which often a@é‘fnﬁblic
attention, are also a concern. People must focus more on safeguardin .Wg?@:rvers and

\'\

always use a secure application, especially during importan@\rac ions, to avoid these
defilements®*. . $©
3. Encryption ®

Encoding messages so programmers can' -r@em. Encryption converts messages into

online apps®*. Cybercriminals mostly steal information from web sgﬁers. hus, one should

"

jumbled figures®*. It ends with an “encCryption key" that encodes the message. Early
encryption ensures information sa@dnd credibility®*. Cybersecurity issues increase with
increasing encryption. Enc ;%)is used to protect information in transit, such as on the
Internet, mobile ph @ireless radios®*.

4. APT’s and Ti{dg'é)d Attacks

Advanced"%stent Threat (APT) is cybercrime ware and a long-term network security.
IP@ filtering can identify targeted attacks®. As attackers use more questionable

approaches, network security must combine additional security advantages to detect attacks.

To counter future threats, it is important that security protocols should be installed.
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2.2.29 Role of Social Media in Cyber Security

Some people live on social media it to keep in touch with people across the globe, organize
events, post photos, and remark®®. It's replacing email and phone calls, and were swamped
with the emerging technologies. As with everything online, one must recognize the risks.

PCs, mobile phones, and other devices are invaluable for connecting and collaborating with

the globe. Individuals may achieve this through social media®. é\
Social media allows users to share ideas, images, activities, or any a;%\ life with

others, whether they live locally or throughout the world. These networks symbolize PC
4%'»
security, protection, and security. As teachers use social medi \re, assaults rise®. Since

most people use social networking sites regularly, fraud@%ée them to steal private data.

The companies must also be quick to recognize “risks, respond, and avoid a breach®’.
Individuals must take precautions, espec@l.by'\x\/lt social media, to prevent data loss. The
ability to share information with m@ of people is essential to social media's value to
businesses?’. Social media al squbody to spread financially sensitive information and
misleading information®’Being harmful is enough. Social media's quick dissemination of
false information @QIC easing risk®’. Social media may be used for cybercrimes, yet
businesses xp using it because of its importance. Instead, arareness should establish
systems@at alert them to risks so they can remedy them?®’. Organizations should
comprehend this and monitor the significance of breaking down data primarily in social

debates to prevent hazards. Social media contracts need specialized strategy and

technology®’.
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2.2.30 Cyber Terrorism

The term “terrorism” can allude to the illegal utilization of power or viciousness against
people in order to threaten an administration or its residents and associations which might
be to accomplish a political or a malicious site®. Terrorism has transformed from the
conventional structure to the cyber type of innovation supported terrorism recdg@d as
cyber terrorism. It stays vital issues of the present society®®. Not just that.th%%ﬁe against
terrorism is falling behind, current cybercrime assaults are ending up progressively forceful
and confrontational® This terrorism is the utilization of cyber \yx\&ﬁs).hispatch an assault

to the essential foundations that the presence of assoc@th@ and countries entirely

depended after that can prompt it shut down?®, &\

2.2.31 Components of Cyber Terrorism -@

Researchers in the exploratory ne@ saw cyberterrorism as a serious threat to the
security of the system. FengN&l’r hypothetical model recognize the five sections that

T"cyber-terrorism" classi “they are; the objective of the violence, inspiration and

dedication towardQleﬁ sion to be accomplished when such incident occurs, impact,
instruments s@t dispatch such assault and attacking's, area which is natural just as the

strateffg action. Knowing criminals' activity profiles offers confidence®.

Cyber terrorism is motivated by violence/damage of some important parts of the system.
Terrorists use the internet to spread diseases. An author suggested that a terrorist may cause

more damage using online than with conventional terrorism®.
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2.2.32 Motivating Factor of Cyber Terrorism

Cyberterrorism is motivated by:

1. Websites’ Supportive Nature

The internet is a huge medium that may help certain people join a community of interest!34,
Cyberterrorists use the website because it may refer a message to many people in a flash;
they believe it is an easy way to find interested people®. &b‘
2. Anonymity Nature of the Internet . QO
Each evildoer seeks anonymity so they can't be identified aftegq\mmitting a crime.
Internet is a hiding place for terrorists who may remain anony@

3. Hacking . QQ)

Unauthorized entry to any "computer system" gt '% is called "cyber murder" Many

hackers employ "brute force" to try every le@}lmber, and picture until they acquire the

O

password®’. E

4. Computer Viruses Q)

These viruses are distribuge%ve a system to cause damage. These may be administrative

"
agents, information r@
gg

system splitters®,
5. Password Sni

"Cyber te‘%‘s" may utilize password sniff to finish their "cyber-attack" on various
nat@ huge corporations to observe their collapse and control their systems. The

password sniffer is software that screens, organizes, and catches the full system password”’.

2.2.33 Consequences of “Cyber Terrorism
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Cyber terrorism is a unique cyber threat and assault that may harm governments and
organizations. Cyberterrorism implications include:

1. Data Intrusion

Cyber terrorism may destroy information honesty so it can never again be trusted,
destroying its categorization and impeding its accessibility. The growing prevalence of
cyber terrorism invading organizations and countries' information has cause@\one of
problems, including loss of vitals and crucial information®!. @QO

2. The Attack on Businesses -

Cyberterrorism may cost businesses billions. Terrorists may @S@ bank's data and cause

unauthorized access to its financial balance, causing it @%Qe millions of dollars and go

bankrupt®?. Q@
3. Loss of Life @‘@
s%h’

Cyber terrorism has saved countle and damaged many homes, causing some
families emotional harm. Cyber-te@m may cause death and serious injury. It has caused
assaults on PCs, networks, %ﬁtion crashes worldwide, claiming many lives®?.

4. Consumer Tru i@%

The growth of e&iﬂ%lsiness and its support depends on the confidence that its customers

have in iﬂ%st may see instruments that strengthen relationship and certainty between

coand clients”2.

2.2.34 Cyber Warfare
Cyberspace has become another important dimension of warfare, where nations can carry
out conflicts without the clashes of traditional troops and machines®?. This allows countries

with minimal military presence to be as strong as other nations in cyberspace®.
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Cyberwarfare is an Internet-based conflict that involves the penetration of computer
systems and networks of other nations. These attackers have the resources and expertise to
launch massive Internet-based attacks against other nations to cause damage or disrupt

services, such as shutting down a power grid®3.

An example of a state-sponsored attack involved the Stuxnet malware that was deﬁ\ dto

N\

damage Iran’s nuclear enrichment plant. Stuxnet malware did not, targeted
computers to steal information®*. It was designed to damage physical‘%pment that was

controlled by computers®. It used modular coding that was*p ed to perform a

specific task within the malware. It used stolen digital cer%v%s so the attack appeared

legitimate to the system’. Q&
2.2.34.1 Purpose of Cyber Warfare . )ﬁ

Cyberwarfare aims to obtain an edge oée ernments or rivals.

To close industrial and militwcgities, a government may penetrate other countries'
infrastructure, discover e secrets, and gather technology®. Cyberwarfare has the
potential to devastate rhations' infrastructure and cost lives®. An attack might knock
down a city’ r@&t grid, disrupt traffic, stop the buying and selling of goods and services,
etc. Theéﬁ) emergency treatment accessible. The internet could be down. Residents'

eve life may be jeopardized if the electrical system is attacked®’.

Sensitive data that has been compromised might be used to blackmail government

personnel. The information may allow an attacker to pose as a legitimate user®.
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People may lose trust in the government's safety if it is unable to combat cyberattacks.
Cyberwarfare may destabilize a country, impair trade, and harm residents' trust in their

government without invading®”.

2.2.35 Case Study Examples

2.2.35.1 Cyber Security in E-Governance Case Study ¢ ®
E-Government extends government attempts to rebuild relationships @ citizens.
EGovernance’s openness and transparency bring governments close‘r%their citizens®®.
Existing and future cybersecurity concerns are 21st century @e.ﬁls E-Governance
requires data security best practises®®. As with security t@z ogy, rules, methods, and
strategies must be established. It helps protect e;@;emment systems from assault,

acknowledges good administrations, and es%b1 es a backup plan. EGovernment
10

cybersecurity requires an open private 0@ %. These associations face coordination

challenges®s.
Q)‘b

2.2.35.2 Kaspersky Kidnz}%in\géase
"
In the "highest-proile&%

was involved. IvQ spersky was abducted for ransom in 2011°7. According to Russian

monitoring, stalking, and kidnapping case, Ivan Kaspersky

media, an’%ated couple coordinated the scheme and enlisted their son and two pals as
"m@@ Abductors followed Kaspersky and his fiancée before the seizure to determine
his behaviour standards®’. The hijackers accessed Kaspersky's Vkontakte profile, according
to reports. Kaspersky begged his father for money!?®. Abductors may have exploited

wireless meal delivery or geolocation”’.
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2.2.25.3 Uber Case Study

Every day, in too many places, data breaches occur, but the risk isn't proportional to the
number®®. It may also rely on the company's profitability and impact on consumers or
account holders. Uber had one of the biggest data breaches recently®®.

1. Impact

A recent breach compromised the personal data of 57 million Uber users %%00 000
drivers®®. ‘%\

2. Details

Uber's hack reaction is a lesson for other companies. Late 20 Ggsvo ackers stole names,
phone numbers, and emails. 600,000 IDs were taken’®. E&%)party cloud provider hacked
Uber's GitHub. Hackers obtained Uber Amazo@%ervices user data using GitHub

credentials. Uber paid two hackers $100,::0@elete stolen data and keep it quiet. Uber

hackers lost data®®. US law enfor recommends avoiding paying hackers for
intrusions. Uber's tactic prompte er hackers to blackmail Netflix by threatening to
disclose TV episodes. Uber agre d to pay $20 million to settle FTC charges®®. UK, Italy,
and Philippines als Uber s hack is unique since it was concealed®®.

3. Uber's Plan Q

e Breach

Researche‘%criticized for sexual harassment, underpaying drivers, and more.

4. s@as

Cybersecurity Cyber security methods.
» Passwords and access control: Passwords and logins secure data. It's important for

cybersecurity®’.
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» Data Authentication: One should always check documents before sending. It should
check for a trusted source and changes®. "Antivirus" software on devices checks these files.
Virus-protection software is essential.

* Anti-virus software is a PC application that identifies, prevents, and removes malicious
software, such as viruses and worms. Most "antivirus programs" include an "auto update"
option that downloads infection profiles®. é{b‘

» Malware scanners check current records and archives for malicious ¢ d Q@alwareléo.
Trojans, worms, and viruses are malware. -
* Firewall: Consist of Software or hardware that monitors ha viruses, and worms on

the Internet. All web data is routed via a contempo Q?1rewall, which checks each

communication for security flaws”. Firewalls muﬂ@% malware.

2.2.26 Prevention of Cyber Terrorism ( @

The capacity to prevent cyber t@m lies with the capacity to securely verify
cyberspace!?. Cybersecurity@ intriguing parallel to terrorism. Both are lopsided.
Guaranteeing the securit information, data, and correspondence is impressively harder
than hacking into ergeworkwo. The attacker has an inalienable preferred standpoint in
both regul ism and cyber-attacks. On account of state-supported attacks, the
difficultj %of a lot higher greatness'”’. Governments should guarantee that their rules
sm& cybercrimes and be wholly actualized and hold fast to; it is essential that the
countries of the biosphere take measures to guarantee that its punitive and technical law is

100 The availability,

satisfactory to address the difficulties presented by cybercrimes
confidentiality and the integrity of information in any associations are essential which

endeavors must be set up to guarantee that they are exceptionally secure because it is the
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significant cyber resource that makes each association stand and, in the meantime,

depended upon. The information as entered by the “cyber-terrorist” is something beyond

records which may incorporate messages, web applications, web pages, and just as some

indispensable operating systems

2.2.27 Misuse and Abuse

100

AP

Cybercriminals steal information through botnets, data breaches, and manual @ﬁng, and

hurt victims. This section discusses how cybercriminals expkﬂ%'}ﬁms' internet

accounts!'%?,

Password reset
information

Bank account
details

Cloud storage
links

s
Figure 2.1 @il Accoun'

Webmail
accounts

o)

Other
auth tokens

Additional
sensitive info

Webma%a counts collect sensitive information like other internet accounts.

Cyber;1minals steal and sell this sensitive data'®.

2.2.28 Information Theft and Misuse

Criminals use botnets or phishing to steal sensitive information. It was explained that virus

grabs login credentials and delivers them to C&C servers. Corebot and Dridex steal
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information'!!. Dridex caused $100 million in global losses in 2015'!'!, This underscores
the damage caused by information theft and the need for more research to minimize it.
Cybercriminals hoard stolen sensitive information for later use or sell it on dark
marketplaces, underground forums, and paste sites!!!. Illicit applications of stolen
information include spamming (using stolen authentication credentials), spear phishing,
and blackmail'!!. é\
2.2.29 Spam . \QO

Spam, or unwanted message, has long plagued internet services, Ah%clyxdmg webmail and
social networks'!2, These services attract numerous users an{@u\re personal data. This
draws hackers seeking sensitive data''?. To access tl}{&g@dmine, they use botnets to
distribute spam with malware payloads to unsu!%%victims“z. Sometimes they send
spear phishing communications''2. Some S@xsnailings include innocuous newsletters,
commercial offers, and other non-m%ic'gug material. Researcher said spam protection

efforts by the security communit %s roportionately expensive!!2.
y y y prop Yy €Xp

2.2.30 Scams "

Cybercriminals n@k financial gain rather than harm®. Cybercriminals defraud
unsuspectin i@duals to make illegal money. This recalls 419 frauds. 419 scams are
speciﬁe@n er Section 419 of the Nigerian Criminal Code'!®. A traditional 419 scam
beginsywith a communication from a fraudster to a prospective victim, generally outlining
imaginary riches. After gaining the victim's confidence, the fraudster asks for a "small"
amount to complete a "prize." The fraud is over after the victim pays. Scammer stops
contacting victim. Even if the scammer restarts contact, it's generally to get more money®.

These manual procedures depend on the victim's avarice or sympathy to succeed.
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Other prevalent internet frauds include dating scams that use dating websites.
Cybercriminals put up false accounts to entice lonely people. Scammers acquire victims'
confidence and demand money for visa processing and travel tickets. Scammers want
pricey flower baskets®®.

Before the Internet, scam letters were sent. 419 scam mails are being transmitted en masse

by email and fax. Online scams cause victims financial and psychological har@ aren't

well understood®®. ,%\QO
4%'»

2.2.31 Cyberbullying XN
N

Social networks have expanded from online venues where l%s,%ommunicate with friends,

family, and strangers to huge platforms and ecos%q@l‘ hese platforms are heavily used
|

importance in reaching out to friend

by many people across the world due to its le§
and relatives and making new friends irr@'e}ﬁi.ve of the location where the person resides.
Instagram superstars with millions @lowers earn a career from social media. Social

networks attract toxic beh&& like cyberbullying. Previous research examined

cyberbullies, victims, a fookers. Other research examined cyberbullying in social
networks, toxic on@u s and gaming groups®’. Anonymous online behaviour has been

studied. H @\dnline networks don't contain toxic behaviour. There's evidence that

4chan.0@o rdinates assaults on other services®’.

2.2.32 Detecting Malicious Activity
Researchers are interested in fraudulent online account activities. This section reviews

research on detecting and mitigating harmful internet behaviour.
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2.2.32.1 Manual Hijacking

Some researchers studied manual account hijacking, not botnet hijacking. Manual hijacking
is rare, and phishing is how manual hijackers get user passwords. The research shows how
fake account credentials help comprehend harmful behaviour®®. Other research has used
phony credentials and documents to examine harmful activities. Cybercriminals prefer
compromised accounts over phony accounts because harmful behaviour i@ﬁr to
identify®s, COMPA identifies fraudulent conduct in online social netwof y ﬂs@nstmcting
statistical models of user behaviour. Deviations from this pa:tte&hg%p identify hacked
accounts. New methods were created by cyber security her to identify spear

phishing attempts based on behavioural modelling of°§et\nkg'§68. The technology searches

for aberrant email sending and writing behaviours, ra than reviewing email content for

suspicious terms. Some used sandboxed 6:@ kits to study the phishing environment

and life cycle®®, E

2.2.32.2 Understanding Spaé\)Q)

Some researchers analy am Twitter accounts. They discussed spammers' methods.
Most spam accou@g nsolicited mentions and hashtags to attract audiences outside
their social e@hships. They also found a social spamming environment (including
afﬁliate@o ams)®. The research did not offer detection measures to find spammer
act&, although noting that Twitter's present protection systems are mainly ineffective:
It examined social spam employing 900 honeypot accounts and offered a Facebook and
Twitter spam tool. Also, researched social spam and used machine learning to identify real
YouTube users from video spammers and content marketers- Also, Spam was by promoting

honeypot email addresses online®. The research revealed the connections among email
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harvesters, spammers, and botmasters''®. Other also analyzed 16 C&C servers of
Pushdo/Cutwail botnet. Other research examined network-level spam detection,

statistical/machine-learning techniques, and the underground spam ecology®.

2.2.32.3 Detecting Fake Accounts

Spam is fueled by fake accounts. A researcher suggested that using click event pg{@ls to
recognize fraudulent accounts, known as Sybils, in online services®. Usi@%ﬂckstream
models, they taught machine learning to recognize bogus accounts®. ‘%\

: yﬁw

5N\

Research in some of the previous literature how Torpig be@g?was hijacked for ten days by

2.2.32.4 Defeating Information Theft

taking advantage of weaknesses in commun@rotocols of the botnet®. Their

technique of sinkholing all bot data delivemd\\‘&ye C&C server they hacked are identical

and his colleagues explored P2P cortg' vacy by distributing honey files with honey

account credentials. They obseﬁcb‘ downloads and determined that attackers who

downloaded honey files w %% profit from private data. In this thesis, Fake account
=

credentials were pit@

online accounts,)aot

2.3 Review of the Empirical Studies

2.3$ber Security

An empirical review in cybersecurity involves conducting research and analyzing empirical

cial areas for fraudsters to utilize. This thesis focuses on

networks®.

data to better understand and address various aspects of cybersecurity. It focuses on
examining real-world data, observations, and experiments to gain insights into the

effectiveness, impact, and implications of cybersecurity practices, technologies, and
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strategies. Here are some examples of areas where empirical reviews in cybersecurity can
be conducted:

1. Effectiveness of security controls: An empirical review would evaluate the
effectiveness of various security controls, such as firewalls, intrusion detection systems, or
encryption, by analyzing real-world incidents, data breach reports, or conducting controlled
experiments. This helps determine their actual ability to mitigate threats %@\(Qgtect

systems and data. ,%\QO

2. User behavior and cybersecurity: Understanding user behavior i cg\ucial in addressing
human-centric cybersecurity threats, such as social engin@ﬁacks. An empirical
review would involve studying user attitudes, awarene%\g% decision-making processes
related to cybersecurity through surveys, inteﬂ@& or behavioral experiments. This

research can inform the development of ef@f awareness programs and user-focused

security measures. E Q

3. Vulnerability analysis: Empir@bfeviews in vulnerability analysis involve analyzing

historical data and conduc@r%s or penetration tests to identify common vulnerabilities
'\

in software, netwoist@

coding practices)grj evelop strategies for vulnerability management.

stems. This research helps prioritize patches, improve secure

4 Incideﬁ%ponse effectiveness: Evaluating the effectiveness of incident response

me@rough empirical research involves analyzing real-world incidents, response

times, impact assessments, and lessons learned. This research helps refine incident
response plans, identify areas for improvement, and assess the effectiveness of incident

response teams and technologies.
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5. Risk assessment and management: Empirical reviews in risk assessment and
management involve analyzing historical data, threat intelligence, and vulnerability
assessments to quantify and prioritize risks. This research helps organizations allocate
resources effectively, implement appropriate mitigation strategies, and make informed
decisions regarding cybersecurity investments.
6. Cybersecurity education and training: Assessing the effectiveness of c@%ccurity
education and training programs requires empirical research. This if .d‘bg@evaluating
knowledge retention, behavioral changes, and skill development4among cybersecurity
. 4%'»
professionals or end-users through surveys, assessments, or @\mance evaluations. The
findings can guide the development of more effective trq{&%{arograms.
7. Cybersecurity economics: Empirical reviews&% onducted to analyze the economic
aspects of cybersecurity, such as the costs crflh\&&)hes, the return on investment for security
measures, or the impact of regulatic)&@)cybersecurity practices. This research helps
organizations make informed de@% regarding cybersecurity investments and policy-
making. By conducting e H‘}R reviews in cybersecurity, researchers and practitioners
gain valuable insi t@he real-world effectiveness, impacts, and implications of
various cyberseiQril practices and strategies. This evidence-based approach enables
informed‘%&on-making, the development of more effective security measures, and the

adv@nt of the overall understanding and maturity of the field.

2.3.2 Deception Technology
An empirical review of deception technology in cybersecurity involves assessing real-
world data and evidence to evaluate the effectiveness of using deceptive techniques as a

defensive strategy. Here are some key empirical findings related to deception technology: 1.
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Detection and early warning: Empirical studies have shown that deception technology is
effective in detecting cyber threats, including advanced persistent threats (APTs) and
insider attacks. By creating decoy assets that appear authentic and valuable to attackers,
deception technology can attract and alert security teams to potential malicious activities,
providing early warning and reducing the dwell time of attackers within the environment. 2.
Enhanced threat intelligence: Deception technology can yield valuable insights into
attacker tactics, techniques, and procedures (TTPs). Through the analysis of attacker
interactions with decoy assets, organizations can gather detailed information about specific
attack vectors, tools, and motivations. This knowledge can then be used to improve threat
intelligence and develop more effective mitigation strategies.

3. Reduction in false positives: Deception technology has been found to significantly
reduce false positive rates compared to traditional detection methods. By focusing on the
deceptive assets, security teams can differentiate between genuine attacks and false alarms,
saving time and resources typically spent investigating false positives.

4. Active defense capability: A key advantage of deception technology is its ability to
engage with attackers actively. By presenting deceptive elements, organizations can
mislead adversaries and divert their attention away from critical assets. Active engagement
can help delay or prevent successful attacks, buying time for incident response actions or
enabling the identification and tracking of attackers.

5. Insider threat identification: Deception technology can also aid in identifying insider
threats. By using decoy assets specifically designed to appeal to insiders, organizations can
monitor for unauthorized or unusual interactions, detecting potential malicious behavior or

policy violations from within the organization's network.
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6. Compliance validation: Deception technology can assist in meeting compliance
requirements and validating the effectiveness of security controls. By deploying decoy
assets that support specific compliance standards, organizations can test the response of
their security measures and identify any potential vulnerabilities or gaps in compliance.

7. Deployment considerations: Empirical studies highlight the importance of careful
planning and deployment of deception technology. Proper configuration of deceptive assets,
regular updating of decoy content, and alignment with an organization's network
infrastructure and security operations are crucial for maximizing the effectiveness of
deception technology. In conclusion, empirical evidence supports the effectiveness of
deception technology as a defensive strategy in cybersecurity. It offers improved threat
detection, enhanced threat intelligence, reduced false positives, active defense capabilities,
insider threat identification, and compliance validation. However, organizations should
consider specific deployment considerations to ensure optimal utilization and avoid
potential drawbacks associated with using deception technology.

2.3.3 Honeypot

An empirical review of honeypot systems involves evaluating real-world data and evidence
to assess their effectiveness in detecting and understanding cyber threats. Here is an
overview of key empirical findings related to honeypot systems:

1. Detection capabilities: Empirical studies have shown that honeypot systems are
effective in detecting various types of attacks, including network scanning, malware
infections, and unauthorized access attempts. By presenting attackers with seemingly
vulnerable targets, honeypots attract their attention and provide an opportunity to collect

information on attack techniques and methodologies.
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2. Early warning system: Honeypots can serve as early warning systems, providing
organizations with timely alerts when attackers interact with them. This early detection
allows security teams to respond quickly and prevent potential damage to critical systems
or data.

3. Attack analysis and understanding: Honeypots are valuable tools for analyzing attack
patterns and behavior. By capturing and analyzing the activities performed by attackers
within the honeypot environment, organizations can gain insights into their tools, tactics,
and motives. This information can be used to improve threat intelligence, develop effective
countermeasures, and enhance overall cybersecurity strategies.

4. Insider threat detection: Honeypots can also help identify insider threats within an
organization. By monitoring the activities of authorized users within the honeypot
environment, organizations can detect any potentially malicious behavior or policy
violations.

5. Deception effectiveness: Empirical studies have demonstrated that deception techniques
used in honeypots can effectively mislead and confuse attackers. By presenting attackers
with realistic-looking targets and enticing them to interact with deceptive elements,
honeypots can divert their attention from actual production systems, reducing the
likelihood of successful attacks.

6. Compliance validation: Honeypots can be used to assess the effectiveness of security
controls and compliance with regulatory requirements. By monitoring for unauthorized
access attempts or interactions with sensitive data within the honeypot environment,
organizations can identify potential vulnerabilities or compliance gaps that need to be

addressed.
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7. Limitations and considerations: While honeypot systems offer numerous benefits,
there are some limitations and considerations to be aware of. Honeypots need to be
carefully deployed and monitored to avoid their misuse or becoming an attractive target
themselves. Additionally, the use of honeypots should be aligned with legal and ethical
guidelines to ensure the responsible and legitimate use of deception techniques. In
conclusion, empirical studies have consistently shown the effectiveness of honeypot
systems in detecting and understanding cyber threats. They serve as valuable tools for early
threat detection, attack analysis, and gaining insights into attacker behavior and techniques.
However, organizations should carefully consider the implementation, monitoring, and
ethical considerations associated with using honeypots to maximize their benefits and

ensure a responsible cybersecurity approach.

2.3.4 Exploiting the Outcome of Honeypot Work

Security experts have employed honeypots since. Honeypot data analysis requires
understanding of network protocols, applications, hardware, operating systems, and user
management. This requires network security management’s. Despite their promise,
honeypots' limitations have impeded network security. Much has been done to automate
and simplify raw data processing and integrate intrusion detection, data mining, expert
systems, Al and game theory’?. This section summarizes honeypot innovations.

Cooke examined honeypot bot risks. Cooke's analysis on bots found that recent
advancements in bots pose major dangers to honeypots. Cook constructed and set a
honeypot to detect assaults from bots, often two at once. These data show that
contemporary bots are quite active and powerful, and that honeypots are needed to defend

and control them. Cooke recommends super honeypots. Cooke created the mega honeypot
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as follows; First, misleading honeypots that bots may infect are created. Super-honeypots
monitor misleading honeypots to catch, learn, and prevent bots’3.

Mohammed created a Double Honeynet with Principal Component Analysis (PCA) to
enhance signature creation for polymorphic worms’3. The predicted system hooks a worm
in the first honeynet, allowing it to infect the next’®. The worm may travel between the two
honeynets and evolve. Every kind of worm is caught as it replicates across honeynets.
Principal component analysis is used to produce a signature that may be used to find
polymorphic worms using IDS”3.

Author researched the usefulness of utilizing honeypot data to discriminate worms, bots,
and irregularities created by human network administrators. Temporal source counts,
arrival window modification, inter-arrival distribution analysis, destination-net scan foot
printing, first destination preference, source-net dispersion analysis, per-source scanning
profiling, and source lifespan analysis’. Researcher utilized this strategy to deduce the
shape of each questionable honeypot instance. Researcher verified their conclusions to
confirm their methodologies’.

2.3.5 Novel Kinds of Honeypots

To adapt to the latest changes in Internet-based services, such as advertisements related to
current network applications, general acceptability of wireless connection devices,
introduction of high-speed subscriber link technologies to every internet user, and
differences in users' demography in terms of cultural norm, tradition, and legal systems,
several new types of honeypots have been suggested and introduced’!. This section

explains current honeypot innovations’.
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Adachi introduced BitSaucer. It's a hybrid low- and high-interaction honeypot system
designed to reduce resource needs in low-interaction honeypots and replicate complete
replies in high-interaction honeypots’®. The proxy running on every host generates virtual
hosts and redirects network traffic. Every virtual host imitates a whole system in high-
interaction honeypots, while on-demand solicitations of such virtual hosts limit resource
consumptions. High-interaction honeypots are automatically activated only when network

traffic requiring them arrives at a host”,

Webb constructed a social spam honeypot. Social spamming in cyber security involves
sending social networking users spam messages that may lead them to hazardous
websites'?3. Honeypots examine MySpace spam invitations. Webb built fictitious MySpace
profiles for each fake page’. The honeypot waited for spammer friend invitation requests,
collected their profiles, and noted their origin network addresses protocol for later research.
Midwestern states were the most popular spamming targets, whereas California had the
most spam profiles. 60% of spam profiles had identical "About Me" text. Thousands of
URLs and redirections are used to send spam profiles to a few websites. Webb found

different temporal trends in spam profiles’.

Rowe constructed bogus honeypots to stop intruders from production hosts. Fake
honeypots look and act like real ones. False honeypots dissuade attackers by revealing
themselves. Attackers avoid honeypots™. Very obvious phony honeypots may assist
attackers recognize them as fake, whereas subtle ones won't’*. This has led to the

construction of a mathematical model to maximize the effect of fake honeypots, using
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parameters such as the possibility of a system being a honeypot, an attacker's profit from

compromising a production host, and the cost of compromising a host’™.

2.4 Theoretical Review of Honeypots System

Honeypots are deception tools that detect, deflect, and counter. It may be used alone or
alongside an IDS/IPS. Level of engagement, deployment environment, resource type,
services, flexibility, and implementation may define honeypot characteristics™. More study
and development in this subject have led to the invention of CAPTCHA, Intrusion
Detection Systems, and Honeypots. Research and production honeypots provide system
security by enticing hackers in various ways. Auto-responsive honeypots help avoid denial-
of-service assaults™. Since honeypots were introduced in 1990, much has been
accomplished till 2020. Honeypots are trending in commercial and research departments’.
Initially, there were many honeypots for kali Linux and few for windows, but Java made it
possible to develop user-friendly honeypots in windows’. With additional investigation,
honeypots took on new forms, such as using game theory to influence hackers!26.
Honeypots may be deployed with a firewall in front, behind, or both. Honeypots may also
be integrated with network log management tools like Wireshark”*.

2.4.1 History of Honeypot

In 1991, "The Cuckoos Egg" and "An Evening with Breford" were published, launching
the honeypot concept. Clifford Stoll wrote "The Cuckoo's Egg" about catching a computer
hacker looking for secrets in his company's systems. Bill and his buddies described their
experiences capturing a hacker in "An Evening with Breford"”>. These two newspapers
started Honeypots. Deceptive Toolkit, the first honeypot, debuted in 1997. Cybercop Sting

was the first commercial honeypot in 1998. In 2001, honeypots were employed worldwide
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to thwart attacks. Since then, honeypot research has increased. Today's honeypots utilize
various software or models to capture hackers and their network activity’>.

Honeypot is the first deception technique accordingly, IT security researchers began
utilizing them in the 1990s to trick hostile actors into interacting with a fake system.
Honeypots collect and analyze malevolent actors' activity. They didn't identify threats.

Since honeypots were established, deception technology has improved’.

Honeypots aren't useful at detecting malicious actors since they're restricted in reach and
simple to identify’”>. Hackers immediately realize they're fake. Today's deception
technology promises early and efficient threat detection. Deception must go beyond the
honeypot to attain its full power”.

Anagnostakis et al. note honeypots' logistical challenges. They're hard to build and manage,
so security teams can only deploy a limited number. They're never enough to identify
dangers. Any usefulness a honeypot technique has for detection is reliant on the

expectation an attacker would stumble across it”>.

As technology evolves, so do cybercriminals emerge. They got the honeypot trick long ago.
Experience, crowdsourcing, and freely accessible technologies assist attackers differentiate
honeypots from actual systems’. Deceptions must be inevitable, undetected, and
inescapable for successful detection. These aren't today's honeypots. Originally, IT
researchers used honeypots. They were meant to let the defense see assaults'?’. Threat
research still uses them. They help with forensic analysis, threat hunting, and malicious

behaviour responses’>.
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2.4.2 The Concept of Honeypot

Honeypots are computer systems meant to "trap" hackers. It's a network decoy that mimics
a genuine system. It distracts attackers who attempt to get illegal network access.
Honeypots detect and learn from threats to enhance security”. Honeypot logs harmful
activity and learns new threats. Honeypots may be used to watch a user's actions. Figure

2.11 depicts honeypot construction. Research and production honeypots exist’.
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Figure 2.11 Basic Architecture of Honeypot™

2.4.3 Hone @stem

Honeyp %network decoys that lure attackers. Honeypots mimic real computers by
exe@g services and applications with open ports’®. Honeypots mimic the real system to
confound and monitor attackers without endangering production servers or data. Honeypot
technology enhances security. Honeypot detects network attacks. A honeypot system can
recognize and redirect attack activities’®. This system captures intrusion data to document

attacker activities. It also assesses the attack's degree, tools, goal, and infiltration tactics to
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gather evidence and take legal action. Honeypot systems are meant to entice hackers and
track intruders’®. Honeypot may be a computer simulation of a known vulnerability or a
service computer, can mimic a range of operating systems and their characteristics, or
simply a standard operating system, and only by specific processing can be a

comprehensive record of the attacker's assault’.
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Figure 2.12: Deployment Scenario of a Sfj@geypoﬂ(’

It's a resource for unauthorized ac@oneypots are valuable because attackers abuse
them’¢. Honeypots are physicﬁingeirtual. A physical honeypot is a machine with its own
IP address, whereas V1®'6neypots are simulated on actual computers - the VM's

TCP/IP stack is @ to

potentially @ pots. Honey files are bait files that activate alarms when opened, yet

seem like a real system. Files and internet accounts may

they see@ al. Honey files are placed in user file locations together with bait, such as
pass ds xls or account details.txt (to lure attackers). Attacks on honey files are
documented’.

In the 1980s, Stoll tracked down a German hacker who hacked LBNL's computer network.
Stoll used a honeypot to do this. In the 1990s, Cheswick tricked a hacker into thinking they

obtained password files and sensitive assets on an AT&T gateway computer. Advanced
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honeypots are new. Honeypots have been used to research wild malware, penetrate botnets,
and monitor social spam’®. Spritzer said honeypots help reduce insider risks. This validates
the use of honeypots to research harmful activities targeting online accounts and people’s.
It's a network fake to lure attackers in to the system!?. Honeypots are meant to resemble
genuine computers, running complete services and applications with open ports. Honeypot
mimics the genuine system to confuse attackers and monitor intruders wit@t\rlsking
production servers or data. Honeypot technology supplements exis 1 %urity and
protection methods. Honeypot detects and reacts to networlf iryv%si.c\)ns%. A honeypot
system may identify attack activity and divert it to a control@\wironment. This system

Q

Network honeypots are resources. It operates as a@ attract attackers, but its main goal

captures intrusion data to document attacker activities’®.

is to be attacked and studied across the n twlk\& ts fake data seems legitimate, giving the
attacker the impression it's a real ho 76i€tware operating in the background stores the
network connection between thq@%cker and honeypot host to record the attacker's
behaviour. Analytical appro ch:s were employed to analyze the data or attacker's activity’®.
Induced, Deceivedqag@ysis are the three honeypot modules’. All three parts are

functional. Mod%l uces attackers to honeypots. Fooled mimics a honeypot's database to

trick an aﬂ%. Analysis affects both modules' activities. Honeypot flowchart’®.

QQ
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2.4.4 Types of Honeypots 't

There are two major ways throu@hich a successful Honeypot can be designed and
deployed. These are Produgm Research honeypot.

'\
2.4.4.1 Production :@0

A researcher saQ roduction honeypot protects an organization and mitigates risk.
Honeypo\’s%mc the company's production network. Attackers use them to disclose
pro@network weaknesses. Identifying vulnerabilities and informing administrators of
assaults may minimize intrusion risk”’. It's put in the production network alongside other
servers like the firewall to boost security. Honeypot production reduces infiltration threats

and boosts organization security’’. Research honeypots are more complex than production

ones'3®. Construction and deployment are simpler. Researcher detected assault patterns
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however they gave little information on the attackers. One may understand where system
attackers are coming from and what vulnerabilities they're employing, but not who they are,

how they're organized, or what tools they're using’’.
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2.4.4.2 Research Honeypot Q‘©

Zhang's Real operating systems and s%pes are used in research honeypots. It's often used
to learn about blackhats. The@ and gather information on future attack strategies'’.
It shows assault kinds mﬁ%accurately and helps organizations investigate and guard
against dangers. H@%esearch is harder to implement and manage®. Research, military,
and gove eﬁ\wgencies utilize them’’. Honeypots help researchers examine cyber
dangers.@t kers may be seen and recorded as they breach Researcher Honeypots'
intel ce gathering which is one of its best features of honeypot system. Researcher
divided honeypots into three classes: low-interaction, medium-interaction, and high-

interaction”’.
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1. Low-Interaction Honeypot

Familiarity Honeypots don't let attackers access genuine services, apps, or OS. It produces
mimicked services, operating systems, and Network protocols that an attacker may use. It's
simpler to install and manage, and the danger of honeypot compromise is lower. This sort
of Honeypot gathers less information since intruder contact is minimal. Low-interaction
examples Spectar's Honeypot”’. Low-interaction honeypots don't provide ggxe (0N}
login’’. They simulate a function or service in the current system, limiti %ckers to a
constrained region. A low-interaction honeypot monitors a port nalogue services’’
Low interaction honeypots imitate network services such a L, Web, SSH, and

others on predefined ports. 6%

Simulated
Services

Simulated
os

M
Fig 2.%5 Low Level Interaction”

2. Medium-Interaction Honeypots

Attacker

Low Interaction
Honeypot

It's a hybrid honeypot that operate between the low interaction and high interaction

honeypot. It performs within the medium. It lacks an operating system like Honeypot, but
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phony services are more complex, enhancing data collection. By not delivering OS and
services, it collects enough data’®. Examples: mwecollect, Honeytrap, Nepenthes.

Medium-interaction honeypots give the attacker with a better OS illusion’®. Low-
interactive honeypots may be more concealed and capture more information. They engage
with intruders more effectively than low-interaction honeypots’®. This honeypot system

emulates a service, making attackers believe they're assaulting the genuine O@allows

for high data collection but raises intrusion risk mwcollect, nepenthes,b@%&

3. High-Interaction Honeypots . @.\

Engaging Honeypot allows intruders to access genuine serégs%, apps, and OS in order to
allow the attackers intelligent information to be ¢ lf;@ These are more complicated to
install and manage, which enhances the Honeypot's”vulnerability’”®. Example: Sacrificial
Lamb, Spam Honeypots, Instrumented S@

Spitzner highlighted that high interaeb‘%-honeypots use a genuine operating system to fool
attackers. Real operating systeﬁqiegﬁ apps must be deployed”. High-interactive honeypots
let attackers perform ge OS commands. All activities may be tracked and evaluated,
thus there are many opportunities to gather data. Any system malfunction may allow a
hacker t(@e the whole OS, attack other systems, or intercept application

convers@n 9. High-interactive honeypots find flaws or exploits. Honeypots facilitate

zero-day attacks. Examples: Sebek.
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High Interaction

Honeypot Attacker

Fig 2.16 High Level Interaction” ,&%\
The different between High level and low-level mterac@can be found in Appendix VII

while the difference between medium and low- lQuteractlon honeypot can be found in

Appendix VIII. CJ\‘\%
2.4.5 Deployment of Honeypot S&S)@'

Honeypot can be deployed 1n}§‘p)lace on the server. Depending on the service, it may be
utilized online or ofﬂmeQ

1. Internal Placen@)

Honeypot ewalls are placed within the Network. Prior warning system deployment
is 1 @ etecting foreign exploits and internal risks®’. Internal Honeypots make data
coﬁnside the same network difficult. These compromised systems may attack other
lawful systems. This can be remedied by building a firewall and utilizing low-interaction

honeypots®’.
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In this case, honeypot isn't protected, it allows Iﬁbp
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Figure 2.17a Internal Placement of Honeypot System®’ Qh)&%

eypot and production PCs to share IP.

Honeypot gets a public IP address when y \@%‘ one is needed. Most users merely plug

in and watch the honeypot. Defend %veypot if attacker hits other targets, but specifics

tter’! cb‘
atter®", \)Q)
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Computers

Figure 2.17b External Placement®!
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2.4.6 DMZ Placement of Honeypot System

Demilitarized Zone (DMZ) The positioning is ideal. Figure 2.18 shows the Honeypot's
positioning. It forwards a duplicate of each packet from one network switch port to
another'?!. Many organizations need DMZ positioning to deploy their honeypot system to

function very well®!.
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Figure 2.18 DMZ Place@?‘loneypm System®!

1. Honeynets \

Honeynetﬁ% connection of several honeypot that collect external and internal danger
inf@lg@z. Figure 2.19 shows a honeynet composed of several honeypots. The goal is to
establish a tightly regulated network architecture that can capture malware, viruses, and
attackers. It's a Honeypot extreme®?. It's a network of high-interaction Honeypots, so an
attacker may interact with genuine OS and services. By implementing this, a large quantity

of information is acquired®. Honeywall stops outgoing traffic so a hacked machine can't
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launch attacks. Honeywall analyses incoming and outgoing traffic. In "Know your
adversary," honeynet was used to acquire information. HoneyNet Project (2003a) gathers
information on credit card theft, HoneyNet Project (2003b) tracks Italian hackers tunnelling
IPV6 over IPV4%, Incoming and outgoing packets are monitored®’. The packet is then
analyzed. Honeynet data may be used to mitigate. A researcher noted that honeynet and

honeypot privacy issues is something that require attention from the cy@ccurity

specialist 32, Honeynet's monitoring captures data. IP address is pegs@ , hence it
should be collected and sent separately®?. %'\

A honeynet has one or more honeypots, which are datév:%rds, files, or unused IP
addresses®?. Physical honeypots or virtual ones i%@ware, XEN®2. Honeywalls are
crucial to honeynet architecture. Gateways '§ honeypots. Honeywall routes all
honeypot traffic. This layer 2 gateway sh@l)& uhtraceable to honeypot users. Figure 2.19
illustrates it. Three-port Honeywall@se bridges (ethO and ethl) isolate the honeypots.
Third interface (eth2) includes&{n/%é IP stack®?.
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Figure 2.19: Deployment of Honeynet®? . \QQ

2. Honeytokens @
It's an ingress honeypot implementat'@@yel, spreadsheets are digital entities.
b

Honeytokens are similar to Honeyp%' should not be interacted with. Unofficial or

hostile communication is frowne@n%. This approach may be utilized to catch insider
threats in an organizatiorgwalling it where user identification can be checked®.
Honeytoken com 1@% or value modification is an easy-to-catch sign of an attacker.
These are very 6‘{1‘)&1 le since they can adapt to any circumstance or setting. It's in the lead
since it d need physical systems like conventional Honeypot and because it's
ile%:%. The authors employ network traffic and raw logs to analyze activity and
determine insider risks in a company. This semi-comprehensive system identifies aberrant
attacker activity and delivers alerts®®. This strategy works with high-rate network
sessions'®!. This technique ignores network transfers from several hosts to a single host.

Bercovitch.et.al suggested a three-phase automated honeytoken creation mechanism. Rule
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extraction gets distinct rules from the database, honeytoken production generates
honeytokens based on the retrieved rules, and similarity rating is derived in the final step®’.
Shabtai did a two-part investigation. In the first section, the author employed a general way
to produce honeytokens that resemble database tokens and real-world data items. Next, the

author performed research to show that user behaviour does not alter when honeytokens are

implanted in the database®’. @'&{b

2.4.7 Distributed Honeypot ‘%

Since malware and attackers must target honeypots, they rm@g%y a considerable

portion of the address space®. The distributed honeypot S@y\% aims to fix current flaws
that most previous honeypot could not fill*>. ,.Q'\A

1. Honeytokens Q

A honeytoken's worth resides on its us@%@y’[okens are phony digital entities with

numerous uses. Honeytokens are@dulent medical documents, faulty credit card

information, and invalid sociaﬂé’fty numbers®3.
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Figure 2.20: Distributed Honeypot®’
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2.4.8 Generations of Honeypot

"The Cuckoo's Egg" and "An Evening with Breford" introduced honeypots in 1991.
Clifford Stoll's "The Cuckoo's Egg" was about a company hacker®. An author talked on
"An Evening with Breford" which is about a computer hacker who is apprehended by
Researcher colleagues. Honeypots were introduced in these two studies®*. 1997's Deceptive
Toolkit was the first honeypot. This equipment was used to counterattack. H%\}(rbt‘was

formed in 1999. The non-profit researched blackhats and shared their d@@Honeynet

1999's version. These honeypots were straightforward*g@&gtruct and deploy. Their data

project created three Honeypot generations:

2.4.8.1 Gen I Honeypot

management and capturing procedures were min@me 2.21 depicts Gen I honeypots.
Reverse firewalls regulate data in Genl h n?{@g and collect Intrusion Detection System
(IDS) data. First, the firewall colle%i&vork traffic. IDS scans network traffic for

suspicious behaviour and warns th@eypot administrator®*.
)
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Figure 2.21: Generation I Honeypot®
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2.4.8.2 Gen I1 Honeypot

2002's Gen II honeypots. Honeynet Project improved Genl honeypots after their success.
Gen II honeypots aim for increased user involvement. This amount of contact increases risk,
hence better data management and capture approaches are needed®*. Gen II honeypots are
in Figure 2.22 which shows that Honeypot hackers may target distant systems with the use

QO

of Firewall-based Gen II honeypots for data collection, analysis, and alerting®*. %'&\
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Figure 2.22: Generation Il Honeypot3*
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2.4.8.3 Gen I1I Honeypot

In the year 2004 that ended with Gen III Honeypots, Gen II Honeynets fix Gen I flaws,
while Gen II and Gen III honeypots are identical, however Gen III Honeypots with the
Honeywall have improved deployment and administration®. Honeywall's interfaces allows
two connections to connect the internal and external Honeypot networks. The third

QO

interface is for administration and setup and helps Gen III honeypots improverr%;\

1. Install, operate, and customize better. E\QO
4%'»

2. New database structure improves data capturing.

Q»)fa

4. Improve Ul and online documentation. Gen-III honey@
2.4.9 Tools for Honeypots Q
There are several Honeypot tools ava@e three categories are data collection,

analysis, and visualization. Data 1 %&ected via the Brazilian Distributed Honeypots

3. Added a web-based data-analysis tool.

project and the Matrix Chinvﬁ@%ﬂibuted Honeynet deployment using CNCERT/CC?.

Some works that are cov@fé to a log management server and a log analyzer include:

1. Honeyd C)Q

N\

Niels Provos! @-source tool Honeyd manages virtual hosts on a network®®. These virtual
hosts m@e icate several server types and network settings.

Advantages

* Ports and networks are monitored.

« It's free as an OpenSource solution and will expand swiftly with member involvement.

 Simulating operating systems at the IP stack and application level prevents fingerprinting.
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Disadvantages

» Low-interaction means hackers can't hack it; and it lacks an integrated technique for
informing and recording complete information.

2. Honeyview

Honeyview can summarize Honeyd log files in both text and visual formats. Honeyd is a
great tool for getting info from hackers and script kiddies, but it may b%@ﬁing.

Honeyview helps you save time while reviewing honeypot activity®3. E\QO

3. Honeydsum ) .
Honeydsum is a Honeynet Perl log analyzer from Brazil. @&ay summarize Honeyd
records IPs, protocols, ports, and networks!32. It shows'sos&g',)port, and hourly connections.
It is capable of combining log files and honeypﬁ@%& Their summaries, on the other
hand, are text-only®>. . @

4. DTK (Deception Tool Kit) %'C-)

One of the first honeypots was@ Cohen's DTK. It offers defenders a significant
advantage over attackers. %\eﬂ}gt with low-to-medium involvement. This is not a novel

idea. Deception is i@

has several recogniz&d flaws®.

5. BOF (E%Ofﬁcer Friendly)

BO@ s computer Back Officer scanning. The honeypot was not intended. It was a

terattacks. DTK deceives attackers into thinking the system

threat-specific tool. In response to the Dead Cow Cult, Marcus Ranum and Network Flight
Recorder produced it in 1998. It can now identify connections through telnet, ftp, smtp,
pop3, imap2 BOF mimics answers to hackers when it connects to one of these services,

giving you time to stop them®.
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6. Specter

Windows honeypot SPECTER is low-interaction that simulates machine. It can imitate 13
OSes, monitor 14 TCP ports, and provide Internet services®>.

7. Mantrap

Recourse Technologies designs, maintains, and sells ManTrap. It's unusual because it gives

hackers whole operating systems to compromise, logging every access. It's %%t to be

assaulted and broken. ManTrap creates a virtual minefield for int
traverse®. One step in the wrong direction and the attacker is exposed. %i e the homemade

jailed environment ManTrap creates a highly controlled o@g environment that an

attacker can interact with. ManTrap creates cages th'at% irror images of the master

\
operating system®’. QQ
8. HIHAT . @

The High Interaction Honeypot Ana’f&i'g'd)olkit (HIHAT) allows to transform random
PHP applications into web-based @Sb‘lnteraction Honeypots. In addition, a graphical user
interface is provided which u@r%s the process of monitoring the Honeypot and analyzing

.’
the collected datagSQK)QQ

The table showning the comparison of Various Honeypot Tools can be found in Appendix
IX
2.4®ifferent Models Based on Honeypot System

There are different models based on honeypot system that have been researched and

identified by different researchers®®. These models are designed based on the purpose to

which it is meant for and how it wants to be implemented. Below are the various models of
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honeypot system according the purposes and level of implementation for attackers’
sensitive information gathering®¢.

a) Secure VoIP Architecture Based on Honeypot

b) Secure SSH Architecture Based Honeypot

¢) Secure Phishing Architecture Based Honeypot

d) Secure Social Engineering Architecture Based Honeypot @'&\

2.4.10.1 SIP Function ‘@

A researcher defines SIP as a text-based protocol governed by@’rﬁemet Engineering
Task Force®®. This protocol starts, changes, and ends two- &ultimedia sessions?’. The

following message types are supported by this pro‘wg%\

1. Options

2. Invite Q©
>

3. Register
P

2.4.10.2 Attack Stages Rel tNVOIP Network
"
With respect to the fl@m

nent, there are have three different stages of attacks and they
are as follows; \

1 Devic& sed on SIP and Server Scanning: For a SIP-based attack, a network
desti n is required. Locate the target system's network®”. OPTIONS and INVITE are
sent to SIP devices.

2 Collecting initial information: After finding the target, the attacker gathers device
information such IP address, calling Id, etc. Attackers may use OPTIONS and REGISTER

to learn about authorized clients and services®’.
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3 Client-attack: The attacker gathers remaining information, finalizes strategy, and
launches assault. REGISTER message type with fake IDS builds a list of active users and
transmits voice spam to the client®’.

* Honeypots should seem like actual systems to trick attackers.

* Determine whether a low- or high-interaction honeypot is needed for deployment.

» Honeypots should include tools for studying, storing, and verifying data. é\(b‘
 Have a healing approach to reinstall honeypot's invariable location. . QO

Honeypot has three deployment positions. Based on honeypot's objgdvg and operation, the

top three sites are: ’&%\

1. External Position ®

Honeypot has direct internet connectivity h gey’re not separated. Due to these
3 be harmed by attackers, but they can

qualities, honeypots are more exposed (and)\;\l‘

identify undesired actions. Honeypo% loy this form of positioning®’.

2. Internal Placement \)Q)

In this configuration, a h Ot is inside the network and a firewall is outside. This site is
N

used to detect i al dous system faults®’.

nte
3. DMZ 6\‘

Hones@ie next to actual server DMZ to discover threats there.
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2.4.11 Designing of Architecture
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Figure 2.23: Secure VolP Architecture Based on Honeypa&q)
The graphic demonstrates Secure VoIP archltecn@% on Honeypot. The architecture's
key components are as follows: \%
1. VoIP Honeypot Q)\
This component uses SIP users@ proxy server, and SIP end for placement. This
component's true network loca%)is next to a firewall. This part promotes user interaction.
This operates like a @?work system, making it hard for an attacker to manage the
honeypot®’. é
2. SIP FuééQ

1l protects an internal network. This firewall lets packets in/out depending on
header information and database rules®’.
3. Honeywall
Honeywall is part of this architecture. The honeywall protects the honeypot. It helps set up

and manage honeypot connections®’.

4. SIP Storage
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This component records input, output, and reaction. This component uses database rules to
discover attacks and exposes received data without alteration®’. The defensive system is
warned to cease further assault. Increasing missing data, capturing hacker info, gathering

detection proofs, etc. were suggested®’.

2.4.12 Intrusion Detection Model Based on Honeypot Technology ¢ ®

The authors demonstrated how the effectiveness of an intrusion detection ﬁ%& may be

increased by modifying it®. This concept combines honeypot kn ge, honeypot

intrusion automation, and electronic forensics automation. Thé m below depicts an

intrusion detection paradigm based on honeypot technoloz%&%
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Figure 2.24: Int&gon Detection System Based on Honeypot Technology®®

1) Policy e Configuration

Thl@p needs opening or closing virtual machine ports and holes. Honeypots need data
management, and storage.

2) Honeypot Module

This module is responsible for flow of in and out within a network which leads to any type

of problem that must be recorded®®. While coming to the network there could be some
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problems like sniffer, malicious activities, and external network is shown to be breached
etc. This module is used to handle all the incoming data and moving out of this model®®.
This module helps in keeping the eye on the hacker along with his/her malicious activities
but also allow some of the vulnerabilities to the system which allow the attacker to be
functional®®, (b.
3) Real Time Analysis . 6{\

Honeypot module works with real-time analysis module inside sa@or to detect
disruption. This module employs Pattern Matching and Statistib@n’élysis for analysis.
Statistical Analysis creates system behaviour statistics %a%\system template®®. This
template's selection and update are problematic. I‘[C@@rze undesired behaviours.

4) Electronic Evidence
This module includes basic original dat@’usion effects to protect additional basic
harmful operations. This module hold§ a,large database of information that is compressed

using multiple compression z@ns so that more data may be saved using less space,

which is important for stucb&sg'an attacker's nefarious activity®s.

5) The Total Con‘u@\)@uge

Total contr% \@ule behave as the coordinator between different modules of this model
and dat@v ich is interacting with this model®®. This module along with the work of
co@tion also generates subsystem alarm in case of malicious activity and generates

some command to every control unit of each module®®.
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2.4.13 Automated Bot Control System Based on Honeypot

1. System Overview

The Bot Finder Honeypot (BFH) process is divided into two stages: training and
investigation. Both levels function differently®. During training, statistical models were
used to create malware family activities. To evaluate whether incoming data is from a
dangerous device, extract features from statistical models and match units to c@g ¢ data
with malware family behaviours®®. In Training, classification diffé o malware
families. NetFlow runs samples once malware has been isolated. NetFlow collects data and
routes it between IP addresses and to the target port. All malw, \ectors and their families
are combined in a modelling unit. Using a clustering a@gan, all created feature vectors
are checked for classification against each traini@ detection model in the matching

unit. If this device generates an alert, it @es that a trace's internal IP address is

O

infected®. h
Q)‘b‘
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2. System Details @'\

* Cyber Threat Mo@%g System (CTMS)

This conc %.ures wide-area sensors. This model's data comes from Cyber Threat
Mozﬁ S@ ystem (CTMS)¥. This system includes Distributed Sensors and Malware
Detection Centre. Malware Detection Centre has submodules for honeypot, network traffic,
etc. In this strategy, honeypots are used to classify incoming data®.

e (Classification Unit, Honeypots, NetFlow generation Honeypot

Honeypot has its specific features because of which it has its own importance in network

security. It has its features like network traffic control, improving/handling network
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services, operating system and applications®. Honeypots are defined based on their ability
to handle malware activities i.e., low interaction or high interaction and also based on their
roles on server and client side as well”’. NetFlow: Malware families works in virtual
environment and their behavior varies according to the situation, in the same way this
model also alters its setting based on the changing original manuscript of malware
activities like changing registration keys, contain VM keyboards, change MA&&SS%
based on Virtual Machine and also by finishing some of services of virt .hg%ine which
: yﬁw

It's like VirusTotal, which employs VM-related antivirus %e\ms If a file in queue is

infected, it's tagged and a new naming scheme is g@

» Features Trace Extraction

are related to malware activity®.

First feature phase. Statistical models an@%&ﬁ%s extracted NetFlow data. Bot detection
methods use traces to represent flow””.

Feature Extractions: After @ng characteristics, the model uses ATI, average
connection time, average c® byte, average destination byte, communication regulation,
and outgoing d@)@%‘mulaﬁon regulation. Flow pair analyses all statistical
characteristi s9®d

* Model 6@ ion and Detection Unit Model Creation

In @rvised learning algorithm, size and attribute are introduced first before introducing
the training phase®’. So, in this model, unsupervised learning algorithm is used i.e., CLUES
(Clustering Based on Local Shrinking) algorithm, for creating detection design for every
malware family®’. In this phase, trace is analyzed for every six features of training data.

CLUES algorithm is used foe clustering these features which gives rise to dynamic size
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cluster without fixing number of clusters. A single cluster has huge number of trace

features for a specific malware family, which is generated by classification unit”.

Detection: Each investigation data set characteristic is examined with each harmful family
detection model cluster. If T is in M, it's a hit. Hit score is then cluster-weighted. If this

feature's total hit score is higher than its threshold, it will connect to model-M*. « ®
* Distributed Processing . Q’&
This approach utilizes HDFS for large files. Name and data nodes a@lg. Data node

stores and retrieves data, whereas name node handles file infor@ﬂ) BFH models and

A

matches [Pinternal and IPexternal traces. Hadoop is a mass%é%abase with vast data thus

the main problem is moving it over network, readi&ﬂ&a d writing it to disc. This form

of database maximizes traces in one node and redu etwork migration®.

N
2.4.14 Honeypot Based Signature G&gﬁ\on Against Polymorphic Worm Attacks in
Network Q)‘ba

* Architecture \)

o

Honeytraps 1 and 2 a@t' ct high-interaction honeypots. Both honeypots have many
levels. These ar as Research Honeypots. The major goal of installing two honeypot
traps in @system is to catch the attacker such that he/she is unaware of what is
hap '4%0 and that all of his/her system actions may be recorded and appropriate action
taken based on those activities. This solution uses a physical honeypot with three software
layers: System, Sebeck, and Application. OS and Sebeck Client get main system

protection®!.
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Figure 2.26 Architectur (;%osed Honeypot System®!

» Data Control: @r-to-honeypot layer bridging isolates honeypot from remaining
network. Th @lge allows the attacker in, but he must leave®'. Since bridge provides dual
functi @y in layer, an attacker cannot know IP address, MAC-address, routing path, etc.
Ho&pl develops an outgoing connection to attack. The router's internal translatorl
sends traffic to honeytrap2. Honeytrap2 tries to link to outside systems like honeytrapl.
Honeypot2 transfers traffic to honeytrapl using internal translator'*®. This system only
enables certain connections since it serves two objectives, the system can store enough

malicious traffic to limit DoS attacks®'.
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» Data Capture: To analyze malicious traffic accurately and build a signature from it,
several stages of information are needed, therefore a single layer is ineffective!*®. Firewall
examines header information and blocks harmful traffic. Between router and honeypot
sensor. Honeypot is the last step of this multilayer capturing system. It stores different kind
of data required for generating signature from worms®!"
2.4.15 Classifications of Honeypots . :6&
A honeypot can be classified based on three categories namely, ‘interaction level,
A i
deployment modes, deployment categories. These categories ar%’ﬁ* elaborated in detail

in the following subsections. . QQ}&
2.4.15.1 Interaction Level ®

High-, medium-, and low-interaction t:b@,s: A high-level interaction honeypot

replicates target network data®?. In t%? neypots, the information gathered about the
hacker is enormous, but the th eat@:gh since the attacker has access to all resources®. A
medium-level interaction Igey’pot mimics the target network and provides resources and

S

Low-level intere)&{idon honeypots resemble the target network and give minimal resources
and data. T% type of honeypots, the information gained about the hacker is modest, but
SO @%ﬂger, as the attacker has limited resources®?.

2.4.15.2 Deployment Categories

Production honeypots and research honeypots are two deployment kinds. When a

company's resources are threatened, it uses production honeypots. Threats are detected and
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prevented. Network security businesses utilize research honeypots to detect and record

hacker activity®?.

2.4.15.3 Deployment Modes

Honeypot deployment modes include deception, intimidation, and reconnaissance. In
deception mode, a mimic network fools attacker. The attacker thinks the real—tinfe@work
will guarantee he uses every hacking tool®?. Interaction honeypot. In intimjd ode, the
attacker is notified of system actions. A notice that the attacker's acti&%e being tracked
drives away some, while the others are monitored and their h}f\@st'ﬂ)n is recorded for

future reference. In reconnaissance mode, hackers' toolséd:tactics are recorded and
L]

utilized to create IDSs, and to Monitor both interwﬁemal assaults®?.

2.4.16 Applications of Honeypot . @

This article outlines some of the ﬁelds%h' oneypots are employed.

1. Unsafe Environment Q:b‘

Because honeypots are s nsi}é devices, they must be implemented in a secure
environment to prev. @orized access to their IP address and port number. The use of
a honeypot impn(‘gstem security”’. Honeypot provides an adequate step for improving

efﬁciency‘ﬂ%gsystem relates to their security®?.
_ 0N

<

Honeypot
wi public IP or
w/ private IP

Intermet

Figure 2.27 Unsafe Environment®
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2. Protected Environment

In this, a firewall restricts access to the honeypot. This firewall protects the honeypot
system's I[P address and Port number from clients. This notion adds constraints without
affecting continuity®?.

&

Internet : 2 .
Ay Forewall \QO
w public P w public IP or
Wi prvata |P
ﬂ'}

Figure 2.28 Protected Environment®’
3. Network Security . QQ
Honeypot has network security applications. Hon: rotect an organization's network
by luring attackers. By monitoring honey[zot ivity, viruses and worms may be found.

Honeypots boost network security by det@attackers%.

2.4.17 Advantages and Disaq%@n@; of Honeypot

2.4.17.1 Advantages %,\

a) Data Collection QQ

Honeypots dong%e much data thus they save just valuable, restricted info. Reduces noise.
Honeypot provides precise, understandable data.

b) @thy

Simple design and easy deployment make honeypots a popular approach in enterprises.

c¢) Resources

Many security technologies are overburdened due to network activity, whereas honeypots

store only incoming data.
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d) Honeypot lowers false positives and negatives.

e) Honeypots teach security experts.

f) Honeypot gives attackers fake data.

g) It provides admissible forensic evidence. If implemented appropriately and not marketed,
it may be utilized as legal proof.

h) Honeypots may thwart intruders. Knowing a system captures and logs e@&?‘[ivity

may deter intruders. ,%‘\QO

1) A well-built and deployed Honey Pot collects IP address, att.ack in%entions, and attack
activity. &%‘\\‘

j) Honeypots deflect intruders from the production sysm@z)

k) Honeypots are cheap. Downloadable versions A@%htforward.

1) Honeypots may identify insider assaults by){%%?ling insiders' tendencies.

2.4.17.1 Disadvantages %Q-)

a) If an attacker doesn't transmit p@ts to the honeypot, it won't know about undesirable

activities.

0’

b) An uncontained&@oses a danger to the network.

c¢) Honeypot reqhqde me to fulfil its promises, hence proper administration takes time.

d) Honeyﬁ%an only monitor interaction. They lack perspective. They just perceive
opp@@.

e) Attackers may employ honeypots to harm other systems.

f) Honeypots are finger printable. An attacker can fingerprint a honeypot by its predicted
traits or behaviours.

g) Honeypots, like other networking equipment, must be maintained.
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2.4.18 Stealing Online Accounts
Cybercriminals use several tools to access internet accounts. Botnets, data breaches,

account hijacking®®. They're important to this theory, therefore there will be concentration

on them.
2.4.18.1 Via Botnets . ®
A botmaster controls a botnet of hijacked computers (bots). Legitt system

administrators and users are often oblivious. Botnets send spam and steal*online banking
passwords. Cybercriminals use botnets to perform DDoS assaults{li 2016's Mirai attack
on Brian Krebs' site. Drive-by downloads and phishing @éﬂ emails "enlist" PCs in
botnets. Bots and C&C servers commonly commu @Ver IRC, HTTP, or P2P®. Social
profiles and ToT gadgets may also be bots** %

A social Bot masquerades as a genuing us %an OSN. OSN bots publish messages,
upload material, and request conn@s. Socialbots are managed by botmasters, like
conventional botnets®*, Socia\%%)ay steal personal data from unknowing victims' social
networks (by scraping ¢) pages)®. The botmaster may use or sell this data for
spamming, phlShl@ identity theft. Socialbots reportedly swayed elections and spread
bogus news: (@ ots, like conventional botnets, may do victims serious damage®?.
Inﬁltrat d hijacking allow defenders to learn about and take over botnet
corﬁlcatlons interrupting the cybercriminal operation(s) behind the botnet’. Both
mitigation strategies are expensive and time-consuming against complex botnets, as they
entail reverse engineering malware binaries and communication protocols. Botnets adapt to

circumvent current countermeasures, making these jobs difficult®.
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2.4.18.2 Via Data Breaches

Cybercriminals also hack internet accounts by attacking insecure servers and terminals,
resulting in large data breaches. SQL injection, password guessing, and social engineering
assaults are strategies they use”. Recent large data breaches include Yahoo (3 billion
compromised accounts), Adult Friend Finder (412.2 million), and eBay (145 million)®.
Given the scope, severity, and regularity of data breaches, the security sector n@seover
enduring solutions®. This is the main impetus for this thesis's study on ¢ . ?@ﬂnals' use
of stolen internet accounts. Since data breaches cannot be totall};%it.iﬁgated, the security
community must understand what hackers do with stolen acco create better detection
and mitigation solutions. Reusing passwords across® '{Qget services exacerbates data
breaches. Strong passwords strain users, wh‘@ ses usability concerns®. Users
commonly use memorable but weak i&z{(‘%s to protect their accounts. Reusing

passwords and using weak password$,makes it simple for thieves to hack various sites,

even those without direct data@ Cryptographic hashing, password managers, multi-

factor authentication, p&-k y authentication, and proximity authentication are
'\

countermeasures®. : Q’Q

2.4.18.3 Vi @nt Hijacking

Cybercr@n s see internet accounts as significant resources. They hijack accounts to get
their ‘data. Webmail accounts, for example, become "hubs" that collect sensitive
information including credit card data, password reset information, and government ID
papers. An assault on a webmail account may lead to attacks on other related accounts®®.
Automated hijacking uses botnets (as stated before), whereas manual hijacking uses spear

phishing attempts®®. When manual hijacking assaults succeed, the cybercriminal assesses
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the stolen accounts to evaluate their worth and decides what to do with them, generally
selling the account credentials in an underground market or discarding them®. Hijacked
accounts might send spam and phishing messages to abuse the victim's confidence. Known
contacts are more likely to pass past spam filters. Manual hijacking is harder to detect than
automated®®. Manual hijacking is low-volume and hijackers imitate legitimate users.

Automatic detection methods are difficult to configure to identify manu@cking.

Manual hijackers may generally avoid detection®®. E'\QO
. y\%'\

>
2.4.19.1 Android Architecture &%
. &

Android is an open-source app platform. DVM rq@}ava—based Android applications

2.4.19 Android Architecture and Mobile Honeypots

(Dalvik Virtual Machine). Apps use native libraries*Both dalvik and native programs run

in the sandbox and may write private datfi. )\\‘
A

ANDROID FRAMEWORK
APPLICATIONS

-Alarm -Browser -Calendar -Calculator -Camera -Clock -Contacts
-Dialer -Email -Media Player -IM -Photo Album -Home -SMS/MMS
-Voice Dial

ANDROID FRAMEWORK

Content Providers -Managers{ Activity,Location,Package, Motification
[Resource, Telephony, Window) -View System

MNATIVE LIBRARIES ANDROID RUNTIME
Audio Manager -Freetype -LIBC Core Libraries
-Media Framework-OpenGL /fES -Dalwik WM
~“SQLlite - SSL-Surface Manager

~“Webkit
HAL

=Bluetooth -Audio -Camera -DRM -External Storage -Graphics =Input
~-Media -Sensors -TV

LINUX KERNEL -
Dy o Binder(IPC),Bluetooth, Camera, Keypad,
Display,Shared Memory,USB, Wifi) -Power Management

Figure 2.29 Android Software Stack®
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Android apps enhance the core Android operating system, and the two major key sources
for applications are:

* Preinstalled Applications: These applications have more permission as compared to user
installed applications.

» User-installed Applications: This has less permission for third-party applications.
Figure 2.29 shows Google's cloud services. Android isolates programs usingﬁeXx user
IDs. It reduces an app's impact on other applications, the user, and the C %t prevents
data theft. They can't use the network without permission”’. L.egall , é\ndroid repackages
applications. Repackaging programs with added features K@ncrease the number of
malwares in different application marketplaces and incre@%roﬁt and infection rate since
the user sees the legitimate but the malicious is r&@&ehind. Android is Google's open-
source OS. Android (Figure 2.30) APK com@umerous files. Android package includes
executable.dex, AndroidManifest.x%gﬁ&re code, and more (Android). Installing

applications using AndroidMani %ml”. This file contains hardware components,

'\
Application-requirei @a components are hardware components®’. If a malicious

program has netrxoir access, it may convey hardware information to an attacker. Benign

permissions, application cc&:n nts, and filtered intents.

software ‘%&nually wants additional authorization®’. This information regarding
pe@ is included in Manifest.xml. Content providers, activities, services, and
broadcast receivers may all be retrieved from the file. Next is Intent, which represents
communication between two programs. Malware may gather this information from the file

or listen to particular intents®’.
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Digital certificates authenticate the author itself to the application and Native code come as

a binary file. The executable file consists of all functionality of the application and it can

reuse the manifest file for the attack®’.

Cloud Based
Services

Google Play

Permits unearihing, install and
purchase application

=_-J

Application Server
Permits cloud stulf and CZDM

‘_;H

Figure 2.30 Services Provided by Google®’
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Ad Networks

m.-.. B~ .
Ol S Syt el A

A g P

Users

Google Playstore

»

Attacker

Android
Phone

Figure 2.31 Android Ecosystem®
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2.4.19.2 Mobile Honeypots

As cellphones become ubiquitous, assaults against them are prevalent, particularly because
they are always linked to the Internet through WiFi, Bluetooth, and cellular networks.
Many individuals use it to communicate. Operating systems must enforce smartphone
security. Android dominates the market share. It's open source and Linux-based”’. It's for

touch-screen smartphones and tablets. Academic researchers suggest seve@i’eas to

enhance android security. These solutions depend on Android's kern‘e@g' a device
compromises kernel integrity®’. 4%'\
2.4.20 Challenges for Mobile Honeypots @

A researcher explained Mobile Honeypot design and im@%ﬂtaﬁon issues as follows:

* Visibility: In order to attract attackers, honeyp Qreproduce unprotected services at

their ports. To minimize confusion, any Em@ application should respond to identified
ports. E

* Monitoring: The danger must b@bﬁtored without compromising the mobile device.
* Audit Logging: To repe tmack, an uncompromised audit trail from monitoring is
'\

.

* Usability: A I)Qb1 honeypot should be designed so that even inexperienced users may

utilize it. ﬂ%s made easier by the simple UI and setup.

*R Q‘ Utilization: To avoid unnecessary processing overhead, the honeypot's power,

bandwidth, and memory should be efficiently used.

2.4.21 Different Available Mobile Honeypots
Many mobile honeypots contain weaknesses due to Android's hardware and software

vulnerabilities”®.
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The following are some of the several Honeypots for mobile that have been developed:

1. Honeypot Labsac

Vladimir offered Honeypot Labsac to explore mobile device attacks through wireless
networks.

They imitate services to test android attacks. It emulates telnet, http, and SMS. Connected

mobile devices collect attack data. It may be used for different mobile OSéé\addmg
services®®. QO

Log Component analyses HTTP, Telnet, and SMS data. Telnet imitates 1tse1f to fool the
attacker. False data via HTTP offers an attacker the 1mpr %a legitimate server.

Figure 2.32 shows data-capture situations’® QQ)

This program emulates android services on many@ OSes.

Honeypot Labsac Architecture

Log
Component
Services SMS

Telnet HTTP \

Framework Labsac

Android Operating System

Figure 2.32 Architecture of Honeypot Labsac®®
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Figure 2.33 Use Case to Capture the Data®® AQ')&
°
2. Honeydroid »®

Manuel's writers designed HoneyDroid for sr?&hones. This creator works with hardware

to increase its exposure. It's a smaﬂsh@neypot using hardware-level virtualization

instead of application-level emulatio‘b‘ e goal is to catch online, mobile, and malicious

app attacks®. \)

Figure 2.34 shows Hon@&dﬁarchitecture. This honeypot runs L4 Android, a Linux OS
that permits parall@?puting. Binary-compatible with Android kernel, it builds instances.
Microke '%&tes applications®. Log component stores information from other
com @ with timestamps to preserve order. Android can't access log files, ensuring
trar&ncy and integrity. In this technique, independent hardware like WiFi and modem
is virtualized, preventing android from directly accessing hardware and monitoring and
controlling its interaction with hardware. Virtualization overhead prevents this honeypot

from acting like an Android system. If hacked, microkernel's isolation will prevent an

attack. Virtualization lets this honeypot repeat assaults®
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Figure 2.34 Archit, @ioneydroidgg

3. Nomadic %{pot
L1eberge1 Commoner's Nomadic Honeypot. These authors offered SMS/MMS, NFC,

mal QR codes, and Bluetooth sensors. Smartphones are used in this honeypot. It is
used to evaluate mobile applications, networks, and threats. The second virtual computer
monitors and analyses the network'®, Because the equipment has sensors and an operator-
accessible safe back channel'®. It can capture spyware from app shops. One itinerant

honeypot has malicious WiFi and another has Bluetooth malware. Both gather and transmit
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data to the operator, who informs other smartphone users. Figure 2.35 shows how Nomadic
honeypot gathers data. Figure 2.35 depicts nomadic honeypot construction. Honeypot VM
operates on mobile OS with its apps and infrastructure virtual machine. This infrastructure
VM interfaces with virtual devices and honeypot VM to acquire threat data!®. Even if

compromised, this honeypot cannot be used to launch further attacks because all

communication is done through infrastructure VM. &
NS
)

) __—» Smartphone affected with
Nomadic Honeypot i bluetooth worm

Malicious
Wifi

—
-

Ordinary Smartphone

Inform

Inform Warn

Warn

Operator

O

Figure 2.35: COK )f Nomadic Honeypot!?

Q
QQ
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Figure 2.37 Architecture of Nomadic Honeypot'"’
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4. Tracing for Honeypots

In Nikiforakis, the authors proposed Tracing, a cyber event monitor that obtains warnings
from multiple continents by placing sensors. Analysis is done based on findings. Tracing,
an open-source incident monitor, employs honeypots. Tracing shows the geographical
location of the attacker and offers data!®. Sensors are deployed throughout Asia Europe,
and America. It employs HTTPS for data and client-server architecture. Its sen%\e

* Dionaea Honeypots ‘%\

» Mobile Honeypots

Honeypots may be readily spotted by using Nmap to search @mk. Researchers should
update default parameters and correctly handle port src}gdng. Tracing data over five

months demonstrated that most attack-vulnerabl@ols are old. Telnet and VOIP are

attacked often. Large-scale port scans targfﬁ@seral IP addresses were discovered'?.

5. Hostage Honeypots E

Stephanie is a low-interaction P@ ot. Its major goal is to quickly discover toxic
networks and raise user se rit%I awareness. All new versions of android support Java for
the app. Figure 2.3 d@istage’s assault surfaces and abilities'*!. DVM features a port
binder, logger, h&gge core, and GUI (GUI). Port binder connects sockets to ports and
emulates ﬁ%peciﬁed protocols. Logger records intruder activities and alerts GUI. Figure

2.s Hostage's architecture !,
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Coffes Sho,
s Synchronization Server

&‘O
Figure 2.38 Concept of Hostage!”’ A@
2.4.22 Limitations of Hostage QQ
1. Initially, this constraint is a prerequisite fo&%oted Android device, which restricts the
user set's potential'®’. This disadvant solved via alert data synchronization, which
enables users to benefit from oth (&ge-based devices. Consequently, the non-rooted
smartphone may continue to be @tilized by providing users with vital information through
the ThreatMap functions : a problem from a security standpoint.
2. Work isto b n a graphical interface of honeypots, power utilization, and generic
performanee; Q
3. %ctionality of learning about the security status of different networks from
participating device exhibits a large number of challenges.
4. Hostage has malware peculiar action prior to detecting prevailing malware propagation
that affects the time it needs to be agile in a network;
5. It is necessary to add a phone home capability to Hostage for asserting coarse grained
algos.
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As noted, before, mobile honeypots have distinct methodologies and features.

A licati 1 | Binding of
:P “:_: o J Hostage runs Activation of sochkets and
Lx:h I‘.":: I » in background Emulator ports by Port
Bitldar
P . et Data is Connection ara
u:;::u': nhug{;:d recorded in InnF— listened on ° (b‘
|ﬁ| a files selected ports \
7&
== @)
Figure 2.39: Working of Hostage'"’ s

.\ﬂ'x

2.5 Legal Issues in Cyber Security @'&%\
Experts in cybersecurity must possess the same knov&l&@ as hackers, namely black hat

hackers. Unlike hackers, cybersecurity experts m@here to legal constraints!®.

2.5.1 Personal Legal Issues ( \)

Cybersecurity regulations apply to é)ﬁ&a , not just employees. One may be able to hack a

computer or network in the sp}y}ime. "Just because they can doesn't mean they should"
9, e

Remember. Hackers lea®prlnts, whether they realize it or not!'?.

Cybersecurity e))i{' s may utilize their expertise for good or harm. Legal professionals

who defend. ructure, networks, and privacy are in demand'®.

2.5@“3& Legal Issues

Many countries have cyberlaws that guides their citizens which every individual should
comply with. Infrastructures, networks, and the company and personal privacy may be

compromised!®.

145



If anyone violates workplace cybersecurity standards, the employer may be penalized and

such person may lose the job with possibly prosecution, fines, and punishment'?.

When in doubt, assume an action or behaviour is illegal and refrain from engaging in it.

The organization may have a legal or human resources department that may answer one’s
questions!®, ‘ @

2.5.3 International Law and Cybersecurity '\QO

Cybersecurity legislation is quite recent. Most nations have laws, andmore will come!!°.

.)\\"3

@ RN
152 NATIONS X\

HAVE JOINED THE COALITION.
ITU-IMPACT IS TODAY, THE LARGEST GLOBAL CYBERSECURITY ALLIANCE

AT

Figure 2.40;‘ E@l Issues in Cybersecurity°

In additi@to orking within the confines of the law, cybersecurity professionals must also
demonstrate ethical behavior.

2.5.3.1 Personal Ethical Issues

Unethical behaviour isn't always prosecuted, fined, or jailed. Because it wasn't technically
unlawful, the conduct is still unacceptable, However, ethical action is straightforward while

unethical cybersecurity actions are tough to list''?. Two examples are as follow.
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* Would I want someone to hijack my computer and modify my social media images?
* Would I want to learn that a trustworthy IT specialist who fixed my network shared
personal information with colleagues?If you answered no to any of them, don't do it to

others.

2.5.3.2 Corporate Ethical Issues ¢ ®
Laws may impose ethics rules. Many cybersecurity aspects aren't regulated g;%[ actions
may not be ethical''’. Many elements of cybersecurity are not (or no ) addressed by

regulations thus IT companies have formed codes of conduct: {i%s%rganizations have

ethics codes: . QQ')&%

* CyberSecurity Institute (CSI) @

* Information Systems Security Association (ISSA) (AITP)

. Association of Information Technologyéﬁbﬁnals (AITP)

2.5.4 Legal/Ethical Matters on Ho@ts

Repudiation past articles on w ots aren't lawful. Different authors acknowledge that
U.S. laws apply to useis=Consult a lawyer before deploying honeypots. Network
management is co@ out the legal and ethical consequences of honeypots and their
data. Netw @ﬁm't agree on acceptable activities. Honeypots monitor and collect user
informa@, ompromising attackers' privacy. Honeypots lose their function if monitoring
is disatowed to protect privacy. Legal and ethical issues impact honeypots'!®. Recent
conversations on this subject reached a quasi-consensus, although numerous worries

remain. This part concentrates on legal and ethical issues with honeypots and reaches an

agreement!!0,

147



Rubin said Every researcher and security expert must ensure honeypots are lawful and
ethical. Wiretapping rules restrict network sniffing, however there are exceptions:
protecting rights and property, notifying the user, and government direction!'’. Frame-up
may prevent a hacker's trial, but it must be demonstrated that the honeypot owner went
above and beyond typical methods to encourage a hacker to do a crime he wouldn't have
otherwise done. Attacking attackers is forbidden if the attacked system é{}lgs to
innocents''’. The owner may be liable if honeypots are utilized for . Honeypot
owners should be cautious while studying viruses and worms4to_avoid unintended
distribution. The user must also disclose vulnerabilities to @Mpany long enough to

implement patches before disclosing them!'°, . '4\&%

This study investigated ethical and legal difficultiés”with honeypots. Honeypots have no
legal precedent, thus most of the debaté}}ll— nformed speculation about the legality.
Police use honeypots. When a syste %ﬂinistrator sues attackers, safety and legal advice
are needed''®. Privacy stan%%)o not apply to improperly accessed data, although
gathering honeypot data ‘a%b'é deemed an illegal wiretap- Honeypots aren't controlled by
common carrier le@n ince they don't give user accounts. Honeypot users should seek
legal advic c@fning liability. A honeypot owner might be prosecuted if a hijacked
>

hone @

2.5.5 Anti-Detection in Honeypot

d to target other honeypots''°.

Honeypots track assault activity and plans. This prevents future attacks and gathers
forensic evidence for prosecution. Honeypots observe intruders without their noticing.
Honeypot detection is vital for attackers thus they've constructed numerous customized

honeypot detection techniques. Honeypot detection and anti-detection is a hot topic''°.
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The Author studied Honeypot Hunter by Send-Safe. Honeypot Hunter built a local mail
server and connected to a target system proxy. This prompted target-to-self proxying.
Honeypot Hunter can identify a honeypot if the target says the attempt was successful but
the mail server can't see the connection. Honeypot Hunter sends and checks delivery of test

QP
&>

The author researched advanced botnet design in honeypots to avoi ds%@on. Wang

emails. Except honeypots!!!.

created a peer-to-peer botnet that's difficult to shut down, monitorzﬁd hijack. The hybrid

n

. \ )
botnet needs two types (Servers and Clients). The servers %\pub icly accessible, but
clients hide behind private addresses or a ﬁrewall*”&prevent specific bots from
becoming global, the planned botnet is hard t@wn, even when certain bots are
detected and their peer lists are collected, -@thors recommended establishing several

honeypots with static IPs to douse p -lgc)and shut down a botnet. Many fake bots may

N

The researcher correlat;@ﬁ‘r [P address shuffling methods: UBS (Uniform Block
r

be required!'!.

Shuffling), PSS (Rer ¢ Shuffling), SGS (Source Group Shuffling), and NBS (Non-

Uniform Blgc ffling), performing mathematical analyses on shuffling interval, data
ze'to

structur@

of liveyConnections likely, and resilience against attacks. Experiments comparing packet

keep track of address blocks for honeypots and production servers, number

delay, packet-loss rate, and connection disruption rate showed no significant differences'!!.

2.5.6 Honeypot System Configurations
Tuning honeypots is another obstacle to their widespread usage. Honeypots watch

attackers' actions without being noticed. Operating Honeypots should be set carefully to
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attract the right targets. Honeypot users and designers must determine what roles to
monitor, whose to watch, when to monitor, etc!'?. Errors in setting make it hard for
honeypots to attract prey and allow attackers to hijack them. Instinctively and erroneously
collecting network activity will complicate data processing. Honeypots must be set for
specific goals. This section explains how honeypot research simplifies and automates

honeypot designs to increase their effectiveness for certain goals'!2. é\

Researcher used honeypots and honey tokens to detect domestic thr@ﬂike outsider
assaults, attackers inside a domestic domain have easier access ‘tq‘\é{%’?tem since they are

more acquainted with it. Honeypots should be deploye@é‘% the network to identify

S

malicious activity inside the internal domain. As %@V&’ the system, honeypots must be

very interactive'**. Instead of expecting inskﬁef o uncover honeypots, assist them.
Honeypots must provide attackers infor@h

business proposals and design req '%ents. Honey tokens contain fake documents and

server logins'!2. \):'

0\

The Honeyd Conf;li;@nager is used to install minimum interaction honeypots. The

y desire but don't need. Examples: fake

manager utilized\ p to search for OSes and open ports. After network scanning, the
conﬁguraﬂ%anager installs low-interaction honeypots. Managers may configure each
hor@@ exposed ports, network address, and simulated server activities. Passive

network scanning to establish a honeynet, dynamic modification of operational honeypots,

and overall system emulation enhancements'!2,

Another author dynamically allocated honeypots. Automatic honeypot circulation is

suggested. Medium and high interaction honeypots trap and analyze unknown attacks.
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Formulas improve honeypot transmissions'*®. Intranet, firewall, subnetwork, and DMZ
zones were created. Once a network assault is identified, the system determines honeypot
zones, level, and quantity. The testing showed that the machine could reduce and prevent

assaults more than static installations!!2.

2.5.7 Honeypots, DDoS ‘ (b.
>

This section addresses Honeypot deployment to stop DDoS attacks in hostil%dronments
including the Cloud. In another development, the author recomﬁ% employing a
Honeypot to combat DDOS assaults. Even a successful assault‘(@se.g/ system may save
other systems but not a honeypot!!2. é%

Researcher exhibited Mirage Honeypot's educaﬁ%\nd productive powers. Mirage

converts Snort into a Honeypot. Compromise, i%f rable covering, and rapid analysis!!'.
10

The author discussed Honeypot's ﬁxe@\‘}‘ and explained intruders can't predict
roaming Honeypots' movements. E% |1 and internal DDoS assaults are blocked. This
method involves choosing theﬁ&h}@umber of active and Honeypot servers.

The author created hy§ oneypots. It monitors manufacturing computer intrusion

activity. Low-inte@tjg

malicious u r@ high-traffic site. Honeywall can be improved by installing it in every

oneypots mimic services and operating systems. It leads

sub-netv@k, actively analyzing invader behaviour, and without blocking legitimate
users' ¥

Researcher suggested modelling ISP DDoS in NS2, it detects, characterizes, and redirects
honeypots. Entropy identifies low- and high-rate assaults. Further tiers track attack flows in
real time and route illicit traffic to honeypot to learn about attackers while ensuring QoS

for genuine users. By simulating real traffic, attackers may circumvent this detection
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technology and launch DDoS assaults. Author added dynamic honeypot routing. Attack
traffic is routed to a dynamic honeypot after detection and characterization. In 2008, the
author creates active and dynamic honeypot servers in DMZ based on traffic load to
prevent attackers from reaching the final target while balancing the load. Author then
discusses the dynamic Honeypot!''2,

Reseacher’s attacker and unreachable problem are resolved. First authenticateé’@t, then

assign communication port. Later, one may be unraveled by building aéﬁ&temporary

communication channel using honeypot!!2. ‘%.\

Another researcher used Honeypots and an ant colony o @aion technique to counter
DDoS assaults. Attack intrusion modules. Ant C@y algorithm updates database,
directories, files, and other honeypot contents'!? Q

This author utilized prior methods to co@\t\a DoS architecture in 2009. Normal and
naive decrease false positives and r@ws. This auto-responsive architecture filters fake

traffic and employs dynamic hogeypots to discover attack services and new signatures- This

strategy compromises re@'ﬁme for client throughput (CL)!'2.

US and Chi a@ k HTTP and SSH first, research says. Amazon EC2 and Azure have
huge att@ volumes, although Azure mostly sees windows-based assaults. EC2 and Azure
are under examination''®. Low-interaction honeypots generate meaningless data. Unix-
based systems make honeypots harder! >,

IP tracing was used to avoid flooding, because of this reason, most large, networks don't
use this model. Data Centre logs are full''’. Future research promotes distributed load-

sharing.
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These authors have described a defensive solution employing anomalous intrusion
detection, Honeypot, and attribute-based access control to disclose real-time traces and
discover new attack patterns (ABAC). Honeypot or ABAC are employed to defend the
system’ Venus Flytrap emulating HTTPS, SIP, FTP. This method revealed unlawful URL
infections'’?,

IHoneycol is an ISP incentive-based mitigation technique. Firecol-IPS and H@ot-IPS
block traffic close and distant from its source. It's helpful. This tactic ofte. ﬁs@ts the dual
assault and ping of death attack!'?. ) 6'\

Honeypot technology was used to identify cloud intmsio@%\mrs access cloudlet data
using this approach. Honey gateways detect assaul q@ph cloud node tier. Implementing
it at each level decreases this technique's proce&g eed, which intruders might exploit!!3.
AmpPot imprints amplification attacks,@lij)\xls made Researchers and intruders check
public amplifiers to see how AmpP@ntiﬁes them. This approach used darknet and 21
Honeypots. Bots aren't only b&&ngerprinting assaults, it added. It enhances vulnerable
ports. It uses UDP port fi ftiple services, therefore it might be identified and utilized in
an attack. Resear@rjge virtualization to create an attack information web service.
HoneyVM z@gﬁes can scale using the described technique. A backup server is
constru 1 case of a web service attack. Without hardware, it's cost-effective and
efficient. HoneyVM augments made dynamically may be inefficient

Honeymesh mimics servers to monitor traffic and detect threats. It updates its routing
information and blocks that source's traffic, detecting and combating DDoS assaults. Using

many servers is costly!!*.
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A researcher detects unauthorized access points. They designed a hybrid method to reduce
false positives!®. System includes filtering engine, anomaly sensors, and shadow honeynet.
Hunting second-level assaults and giving the attacker a simulated genuine environment
improves performance'!*. Although Passive attacks that were detected were criticized with
the use of Honeypot's fingerprinting. Due to poor data management, the author created
Honeymix, an intelligent Honeynet with SDN. This method chooses the m%&suable
connection and checks for a honeypot. It centralizes service disruption N switch

policies!!.

. "
A researcher talked about laaS infrastructure combines t Qoneypot technologies.
Recommend high-security cloud infrastructure. Honeyd ln&qﬂwaders Honeywall removes
intruders. The author creates signatures. Combmﬁ@%us IDS on a single cloud presents
a diverse danger. Effective ways may booste
Shuang use roaming virtual hon if'n an Ant-based DDoS detection system
(ADTRVH). It tracks intruder us@heromones It stores attacker information in multi-
level IP log tables''4. &)
A researcher studie s@@ata volume of the system'!*, Estimates rule-based mitigation
strategies. Auth vided a way to get attack data. Their data-visualization technology
generates‘%atlon rules, simulations, and evaluations. This filter mixes and separates
pa@erﬁes which make the method isn't practicable for every scenario and parameter.
Researcher created (HIDE), a proactive defensive system that mutates network host
addresses and fingerprints!''4. This method has a substantial network overhead. Network
114'

stops operating between mutation algorithm changes

2.5.8 Datasets and Available Tools
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It includes datasets and scripts for testing mobile honeypots and cloud intrusion detection.
It may also be utilized to stop DDoS assaults, so defensive strategies must be holy, robust,
and trustworthy in order to detects unknown assaults!!>.

Android malware research dataset records 5560 malware applications from 179 persons are

found in this dataset. It analyses application code and manifest file statically. Android

honeypots may utilize this dataset to guarantee reliability and security'!>. é\

1) Malgenome: This contains android apps. Using numerous cha?%stics it ranks
android malware families from August 2010 to October 2011.° @S&hses”g Android is

S

split to reveal antivirus by passers. It lowers android malwa@

Morpheus employs automatically-generated alg %{6\9 identify android emulators. It
ac

analyses emulator and device sandboxes. A % are then analyzed to construct rank
S

detection algorithms™. This prov1des 1 00 cdn criteria for emulation-based malware
programmes 16,
2) KDD: Prosaic dataset descru&gf intrusive military Network entry. 4.9 million distinct

protocols with well-de Source-to-destination phasing lengths. Normal or attack

packets. Each cate&oryg) ntains 23 values and 41 parameters!!S.

3) Darpa‘%h?es two scenarios: 1.0, 2.0 LLDOS Former knows DDoS. Later, foreign
atta@Qe DDoS'8,

4) Kippo-Graph (Brute force,): Results from Kippo-SSH honeypot can be conjured by
jammed featured script, Kippo-Graph in the fashion of 24 charts that show 10 loftiest
passwords, usernames, its combos, successful inputs, the ratio of success, inquest per week

using Google's visualization technology'!”.
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Honeydrive (Brute force,) is a distributed honeypot OVA on Xubuntu 12.04.4 LTS.
Preconfigured with Kippo, Dionea, Honeyd, Conpot SCADA/ICS. Honeypot, Thug, etc.
Malware anatomy, forensics, and network monitoring'#. It's in VirtualBox. * Omnet++ is a
network simulator for testing honeypots performance and effectiveness and to optimize the
trun around time of the execution. Eclipse supports Omnet++. It allows developing
simulations, adding wizards, editors, and other features. It can simulate wirele%é&pv‘vired

networks, protocols, queuing networks, multiprocessors, and other disc %acteristics

During this examination, it was discovered that a num @researchers have undertaken

has been made to serve as a commercial tool!!”.

2.6 Summary of Gaps in Literature Reviewed

various work on cyber security deception tecﬁ@%& Honeypot systems, in which

attackers may be deceived and lured int ’@ftem using a fake application as bait in
197;0)1*111

order to get sensitive and intellig ation about the attackers, were strongly

emphasized. The majority of stu@‘concentrated exclusively on gathering knowledge

about the attacker, which s}gen inadequate to secure a company's vital data. In this
3

regard, our study is\@

developing a fak)Ql eypot system to function in concert with the real honeypot system in

d more insight into the actions of attackers in the area of

order to a‘%eeive the system administrator. This work has contributed to the body of

kn on deception technology in the development of a honeypot system that may

gather intelligence information from attackers and also detect a fake honeypot system that

attackers may establish.
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Honeypots are designed to fool attackers and may be used to identify illegal access to
sensitive information or record attacker behaviour. In this part, there was description
research that use deception-based tactics and honeypots'?!. Several literatures on Deception
technology, Cyber security, and dangers were investigated for this suggested study to grasp

101

past research and GAP areas'’!. The below-listed literatures discuss the creation and

deployment of deception methods using decoys and honeypots as deception to%@advise

against unjustified danger that might harm cloud data!®!. E\QO
. |

1. In a paper titled: Honeypot, a Security Tool in Intrusion \uon, thus discussion on
the honeypot, which serves as advanced security tool m{&ing the risks from attack on
IT and networks!?!. They concluded that securit@% should replace existing security
systems with honeypots, but they did not’z}@gate that honey alone could not provide

adequate security. E

2. In "A comprehensive examina@f honeypot strategies," Some honeypot researchers

0\

provide honeypot featurexMiscovery avoidance methods that restrict honeypot
identification rates“);l. 'Qe archer developed a technique to detect new attacks in low-

collaboration hw/ traffic. The suggested recognition method is two-staged'®!. First,
IP-based 1% streams are constructed, followed by a PCA profile of honeypot traffic.
The@@ primarily focused on low interaction honeypots, which are simulated and don't

give as much security as high interaction honeypots!®'.

3. In a study titled "A Survey on Honeypot Technology: Concepts, Types, and Working,"
Idea of honeypots and how they are meant to attract intruders so that their actions may be

observed without endangering production systems or data!®’. Honeypot must be
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periodically revised to include new techniques and assaults in order to guarantee protection
against new types of attacks, as shown by the paper's findings. Honeypots may be used for

either production or study!l

Compared to other security techniques, honeypot
configuration is straightforward. The author focused primarily on the capabilities of
honeypot systems to acquire intelligence on attackers, but did not account for the

possibility that attackers may establish false honeypot systems to confus®, Security

managers as to which is the genuine and which is the fake.

4. In spite of different deception technology techniques thatére being deployed by
cyber security experts to prevent attackers from gaiming access to the cloud
information, the threat increases every second as.dttackers continuously exploring
different means to gain unauthorize access the cyber space. Therefore, there is a need
for effective, robust and more efficient models to mitigate threats poses by Cyber
criminals. Hence the need for this\research that implements a web based low
interaction Glastopf honeypet far’Accurate gathering of Attackers information and
detection of fake honeypet.

This project addre§ses“he tapacity of attackers to create false honeypot systems to trick

and confusednformation security administrators'?!.

5. Afdther Author wrote on "Improving Deceptive Honeynets via Empirical Learning".
This study covers honeypot technology and explains ways to increase deceptive honeynets'
efficacy!?!. The paper's results show that after testing systems with attacking tools and
improving them based on pre-selected hacker attacks, systems would be further tested to

determine if the level of deception has improved'®!. The learning approach that was
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adopted for testing could only test but lacks better features for correlating results with

existing honeypots, which could affect its level of performance determination!'®!,

6. In the Tularosa Study, it was explained that deception impacts on an attacker's
reconnaissance and exploitation!?!. Cyber deception affects attacker performance by
increasing time spent on decoys and self-reported perplexity. The author tHi@.only

deception technology can affect attacks, although other security technique%) increase

honeypot system performance!®!. ‘%

. "

7. Deception was explained as a defense and compared o ‘insider attackers. A
researcher disrupted attackers' (APTs') network scannin@%)another researcher presented
a mechanism to automatically produce and injee\f«ag%etwork traffic. Another author of
honeypot used honeytokens to "bait ancb@eive" information-stealing malware'?!.
HoneyGen produces genuine honeyt Igae)sed on actual token rules. HoneyGen needs a
real-token database. Another rese@r created a deception system based on fake papers

and false credentials!®'. They spedified a set of honeypot attributes (requirements).

0’

8. A prototype hofieyp sgstem with tens of thousands of virtual honeypots was created.

The activiti% @cure Shell (SSH) attackers were analysed!?!. By studying attackers' ssh
strac

terrnina]@

Honeylzab enables organizations to build honeypots on shared computer infrastructure

tions, they sought to discriminate between human and automated attacks.

101

Another author presented and explained vividly about the HoneyDroid as an Android-
based honeypot. The author created a virtual web client honeypot that can analyze

JavaScript and VBS!0!,
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One of the authors improved Linux sandboxes for malware investigation. Another
researcher installed honeypot devices and studied attacker behaviour in one of the

articles'?!

Cybercriminals might use internet accounts to research their activities. Social
spam in OSNs and email spam have been studied using online honeypots. DeBlasio
analyzed hijacked websites utilizing honey webmail accounts. They tracked honey account

accesses from data breach websites. Attackers used password reuse across 1nter®'\rwces

Other research examined offenders' webmail and cloud document hone Q@rlour101

9. As these studies and others in this chapter illustrate, most reseq)\@galses on identifying
malicious accesses. An experiment to quantify cyber dece %ras examined. Honeypots
fool, contain, and observe invaders, as it was ;,%}d This method was improved.
Technologies fool an enemy's network top ummers created a framework for
deception to better analyze human, co put %twork or human-computer deceptions.
Spitzner Cyber security s1mu1at10{§lustrate how various honeypot designs might
influence attacker behaviour&%ﬁe honeypots were devised after real ones deterred
attacks. Honeypots an oys are deceptive. Decoy systems are low-fidelity and
integrated into the@gt ork. An attacker's network topology is hidden through decoys.
Provos sa%é\ystems usefulness hasn't been proven. Few studies have been done, and

none containéd rigorous experimental controls or a big enough sample size!*.

10. Another author argued that neither participant pool is good for cyber attackers.
Deception on internet-facing network nodes produces aggressive behaviour, but it's

unmanaged, opaque, and no complaints, interviews!?2,
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This was also said by another author that students lack the knowledge and attitudes to fool
expert foes. In this investigation, it will use the closest analogue to hostile cyber attackers
available for scientific testing—red teams—and bring in a big enough number to give
statistical power and reliability to reveal impacts'®2,

This was corroborated by another author that advocated several varieties of honeypots in
their research. Cyberdefense uses deceit. This portion explored cyber deceptio@%ling
and planning studies. Formal methods literature contains logical dece .'b%)dels. The
author suggested multi-modal agent communications that pl‘(}%ﬁé a computerized

deception planner that receives operating system commands'%? %\

11. A researcher gives formal deception planning. @theory models attacker-defender

deception. Signaling game is a deception-planning“concept. Ettinger model credibility-

based bargaining'®. ( )\\‘

12. Another author explores de%‘hn's influence on attacker-defender collaboration.

0\

istic deception models. Rowe utilizes a decision tree to decide

context. Another is ir@

whether to perfo}Q

Game-theoretic models, alt%ou})obvious, aren't communicative or accessible in a larger
i

eception'?,

A probabl‘ﬂ%%structive counter-planning model was proposed by an author in another
wo@robabilistic strategy for defeating network scanners with false scan results.
Existing models aid with deception modelling and planning, but none is generic enough to
design cyber deception against numerous threat models'®.

This section summarizes pertinent prior work from different researchers of honeypot

deception technology. The company must secure cloud assets. Several leading public cloud
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providers include traffic filtering, conventional IDS, browser integrity checking, and visitor

whitelisting/blacklisting!®.

Each provider offers various methods of security therefore, consumers must install those
not provided. Instead, then relying on the hosting provider, many firms conduct their own
security!'%, * ®

This strategy creates hard-to-audit cloud security solutions'®. The aut software
defined perimeter (SDP) is a revolutionary cloud security technique thfa%ws application
owners to build perimeter features where needed. SDP coﬂgé\@iﬁiemal assets from
external users, like fixed perimeter!®. SDP offers finer év\ d control of the logical

S

perimeter, rejecting untrusted devices that mo i@the physical organization (e.g.,
BYOD) and including trusted assets that stay ou Q

The researcher approach constantly%o' iffes perimeter design to facilitate deception.

e.g., cloud-hosted services).

Deception Honeynets Researchers@cbte honeypots to learn about new attack strategies®.

Honeypots are useful since%e}e)nerate nothing. Honeypots provide no service or content

'\
thus real users hav: r&

to utilize them. So, all traffic is harmful. Which therefore
make the functiq@ separates server production and attack traffic®.
It also al‘l@ wider interaction with an opponent, as an unprotected asset may be
mif the attacker succeeds, more may be known about his intentions than if the
firewall blocks his traffic. Honeypots and honeynets increase a network's attack surface to
detect threats'. According to an author., this strategy may impose a lot of overhead and
divert IT resources from output!’. Active attacks must be controlled and supervised, and
anyone lacking this expertise may incur liabilities via misconfigured phony assets.

Enterprises won't use this technology until it's seamlessly integrated and maintained.
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BotMiner combines connectivity and activity aspects to identify malware. Real and Vargas
discovered hostile bots by passively monitoring subnet connectivity and activity'%,
BotMiner's inventors used X-means clustering on the C- and A-planes and cross-plane
correlation to detect six of eight botnets on the test network!'%. The authors admit that their
"A plane clustering approach has fairly weak cluster features" and that the observed A-

plane activities were not particular to botnets, leading to "many false positives”m{\

e
A honeypot researcher carried out Empirical Assessment of Cyber%ption Masking,
repackaging, dazzling, mimicking, inventing, and decoying al}‘&e “utilized in kinetic
military actions throughout history!'®. Another author s@berspace taxonomy and
deception for cyberdefense are growing!®. Also, e@hor. has explored and developed
this strategy that led to the discovery a topology=faking approach and another author
created a deception paradigm to better @%uman, computer, network, and human-
computer deceptions. Cyber securit@es have been used to test honeypot effectiveness,
illustrating how different se&g}%might compel attackers to adapt. The researcher’s

Honeypot research spaw, deceptive cyberdefenses. Honey-patches supply an attacker

with a false Vulner@hpand send them to a honeypot!%,

Researché@ real systems seem like honeypots that can gather intelligent information

of ers1°7. This notion is significant because there is a limit to what can be done to

make fraudulent systems seem more authentic (before they become real), and making
actual systems look fake helps attackers understand which systems are valuable. Honeypots

and deceptive studies have evolved.
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The previously mentioned research examines decoy systems, few cyber deception studies
have been done, and those that have lacked rigorous controls or large sample sizes. Larger

studies use Internet strangers!'?’

. This study compared stage one malware to stage two
human attacks based on typos. While they knew the dictionaries used in dictionary assaults
in the wild, they discovered that honeypot attackers were script kiddies who didn't grasp
UNIX access rights or erase history files. Deception on internet-facing ne@vbn‘odes
creates adversarial behaviour, but lacks controlled study. Researcher as .F\?@articipant
interviews or reports. Using technology-degreed students in .cotgﬂ].e; research is one
option. Other researchers stated that the participant pool isn't @ive of proficient cyber
attackers'”’. Students lack opponents' skills and reqsl\o}k%é. The employ the closest

analogue to hostile cyber adversaries (red teamer@ore participants to boost statistical

power and reliability!"”’. Several projecfs @ngoing to experimentally study cyber

deception. E

These were suggested by a researc d categorized into three rigorous solutions.
1) Simplifying cyber settin f;){xgn—experts.

2) Creating human- e@sed simulators.

3) Using qualiﬁé%gm)

Another ?%%er suggested that non-experts may understand realistic cyber-attack

nteers.

sceﬂ%gimulation programs like HackIT, and the network monitoring and attacks were
replicated by another author. CS undergrads attacked honeypots more than real computers.
Insufficient participants ruled out relevance. In Fliplt, researchers have tried to create

107

models more lifelike'®’. In this two-player game, players flip resources to control them.

Amazon Mechanical Turk recruited 155 participants to take the Short Dark Triad
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personality test'’. Another author identified attacker-defense strategy differences using
competent volunteers in controlled experiments and assess the deception strategy's
usefulness in providing cyber security to the Open Educational Resources backend!'"’.
Moonraker Study analyses host-based deception. The study's design contains a cover story,
so participants are duped. While the Tularosa Study concentrated on decoys, other study

revealed comparable results'?’. é{b‘

Ettinger uses honeypots to trap and observe intruders. This metho@ell—researched.
Some technologies spoof network topology. Others have® @r.u\cted a deception
framework to analyze human, machine, or human—compu@work deceptions. Cyber

security games have been used to test honeypo%fié{\;eness, illustrating how different

settings might compel attackers to adapt!®2. Fake

honeypots' efficacy!"’. ‘ )\\‘

neypots were constructed based on

The author explores the three&e?gnted by attackers and how it might be minimized by
developing a model'*’. T thor didn't consider fake deceit from attackers!®’.

This was said by anot ’gthor to compared Network address shuffling to honeypots'!”.
Embedded t@ address shuffling devices make homogenous networks seem varied and
need le%n intenance than honeypots. Shuffling network addresses hides the network's

top@ from an attacker. Little study has shown the efficacy of Network address

shuffling systems, especially for recognizing attacker-generated bogus IP addresses'%,

Another research gap on Summers "Guideto.'s Implementer's Deception Technologies by
SANS Institute of info Tech" on Network Address Shuffling is the attacker's ability to

develop multiple IP addresses and transmit them to the existing network topology to
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deceive the real deception technique from detecting the original IP address!'®®. This might
harm the network and confuse the IP's MAC address. Few trials have been done, and none

108 Larger research includes

had good experimental controls or a large enough sample size
unknown internet users or cyber-related pupils. Cisco claimed neither participant pool is
good for cyber attackers. Deception on internet-facing nodes produces aggressive
behaviour, but it's unmanaged, confusing, and doesn't enable complaints or i%&\cwswg.
Students lack opponents' skills and reasoning. The study utilizes red .m he closest

scientific counterpart of hostile cyber attackers, bring enough to gua ng?e statistical power

as well as reliability!%®, &%\

In the research conducted by some honeypot auth etectlng s Attacks using Cyber
Deception," honeypots are not effective enoug or tainstream deployment, are difficult to
construct and maintain, and are simple fof attagker’s to discover!'®®. Deception vs. honeypots:
what's the difference? Deception iny, more than simply honeypots, and technology has
progressed; orchestration and"{\%ﬁzation are now commodities, enabling for previously

108, five years ago, if one wanted to build up a network of

unimaginable things
honeypots, one haQo)Qa ually disperse them between servers or find another means to
make them \redible. Scripts were needed to establish a honeypot on demand'%. One
couldn’t@to atically distribute Honeytokens throughout an organization's network. The
ne&eration of cyber deception enables organizations to integrate deception aspects into

their current security solutions to harness their potential. Because of deception components,

the instruments become more useful'%,
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Chapter Three

Methodology
3.1 Research Approach
This chapter discusses the details methods adopted in designing an Optimized web based
Low-Level Interaction Glastopf Honeypot system for accurate detection of fake Honeypot
using OMNET++ simulation. The research approach used in this resear@%rk is
quantitative one which was chosen because of various number of attacker .Q»%mched on
a vulnerable web application and how efficiently an enhanced. Gl top\f oneypot system
could gather attackers’ intelligent information which can be @if\iﬁorensic analysis and
investigation. The methodology adopted was firstly to &&aﬂous deception technology
tools and to develop a virtual simulation&%\j where the configuration and
implementation of Glastopf honeypot syémfl{(‘%)carried out for the purpose of testing its

efficiency and detection of fake hone)%' he attackers.

The study includes detailed ir@?aﬁon of Optimized Glastopf Honeypots. During the
research, a centralized loggiag and monitoring web-based server on Elasticsearch, Logstash
& Kibana (ELK) ackQas tilized. This logging system is designed to monitor live traffic
and direct it é\he honeypot to avoid traffic going towards the production system.
Elasticse@:h was used because it is able to achieve fast search responses instead of
sea@g the text directly, it searches an index instead. Elasticsearch is designed to be
scalable and distributed. Kibana is an open source (Apache Licensed) browser-based
analytics and search dashboard for Elasticsearch that visualized the data to provide a better

interpretation. It is used to visualize captured logs from compromised honeypots.
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3.1.1 Glasstopf Honeypot

Glastopf is a popular type of honeypot system that is specifically designed to emulate web
application vulnerabilities and attract attackers. This was chosen due to its flexibility and
ability to be easily deployed in different environments. It allows security professionals to
gain a deeper understanding of web application attacks and improve defel%é by

proactively identifying vulnerabilities and enhancing security measures. :é

However, it's important to note that managing a honeypot system like Glastopf requires
acks

expertise and careful monitoring, as there is a risk of actu%k cks reaching the real

network if proper isolation measures are not in place.ﬁg@attack type emulation is in

place like remote file inclusion, local file inclusi @g virtual file system and POST

requests to do injections in HTML. Glasto.p@cally emulates web services of any web

production server and log all the attaclg‘s Qi;}ploits that end up in web services'.

The technique utilized for thi st@fs quantitative method with the use of OMNET++

simulation tool for the sin%at.iwon of honeypot system. A honeypot system was built and
(0]

setup with a baselit;@

baseline system Provides a typical business server for SMTP, POP3, SSH, Telnet, and FTP

to assess its efficiency and efficacy?. The Linux RedHat 7.3

installatio;l% configurations. On Linux RedHat 7.3, a honeypot system simulator hosts
we@ations as a trap for attackers’. A Glastopf honeypots system was configured to
send an automatic bell ring or SMS to the system administrator in event of an attack. After
configuring honeypots, there was a demonstration of the experiment with web applications
and exposing it to attackers to lunch a phishing attack to the honeypots simulation system,

which allowed us to test the efficiency of the honeypot system?.
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The Glastopf honeypots is designed to simulates vulnerable web applications and captures
any malicious activity directed towards it alert the system administrator. When an attacker
tries to exploit the simulated vulnerabilities in Glastopf, their actions are recorded and
analyzed for further investigation. This can provide valuable insights into current attack
techniques, trends, and even the identification of new vulnerabilities®. This will also

integrate with various log analysis tools and intrusion detection systems to é&){lce its

effectiveness and detection of fake honeypot E\QO
4%'»

3.1.2 Flowchart Sequence . ‘\\‘

3.1.2.1 ELK Stack é%

The ELK stack contains Elasticsearch, Logstash, @na. Elasticsearch is a powerful
open-source solution for any knowledge extraction problem. A developer can single
handedly use this ELK stack and can @ unstructured database problem easily.
Logstash is a tool that take data as@, process it and output it in structured format to
Elasticsearch. Logstash can M@any type log such that: system logs, webserver logs,

error logs, and app logs.Kibana is dashboard of log-data. It provides flexibility to easily

create pie charts, b@h , trend-lines, maps and scatter plots®.

\V

This projé%ends to develop and set up SSH Cloud honeypot and display the findings
usi@LK Stack. Cloud honeypot and Data Visualization to avoid SSH assaults*. The
designed architecture improves detection, protection, and attack reporting*. This design
focuses on the three components listed in the section. (a) Detectors: This finds SSH
assaults are simple to perform and hard to detect, hence SSH detection is key to mitigating
them. Malicious system activity requires detection. Figure 3.1 shows the inner detection

design, which focuses on brute force, dictionary, SSH port scan, and SSH penetration
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assaults. It detects SSH brute-force, dictionary, port scan, and penetration assault*. After
user or attacker enters login and password, the suggested design checks them. Before
allowing access, the system verifies the user's legitimacy. If an attacker tries to log in more
than five times, the system sends an email alert with some details. SSH employs public-key
cryptography for user authentication and to encrypt host-to-host communication. If not the

genuine user, the system will identify the nature of SSH assaults, whether ﬁé&k)rce,

dictionary, port scan, or penetration attacks®. . ‘\:'\QO
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Figure 3.1 Sequential Flowchart Design*
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3.2 Requirement Specifications

Honey assets must be accessible, realistic, measurable, ethical, and robust (ARMER). The
followings explain the requirement that should be met:.

1. Accessible

When generating honey assets, make sure they can be accessed by the desired audience and
researcher(s). Honey assets are best designed and deployed on systems hacker%ﬁl use
or can access easily’. Same for honey asset builders (the chosen 1 must be

accessible to the researcher that intends to carry out studies usin@geypots). Webmail,

To be persuasive, honey assets must resembl@orld instances. Honey webmail

social, and dating services are available®.

2. Realistic

accounts must seem legitimate while beini'f@sentw. Content and presentation of honey

assets should be carefully considered \Honey assets must leverage data sources that mimic
real-user content®. Cybercriminals@bbther visitors will believe honey assets created from

such material at first sight.‘%hi: ill eliminate possible bias if honey assets look "strange,"
"
e

which may alter \@Q

data®. \

3. Measuf‘%Q

It's@go design honey assets so researchers can simply gather data and measure them’.

viour. HoneyGen may be used to produce realistic decoy

This is done by combining intrinsic tools, such as Google Apps Script3 in Gmail accounts,
with extrinsic tools, such as scripts built by the researcher to connect to honey assets and

record activity’. It's worthless to construct and deploy honey assets if activity data can't be
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collected from them. Honeypots are meant to fool attackers into thinking they are engaging
with actual assets hence honeypot instrumentation must be "hidden"”.
4. Ethical
Honey assets must be created and utilized ethically®. By separating potentially dangerous
honeypot situations, the major ethical purpose for honey assets is to minimize damage to
the target audience. The researcher shall maintain all activity data secure @\(ét‘ de-
anonymize honey visits. If tests entail running real malware samples, caf .ﬁﬂ%@e taken to
ensure they don't affect internal or external parties?. Social honeypot_researchers should
. \ %
protect the honey researcher's valuables. Honey assets and K@po systems must limit
damage to researchers, such as if their names are reveq{&%ﬁring trials. Using VPNs and
proxies in honeypot architecture is critical®. Q
5. Robust ° @
This thesis explores honey assets and&: pot systems, which need external platforms’.
Studies on hacked webmail ac ou%%e accounts hosted by a webmail provider, not under
the researcher's direct contr ﬁ%fgimportant to construct fault-tolerant honeypot systems
and honey assets so x&%anges (webmail services, for example) don't influence trials.
Sometimes it's 'fgrft to construct a honeypot that adjusts to all external changes. The
honeypot‘r%%er must be ready to make tiny alterations to respond to external changes’.
Ad@mdest modifications to honey programs that monitor a web page is one example.
If the website's user interface changes, the honeypot researcher must update their script. In
summary, a strong honeypot must be built and monitored closely throughout operation,

with modest adjustments made as needed’.
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3.2.1 Development Tools

The following tools have been used in the development life cycle of the system:

1

Glastopf: It is the most powerful honeypot to analysis web application. It helps to
emulate different vulnerability type like RFI, LFI, SQL injection, html injection etc.
Sublime Text 2: One of the powerful text editors. It is popular because of(ts user
friendliness and unique feature that come with it. . Q?X
W3AF: it is security scanner with addition to audit framewor\(.%\

Archini: It is an open-source tool that helps the securit@&sional to evaluate
web application security'?. Q’)&%

Oracle VM VirtualBox: one of the pop l@al boxes that helps to create
virtual environment in any operating systﬁ

Kali Linux OS: It is the most po@a&}ld owerful operating system that helps the
security professionals to perfo@en testing and security audit with different tools
and techniques. \)Q)

CodeLobster Co obster is a great PHP development tool. It has smart auto-
completion@%l’ L examiner, DOM elements, code featuring, etc. WordPress,

Drll%l,é&mla, and Magento use CodeLobster. It simplifies PHP programming
11
ogra .

Qloud9 Cloud9 is a cloud-based IDE that lets you write, execute, and inspect code

using a program. It underlies C, C++, PHP, Ruby, Perl, Python, JavaScript, and
Node.js. Cloud9 supports Terminal for order execution and cloning the

development environment. In addition to smart auto-completion and an innovative
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debugger, it lets developers pick from a variety of Runners, such as Ruby, Python,
and PHP/Apache'?.

9 Atom is a revolutionary word processor. It supports Windows, MacOS, and Linux.
The Atom is great since it can be edited without consulting the configuration

manual'®. Auto-complete helps one write code faster and smarter. Atom has a

simple UI and distinct windows for each job or activity!'3. é\
3.2.2 Hardware and Software Environment ‘%\QO
The hardware methodology of the project will have minim ntribution since the

honeypot will not possess any dependency on the hardware&c\{z}ver, since the honeypots
will be used in the computer for the system devel@t, the hardware part has been
included, and the computer’s hardware specificatidns/are mentioned below. The honeynet
system uses Linux virtual machines run .g:‘&a Mware Workstation version 12 with 12
GB RAM and 500 GB storage. The virtyal machine-based honeynet features a centralized
logging and automation serva\A@ter, firewall, IDS, and Linux server host make up the

honeypot system'*. Attackers targeted the Linux server's Secure Shell (SSH) service.

3.2.3.1 Hardware@gtlﬁcations

i. Disk Space O 500GB

ii. lﬁ@r Intel Core 2 Duo 4.5GHz 64 bit
M

iii. Memory (RAM)8GB

iv. Display XGA (1024 * 768 pixels)

v. Optical Drive Internal / External DVD *8 drive
vi. Input Device Keyboard and Mouse
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3.2.3.2 Software Specifications

1. Operating System (OS) Linux RedHat 7.3

ii. Application software Honeypots simulator

iii. XAMP Server to host the PHP, Apache, and MySQL for the database for the purpose of
social media account creation

iv. Python Object Oriented Programming Language %’&\

v. Office Application ,%'\QO

vi. NET Framework &'\
S

3.2.3.3 Human ware Requirement Qé

1. System Security Administrator &\
ii. System Users %

1ii. Hackers ( \

iv. Webmail Account Users (b"é'

vi. Cloud Document Acc Users

Q

3.2.34. Technolo% equirement

i Honeypﬁ%&m

iii. Hostage Honeypot

v. Social Media Account User

iv. OMNet++ Discrete event Simulator for honeypot Simulation
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3.3 System Design

The illustration of the configuration, design, and deployment of the honeypot was done in
the Linux operating system that is needed to be hosted in the virtual environment, e.g.,
VMware or Virtual box. The honeypot can be attacked by different types of exploitations
with numerous scanning tools'>. Honeypot has the potential to generate valuable
information that can never be generated by any type of prevention system %?ﬂ:rusion
detection system available in the market. The network administrato .\%@apable of
registering the alerts based on the information they get, and the ad&'nigrators can become

cautious against the possible attacks by the attackers. Hence %\administrators can have

significant time so that the defense mechanism of the sy@%@m have strength!®,

Figure 3.2 depicts the system design architecu% the proposed honeypots system. The

whole network is first secured by a ﬁr@zﬁ}\h

layers are separated from the networ@de the company and from the network outside the

n by a router, and compartmented data

firm's customers' or operation?\ge}%ork”. The organization's network is then safeguarded
by the honeynet mech@'@vbich is a network of computers that participate in the
honeypot architec@%S is used in the system for added security and detection. The
monitoring @system manages the logs generated by the honeynet and also monitors
any incc@n network entries!”.

A (&pf honeypots have been proposed and implemented to capture network attacks on
three different services in this research. The honeypots implemented are presented as an
enhancement to currently available honeypots in the field of system security. The presented

honeypots have been integrated with the Log management model developed on the top of
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ELK framework. This research will also discuss the issues associated with each honeypot

and the security threat model of each honeypot.

fe o =

— -
ada|

BAR

Figure 3.2 System Qefﬁ'gn of The Glastopf Honeypot Architecture'’

Honeytrapl oneytrap2 are separate high-interaction honeypots that are multilevel.
Thes a@e earch Honeypots. Two honeypot traps in a single system capture the attacker
SO &r system actions may be recorded and appropriate action taken based on those
activities. This approach has three software layers: System, Sebeck, and Application. OS

protection and Sebeck Client!s.
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1. Data Control: Router-to-honeypot layer bridging isolates honeypot!®. This bridge
allows the attacker in, but he must leave. Since bridge has dual-layer capability, an attacker
cannot discover IP address, MAC-address, routing path, etc. Honeytrap develops an
outgoing connection to attack. The router's internal translatorl (IT1) sends traffic to
honeytrap2'®. Honeytrap2 tries to link to outside systems like honeytrapl. Honeypot2

transfers traffic to honeytrapl using internal translator (IT2). This system @&nables

malicious traffic, thereby reducing DoS attacks'®.

certain connections since it serves two objectives. First, the syste@%e enough
. y\‘%'\

2. Data Capture: In order to analyze malicious traffic cor@@ and to generate signature

from that data, different phases of information v%d@;equired and for that single layer

module uses multilayer data storing

would not be so effective and because of thaty th
%

system. Firewall checks the prelimina@

malicious activity. Second layer o%.&%'is between router and honeypot sensor. In this

information and also filters out any

multilayer capture system ho%@is the last stage of storing. It stores different kind of
data required for generatin@signature from worms2.

Honeypot is a sy:@njg ollect intelligence. Honeypots are usually located behind the
firewall. H e@ mainly used to simulate a variety of services and holes, to induce the
occurrelﬁo various attacks, attack data. When an intruder tries to enter the system with a
fak&ntity, the administrator system will be notified. According to Open Web
Application Security Project (OWASP) some top attacks recorded were SQL injection and
XSS® When someone tries to enter the system, a log is generated about all the entries. Even
though the intruder succeeds in entering the system and captures the data from the database,

the intruder can be fooled by providing fake data, this is done by honeypot, but intruder
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will not be aware about this fake information. So, this this can save our system and fool
intruders. At the same time the logs will be created, so that all the data about attacker are
recorded like system IP, attack type, attack pattern, available footprints etc., and attack

method for the evidence which can be used for further action?!.

3.3.1 Conceptual Design . ®

On a real computer running RedHat 7.3 Linux, VMware Workstation w4 bridged
network connection and settings produced virtual addresses on %&etwork. After
installation, the Modern Honey Network —11 platform was set ‘&‘{%&.&efault parameters.
The honeypot was linked to a firewall's DMZ arm and é&@%a public address*>. The
firewall was designed to prohibit undesired netwo @i,s, while the IDS complemented
the Honeypot's protection and detection. { se of danger, it alerted system
administrators??. Several tools were ins@l.l')e‘x\fn the honeypot to identify intruders and
report them to safeguard the produg%;%vsystem. Honeypot Sensor (HS) detects attackers
and reports it to the date mo&e,}q\ehere the attacker's intelligent information is captured
and sent to Activities Do der (AD)?2. Fake Honeypot Detection (FHD) is set to swiftly
identify any pho@e pot produced by attackers to trick and confuse a genuine
honeypot s eésfhe quantity of attackers' intelligent information gathered and the actual
=

hone W

and efficacy in protecting webmail server information®?.

m's rapid reaction to identify fake ones will decide the honeypot's efficiency
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Figure 3.3: Conceptual Diagram of Glastopf Haneypot system simulation for the detection

of Fake honeypot (Researcher: A. B. OM@

The Glastopf honeypot receives i %@tion about the fake honeypot lunched by the

attacker on a vulnerable systew the aim of creating confusion and deceive the system
user so that the system ¢ infected through DDoS of Phishing. The user is unaware that
an attacker has t@rbg ldnch of fake honey but Glastopf honeypot detects the fake

honeypot j%l@)\the Fake honeypot detection and raises an alert to Data Module (DM)
ides

Wh%@

3.3.2 Process Model

details about the threat to the Security team.

Process models are graphical representations of processes based on notations and
standards?’. Due to the nature of this study, it involves designing, building, and testing a
honeypot system to analyze and benchmark its efficacy in acquiring attacker information

and safeguarding cloud server documents. This work uses the waterfall concept?:.
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3.3.2.1 Waterfall Model

A waterfall model divides project operations into linear sequential phases, where each
phase relies on the preceding one's deliverables and specializes tasks®*. Honeypot
development cyber feeds into system design and maintenance®*. This process paradigm is
used owing to its top-down, linear flow of operation from system design through
maintenance. This is similar to the architecture of honeypot systems, which\must go
through the same procedure before being installed to safeguard and sé€eure ¢€loud data®*.
The Waterfall Model is one of the original software development models because it
explicitly outlines each stage with logical information flow?4,

The correct model depends on resources and projectgriteria. Despite its flaws, the
Waterfall Model remains popular for smaldsscalé projects. Early knowledge of
requirements guides developers throughout'th¢ development process. There is no space for

frequent adjustments, which makes théynodel inflexible®*.

Why Waterfall Model?
Since the waterfall model is suitable for the project for the following reasons, it has been
decided that the waterfall model will be adopted to complete the project:
1 Time Management: Time can be managed accordingly from the starting point and
the researcher will know the time of completion of each phase.
2 Structure: The model is structured with definite phases that allow researchers to
have a fixed concentration on the phases.
3 Order: The management of phases is orderly poised.
4 System Development Life Cycle (SDLC): It provides unique deliverables for the

project.
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5 Visibility: The sequential model can assist the researchers in seeing a downward

flow for each phase until each phase ends.

System

design |

Construction of

honey assets ‘ . (b‘

Safehouse Q&
building | é \QO
Construction
of monitor | "
|
System
testing I
| Experiments
v A l
System R— -l Data analysis
maintenance Y

Figure 3.4: Waterfall model (Hon@%évelopment life cycle)*

3.4 Data Collection Tool aﬁiechniques

3.4.1 Type of Dat@c n

For the pu@o@@ this research work, a secondary data type that is tagged “hornet40-

trafﬁc-]gh eypot-h” which was generated by Velerose Veronica and uploaded to the
Men@y Data repository was adopted and used on honeypots system to test and assess
the effectiveness of honeypots system on malicious activities via decoy account®. The
proposed data will assess and test the effectiveness of the honeypots system on cloud-based
accounts generated through social media sites like Facebook, Instagram and Twitter, Cloud

documents and webmail accounts like email, Gmail, twitter, LinkedIn, Instagram etc. A
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simulated honeypots application will be run on each account to test the level of defense that
can be created by the honeypots application to guide against Infiltration.
Different social media accounts, webmail accounts, and cloud documents will be assessed
to identify the amount of attack and danger on the platform and the degree of damage to
courseware platforms from different schools®. (b‘

>
&

Hornet 40 is a dataset of 40 days of network traffic assaults acquired oﬁ% honeypots to

3.4.2 Description of Data Collection

study network attack intake and honeypot detection?®. Data Wa@y.}ed in April, May,

and June 2022 from eight honeypots. The data includes bm@&i text network flows with

118 features and 480 bytes apiece. Argus colle t&;@bﬁ data. Passive honeypots lack
software hence attacks are passive. Amsterdam Q&lore Frankfurt, London, New York,

San Francisco, Singapore, and Toronto @p collected data. The data covers April,

Q)‘b»
3.4.3 Data Source \)

The information ia@ed from eight Digital Ocean? honeypot cloud servers.

May, and June 20222,

Amsterdam, Ba}Qaj ¢, Frankfurt, London, New York, San Francisco, Singapore, and

Toronto a‘r%%g the cities represented’?.
344 Qta Accessibility

The Hornet 40 dataset is available on Mendeley Data. DOI for the dataset is

http://dx.doi.org/10.17632/tcfzkbpw462’.
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3.4.5 Data Format
This collection is referred to as 'raw flow data,' and it contains network flows generated
from raw network data. Eight Linux cloud passive honeypot computers collected raw

network data.

3.4.6 Data Analysis Tool . ®

Omnet++ is an open-source simulation design management software. nix and
Windows-compatible. It automates installation, patch management, an(‘i%ﬁymentszg.

This analysis used Omnet++ to imitate network honeypots. Pmget, a component-based
Python simulation toolkit and network simulator were utili@lipse supports Omnet++.
It adds wizards, editors, and other features to wri 'n% ulation?®. It can mimic wireless
and wired networks, protocols, queuing networks; and multiprocessors. Free, unlike

OMNEST. This design utilizes OMNE@D% stall and automate servers. Virtual [P

addresses combine honeypot syst@@with networks. It's the only cyber deception

simulator?s. Q)
3
dQQ

3.5 Research Meth
3.5.1 Methods %:ﬂ

1) Objecﬁ\%?e: Design a model for performance enhancement and of existing Glastopf

ving Each of the Objectives

hor@% accurately detect the fake honeypot developed by the attackers

Method

First method is to build a virtual machine with the use of a tool called Omnet++ on a
system running on Linus Operating System. Omnet++ is a component-based C++
simulation library and framework. The simulation tool was picked owing to its specific

intrinsic capabilities that make it more useful and suitable in designing a network and web
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based cyber security architecture?. It's one of the most popular simulation tools for IT
specialists in cyber security deception technologies. The back end of the virtual system
runs Linux, while the front end runs Windows. The Glastopf Honeypot system was
configured on a virtual simulation system with numerous functional API tools to enhance
its capabilities to attract cyber criminals®.

Although there is no specific API provided for Glastopf optimization purpos@%wever,
there are various tools and techniques that are designed to optimize t .”Q mance of
Glastopf honeypot. This also provide configuration file wher.e c or%lization of various
settings related to its behavior, performance and paramete@%cations such as the
number of allowed simultaneous connections, thread poed&ge, logging options, etc can be
carried and adjust these settings according %&iﬁc requirements. Web Server
Optimizations tools were also configured te @gte the vulnerable web applications. This
was leveraged on the APIs and conﬁg&l'g options provided by the web server (such as
Apache or Nginx) to optimize its @hnance, this includes options like enabling caching,
adjusting worker processes o%r)eads, configuring connection timeouts, and fine-tuning
request handling. g@is Tools was also configured to analyze logs generated by
Glastopf which)\h‘eépg in providing insights into its performance and any potential
perforrnaﬁ%%enecks. Utilize log analysis tools like ELK Stack (Elasticsearch, Logstash,
and@g) or Splunk to collect, parse, and visualize Glastopf logs. These tools can help
identify patterns, analyze traffic, and detect performance issues. Other API configuration
tools that were installed on Glastopf honeypot are Load Testing Tools such as Apache

JMeter or Siege were used to simulate heavy traffic and assess the performance of the

Glastopf honeypot under different load conditions. By analyzing the results, one can
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identify performance bottlenecks and take appropriate optimization measures.
Performance Monitoring Tools such as Nagios, Zabbix, or Prometheus were also
configured to continuously monitor the resource usage, network metrics, and other
performance parameters of Glastopf honeypot. These tools provide real-time insights and
can help in identifying and resolving any performance issues. It is important to note that
optimizing Glastopf involves a combination of configuration changes, u@@\ﬁg; of

external tools, and monitoring. The specific optimizations will depend ‘@%}ironment,

network setup, and requirements. -
Network Setti &C§
a. Network Settings
e

Honeypot requires a network adaptor. Honeypots r@ated static IP addresses inside
n&

the same segment. VMware Workstation's eth0 i

the Honeynet's internal network?2. < : )\\‘

ce is setup with a virtual switch for

b. Time Synchronization (b‘
It's setup logs timestamps ma@ data may be evaluated. Network Time Protocol does

this (NTP). *
»

c. Creating Users Q

Creating a gh@l honeypot user in a web server and deliberately assign weak password
t

and dire&ra ic to the web applications to make it vulnerable and attracted to the attackers

d. Installation of Additional API Tool for Fake Honeypot Detection

The API tool was installed and setup on Glastopf honeypot virtual machine to identify any
form of fake honeypot that could be deployed by the attackers, the API tool was deployed
to determine the level of performance evaluation of enhanced Glastopf honeypot in

detecting fake honeypot and its ability to gather attackers’ intelligent information. Below
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are the additional API tools that were installed and configured for the performance
optimization of Glastopf honeypot.

e. Installing and Configuring MySQL

MySQL is setup for network accessibility. Keep the setting default. Following initialization,
the database server may be started*.

f. Installing and Configuring Sebek 6{\

In the honeypot, Sebek's source code is downloaded and built. It is open ﬂﬁ‘g@at operate
like path code, this is necessary in order to assist the API to detec@/ strange application
on the network and quickly raise alert to the system administr @

g. Configuring IP Tables

By default, the firewall allows all Honeypot trafﬂ% he IP address will be recorded on
IP table for proper monitoring and filteri ng\ he honeywall's IP Tables, rules will be
placed to govern the traffic to the Ho Q)

h. Honeywall Roo Configuratlon%(b‘

Honeynet needs a honeyv%llﬂ}?generate a virtual computer. The honeywall has three

interfaces: the adm@@

Honeywall Roo)q{rdo ces a GUIL ethO and ethl are bridge interfaces. IP-less interfaces.

terface, the external and internal Honeynet interfaces®’.

Honeywaﬂ%us bridge interface are hard to detect. Honeywall Roo's rc. firewall script

con@he bridge interface and firewall rules?’.
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IDS: Intrusion detection system

HS: Honeypot Sensor Q)(b‘
FH: Fake Honeypot

FHD: Fake Honeypot Detector
DM: Data Module &

AD: Activities Dow l(@
RM: Reactor Mod(le

CS: Cloud Serv

CL: Clients &Kﬂ

'\

Expecte ult

Bu@\d implement a powerful, robust and operational enhanced Glastopf honeypot
system on Linux Redhat for accurate collection of attackers' intelligent information and
detection of fake honeypot system makes easier with the configurations of the necessary

API tools.
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2) Objective Two: Implement the designed model on a Web Application to determine fake
honeypot system and gathering of attackers’ information

Method

The implementation of Glastopf Honeypot was carried out using a virtual Laboratory
experiment through which a web server was set up. Recall that Glastopf honeypot system
was defined as a web-based Low Interaction honeypot designed to emulate Vu@e web
applications to attract intruders. However, a Glastopf honeypot-runnin ; \ 1 machine
has web server where web applications are designed and I.nad Vg\lnerable to attract
attackers. The first step that was taken during the implemen was choosing a Linus
operating system for deployment and installed all the @%@d dependencies like Python
and Apache HTTP server. An open source Glast&% the official GitHub repository or
using package managers like pip. was ow{@?ed and installed. The configuration of
Glastopf was done to match the envi%'iﬂl by modifying the configuration files and set
the desired logging level, net@% settings, and honeypot behavior. There was
identification and specification of web pages applications that were emulated for
vulnerability. So % web applications were launched to accommodate the
generated the da&rgrkected from Venerose through Mendeley data repository with known
Vulnerablﬂ%usmg frameworks like PHP, Java, or .NET. Framework after which it
cus@g the web server's response to match vulnerable conditions and deployed the
emulated web applications within Glastopf. The network configuration settings were
carried out to redirect incoming traffic to Glastopf honeypot. This was done by setting up

port forwarding, using network filtering tools like IP tables, or placing Glastopf behind a

dedicated network monitoring device. The honeypot logs were monitored and analyze the
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data captured from potential attacks on Venerose web application, and this was done by
utilizing tools like log analyzers and SIEM solutions to identify attack patterns and detect
any potential threats. There was setting up a mechanism for regular updates with the latest
releases of Glastopf and vulnerability databases. This is to regularly updateed Glastopf and
emulate web applications to keep pace with new attack vectors and vulnerabilities.
Glastopf honeypot as intergrated with other security tools and systems, such @Msion
Detection Systems (IDS) and Security Information and Event Ma a t (SIEM)
solutions for sharing of data and alerts between Glastopf anc{ th %/ tems in order to
enhance the overall security posture. The system was designe{%\ontmuously monitor the
honeypot's performance, ensuring stability and efﬁcien;{%%drce utilization and carry out
regularly review and analyze honeypot logs to id@%w attack techniques or emerging
threats. It is necessary for periodically rev'e@)update honeypot configurations to adapt
to evolving attack scenarios and to im%’ge effectiveness of the honeypot. At the end of
the implementation, the numbel@%attackers logged on web applications and fake

honeypots detected at vari uﬁéﬁloymem levels web applications would determine the
'\
%t@p

level of efﬁcienC}C)@

environment>’. \

QQ

f honeypot and its future in this challenging cybercrime

205



ROUTER -

DS

HS

r O

Honewypot
'

AM

R

Figure 3.6: Conceptual Diagram fo ogdl

ATTACKERS

FIREWAL
A1
A2
A3
Ad
CLET CL1 CL1
C5

%

Production System

'\\a)

Webmail service (Researcher: A. @mlabi)

Expected Result

.\
It is expected that thi@d of Glastopf honeypot implementation on vulnerable web
application wou»l{d ide better security defense on web server and its information by
detecting ‘%QOMypot system and gather attackers’ intelligent information for

inv n and forensic analysis, this would also improve the level of performance of the

honeypot system.
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3) Objective Three: Test the level effectiveness of the enhanced Glastopf honeypot system
in detecting fake honeypot designed by the attackers

Method

A Metric-based technique which include Trap efficiency, Attack Diversity, Attack
Frequency, Session Duration, False Positive rates, Attacks origin Analysis, Field Testing,
Logs Analysis and Comparative Testing, were used to test the level of efﬁc@of the
enhanced Glastopf honeypot in terms of attacker’s intelligent informg@?@ring from
the overall number of attacks on venerable web applications. ) N

Trap efficiency: In order to determine the level of efﬁcien@&lastopf honeypot, the
trap efficiency metric testing was used to measure hov&kgective the enhanced Glastopf
honeypot is at attracting and capturing malicion@%y from the attackers. It can This
was done by comparing the number of int m‘d\@% with the honeypot system to the number
of interactions with legitimate web se\%’.é)

Attack diversity: This was carrie@f to measure the variety of attacks that the Glastopf
honeypot is able to attract&mone by analyzing the different types of attacks detected

"

[“injection, cross-site scripting, or remote code execution. The

by the honeypot, s@%

number of the)attatks that Glastopf honeypot can attack based on different attack
mentioneﬂ%l?determine the level of efficiency of the honeypot in term of performance.
At@quency and Session Duration This metric was used to measure the rate at
which attacks are attempted on the honeypot. It was calculated by analyzing the number of
attack attempts over a specific period of time. While the Session Duration metric measures

the length of time that attackers spend interacting with the honeypot which was calculated

by analyzing the duration of each session recorded by the honeypot.
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Attack origin analysis and False Positive Rtae: This metric measures the geographic and
network location of the attackers targeting the honeypot. It was calculated by analyzing the
IP addresses or network patterns associated. While False Positive Rate metric measures the
rate at which the honeypot incorrectly identifies legitimate activity as malicious and was
calculated by analyzing the number of false positives generated by the honeypot compared
to the total number of events captured. &b'

Field Testing: This was used to deploy the Glastopf honeypot in a real- ironment,
such as a production network or a simulated network with realistic\user behavior. It was
used to monitor the honeypot over an extended period of %lect data on attack
attempts, payload captures, and detection rates. Thisn@ provides insights into real-
world effectiveness but may present 6@%%% in  controlling variables.
The analysis on logs generated by the hon%&fo gain insight into detected attacks and
their characteristics were carried out. ”&gﬁdps to determine the level of the effectiveness
of Glastopf honeypot especially o@ering attackers’ information and detection of fake

'\
malicious scripts to;u@ d the nature of the attacks faced by the honeypot were also

honeypot system. The aﬁssxt on the captured payloads, extracted malware, or
caried out. This metliod provides valuable information about the types and sophistication of
attacks. A‘@r metric test that was carried out was comparison testing. This was based on
theent of multiple honeypots, including enhanced Glastopf, alongside each other
and monitor the honeypots simultaneously and compare their performance in terms of

attack capture rates, detection accuracy, and false positive/negative rates. This method

helps determine how Glastopf stands against other honeypot solutions.

208



ROUTER <—| FIREWAL |-

DS
: Al
w
5 Hs &
= AZ =
A F— 3
i =5
B ERE A3 =
5 = DM A4
AD
W
Mo | — on cL1 cLl cLl
B | ]| 1 |
il i T
| ¥ |
Health Inspector Safehouse webmail Praduction System POP Clients

-
Figure 3.7: Conceptual Diagram for object.ive %e on testing of efficiency of honeypot on
Webmail service (Researcher: A. B. Ow@

Expected Result (b‘

It is expected that enhanced Qs%opf honeypot should be able to capture attackers'
intelligence from sensor %s?lfeguard the data in the cloud, and identify attackers' phony
honeypot systems Q)etect fake honeypot system.

4) Objectiv mr: Evaluate the performance of enhanced Glastopf in (iii) against the
existi @neypot system in the detection of fake honeypot system and attacker’s
inf(ﬁion gathering

Method

To achieve this objective, there are indices that are required to compare the effectiveness
and performance of existing Glastopf honeypot with enhanced Glastopf in terms of

gathering attackers’ information and detection of fake honeypot. The result of enhanced
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Glastopf honeypot in objective (iii) was compared and correlated with the result of existing
honeypot system. The assessment results were visually displayed using bar, pie, and line
charts**. The analysis of each of the below performance evaluation metrics would assist
greatly in the evaluation of enhanced Glastopf's performance in different aspects like
gathering attackers’ intelligent information and detection of fake honeypot. and its
operations compared with other honeypots. The performance evaluation indic%%&(q;sted
below which are also tabulated: its ability to handle traffic, re .ﬂtg fficiency,
effectiveness in capturing attacks, reliability of logging, and ease (&se. t is important to

. \ )
balance these metrics based on your specific requirements anc}@ nment.

.QQ)

Table 3.1 Metrics for Performance Evaluation
Q>

Traffic Handling Measure the honeypot capability to handle web
traffics
Resource Utilizations Assess the usage of memory, CPU and disk
Resources
Evaluate the Quality and Quantity of generated logs
Attack detection Determine the honeypot ability to detect and capture
attacks

False Positive Assess the rate of False alarm and noise in the logs

Obie e ol it Evaluate the usability and ease of setting up
Configuration Glastopf
Ol e e b Consider  the availability of support and regular

update
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Expected Result

The newly designed enhanced Glastopf honeypot system is expected to perform better
than the existing one in terms of intelligent information gathering and fake honeypot
detection due to the inclusion of a fake honeypot detection tool and honeypot sensor in

collaboration with IDS that can sense every incoming attack and report it to the main honey

through information translator*. ’i\

3.6 Ethical Consideration QO

Ethical considerations guide research designs and techniques. To ¢ pl.\{ with professional

ethics in thesis writing, the following area of research ethics @dressed and taken care

of: . AQ)

1+ Informed permission: As part of ethical res ch%sideration in order not to infringe

on the right of other researchers, an ofﬁcia@s was sent to Velerose for permission to

use her secondary data for the purpo% search. This is in accordance with the extant
law that guide against the expl rat@cbf someone else intellectual property.

2¢ Participation voluntari y:" | the research scholars that made contribution to the
research study did t t@%t rily when their consent for participation were sought.

3¢ No harm: rgithe period of implementation, all the data collected from velerose
were care‘%mtegrated to the system in such a way that important and confidential
inf@ would not be affected.

4+ Confidentiality: A confidential agreement was signed with the administrator of virtual

cloud where virtual attacks were lunched. There was an assurance that none of the vital

information of the cloud server would be divulged to the public of for enterprise usage.
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All of the above ethical confirmation in research writing was considered, and none of it
was dismissed.

3.7 Method of Result Dissemination

Research results might be published in local and international journals, conference
proceedings, academic bulletins, and national newspapers. Honeypot technology will be
made accessible to business and financial organizations as a deceitful tool f(@@tecting
cyber information*®, ‘é\%

3.8 Target Audience i -

This study targets public and commercial businesses who s )\t“elr data using virtual

cloud servers. Others include social media, webmail, an%&gﬂ, medium, and big corporate

network managers. QQ
2
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Chapter Four
Results and Discussion of Findings
This section includes the analysis of the attack patterns observed on the honeypots and
presents an overall statistical analysis of the results gathered using the high interaction
honeypot. The analysis was based on conducting a laboratory experiment and testing of
honeypot on hijacked webmail account, stolen social account and cloud d@n‘[s to
measure and access the level of efficiency and effectiveness of hone y %@nology to
prevent and safeguard the accounts. This will help in determitlin eﬂlevel of efficiency
and ability of honeypot system to detect fake honeypot being {%&1‘\‘6 and executed by the
attackers to deceive and cause confusion for the scg\ administrator. The research
focused on a particular honeypot system called Q@ was focused on and a tool for the

enhancement of it was developed for iti’g@?’on for effective gathering of attackers

intelligence information and also d%c' the fake honeypot system that could be

developed by the attackers to dece cbﬁd confuse the real honeypot system.

N
4.1 Attacks that are Sug@éﬂ by Glastopf
There was identif@tbg the attacks that are supported and can be handled by the
Glastopf ho e@. lastopf is a low-interaction honeypot, and it has been designed for this
project l@e n fulfilling a purpose. It supports limited functionalities and can be extended

if t@velopmen‘[ is required by the administrator. Glastopf can support the following

attacks:

219



Table 4.1 Supported attacks by Glastopf (Researcher: A. B. Owolabi)

S/N Attack Type Supported by Glastopf
1 SQL Injection Yes

2 Cross Site Scripting (XSS) Yes

3 Command Injection Yes

4 Remote File Inclusion Yes

5 Local File Inclusion Yes &
Q

6 Sensitive Date Explosure Yes ¢ QO

7 Directory Traversal Yes é

O
During the experiment, the aforementioned table portrays the %}sﬁuat can be supported
by Glastopf and how the web application is designed -as@%) However, the list possesses

common attacks that can be formulated by the a@hrough simulating the web-based

honeypot and the activities will surely be log@ the honeypot system.

4.2 Results and Discussions for O%ﬁve One: Design a model that can enhance the

performance of existing G@honeypot to accurately detect the fake honeypot

developed by the attackery%q

4.2.1 Design for t@ployment of Glastopf Honeypot

This chapte Qlains the design for the deployment of Glastopf honeypot. It also
emp 1@ the security break down simulation that could be done in the next chapter. In
addition, it is also illustrated how the system design would be in the implementation part of

the research
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4.2.2 Why Glastopf Honeypot?

One of the facilities of the honeypot is being an open-source software!. It suggests that it is
the output of extraordinary brainstorming of the experts and the software will have

continuous improvement as time passes by.

Cross-site scripting, web application, and database can significantly expose %ﬁﬁkwhich
might have exploitation and then it can send spams, can be able to con .ﬁ&%\vebsite to
the bots, and lastly, can serve the attacks. Glastopf is regarded as.\a “low-interaction
honeypot” that can emulate different web servers that host nu, : ﬁeb pages as well as
web applications whereas all of these possess Vulnerabi]@gk]lastopf is not very difficult
to settle in and once it is indexed by the sear@@%s, the attacks will be poured in
numbers daily. Glastopf is run with the Pyt}h\(f&sreb application which is low-interaction

and works as a network emulator. ngﬁ the interesting attributes of the tool is the

emulation capacity since the appli@{ can be vulnerable to the SQLi attacks?.

4.2.3 Web Based Honey esign

Glastopf web appl@ neypot is different than other honeypots available in the market
as it has t @oility to interact with different web-based attack for instance XSS,
Commanpd, injection, XHTML injection, RFI. SQL injection can also be emulated by
Glz@ since it is a low-interaction web application honeypot®. The honeypot was
installed in the ubuntu server in VMware. The honeypot can be operated on the python
scripting, and it can be activated with the PHP sandbox. In the Linux server, the PHP
sandbox is installed. The capability of Glastopf let this having all interactions that can take

place with this attacker by storing the logs. Though the Glastopf honeypot is a low
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interaction honeypot, it has the potential to serve the administrator with a great degree of
security. The Glastopf can be served by the website and can be utilized through the

initiation of python and can be represented as a form of a PHP application to the attacker*
a. IP Address of the attacker and the victims are as follows:

Attacker: 192.168.50.155 \(b‘
>

Victim: 192.168.50.162 ,%\QO
AL

192.168.50.1

192.168.50.1

Glastopt
Henaypot

Logging Engine

Honeypot Administrator
[Running Log Analysis)

Python
Interpreter

[ Attacker )

Ubuntu Server running
Glastoof Honevoot

Figure 4.1: Glastopf Honeypé@%g Systems Design (Researcher: A. B. Owolabi)

The figure mentioned a@fﬁstra‘[es the Glastopf system, which is needed to be tested.
Then the honeypo@gexperience the probe, and the open-source application will be used
to attack the m. The open-source security tool should be equipped with the backtrack
Linu "@honey will run the harmful code (e.g., PHP codes) which will already be given
by &tackers. The operation was taken place in the sandbox, and therefore the result was
directly sent to the attackers. That means the attackers will be able to see what they wanted
to have, such as the output of the attacks when the attacks bring success for them. Besides,

the security tools would make sure the simulation of different attacks which are given on

the honey pot system. The system administrator is responsible for the analysis of the logs
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which are generated while the attack is going on. This level is regarded as one of the

approaches that can be followed so that the ‘test system’ for the Glastopf can be created.

4.2.4 The Simulation of the Web Attack in the Honeypot-Controlled Environment:

Numerous attacks can be simulated in the web application honey pots. It is necessary to mention
that every attack can easily be replicated, and the replication will be done using different, thixd-party
software and tools. Upon the requirement, the manual testing procedure can also take@;e so that

the honey pot systems can be tested. The simulation of the attacks can bﬁ% while the

experimental stage is going on.

e QY

Q/ Sensitive Data Exposure
{ Attacker ) Broken.Authentication

and Session

Manapement

Dicactary Traversal
\D
F ig@.l‘ Breakdown of the Security Tests (Researcher: A. B. Owolabi)

The aforementioned figure expresses the breakdowns of simulations which are needed to
be conducted in the honeypot web application so that the analysis can be done while the

process is still going on.
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4.2.5 Simulated Attack Design

The following Figure 4.3 depicts the high-intensity attack in the Glastopf honeypot system.

SO0 Injection

192.168.50.1
192168501 | —ocsSESCEmbelest

Glastopl
Honeypot

°
Honeypot Adminstrator %
[Running Log Analysis) &

| Attacker | Brokan Authantation 9

Ubuntu Server running
Glastopf Honeypot

N
Figure 4.3: Test of Glastopf Honeypot (Researcher: A olabi)

&since the attacks can have simulation

The system in the run time can capture numero&
by using different testing software and tc@s-}? can be expected from the honey pot so that
the user and all the associated data @user can be captured that is combined within the
Glastopf honey pot web applﬁ&ig)system. Afterwards, the logs can be used so that the

analysis can be done on eht patterns of the attacks, and output can be achieved after

the experiment of @erypot.

4.2.6 Activi

A si @’ was designed with the use of OMNETT++ simulation tool to serve as a virtual
system where honeypot system was installed and configured to monitor activity in webmail
account information towards understanding malicious activity in compromised system.
Other interested researchers may install their own cloud document accounts for similar
studies using the system's credentials and codes. In the course of this research, it was
discovered that this is the second publicly available cloud document honeypot
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infrastructure that will be set up to allow external researchers to make contributions and
create accounts on webmail, social media account and cloud document information that is
configured on a simulated system. The accounts created are residing in a simulated system
and do not have any connection with the real account but rather for research purposes. This
design focuses on two areas: The production system has the Cloud server and distant

QO

clients, whereas the honeypot system is meant to trick and draw attackers. Q’S\

Several cloud-based accounts, including Facebook, Gmail, and cloud‘%ment accounts,
were established as dummies in the production system and leake their credentials via
underground forums, public paste sites, and malware—infec@%ual computers. As honey
on the honeypot, false webmail, social networki ,@%loud document accounts were
established to attract attackers. The detailed mﬁments of the activity logged by the
honey accounts were provided and docur@%‘}(‘) er a period of 15 days.

The wealth of information individu %es in webmail accounts like Gmail, Yahoo! Mail,
or Outlook, and the risk om{% them for unauthorized acts, fascinate hackers who
compromise such account§®\These hackers get victims' account credentials by phishing,
infecting users w@ ation-stealing software, or hacking big password databases,
betting on t hat online account users commonly reuse passwords?’. Cybercriminals
may utili@ stolen account information and data covertly or convert it to corporate data and
sellibeercriminals exploit hacked accounts in numerous ways. It's often used to send
spam®. This strategy is successful because account owners trust known connections and
open their messages®. Since the stolen account has a history of good behaviour with the

hosting provider, dangerous information delivered from it may not be detected as spam,

especially if the recipients are within the same webmail service (e.g., a Gmail account that
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spams other Gmail accounts)®. Cybercriminals take data from stolen accounts. This

includes financial data, student portal logins, and victim information®.

4.3 Results and Discussions for Objective Two: Implement the designed model on a Web

Application to determine fake honeypot system and gathering of attackers’ information

The Glastopf honeypots was configured and deployed in the Linux servers for& rpose
of the experiment. The honeypots system has accessibility to the w .éf%ation, and
every deployment is implemented in the virtual machines: tl}&\;v\as designed with
OMNET++ simulator. Therefore, the hacker will find it iden‘t}@b\nd it would be regarded
and acted like an actual attack done by a hacker. W@%e hacker will see the web
application and he / she will prob to attack the @%The experiment is done based on
necessarily stood upon the designed a p\)%%, and it has been mentioned in the
aforementioned section. %'Q

4.3.1 Honeypot Conﬁguratio%l) MNET++ Simulation Tool

After designing a platfc!s%msing OMNET++ on Ubuntu where honeypot system
configuration can @Qie out, various inherent tools were installed to allow the system
to acquire i te@snt information about attackers and identify the likelihood of attackers
designinéb us honeypot systems. Apache module was setup to attract attackers using
puppét_/module install puppetlabs-apache, followed by MYSQL server module

configuration file. SMTP and FTP servers were also established for webmail data delivery.

226



‘o

&
5

[ ﬂ
Figure 4.4: Overview Configuration of the Honeypots (Researc%@ﬂ Owolabi)

&>

4.3.2 Tools Installed in the Ubuntu for the Con&‘ tion and Implementation of

Honeypot System on Glastopf

The first tool that was installed and con .Lﬂ?g%%\ Unbutu running on OMNET++ virtual
machine was Glastopf honeypot. Dift%pt commands that were used in the configuration
and deployment have been me@. Configuration and installation of the Glastopf is also
illustrated in this section. A%‘ahe tools and operating system that were used in the attack

process were als@o d. The following section also portrayed different types of

experiments;th@d been done in the system by attacking the deployed honeypot system’.

4.3 SSH Configurations on Honeypot for the Detection of Fake Honeypot

HonSSH is an interactive Honeypot. Static, it lies between an attacker and honeypot,
creating two SSH connections. Scripted, it creates too many SSH connections between an
attacker and honeypots®. HonSSH sits between the attacker and Puppet honeypots. Bifrozt

has HonSSH. HonSSH can detect a fake honeypot and alert the data module. False
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honeypots are detected. The following command will let the OpenSSH server to install in
the ubuntu machine?®.

I+1 rookt@osboxes: ~

ocoot@osboxes:~# apt-get install openssh-server

Reading package lists... Done

Building dependency tree

Reading state information... Done

he following additional packages will be installed:
ncurses-term openssh-sftp-server ssh-import-id

suggested packages:
molly-guard monkeysphere ssh-askpass
he following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh-import-id
upgraded, 4 newly installed, ® to remove and 32 not upgraded.
Need to get 688 kB of archives.
fter this operation, 6,018 kB of additional disk space will be used.
o you want to continue? [Y/n]

Figure 4.5: OpenSSH Server has been Installed in The System

root@osboxes:~-# apt-get update

Hit-1 http:/fus.archive.ubuntu.comfubuntu focal InRelease

G Help http://security.ubuntu.comfubuntu focal-security InRelease [187
kB |

Get:3 http:/fus.archive.ubuntu.comfubuntu focal-updates InRelease [187
kB ]

Get:4 http:/fus.archive.ubuntu.com/ubuntu focal-backports InRelease
8.3 kB]

Get:5 http://fsecurity.ubuntu.comfubuntu focal-security/main i386 Packa
ges [23.4 kB]

Get:6 http://fsecurity.ubuntu.comfubuntu focal-security/main amd64 Pack
ages [61.2 kB]

Figure 4.6: Updating the\System

After OpenSSH s¢tver been installed, the upgradation of the system needed.

[+l root@osboxes: ~

root@osboxes:~# apt install install python2.7 python-openssl python-gevent 1libevent-dev python2.7-dev build-essential make python-cha
rdetpython-requests python-sqlalchemy python-1lxml python-beautifulsoup mongodb python-pip python-dev python-numpy python-setupt

ools python-numpy-dev python-scipy libatlas-dev g++ git phps phpS-devI

Figure4.7: All Dependencies be Installed
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Whilst installing the Glastopf, it is required to install the python dependencies and
OpenSSH library. There are some other libraries that are also required like php5
development libraries and C/C++ compiling libraries. After installation of the dependencies,

it is required to update and upgrade the machine.

oot@osboxes:~# apt install libatlas-base-dew

beading package lists... Done

building dependency tree

eading state information... Done

he following additional packages will be installed:
libatlas3-base libgfortran5 libquadmathe

uggested packages:

libatlas-doc liblapack-doc
he following NEW packages will be installed:
libatlas-base-dev libatlas3-base libgfortran5 libquadmathe
p upgraded, 4 newly installed, © to remove and 185 not upgraded.
eed to get 8,682 kB of archives.
hfter this operation, 51.9 MB of additional disk space will be used.
bo you want to continue? [Y/n] I

Figure 4.8: Ubuntu Requires Libatlas-base-dev to be Instoatled

The newer version of Ubuntu requires libatlas-baSe-dey 'installed as well.

=1 root@osboxes: ~

‘oot@osboxes:~# apt install python3-pip
Reading package Lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

binutils binutils-common binutils-x86-64-1inux-gnu build-essential dpkg-dev fakeroot g+
+ g++-9 gcc gcc-9 libalgorithm-diff-perl

libalgorithm-diff-xs-perl libalgorithm-merge-perl libasan5 libatomicl libbinutils libc-
dev-bin libc6-dev libcrypt-dev libctf-nobfde

libctfe libexpati-dev libfakeroot libgcc-9-dev 1libitmi 1liblsan@ libpython3-dev 1libpytho
n3.8 libpython3.8-dev libpython3.8-minimal

libpython3.8-stdlib libstdc++-9-dev libtsan@ libubsanil linux-libc-dev make manpages-dev
python-pip-whl python3-dev python3-distutils

python3-setuptools python3-wheel python3.8 python3.8-dev python3.8-minimal zliblg-dew
Suggested packages:

binutils-doc debian-keyring g++-multilib g++-9-multilib gcc-9-doc gcc-multilib autoconf
automake libtool flex bison gcc-doc

gcc-9-multilib gcc-9-locales glibe-doc libstdc++-9-doc make-doc python-setuptools-doc p
ython3.8-venv python3.8-doc binfmt-support
The following NEW packages will be installed:

binutils binutils-common binutils-x86-64-linux-gnu build-essential dpkg-dev fakeroot g+
+ g++-9 gcc gcc-9 libalgorithm-diff-perl

Figure 4.9: Install PIP3 Installed
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Pip needs to be installed, if pip3 is not installed.

Pythons.
root@osboxes:~# apt-get update
Get:1 http://security.ubuntu.com/ubuntu focal-security InRelease [187 kEB]
Hit:2 http://us.archive.ubuntu.com/ubuntu focal InRelease

Get:3 http://us.archive.ubuntu.comfubuntu focal-updates InRelease [187 kB]
Get:4 http://us.archive.ubuntu.com/ubuntu focal-backports InRelease [98.3 kB]
Fetched 312 kB in 1s (232 kB/s)

Reading package lists... 73%

Figure 4.10: Update the Distro

Update the distro again after installing all the required libraries and softwate’s:

After the installation of the dependencies next step is to install the sandbox which is

running on Php application under sandbox environment.

root@osboxes: fopt# apt install git
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
git-man liberror-perl
suggested packages:
git-daemon-run | git-daemon-sysvinit git-doc git-el git-email
git-gui gitk gitweb git-cvs git-mediawiki git-swvn
The following NEW packages will be installed:
git git-man liberror-perl
@ upgraded, 3 newly installed, @ to remove and 10@ not upgraded.
Need to get 5,464 kB of archives.
After this operation, 38.4 MB of additional disk space will be used.
Do you want to continue? [Y/n] l

Figure 4.11<GI{RNnstalled

Git is/also\needed to install further sandboxing tools and

Envirdnment.

root@osboxes: fopt# git clone git://github.com/glastopf/BFR.git
Cloning into 'BFR'...

remote: Enumerating objects: 57, done.

remote: Total 57 (delta @), reused @ (delta @), pack-reused 57
Receiving objects: 100% (57/57), 15.33 KiB | 178.80 KiB/s, done.
Resolving deltas: 100% (26/26), done.

root@osboxes: fopt#
Figure 4.12: Cloned the BFR in Opt Directory
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Cloned the BFR in opt directory.

root@osboxes: fopt# apt install php7.4-dev

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
autoconf automake autopoint autotools-dev debhelper dh-autoreconf
dh-strip-nondeterminism dwz gettext intlteool-debian
libarchive-cpio-perl libarchive-zip-perl libcroco3
libdebhelper-perl libfile-stripnondeterminism-perl libltdl-dev
libmail-sendmail-perl libpcre2-16-0 libpcre2-dev libpcre2-posix2
libsigsegv2 libssl-dev libsub-override-perl
libsys-hostname-long-perl libtool m4 php-common php-pear php-xml
php7.4-cli php7.4-common php7.4-json php7.4-opcache
php7.4-readline php7.4-xml pkg-php-tools po-debconf shtool

suggested packages:
autoconf-archive gnu-standards autoconf-doc dh-make gettext-doc
libasprintf-dev libgettextpo-dev libtool-doc libssl-doc gfortran

Figure 4.13: Developing the Sandboxing Environment

phpize needed to be installed. This command is usedCfoy the development of the

sandboxing environment of php extension.

cot@osboxes: fopt/BFR# phpize
onfiguring for:

PHP Api Version: 201960962
end Module Api No: 20190902
end Extension Api No: 3201960962
oot@osboxes: fopt/BFR#

Figure 4.14: Showing thevZend Module Size and API

Phpize shows Zend module API no and extension no.

root@osboxes: ./conTigure --enable-bfr

hecking for grep that handles long lines and -e... fusr/bin/grep
for egrep... fusr/bin/grep -E
for a sed that does not truncate output... Jfusr/bin/sed
for pkg-config... fusr/bin/pkg-config
pkg-config is at least version 0.9.0... yes

for cc... cc

whether the C compiler works... yes
for C compiler default output file
for suffix of executables...
whether we are cross compiling... no
for suffix of object files... o
Figure 4.15: Configuration Enabling

name. ..
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configure: creating ./config.status

rnnfig ctatius: rrpa#ing rnnfig h

root@osboxes: fopt/BFR# make && make install

/bin/bash Jfopt/BFR/libtool --mode=compile cc -Werror -Wall -I. -Ifopt/BFR -DPHP_ATOM_INC
-I/opt/BFR/include -Ifopt/BFR/main -Ifopt/BFR -Ifusr/include/php/20190962 -I/usr/include/
php/201960902 /main -I/usr/include/php/201969082/TSRM -I/usr/include/php/20190962/Zend -I/us

r/include/php/201909682/ext -Ifusr/include/php/201909682/ext/date/lib -DHAVE CONFIG H -g
-02 -c [fopt/BFR/php bfr.c -o php bfr.lo

mkdir .libs

cc -Werror -Wall -I. -Ifopt/BFR -DPHP_ATOM_INC -I/opt/BFR/include -I/opt/BFR/main —I}optl
/BFR -Ifusr/include/php/20190902 -I/usr/include/php/20190962/main -I/usr/include/php/2019
@982 /TSRM -I/usr/include/php/20196962/Zend -I/usr/include/php/2@198982/ext -I/usr/include

Figure 4.16: Creating Directories
After configuration it is needed to get the link from the lib directory.

See any operating system documentation about shared libraries for
more information, such as the 1d(1) and ld.so(8) manual pages.

Build complete.
Don't forget to run 'make test'.

Installing shared exteniions: fusrflib/php/20196982/
root@osboxes: fopT/oriE N

Figure 4.17: Getting the Installed Location

The php sandbox installs in the below mentioned\ocation and added with the zend
extension

root@osboxes: fusr/lib/php/20190902

:~% sudo -1
h[sudo] password for osboxes:
yi Serry, try again.
[sudo] password fer—ssboxest
mFroot@osboxes:~# cd fusr/lib/php/20190%962/

ront@nshoxes: fusi JLLU/ plipf 20150562# s

exif.so iconv.so posix.so SYsSvVmsg.so xml.so
Il ffi.so json.so readline.so SYSVSEM.S0 xmlwriter.so
calendar.so filleinfo.so opcache.so shmop.so sysvshm.so xsl.so
ctype.so ftp.so pdo.so simplexml.so tokenizer.so
o dom.so gettext.so phar.so sockets.so xmlreader.so
_ root@osboxes: fusr/lib/php/2019069023#

Figure¥4.18: Location of bfr.so File
The location of the bfr.so file is located there.
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suivtauic

1931 ; certificate. This value must be a correctly hashed
certificate directory.

1932 ; Most users should not specify a value for this directive

root@osboxes: /

root@osboxes: /

as PHP will
1933 ; attempt teo use the 0S-managed cert stores in its absence. :~§ sudo -i
If specified, [sudo] password for osboxes:
1934 ; this value may still be overridden on a per-stream basis sorry, try again.
via the "capath" [sudo] password for osboxes:
1935 ; SSL stream context option. root@osboxes:~# cd fusr/lib/php/20190902/
1936 ;openssl.capath= root@osboxes: fusr/1lib/php/26190902# 1s
1937 exif.so iconv.so posix.so SYSVMSg.
1938 [ffi] so
1939 ; FFI API restriction. Possible values: ffi.so json.so readline.so sysvsem.
1940 ; "preload"” - enabled in CLI scripts and preloaded files riter.so
(default) calendar.so fileinfo.so opcache.so shmop.so sysvshm.
1941 ; "false" - always disabled
1942 ; “"true" - always enabled e. ftp.so pdo.so simplexml.so tokenize|

1943 ;ffi.enable=preload phar.so sockets.so xmlreadel
1944 ) . ) root@osboxes: 0.f20200002# cd [
1945 ; List of headers files to preload, wildcard patterns xes:/# locate php.ini
allowed. Jetc/php/7.4/cli/php.1nl
1946 ;Tfi.preload= _ Jfusr/lib/php/7.4/php.ini-development
1947 |zend_extension = Jfusr/Llib/php/ 2/bfr.so Jusr/lib/php/7.4/php.ini-production
!fusrfltb/php[?.4}php.ini-productton.clt
|root@osboxes: [#

Figure 4.19: bfr php.ini file
. yﬁ'\
The highlighted command has been used to generate the php en%& xtension, it is needed

to update the php.ini file in the /etc/php/7.4/cli/ location. QQ)

N

From the git repository the honeypot is downlo@ and installed, the following are the

command to install and download the file .@

r.Installing shared extensions: Jusr/1lib/php/20190902/
root@osboxes: fopt/BFR# cd ..
root@osboxes: /opt# git clone https://github.com/glastopf/glastopf.git
Cloning into 'glastopr ...
remote: Enumerating objects: 21, done.
remote: Counting objects: 100% (21/21), done.
remote: Compressing objects: 100% (21/21), done.
remote: Total 5418 (delta 11), reused ® (delta @), pack-reused 5397
Receiving objects: 100% (5418/5418), 2.91 MiB | 842.00 KiB/s, done.
Resolving deltas: 1AA% (3172/3172), done.
root@osboxes: /opt# cd glastopf/
root@osboxes: fopt/glasiopr# s
distribute_setup.py GPL MANIFEST.in _reauirements.txt
Changelog.txt Dockerfile README.rst setup.py
root@osboxes: /fopt/glastopf#

Figuré4.20: Command to Install and Download file from git

Firstly, git cloned the Glastopf and then cd to the folder. Finally, the installation process
starts by the following command.
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command 'python' from deb python-is-python3

root@osboxes: fopt/glastopf# python3 setup.py install I
fusr/1ib/python3/dist-packages/setuptools/dist.py:4/7/3: UserWarning: Normalizing '3.1.3-de
v' to '3.1.3.deve’
warnings.warn(
running install
running bdist egg
running egg_info
creating Glastopf.egg-info
writing Glastopf.egg-info/PKG-INFO
writing dependency links to Glastopf.egg-info/dependency links.txt

Figure 4.21: Location of the Glastopf Honeypot

The location of the Glastopf honeypot is:

| fusr/local/bin/glastopf-runner

In the opt directory the folder has been created earlier to install Glastopfiandewhere Glastopf.cfg
file can be found

GNU namg 2.2.6

#If dizabled a sglite database will be created {(db/glastopf.db)
to be used as dork storage.
enabled = True
godb or sglalchemy connection string, ex:
#mongo [ : B17/glast
T/olastopf

y 1/ fames : bond@some o stopf

connection_string = sglite:///db/glastopf.db

[surfcertids]
enabled = False
host = localhost
iport = 5432

ldsserver

[sysleg]
enabled = Fllse

Get Help WriteOut E Read File E Prev Pac
) Exit e Justify Where Is Hext Page

Figure 4.22Configuration of the Glastopf

ThisNis the last configuration file of the Glastopf honeypot system. The final step of the
installation process is to generate the configuration file on the Glastopf environment. There

is a bash script that can run of pop up the honeypot.

The Glastopf honeypot runs tcp port 80 by default in all the interfaces. If someone is

testing the IP address, will find a website with bunch of service running.
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If a web scanner like Nikto or Acuentix is run on this IP, the attacker will find some
vulnerabilities and try to attack. 4.2.2.2 Configuration of the Logging Procedure in the

Honeypot:

The server was configured in such a way that the logs of the server is been redirect to the

separate file in /<installed dir=/glastopf cfs:

| [10gging]

| con=solelog enghled = True
| filelog enabled = True

| Llogfile = log/glastop.log

GNU namg 2.2.6

#If dizsabled a sqlite database will be created {db/glastopf.dh)
to be used as dork storage.
enabled = True
or sqlalchemy connection strimg, ex:
'localho
T/olastopf

glastepf.db

[surfcertids]

enabled = Fa

host = localhost
= 5432

database ldsserver

[syslog]
enabled = FBLse

Get Help WriteOut E Read File E Prev P Cut Text
) Exit W Justify Where Is Hext Page i U

Figure 4.23. topf.cfg File

The%er also been configured to redirect the logs to different sql database in the different

directories.

[main database]

#If disabled & gglite database will be created (g&fglastogf.dh] to be used
as dork #storage.

enabled = True connection string = sglite:///db/glastopf.db
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It is designed in such an order so that the errors generated by the honeypot will be
redirected to a separate log file in location as below and the database logs will be redirected
to the separate sqlite file in another separate file in different location [/<installed

dir>/db/glastopf.db]

|I<install—directury>;’logfglastupf.1Dg |

oA

The aforementioned log file, as well as the db file, can readily ')Ly d through

querying the sqlite db file by adopting SQLite3 utility or even it.ce\d analyzed manually.
(It is recommended to install "sudo apt-get install sqlite3 lib@-dev” package

4.3.3 Elasticsearch, Logstash, and Kibana Con%.%\on

The below figure 4.2.3 shows ELK/Logstash&Bifrozt. Elasticsearch 2.2, Logstash 2.2,
and Kibana 4.4 were installed on Ub tuQ,(M Server (ELK/Logstash Server) to aggregate
and display honeypot logs. Logs@arses and saves logs. Kibana can search Logstash

logs. Elasticsearch stores lo thh programs. (2015) Anicas.

AN
ELK STACK / LOGSTASH SERVER BIFROZT SERVER
User | Nginx «—Kibana -——— ElasticSearch +—— Logstash ~———— Filebeat Honssh Server
Reversa Saarch Store Logs P‘rgtc;ss. Ship Logs
Proxy and e Logs
Visualoe Logs

Figure 4.24: ELK Stack Server and Bifrozt Server
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4.3.4 Install Java 8

1. use the command sudo add-apt-repository -y ppa:webupd8team/java
2. sudo apt-get update

3. sudo apt-get -y install oracle-javaS-installer

4.3.5 Install Elasticsearch

1. wget -qO - https://packages.elastic.co/GPG-KEY-elasticsearch | sudo apt—ke@L

2. echo "deb http.//packages.elastic.co/elasticsearch/2.x/debian stable ‘n@qo

3. sudo apt-get update ﬂ N

4. use the command sudo apt-get -y to install elasticsearch '&%\

5. Use the command sudo vi /etc/elasticsearch/elasticseq\&l

localhost is the value for network.host in @
7. restart elasticsearch service using sudo * ©

8. sudo update-rc.d elasticsearch defanlts 95710

4.3.6 Install Kibana Q:b‘

1. echo "deb http.‘//pack@d)stiaco/kibana/4.4/debian stable main" | sudo tee -a
.\

Jetc/apt/sources. lisqw)@— A4.x.list

2. sudo apt-get a%a

3. sudo aﬁ%y install kibana

4. gopt/kibana/conﬁg/kibana.yml server. host is set to "localhost"
6. sudo update-rc.d kibana defaults 96 9

7. sudo service kibana start
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4.3.7 Install Nginx

Because Kibana was setup to listen on localhost, there was setting up a reverse proxy to
enable access from the Internet. Nginx was used for this.

1. run the command sudo apt-get install nginx apache2-utils

2. sudo htpasswd -c /etc/nginx/htpasswd.users kibanaadmin .
3. sudo vi /etc/nginx/sites-available/default &b‘
See nginx configuration file @QO

5. sudo service nginx restart i % -
4.3.8 Install Logstash %‘\\‘

As follows, Logstash was installed from the same reposit&&%é Elasticsearch:

1. echo 'deb http://packages.elastic.co/logstas@bian stable main' | sudo tee

/etc/apt/sources.list.d/logstash-2.2 x.list ~©

2. sudo apt-get update ?

3. sudo apt-get install logstash Q)(b‘
4.3.9 Generate SSL Certifi at:s
Filebeat was used @ logs from the HonSSH server, and an SSL certificate and
key pair were g%ggd. Filebeat used the certificate to validate the ELK server's identity®.
The follo@commands were used to create two folders for storing the certificate and
prigt

1. sudo mkdir -p /etc/pki/tls/certs

2. sudo mkdir /etc/pki/tls/private

The SSL certificate that was created included the ELK Server's private IP address in the

subjectAltName field:
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sudo vi /etc/ssl/openssl.cnf
subjectAltName = IP: 192.168.1.14

1. cd /ete/pki/tls

2. Run the following command: sudo openssl req -config /etc/ssl/openssl.cnf -x509 -days
3650 -batch -nodes -newkey rsa:2048 -keyout priVate/logstash-forwarder key -out
certs/logstash-forwarder.crt 6&\
4.3.10 Install Filebeat Package ‘@

Filebeat was installed on the Bifrozt Linux Server as described bel %
1. echo '"deb https://packages.elastic.co/beats/apt stab sudo tee -a
/etc/apt/sources.list.d/beats.list AQ)

2. wget -qO - https://packages.elastic.co/GPG- KE@chearch | sudo apt-key add —

3. sudo apt-get update ©

4. sudo apt-get install filebeat C-)

5. sudo service filebeat restart Qib‘

6. sudo update-rc. d filebeat %ﬁs 9510

Filebeat transferredﬁ;@

Filebeat is a log\s; ping agent that communicates with Logstash over the lumberjack

networkir@wcol.
4.]@ey Analyzer

Honey Analyzer is a web-based RDBMS for analysing honeyd logs (RDBMS). The

the HonSSH server to the Logstash server after installation.

suggested system provides a visual interface to filter data for the security administrator’. In

this filtered data, attack signature algorithms may be used to get a well-balanced attack
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signature with few false positives or negatives. Signatures identify assault characteristics.
Signature extraction technique has three parts:

» Data capture, or traffic register components: This section consists of honeyd and
Tcpdump for data collecting.

* Data analysis, or analysis and component extraction: This step entails data analysis from
the precise signature extraction approach of the assault. é{b‘

« Extraction of high-quality attack signatures. ‘%.\QO

4.3.12 Data Capture .

Data capture records an attacker's actions. Honeypot collects ﬁ-’oneyAnalyzer uses
the Honeypot registration and tcpdump network traffic @%&ration. For a comprehensive

examination of an attacker's stage, the system mu&@ 11 incoming and outgoing packets.

Tcpdump collects the maximum load 3? @packet. Tcepdump is a Linux network

monitoring sniffer!?. 'a

4.3.13 Data Analysis Q)

The web interface include‘s%kﬁ)al exit that displays the most often targeted port and IP
r

"
address. The Honeﬁ;&

xtraction process is described in full below.
* Simulate netwode ng honeyd.

. Analyze‘%ic using Tcpdump.

. A 4@‘ ript that automatically analyses honeyd registration archive data is added to the
database.

» Execute the automated Shell script to enter data into the Honeyd database. This is
triggered by cron, a background process manager (demon) that routinely executes

processes or scripts (for example, every minute, day, week or month).
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* Attack patterns may be identified and data can be analysed using a web interface.

4.3.14 Extraction of the Signature

The security administrator's intelligence and experience are needed to look for attack
signatures'!.

4.3.14.1 How to identify an attack's signature:

* Identifying database data via the online GUI. This is about signature ext%élb‘from
graphic websites to identify intruders. . \QO

» Compare Honeypot and Tcpdump data Start these steps f0£ eac r%ceived packet: - 1

Using the online GUI, identify interesting database data. %‘\\‘
&

&

To simulate the process of attacking, i @had been installed and utilized since it

* Analyze honeypot and Tcpdump data.

4.3.15 Attacking Process:

possessed different penetration tools @at the simulation can be done in different ways

and attacks can take over onﬂﬁ“%nt web application systems. The below tools will be
used in the experiment f@,‘*ﬂs project. For the sake of the length of the research, the

installation proceere @(azﬁ Linux has not been illustrated'?.

The Follou@the IP Address of the Machines:
Atta@QZ.M&SO.ISS

Victim: 192.168.50.162

4.3.15.1 W3AF
W3AF is written in python, and it is an open-source tool that is responsible for the

exploitation of vulnerabilities!®. Of many activities, it can perform the scanning process on
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a website and try to find different web-based weakness like SQLi, XSS, and LFI if it is

there or not and consequently tries to possess the accessibility in the operating system.

To audit, this tool (W3AF) comes across the following steps so that a web target can be

exploited successfully:

1.

3.

To begin with, the scanning is done with the assistance of a plug-in call&awl—

plugin’ as well as ‘web-spider’. To do so, W3af will go through th?@s well as

pages in the web application. After the identification of the URL,

[ ﬂ
HTML forms and different types of HTML string parame@ detected. Then this

fferent types of
tool (W3AF) tries to follow the links, and from tbe@ RLs are extracted. In the
end, W3AF will possess an appropriate map a the links.

The following process is related to the.a@g of the application. This operation has

mong all the URLs so that different types of

been done by embracing the aud;'tp@ The plugins will then be utilized as input

and then the fuzz will take &)
vulnerabilities such as cro$s-Site scripting, SQL injection can be found. SQL is
regarded as one of th@i?prominent audit plugins that are highly efficient in finding
SQL injections 'tho error'4,

In the @ detected vulnerabilities as well as the error messages are logged and are

Q@he XML and HTML files for the users.

4.3.15.2 Nikto

Chris Sullo, the founder of the Open Security Foundation, came up with “Nikto” which

acts for the web application security scanner'®. This has been written with the Perl
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programming language and it is regarded as an open-source GPL licensed server. It can

conduct the scan for different types of vulnerabilities.

Figure 4.25: Nikto Vulnerebilities ®

This screenshot shows that the nikto fo@j\lot of vulnerability in the webserver. Nikto

can scan for the web vulnerabilities ecified vendors and can work within an outdated
or known version of the web setyeps. In addition to that, it can perform the checking up for
the unstructured open ¢ rition items that can be present in different types of index

files. It has a respo@ly’?ty to be able to detect the installed servers as well as software.

The follo ¢ some attributes of Nikto:

1. pport of SSL by using the OpenSSL in Linux operating system
2. Supporting HTTP for Basic and NTML

3. Bypassing IPS and IDS through mutation techniques

4. Checking for vulnerabilities and outdated server

5. Exploiting the vulnerabilities by logging in Metasploit (Sullo, 2010).
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4.4 Results and Discussions for Objective three: Test the level effectiveness of the

enhanced Glastopf honeypot system in detecting fake honeypot designed by the attackers

The section executes the web application honeypots experimentation, tested and analyzed
using different tools and techniques in kali operating system. The experiment and the
testing were based on numerous inputs that can have simulation by utilizing @rem

automated scan tools so that the replication of attacks can take place in the I%) pots and

analysis can be done from the logs. ‘%

[ ) ﬂ
To examine the usefulness of honeypot in acquiring attacker%é‘d%gence and detecting

false honeypot systems based on legitimate, accurate sem&&étection. From 15 to 29 June
2022, honey accounts were checked. This secti@'&les a summary of results and a
taxonomy of observed activity. There was @farism on how fraudsters gain account
credentials from different sources. yQLc)}minals may try to escape location-based
detection systems by connecting %b areas where account owners usually login. There
was construction of a measur}vgt to infer terms attackers search for in email accounts.

.}
Finally, the discussim@) certain hackers are stealthier and more sophisticated were

carried out.
N
Q

4.4.1 Activity Overview

4.4.1.1 Attacks that are Supported by Glastopf:

Glastopf is a low-interaction web-based honeypot, and it has been designed for this project
based on fulfilling a purpose. It supports limited functionalities and can be extended if the
development is required by the administrator. The following attacks have been identified to

be supported by Glastopf honeypot:

244



Table 4.2: Result of Supported attacks Glastopf (Researcher: A. B. Owolabi)

S/N Attack Type Supported by Glastopf

1 SQL Injection Yes

2 Cross Site Scripting (XSS) Yes

3 Command Injection Yes

4 Remote File Inclusion Yes

5 Local File Inclusion Yes ;&\
6 Sensitive Date Exposure Yes \ Q

7 Directory Traversal Yes ‘%

\

The aforementioned table portrays the attacks that are sup;%g%by Glastopf and how the
web application is designed as well. However, the lis & sses common attacks that can

be formulated by the attackers through si 4% the web-based honeypot and the

activities will surely be logged in the hon@)

o

To conduct experiments on a virfual environment, a need for the attacker was required.

4.4.1.2 Experiment and Analysis:

This is one of the ns why automated security scanners have been used. The
replication of n iaé scenarios and analysis of the logs have also been generated due to
the mmula‘%gthe attacks. The usage of automated scanners provides smoothness to the
si «%\ of attacks. That process seems to have much more efficiency in finding

vulnerabilities.
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4.4.1.3 Data Exposure:

- Sensitive Data Exposure (Robots.txt)

Command that Used to Get the Information:

| wget <IP ADDR OF HONEYPOT>/robot.txt

Client-side result: %:&{b

Glastopf: The attack turned into a successful one and the robots.txt ﬁ@e up with the

data in the following: . ‘\%q

Reason for Selecting the Tool: The @ is common in the Linux platform which is used
in the HTTP client!®. The atta¢k cdadprint classified information on the web server and the

attack initiates the other pag%as}s. The hacker can possess different web directories so that

the attacker can pr@’%ﬂ vulnerabilities in the system.
4.4.1.3.1 %ﬁlg on the Results from the Honeypot:

Th@@is responsible for logging all attacks in the form of sqlite.db that can have
accessibility to sqlite3 in case for the command line utility. The pattern of the attack can be

extracted by using below sqlite query:
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2glite3d> select * from events where pattern='robots':

=i

Figure 4.25: Glastopf Lop Analysis on SQL Injection

4.4.1.4 SQL Injection Testing in the Honeypot:
The following command was used to test the application is it 1§ Vulnerable to the SQL

injection. Which is in owasp top ten lists.

JJeglmap . py —=nrd "http://<web-application honeypot>/index.html’ =

lata='pma username=test&pma password=testiserver=l&lang=en-i=zo-

S8l&convcharset=i=zo-38 1' -p '"pma username' --level 5

[ =y -

q Co—

Client-side Result:

Sqlmap in the running phase

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent i
s illegal. It is the end wser's responsibility to obey all applicable local, state and fed
eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

[*] starting @ 10:44:53 f2019-04-30/
4;54) testing conmection to the target URL
4 ] heuristics detected web page charset ' it
1 L= king the target is protected by some kind of WAF/IPS
] testing if the target URL content is stable
4:55] target URL content is stable
4:55] [T testing if GET parameter "id' is dynamic
- 4
1
L]

[

[1
[1
[1

GET parameter 'id' appears to be dynamic
heuristic (basic) test shows that GET parameter 'id® might be injectable
"MySOL' )

' (possibl
Figure 4.26: SOQLMap Scanning
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4.4.1.4.1 Reason for Selecting the Tool:

The SQLmap is regarded as one of the most prominent SQL injection tools. The
tool can provide support to different types of databases such as MySQL, oracle,
PostgreSQL, and MySQL. Besides, SQL techniques based on time, union,

Boolean, and blind SQL injection is served by the tool.
4.4.1.4.2 Reflection of SQL Results in the Honeypots:

The glastopf cannot fully but partially emulate the vulnerability of sql injection!”. It is very

useful in terms of seducing the attackers by having sqlmap. Alse, \glastopf can provide the

URL of attack in the system as well.

Figure 4.27: Glastopf Results in SQL Injection
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4.4.1.5 Cross-Site Scripting (XSS):

Tools Used & their Results:

In this attack, it is needed to install some xss injection plugin on the w3af framework.

Client-side result:

The user was not able to see cross-site scripting in the current virtual setup singe\there is a

shortage of availability in the packages.

4.4.1.5.1 Reason for Selecting the Tool:

XSS is regarded as one of the prominent web application atta¢ks in the system'®. This attack
can create harm for the users and can be used to steal dookies. The web application attack
and the audit framework (W3AF) possess the“qualities to exploit vulnerabilities in web
applications. Other tools can only identify XSS. However, W3AF can identify XSS by
utilizing the Metasploit framework¢yFhe' database contains 45,000 patterns for the XSS
attack. This is the uniqueness“Qf)the tool that can be used to test and to exploit XSS

vulnerabilities efficientlys

Glastopf is capablenaf capturing the events and also it can show the usage of W3AF to

encountershedéployment of the honeypot.

Figure 4.28: Glastopf analysis on Cross-Site Scripting Test
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4.4.1.6 Remote Local File Inclusion:

Client-side Result:

The user can conduct the local/remote file inclusion(s). To do so, the user needs to insert

the URLSs on the browser and then the results can be seen.

Reason 0’&1

7 [ 192.168.50.162/filemanag: %

&« c L 19216850162fe”|a\age\ ePruawag-er_.fcw"|7?;2E;s.:1r'|)? .:1._:1:::;".:,*.elc;-'.:zass‘.\.-c;

Warning: include(vars1 php): failed to open stream® No such file or directory in var/www/ html/anonymoustest php on line 6 Warning: include(): Failed opening ‘vars1 php' for inchusion
(include_path="-/ust/share/pear:/ust/share/php") in ~var www/html anonvmous/test php on line 6

&

Figure 4.29: RFI on the Website .6
4.4.1.6.1 Reason for Selecting the Tool: Q

The attacker can inject or include a rer@s}’ﬂe provided that the Remote File Inclusion
(RFI) vulnerability permits the atta the web application. The vulnerability can take
place if the input validation isxgj)up to the mark!®. This is one of the risk vulnerabilities
which permits the atta %ﬂgo through the classified information. If the attacker is
permitted to write Qlj inside the system, it would be possible for the attackers to combine
the LFI and Qeakness so that the local web shell can be created on the server. This can
be r as one of the highest vulnerable activities and can be gotten away from this by

using dppropriate filtering in the user input.
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4.4.1.7 Reflection of RFI

Figure 4.30: Glastopf Analysis on Local file Inclusion Test

4.4.1.8 Command Injection

Result to end-user: The command injection was done by the user on Glastopf. However, it
would not be of any value if ahy valtiable information is not retrieved, and if the command
injection had not been proéesséd?’. Therefore, the attacker or the user will be directed back
to the home page.(This.strange action can efficiently fool the automated scanner such as

nikto.

The web,_dpplication honeypots provide the banners of the website and could potentially
lead the attackers to collect valuable information about the end-user concerning the

Glastopf:
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Figure 4.31: Command injection Glastopf log Analysis

4.4.1.8.1 Reason for the Selection of the Tool: To maintain and go through\with the
command injection attack chrome/firefox can be used. The chosen commands Were targeted

in the Linux since the honeypots have been operated on the Linux i@$\

4.4.1.8.2 Reflection of Command Injection:

Glastopf: The results of the Glastopf honey pot can~be,tracked in the SQLite database.
Database can clearly show the path of different aetivities as well as the attempts of the

attackers.

Figure 4.325 Analysis by Sqlite on Command Injection

4.4.1.9, Directory Traversal

Tools Used & their Results

The given attack vector has been used for the testing directory traversal attack:

GET /admun/../../../.././ frobots txt HTTP/1.0
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To read the robots.txt file, the directory traversal attack was used and the fie lies in the root
of that web server. It justifies the reason why the honeypots possess the characteristic of
mimicking the directory traversal attack.

Result to end-user

<« C [} 192.168.50.162/adn

Q, 192,168.50.162/admin/./ /o fuf ol T

curriculum vitae

Login Form

Please fill in your credentials
Login:
Password:

Submit

&« € [ 192168.50.162/robats.xt

User-agent: * Disallow:

My Resource

in either, except that the loss of her favourite sister, or the|
the follies and nonsense of powered | performed by Beyor
civility as to be obliged to say SQL Server Driver][SQL Se!
Archive Foundation ("the Foundation" This summary was
cold ham and SquirrelMail version While she spoke, Wick
husband's. Mr. Darcy 1ook her place by her niece, and th
recommend yourself to his friend by PostgreSQL query fai

tn dina fa_dau with | Aniea and me this nravs is warkina fin

Figure 4.33: Glastopf Honeypot with Directorylraversal Attack
4.3.1.9.1 Reflection of Directory Traunsversal Attack

Glastopf has the potential to captufe the results. The results are shown in the following:

Figure 4.34: Accessing SQLite Database for Directory Attack
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Table 4.3: Test result of supported Attacks

1 SQL Injection Yes

2 Cross-site Scripting (XSS) Yes

3 Command Injection Yes

4 Remote File Inclusion Yes

5 Local File Inclusion Yes

6 Sensitive Data Exposure Yes
(Robots.txt)

7 Directory traversal Yes

Result of testing of the Web Application Glastopf honeypotSystém from the Storage Log
files to determining its level of intelligence information,g%

\

The aforementioned table portrays the results th&e been extracted from the storage of
the log files to know which attacks are SL@J@ y the Glastopf honeypot. To do so, a log
analyzer has been used. If the attack ave simulation within the types of attacks, the
attackers will be less likely toBe c (9: by the honeypots.

Besides, the Glastopf posaﬁes) low-interaction web application honey pots and therefore
this possesses a lir@)c%l er of web pages. This is developed as well as improved by the
community u@ﬂers so that the honey pots can be established and run efficiently to serve
the purp ‘%

W&e experiments were going on the Glastopf web application honey pot, narrow
space has been discovered and a small project like this one can use the attributes of the
honey pot. Though the configuration, as well as the deployment procedure, is not very
complicated to perform, the analysis of the logging processes of the web application honey

pot cannot be regarded as user friendly. That being said, it is suggested to use a third-party
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log analyzer so that the analysis of the logs can seem easier to read, and also, the activities
of the attackers can be understood. Glastopf can generate different pages for particular
requests and concerning the SQL injection attacks, it can produce the MySQL error which
can be compared with the error message and is generated by the authentical web
application honey pot. Hence the attackers find it difficult to provide seduction to the web
application whether it is not the authentic web application except the éexy pot.
Concerning the login capability, the Glastopf utilizes the ability of the X %'eb server.
Lastly, it starts to store the log files as a form of the real text ﬁ lastopf can log the
attacks by adopting a custom database, like SQL lite, MySQI @1 etc. In addition to
that, the database possesses a unique schema that can ﬂo&%@ investigated by the analysis
of sqlite3 command-line utility. Therefore, the poﬁ@%to write the scripts can be done to
parse the logs instantly and, to have an i ?@}of the firewall to block the IP that has
been attacked. By doing so, the Intrusi ni'ection System (IDS) is being turned from the
Glastopf. To identify the comm@(ne injection attack, Glastopf is necessary for the
operation. However, limita 'c%e)rsists since it is unable to emulate the command line
injection to the full t.@ of the malware, the Glastopf serves with limited interaction
with the attackd&iﬁéreas, in the high interaction honey pot, the situation changes. To
begin wi{%r instance, it does not permit the attackers to provide the XSS code
per@@ into the browser of the client. The capability of the downloaded malware can
be exploited and can be saved in a different directory that does not reside in the Glastopf.
This attribute can be found in the following version of Glastopf. The security is ensured
since the Glastopf is run in the PHP codes and on the sandbox. One of the suitable places

for deploying the Glastopf is beside the production web servers. Also, it can be done within
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another DMZ that is protected by the Intrusion Detection and Prevention System (IDPS)
and firewalls. The logs can assist in collecting information like tools, techniques, and IP
addresses when it is generated by the Glastopf. The information, hence, can be utilized to
provide more security to the servers and can identify the attacks on the web servers.

Table 4.4: Show the Attack Origin Analysis for Efficiency Level Enhanced Glastopf

Honeypot N
ATTACKS LEVEL ON &\'
HONEYPOT . Qé)
A_A
IP Address Frequency/ Frequency / | % of attack | % of attack | - f Honeypot
Attack Attack frequency Detected efficiency (L1 —
Lunched detected 172) =13
(L1) (L2) . )6
192.168.1.34 | 900 900 33.13% 50.4%'1%\ 0.00
192.168.1.35 | 734 730 27.02% 26959 4.00
192.168.1.36 | 512 512 18.85%  hI18190% 0.00
192.168.1.37 | 300 296 11.04% “ A NP0.93% 4.00
192.168.1.38 | 270 270 9.94% \, ) | 9.97% 0.00

TOTAL 2716 2708 1@% | 100.00% 8.00

Table 2.4 shows Attack origin analy%'metric to measures the geographical or network
location of the attackers targeting the honeypot. It was calculated by analyzing the IP
addresses or network p associated. It shows demonstrates that the degree of
performance of th o@%‘[ system in detecting and acquiring intelligence information on
the attacker is@b, with 2,708 assaults identified out of 2,716 attacks launched; just 8
attacks W@ detected. However, the use of IDS, a firewall, and a honeypot system will
totz@entify and record every assault launched by the attackers.

L1-L2=1L13

2716 -2708 =8
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The above result and analysis show that Honeypot system is highly efficient in gathering
the attacker’s intelligence information, but will perform better when combined with IDS
and Firewall.

Table 4.2 shows the frequency and proportions of assaults launched and detected by the
honeypot from the top five source IP addresses. The Chi square value of 1155 for
examining the proportional equality of assaults from these IP addresses isé&&ally

significant at the 0.0001 level. There is often a significant rate of assaul O%@ting from

IP address 192.168.1.34. %.\
N

Frequency
1000
900
800
700
600
500
400
300
200
100
0
172.168.1.34 172.168.1.35 172.168.1.36 172.168.1.37 172.168.1.38

M Frequency

Fi 5: The Graph of the Attack Origin Analysis for Efficiency Level Enhanced
Glastepf Honeypot

Figure 4.35 depicts a chart of the honeypot assaults originating from the top five IP
addresses. Clearly, the IP address 172.168.1.34 created the greatest number of assaults

(50.49%), while the IP address 192.168.1.38 generated the lowest number of attacks
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(9.97%). Consequently, the IP address 192.168.1.34 experienced a high rate of honeypot

assaults.
Percentage % level of Attack
35.00%
30.00%
25.00%
20.00%
15.00%
10.00%
5.00% I
0.00%

172.168.1.34 172.168.1.35 172.168.1.36 172.168.1.37 172.168.1.38

B Percentage % level of Attack

Figure 4.36: The Graph of Percentage Level @ac'k

Chart Showing Test of Effectiveness of the Enhanced Glastopf Honeypot System on A2
Web Applications IP Addresses

1000
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Figure 4.37: Shows the Effectiveness Level of The Attacks Lunched and Attack Detected

o

o

o

o
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Table 4.5a: Top Five VPS Web Application Attacks Lunched and Attacks Detected

TOP FIVE VPS ATTACKS

VPS Attacks Frequency / Attack % of attack % Efficiency level of VPS
Attacks lunched detected frequency attacks detected
(Brute force) 375 372 9.74% 9.84%
(Cross-Site 314 308 8.15% 8.14%
Scripting) (XSS)
(Command 450 434 11.69% 11.57%
Injection)
(Remote File 600 560 15.58% 14.82% N (b.
Inclusion) A&\
(Sensitive Data | 2110 2103 54.81% 56.68% 4%
Exposure)
TOTAL 3849 3777 100.00% 100:
Y
o . N
60.00% - X
40.00% AQ»}CO (Brute force)
20.00%- »\\ l (Cross-Site
0.00% 1 Scripting) (XSS)
% of | %ﬁf O (Command
Attacl@ & atks Injection)
A == .
@ (Brute force) 9.{1@ 9.84% [ (Remote File
e Inclusion)
B (Cross-Site ﬂg‘y 8.14% .
( o \») ° ° B (Sensitive Data
Scripting) Exposure)
(XSS) QS "
a2 O\ <
N Y
Figure 4.38 Show. tage level of the Attacks Lunched and Detected
0
stoo
3000 O {Brute force)
2500
2000 M {Cross-Site Scripting) (XSS)
1500 O{Command Injection)
1000 O (Remote File Inclusion)
500 -
oM M (Sensitive Data Exposure)
Frequency /  Attack OTOTAL
Attacks detected
lunched

Figure 4.39 Shows Frequency level of the Attacks Lunched and Detected
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Test of the effectiveness of Enhanced Glastopf Honeypot on attack on Web Applacation of VP!
2500

2000
1500

1000

Figure 4.40 Showing Test of Effectiveness of Glastopf Honeypot in Detecting Attacks on

O

Table 4.5b Shows Result on Metrics A&s of Effectiveness of Glastopf Honeypot

BB -%@ ..

Web Application VPS

Metric Value \y\erpretatlons

Trap efficiency 80% 80% of interactions were with the honeypot, indicating a good
attractivity rate

Attack diversity | @‘i ~ Multiple types of attacks were detected, including SQL

} injection, cross-site scripting, and remote code execution
Attack frequency \0160%/ hr  Attacked 100 times per hour, indicating a high level of interest
Q from potential attackers
Session duratw 5Minutes = Average session duration was 5 minutes, indicating that
N\ attackers were engaged with the honeypot
Payload\analysis Malicious  Payloads captured exhibited malicious behavior and intent

Attack origin Global Attacks originated from various geographic locations and
networks

Signature detection 95% Detection rate of known attack signatures was 95%, indicating
strong signature-based detection capabilities

False positive rate 2% | Only 2% of captured events were false positives, indicating a

low rate of misidentifying legitimate activity
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This above table provided a summary of the results obtained from analyzing the efficiency

level of the Low-level interaction Glastopf honeypot system on different web Applications

based on different metrics. These metrics help assess the performance and effectiveness of

the honeypot in capturing malicious activity while minimizing false positives

Table 4.6: Showing Test of Efficiency of Enhanced Glastopf Honeypot on Detection and Captured of

Daily Attacks °
Timestamp | Frequency (Daily Attacks | Daily attacks | % of Daily Attack | % oﬁ%ﬁ
Lunched) Detected/ Lunched . etected
Captured ‘(Qo

15-06-2022 | 13 11 5.62% T Ps04%
16-06-2022 | 9 9 3.89% < ]412%
17-06-2022 | 22 21 9.52% * XN | |9.63%
18-06-2022 | 16 14 6.92%.C.y °  |6.42%
19-06-2022 | 11 11 4.76%\." 5.04%
20-06-2022 | 19 19 { 8:22%° 8.71%
21-06-2022 | 26 26 L AN1.25% 11.92%
22-06-2022 | 12 11 A \Ds.19% 5.04%
23-06-2022 | 15 13 + ] 6.49% 5.96%
24-06-2022 | 18 150 WO 7.79% 6.88%
25-06-2022 | 14 14 N Y [6.06% 6.42%
26-06-2022 | 7 NN 3.03% 3.21%
27-06-2022 | 26 A 11.25% 11.21%
28-06-2022 | 6 o Us 2.59% 2.75%
29-06-2022 | 17 ‘\y" 16 7.35% 7.33%
Total 231 A 218 100% 100%
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Chart Showing Effectiveness of Glastopf Honeypot System on Daily Attacks
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Figure 4.41 Showing Test of Efficiency of Enhanced Gl oneypot on Detection and
Captured of Daily Attacks ®

Line Chart showing effectiveness of Enehanced Honeypot system on Daily Attac
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Figure 4.42 Line Chart Showing Effectiveness of Glastopf Honeypot System on Daily
Attacks

262



Frequency

30
25
20
15

10

s Fregquency

Figure 4.43: The Graph Showing the Frequency of Daz’l@avcks
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Figure 4.44: The Pie Chart of Daily Attacks
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Figure 4.44 depicts a graph of honeypot assaults based on the top fifteen timestamps.
Clearly, 17/06/2020 and 23/06/2022 produced the highest assaults (11.25%), whilst
24/06/2020 produced the fewest (2.59%). Consequently, honeypot one had a significant
number of assaults between June 17 and June 23.

Table 4.7 Test of Efficiency of Existing Honeypot in Gathering Attacker’s Intelligent Information

VPS Attacks No of the Percentage No of attacker’s % Level of the attackers’
attacks Lunched | of attack Intelligence info. inf. Recordeﬁm
to the VPS frequency Recorded (E) by the honeypo @
server with existing Honeypot ° éo
existing ‘%\

Honeypot

(Brute force) 375 9.74% 296 \9.37%

(Cross-Site 314 8.15% 300 * \ 50%

Scripting) (XSS) ,C\\

(Command 450 11.69% 370 Q‘)\V 11.71%

Injection) o 4

(Remote File 600 15.58% 535 - 16.95%

Inclusion) £ \Q

(Sensitive Data | 2110 54.81% 1656_) 52.45%

Exposure) \\

A
TOTAL 3849 100.00%>. ;\‘i@‘l‘w 100.00%

\U
Table 4.7 depicts the frequency lev@' attacks on the five distinct VPSs situated in five
countries, with the nature of the ults to send phishing messages to a web application for
the aim of stealing throu@vgb application. As a security measure, an existing Honeypot
system was implemaented to prevent any attack from the attackers. Cross Site Scripting
attack re e lowest frequency of attacks, 314, while Sensitive data Exposure
reco (@e highest frequency of attacks, 2110. However, it was discovered that the
existing honeypot was unable to detect all of the attacks that were launched against
different countries. This indicates that deploying only the existing honeypot will not be
sufficient to protect a webmail account from a brute force attack; therefore, additional
security tools will be required for webmail account security. There was an advocate for

categorizing persistence data as occurrences, attack, and invasion. An attacker may execute
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any innocuous command as an event (e.g., Is, cd). Even if these data aren't dangerous, user
participation with the system may uncover correlations. Attacking is an order only a villain
would follow. An opponent's most beneficial command is an incursion, which was defined

as any command that breaks system integrity or disturbs normal system function.

Chart showing performance Evaluation of Number of Atacks Lunched on Existing Honeypot
of Intelligent Gathering of the Existing Honeypot
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Figure 4. Wrmance of The Level of Intelligent Gathered by The Existing Honeypot
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Table 4.8 Test of Glastopf Honeypot Efficiency in Detecting Fake Honeypot Designed by Attackers

VPS Attacks No of the attacks Percentage of No of attacker’s % Level of the
Lunched to the VPS attack Intelligence info. attackers’ inf.
server with Enhanced | frequency Recorded (E) by the Recorded by
Glastopf Honeypot Enhanced Glastopf the honeypot

(Brute force) 375 9.74% 375 9.74%

(Cross-Site 314 8.15% 314 8.15%

Scripting)

(XSS)

(Command 450 11.69% 450 11 E%,

Injection) ‘(\

(Remote File | 600 15.58% 600 . «[<as58%

Inclusion) Q

(Sensitive 2110 54.81% 2110 54.81%

Data

Exposure) . \S ‘

TOTAL 3849 100.00% 3849 ¢~ \Y ¢ 100.00%

Q}v
Table 4.8 displays the frequency level of attacks [.@Bse distinct VPSs situated in five
different countries. The nature of the assaults iﬁu orce through phishing messages sent
to webmail accounts with the intent of g@%ocess to webmail account information. As
a security measure, an Enhanced Ho@t system was implemented to prevent any attacks
from the attackers. Cross site ng reported the lowest frequency of attacks, 314, while
Sensitive Data Exposure ded the greatest frequency of attacks, 2110. However, it was
discovered that th@ced honeypot could detect all the attacks that were launched in
different co t@ This indicates that deploying the enhanced honeypot will be sufficient
to prote@ ebmail account from a brute-force attack, so it may or may not be necessary
to de

y an additional security tool to ensure the highest level of protection for the

webmail account information.
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Table 4.9 Test of Glastopf Honeypot Efficiency in e@(:ting Fake Honeypot Designed by Attackers
F 'e%jt e

Lunched to the VPS
server with Enhanced

P 4

te

>

Negative rate

attackers’ inf.
Recorded by the

Glastopf Honeypot (N honeypot
(Brute force) | 375 <« Y9.74% 375 9.74%
(Cross-Site 314 8.15% 314 8.15%
Scripting)
(Xss) O\ 3
(Command 45@ Q\i - 11.69% 450 11.69%
Injection) )
(Remote File 0o 15.58% 600 15.58%
Inclusion) b
(Sensitive ~2110 54.81% 2110 54.81%
Data
Ex ur?
ToTALY 3849 100.00% 3849 100.00%
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4.5 Results and Discussions for Objective Four: Evaluate the performance of enhanced
Glastopf in (iii) against the existing honeypot system in the detection of fake honeypot
system and attacker’s information gathering

This section discuses evaluation of the experiments that had been conducted in the prior
section, and the web application honeypots. Upon rigorous testing procedure that took place

in the honeypots, the following results have been discovered from the stora%}\?‘e log

files: ‘%\

Table 4.10 portrays the results that have been extracted from the @e\of the log files. To
do so, a log analyzer has been used. If the attackers have s@lon within the types of
attacks, the attackers will be less likely to be caught by t@oneypots Besides, the Glastopf
possesses low-interaction web application honey pets and therefore this possesses a limited

number of web pages. This is developed i) % improved by the community supporters
ru

so that the honeypots can be estabhsh n efficiently to serve the purpose.

When the experiments were g&g)m the Glastopf web application honey pot, narrow space
has been discovered and %?I'P project like this one can use the attributes of the honey pot.
Though the conﬁg@@%, as well as the deployment procedure, is not very complicated to
perform, th @Isis of the logging processes of the web application honey pot cannot be
reg%c@ user friendly. That being said, it is suggested to use a third-party log analyzer so
that theanalysis of the logs can seem easier to read, and also, the activities of the attackers
can be understood.

Glastopf can generate different pages for particular requests and concerning the SQL
injection attacks, it can produce the MySQL error which can be compared with the error

message and is generated by the authentical web application honey pot. Hence the attackers
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find it difficult to provide seduction to the web application whether it is not the authentic
web application except the honey pot. Concerning the login capability, the Glastopf utilizes
the ability of the Apache web server. Lastly, it starts to store the log files as a form of the
real text file.

Glastopf, can log the attacks by adopting a custom database, like SQL lite, MySQL,
MariaDB etc. In addition to that, the database possesses a unique schema thaté%\)(bn‘ly be
investigated by the analysis of sqlite3 command-line utility. Therefore,.thg%ssibility to
write the scripts can be done to parse the logs instantly and, to have an insertion of the
firewall to block the IP that has been attacked. By doing so, t@\msmn Detection System
(IDS) is being turned from the Glastopf. . \ Q)

To identify the command line injection attackﬁ%%f is necessary for the operation.
However, limitation persists since it is un. b%ﬁ%ﬂulate the command line injection to the
fullest. In terms of the malware, th%' opf serves with limited interaction with the
attackers whereas, in the high int@‘bn honey pot, the situation changes. To begin with,
for instance, it does not pe %gattackers to provide the XSS code persistently into the
browser of the client. @abﬂity of the downloaded malware can be exploited and can
be saved in a dif@igr? directory that does not reside in the Glastopf. This attribute can be
found in (ﬂ%}lowing version of Glastopf. The security is ensured since the Glastopf is run
in ﬁ%@ codes and on the sandbox. One of the suitable places for deploying the Glastopf
is beside the production web servers. Also, it can be done within another DMZ that is
protected by the Intrusion Detection and Prevention System (IDPS) and firewalls. The logs
can assist in collecting information like tools, techniques, and IP addresses when it is

generated by the Glastopf. The information, hence, can be utilized to provide more security
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to the servers and can identify the attacks on the web servers. Table 4.10 below allows for a
direct comparison between Glastopf honeypot and three other honeypots (A, B, and C)
based on various evaluation metrics. Each honeypot's performance is noted under the
respective metric, enabling an assessment of their effectiveness in different areas.

The efficiency of Glastopf honeypot was evaluated based on the below several factors.

Here is an analysis of its efficiency: é{b‘
Y

1. Trap efficiency: Glastopf honeypot has a trap efficiency of 80%1% means that it
successfully captures and traps 80% of the attacks directed.t $) it. A higher trap

efficiency indicates that the honeypot is effective in att@ and engaging potential
attackers. @

2. Attack diversity: Glastopf honeypot shows.a high level of attack diversity. This implies
y y .\"g\‘ g y

o capture diverse attacks enhances the honeypot's

that it attracts a broad range of attack typ a}techniques, providing valuable insights into
the current threat landscape. The a

effectiveness as a research and ction tool.

"
3. Attack freque y@;topf honeypot records an average attack frequency of 100

attacks per hourKTdhls indicates that it is active and constantly targeted by adversaries. A

higher atta quency implies that the honeypot is attracting significant attention and is

co valuable by attackers.

4. Session duration: The average session duration in Glastopf honeypot is recorded as 5
minutes. This metric represents the length of time an attacker spends interacting with the
honeypot. A relatively longer session duration suggests that attackers may be engaging

with the honeypot to conduct more in-depth activities.
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5. Payload analysis: Glastopf honeypot demonstrates the ability to analyze malicious
payloads. This means that it can identify and analyze the content and behavior of files or
data received during an attack. This capability is essential for understanding the nature and

impact of the attacks.

6. Attack origin: Glastopf honeypot attracts attacks from various global sourg{%‘This

implies that attackers from different geographic locations are targeting the eypot. The

global attack origin suggests that Glastopf honeypot is exposed to a w@e of potential

threats. g\i‘%'\

7. Signature detection: Glastopf honeypot has a signz}t& etection rate of 95%. This
means that it can identify and match known %natures with a high degree of
accuracy. A high signature detection rate &ates that the honeypot is effective in

recognizing and detecting known attack patterns.

8. False positive rate: Glastopf 1@3 pot has a relatively low false positive rate of 2%.

This suggests that it can di‘fie.r’ltmte between legitimate and malicious activity with a high

level of precision. ﬁ@e positive rate is crucial for minimizing unnecessary alerts and

focusing on gentine threats.

Overall,ée ?halysis indicates that Glastopf honeypot is efficient in attracting, capturing,
anc@yzing a diverse range of attacks. Its ability to detect known attack signatures with a
low false positive rate enhances its effectiveness as a defensive and research tool in the

cybersecurity domain.
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Table 4.10: Efficiency Evaluation of Glastopf with other Honeypots

Metrics Glastopf Honeypot A | Honeypot B Honeypot C
Honeypot

Trap efficiency 80% 75% 85% 90%

Attack diversity High Medium Low High

Attack frequency 100/hr 150/hr 75/hr 200/hr

Attack frequency S minutes | 3 minutes 10 minutes 7 minutes

Payload analysis | Malicious | Suspicious | | Malicious | Malicious

Attack origin Global Local Global Global

Signature detection | 95% 85% 90% 80% WA

False positive rate 2% 5% 3% 1% @"

Table 4.11 Performance Evaluation comparison of the Existing Honeypot wit;%

Glastopf Honeypot System

N0

e Enhanced

*®
VPS Attacks | No of the No of % of the No of the No of A the Performa | % of
attacks attacker’s | Intelligenc | attacks attacker’ C}ﬁtelligenc nce Performan
Lunched to | Intelligenc | e info. Lunched to | Intelli é&‘ e info. evaluatio | ce
the VPSon | einfo. Recorded the VPSon | ef & Recorded | n evaluation
Existing Recorded | (Ao) by the | Enhanced « %ﬁded (A1) by the | between between
Honeypot (E) by the | existing Glastopf \@y the | Glastopf existing & | the
existing Honeypot Honeypat lastopf Honeypot | Enhanced | existing
Honeypot ° & Honeypot Glastopf Honeypot
0 Honeypot | & Glastopf
N (G-E) Honeypot
N A1-A0
(Brute force) | 375 296 9.37% QM 375 375 9.74% 76 11.03%
(Cross-Site | 314 300 9.50%) | 314 314 8.15% 14 2.03%
Scripting)
(XS$) e B
(Command | 450 37((;1Q N11.71% 450 450 11.69% | 80 11.61%
Injection) )
(Remote File | 600 98% 16.95% 600 600 15.58% 65 9.43%
Inclusion) Q
(Sensitive 2110 656 52.45% 2110 2110 54.81% 454 65.90%
Data
Exposure) <\Q
TOTAL 3849 3157 100.00% 3849 3849 100.00% | 689 100%
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Figure 4.47 Performance of the Existing and

Chart Shown Performance Evaluation of Existing and Enhanced Glastopf Honeypot Syst
Gathering Intelligenct Information of the Attackers
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Table 4.12 Performance Evaluation of theNexisting and Enhanced Glastopf Honeypot in Detecting

Fake Honeypot by The Attackers O\

VPS Attacks No of the Fake | No of ﬂo of Fake No of the Fake | No of No of Fake
Honeypot Attacker’s Honeypot Honeypot Attacker’s Honeypot
Attacks Intelligenc Detected by Attacks Intelligence Detected by
Lunched Inf E%r%ed the Existing Lunched on info. the Enhanced
Existing N e Honeypot new Honeypot | Recorded (N) | Glastopf
Honeypot by ( Existing by the by the Honeypot
the attacker \ oneypot Attackers Enhanced

'\Q Glastopf

(Brute force) | 375 ﬁ 296 0.00 375 375 375

(Cross-Site Q) 300 0.00 314 314 314

Scripting) Q

(XSS)

(Command 450 370 0.00 450 450 450

Injection)

(Remote File | 600 535 0.00 600 600 600

Inclusion)

(Sensitive 2110 1656 0.00 2110 2110 2110

Data

Exposure)

TOTAL 3849 3157 0.00 3849 3849 3849
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Performance evaluation of the existing and new honeypot in detecting fake honeypot
by the attackers

4500
4000
3500
3000
2500
2000
1500
1000
5
0?,lll mem B m 0 0B
(Cross-Site {(Command (Remote File (Sensitive Data TOTAL TOTAL
Scripting) (XSS) Injection) Inclusion) Exposure)

B No of the Fake honeypot attacks Lunched Existing Honeypot by the attacker
W No of fake honeypot detected by the existing honeypot
B No of the Fake honeypot attacks Lunched on new Honeypot++ by the attackers

W No of fake honeypot detected by the new honeypot ++

Figure 4.48 Performance Evaluation of The Exiﬁin@g Enhanced Glastopf Honeypot in Detecting
Fake Honeypot by The Attackers
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No of the Fake honeypot Lunched on Existing Honeypot by the attacker

M (Brute force)

M (Cross-Site Scripting) (XSS)
W (Command Injection)

M (Remote File Inclusion)

M (Sensitive Data Exposure)

= TOTAL

)
Figure 4.49 No. of Fake Honeypot Lunched o@xisﬁng Honeypot System by The Attacker

No of fake honeypot detected by the enhanced honeypot system

M (Brute force) M (Cross-Site Scripting) (XSS) ® (Command Injection)

M (Remote FileInclusion) M (Sensitive Data Exposure) ™ TOTAL

Figure 4.50 No. of Fake Honeypot Detected by the Enhanced Glastopf Honeypot
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Line Chart of Performance Evaluation Between Existing and Enhanced Honeypot in Detectic
Honeypot
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4.6 Discussion of the Results

The results of Glastopf honeypot analysis indicate that it is an effective tool for detecting
and studying cyber-attacks. Its trap efficiency of 80% demonstrates its ability to
successfully capture most of the attacks directed towards it. This is a positive outcome, as

the main purpose of a honeypot is to attract and engage potential attackers.
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The high attack diversity observed in Glastopf honeypot is noteworthy. This suggests that it
can attract a wide range of attack types and techniques, providing valuable insights into the
current threat landscape. This diversity enables security researchers and analysts to gain a

deep understanding of different attack strategies and trends.

It is also significant that Glastopf honeypot experiences an average attack frequenc}:{g 100
attacks per hour. This indicates that it is an actively targeted honeypot and{considered
valuable by attackers. The high attack frequency further empha!(%}e honeypot's

effectiveness in capturing the attention of potential adversaries. « 6'\

5N\

The session duration of 5 minutes highlights that attacke&%&ngaging with the honeypot

N

for a sustained period, potentially conducting -depth activities. This extended

interaction duration allows for better analy?@understanding of attacker behaviors and

tactics. C')\
>

The honeypot's ability to analyze ious payloads is a crucial feature. It allows security
researchers to examine the&n‘[e t and behavior of files or data received during an attack.
This payload analysi @es valuable insights into the nature and impact of the attacks,

enabling organizK{idons to better protect their systems against similar threats.

The 10@ §tack origin indicates that Glastopf honeypot attracts attacks from various
geographic locations. This diverse attack origin suggests that it is exposed to different types
of potential threats, making it a valuable resource for understanding the global

cybersecurity landscape.

The high signature detection rate of 95% is a positive outcome, as it indicates that Glastopf
honeypot can recognize and match known attack signatures accurately. This capability
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enables the honeypot to swiftly identify and report known attack patterns, facilitating

prompt response and mitigation efforts.

Finally, the low false positive rate of 2% is significant, as it minimizes unnecessary alerts
and ensures that the honeypot focuses on genuine threats. A low false positive rate helps

security analysts to concentrate their efforts on real attacks, saving time and resour;{b‘
Overall, the results analysis of Glastopf honeypot demonstrates :ég @%ency and

effectiveness as a defensive and research tool. Its ability to attract diverse attacks, capture
[ ﬂ
them effectively, analyze payloads, and detect known signatureé%& edit a valuable asset in

understanding and mitigating cyber threats.

4.6.1 Sophistication of Attackers QQ

The sophistication of attacks on Glastopf q@yts can vary depending on the skill level
and intent of the attackers. While honeypots like Glastopf can attract a wide range of
attackers, including both novice z@%xperienced individuals or groups, it is common to
observe a mix of unsophisttgte.cwl and more sophisticated attacks.

Unsophisticated at involve automated scanning or simplistic techniques, such as
attempting com)%n exploits or using basic scripts to send malicious requests. These
attacks are ally carried out by less experienced individuals or automated bots seeking
ea. While they may not pose a significant threat in terms of complexity, they can
still cause damage if not adequately defended against.

On the other hand, sophisticated attacks on Glastopf honeypots can involve advanced
techniques and custom-built exploits. Skilled attackers may specifically target the honeypot

with more complex attacks, such as zero-day exploits or advanced evasion techniques to

278



bypass security measures. These attacks often require significant knowledge, resources,
and expertise to execute successfully. It is important to note that honeypot deployments
often attract both opportunistic attackers looking for easy targets and advanced attackers
looking for specific vulnerabilities or information. The level of sophistication may also
depend on the motivation behind the attack, such as financial gain, espionage, or activism.

Overall, the sophistication of attacks on Glastopf honeypots can vary greatly, r@%(gbfrom
basic and automated scans to highly targeted and advanced attacks .igg@to exploit

specific vulnerabilities. By capturing and analyzing these attacks, ge'\{pots like Glastopf

can provide valuable insights into the evolving tactics and tec@es used by attackers. 2°.

4.6.2 Measurement of Efficiency @
N

The efficiency of a Glastopf honeypot can be r& d using various metrics that take into
account its ability to attract attackers, cer.cj\data, and provide relevant information about
the attack techniques and trends. He@ a few measurements commonly used to evaluate
the efficiency of a Glastopf hé&&

1. Attack rate: The atta ¢ is a measure of how frequently the honeypot is targeted by
attackers. It can b calCulated by analyzing the number of attack attempts or connections
made to th @bot over a specific time period. A higher attack rate indicates that the
hone (&%ctively attracting potential attackers.

2. Data’ collection: The efficiency of a honeypot can be determined by the amount and
quality of the data it collects. This includes gathering information about the attacking IP
addresses, attack payloads, techniques, and patterns. The more comprehensive and detailed
the data collected, the more efficient the honeypot is considered to be.

3. Detection rate: The detection rate measures how well the honeypot identifies and logs
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malicious activities. It can be evaluated by assessing the number of attack attempts
successfully detected and logged by the honeypot. A higher detection rate suggests that the
honeypot is effective in identifying and capturing attacks.

4. Attack diversity: The efficiency of a Glastopf honeypot can also be determined by the
diversity of attacks it attracts. A honeypot that attracts a wide range of attack types and
techniques indicates its effectiveness in creating an enticing environment for at%{?with
different motivations and skill levels. . \QO

5. Time to detection: Time to detection measures how quickly.the‘%l%ypot identifies and
alerts about an ongoing attack. A shorter time to detection @ire as it enables rapid

response and mitigation strategies. The efficiency of ﬂﬂ%neypot can be assessed by

analyzing the time it takes to detect various types{\at:’%ks.

6. Attack analysis: Another metric to asicsé\(‘&%efﬁciency of a Glastopf honeypot is the

ability to analyze and extract mean?&' nsights from the collected attack data. This
includes identifying attack tri)%%nerabilities commonly exploited, and new attack
1

techniques. The more VaIB%e nd actionable information that can be derived from the
c

"
honeypot data, the Co;@i nt it is considered to be.
It is worth§ that these metrics provide a general framework for evaluating the
efﬁcien@o a Glastopf honeypot, but the specific goals and requirements of each
de&ent may differ. Organizations can modify and prioritize these metrics based on

their own objectives and context to measure the honeypot's effectiveness accurately.
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4.6.3 Other metrics for test of Efficiency that are also tested in this work are:

4.6.3.1 Finger Printing

There was conceptualization of fingerprinting as the ability for the honeypot to use a port
scanning utility program to identify changes in its own service configuration as well as
changes in the service architecture in the environment surrounding thféo\eypot.
Fingerprinting exists as an independent measure, without any conng .'68@ the other

measures, but is subordinate to the honeypot root??. .
X

Honeypot

Fingerprinting ]
Figure 4.52: Finger Printing as the First MaofEﬁ”ectiveness

There are many different approaches t gerprinting. While available tools such as Nmap
and xprobe2 are common, ﬁ@nting could manifest through any utility capable of
interrogating services. Effectiveness is therefore measurable in terms of valid, accurate
detection of sewic@@%&, fingerprinting exists as a key component in the taxonomy, as

it is a prerequi r other measures to be effective

4.6.3.2 Data‘Capture

The@ceptualization of the ability for a honeypot to collect adversarial input with high
fidelity. Moreover, it suggests quantification is possible through two subcomponents:

capturing the commands an adversary runs in a honeypot and persisting the data beyond the

malicious reach of adversaries?® See figure 4.53
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Honeypot

Fingerprinting Data Capture
Number of Location in a \
malicious network (amount of
commands data captured) ‘%\
recognized

Figure 4.53: Data Capture as the Second Measure of Effecttvengs&%'\

While not strictly included in the taxonomy, it was sugge&@}at categorizing data during
persistence according to three types: events, att%‘%d intrusion. More specifically, an
event is any nonharmful command an adyg& may run on the system (e.g., Is, cd).
Despite not inherently being maliciousg, th_e) ata may provide correlation points based on
user interaction with the system?, ver, an attack constitutes a command that only a
malicious user would executewding on attack is the most valuable type of command an
adversary could run which\w Dld be an intrusion, which that is asserted as any command

that compromisg@e) integrity of the system or interrupts normal, expected system

function? Q
4.6@eption
This was implemented on Glastopf honeypot system. Broadly, deception is how well an
adversary is tricked into continued adversarial behavior. This is quantifiable by sojourn
time or how long an adversary spends in the system in combination with the total number

of commands executed®. See figure 4.54

282



Honeypot

l | l

Fingerprinting Data Capture Deception
Mu mhﬁr of Location in a Sojourn Total number of
malicious network (amount of Time commands
commands data captured) »&\
recognized %
Figure 4.54: Deception as the Third Measure of Effectiveness \20

A longer session time means the honeypot has elicited adversari & ehavior effectively.
Meanwhile, the other deception subcomponent is the nu %55 f?commands that an
adversary inputs to the honeypot?’. Not to be conﬁmed%@ data capture where the the
number of commands was counted, here the to@%mand was conceived as a slope

indicating the degree of deception. In other \@s, the more commands entered indicates

expanding deceptive effectiveness?®. }

4.6.3.4 Intelligence Q)

The modern era of honeypot resédrch is demarcated by the presence of intelligence. Thus,
.\

it includes intellige;ce E inclusive of the machine learning algorithms employed as

the means of d,Qd iSm in the honeypot?. There are a variety of honeypot machine
learning ﬂ@mations both in the context of algorithms as well as features rendered
int For MoE, the specific intention to measure the degree to which a dynamic
honeypot can change and alter itself according to the incoming data capture and deceptive

measures>’.
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Honeypot

Fingerprinting Data Caplure Deception Intelligence
Number of Location in a Sojourn Total number of
malicious network (amount of Time commands
commands data captured)
recognized N

Figure 4.55: Intelligence as the Fourth Measure of Effectiveness

Table 4.13: MoE Accordi

Q>
ng to Level of Intelligence A'\QO

Levels of Artificial Intelligence Present in H0neyp0t§y

Intelligence Level

. )
Signiﬁcanc%‘\&‘ )

5

A Honeypot with a level 5 Intelli “would be able to recognize
an adversary in its system and automatically be able to modify the
environment around the &r in order to more effectively
deceive them.

A Honeypot at le 'l@ylligence would be able to automatically
redeploy itself an@ en its defenses after analyzing the logs from
previous attacks, This would mean that the honeypot would become

more difficu rack as more people attack it, giving the data into
more complex or stronger adversary strategies

An Inte ce level 3 Honeypot can recognize that an adversary is
per; ing malicious commands in a vital area, and can eject the

rsary or shut itself off and redeploy before the threat can do
mcmal damage to the system

JA honeypot with level 2 Intelligence can automatically re-deploy
itself after it has been shut off without any changes to its initial
configuration

A Honeypot with an Intelligence level of 1 is a static honeypot
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Chapter Five

Conclusion
5.1 Summary of Findings
The efficiency of a Glastopf honeypot can be evaluated using various measurements which
include the attack rate, which determines how frequently the honeypot is targeted by
attackers. Data collection is another key factor, where the honeypot sh%@\gather
comprehensive and detailed intelligent information about attac‘k% addresses,
techniques, and patterns. The detection rate measures how ef ctlve the honeypot
identifies and logs attack attempts. Attack diversity evaluates &@ange of attacks attracted
by the honeypot, indicating its ability to entice diffs ypes of attackers. Time to
detection measures how quickly the honeypo@%es ongoing attacks, and attack
analysis assesses the value and insights d%' from the collected attack data. These
metrics provide a framework to m Q)the efficiency of a Glastopf honeypot, but

organizations should modify them@gn with their specific goals and requirements.

OMNET++ s1mu1at1on a'é deployed simulate honeypot system that can monitor the
actions of hackers q ire unauthorized access to a webmail account server. This was
done on p @‘to analyze the effectiveness of honeypot systems in gathering the
intelli e attackers and detecting the phony honeypot systems that attackers are likely
to Qn an attempt to deceive the real honeypot system and the system administrator.
During the experiment, many system features, including the logical IP address, the Virtual
Private Server of the webmail system, and the temporal frequency of the attacks, were
evaluated. Our technology was made available to the public to encourage researchers to

conduct further tests and expand our community's knowledge of what transpires when
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webmail accounts are hacked. We established and tested several web application sites, this
web applications were made vulnerable through paste sites, underground forums, and
malware-infected virtual PCs, and analyzed in depth the behaviour of cybercriminals and
other visitors to the web. Our findings enable the research community in acquiring a better
understanding of the ecology of stolen online information and might aid researchers and
online services in the creation of more effective detection and mitigation mea&%&b make
web pages safer for all users. This also aided future researchers in. Q@ a better
understanding of the efficiency and effectiveness of honeypot in gthg\ring the intelligent
information of an attacker and recognizing a phony honeypot i@n on a network. During
the inquiry, it was established that the previously cm@@oneypot lacks the resources
necessary to gather the intelligent information@ majority of attackers, especially
information that can be submitted for fi m@nalysis and the identification of phony
honeypots. This can only be accompliShe combining an IDS or other security tool with

a honeypot system in order to @ﬁy sensitive attacker information and detect fake

honeypot system on the ne‘uxork.
'\

It is also necessary,to 1 %fy intrusions effectively so that their impact would be assessed
and damag @ ted. The significance of network security cannot be understated given
that a si@e reak into a computer network may result in the loss, unauthorized use, or
chang®/of huge volumes of data. This causes users to question the authenticity of all
network information. Internationally, both freeware and commercial honeypots have been
set to deter incursions. Efficiency, effectiveness, and scalability must be continually sought
as long as security managers and hackers (intrusion attempts) seek to outsmart themselves.

Ramanujam & Ram Kumar, for example, developed the improved honeypot, which utilizes
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conventional detection and forensics techniques. The usage of regular information channels,
such as ISC diaries, the full-disclosure mailing list, abuse@domain, streams, and
conferences, is also recommended. Honeypots entice adversaries by emulating weak
operating systems, applications, and services. Honeypots are challenging to install and
administer In this regard, dynamic honeypots are especially problematic. On the one hand,
there are several deployment and management advice for dynamic hone}%Q(bn‘ the

existing literature. As a result, professionals, researchers, and edu @@unable to

ca
distinguish between implementation and management approaches. N

5.2 Conclusion &%‘\\‘

In conclusion, the Glastopf honeypot has proven to be*qﬂ\&étive tool for monitoring and
gathering valuable information about cyberattac@ s demonstrated a high attack rate,
ability to detect fake honeypot, attracting s;{% ant number of attackers to the honeypot.
Although it was established in the c%@( our research that Glastopf honeypot would
perform better when it is combi@vith other cyber security tools like IDS, IPS and
Firewall. Alao, the activati r%é configuration of sensor to function within honeypot
system would enha ce@%ﬁmize its performance especially in the quick discovery and
detection of fakwgrgypot and intelligent information gathering. The honeypot has also
shown to icient in collecting detailed data about attacking IP addresses, techniques,
ans, providing valuable insights into the tactics used by attackers.
The detection rate of the Glastopf honeypot has been found to be commendable, promptly
identifying and logging attack attempts. Its ability to entice a diverse range of attacks

indicates its effectiveness in attracting different types of attackers, allowing for a

comprehensive analysis of their methods. The time to detection has been reasonably quick,
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ensuring that ongoing attacks are identified in a timely manner. The attack data collected
by the honeypot has proven to be useful for analysis and gaining deeper insights into the
nature of cyber threats. However, it is important to note that the effectiveness of the
Glastopf honeypot may vary depending on the specific implementation and customization
for individual organizations. It is recommended to tailor the metrics and measurements to
align with specific goals and requirements, as well as continuously update and é%ch@b:e the

honeypot's configuration to enhance its effectiveness in mitigating an ing cyber
yp g gating g cy
ﬂ

threats.

Honeypots attract adversaries by emulating operating syste lications, and services
with known vulnerabilities. Unfortunately, honeypot;{%@difﬁcult to implement and
maintain. Dynamic honeypots are especially p@c in this manner. On one hand,
existing literature contains a plethora of s %ns as to how dynamic honeypots can be
effectively deployed or managed. t&e other hand there is little quantitative

validation of effectiveness in th@gard which leaves professionals, researchers, and

educators without the m@) differentiate between implementation or management
"

modalities. C)QQ

5.3 Recom @MHS

Therefoéo% ideas and proposals for future research focus on analyzing the notion of
sho&e successful within the taxonomy of effectiveness measurements. Based on our
findings, we have made some few recommendations:

1 It is recommended that researchers should carry out a comprehensive analysis of

Glastopf's ability to accurately detect and log attacks, especially against wide range of
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attack vector, such as SQL injections, XSS attacks, and other common web application
attacks.

2 The study also recommends that proper investigation on how diligent Glastopf handles
large-scale attacks and high-volume traffic from different web applications, simulation
various attack scenarios should also be examined. (b,

3. It is also recommended that honeypots be deployed in conjunction with '?ecurity
tools such as IDS and IPS, and configured in such a way that a fake ﬁ%})t system can
be easily detected when deployed to a network by an attacker; th@&;ﬁake its acceptance
and use more robust and reliable for the accurate connectior@g%attacker's intelligent data.

4. It is recommended to evaluate Security Evasion Tg@iques to Investigate the ability of

sophisticated attackers to detect, bypass Glast%f, nch fake honeypot and analyze the
e

stealthiness of Glastopf and its abilit@
advanced attackers. Cb‘%'

d against evasion techniques used by

5.4 Contributions to Knowledge

This research has also tributed to the global body of knowledge of deception
technology in the @p rformance evaluation, revealing that deployment of a honeypot
system alo aéxecurity architecture for a cloud-based system is insufficient, and that it
must be@m ined with other cyber security tools, such as an intrusion detection system
and a firewall, for more effective and efficient intelligent information gathering.

This research has also contributed to the field of honeypot sensor configuration, since the
majority of previous work on honeypot systems was not set up to use sensors as a tool to
identify any odd behaviour that may harm the production network. This feature alone may

improve the honeypot system's efficiency measuring results.
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At the end of this research work, we have been able to contribute more to the body of

knowledge on the following areas:

v" This research has provided more insight into the actions of attackers developing a
fake honeypot system to the deceive system administrator

v It is a contribution to the body of knowledge on deception technold: the
development of a honeypot system to gather intelligence informatipn% attackers
and also detect a fake honeypot system that attackers might entg%‘

v' Finally, this research has also contributed to the glob@? of knowledge of
deception technology in the area of performar%@aluation, revealing that

deployment of a honeypot system alone z@y architecture for a cloud-based
co

system is insufficient, and that it must % ined with other cyber security tools,

such as an intrusion detection sys@
intelligent information gathe@

By conducting research in égie)qgreas, the body of knowledge surrounding Glastopf

firewall, for more effective and efficient

honeypot can be expand@a’ding to advancements in attack detection, malware analysis
b

techniques, and ov@g

5.5 Sugg%@or Further Studies

Th@only includes some specific protocols for implementing honeypot systems, but

rsecurity practices.

in future it can be expanded to include the remaining protocols. Honeypot can be improved
by adding capabilities of identification and capturing of exploitation kits. This work has
only designed a model for the enhancement of Glastopf honeypot for the detection of detect
fake honeypots, but one can further research on this and incorporate Linux & Windows

sandboxing part with this so that there will be no need to depend on any other platform for
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analysis of captured malwares. All these honeypots are one-click honeypots right now, one
needs to enter only one command and everything will be set up automatically, but there is a
lack of Graphical User Interface (GUI). One can foster this honeypot system by adding
web interface or adding GUI to it so that it becomes easily manageable & user-friendly for
whoever has little or no idea about this technology. Other areas of suggestion for further
studies are stated below: é{b‘

1. Advanced Evasion Techniques: Investigate and develop counté¢ " %s against

\'\

advanced evasion techniques used by attackers to bypass Glastopftoneypots. This could
include exploring ways to improve Glastopf's ability to de %\1% respond to evasive
tactics, such as polymorphic malware or obfuscated pay ae&s%

2. Automated Threat Intelligence: Investigate@&o automatically extract valuable

N

threat intelligence from the data COHG(Q lastopf honeypots. This could involve
alyze the collected attack data to identify

developing techniques to aggregate“an

emerging threats, attack trends, or @(béxploit techniques.

3. IoT-Specific Honeypotﬁﬁp%)re the adaptation of Glastopf for Internet of Things (IoT)
'\

environments. Invetig@

specialized honeggs) onfigurations to monitor and analyze IoT-specific threats accurately.

unique attack patterns targeted at IoT devices and develop

4. False P%e/Negative Analysis: Evaluate the accuracy of Glastopf honeypots in terms
of @sitives and false negatives. Investigate potential ways to reduce false positives

and improve the detection rate without compromising the honeypot's stealthiness.
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Appendix VII: Different Between Low Interaction ana‘lﬂ%@»temction Honeypot

£ N\
High Interaction Honeypot Low Interaction Honeypot
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Can be difficult to install or use. Installation and deployment are uncomplicated.
Large information can be caught. Apprehend limited amount of data.
Huge risk because for interaction real OS is provided. Low risk due to imitated Services
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