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Abstract

The usage of Machine Learning (ML) and Feature Selection have been implemented in the
development of Intrusion Detection System (IDS). From the review of the literature,
developing an effective IDS requires large amount of data with many features. Some of these
features are not important in the operation of the IDS which slows down the detection of threats.
Therefore in this thesis, an IDS which can detect threat, has reduced features and is able to
obtain result was developed. Machine learning was incorporated in training of the model using
three machine learning algorithm; hybrid decision trees, Naives Bayes (NB) and Random
Forest (RF). This was categorized into 3; Dataset Loading and Preprocessing,. improved
Intrusion Detection System and testing and evaluating the developed system. The rce stages
saw the total number of columns to 143 in number, after some processes were out on it,
such as the hot-encoding category features and the SelectKBest techniques reduced the
columns to 15 best columns. After the correlation matix was conducted ofi th al sub dataset,
it shows that features with NaN values have zero correlation with oth@D ed features in each
of the sub dataset. Features with near zero variance, missing valu¢ % and those that has
high correlation between two numerical variables. With thes tures having minimal
discriminatory power, they were therefore removed from l@~ sub dataset. This reduced
columns shows that logistic regression model built was Oximately 0.8377, the accuracy
score of the K-nearest model was approximately 0.7538, the accuracy score of the
DecisionTreeClassifier model was approximately 0.8 éﬂe accuracy score of the LinearSVC
model was approximately 0.8101. The develop using Feature Selection technique
significantly improved the performance of the rk Intrusion Detection System towards
learning accuracy, reduce learning time, and@ learning results.

Keywords: Machine Learning, hybrid-ch& n tree, hot-encoding category feature
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